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A Novel Infrastructure for
Data Sanitization
in Cloud Computing

Dr. Cheng-Yuan Ku

Department of Information Management,
National Chung Cheng University, Taiwan,
R.0.C.

Doate : May, 2013

Background

# Cloud computing service (Mell & Grance, 2011):
e IaaS . Paa$ . SaaS

# Cloud Security (Subashini & Kavitha 2011):
+ Data securty

# Personal Data Protection Act in Taiwan (Chang
2012):
= Collecting, processing and using personal data
o A party will be fined up to NT 200 million for violation.
= Govemment agencies and non-governmental orgamzations

must provide evidence for handling personal data with due care
1n the court. If is not the customer’s responsibality.

Outline

T T
Motivations

4 Data Remanence -

*  What 1s data remanence ?

— Data sanitization (Kissel et al._ 2006)
— One of the most important security 1ssues for
cloud computing

¢ Comply with PDPA
* Solutions for cloud computing
— To provide evidence
— To audit data security

Outline

e
Cloud Computing Operating System

Vievnal Ditaernter 4 Wirtwal ataeewies 2

+  Wmdows Azure
LRLOVNL A [T Y LTS T T SO

R IR Al Moy AoV

*  Google Apps v v WA aw v
* VMware vSphere

*  Amazon WebService

VMware vSphere architecture

Source : Modified from the Viware (2011)
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Big Data Platform-Hadoop

* Hadoop Distributed File System (HDFS)
*  MapReduce

Hadoop cluster operating
Source : Ihite (2012)

[
TTP in Cloud Computing

4 Three major entities in trust model (Zin Hu. Ahn
& Yau, 2011

+ Data Owner and Users
+  Cloud Service Provider (CSP)

+  Trusted Third Party (TTP)

Public-Key Infrastructure

* Certificate |

PU ,-—"'—_ﬂ— Authority ‘_‘_‘\\

PL'p,
& i = E(PR,uup, H DI PU \

— E(PR_y, [T> 1 1Dy 1| PUS))
o
\\\_Ilic'nfg—//

Public-key infrastructure model

Source ! Stallings (2012)

B

Monitoring Approach for Cloud

Slyrhattis. Prendieaiing 10 fhr Clakid

rarnm

(ml‘:trnu
Infrasiructune

McAfee database activity monitoring architecture
Source  McAfee (2012}

e Y T
Data Sanitization (1/2)

4 Definition (Kissel, Scholl, Skolochenko. & Li. 2006) -

+  The data sanitization refers to removing remmnant
data from storage media.

* Type
— Clearing : Overwriting
- Purgmg : Degaussing
— Destroying : Disintegration, incineration,

pulverizing, shredding, and melting.

Y I
Data Sanitization (2/2)

¢ Overwriting methods :

Overwrite Algorithm

Pass 1:3Writes a 2e#0 and venifies

*  Gutmann

*  Schneier s Writdomasmmandererifies
Pass 3: Writes a renidom character
« US DaD 5220-22.M | PadsriReitesanoniom character

Pass 5: Writes a pendom character
Pass 6: Writes a anrslom character
Pass 7: Writes a random character

Source Solfhads Bofimmiprd BEG)E

* VSITR
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Mechanism process

)

2

Concerns of data sanitization

1) We must know where the data are stored and which
data should be cleared.

2) We need to momtor the clearing process.

Trust Model
Uy servine \i '
_— . .
Dot Cimper Ulauill Seivviee Fruvidoer
"
Irrovide )
o uTing sepert Ml

Trusted Thivd Pariy

Design of Monitoring Framework

Dat O
.-\. .-‘

Aboo iy

Trusted Thivd-Pany

T
2
i

Sl g g
Irfthreitiin

f=rti B -".,..-‘. l'
Al
] | B 8
i
Pussiond Server

Monitoring Center (1/2)

Tousict! Thinad-I"aniy

+ Monitoring Data

Clsurd Servics Provider
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Monitoring Center (2/2)

* Monitoring Data
— Files content

File Eloeks Mediflcadon Fermission

Replications Ownerships
lengths' sizes! e information| path-

*  Monitoring Report
— Hadoop

Data Sanitization Scheme (1/2)

# Data Sanitization Process

2ty b dticand
TRy e

Ll Seryv i Pro ke

Tiain (i

N /G

o

Fraibtisd ladvadsPuaits

Package content : Certyyp | Certpg | E( Ky . E( PRyp-[Rg| T1)

Data Sanitization Scheme (2/2)
4 Data Sanitization by Overwriting

» Customer interface and procedure

— Interface provides customer two choices whether
the data sanitization should be monitored or not.

— Select the number of overwrites, and confirm the
service.

— Customers choose whether the recovery test
report is necessary.

Outline

— o o —
—J g s L J

Implementation and performance evaluation

*  Monitoring agent
— DAM (Database activity monitoring) captures the
metadata packet
— FAM (File actrvity monitoring) captures the log files

*  Monitoring center
— Provide = 64 mega data or much larger to the
monitoring center to test

*  Overwriting program
— To propose an efficient overwniting scheme mn cloud

Thank you for your attention
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A NOVEL INFRASTRUCTURE FOR DATA SANITIZATION IN CLOUD
COMPUTING (RESEARCH PAPER)

Cheng-Yuan Ku, National Chung Cheng University, Taiwan, ROC
E-mail: cooper.c.y.ku@gmail.com

Yu-Siang Chiu ,National Chung Cheng University, Taiwan, ROC
E-mail: fishflyl1115@gmail.com

ABSTRACT

Purpose- In this extended abstract, we propose a novel infrastructure in cloud computing
environment which assures the data sanitization after the customers decide to delete them.
Design- A mechanism with monitoring agents is suggested to watch the data usage over
entire life cvcle and assure the data sanitization in the end.

Findings- Security analysis and performance analysis will be done after the complete
infrastructure is decided. We expect this mechanism should fulfill the securitv and
performance requirements for cloud computing users.

Originality/Vaiue- The emerging cloud computing technology needs the assurance of various
security requirements, otherwise most of customers/organizations do not dare to adopt it.
Our research proposes an infrastructure to solve one of the security problems, i.e. data
sanitization. As well known, only after the security requirements of cloud computing could be
managed and guaranteed, the prospects of the cloud services are brightening.

Keywords: cloud computing, cloud services, information security, data sanitization, trusted
third party (TTP), agent

INTRODUCTION

In recent years, as cloud computing becomes more and more popular, it has gradually drawn
many enterprises’ attention. Ironically, one of the major factors which lead the development
of cloud computing is the previous economic recession. Due to the keen business competition
and tight budget, enterprises need to find any possible ways to reduce cost. According to the
National Institute of Standards and Technology (NIST), cloud computing providers offer
services with three fundamental models (Mell and Grance, 2011):

e  Software as a Service (SaaS)

e  Platform as a Service (PaaS)

 Infrastructure as a Service (IaaS)

Based on the individual need, enterprises can choose anyone, both or all of the
above-mentioned methods to construct computing services for stakeholder. From the
perspective of technology, cloud computing seems to be able to give a chance to divest
infrastructure management of information systems and to enhance core competencies.
However the potential security issues may hinder the cloud services from fast developing.

Even with the protecting mechamsm in cloud. the attacker still can take various attack

models to invade. Cloudburst virtual machine (VM) escape is an exploit method that enables
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a guest-level virtual machine to attack its host (Kortchinsky, 2009). A method that prevents
the VM escape has been proposed by security researchers (Ristenpart et al., 2009). In
addition to the above-mentioned attack, one of the other major security considerations is data
sanitization. Actually a deleted file only means the erased directory, not the file itself. This
issue becomes even more complicate in cloud environment and still has no concrete solutions
until now.

The trusted third party (TTP) and agent are two of the popular methods to solve many
security issues. The TTP can act as a monitor and audit the performance of service providers
for customers. An agent is generally developed to monitor network activity, collect
information, act for a user or other program ... and so on. For example. it can identify
malicious network behavior that does not comply with the policy and send the alert to the
managing center (Manzoor and Nefti, 2009). According to the published security guidance in
cloud computing by Cloud Security Alliance (CSA) (CSA, 2011), there are two types of
monitoring mode:

¢ Database Activity Monitoring (DAM) : Database Activity Monitor captures and records
all Structured Query Language (SQL) activity in database in real time or near real time. The
database monitoring server will generate alerts on policy violations.

¢  File Activity Monitoring (FAM) : FAM records how the customers access file and
generate alerts on policy violations.

Until now, there are some solutions of new generation DAM which are based on kemel-level
implementations and other intrusive approaches (Lombardi and Di Pietro, 2011; Shao et al.,
2010). This means that adding a layer of security requires changes in architecture and relies
on the virtualization technology. McAfee, the world’s largest dedicated security technology
company, has made an effective solution which can be easily embedded into the guest VM.
This is the so-called McAfee Database Activity Monitoring (McAfee, 2012). In short, within
the proposed infrastructure, the TTP, agent modules and improved sanitization procedure are
adopted to assure the security of sensitive data.

PROPOSED MECHANISM

In order to achieve the data sanitization, the entire data life cycle must be monitored. In this
way, the manager can record and control the detailed process of data usage and storage.
Based on the above-mentioned McAfee Database Activity Monitoring, we further design a
monitoring mechanism to handle the data sanitization problem as shown in Figure 1. In cloud
environments, the customers, in general, deploy the needed applications, platforms or
infrastructures on VMs. Therefore, we suggest that a monitoring agent should be embedded
into every VM which hosts the application or database.
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Fig. 1 Monitoring architecture

*  Access function : while the data owner accesses data via applications on VM, agent 1
shall collect the log information and sent to the TTP.

»  Process function : agent 1 shall also monitor communication between the applications
and database.

»  Store function : agent 2 shall monitor the database and have all activity reports sent to
TTP.

FUTURE WORKS

Currently the design of monitoring mechanism in cloud environment is already finished but
the detailed data sanitization procedure is still under construction. Furthermore, the security
analysis and performance analysis should be conducted thereafter. The security analysis is
going to include the man-in-the-middle attack, verifiability, brute-force attack, and spoofing
and so on. We plan to implement the prototype of proposed mechanism by using Hadoop
platform. As for the performance analysis. the speed of overwriting and the efficiency of
monitoring center will be assessed. Finally, we will compare with McAfee Database Activity
Monitoring about performance.
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