Capital

July 2012

Asia Pacific Economic Cooperation Forum
— Financial Regulators Training Initiative

Capital Adequacy
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5 b 4 + Summarizes the level, quality, and adequacy
| G T of capital relative to the current (and
e T prospective) financial condition of the institution.

» Considers prospective / emerging risks.

. 'Heavily influenced by asset quality, but
considers all risks and risk management.

« Reflects growth, strategy, management, and
ability to get new capital.

« “Capital supports risk-taking activities.”
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Objectives

Quantity and quality of capital
Management of capital: capital vs. risk
Management of capital: capital plans
and risk appetite (including growth &
innovation)

Synthesize information and determine
preliminary conclusion for capital

July 2012 APEC-FRTi: BASS

Quantity and Quality of Capital

Amount and type...

+ Risk-based capital ratio |
~ _Risk-based capital (Tier 1 + Tier 2) Y\@yl_?am € pve Ted,
Risk-weighted Assets )
- Regquiatory minimum percentages [new BCP 18]
* Minimum capital funds t»hgg N f\ﬁla wds on acliyie
« Other capital measures Tk guie. i hos
— Leverage capital: Tield 7Aver e Total Assets
— Tier 1 RBC: Tier 1/ Risk-weighted Assets
...Common_Equity Tier 1/ Risk-weighted Assets )
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Capital Management (1/3)

Policies and procedures: oo e
* |s capital sufficient for current risk*

» Ali business lines and risks identified and
addressed by policy or practice? (a few examples)

— Credit risks - Provisions / Reserves
— Market risks ~- Open position limits

— Liquidity risk -- Min/Max levels / Credit lines
— Growth plans -=- All planned activities

?
« Most internal limits should be based on capital!
[new BCP 15,17,18,21-25]

| July 2072 APEC-FRTI: BASS 5

Capital Management @)
5 ToAse pel Por gheuit 13 (¥

Internal capital measurement & monltorlng
« Capital levels: minimum, target, maximum
» Measure and monitor all identified risks
* MIS reported to / reviewed by board and management
Ability to maintain satisfactory capital:
- Earnings retention (versus dividends)
+ Plan and ability to augment capital if needed

July 2012 APEC-FRTI: BASS 6
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Capital Management (3/3)

» Basel Il capital accord
— Pillar 1: minimum requirements
— Pillar 2: supervisory review process
— Pillar 3: market discipline | drsedosre)
« Bank management responsibilities under

Pillar 2: “Have a valid process to ensure the
bank has enough capital!” 2 Internal Capital
Adequacy Assessment Process (ICAAP)

July 2012 APEC-FRTI: BASS 7

Current and Prospective Risks

2012-07-01
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» Planning and budgeting includes capital e e fnin 1o
e b RS O
— Growth -~ Systems v Nl‘tj bi?f{ a
— Product lines — Innovation R Bt LN
. .  pmE o e
— Macroprudential -- Regulatory enwronment; } Mﬁ_
» Does the bank have enough capital | - ey L
relative to growth plans? ! haove T4y oo e
. \ '{ o _'_".*‘35'»":- TH e oL
« What are bank’s sources for new capital? PEAA
And are those sources reliable? Ny 4 Ler _;‘c[.{;\;?';[;,-'ﬁ
(‘[\p‘\'{,:n\ '
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Evaluating Capital

« Capital ratios

» Asset Quality

» Earnings

» Operational risk

« Liquidity risk

» Sensifivity to market risk
« Other relevant considerations

— Open positions - Growth rate
— Internal standards — Macroprudential considerations...
— Systemic importance — Economic conditions

July 2012 APEC-FRTI. BASS

Summarizing Capital

Does the bank have sufficient capital?
« Preliminary conclusion with support
+ Consider risks and risk management

« Capital ratios and trends

« Earnings (and dividend payouts)

« Equity growth vs. risk appetite

- Management of capital

« Plans to maintain or increase capital
« Macroprudential considerations

July 2012 APEC-FRT!: BASS
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Liquidity Analysis: Indicators,
Techniques, and Contingency
Funding

July 2012

Asia Pacific Econormic Cooperation Forum — Financial
Regulators Training Initiative

Bank Analysis and Supervision School
Manila, Philippines

Liquidity
Definition

Liquidity refers to the ability of a bank to meet the
demands of its counterparties and customers
for:

— Withdrawals from deposits

— Repayment of other liabilities

— Funding of new loans RN

— Settlement of letters of credit

— Performance on other off-balanc
sheet obligations, such as
guarantees

July 2012 APEC-FRTI: BASS




Liquidity
Sources of Liquidity

Drawdowns of liquid assets

Repayment of loans

Sales of securities and other assets

Attraction of new deposits and other
financial liabilities, and additions to

existing deposits ;7T
Tae{ Costemly o€ YUK -

Jduly 2012 APEC-FRTI: BASS

Liquid Assets (1o 4)

What do we mean?

+ The liquidity of an asset
is theé_ease with which
this assetcan be used to
make paymenis or

“advance funds, without
having to be converted to
another kind of asset.

« All assets have a degree
of liquidity and can be
ranked.

July 2012 APEC-FRTI: BASS




Liquid Assets (20f9)

High degree of liquidity
* Cash (banknotes and coins)

« Current account at the central
bank

+ Correspondent accounts at
other banks

+ Funds placed on overnight 2 4 .
deposit with other banks Hj;jfzw
(Federal Funds in the U.S.,
sometimes calied “money at
call and on short notice” in
other countries)

by
i,
s
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Liquid Assets (30f4)

Medium degree of
liquidity

« Time deposits at other
financial institutions

+ Securities that are traded on
an active, deep market
(especially government
securities)

et. G1H . ( Gevera| Hotars )

Fige wfsecdties L7530
s 2 bl s R % 99
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Liquid Assets (40f4)

Low degree of
liquidity
= Securities not traded on

active, deep market or
not traded at all

« | oans ‘:ﬂlft (tlﬂ-'j k E,OlA.

= Real estate held for
investment (if permitted)

= Seized collateral
« Fixed assets

Juiy 2012 ' APEC-FRTI: BASS 7

Liquidity Risk — and Its Avoidance

» Liguidity risk is the risk
arising from the inability to
meet obligations on time
without incurring unacceptable
losses.

« Banks would not need a
liquidity policy if all assets
were highly-liquid assets.

+ What are the drawbacks to
this approach?

- Banks lose their role as
intermediaries

— Very liftle profit cauld be earned
by following this approach

July 2012 APEC-FRTI: BASS 8




Indicators of Liquidity Position

Question to ask: Does Answer: We should
this bank have enough distinguish between
liquidity? Are there “background” and
measurable “foreground”
characteristics that liquidity indicators
either increase or
decrease the probability * Background:
that the bank will have a indicators requiring £, , 4 | om,
quuidity crisis? infrequent monitoring 5‘Eick-j_ _

» Foreground:
indicators requiring
frequent monitoring

Jufy 2012 APEG-FRTI: BASS 9

Background Indicators of Liquidity Position
(1 of 2)
i

Background indicators are those that make a
bank more or less vulnerabie to a liquidity
crisis, but do not or cannot change rapidly
and-need to be monitored only fonthly or
{quarterly. Banks sometimes apply firnits.

Exampies:

« Credit-deposit ratio. Useful as a “check” on
unacceptably fast loan growth.

- “Small” deposits as percentage of total
deposits. The higher the ratio, the more stable

the deposit basﬁq}jm?m {fy stable ’,-?ﬂﬁa‘ ‘m&;(.\tf.:

+ Average size of “large” deposit accounts. )
The lower the amount, the more stable the

deposit base.
How to define sman or farge? :
July 2012 APEC-FRTI: BASS 10
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Background Indicators of Liquidity Position
(2 of 2)

Examples;

» Concentration of financial liabilities: funds
can be supplied by other financial institutions, by
corporations and other instifutions, by
governmental entities, or by individuals. The
greater the dependence on a single supplier of
funds —~ or group of similar suppliers — the more
vulnerable the bank is to a liquidity crisis.

~ Ratio of top 5 or top 10 suppliers to total financial
Habilitles

- Herfindahl-Hirschman Index (HHI): sum of the
squares of the percentages of each supplier of total
financial liabllities — considered to be concentrated if
over 1,800 :

= Net Stable Funds Ratio (Basel Hl — more iater} )
July 2012 (NS TFR) APEC-FRTi: BASS ' 1

Foreground Indicators of Liquidity Position
, (10f5)

Foreground indicators are those that make a
bank more or less vulnerable to a fiquidity crisis
and can change rapidly and require frequent
monitoring — daily or weekly. Limits are
often placed on these indicators, and they are
often used as regulatory requirements.

Examples:

— Ratios of liquid assets {various measures) to
liabilities (various measures) — with a lower fimit

*  Many regulatory requirernents sra sisied In this way

+  What shouid be in the numerator? What should be in the
denominator?
Numerator represents the avarlabifity of fiquid assets; denominatar
represents the need.

= Should ceratn off-balance sheet items be in the denominator?
Which ones?

July 2012 APEC-FRTL: BASS 12




Foreground Indicators of Liquidity Position
(2 of 5)

Exampies:
— Ability of liquid assets to cover liquidity gaps
{Liquidity Coverage Ratio from Basel lll - more
later)

- “Large” deposits as a percentage of total deposits
{the higher the ratio, the less stahle)

— "Volatile” liabilities as a percentage of total
financial liabitities (the higher the ratio, the less
stable)

- Funds obtained from other financial institutions as
a percentage of total financial liahilities
(dependence on “interbank” market — the higher the
ratio, the less stabie)

July 2012 APEC-FRT!: BASS 13

Foreground Indicators of Liquidity Position
(3 of 5)

Examples:

— Cash flow mismatches (excess of projected
cash outfiows over cash inflows)

Sources of Cash Inflow:
inme

Loan repaymants

Haw depostis:

Addtions to existing deposits
Salea of Securities

Sales of Fixed Assais

Sources of Cash Qutfiow:
Expanass

Grenting of new nana

Depoalt withdrrwais

Settiernant of lettars of cradi
Purchases of asculities
Purchases of fixed assats

July 2012 APEC-FRTI: BASS 14




Foreground Indicators of Liquidity Position
{4 of 5)

Examples:
- Gash flow mismatches (excess of projected
cash outflows over cash inflows)

July 2012 APEG-FRTI: BASS 15

Foreground Indicators of Liquidity Position
(5 of 5)

» Banks shouid set limits on the monthly and
cumulative outflows.

+ The use of cash flow projections is
mandatory!

Cash -
Flow | =Ep
ﬁv(

July 2012 APEC-FRTI: BASS 16




What to do with indicators — both banks and
banking supervision personnel

* Monitor historical trends

+ Establish a range of
preferred values

+ Set a limit and ENFORCE
the limit

+ Compare the subject bank
to similar banks (peer
group comparison)

July 2012 APEC-FRTI: BASS 17

The Basel lll Indicators: Net Stable Funds
Ratio and Liquidity Coverage Ratio

* Revealed in December 2010, with a
phase-in envisioned
— LCR impiemented in January 2015
— NSFR implemented in January 2018

» NSFR is a “background indicator” —

"_available stable funding must >= need

for stable funding

» LCR s a “foreground indicator” — high-
quality liquid assets must >= projected
net cash outflows over next 30 days

under stressed scenario
e s e s e Ty AT

July 2012 APEC-FRTI: BASS 18




Net Stable Funds Ratio

NSFR addresses an underlying concern
that banks fund long-term, generatily
illiquid assets with short-term, perhaps
volatile, liabilities.

— Ratio is “available stable funding” (ASF) as
a percentage of “‘required stable funding”
{RSF).

— ASF measures availability, RSF need

~ The standard is met if ASF/RSF = 1 or 100%

~ Time horizon is one year

- Assumes a stressed environment : some
liabilities won’t he available

July 2012 APEC-FRTI: BASS
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Net Stable Funds Ratio:
“Available Stable Funding” (simplified)

+ Amounts included in ASF all come from the
“liabilities and capital” side of the balance
sheet, multiplied by coefficients indicating their
stability.

* The higher the stability, the higher the
ccefficient.

— Regulatory capitaf {100 percent)

— Liabilities with a remaining maturity of one year or more
{100 percent)

— Current , savings, and time deposits of natural persons or
small business customers in “small” accounts (90 percent) M

~ The above categories in "large” accounts (80 percent) N

- All other monetary liabilities, except amounts owed fo
financial institutions (50 percent)

— Amounts owed to financial institutions (0 percent)

July 2012 APEC-FRTI: BASS
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Net Stable Funds Ratio:
“Required Stable Funding” (simplified)

 Amounts included in RSF are assets and off-
balance sheet items with coefficients giving the
degree to which they are iltiquid or long-term,
and therefore require stable funding.

» The more long-term or illiquid, the higher the
coefficient. ‘

« Assumes that individuals and small businesses
will be Jess likely to repay their loans due within
a year than corporations will, and therefore
require more stable funding.

Jufy 2012 APEC-FRTI: BASS

Net Stable Funds Ratio: Required Stable
Funding (simplified)

= Components of RSF

— Alitoans and debt securities with residual maturity of one year or more
(100 percent)

— Debt securities, regardless of maturity, issued by other financial
institutions (100 percent)

- Fixed assets (100 percent)
- Non-traded equity securities {100 percent)

— Loans to individuals or small businesses with a residual maturity less
than one year {85 percent}

—~ Residential mortgages, regardless of maturity, that qualify for the 35
parcent risk weight under the Basef Il Standardized Approach (65
percent)

—~ Loans to non-financial clients, other than individuats or small
businesses, with a residual maturity of less than one year (50 percent)

- Publicly-traded equity securities (50 percent)
— Lcans to, and deposits in, domestic financial institutions (20 percent)
— Loans to, and deposits in, financial institutions abroad {0 percent)
- Cash on hand and claims on the central bank {0 percent)
- All other assets not mentioned above {100 percent)
July 2012 APEC-FRTI: BASS 22
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Liquidity Coverage Ratio (1072

LCR addresses an underiying concern that the
“liquid” assets banks have do not adequately
support the bank in a crisis situation.

— Banks should always have a stock of ready liquid assets on
hand to meet their requirements over the next month,

— LCR measures need for liquid assets in a stressed
environment, in which deposits and other sources of funds
(both secured and unsecured) run off, to various extents,
and unused credit facilities are also drawn down in various
magnitudes.

— Put differently, the LCR is a stress test translated into a
regulatory mandate.

July 2012 APEG-FRTI: BASS 23

Liquidity Coverage Ratio (20f2)

Calculation of LCR requires three quantities to be
defined:

A. Total value of stock of highly liquid assets
B, Total cash outflows, next 30 days {stressed scenario}

C. Total cash inflows, next 30 days (stressed scenario).
Capped at 75 percent of B.

Requirement is met if A > (B - C), or A/(B ~ C) >=
100 percent

July 2012 APEC-FRTI: BASS 24
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LLCR: Stock of Highly-Liquid Assets
(simplified definition)

Highly-liquid assets include:
-~ Cash on hand

— Deposits in the central bank (denominated in
either domestic or foreign currency)

~ Government securities that are efigible
collateral in repurchase agreements with the
central bank, included at estimated market
value with the standard repo “haircut.”

— Note; if there is not an active secondary
market for government securities, they are
only eligible if centrai bank is explicitly
committed fo purchase them for resale even
under extremely stressed conditions!

July 2012 APEC-FRTI: BASS _ 25

LCR: Total cash outflows, next 30 days
(simplified definition)

» Includes actual, contractual outflows dver_ the next 30
days (except for aperafing expenses)

+  Plus: assumed outflows under a stressed scenario

+ Assumed outflows use balance sheet liability and off-
balance sheet categories , multiplied by a “run-off" factor
which is the assumed percentage of the liabllity that wilf
be withdrawn {or refused ta be rolled aver} under
stressed conditions. OBS run-off factors are assumed
percentages where bank will receive a demand to fund
under stressed conditions.

« For a bank, it is advantageous to have liabilities and OBS
with low run-off factors.

July 2012 APEC-FRTI: BASS 26
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LCR: Total cash outflows, next 30 days
(simplified definition, 1 of 2)

LCR cash outflow liabhility and off-balance sheet
categories, with sample run-off factors
{regulatory authorities can set their own):

- Current and savings deposits of individuals or smalt
busingss customers in small accounts (5 percent)

— Time deposits of individuals or smalf business customers in
smail accounts with more than 30 days remaining until
maturity and significant early withdrawal penalty (0 percent)

~ The above category with 30 days or fewer remaining until
maturity, or no significant early withdrawal penalty (5
percent)

- The above three categories in large accounts (10 percent)

-~ The above four categories in accounts held by all other
entities except financial institutions (75 percent)

- Accounts held by financial institutions, if unsecured {100
percent} \

July 2012 APEC-FRTI: BASS
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LCR: Total cash outflows, next 30 days
(simplified definition, 2 of 2)

LCR cash outflow liability and off-balance sheet
categories, with sample run-off factors (regulatory
authorities can set their own):

- Secured funding backed by high-liquid assets (0 percent)

— Secured funding backed by assets that are not considered high-
fiquid assets, if central bank or government is supplying the funds
{25 percent)

—~ The above categoery if other than central bank or government is
supplying the funds (100 percent)

- All other monetary liabilities that do not fit into one of the above
categaries (75 percent)

— Undrawn portion of lines of credit fo individuals and small business
customers (5 percent)

— Undrawn porlion of lines of credit to ather custormers (10 percent}

— Amounts outstanding of commercial letters of credit {100 percent}

-~ Amounts outstanding of guaraniees, standby letters of credit,
performance bonds, bid bonds, and similar instruments {20 percent)

-~ All contractual cash outflows within next 30 days {100 percent}

July 2012 APEC-FRTI: BASS
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LCR: Total cash inflows, next 30 days
(simplified definition, 1 of 3)

Assumptions on cash inflows are more
complicated than for outflows!
— Distinction between financial and non-financiat
counterparties is very important
— Treatment of financial counterparties is complicated and
sometimes counter-intuitive
- Interms of BORROWING, bank is assumed NOT to be able
to draw down ANY faciliies it may have pre-arranged with
other financial institutions
« Lines of credit
Liguidity facilities
= Other contingent funding facilities
— This provision cuts down on “financial contagion” — risk that
liquidity problems at one bank will spread to another bank
that needs funds from it

— In terms of LENDING, bank is assumed TO BE ABLE to
receive funds back from other financial institutions \f
July 2012 APEC-FRTI: BASS
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LCR: Total cash inflows, next 30 days
(simplified definition, 2 of 3)

Assumptions on cash inflows are more
complicated than for outflows!

— However, in terms of DEPOSITING, bank is NOT
EXPECTED to be able, or have the desire to, withdraw from .
its accounts that it maintains at other financial institutions
for clearing, custody, and cash management purposes

Interpank Aor L Summary of Treatm

BEs R

July 2012 APEC-FRTI: BASS

30

15

p—




LCR: Total cash inflows, next 30 days
(simpliﬁed definition, 3 of 3)

Assumptions on cash inflows are more
complicated than for outflows!

—~ Inflows from contractual loan repayments on
loans extended to non-financial customers
(individuals, small businesses, corporates):

50 percent of expected inflows
only!

(Justification: these

customers will continue

to make payments, but

there wiil also be some

new iending to them too.}

July 2012 APEC-FRTI: BASS
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Contingency Funding Plans (CFP)

CFP is a necessary component of a
liquidity management strategy

— Required by Basel lll and many
national regutatory authorities

— Necessary for handling
unanticipated stressful scenarios
that could resuit in significant
erosion of bank-specific or general
market liquidity

— Should be updated regularly
July 2012 APEC-FRTI: BASS
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Essential Components of a CFP
(1 of 2)

« Should identify and assess all possible sources
of funds in time of crisis.

+ Identify all backup facilities, conditions related
to their use, and circumstances under which
the bank might use them.

= Should require that management periodicaily
test all sources of funds in the CFP,

» Must take into account complications such as
notice periods that could affect access to
backup funding sources.

« Should distinguish between bank-specific and
general market liquidity situations, and have
appropriaie responses for each.

Jufy 2012 APEC-FRTI: BASS 33

Essential Components of a CFP
(2 of 2)

= Should define responsibilities and decision-making
authorty so that alt personnel understand their roles
in a crisis.

» Should identify the sequence that the bank will
mobilize the identified sources of funds.

» Should address implementation issues such as
procedures to obtain emergency funds or release
funds from one use to transfer to another.

« Must ensure that there are no constraints, such as
blanket liens on all collateral, in event of unexpected
contingency.

» Should assess potentiat for funding erosion
{magnitude and rate of outflow) by source of funds
under different scenarias.

July 2012 APEC-FRTI: BASS a4
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Essential Components of a CFP
(conclusion)

And finally...

= CFP should assess the potentiai liquidity
risk {market liquidity risk) posed by other
activities, such as asset sales or
securitization programs.

Exercise: Answer the questions about the
attached CFP for Biue Orchid Bank
~ What are the strengths of this CFP?

— What are the weaknesses, and how couid it be’
improved?

—~ Does the funding structure and strategy of BOB
expose it to the possibility of a liquidity crisis?
How?

July 2012 APEC-FRTI: BASS 35

What do good banks do?

Banks that survived the financial crisis that began in 2007 did
many things right, but here are some common features...

*They kept their Boards informed. They compiled for the Board and senior management
relevant measures of liquidity risk and how the risk levels compared with internal (imits.

*They shared information about liquidity risk throughout the organization.

*They took a firm-wide approach. They did not rely on individual business lines to carry it out.
*They charged business lines for the cost of keeping tiquidity. For example, they charged
the trade finance department for the cost of keeping liquidity fo setile commercial letters of credit,

and that department passad along the cost to customers,

*They analyzed deposits thoroughiy to better understand which ones would be likely to be
withdrawn in the event of a firm-specific or generalized run. '

sThey enforced limits on their liquidity indicators!

July 2012 APEC-FRTI: BASS
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Operational Risk: lIdentification,
Measurement, Management, and
Control

July 2012

Asia Pacific Economic Cooperation Forum — Financial
Regulators Training Initiative

Bank Analysis and Supervision School
Manila, Philippines

Operational Risk
Definition
Operational risk is the risk of loss resulting
from inadequate or failed internal

processes, people, and systems or from
external events.

The definition includes |egal risk.
Losses can be direct (monetary)

or indirect (effects of negative media
coverage, loss of customers)

_

July 2012 APEG-FRTI: BASS
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Operational Risk
Sources

People... make mistakes, act unethically or
carelessly

Processes... sometimes not adequate
...sometimes not followed
Systems... have limitations
...can have programming errors
...can have security issues
...can be “down” or unavailable s oe

External events... aren't preventable, but
sometimes the consequences are e

July 2012 APEC-FRTI: BASS g gt L Ty
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Operational Risk Sources (10f4)

People-§ict

ChoicePoint, a data
aggregation company,
had to acknowledge
selling personal data on
over 140,000 customers
te an identity theft ring

Resulted in over $30m in
fines and costs —
company is no ionger
independent

July 2012 APEC-FRTI: BASS 4




Operational Risk Sources (2 of4)

Processes

Citi (one of the largest US
banking groups) confirmed that
UPS (a logistics and delivery
service) had lost computer
tapes containing infermation
on nearly 4 miliion customers
while they were in transit to the
bank's credit bureau

Bank of America admitted {o
losing tapes with customer
identifiers and account
information on 1.2 milflion

July 2012 APEC-FRTI: BASS 5

Operational Risk Sources (3of4)

Systems

»  Citigroup in 2011 said that preei©
computer hackers:Breached the
bank's network and accessed the
data of about 200,000 credit-card
haiders in North America. it would
not discuss what new security
measures Cili is taking.

» The third-largest U.S. bank waited
mare than a month before making
the full extent of the breach public,
drawing criticism from lawmakers
and lawyers.

July 2012 APEC-FRTI: BASS 8




Operational Risk Sources 404

External events
— MNatural disasters

~ Terrorism

Cantor Fitzgeraid, a U.S. Government
securities dealer, lost 658 out of
its 960 New York empioyees in
9/11 attacks

It survived as a business because it
had an electronic trading
subsidiary, and also was able to
reconfigure its system so trades
went through London instead of
New York

July 2812 APEC-FRTI: BASS 7

Operational Risk: Spectacular
News (some trading examples)

C:zfui Y ’L‘L‘;\( s
* Bruno lksel, aka “Londbn

Whale,” JP Morgan Chase, lost
more than $2b in 15 days

\ 7'3#7} ’ Aﬁfff“wyi-,@/'

Einbw

LIPS fe roltd o Tockpnens.
e pne = 2% . Jerome Kerviel, Soc Gen, bet
NETNE ¢ 200% of the bank’s capital, or

€50 b

+ John Rusnak, AIB, bet 3,000
times his $2.5 m trading fimit

« Yasuo Hamanaka, Sumitomo,
held 5% of the globa! copper
market :

July 2012
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Another way of categorizing

Operational Risk — by Event Types

Event type-A: Intemal Fraud
Event type B: External Fraud’
Event type G: Employment
Practices and Workpiace Safety
Event type D: Clients, Products,
and Business Practices

Event type E: Damage to
Physical Assets

Event type F: Business
Disruption and System Failure -
Event type G: Exgcution,
Delivery, and Process
Management

APEC-FRTI: BASS

3 2 r i:i.«
YJ%;! ﬁ/‘;{ L U .f.\ EPI

July 2012

What are the most common event types?

Which cause the biggest losses?

Event type A: Intemnal Fraud
Event type B: External Fraud
Event type C: Employment
Practices and Workplace Safety
Event type D: Clients, Products,
and Business Practices

Event type E: Damage to
Physical Assets

Event type F: Business
Disruption and Systern Failure
Event type G: Execution,
Delivery, and Process
Management

APEC-FRTI: BASS

» Number of instances

- G: 37% of all
instances (2004-2008)

— B: 36% of all
instances

* Monetary volume of

losses

- G: 35% of losses
(fotal losses €41.5 b in
2004-2008)

- D: 33% of losses

0

2 e i i
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Consider: Important Event Types in Detail (1 of 3)

« Event type B: External
Fraud €% * -

... = Client misrepresentatlon of & bon L)

information {F@F'e e v

— Theft

~ Loan fraud o ﬁ

- Cybercrime‘* er fok 3 h"c/ )‘;;\«w« .

— Forgery ’ﬁi‘&, b ‘pfe OEC

— Check fraud

— Theft of information

— Fraudulent transfer of funds

- Payment fraud

July 2012 APEC-FRTI: BASS 1

v

L < — Mis-selling products, ignoring

T

Consider: Important Event Types in Detail (2 of 3)

» Event type D: Clients,
&Products and Business
i Practices ¢g
- Regulatory vtc;lanon

- Compromlsed customer
mformation’, < EE/\-

.a,l[-t- bt Mach

cUSIOMEF suitabity

Noncompliance with anti-
AHI’/ money laundering regulations

r:'é-“-’ tet ! AH[,_M?\.&&«"[%&;{

July 2012
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Uenelly, 3% o o>

o Ligw uL{"\ dger Consider: Important Event Types in Detail (3 of 3)
Y e grbom wh 1Y
) ":‘, e quan BT « Event type G: Execution,
e ¥, 72 Delivery, and Process
g evtr e Management
T i

- Inaccuratefincomplete contract

~ Transaction, pracessing, data entry
errar

~ Staff error in lending process

- Mismanagement of account assets

— Maodel risk

— Pricing error

~ Failure of external supplierfvendor

— Failure to follow procedures

— Lost or incomplete loan documentation
— Tax noncompliance

July 2012 APEC-FRTI: BASS 13

Which business lines generally have the
most operational risk? (1 of 2)

» Corporate Finance

+ Trading and Sales

« Retail Banking

« Commercial Banking
« Clearing (esp. wire fransfer)
+ Agency services

*  Assef management
« Retall brokerage

» Private banking

+ Corporate items

+ Across muitiple lines

July 2012 APEC-FRTI: BASS 14




Which business lines generally have the
most operational risk? (2 of 2)

"+ Corporate Finance * Number of losses:
>+ Trading and Sales ~ 1. Retail banking 61%
/ * Retail Banking mesl covtomes  _ 5 Trading and safes 10%

» Commercial Banking
Clearing (esp. wire transfer)

+ Agency services

+ Asset management

* Retail brokerage

= Private banking

= Corporate items

- Across multiple lines

- Monetary volume of
losses:
— Retait banking 30%
~ Trading and sales 23%

July 2012 APEC-FRTI: BASS 15

Operational Risk
Risk Management Environment

Four steps in OR risk management
Identification and Assessment
Monitoring and Reporting
Control and Mitigation

Business Resiliency and Continuity

July 2012 APEC-FRTI: BASS A 16




Four Steps in OR Risk Management
Identification and Assessment (1of6)

» Conditions that increase exposure to operational
risk
— Bank engages in new activities or develops new products
-~ Bank enters unfamiliar markets a/waig risk Ih‘fcl}'n;vrﬂ'fl""“ s

~ Bank has farflung operations geographically distant from HQ
New aclivifies transition f_r_gm Vikpw jevel to key revenue drivers
High staff turnover T

- Under these circumstances, banks [
have to be especially alert!

July 2012 APEC-FRTI: BASS 17

Bank implements new business processes ofiCTEystems ( Chrrat

Four Steps in OR Risk Management
Identification and Assessment (2 of 6)

+ Tools to use in identifying and assessing OR:
—_Audit findings (can uncover inherent risk or vulnerabilities)

- Internal loss data collection and analysis

» Categorize actual losses according to Event Type and Business Line

- Quantify losses LCY"“?C\“’-TS“\S“ (W ¥ .Of?’ } dres LJ\SJ &

— External loss data collection and analysis  p Cx —1 W
« Use industry studies to determine most common/maost costly events
- Stay up fo date on actual bank OR events as reported in media

— Risk assessments
+ Bank reviews ifs processes against a
fibrary of potential threats and vuinerabilities
and considers potential impact

the

ol
[

July 2012 APEC-FRTI: BASS
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Four Steps in OR Risk Management

 Identification and Assessment (3 of 6)

» Tools to use in identifying and assessing OR:
— Business process mapping (can show exact points of possible

. vulnerability) _ "
Ea?m!(f, P

~

oot ik tons Hews Ares 4VE

+ Purpose is 1o identify high-impact, low-
frequency events in business units

= Business unit heads may not like this!

» Requires putfing estimated value
and probability of occurrence on
possible events

«  May |ead to higher capital s
requirements for business unit — RoA l’ - S {

MN{. ru,’;}‘_ down the ofpa{ \WD‘F?

L July 2012 APEC-FRTI: BASS 19

N

Four Steps in OR Risk Management
Identification and Assessment (4 of 6)

* Tools to use in identifying and assessing OR:
— Scenario analysis (continued)

“Are you saying that you want us
to figure out how to lose $710
million?” — business line head

Goal of scenario analysis is to
identify potential scenarios that
could creafe losses above some
threshold (say, $10 million)

L July 2012 APEC-FRTI: BASS 20
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Four Steps in OR Risk Management
Identification and Assessment (5 of 6)

+ Tools to use in identifying and assessing OR:
~ Scenario analysis (continued)

The risk of catastrophic loss is difficult to measure by other
means.

Has some drawbacks:
Humans are poor at estimaling probabilities
of catastrophic events (also known as “tall
E"\fgnts')

Managers may be shy about discussing
potential vuinerabilities in their business units

July 2012 APEC-FRTI: BASS 21

Four Steps in OR Risk Management
ldentificatiqn and Assessment (6 of 6)

« Tools to use in identifying and assessing OR:
~ Scenario analysis (continued)

Example of successful scenario analysis:

Participants identified a large Joss
due fo a duplicate wire sent overseas
that was not recoverable.

Expected loss was $10 million and
probability estimated as cne event
every five years.

July 2012 APEC-FRTI: BASS
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Four Steps in OR Risk Management
Monitoring and Reporting

« Senior management MUST regularly monitor
operational risk profiles and material exposures to
losses

+ Reports on OR to senior management should
include:
~ Actual losses
— Inventory of possible events and
expected losses
— Narrative of internal and
external Vuinerabilities
— Progress on corrécting gaps
July 2012 APEC-FRTI: BASS 23

Four Steps in OR Risk Management
Control and Mitigation (1 of 2)

* Internal controls are key to avoiding operational risk
events
— Code of conduct
- Segregation of duties and dual control (to avoid

concealment of losses, errors, or other inappropriate
actions) :

— Clear authorities, approval proCes§g§ -

— Monitoring for adherenceto Timits 7 %‘i*”‘(

—~ Safeguards for access to and use of bank assets, records
— Appropriate staffing fevel and training

— ldentification of business units where activity seems

excessive
— Vacation policy (absence for two consecutive weeks)
July 2012 APEC-FRTI: BASS 24
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Four Steps in OR Risk Management
Control and Mitigation (2 of 2)

« Control over ICT risks and outsourcing risks
— Business continuity, disaster recovery
-~ Careful selection of service providers sutsemrerng~ -

— Contingency plans in case of non-performance by service
provider

« Transferring risk is sometimes an option
— Insurance

— Insurance is a complement,

not a substitute, for internal
controls!

July 2612 APEC-FRTI: BASS 25

Operational Risk
Some Summary Remarks

- Categorize potential event losses by
impact and frequency

|

Scenario analysis

t K= I da . ;
S K External data, Dut of Business'
k= scaled
@ to fit bank
w0
<
-
L
5]
-
Q
[
Q
E } 7 ) 1§
\ Freguency of Loss Event
July 2012 APEC-FRTI: BASS 26
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Operational Risk
Some Summary Remarks

« Have a governing structure for OR

‘Business units, Risk identification
subsidiaries, support
functions

Business units, - KeyRisk indicator-~ -+ Creation of miligation
_subsidiaries, suppot ©  identification - ¢ plans . ha

mplementation of

Qutsourcing or Insurange
itigation - oo T

July 2012 APEC-FRTI: BASS 27
3 | ga (LL Z.‘ \_/q\;'k(. "Z" -bz.( 1‘{;[70.»4"9‘.?»1 O’T- IT .’ {
53 (i Voot " ’ -
, Must ‘
-

fonss dar gbce ] £42 Every risk must have an owner!

ey
| D
ot 855%™
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Supervisory Issues
A brief introduction oa 8 b0 42 184
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July 2012

Asia Pacific Economic Cooperation Forum
— Financial Regulators Training Initiative —
Bank Analysis and Supervision School

Macroprudential concepts

Business of banking

Mission of supervisor

Supervisory approach

Concept of contagion

‘Systemically Important Banks (SiBs)
Macroprudential issues and authority
What should supervisors do?

Juby 2017 APECERT] BAEE




Business of Banking

~+ Take deposits
» Make loans

» Create money
+ Fuel economic grBw h

» Provide services and
advice

Juty 2017 APEC-FRTL BASS K

Mission of Supervisor

“Promote Safety and Soundness”

New Core Principle 1, essential criterion 2:

The primary objective of banking supervision is to promote the
(safety anq~s6un~gg§s of banks and the banking system. If the
banking supervisor is assigned broader responsibilities, these are
subordinate to the primary objective and do not conflict with it.

%‘{'E’f}, Sou ndreSs

deidy 2932 APECWFRTE BASS d
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Supervisory Approach

Forward-looking — Proportionate — Risks —
Early Intervention — Take Action

New Core Principle 8:

“...to develop and maintain a forward-looking assessment
of the risk profile of individual banks and banking groups,
proportionate to their systemic importance; identify, assess
and address risks emanating from banks and the banking
system as a whole; have a framework in place for early
intervention; and have plans in place, in partnership with
other relevant authorities, to take action t¢ resolve banks in
an orderly manner if they become non-viable.”

iy 2077 APECFRTE 3ASS B

Contagion

...when disease or crisis
spreads from one place to
another, regardiess of
previous good health or
condition.

“...assesses how group-wide risks
are managed and takes action
when risks arising from the
banking group..., in particutar
contagion and repufation risks,”
may jeopardise the safety and
soundness of the bank and the
banking system.” New CP 12. EC1

duty M3 APECFRT 8885 G
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Systemically Important Banks

What makes a bank
systemically important?
Domesticor Global) . , x5 4. . aobf (70 G-
E Size @qu‘d@g% RN R
+ Interconnectedness
« Substitutability Dees the surty “uw"%*& -
. Comp!eXlty MSY;W\]“\HY T,-\»?av?"_‘_.(}f_' ‘;‘" gff \ﬁi?a*i
« Global only: Cross- ' i
jurisdictional activity

)
[D: Principle 5, BCBS 224; s A
G: {15, BCBS 201] Ly Wl 4
N\t , ]
L iy 2040 APEC.FRTI, BASS ¥

Macroprudential Issues and
Authority

» Micro-prudential
— Individual banks
— Bottom-up approach
* Macro-prudential
— Banking system .
— Top-down approach
@&e’t{:‘ﬂ inforustion fyom 0an] and extibrea date .

\ . é . \ U’CU-"‘LE. . [
Supervisor considers macroeconomic environment in risk assessment [BCP8, EC4]

Supervisor seeks to identify, assess, and mitigate any emerging risks across banks
and to the banking system as a whole... [BCP9, ECS]

by 2092 AVEC-FRTE BASS &
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Jufy 2012

Macro-economic Environment

APEC-FRTI 3albs g

What should supervisors do?

LAY
1. Be aware of macro-prudential/ideas terf

2. Know which banks are SIBs — expect
stronger risk management in them

3. Consider the “big picture” (macro economy)

4. Keep information about SiBs flowing
smoothly — all oversight functions

5. Be conscientious (as always)!

€ W% ?/"{oﬁfﬁf&n .

mr

PECFRTI BASS 14




M

y
M

!
oc ik

2012-07-01

Management the

July 2012

Asia Pacific Economic Cooperation Forum
— Financial Regulators Training Initiative
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Management

» Considers conclusions from all examination areas

« Level and quality:of expertise and oversight of all

activities by the board and management. [new BCP 14]
- Reflects overall adequacy of risk management
(BO, P3L, MIS, IC/IA) forall riskareas, including

whether all processes are working and effective.
- [new BCP 15] T

« Reflects significant violations noted by examiners.

+ Notes responsiveness to risks, to business
conditions, and to concerns from supervisor.

» Considers depth and succession of management.

July 2012 APEC-FRTI: BASS 2

Lem e (oo .1:
‘é‘? c'ﬁﬁgr’ . (j.ogr_q;vni

Progisivh Ay o




2012-07-01

Objectives
« Review overall performance (A-E-C-L-S)
relative to strategy, budget, & other banks

« Consider adequacy of board oversight,
policies, procedures, MIS, controls, audit

= Consider violations, exceptions, and
responsiveness to previous criticism

« Review managers’ quallf:catlons tenure,
leadership, and succession plans =%

* Prepare management summary

July 2012 APEC-FRTI: BASS 3

Most important component

Reflective of current performance and plans.
— Existing and emerging risks T hate 5?~5>?'€_ Zunlions |
— Classification levels and trends

— Profitability / L!qurdity / Cm /; Sensﬁwaty

— Plans and strategles

Effectiveness of risk management jnew Bcr 15]
Strongly correlated to composite rating

Most forward-looking component

July 2012 APEC-FRTI: BASS ' 4




Risk management
« BO: qualifications, attendance, meeting
content, participation, management

» P3L: policies comprehensive, approved
annually, followed, working

« MIS: significant risks included, accurate
and timely data, reviewed by right people

» |C: large transactions tested before final

- l1A: qualified, risk focused, high-level
reporting, sufficient number, well paid

o [new BCP 14 & 15]

July 2012 APEC-FRTI: BASS

oi

Violations and Responsiveness

» Number and severity of
violations of law

« Additional exceptions to
good practice

» Responsiveness to previous
recommendations

July 2012 . APEC-FRTI: BASS
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ra,,Strategy, Publicity, & Reputation

» Strategy: Consistent? Danters:
i 33 ¢ N pe A TAt
Proflta.ble? ,.AY@F”M_‘M 3 s l;ﬁaf;?;{fe o
« Negative publi€ity (true or not) sez .

* Reputation: beware of
unexpected changes in
— Strategy
— Results
~ Products
— Leadership

July 2012 APEC-FRTI: BASS 7

it

Management depth and

succession
%%

Qualifications

Effectiveness

Tenure 45

Depth and succession

July 2012 APEG-FRTI: BASS 8
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APEC-FRT! Bank Analysis and Supervision School

Risk definitions, descriptions, indicators, and interrelationships
Credit Risk

Definition:
Credit Risk is the inherent risk to earnings or capital arising when a borrower or counterparty fail
to meet the terms of a contract or do not fully perform as agreed by provision of contracts.

Examples:

« Borrower does not or cannot repay a loan

« Correspondent bank does not or cannot forward and finalize a payment. (also called
counterparty risk)

» Borrower or bank in ancther country does not or cannot forward funds due to lack of
correct currency, or due to controis imposed by the other country. (aiso called transfer
risk)

» Government debt (domestic or foreign) is not repaid according to its terms. {also called
sovereign risk or country risk)

Indicators”; Leading indicators;
Classified assets 3,4,5/ (Tier 1+ALLL) Classified assets 2,3,4,5/ (Tier 1 + ALLL)
Classified assets 3,4,5/ Tofal assets Classified assets 2,3,4,5 / Total assets
Nonperforming loans / Total loans Past due loans 30+ days / Total loans
Weighted classified (20/50/100) / (Tier 1+ ALLL)  Loan growth / Total loans
ALLL / Nonperforming loans ALLL / Total loans

Important relationships to other risks:
Market > Credit (repayment costs change with FX or interest rate changes)
Liquidity < 2 Credit (unpaid loans reduce available funds; liguidity needed for new loans)
Operational - Credit (errors in analysis, approval, documentation, or monitoring)
Reputation < Credit (unpaid loans, more reserves, lower profits, bad reputation)
Strategic - Credit (overall plan, goals, targets, and lending standards)

Compliance € > Credit (lending results vs. rules; internal / external rule changes)

Important relationships to CAMELS rating:

Credit risk - Capital {more risk requires more capital to support)

Credit risk - Asset Quality (credit performance refiected in asset quality rating)

Credit risk € = Management (mgmt decisions affect risk taking; performance reflects mgmt)
Credit risk - Earnings (credit losses affect performance and earnings)
Creditrisk € =2 Liquidity (funds neaded for new loans; unpaid loans reduce liquidity)
Creditrisk € Sensitivity to Market risk  {repayment costs change with rate changes)

! indicators referencing classified assets “2, 3, 4, and 5" refer to special mention as 2, substandard as 3, doubiful as 4,
and loss as 5. Weighted classified assets, a measure sometimes used by the US Federal Reserve adds 20% of
substandard loans, 50% of doubtful lcans, and 100% of loss toans relative fo tier 1 capital plus reserves.

Jufy 2012 J. Hefty, G. Tasky, J.M.Guilfoyle, and M.J.Chiong, presenlers Page 1 of 7




APEC-FRTI Bank Analysis and Supervision School

Risk definitions, descriptions, indicators, and interrelationships

Market Risk

Definition:

Market risk is the risk that movements in market rates, including foreign exchange rates, interest rates,
equity, and commodity prices will reduce the bank's income, capital, or the value of its portfolios.

There are different types of market risk:

» Interest rate risk (IRR) is the inherent risk of adverse effects on earnings or capital arising
from movements in interest rates. Additionally, there are four sub-types of interest rate risk:
Mismatch risk (or Repricing risk), Basis risk, Yield curve risk, Options Risk. Each has its own definition,
but these, are nof included in this high-level view of risks. ‘

« Foreign exchange (FX) risk is the inherent risk to earnings or capitat arising from movements
in foreign exchange rates. Exposure to this risk mainly occurs during a period in which the bank has
an open position, either on- and off-balance sheet, and/or in spot and forward markets.

« Price risk means the inherent risk of negative effects on earnings or capital due to adverse
changes in the values of financial instruments and other investments or assets owned by the
bank or any of its subsidiaries, whether on- or off-balance sheet, as a result of changes in
market prices or values. Common sources of price risk are investments in equities, commodities,
and fixed-rate instruments, such as government bonds. '

Exampies:

o Net interest income declines when the quantity of assets and liabilities repricing in one time
period varies greatiy and rates move unfavourably: e.g. Liabilities reprice more quickly than
assets (0-90 day period) and interest rates are increasing. (IRR — Mismatch)

» Net foreign currency holdings decline in value when the exchange rate shifts unfavourably
relative to local currency. (FX risk)

» Market value of equity investments in other companies declines due to poor performance of
the other companies. (Equity Price risk)

e Market value of a government bond declines as interest rates rise. (IRR-influenced Price risk)

Indicators:
IRR: Repricing assets / Repricing liabilities {each time bucket)
Repricing mismatch (time buckets) / Total earning assets
Basis, yield curve, and options risk are best measured using internal models.
FX: Net open position FX (each currency) / Regulatory capital
FX assets / FX liabilities (each currency & time bucket)
Price: Market value / Carrying value equities, commaodities, or fixed-rate instruments
important relationships to other rigks:
Credit €« Market (floating rate loan payments change with interest rates)
Liquidity <« Market (IRR: rate changes affect cost of liquidity)
(FX: rate fluctuations affect value of FX positions)
{Price: price changes affect asset values & ability to sell without loss)
Operational -2 Market terrars in models, reports, or assumptions lead to bad decisions)
Reputation € =2 Market (very high or low rates on loans or deposits affect reputation)
(poor reputation forces up deposit rates)
Strategic - Market (plans, goals, targets, and limits set tolerance)
Compliance € 2> WMarket (actual market risk vs. rules; Internal / external rule changes)
Important relationships to CAMELS ratings:
Market risk < Capital (more risk requires more capital to support)

Market risk - Asset quality (repayment costs change with interest rate changes)
Market risk € =2 Management (decisions affect market risk; actual market risk refiects mgmt)
Market risk - Earnings {IRR, FX, & price changes affect net income or market value)
Market risk - Liquidity (IRR, FX, & price changes affect asset values and liquidity costs)
Market risk = Sensitivity (sensitivity rating reflects volatility of market risk positions)

L H

July 2012 J
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APEC-FRTI Bank Analyéis and Supervision School

Risk definitions, descriptions, indicators, and interrelationships
Liquidity Risk

Definition:
Liquidity Risk is the risk arising from the inability to meet obligations on time without incurring
unacceptable losses.

Examples:

e Maturing deposits exceed available liquid funds. Bank raises interest rates on deposits to
attract new funds and reduce amounts customers plan to withdraw. Net interest income falls.

+« New loan commitments cannot be met using available liquid funds. Bank sells investment
securities for less-then-carrying value to raise cash, realizing a loss.

Note that each type of currency the bank holds is aiso subject to liquidity risk.

« Available USD in next 7 days are not sufficient to meet USD obligations during next 7 days.
Bank buys USD from correspondent bank but must pay higher exchange rate due to quantity
needed and correspondent’s limited supply of USD. Net incormne lower due to high exchange
rate paid for supply of USD.

Asset-liquidity indicators: Liability-liquidity indicators:

Short-term {liquid) assets / Total assets Time (long-term) deposits / Total deposits
Total loans / Total assets Bank deposits / Total deposits

Value of available-for-sale investments Available and unused borrowing lines

Unfunded commitments / Short-term (liquid) assets (¢r the reverse ratio)

Mixed asset-liability liquidity indicators:
Short-term (liquid) assets / Short-term liabilities
Short-term assets / Short-term liabilities (each foreign currency, different time periods)
Short-term funding / Medium-and-long-term assets

iImportant relationships to other risks:
Credit < -2 Liguidity (funds needed for new loans; unpaid loans reduce liquidity)

Market = Lliquidity {interest rate; rate changes affect cost of liquid funds)

(FX: rate changes affect vaiue of FX positions)
{price: price changes affect asset values & ability fo sell without loss)

Operational = Liquidity (large frauds, errors in L models, reports, or assumptions)
Reputation € - Liquidity (liquidity problems affect rep.; bad rep. slows new funds)
Strategic < - Liquidity {liquidity needed to grow; strategy incl. minimum L standards)
Compliance €« > Liquidity (internal / external rule changes; actual liquidity vs. rules)

Important relationships to CAMELS ratings:
Liquidity risk € = Capital {new capital provides liquidity; liquidity attractive to investors)
Liquidity risk € > Asset Quality (unpaid loans reduce liquidity; funds needed for new loans)
Ligquidity risk € = Management (mgmt decisions affect liquidity; actual liquidity reflects on mgmt)

Liquidity risk € -» Earnings (inversely related: more liguidity less earnings)
Liquidity risk =  Liquidity {liquidity risk reflected in liquidity rating)
Liquidity risk € Sensitivity (varies based on sensitivity and market risk environment)

July 2012 J. Hefty, G. Tasky, J.M.Guilfovle, and M.J.Chiong, presenters Page 3of 7




APEC-FRTI Bank Analysis and Supervision School

Risk definitions, descriptions, indicators, and interrefationships
Operational Risk

Definition:

Operationa risk is the risk of loss resulting from inadequate or failed internal processes, people,
and systems or from external events. (This risk category includes “legal risk” which does not fit
within compliance risk.)

Examples:

» Processes (1) Lending department faces operational risk throughout the credit underwriting and
monitoring process: inadequate or incorrect documentation, incorrect estimates of collateral value, or
insufficient monitoring of borrowers are ail operational risks that can lead to credit losses.

* Processes (2): Assumptions in internal planning and management models are not reviewed and
validated resuiting in inaccurate information and projections.

+ People {(1): Teller received cash deposits and issued receipts to customers but kept the money.

+ People (2). Rapid growth in staff resuits in large numbers of employees without training in the areas
in which they are working. Risk of errors and losses goes up significantly.

« Systems (1). Computer system does not have capacity to handle planned expansion. Cost of new
system is high, but not having a new system will result in frequent network failures.

» Systems (2): Connection to network of bank machines goes off-line every night for four hours.
Machines operate based on the latest information but do not communicate with the central system untif
it is on-line again. A few customers have discovered this and withdrawn their available funds several
times over from different bank machines.

» External events (1): Large fire destroys two branch offices in the same district. Most data is protected
but some documents must be reconstructed. This will require time and money.

» External events (2): Robbery of a branch resuits in loss of $15 000 USD (or local currency

equivalent).
Indicators:
Other noninterest expense / Net income Business resumption plan
Other assets / Total assets Operational losses / Net income (if available)

Suspense assets / Total assets (if available)

Important relationships to other risks:

Credit < Operational  (process errors result in credit loss: valuation, collateral, docs)
Market < Operational  (inaccurate data or assumptions results in poor decisions)
Liquidity < Operational  {large frauds, errors in L models, reports, or assumptions)
Reputation & Operational  (operational errors, especially when published, affect rep)

Strategic € > Operational (errors in assumptions or projections; strategy affects all ops)
Compliance € = Operational (internai / external rule changes; actual operations vs. rules)

Important relationships to CAMELS ratings:

Operational <> Capital (new capital provides liquidity; liquidity attractive to investors)
Operational = Asset Quality (unpaid loans reduce liquidity; funds needed for new ioans)
Operational €< > Management (M decisions affect ops risk; ops issues and losses reflects on M)
Operational - Earnings {ops errors and losses reduce earnings)

Operational - Liqguidity (ops errors in Liquidity models, reports, or assumptions)
Operationai > Sensitivity (ops errars in Sensitivity models or inadequately trained staff)
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APEC-FRTI Bank Analysis and Supervision School

Risk definitions, descriptions, indicators, and interrelationships
Reputation Risk

Definition:
Reputation risk is the inherent risk to earnings or capital arising from negative public opinion of
the image, trademark, or products of the bank.

Examples:

» After some negative comments in the media and the closure of two unprofitable branches
members of the public perceive that their money is no longer protected in the bank. They
start to withdraw funds. Bad news spreads quickly. Soon queues form at five different
branches. Perception of higher risk by the public damages the reputation of the institution
and causes a liquidity crisis.

« Shareholders express clear dissatisfaction with management and the board of directors at the
bank’s annual meeting. Several members of management resign under pressure.

o New deposits decline dramatically during the next six months as bank customers re-
evaluate their deposit relationships. New management must increase the rates on
deposits to retain existing customers. Earnings suffer.

o Additionally, the bank’s planned share offering does not generate much enthusiasm
from investors. Only when the board agrees to increase the quarterly dividend is the
new share issue fully subscribed.

Indicators:

» Rates paid on deposits versus other banks in same market

o Quantity and type of complaints received from the public

» Quantity and type of negative press comments or negative public opinion
+ High tumover on board of directors or board of management

important relationships to other risks:
Credit = Reputation (unpaid loans, more reserves, lower profits, bad reputation)
Market < > Reputation  (very high or low rates on loans or deposits affect reputation)

(poor reputation forces up deposit rates)

Liquidity < =2 Reputation {liquidity problems affect rep.; bad rep. slows new funds)
QOperational - Reputation (operational errors, especially when published, affect rep)
Strategic - Reputation (strategy affects rep: decisions on growth, products, size, etc.)
Compliance - Reputation  (penalties from supervisor can result in poor rep)

Important relationships to CAMELS ratings:
Reputation € =  Capital (inadequate C leads to poor rep; cost of C higher if rep poor)

Reputation < Asset Quality (unpaid loans, more reserves, lower profits, bad reputation)
Reputation < - Management (mgmt decisions affect rep; rep affects ability to keep good mgmt)
Reputation €< > Earnings (earnings affect rep; rep influences new business and profit)
Reputation € = Ligquidity (liquidity problems affect rep.; bad rep. slows new funds)
Reputation < Sensitivity (sensitivity can affect rep, especially if rates change often)
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APEC-FRTI Bank Analysis and Supervision School

Risk definitions, descriptions, indicators, and interrelationships
Strategic Risk

Definition:
Strategic risk is the inherent risk to earnings or capital arising from strategies, improper
implementation of strategies, or inability to adapt to changes in the bank’s business environment.

Examples:

s« The board of directors and the board of management agree to acquire the shares of another
bank and to merge operations. The new larger institution keeps 80% of employees and
management from the two old banks, and information systems are integrated successfully.
However, after six months of combined operations, the new bank starts to lose employees,
managers, and customers.. Policies, procedures, and practices are not fully agreed and
finalized. Disagreements among empioyees and managers have become freguent, and
customers have become dissatisfied. Profits fall and the board of directors seeks new
members for the senior management team to fix the merger implementation.

e Two banks consider the adoption of Internet banking. Both establish web sites and provide
basic general information. The first institution keeps this general-information-enly approach.
The second institution pursues on-line access to acceunt information and atlows customers to
move money between accounts. As the number of customers with Internet access grows, the
institution with a higher level of Internet access sees its customer base grow. The first
institution eventually pursues ancther Internet strategy, but it is at least one year behind the
second institution for internet strategy. The decision nof to pursue a business line or service
delivery channel (Internet) is also a strategic risk.

Indicators:

Strategic plan

Actual results versus budget

Changes in controlling share owners

Mergers, acquisitions, or business combinations

Significant shifts in balance sheet or income statement structure

Important relationships to other risks:

Credit < Strategic {overall plan, goals, targets, and lending standards)
Market < Strategic {plans, goals, targets, and limits set tolerance)

Liquidity € > Strategic {liquidity needed to grow; strategy incl. minimum L standards)
Operational € >  Strategic {errors in assumptions or projections; strategy affects all ops)
Reputation < Strategic (strategy affects rep: decisions on growth, products, size, etc.)
Compliance € > Strategic (rule changes affect S; S determines risks to be taken)

Important relationships to CAMELS ratings:
Strategic risk €< > Capital (capital supports risk taking; strategy sets risks to be taken)
Strategic risk > Asset Quality (strategy sets risks to be taken and major assets to be held)
Strategic risk € - Management (M sets and implements strategy; successful strategy reflects on M)
Strategic risk < = Earnings (S sets profit goals and risks; good earnings reflect good S)
Strategic risk €< - Liquidity (S sets minimum liquidity level; good liquidity reflects good S)
Strategicrisk > Sensitivity (S sets products, risks, and limits for sensitivity to market risk)
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APEC-FRT! Bank Analysis and Supervision School

Risk definitions, descriptions, indicators, and interrelationships
Compliance Risk

Definition;
Compliance risk is the inherent risk to earnings or capital arising from nonconformance with, laws,
rules, regulations, prescribed practices, internal policies and procedures, or ethical standards.

Examples:

e« Bank grows more quickly than it is able to generate new capital funds. Over time, the
institution fails to comply with the minimum risk-based capital requirement of X%. The
supervisory authority requires a plan to get more capital and gives the institution six months to
obtain the funds. When it fails to meet the specific requirement, the institution is either closed
or forced into a merger with another institution with sufficient capital for the combined entity.

e Bank expands its long-term iending program for investors in the stock market, taking stock
shares as collateral. At its peak, the stock loan program reaches 10% of total loans.
Supervisory authority changes the prudentia! limits for this type of ioan to a maximum of 3% of
total loans. Institution must now adjust its business activities 1o fit the new limit. Credit
officers who specialized in stock loans are retrained and redeployed to other loan functions.

e Following several months of liquidity strains, a bank’s board of directors changes the internal
liquidity limits to provide for greater flexibility. The treasury function that manages liquidity
must adjust its holdings to meet the new standard. Earnings drop slightly as the institution
becomes more liquid.

Indicators:

Compliance with prudential risk measures in law and regulation {capital, credit, liquidity, etc.)

Compliance with bank’s own rules (This cannot be easily measured off site but can be monitored
through discussions with management and members of the board of directors.)

important relationships to other risks:
Credit < = Compliance (lending results vs. rules; intermal / external rule changes)
Market € 2> Compliance (actual market risk vs. rules; internal / external rule changes)
Liquidity €« > Compliance (actual liquidity vs. rules, internaf / external rule changes)
Operational € - Compliance (actual operations vs. rules; internal / external rule changes)
Reputation < Compliance (penalties from supervisor can result in poor rep)
Strategic € > Compliance (strategy sets risks to be taken; rule changes affect strategy)

Important relationships to CAMELS ratings:
Compliance € - Capital (prudential rules set minimum C; inadequate C violates rules)
Compliance € - Asset Quality (prudential rules set AQ limits; AQ performance vs. limits)
Compliance € - Management (mgmt sets internal compliance rules and must follow external rules)
Compliance - Earnings (repeated violations of prudential rules can result in fines)
Compliance € = Liquidity (prudential rules set minimum L; inadequate L violates rules)
Compliance € = Sensitivity {internal rules and limits versus model results)
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