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摘要

本報告係國科會資訊學門「ICT-雲端與資訊安全研討會」計劃之結案報告。赴日考察期間為民國101 年11 月26 日至12 月01 日，雲端與資訊安全研討會會議地點於日本科學技術振興機構(JST)，兩日的研討會共討論六篇雲端及資訊安全政策文章、五篇雲端計算論文及七篇資訊安全的研究成果(議程詳見附件二)。台日兩方均對雙方研究能量現況有充分的溝通討論，並著手規劃未來合作模式或是合作計畫。參觀地點包括尖端工業科學技術研究中心(AIST)、筑波大學以及東京大學。在有限的時間下，參訪了日本在網路及資訊安全等方面之研究成效卓著的研發基地，以及執行全國性重要雲端與資訊安全領域的相關團隊，同時也介紹了國內相關的發展情況，建立未來溝通與合作的基礎，成果豐碩。藉由同行教授的分工與彙整，本報告中嘗試盡可能地詳細地呈現團員們在技術上、政策規劃的參訪經驗與心得，希冀對於未來國內的雲端技術發展規劃能有助益。
關鍵字: 雲端、資訊安全、科學技術振興機構、尖端工業科學技術研究中心、日本考察、國際交流
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1、 參訪目的及介紹
2012年11月27日至28日，國家科學委員會(NSC)與日本科學技術振興機構(JST)於日本東京共同舉辦首次資通訊(ICT)會議，本次會議主題為雲端運算(Cloud Computing)及資訊安全(Information Security)。

我方代表團乃由國科會工程處李清庭處長率團，國合處鄭慧娟副研究員、工程處黃士育助理研究員協同策劃，並由台灣科技大學李漢銘教授聯繫國內相關研究人員(含國科會相關計畫之主持人、北中南資安中心、國家高速網路與計算中心及台灣經濟研究院)，共有朱正忠教授、李漢銘教授、呂曜志副所長、郭耀煌院長、曾文貴教授、黃維誠研究員、楊竹星教授、雷欽隆教授、蔡益坤教授、鄧惟中助理教授(以上排列依照姓氏筆畫)等十人出席，期能建立台日於此領域之國際合作。

日方則由JST執行長Takayoshi Mamine博士領團，並由筑波大學Kazuhiko Kato教授召集Atsuko Miyaji副教授、Akihiro Nakao副教授、Yoshihiro Oyama副教授、Kouichi Sakurai教授、Kuniyasu Suzaki研究員、Shinji Shimojyo教授、Yoshio Tanaka研究員等七人，同時日本尖端工業科學技術研究中心(National Institute for Advanced Industrial Science and Technology, AIST)亦有多人參與。

兩日的研討會共討論六篇雲端及資訊安全政策文章、五篇雲端計算論文及七篇資訊安全的研究成果。台日兩方均對雙方研究能量現況有充分的溝通討論，並著手規劃未來合作模式或是合作計畫。最後亦在會議結束之時，留下與會人士的合影，為此次台日學術交流劃下完美的句點。
會議結束的隔天(11/29)，便在Kato教授的帶領之下，除了認識筑波大學的學術環境，更初步了解Kato教授所任教之資訊工程系的研究成果。參觀期間，亦有日方三位教授簡述可與我方進行合作的研究領域。由於筑波大學擁有每年超過800億日幣的學術預算，因此，無論是校園的整體景觀或是該系的研究設備皆十分完善，值得作為我方日後補助學術計畫、推動研究方案之借鏡。

結束上午的行程，便繼續前往尖端工業科學技術研究中心(AIST)參訪，AIST的接待人員介紹其在資訊技術研究所(Information Technology Research Institute, ITRI)及資訊安全系統研究所(Research Institute of Secure Systems, RISEC)的研究成果，並表達希望能夠盡速與台灣相關領域進行合作的意願。

30日上午的行程則是參訪東京大學，並由Nakao副教授介紹其在網路及資訊安全等方面之研究成效，在場者皆對其積極、大力推動產學合作感到印象深刻。
2、 參訪行程與會面人員

如先前研討會目的所述，本團此行主要行程包含日本科學技術振興機構(JST)、尖端工業科學技術研究中心(AIST)、筑波大學以及東京大學等地之研究機構，其間每日細節行程與參訪、接待內容說明如下：

Monday 26th November (applicable to the Taiwanese delegation members only)
09:00

      Each of the Taiwanese Delegation Members take his own flight to Japan
15:00

      Check-in to Hotel New Otani at Reception of Garden Tower (If the check-in time is 
                  later than midnight (0:00), only the Reception at the Main is open.)
-end of the day-
Tuesday 27th November
8:45
(For the Taiwanese delegation members only)

To be met by JST official at 1st Floor (NOT lobby floor) of Garden Tower, Hotel New Otani and get on taxis

8:45-9:00
(For the Taiwanese delegation members only)


Transfer from Hotel to JST Tokyo Headquarters by taxis

9:00-9:30
Registration

9:30
Opening of Taiwan-Japan Workshop on Information and Communication Technology at Mtg Rm A1, 2nd Floor, JST Tokyo Headquarters 2

9:30-9:40
Opening Remarks by the Japanese Co-Sponsor,


Dr. Takayoshi Mamine, Executive Director, Japan Science and Technology Agency (JST)

9:40-9:50
Opening Remarks by the Taiwanese Co-Sponsor, 

                  Dr. Ching-Ting Lee, Director General, Department of 




  
                  Engineering & Applied Sciences, National Science Council (NSC)
<Cloud and Security Policy>
9:50-10:15
Dependable Cloud Computing: Virtualization-Based Management for Servers, Clients and Network
Kazuhiko Kato, Professor, Dept. of Computer Science, Graduate School of Systems and Information Engineering, University of Tsukuba
10:15-10:40
NSC Cloud Computing and Information Security Program　　　　　　　Hahn-Ming Lee, Distinguished Professor, Department of Computer Science and Information Engineering, National Taiwan University of Science and Technology

10:40-11:05　　　  JGN-X: SDN and Cloud Testbed in Japan
　　　　　　　
Shinji Shimojyo, Professor, Cybermedia Center Osaka University / Researcher/Director of Network Testbed Research and Development Promotion Center, National Institute of Information and Communications Technology
11:05-11:35　　　　Coffee break at Seminar Room on the 2nd Floor
11:35-12:00
Information and Communication Security Policy and Industrial Development Status of Main Countries

YAU JR LIU, Deputy Director, Research Division II, 

Taiwan Institute of Economic Research

12:00-12:25

  Migrating from Grid to Cloud: Case Study from GEO Grid


　　　     

                  Yoshio Tanaka ,Principal Research Scientist, Information Technology Research  

                  Institute, National Insitute of Advanced Industrial Science and Technology, Japan
12:25-12:50
Development of Cloud Computing Technology in Taiwan
　　　　　　　   
Yau-Hwang Kuo, Dean, College of Science, National Cheng Chi University / Distinguished Professor, Department of Computer Science and Information Engineering, National Cheng Kung University

12:50-13:20
Discussion

<Cloud Computing>
14:30-14:50
Open Deeply Programmable Network Architecture and Advanced Network Virtualization


　　　　　　　　　Akihiro Nakao, University of Tokyo
14:50-15:15
Scientific Cloud Implementation-The Development of Middleware for Cloud Interoperability and its Applications Wei-Cheng Huang, Researcher, Director's Office, National Center for High-performance Computing, Taiwan

15:15-15:50

  Coffee break at Seminar Room on the 2nd Floor
15:50-16:15
Clock Skew Based Client Device Identification in Cloud Environments　　　　　　　　　
Wei-Chung Teng, Assistant Professor, Department of Computer Science and Information Engineering, National Taiwan University of Science and Technology
　　　　　　　　　
16:15-16:35
Security on Cloud Storage and IaaS
　　　　　　　　　Kuniyasu Suzaki, Senior Researcher, Research Institute for Secure Systems, National Institute of Advanced Industrial Science and Technology

16:35-17:00
Quality of Service Assurance for Enterprise Cloud Computing (QoSAECC)
　　　　　　　
Cheng-Chung Chu, Director, Software Engineering & Technology Centre, Tunghai University

17:00-17:30
Discussion
-end of the day-

Wednesday 28th November 
9:40
(For the Taiwanese delegation members only)

To be met by JST official at 1st Floor (NOT lobby floor) of Garden Tower, Hotel New Otani and get on taxis

9:45-10:00
(For the Taiwanese delegation members only)


Transfer from Hotel to JST Tokyo Headquarters by taxis

<Information Security>
10:00-10:25
Enabling Efficient Batch Verification on Data Integrity for Cloud Storage
　　　　　　　　　Chin-Laung Lei, Professor, Department of Electrical Engineering, National Taiwan University
10:25-10:50
Efficient Implementation of MultivariateQuadratic Polynomial on Graphics Processing Units


Kouichi Sakurai, Professor, Department of Informatics, Kyushu University
10:50-11:10

  Coffee break at Mtg Rm A2, 2nd Floor




11:10-11:35
Analysis of Web Application Security
　　　　　　　
Yih-Kuen Tsay, Professor, Department of Information Management, National Taiwan University

11:35-12:00
Cryptographic Approach to Enhance the Security Against Recent Threats 

　　　　　　　　　Atsuko Miyaji, Associate Professor, School of Information Science, Japan Advanced Institute of Science and Technology
12:00-12:25
Secure Decentralized Erasure Code based Networked Storage Systems with Multiple Functionalities
　　　　　　　　　Wen-Guey Tzeng, Professor, Department of Computer Science, National Chiao Tung University

13:30-13:55
Hypervisor-Based Systems for Malware Detection and Prevention 

Yoshihiro Oyama, Associate Professor, Department of Informatics, Graduate School of Informatics and Engineering, The University of Electro-Communications

13:55-14:20
Design and Implementation of a Testbed for Network Threat Detection　　　　　　　　　
Chu-Sing Yang, Professor, Department of Electrical Engineering / Graduate Institute of Computer and Communication Engineering, National Cheng Kung University

14:20-14:50　　　　Discussion
14:50-15:00　　　　Closing Remarks by Japanese Coordinator,




      Prof. Kazuhiko Kato, Tsukuba University

15:00-15:10　　　　Closing Remarks by Taiwanese Coordinator,


Prof. Hahn-Ming Lee, National Taiwan University of Science and Technology

-end of the day-
Thursday 29th November  (applicable to the Taiwanese delegation members only)
9:00
(For the Taiwanese delegation members only)

To be met by JST official at 1st Floor (NOT lobby floor) of Garden Tower, Hotel New Otani and get on bus

9:00-10:30
Transfer to Tsukuba University by bus

10:30-11:30
Visit to Tsukuba University (host: Prof. Kato)

13:30-15:00
Visit National Institute for Advanced Industrial Science and Technology (AIST) (host: Dr. Suzaki and Dr. Tanaka)

15:00-16:30
Transfer back to hotel

-end of the day-
Friday 30th November (applicable to the Taiwanese delegation members only)
10:00
(For the Taiwanese delegation members only)

To be met by JST official at 1st Floor (NOT lobby floor) of Garden Tower, Hotel New Otani and get on bus
10:00-10:30
Transfer to the University of Tokyo by bus

10:30-12:00
Visit to the University of Tokyo (host: Prof. Nakao)

13:00-14:00

  Transfer back to hotel
-end of the day-
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	【圖一】本會李處長清庭於會議開幕時致詞。
	【圖二】臺英幹細胞與癌症研討會一瞥。
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	【圖三】本會李處長清庭與JST理事眞峯隆義於會後合影。
	【圖四】本會李處長清庭與日本知名學者於會後合影。
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	【圖五】國內代表團參訪東京大學資訊安全實驗室。
	【圖六】ICT-雲端與資訊安全研討會後重要與會人員合影。


3、 台灣代表學者文獻
Quality of Service Assurance for Enterprise Cloud Computing (QoSAECC)
William Cheng-Chung Chu 
Department of Computer Science, TungHai University 

Taichung, Taiwan

Email: cchu@thu.edu.tw
Abstracts: 
Enterprise Cloud Computing (ECC) has the complicated issues of the multi-tenancy, cross layer service composition (SaaS, PaaS, IaaS), multiple constraints from user requirements and service level agreements (SLAs). To assure the quality of service and effectiveness of ECC, a middleware to support the service composition and monitoring in ECC is highly important. The goal of this project is to design and develop a middleware for Enterprise Cloud Computing(ECC) which can automatically manage the resource allocation of services from SaaS, PaaS, and IaaS. 

The middleware provides an easy, cost-effective, and secure way to access services from cloud environment, which may involve distributed cluster systems, the application software, and platforms to the end users. The purpose of the middleware for cloud computing is to provide complete transparency of the underlying technology and the surrounding environment. The Service Oriented Architecture (SOA) extends component-based approach to achieve distributed processing, to improve the system efficiency, and easy to manager. In addition to the traditional SOA which is focus on the domain of Software as a Service (SaaS), operating system and infrastructures and even testing part will be integrated. This project employs the agent technology to the monitoring of requested QOS requirements and Service Level Agreements (SLAs), which also. Dynamically analyze resources allocation and deployment. This project will provide an effective and needed service to end users. Not only middleware supports the software execution in complex cloud computing environment, but also it should facilitate the development of application software by offering various capabilities
Keywords: Middleware, SOA, Agent, Enterprise Cloud Computing, Monitorin

Scientific Cloud Implementation-The Development of Middleware for Cloud Interoperability and its Applications 

Wei-Cheng Huang  
National Center for High-performance Computing, National Applied Research Laboratories 
Hsinchu, Taiwan
Email: whuang@nchc.org.tw
Abstracts: 
Following footsteps of the Parallel Computing and the Grid Computing, the Cloud Computing has become the world noticed advanced computing technology. The key elements that put the Cloud into the spot light are 1). virtualization, 2). extremely large scale, 3). high availability, 4). high reliability, 5). high scalability, 6). low cost, 7). pay-as-you-go etc. This new face of computing technology is regarded as the hope to re-shape the IT industry and is considered as major paradigm shift of the computing technology. It has the potential to bring the IT into the next generation.

The Cloud market has encouraged all the vendors, domestically and internationally alike, to devote themselves into the three tiers of the Cloud Computing, namely, Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS), and Software-as-a-Service (SaaS). Unavoidably, the Multi-tenancy is the future Cloud environment that will be presented to the users, with strong competition between the Cloud providers of course. During the pass, lots of technological issues have to be solved, for example, unified fabric which is crucial to the connectivity within and outside of the Data Center to keep the data flow smoothly, the unified computing mechanism that keeps the computing transparent to the users, … etc. After the arrival of automation that the Private Cloud can be promoted and treats Cloud Computing as the way we treat the water and electricity in our daily live, followed the service of the Public Cloud. After all these, unavoidably, the Inter-Cloud issue will raise itself as one of the major obstacles that stand between the Cloud Computing and its blossoming.

It is the goal of this proposed adventure to tackle the issue of the Cloud Interoperability. This task, with joint efforts of multiple participants from different organization/entities hopefully, is aimed to find out the common standards in-between the joint Cloud environments, to construct the middleware dealing with the Cloud Interoperability issue. Such a middleware will be introduced to the Cloud environment of the joint cloud sites to actually break the possible lock-in problems. It is the ultimate goal of this work to lower the barrier and cost of VM image translate between different Cloud environments and thus to speed up the popularity of the Cloud.
Development of Cloud Computing Technology in Taiwan

Yau-Hwang Kuo
College of Science, National Cheng Chi University
Taipei, Taiwan

Department of Computer Science and Information Engineering
National Cheng Kung University
Tainan, Taiwan

Email: kuoyh@ismp.csie.ncku.edu.tw
Abstracts: 
The impact and value of cloud computing have been recognized by Taiwan’s government, academy, and industry. Therefore, the Executive Yan (Cabinet) has announced a nation-wide program to promote the academic research on cloud computing, industrial technology development for cloud software, hardware and system products, commercial cloud services, and e-government cloud services. Under this program, National Science Council have initiated a research subsidy program to encourage academic research in the area of cloud computing. Taiwan’s leading ICT companies and research institutes also have many development projects and activities on cloud computing to promote Taiwan as a leading country in the global cloud computing market. In my talk, the national program of Taiwan’s cloud computing development will be briefly introduced first. Then, the major research topics and academic activities in Taiwan’s universities will be presented. Finally, the focal areas of cloud computing industry in Taiwan are also introduced.

Enabling Efficient Batch Verification on Data Integrity for Cloud Storage
Chin-Laung Lei

Department of Electrical Engineering, National Taiwan University 

Taipei, Taiwan 
Email: tannhauser@fractal.ee.ntu.edu.tw, ethan@fractal.ee.ntu.edu.tw, lei@cc.ee.ntu.edu.tw
Abstracts: 
Trust is always a hesitation for a user to adopt cloud services, even though the mobile devices can count on the capability of cloud computing to perform tasks which are usually done by powerful devices such as personal computers or even workstations. If no proper secure measure is applied, the information security will immediately rely on the mercy of the service providers once users hand over the control over their data. Therefore, users are doomed to perform some sub-routines by themselves if some security measures are adopted to regain their control; however, a “heavy” sub-routine will make the cloud computing meaningless.

In this paper, we focus on the integrity issue of data outsourcing to seek out a proper solution for mobile devices due to the important role played by mobile devices in cloud computing. Thus, we hereby present the Cirrus, a mobile device friendly system, as an efficient cryptographic tool to handle the client-side verifications with experiments on both personal computers and smart phones to show the feasibility of Cirrus to work on mobile devices. In addition, we also discover an attack against integrity-checking protocols and provide the corresponding countermeasures. 
Keywords: Batch verification, cloud storage, data integrity, dynamic operation, proof of storage, provable data possession, public verification.
NSC Cloud Computing and Information Security Program
Hahn-Ming Lee

Department of Computer Science and Information Engineering
National Taiwan University of Science and Technology, Taipei, Taiwan
Institute of Information Science, Academia Sinica, Taipei, Taiwan
Email: hmlee@mail.ntust.edu.tw
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Abstracts: 

The development of Taiwan’s cloud computing and information security industry promotes the information security technology research, facilitates industry consolidation and development, and strengthens industrial competitiveness. National Science Council (NSC) offers long-term investment of resources and sponsors grants for academics advanced technology R&D and personnel’s training, hereby lays the foundation for technology industries constructing their competitive advantage. 

NSC planed researches and development programs focused on forward-looking and usefulness of information security technology at Information Security Strategy Review Board (SRB). The resulted outcomes need with innovations and applications. The major academic research targets of the SRB program are the ongoing information security key technology project and the novel cloud computing security project. The main research issues of security key technology project are web application service security, malware analysis and detection, sensitive data protection, digital forensics and wireless security. The cloud computing security project aims on cloud application layer security and defense, and cloud service platform security management. Cloud application layer security and defense includes web application packet filtering and blocking, web database access monitoring and behavior based malware detection, while cloud service platform security management covers system vulnerability detection, platform event analysis and mobile device security.

To spread the research results, NSC also proposes the security society network service project, the security product validation/testing project and the virtual attack/defense platforms. Therefore, such projects are encouraged: (1) proposals with clear industrial, entrepreneurial or international cooperative organizations; (2) proposals with application plans; (3) projects with Capability Maturity Model Integration (CMMI) as the execution guideline; and (4) integrated research projects. The research results are released in open source format at OpenFoundry platform (http://ossf.openfoundry.org). Also, out-performing research groups demonstrated their research results at 2011 Taipei International Invention Show and Technomart, so that the research results can be introduced to industries and corporations. 
Information and Communication Security Policy and Industrial Development Status of Main Countries
YAU JR LIU 

Research Division II, Taiwan Institute of Economic Research, Taipei, Taiwan
Email: d20677@tier.org.tw
Abstracts: 
This paper will start from giving a basic overview on the industrial policy of cyber-security industries among the United States, Japan and Korea. The overview will include the policy background, industrial SWOT analysis and the future developing trend. Then the paper will utilize the experience learned from these advanced countries to further take a close look at current development situation and issues in the cyber-security industries in Taiwan. 
According to our study, the basic trait of cyber-security industrial policy in the United States is the leading role of government in cutting-edge technology development. However, due to the increasing difficulty in public finance, the United States government has recently refocused its limited resources on some prioritized and increasing demand areas such as Identity Recognition, Data Leakage Prevention, Data Processing Security and Mobile Security total solution.
In the case of Japan, thanks to the booming domestic market and the Personal Information Protection Act (PIPA), the information security industries in Japan have been promoted to development and the level of information protection for Japanese firms has also been upgraded. After March 11th 2011, research and development on information security for the applications such as natural disaster response system, natural disaster information transfer system, risk detection and management system are given more policy resources. 
In the case of Korea, the strategy to promote the industry is to embed information security software into key ICT hardware products as total solutions. By executing this strategy through major total solution providers which are usually leading corporations, information security industry in Korea becomes a vital subsidiary industry to the whole ICT industries and enjoys significant growth along with the booming hardware industries in the global market. The future policy focus will be to promote the PIPA and consolidation of information security hardware and software so as to foster development on information security software and professional services.
Finally, in the case of Taiwan, our study points out that the vital factors for the development of information security industry in Taiwan are major total solution and insurance providers. Our recommendations are to place the policy resources on the above area and create incentives for firms to invest on human capital and international market channels.
Clock Skew Based Client Device Identification in Cloud Environments 
Wei-Chung Teng  
Department of Computer Science and Information Engineering

National Taiwan University of Science and Technology, Taipei, Taiwan
Email: weichung@mail.ntust.edu.tw
Abstracts: 
Along with the growth of cloud computing and mobile devices, the importance of client device identity concern over cloud environment is emerging. To provide a lightweight yet reliable method for device identification, an application layer approach based on clock skew fingerprint is proposed. The developed experimental platform adapts AJAX technology to collect the timestamps of client devices in the cloud server during connection time, then calculate the clock skews of client devices. Few methods based on linear regression and piecewise minimum algorithm are developed to optimize the precision and shorten timestamp collection process. A jump point detection scheme is also proposed to resolve the offset drifting problem, which is usually caused by switching network or temporary disconnection. Finally, two experiments are conducted to study the effectiveness of clock skew fingerprint, and the results illustrate that the false positive rate and the false negative rate, in the worst case, are both no more than 8% when the tolerance threshold is set appropriately.
Index Terms: clock skew, device identity, cloud service, jump point detection
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Secure Decentralized Erasure Code based Networked Storage Systems with Multiple Functionalities
Wen-Guey Tzeng 
Department of Computer Science

National Chiao Tung University
Hsinchu, Taiwan 

Email: wgtzeng@cs.nctu.edu.tw
Abstracts: 
At TWISC@NCTU, we have been developing security testing systems for many years. You can check the information and systems at the website http://www.twisc.nctu.edu.tw/. Our systems consist of seven subsystems. We won’t go into details for each system. The selected subsystems are introduced here.

In the On-line System Configuration Analyzer System (OSCAS), the client side uses our tools to extract system (Windows, Linux or Android OS) configuration in XML format and sends it to our one-line platform for analyzing. The OSCAS checks whether the client side system has the latest updates for OS or installed softwares. Also, the system configuration and browsers are reviewed and suggested for amending. 

For the On-line Real-time Software Behavior Analysis System (in the following figure), we use the dynamic Information Flow Tracking (DIFT) technique to trace the data flow that leads to modification in a malicious code. The code is run on an IA_32 emulator. Our system checks file system modification, registrar modification, OS kernel executable code injection and network package.

For Remote System Penetration Test Network (RSPTN) (in the following figure), our system can test the security of the system by providing real-time on-line attacks to the system. Our system connects to the tested system via VPN. We observe the behavior of the tested system after the attacks are exercised. A detail diagnosis is provided and suggested amended is given.
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Analysis of Web Application Security
Yih-Kuen Tsay 
Department of Information Management, National Taiwan University
Taipei, Taiwan
Email: tsay@im.ntu.edu.tw
Abstract: 
A Web application that dynamically generates webpages, if using input data without proper validation, may introduce security vulnerabilities such as Injection Flaws, Cross-Site Scripting, and Cross-Site Request Forgery. These security vulnerabilities may be exploited by an attacker to perform database operations unintended by the server or steal sensitive data stored on the user’s computer. There are commercial code security analysis tools that may help programmers to find such problems, but they tend to produce high rates of false positives and sometimes even false negatives. For a third-party verifier who is usually unfamiliar with the code under evaluation, inadequate analysis tools would not meet the objective of reducing time and cost. 
Motivated researchers have been developing more effective analysis methods and tools in the past few years. We have also attempted to develop a tool for analyzing Web application security. The main ideas were to adopt an intermediate language for better extensibility and to combine static and dynamic analysis techniques for higher precision. However, there still leave large rooms for improvement regarding the treatment of Web applications with multiple languages, sophistication of static analysis, and automatic generation of penetration test cases. Applications using existing Web application frameworks also need a more systematic way of analysis. 
In this talk, after an introduction of the basic concepts and issues, I will elaborate on the main features of our tool. I will also attempt to impart a personal perspective of the remaining challenges faced by developers of more advanced analysis tools. 
Design and Implementation of a Testbed for Network Threat Detection
Chu-Sing Yang

 Institute of Computer and Communication Engineering, Department of Electrical Engineering, National Cheng Kung University, Tainan, Taiwan
Email: csyang@ee.ncku.edu.tw
Abstracts: 
This project focuses on the study of capturing network threat, ontology analysis, tracking, filtering, and malicious domain detection. The cooperation of four subprojects outcomes includes a network threat sharing platform composed with a network threat database, network thread behavior analysis and filtering mechanism to provide a safe and reliable network with the outcomes of these projects. Subproject one proposes an improved client-side honeypot which eliminates the above mentioned drawbacks, a new approach to server-side honeypot technology with robust self-protection mechanism and better server reaction on the requested commands, and a dashboard web interfaced management system which automates the malware collection and monitors and controls the deployed honeypots over the network. The spirit of open source software will be followed and the proposed system will be shared in the security society. The purpose of subproject two is to establish an effective botnet database with standard patterns and to design a botnet risk evaluation mechanism. The database can help the network distinguish new types of botnets more effectively and solve the problems of risk ranking. The outcomes of the researches can not only offer the product model and sample resources to the security companies, but also provide fundamental resources for further academic research. Subproject three provides a novel detection scheme, designated as the Genetic-based ReAl-time Detection (GRADE) system, to identify FFSNs. GRADE relies on two new characteristics, the entropy of domains of preceding nodes for all A records and the standard deviation of round trip time to all A records. These proposed FFSN characteristics are combined with two other characteristics to form a linear decision function. By applying genetic algorithms, GRADE is able to find the best set of weights for the decision function from current FFSN trends and achieve high detection accuracy. Empirical results show that GRADE is an improvement over existing reference schemes such Flux-Score, SSFD, and FFSD since it detects FFSN domains within a few seconds while maintaining high accuracy (~98%). Sub project four analyzes the phishing site, collects URLs and makes reaction to provide a secure network environment for the LAN users.
Keywords: Fast-flux service networks, Botnets, Honeypot, Phishing.
4、 心得與建議
結束參訪行程之後，和JST討論未來的合作模式，兩方皆對互利合作有著相當程度的共識，日方也希望台灣可以盡速提供可能的合作構想(含內容、對象、規模)，並能告知所需要的協助或是聯繫，早日促成雙邊國際合作計畫。最後，我方也邀請日方代表明年至台灣參訪，強化兩方的合作內涵。
因台日雙方皆希望能夠盡速在相關領域進行合作，雙方在最短時間會提出未來合作模式構想(含主題、日方合作對象、規模、需協助事項等)，希望國科會能大力促成台日在雲端運算及資訊安全之國際合作。

5、 日本科學技術振興機構(JST)介紹
History
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Operating Funds
Revenue and Expenditures in Fiscal 2011 (Estimate)
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Transition of Yearly Operating Expenditures
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Greetings from the president
Meeting the challenge of resolving the issues facing humanity on a global scale
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JST: A catalyst to create innovation
Together with philosophy and art, science is among the most significant intellectual activities of humanity. Since ancient times, civilization has been shaped by the ongoing iteration of scientific evolution. However, in these modern times, humanity still faces countless troubling issues on a global scale. The mission of JST is to play a role as a catalyst of science-based innovation, and to contribute to the sustainable growth of our future society. 
NAKAMURA Michiharu, D.Sc. President
Japan Science and Technology Agency

Science, at the very least, has brought two undeniable benefits to humanity. The first is that theories such as atom models, the theory of relativity, and quantum theory have presented humanity with diverse knowledge and a conception of the natural world at levels far beyond the grasp of the five human senses. One recent example is the near-certain confirmation of the existence of the Higgs boson, presumed to impart mass to elementary particles, which is expected to open up new horizons on the mysteries of the Big Bang and the evolution of the universe.

The other benefit that science has brought is the enrichment of society and lifestyles. The Internet, which we now use daily, is nothing less than the fruit of innovation in the field of information and communications. The discovery and analysis of DNA has led to the creation of new pharmaceuticals while medical developments have liberated us from various diseases: all outcomes of innovation.

Building an international science network
At present, Japan is embarking on strategic efforts to address certain global-scale issues, which need to be resolved through science-based innovation. To see these to success, many obstacles will need to be eliminated, and not only scientists and engineers but all stakeholders-entrepreneurs, policymakers, and citizens more generally-will need to have a sense of responsibility and involvement. I am certain that by resonance of thought and action among all stakeholders in resolving the various issues facing humanity, Japan’s efforts to meet these challenges will have significant outcomes. JST has set in motion various initiatives to form a robust foundation of coordinated efforts.

International cooperation is absolutely essential to further accelerate the pace of innovation. There are many problems requiring the attention of outstanding minds both overseas and domestic: medical treatment of intractable diseases such as cancer and Alzheimer’s disease, accelerated development of biomass energy, and many more. JST is undertaking active efforts to intensify its ties with many countries overseas. Not only does JST enjoy links with the developed nations of Europe and North America, but it has also successfully launched collaboration schemes with emerging countries, such as SATREPS (Science and Technology Research Partnership for Sustainable Development) and e-ASIA JRP (East Asia Science and Technology Innovation Area Joint Research Program). JST will continue to construct bilateral and multilateral global networks in order to contribute to the formation of a community dedicated to science-based innovation.

Revitalizing in the wake of disaster
The Great East Japan Earthquake and the subsequent accident at the Fukushima Daiichi nuclear power plant caused serious damage both to the regional economy and to the lives of individuals. These disasters also damaged public trust in science and technology.

JST has launched diverse initiatives for East Japan, and in particular for Fukushima. Among them is the establishment of JST’s Revitalization Promotion Center, which provides widespread support by connecting the research seeds of various research institutions with the industrial needs of affected areas to revitalize local industry in renewed ways. JST also supports a program to construct a renewable energy R&D center in Koriyama City.

The Fukushima nuclear accident was a shocking reminder that science not only opens up bright new horizons, but can also possess a negative side. By clearly indicating not only the benefits but also the risks, JST hopes to play a part in regaining public confidence in science. Moreover, having collected and stored a great deal of diverse data concerning these disasters, we hope to better prevent such disasters and reduce damage in future, while also actively sharing this data with the world.

With your kind understanding and support for the many aspects of JST’s activities, we hope to make great contributions toward sustainable development and the safety of our future global society.

August 23, 2012
Japan Science and Technology Agency
President
NAKAMURA Michiharu
6、 攜回資料名稱與內容

· 東京大學：學校簡介與校史資料、研究所簡介資料。

· JST：JST簡介資料、Janpan-Taiwan Joint Workshop on “Information and Communication Technology”
· AIST：AIST簡介資料、AIST成員簡報資料。

· 筑波大學：學校簡介與校史資料、研究所簡介資料、2011 Department of Computer Science, University of Tsukuba 簡介
· 相關接待人員名片

· 多個實驗室發表之論文

附錄：參訪團成員
Taiwan National Science Council Delegation Members

Chief of Delegation –Ching-Ting Lee (李清庭處長)
	Affiliation 
	Dept. of Eng. & Applied Sciences, National Science Council
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	Position 
	Deputy Director
	

	Research 
	Photonics
	

	E-mail
	ctilee@nsc.gov.tw

	Tel
	(02)2737-7524

	Fax
	(02)2737-7673


Shih-Yu Huang（黃士育經理）

	Affiliation 
	Department of Engineering and Applied Sciences, National Science Council
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	Position 
	Program Manager
	

	Research 
	Science & technology management
	

	E-mail
	syuhuang@nsc.gov.tw

	Tel
	+886-2-27377437

	Fax
	+886-2-27377673
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®@Japan Information Center of Science and Technology (JICST) was founded in 1957.
@Publication of prompt reports on scientific and technological literature started in 1958,

@ResearchDevelopment Corporation of Japan (JRDC) was founded in 1961.
@Support for transfer of technology “seeds”from academiato industry started in 1961.

®Oniine information system (JOIS) started in 1976.

@Researchfunding program, ERATO (Exploratory Research for Advanced Technology)
started in 1981,

@Promotion and support for international research collaboration startedin 1989.

@individual researchfunding program, PRESTO (Precursory Researchfor Embryonic Science
‘and Technology) startedin 1991.

@Development of information infrastructurethrough databases including life science
‘and various materials started in 1995,

@JICST and JRDC weremergedinto Japan Science and Technology Corporation (JST)
in 1996.

@Team-orientedresearchfunding program,
CREST (Core Researchfor Evolutional Scienceand Technology) started i 1996.

@Promotion of understanding and communication on science and technology startedin 1996.

@National Museu of Emerging Science and Innovation (iraikan) opened in 2001.
@Centerfor Researchand Development Strategy (CRDS) was established in 2003.
@in October 2003, the former JST was reorganized as an independent administrative

titution, Japan Science and Technology Agency (JST).
@First mid term plan startedin October 2003.

@Second mid-term plan started in April 2007.

@Adaptable and Seamless Technology Transfer Program through Target.driven R&D
(A-STEP) started in 2009.

@Strategic Promotion of Innovative Research and Development (S-Innovation) startedin 2011,
@Third mid-term plan startedin April 2012.

Left:Japan Information Center of Science and Technology (JICST)
s founded i 1957.

Right:Research Development Corporaton of Japan (JRDC)
was founded i 1861

Onine nformation system (JOIS) starled n 1976,

Japan Science and Technology Corporation (JST) in 1996.
Director general o the Science and Technology Agency NAKAGAWA Hidenao (ief)
President ofthe Japan Science and Technology Corporation NAKAMURA Moriaka (right

National Museum of Emerging Science and Innovation (Miraikan) opened i 2001,




Cheng-Chung Chu (朱正忠教授)
Date of birth: Mar. 20, 1960
Address:

Department of Computer Science and Information Engineering

No. 181, Section 3, Taichung Port Road, Taichung City, Taiwan
Phone: +886-4-23590121#30075

Fax: +886-4-23057789
Email: cchu@thu.edu.tw
Professional Position:

2008.07-2011.07: Dean, College of Engineering, TungHai University

2004-2007: Dean, office of Research & Development, TungHai University
2004-: Director, Software Engineering & Technology Centre, TungHai University
Education:

1989: Ph.D., Computer Science Northwestern University, USA
Honors and Awards:

2011: ACM Recognition of Service Award
2010: IEEE Computer Society Gold Core member
2010: IEEE Computer Society Outstanding Contribution Award

Scientific Expertise and Current Research Activities:

Pro.Chu is a professor in computer science and expert in software engineering, software development process, and CMMI. His currently research area is cloud computing and multicore embedded software development and leaded the" VERTAF/Multi-Core " integrated research project. In 2011, Prof.Chu hosted an international conference: the 26th Symposium On Applied Computing(ACM SAC 2011) in Taiwan. 

Publications:

over 40 journal papers and 100 conference papers. The following is a selection of recent publications.

William C. Chu, Chih-Wei Lu, Juei-Nan Chen, Chih-Hung Chang, Chao-Tung Yang, Pao-Ann Hsiung and Hahn-Ming Lee, “Cloud Computing in Taiwan,” IEEE Computer, May 2012(SCI)
C.S. Koong, C.H. Shih, P.A. Hsiung, H. J. Lai, C. H. Chang, William C. Chu, N. L. Hsueh and C. T. Yang, “Automatic Testing Environment for Multi-core Embedded Software - ATEMES, ” Journal of Systems and Software, Vol.85, Number 1 , pp.43-60, January 2012 (SCI)(EI)
P.A. Hsiung, S.W. Lin, Y.R. Chen, C.H. Huang, C.H. Shih and William C. Chu, “Modeling and verification of real-time embedded systems with urgency,” The Journal of Systems and Software, Vol. 82, pp. 1627-1641, October 2009 (SCI,EI)
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Wei-Cheng Huang (黃維誠研究員)
Date of birth: Sep. 13, 1962
Address:

National Center for High-performance Computing (NCHC)

7, R&D 6th Rd., Hsinchu Science Park, Hsinchu, Taiwan
Phone: +886-3-5776085#323     Fax: +886-3-5777269
Email: whuang@nchc.narl.org.tw, whuang91362@gmail.com
Professional Position:

2001.09-: Researcher, Director’s Office, NCHC, Taiwan
2009.10-2012.03: Deputy Director, NCHC, Taiwan
1998.09-2001.09: Research Scientist, National Center for Supercomputing Applications (NCSA), USA
1994.08-1998.08: Assistant Research Fellow, Academia Sinica, Taiwan
Education:

1994: Ph.D., Department of Aeronautical and Astronautical Engineering, University of Illinois at Urbana-Champaign (UIUC), USA

1989: MS., Department of Aeronautical and Astronautical Engineering, UIUC, USA

Honors and Awards:

1994 : Distinguished Research Award, National Science Council, Taiwan
Selected Professional Achievements:

2011, 2012 : Core Committee Member, National Representative of Taiwan, “HPC in Asia” , 


International Supercomputing Conference ( ISC )
2010-: Project leader, National Cloud Computing Platform for Scientific and Technology Research

& Development, Taiwan
2010: Program committee, International Parallel CFD Conference
2009: Committee Member, International Supercomputing Conference and Exhibition ( SC )

2006-2008: Co-PI, National Project of Excellence related to Laser-Plasma Simulation, Taiwan

2001-2002: Executive Secretary, National Knowledge Management Grid, NCHC, Taiwan

Scientific Expertise and Current Research Activities:

With professional experiences at leading institutions, such as Academia Sinica (Taiwan), NCSA (USA), and NCHC (Taiwan), Dr. Huang constantly enhances his knowledge of HPC and advanced computing paradigms/environments & applications of Supercomputing, Grid Computing and Cloud Computing. In recent years, he has devoted himself to the establishment of the national cyber-infrastructure: building the TB level of distributed national storage system, and pushing the envelope of national computing power. With experience of first commodity cluster serving the research community, he has also built the first computing power of TeraFlops level (KM cluster, 2.0TF), and the first computing facility that reached the 100TF level (ALPS, 177.0TF) for Taiwan. Following the efforts in HPC and Grid Computing, he has guided the implementation of the Scientific Cloud Computing in Taiwan.
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Yau-Hwang Kuo (郭耀煌教授)
Date of birth: Aug. 20, 1959
Address:

College of Science, National Cheng Chi University (NCCU) 

NO.64, Sec.2, ZhiNan Rd., Wenshan District, Taipei, Taiwan 
Phone: +886-2-29387592     Fax: +886-2-29360360
Email: kuoyh@ismp.csie.ncku.edu.tw 

Professional Position: 
2012.08-: Dean, College of Science, NCCU

2011.08-: Distinguished Professor, CSIE, NCKU

1994.08-: Professor, CSIE, NCKU

2000.08-: Director, Center for Research of E-life Digital Technology, NCKU

Education:

1988: Ph.D., Department of Electrical Engineering, National Cheng Kung University, Taiwan
1984: M.S., Department of Electrical Engineering, National Cheng Kung University, Taiwan
1981: B.S., Department of Industrial Education, National Taiwan Normal University, Taiwan
Honors and Awards:

2011: K. T. Li Breakthrough Award, Institute of Information & Computing Machinery, Taiwan
2011: Elite Information Technology Award, Annual Computer Show Organization, Taiwan
2009: University-Industry Economy Contribution Award, Ministry of Economic Affairs, Taiwan
Scientific Expertise and Current Research Activities:

Yau-Hwang Kuo’s research topics include computational intelligence, knowledge engineering, ubiquitous computing, multimedia communication, and digital life. He is currently an Area Editor of Journal of Software Engineering Studies, and an Associate Editor in software track of International Journal of Information Science and Engineering, International Journal of Automation and Smart Technology, Tamsui Oxford Journal of Information and Mathematical Sciences, the Scientific World Journal, and International Journal on Digital Learning Technology. He also consults for several government organizations and hi-tech companies. For more information please visit the webpage at http://ismp.csie.ncku.edu.tw.

Publications:

Yau-Hwang Kuo has published over 290 papers and 23 patents. The following is a selection of recent publications. For more information please visit the webpage at http://ismp.csie.ncku.edu.tw.
1. Hsun-Hui Huang and Yau-Hwang Kuo, “Cross-Lingual Document Representation and Semantic Similarity Measure: A Fuzzy Set and Rough Set Based Approach,” IEEE Transactions on Fuzzy Systems, Vol. 18, Issue 6, pp. 1098-1111, Dec. 2010. 

2. Jen-Sheng Tsai, Win-Bin Huang and Yau-Hwang Kuo, “On the Selection of Optimal Feature Region Set for Robust Digital Image Watermarking,” IEEE Trans. on Image Processing, Vol. 20, Issue 3, pp. 735-743, Mar. 2011.
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Chin-Laung Lei (雷欽隆教授)
Date of birth: Jan. 9, 1958
Address:

Department of Electrical Engineering

No. 1, Section 4, Roosevelt Rd., National Taiwan University (NTU)

Taipei, Taiwan
Phone: +886-2-33663582     Fax: +886-2-23659047

Email: lei@cc.ee.ntu.edu.tw
Professional Position:

1996.08-: Professor, Department of Electrical Engineering, National Taiwan University 

2006.06-2012.05: Vice President, Chinese Cryptology and Information Security Association

1999.08-2004.09: Director, Computation Center, Department of E.E., National Taiwan University

Education:

1986: Ph.D., Department of Computer Sciences, The University of Texas at Austin, USA

1980: BS., Department of Electrical Engineering,, National Taiwan University, Taiwan
Honors and Awards:

2006: The First IEEE LICS (Logic in Computer Sciences) test-of-time award 

Best Paper Awards: 

Fourth International Conference on Systems and Networks Communications (2009), 

ACM Mobility Conference, Workshop on Wireless Technologies for Smart Homes (2008), 
The 3rd Joint Workshop on Information Security (2008), 

National Computer Symposium (2009,1999), 

The 18th Annual Hawaii International Conference on System Sciences (1986)

Publications:

Over 200 scientific papers in refereed journals and conferences. The following is a selection of recent publications:
Yu-Chun Chang, Chi-Jui Chang, Kuan-Ta Chen, and Chin-Laung Lei, “Radar Chart: Scanning for High QoE in QoS Dimensions,” IEEE Network, July 2012.

Ren-Chiun Wang, Wen-Shenq Juang, and Chin-Laung Lei, “Provably Secure and Efficient Identification and Key Agreement Protocol with User Anonymity,” Journal of Computer and System Sciences, Volume 77, Issue 4, pp. 790-798, July 2011.

Ren-Chiun Wang, Wen-Shenq Juang, and Chin-Laung Lei, “Robust Authentication and Key Agreement Scheme Preserving the Privacy of Secret Key,” Computer Communications, Vol. 34, pp. 274-280, 2011.

Chien-Ju Ho, Chen-Chi Wu, Kuan-Ta Chen, and Chin-Laung Lei, “DevilTyper: A Game for CAPTCHA Usability Evaluation,” ACM Computer in Entertainment, Volume 9 Issue 1, pp. 3-1~3-14, April 2011.

[image: image23.emf]Hahn-Ming Lee (李漢銘教授)
Date of birth: May 24, 1962
Address:

Dept. of Computer Science and Information Engineering, National Taiwan University of Science and Technology (NTUST)

No.43, Sec. 4, Keelung Rd., Da’an Dist., Taipei City, Taiwan
Phone: +886-2-27376410     

Email: hmlee@mail.ntust.edu.tw

Professional Position:

2012.06-: Distinguished Professor, CSIE, NTUST 

2001.08-: Professor, Department of Computer Science and Information Engineering, NTUST

1999.02-2001.07: Professor, Department of Electronic Engineering, NTUST

Education:

1991: Ph.D., Department of Computer Science and Information Engineering, National Taiwan University, Taiwan
1984: Bachelor, Department of Computer Science and Information Engineering, National Taiwan University, Taiwan
Honors and Awards:

2010: K. T. Li Breakthrough Award, Institute of Information & Computing Machinery, Taiwan
2007-2012: Outstanding Research and Creation Award, NTUST, Taiwan
2004: Outstanding I.T.Elite Award, Information Technology Month, Taiwan 

1994: Outstanding Teacher Award

Research Fields:

Information Security, Web-Based Intelligent Systems, Cloud Computing, Artificial Intelligence, Science and Technology Policy

Publications:

over 30 journal papers, 100 conference papers, and 8 patents. The following is a selection of recent publications on information security.

1. Ismail Adel AL-Taharwa, Hahn-Ming Lee, Albert B. Jeng, Kuo-Ping Wu, Ching-Hao Mao and Shyi-Ming Chen, “RedJsod :Automatic detector of Readable JavaScrip obfuscation using Semantic-based Analysis,” The 2012 International Symposium on Advances in Trusted and Secure Information Systems (TSIS 2012), Liverpool, UK, June 25-27, 2012. 
2. Te-En Wei, Ching-Hao Mao, Albert B. Jeng, Hahn-Ming Lee, Horng-Tzer Wang and Dong-Jie Wu, “Android Malware Detection via Latent Network Behavior Analysis,” The 2012 International Symposium on Advances in Trusted and Secure Information Systems (TSIS 2012), Liverpool, UK, June 25-27, 2012. 
3. Horng-Tzer Wang, Ching-Hao Mao, Kuo-Ping Wu and Hahn-Ming Lee, “Real-time Fast-flux Identification via Localized Spatial Geolocation Detection,” IEEE Signature Conference on Computers, Software, and Applications (COMPSAC 2012), Izmir, Turkey, July 16-20, 2012. 
4. Dong-Jie Wu, Ching-Hao Mao, Te-En Wei, Hahn-Ming Lee and Kuo-Ping Wu, “DroidMat: Android Malware Detection through Manifest and API Calls Tracing,” The 7th Asia Joint Conference on Information Security (AsiaJCIS 2012), Tokyo, Japan, August 9-10, 2012.
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YAU-JR LIU (呂曜志副所長)
Date of birth: May.21,1976
Address:

Division II, Taiwan Institute of Economic Research

7F No.16-8 Dehuei St., Jhongshan District, Taipei, Taiwan
Phone: +886-2-25865000#605     Fax: +886-2-25946311

Email: d20677@tier.org.tw
Professional Position:

2011.06: Deputy Director, Research Division II, Taiwan Institute of Economic Research

2010.02: Adjunction Assistant Professor, Department of Economics, TamKang University  

Education:

2006: Ph.D., Department of Economics, University of Missouri-Columbia, U.S.A

1998: BS., Department of Agricultural Economics, National Taiwan University, Taiwan
Honors and Awards:

2006: Harry Gunnison Brown Research Fellowship, University of Missouri-Columbia 

2006: Harry Gunnison Brown Graduate Student Teaching Award, University of Missouri-Columbia 

2011: Visiting Scholar, New Generation Seminar (21th), East-West Center, U.S.A

Research Fields:

‧Industrial and Trade Policy in East Asia 

‧Manufacturing Competitiveness 

‧Cross-Strait Economic Relations.
Publications:

The following is a selection of recent publications.
1. “Study on Korean and Taiwanese Investment Patterns in China” Joint with Park Bun Soon, Kao Jen-Shan, Lin Shou-Yin and Sun Ming-De, Jointly Published by SERI-TIER, 2007. 

2. YAU-JR LIU, “Advancing Innovative Growth to Strengthen the APEC Growth Strategy,” Capacity-Building and Action Plan Working Group ABAC 4th Meeting 2010 ,Yokohama, Japan.

[image: image25.png]S ERIRAEES AR Mat

S
=

T
i
s
R0
i
i
&n




Wei-Chung Teng(鄧惟中助理教授)
Date of birth: Mar. 12, 1970
Address:

Dept. of Computer Science and Information Engineering, National Taiwan University of Science and Technology (NTUST)

No.43, Sec. 4, Keelung Rd., Da’an Dist., Taipei City, Taiwan
Phone: +886-2-27301067     Fax: +886-2-27301081
Email: weichung@csie.ntust.edu.tw

Professional Position: 
2012.07-: Board member of Director, Consumers' Foundation, Taiwan 
2003.08-: Assistant Professor, Dept. of CSIE, NTUST
Education:

2001: Ph.D., University of Tokyo, Japan
1994: M.S., National Chiao-Tung University, Taiwan
1992: B.Sc., National Chiao-Tung University, Taiwan
Scientific Expertise and Current Research Activities:

My research interests are network communication protocols and teleoperation systems. I apply time synchronization protocols of Internet and wireless sensor network to identifying remote hosts, sensor nodes and personal devices. Currently I join the “Cloud Service Defense-In-Depth Security Technology Research and Development” integrated research project and study client device identification/authentication in cloud environments.
Publications:

The following is a selection of recent publications.
Ding-Jie Huang, Kai-Ting Yang, Chien-Chun Ni, Wei-Chung Teng, Tien-Ruey Hsiang and Yuh-Jye Lee, “Clock Skew Based Client Device Identification in Cloud Environments,” The 26th IEEE International Conference on Advanced Information Networking and Applications (IEEE AINA-2012), Fukuoka, Japan, March 26-29, 2012. 

Ding-Jie Huang, Kai-Jie You and Wei-Chung Teng, “Secured Flooding Time Synchronization Protocol,” 8th IEEE International Conference on Mobile Ad-hoc and Sensor Systems (IEEE MASS 2011), Valencia, Spain, pp. 620-625, Oct. 17-22, 2011. 

Hsuan-Yu Huang, Wei-Chung Teng and Sheng-Luen Chung, “Smart Home at a Finger Tip: OSGi-based MyHome,” IEEE International Conference on Systems, Man, and Cybernetics (IEEE SMC 2009), San Antonio, Texas, USA, pp. 4467-4472, Oct. 11-14, 2009.
Chyi-Yeu Lin, Chang-Kuo Tseng, Wei-Chung Teng, Wei-Chen Lee, Chung-Hsien Kuo, Hung-Yan Gu, Kuo-Liang Chung and Chin-Shyurng Fahn, “The Realization of Robot Theater: Humanoid Robots and Theatric Performance,” The 14th International Conference on Advanced Robotics (ICAR 2009), Munich, Germany, Jun. 22-26, 2009.
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Wen-Guey Tzeng(曾文貴教授)
Address:

Department of Computer Science
No.1001 Universary Road, Hsinchu, Taiwan
Phone: +886-3-5715900       Fax: +886-3-5721490
Email: wgtzeng@cs.nctu.edu.tw
Professional Position:

1991-: Professor, Computer Science, National Chiao Tung University
2009-: Chairman, Computer Science, National Chiao Tung University

Education:

· Ph.D, 1991, Computer Science, SUNY at Stony Brook, USA

· MS., 1987, Computer Science, SUNY at Stony Brook, USA

· BS., 1985, Computer Science, National Taiwan University, Taiwan
Research Interest:

· Cryptography 

· Applied Cryptography

· Computational Complexity

Selected Publications:
The following is a selection of recent publications.
1. Yi-Ruei Chen and Wen-Guey Tzeng, “Efficient and Provably-Secure Group Key Management Schemes Using Key Derivation,” The 11th IEEE International Conference on Trust, Security and Privacy in Computing and Communications (IEEE TrustCom-2012), June 2012.

2. Hsiao-Ying Lin and Wen-Guey Tzeng, “A Secure Erasure Code-based Cloud Storage System with Secure Data Forwarding,” IEEE Transactions on Parallel and Distributed Systems, 23(6), pp. 995-1003, 2012.

3. Chung-Li Hou, Chang-Chun Lu, Shi-Chun Tsai and Wen-Guey Tzeng, “An Optimal Data Hiding Scheme with Tree-Based Parity Check,” IEEE Transactions on Image Processing, 20(3), pp.880-886, 2011.

4. Yi-Ruei Chen, J. Doug Tygar and Wen-Guey Tzeng, “Secure Group Key Management Using Uni-Directional Proxy Re-Encryption Schemes,” The 30th IEEE International Conference on Computer Communications (IEEE INFOCOM 2011), April 2011.

5. Kuei-Yi Chou, Yi-Ruei Chen and Wen-Guey Tzeng. “An Efficient and Secure Group Key Management Scheme Supporting Frequent Key Updates on Pay-TV systems,” The 13th Asia-Pacific Network Operations and Management Symposium (APNOMS 2011), September 2011.

6. Hsiao-Ying Lin, Wen-Guey Tzeng and Bao-Shuh Lin. “A Decentralized Repair Mechanism for Decentralized Erasure Code based Storage Systems,” The 10th IEEE International Conference on Trust, Security and Privacy in Computing and Communications (IEEE TrustCom-2011), November 2011.
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Yih-Kuen Tsay (蔡益坤教授)
Date of birth: June 09, 1962

Address:

Dept. of Information Management, National Taiwan University (NTU)
No. 1, Ln. 9, Qingtian St., Taipei, Taiwan 

Phone: +886-2-33661189     
Email: tsay@im.ntu.edu.tw
Professional Position:

2010.08-: Professor, Dept. of Information Management, NTU.

1996.08-2010.07: Associate Professor, Dept. of Information Management, NTU.

1995.08-1996.07: Lecturer, Dept. of Information Management, NTU. 

1993.10-1995.07: Postdoctoral Researcher, Dept. of Computer Systems, Uppsala University, Sweden.

Education:

1993.9: Ph.D., Computer Science, University of California, Los Angeles.

1989.12: M.S., Computer Science, University of California, Los Angeles.

1984.6: B.S., Computer Science and Information Engineering, National Taiwan University.

Interests:

· Formal Verification

· Temporal Logic and Automata

· Software Security

Selected Publications:

The following is a selection of recent publications.
Y.-K. Tsay, M.-H. Tsai, J.-S. Chang and Y.-W. Chang, “Büchi Store: An Open Repository of Büchi Automata,” TACAS 2011. 
M.-H. Tsai, S. Fogarty, M.Y. Vardi, and Y.-K. Tsay, “State of Büchi Complementation,” CIAA 2010.  
Y.-F. Chen, E.M. Clarke, A. Farzan, M.-H. Tsai, Y.-K. Tsay and B.-Y. Wang, “Automated Assume- Guarantee Reasoning through Implicit Learning,” CAV 2010. 
S. Magill, M.-H. Tsai, P. Lee and Y.-K. Tsay, “Automatic Numeric Abstractions for Heap- Manipulating Programs,” POPL 2010. 
Y.-K. Tsay, Y.-F. Chen, M.-H. Tsai, W.-C. Chan and C.-J. Luo, “GOAL Extended: Towards a Research Tool for Omega Automata and Temporal Logic,” TACAS 2008. 
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Chu-Sing Yang (楊竹星教授)
Date of birth: Jan. 19, 1953
Address:

Institute of Computer and Communication Engineering

Department of Electrical Engineering, 

National Cheng Kung University 1 University Road, Tainan, Taiwan
Tel: + 886-6-2757575#62357

Email: csyang@ee.ncku.edu.tw 

Current Positions:
· Professor, Department of Electrical Engineering / Graduate Institute of Computer and Communication Engineering, NCKU

· Director, TWISC@NCKU

Education:

1987: Ph.D., National Cheng Kung University, Taiwan.
1984: M.S., National Cheng Kung University, Taiwan.

1976: B.S., National Cheng Kung University, Taiwan.
Professional Experience:
2007.01-2008.12: Vice Director, National Center for High-performance Computing

2006.08-: Professor, Department of Electrical Engineering and Institute of Computer and Communication Engineering, National Cheng Kung University
1998.08-2002.10: Director, Computer and Network Center, National Sun Yat-sen University
1995.08-1999.07: Chairman, Institute of Computer Science and Engineering, National Sun Yat-sen University 
1993.02-2006.07: Professor, Department of Computer Science and Engineering, national Sun Yat-sen University 
Professional and National Contest Awards:

· First Prize in Open-sourced Hardware and Embedded System Competitions, “A Traffic Management System based on NetFPGA in OpenFlow Virtualized Network environment”, by Chus-Sing Yang, Pang- Wei Cai, and Pei-ven Cheng, 2012

· Golden prize in the International Salon of Inventions and the Technologies, “Brightness Adjustment Metheod and System With Photographic Device” by Chu-Sing Yang, Zhe-Nan Zhuang, Chao-Yand Lee.

· Silver Prize in the International Salon of Inventions and the Technologies, “Measuring Apparatus for Measuring Electrical Parameters of a Circuit and Measuring Method Thereof” by Chu-Sing Yang, Zhe-Nan Zhuang, Chao-Yand Lee.

Patents:

· Chu-Sing Yang and Mon-Yen Luo, Configurable and High-Speed Content-Awarer Routing Method, R.O.C. Patent No. 197220, 93/02/11~111/03/19.

· Chu-Sing Yang and Mon-Yen Luo, Zero-Loss Web Service System and Method, R.O.C. Patent No.220821.

· Chu-Sing Yang and Yih-Ching Su, “Array-Based Embedded Video Coder," R.O.C. Patent No. 141267, 2001.

Referred Journal Publications:

The following is a selection of recent publications.

· Chao-Yang Lee, Liang-Cheng Shiu, Fu-Tian Lin and Chu-Sing Yang, “The fast scalable sensor efficiency measure in a hybrid sensor network,” International Journal of Ad Hoc and Ubiquitous Computing, 2012. (SCIE, In Press)

· Chao-Yang Lee, Shou-Jen Lin, Chen-Wei Lee and Chu-Sing Yang, “An Efficient Camera Hand-Off Filter in Real-Time Surveillance Tracking System,” International Journal of Innovative Computing, Information and Control, Vol. 8, Number 2, pp. 1397-1417, Feb. 2012.

· Chao-Yang Lee, Shou-Jen Lin, Chen-Wei Lee, and Chu-Sing Yang, “An efficient continuous tracking system in real-time surveillance application,” Journal of Network and Computer Applications, Vol. 35, Issue 3, pp. 1067-1073, 2012.

· Chen-Wei Lee, Tien-Wen Sung, Yih-Ching Su, and Chu-Sing Yang, “Low-Complexity Adaptive Error Control Schemes for Real-Time Scalable Video Transmission over WLANs,” International Journal of Ad Hoc and Ubiquitous Computing, 2012. (SCIE, In Press)
· Po-Jen Chuang, Ming-Chao Chiang, Chu-Sing Yang and Chun-Wei Tsai, “Social Network-Based Adaptive Pairing Strategy for Cooperative Learning, ” Educational Technology & Society, 2012. (SSCI, Accepted)
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