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6 Article 80(Processing of personal data and freedom of expression):”

1. Member States shall provide for exemptions or derogations from the provisions on the general principles
in Chapter II, the rights of the data subject in Chapter III, on controller and processor in Chapter IV, on the
transfer of personal data to thirdcountries and international organisations in Chapter V, the independent
supervisoryauthorities in Chapter VI and on co-operation and consistency in Chapter VII for theprocessing of
personal data carried out solely for journalistic purposes or the purposeof artistic or literary expression in
order to reconcile the right to the protection ofpersonal data with the rules governing freedom of expression.
2. Each Member State shall notify to the Commission those provisions of its law whichit has adopted
pursuant to paragraph 1 by the date specified in Article 91(2) at thelatest and, without delay, any subsequent
amendment law or amendment affecting

them.”
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""" Section 94(Consent by Electronic Means):” Consent may also be given electronically where the service

provider ensures that

1. the subscriber or user has given his consent deliberately and unequivocally;

2. consent 18 recorded;

3. the subscriber or user can access his declaration of consent at any time; and

4. the subscriber or user can withdraw his consent at any time with effect for the future.”
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Mlgs , ZHIEEE > WFoR MR E S KA B E A
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" Section 9 (Technical and organizational measures):” Public and private bodies which collect, process or
use personal data on their ownbehalf or on behalf of others shall take the necessary technical and
organizationalmeasures to ensure the implementation of the provisions of this Act, especially therequirements
listed in the Annex to this Act. Measures shall be necessary only if the effort required is in reasonable
proportion to the desired purpose of protection.

? https://WWW.bsi.bund.de/EN/Home/home_node.html

" Section 13 (Data collection):” ---.(2) Collecting special categories of personal data (Section 3 (9)) shall be
lawful only where 1. allowed by law or urgently required for reasons of important public interest,--«--- i
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15 Art. 3:“Offentliche Stellen, die am Wettbewerblbehmen

(1) 1 Soweit 6ffentliche Stellen als Unternehmen\dattbewerb teilnehmen, gelten fir sie sowie fur
ihre Zusammenschliisse und Verbénde die VorschudiégsrBundesdatenschutzgesetzes mit Ausnahme
des Zweiten Abschnitts. 2 Art. 2 Abs. 7 bleibt anithrt. 3 Fur die Durchfiihrung und die Kontrolle
des Datenschutzes gelten an Stelle der §8 4d hisd @8 des Bundesdatenschutzgesetzes die Art. 9
und 25 bis 33.

(2) 1 Soweit 6ffentlich-rechtliche Versicherungsemiehmen am Wettbewerb teilnehmen, gelten fir sie
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(6 ) ABHERIE (A NEROREEER; - 7] 3 L FAEF T

die Vorschriften des Bundesdatenschutzgesetzeaudligrivatrechtliche Versicherungsunternehmen
anzuwenden sind. 2 Fir 6ffentlich-rechtliche Kriedititute sowie fur ihre Zusammenschliisse und
Verbande gelten die Vorschriften des Bundesdatemsgbsetzes, die auf privatrechtliche
Kreditinstitute anzuwenden sind. 3 Art. 2 Abs.Iilit unberihrt.

(3) Die Anstalt fir Kommunale Datenverarbeitundiayern unterliegt den Vorschriften dieses
Gesetzes auch, soweit sie am Wettbewerb teilnimmt.”
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' Art. 26[1] Datenschutzrechtliche Freigabe automatisierter Verfahren

(1) 1Der erstmalige Einsatz von automatisierten Verfahren, mit denen personenbezogene Daten verarbeitet
werden, bedarf der vorherigen schriftlichen Freigabe durch die das Verfahren einsetzende offentliche Stelle.
2Eine datenschutzrechtliche Freigabe nach Satz 1 ist nicht erforderlich fiir Verfahren, welche durch den
Vorstand der Anstalt fiir Kommunale Datenverarbeitung in Bayern bereits datenschutzrechtlich freigegeben
worden sind, soweit diese Verfahren unverdndert iibernommen werden; das Gleiche gilt bei 6ffentlichen
Stellen des Freistaates Bayern fiir Verfahren, welche durch das fachlich zustindige Staatsministerium oder
die von ihm ermichtigte offentliche Stelle fiir den landesweiten Einsatz datenschutzrechtlich freigegeben
worden sind. 3Fiir wesentliche Anderungen von Verfahren gelten die Sitze 1 und 2 entsprechend.

(2) Die datenschutzrechtliche Freigabe hat folgende Angaben zu enthalten:

1.Bezeichnung des Verfahrens,

2.Zweck und Rechtsgrundlage der Erhebung, Verarbeitung oder Nutzung,

3.Art der gespeicherten Daten,

4. Kreis der Betroffenen,

5.Art der regelméBig zu iibermittelnden Daten und deren Empfinger,

6.Regelfristen fiir die Loschung der Daten oder fiir die Priifung der Loschung,

7.verarbeitungs- und nutzungsberechtigte Personengruppen,

8.1m Fall des Art. 6 Abs. 1 bis 3 die Auftragnehmer,

9.Empfinger vorgesehener Dateniibermittlungen in Drittldnder.

(3) 10ffentliche Stellen haben ihren behordlichen Datenschutzbeauftragten rechtzeitig vor dem Einsatz oder
der wesentlichen Anderung eines automatisierten Verfahrens eine Verfahrensbeschreibung mit den in Absatz
2 aufgefiihrten Angaben zur Verfiigung zu stellen; zugleich ist eine allgemeine Beschreibung der Art der fiir
das Verfahren eingesetzten Datenverarbeitungsanlagen und der technischen und organisatorischen
MaPnahmen nach Art. 7 und 8 beizugeben. 2Die behordlichen Datenschutzbeauftragten erteilen die
datenschutzrechtliche Freigabe, soweit nicht schon eine datenschutzrechtliche Freigabe nach Absatz 1 Sitze
2 und 3 vorliegt. 3Wird ihren datenschutzrechtlichen Einwendungen nicht Rechnung getragen, so legen sie
die Entscheidung iiber die datenschutzrechtliche Freigabe den Personen vor, denen sie nach Art. 25 Abs. 3
Satz 1 unterstellt sind; bei den in Art. 15 Abs. 7 genannten Daten haben sie zuvor eine Stellungnahme des
Landesbeauftragten fiir den Datenschutz einzuholen.
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(disproportionate effort ) ZE6ETR) » fEERE I TR B 5]/ A4EE ~ LLFIHE
ENERIEAEIREZ B g (LEARF T (N ERB R E RS AT A

TEFERA AT BT BEAETERIN ) FRIMRKZFE ) - 9%
R B EEIE R UG EREEAFBZER - B520K
PAABRS AT &SRS E Tz TS A RIEE BRI AT & S R 5%
ZBRIMeRRIE - BEAAIR R B — BRI E TSR (BELLERE S
NI TR T LA S ERANE A —RE N BB ReE R A E ZE R
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FHEEFRZA > SIRETHFEAZNE > UET X R - HHEAY
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FEOERE T B ERFEER ERE ER RS AR a0 - EEEA
{ERAR > R LUR S Bk P IE T E TR S EE AR R 2 B
It > TR AR AS I\ B RS TA S AH B 5 AR - fE Rk B BeIT
EFEFR R T T SIASE KR UHE S AR NmlF RS2
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(B AN BEREA R NERFARER] - ARELUERE Z - INIEIERE R 3L
= H R EREE RN - B AP E A 2 61 - (B2 IRIEEIHEE
A R R N BRI ORGSR AT 2 A A T e E A S R
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FISBEERS ~ RARKE) > BEATERANIAZR Z R JlEr
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e RN HE A RS AN A s A R A A [F] - B HC B 2 BB A
A BEAR EECGEE A HEAR R EOUEZ L AIR - 2R ER
FREDEEAGR > TR N HAHRE R AR E #HEHE RS 7 LA
& > SRR B A AR AR MR ARE L (ESHE R R ER 2 (1]
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A () FEERE > BPPEET RS - MR R 2
o () stHHERISFIk - BReAET e EREY > BURi e -
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B ER B ME N R R Z AR EEAE R > TS DU B TR (B
RO FTiTEE N E R ORE RS ~ BR B ECR FTT RREES > A0RTIn LU Sl
SEEHNEEEARE R 2 R IEHRECHEE & B S » R R — IR
HAMERRR T ZE8RE  MEXEER S R E R B B S&a B E > AR EE
LI ERAFEFEILER R (BCR) F570 > BN EANE R E H E e
Hok THESTECHE N BRIREIR S RBRZ #5 B LEURBEH Y &
BHEHE SR » TRERGE A — 2 FES R R (BCR) HIEE - FRE
(B N BRI REERIE A AT 2 PREK R _BAHIRE 7 AIBR A& rl 3 2 5 %

R ? BEEAIE Ry R 2 T7 15 - ZAIMAEBIPR L ek BT A S A&
BHRESMrERHRT - AR BRI REE AN ER R AR AR ES S
ERIFS_E SRR LRSS ERHE IR BB (N ERHREEE - DU E A
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bt gk — ~ FERIFH PINSER

R 101 £F Eek % (General Data Protection Regulation
ZRB BT EH R A

Prepared Questions in the Planning and Implementatin of EU
General Data Protection Regulation for 2012 Ministy of Justice

Delegation to EU

|. Foreword

FERBE (£%) NKRE84F 8 A 11 B A iiT TR R IZMAEA
TR o XA HNME AT 2 4%% > 58 19955 80 8 Bk
{2454 (95/46/EC) > A B BR 99 4 5 A 26 B 15 E AN 18 A B HFHR %
B PERRE (%) S E2BATHIRE XL, A T4 T
HHMEEARZRE RERAR T IENHHRMEEARZ E
E-REARAA TREBEAEERD A THA L E 6%
& L3t 56 1% -

( http://law.moj.gov.tw/Eng/LawClass/LawAll.aspRCode=10050021L

In August 11, 1995, the Republic of China (Taiw@ndmulgated
and enforced Computer Matching and Privacy PraitecAmendments
Act. In order to further strengthen protection gygonal information, the
Republic of China (Taiwan), taking reference of48EC, revised the
above-mentioned act and promulgated Personal I@fioom Protection
Act. The newly revised act of Republic of Chinai@fan) is divided into
6 chapters, namely“General Provisions,” “ Collesti®isposal, and Use
of Personal Information by Government Organs,” ‘I€ction, Disposal,
and Use of Personal Information by Non-Governmentga@s,”
“‘Compensation for Loss and Group Lawsuit,” “ Peiesltand
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“Supplementary Provisions,”with a total of 56 ddg&

( http://law.moj.gov.tw/Eng/LawClass/LawAll.aspx?P@sd0050021

AEgARER - 12 B B ATE A B RARE T A EE R 0 LB R
Bt A — A3 A8 A B RHME 3 48 R 15 IE 3 % ( General Data Protection Regulation )
ZABIH > BAARERES > FefAF X F AT -

In order to understand the current actual workie§sEuropean
Union (EU) and Germany in the field of personabmmhation protection
and with the intention of being in line with theagming 2012 General
Data Protection Regulation of EU, the Ministry ofstice has organized
this visit to EU and Germany. The following are sfi@ns to be raised by
the delegation:

AT EE & (GEEEFY) (European Commission Department
of Justice) Z F] A4 :

[I. Questions to European Commission Department odustice:

1 RBELECERHNEREZBALTH £EAN LAERE ?2&KHE
B e SRR KPR REEAT S L X 24 8 H £ K40
FRAT? ol RN B RAZBARTEZS P A AMEA
Tk REBRGEBE " EZ2AAETIREB A 2 (without any gainful
interest) | AR > ARSHITH ~ iR X2 REZ B BH#
&g BB AR IATARMMR T BR B RATRARRZ B AR BAT ?

1. What are the differences in measures of various mé&mber
countries regarding personal information to be guted? What are
the major factors or relevant background infornratibeing
considered when EU plans to legislate to protectedrain from
protecting personal information? For example, Ean to restrict

personal information of individual or family actids of natural
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person to the realm of “without any gainful intdregU’s relevant
regulations to keep its member countries free faymelieved from
part of, the regulations in order to achieve thgpse of expression
of journalism, arts, and literature. What are #asons and problems

to be solved which are brought to attention bysthiel examples?

2 A —HEAFTHRERANEEZERAEZ "RE RIFREXT
RERERMT? R P HE 8 hRERLEEMNAABRFEIFRE
AR BHEEMERBREREZRAE > HFHE - BE > REFR
Fl 5 X thif BEREE R E T ABRIFE E0F > wofTE B A8
MME ? AT ABRFEET R E S A4 R4 K S48 B B8 T 42
547

2. Regarding “agreement” stipulated in the draft oé tA012 EU
regulations on information protection for ordinggople, what are
the approaches and criteria to reach under an ragré@ Regarding
Article 8, which stipulates that consents by pasentguardians are
required when handling information of children, ather articles
with similar requirement of such consents, whattasdifferences
in approaches or criteria when comparing conteth@fsaid articles?
In addition, when seeking such consents throughltiternet or
other means, please tell us how to implement tie regulations?
Are there standard patterns for obtaining veritetisents or other

relevant information available for our reference?

3y BN —HRBEATHAERNEZTH " LS4 &K F (notification) |
TURRE > AL ABER —RERL - RERAFSELR
2 BB ? TR S o AR AER RS FHHER — K
MEER > 5| dohofT B BEE A T 4 40 B 2 A R 7747 (provision of such
information provesimpossible) ;3% & 7 4 %% & (disproportionate effort ) |
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#Fd -

3. We understand that the draft of the EU regulationsinformation

4.

5\

protection for ordinary people has already spetifiee rules of
“‘informing obligation” aimed at achieving a unifiedle among its
member countries. However, what is the actual effiec the

implementation of informing obligation in EU”s eualtion? How to
ensure that various member countries can have anoamesult in
the application of extraordinary reasons? (for gx¥amhow to
actually concretely apply affairs such agoVision of such information

proves impossible” or “disproportionate effort ”)

7 T A S (Righttobeforgotten) j» BR324 F7 & & 15 B4

Z 5 [E R BRI BT P BN T L LR E AL
BABERZER > BHEELEZIFTELTRNEEZE A
MR AB B2 & ~ BARB I ifnﬁ%ﬁfﬁiﬂéﬂx,ﬁ‘fma B 44 6 2
Regarding Right to be forgotten,” what is the realm of responsibility of,
and measures to be taken by, a data manager? @orttgion that
the data manager has authorized a third personatce mpublic
personal information, what is the data manager’alnre of
responsibility: Is it limited to informing the tlirperson to delete
relevant links, photocopies or copies? Are thereeotrelevant

measures to be taken?

KR —REATHRERNEZRREANEIIRETHA
(data controller ) 4% > %o fTHEAR & F AHMNELIN RE BAEATIR
8 B ] ({540 B MM F] (Right of access for the data subject ) ) ?
P T #F % 4%k (Binding Corporation Rules) % & % Lk ##H]4 »
AE WA EAAT B L RIRe B 0 ko iR ST BESN  8 BT 2,
REARNR? AR ERHARZER  REAEMARI T @ ?
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5.

~N

6.

7\

After the draft of the EU regulations on informattiprotection for
ordinary people is expanded to apply foreign dataroller, how to
ensure that the person(s) concerned exercisesarglgights on
foreign data controllers (for example, right of @s€ for the data
subject)? Except for binding corporation ruleBCR) in the civil
affairs mechanism, are there other administratined &aw-suit
mechanisms (for example, regulations to punishigareompanies
or prosecute company representatives)? To cope |\l
development of cloud computing technology, is thang plan or
direction on the drawing board?

—REABERARERASGHBZREEHZIRAIAMIES 7 — &
BABRHRERAF O 1R(Q) /M EN LA ST EITZLEEN
e 32 (processing is necessary for the performance of a task carried out in the
public interest) Z M€ > BhofT e ZR AL P A% T A £FHE (public
interest) | AT HELE > MEFHRZHAEME  ARKEHE
IR = e
What are the changes in the planning of the 2012dgjulations on
information protection for ordinary people? Artidgg) of the said
regulations contains rules for processing necesdary the
performance of a task carried out in the publienest. How to
define “public interest” and its realm? Regarditgyunstable legal

concept, are there concrete cases for our refefence

FHMEHATHA MKAHTEE R (2% 29 hif ) 1

TEBAABMEEFERF M UBEKARTRESZ L% Lk
BEFHBEZMBATHAREESMMFE X T (handbook &
casebook ) X & #% 1 i pR AL ©

Please kindly provide relevant notes or handbooks agtual
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business execution of European Commission (inctudask force
stipulated in Article 29) for the reference of Taiwin actual
administration affairs. Please also provide namad ublishing
houses of recommended books (handbook and caselsated to

the business for personal information protection.

B 101 £ 4 RIEABABMA T HA#E (BDSG) 2
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R BT RFHERREE
Planung und Ausfuhrung fur die sowie die voraussictichen Fragen
bei der Vorortuntersuchung des Bundesdatenschutzgetzes
(BDSG) des taiwanesischen Justizministeriums im Jahr 2012

t 2% ]

I. Vorwort

1

FERE (%) WRE 845 8 A 11 B A 64T & B ik B A
++4¥ §ik o XA MBEHNEABTHZRHE > 24 19955k B B
#F54 (95/46/EC) » R B 994 5 A 26 B & E~Hm B A B KR E
/i’: PERE (£4) B L2 BATIRE XL, A T8a] T
HHMEEANZAZE - REAAA T EAHEREHBEARZR
E-RERAA M BEEREREESFR A TR E6F
& 3t 56 4% -
( http://law.moj.gov.tw/Eng/LawClass/LawAll.aspx?P@sd0050021

Taiwans Regierung hat das Datenschutzgesetz hilnsichder
Verarbeitung der pesslichen Daten mit Computer am 11. August 1995
verffentlicht und gleichzeitig in Kraft gesetzt. Um rdeSchutz der
persnlich bezogenen Daten zu verbessern, wird die Rielt95/46/EG
des Europischen Parlaments und des Rates vom 24. Oktobér (t29
Richtlinie) als Referenz herangezogen und das Bakertizgesetz am 26.
Mai 2010 abggndert und veiffentlichnt. Die neue Fassung des
Taiwanesischen Datenschutzgesetzes umfd@digfemeine Grundstze “,
,Erhnebung, Verarbeitung und Nutzung der pelishen Daten durch die
Behsrden und diesffentlichen Organe bzw. Institutionety | Erhebung,
Verarbeitung und Nutzung der pénichen Daten durch
Nicht-offentliche Organe und Institutionety, | Schadenersatz und
Gruppenprozess, ,Strafe “ und, Anhang “; insgesamt 6 Kapitel und

56 Paragrafen.
( http://law.moj.gov.tw/Eng/LawClass/LawAll.aspx?P@sd0050021
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B AR ~ER B ATBEAABT MR EZ E S EEKRIL S ARER
# R ELAS — A A B RHMEE R RS EHE £ (General Data Protection
Regulation) Z A8 M3& 56 > T A AR EFRIES » H e AR X BB T -

Um die praktische Ausfiihrung des Datenschutzgesatnel die
relevanten Manahmen zur Anderungen der Allgemeaogischen
Datenschutzverordnung in der EU und in Deutschtsitter zu verstehen,
werden dieser Besuch und die Vorortuntersuchunglagepund

voraussichtlich die folgenden Fragen gestellt.

A HREABATHIRERTARA A E (BFDI » The Office of
the Federal Commissioner for Data Protection and Feedom of
Information ) % FjA8 :

Il. Frage, die voraussichtlich dem Amt des Bundeslaiftragten fiir

den Datenschutz und die Informationsfreiheit gestél werden:

—~ ZHEIHNNHHEM - EAHEMZBATHREEE > 57

HKERBIZEEHK  MAKABAXENE —ETHMY
Ko HRRBE B ?E - sRE R AR A AT 7 HAT B B 12 RAE
ANBERREZRIZH XA ? BHFBEAETHAEET (DPO) &
RITBEHMEARAERL BHEERERTHNTHREZ T A
Z Ak HoAR Ao AT 7
1. Der personliche Datenschutz beziglich der oOffemtic und
Nicht-6ffentliche Behorden bzw. Organen wie Indtdnen wird in
Mehrheit der L&nder von unterschiedlichen Aufsibktgrden
beaufsichtigt. Was ist der Grund, dass diese Aggeleeit nicht wie
beim Bund von einer Behotrde beaufsichtigt wird? Wader Vor- und
Nachteil dieser Arbeitsteilung und wie effektiv ishit dieser
Arbeitsaufteilung? Wie wird behandelt, wenn die edffichen
Behorden bzw. Organen wie Institutionen gegen dieséhriften des

Datenschutzgesetzes verstol3en haben? Wie effekiilas Verfahren,
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dass der Bundesdatenschutzbeauftragte die Stedbngn der
offentlichen Behorden bzw. Organen wie Institutioverlangt und er
die Verbesserung riet oder er regelmaRige Aktsitétichte
veroffentlicht?

=~ BEEHNEAEZBEATN > AR FEKE LR ZAR
RERABEFERT (HlhotE B E 13 8 A K (TKG) 4o fT 8218 B
B FRMB AN E HHRE Rk (BDSG) Bué:E4F ) 0 H k{73 RErR
REBATHZEEZE ERABM T F A ? SOE Ko B & —
AN B RARE AR R E > Flho - BREAE B AAZBEA
RERTEHTAHARABAZTH > RERGEE " F A TR A
3 (without any gainful interest) | A TR » LA R A7 ~ FEglf s X
SREZBY  BRELTERLHR XK TEHRL » BEMEK
B Ty &y BT 7
2. Gibt es beim deutschen Datenschutzgesetz in Bealdi@a Typen
Besonderheiten im Vergleich zu anderen europaistBedern (wie
z. B. wie kdnnen sich das deutsche Telekommuniksgjesetz
(TKG) und das Deutschen BundesdatenschutzgesetzZSG3D
miteinander zusammen anpassen und ausgefihrt wékasnst der
Hintergrund und Hauptiberlegung der Gesetzgebufig,diass die
personlichen Daten geschitzt oder nicht geschitiden. Wie
werden in Zukunft ab 2012 die relevanten Bestimnemngler
Regeln des allgemeinen personenbezogenen Datensshut
angepasst, z.B. EU hat geplant, die personlicheterDaler
natdurlichen Person oder die personlichen Datenein fdmiliaren
Aktivitdten auf , ohne jegliches gewinnbringendedelesse” zu
beschranken, und die Mitgliedsstaaten zu bevolltngeh, die
Bestimmungen des Schutzes der personlichen Datenuch Zweck
der/des journalistischen, kinstlerischen und litechen Darstellung
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bzw. Ausdruckes zu befreien oder zu lockern. WespBeutschland

sich dies in der Zukunft an?

=~ ERBHEATHIREL (BDSG) F 4ix(@QMNEZ@E EZM
R oA i A EE R B R D A AR ko AT B JE 4 R A B 2 A
B ? R —ARBATHRERNE R AR TEITE 0 18
B B F B A B MR 7k (BDSG) dofBLé-f4 IE ?

3. Wie soll die Bestimmung uber schriftiche Zustimrguim §4a des
Bundesdatenschutzgesetzes im Internet gelten génvactten? Wie
kann es in der Zukunft an die Entwicklung des imds angepasst
werden? Wie kann die relevanten Bestimmungen deteAmgen
der Allgemeinen europaischen Datenschutzverordn@g2 ins

Bundesdatenschutzgesetz umgesetzt werden?

W~ BAAEBRE B AT MRE L (BDSG) % 13 14% 2 SAM AT
Bz T EHZ (publicinterest) | & B AT B A5 LA & Hr=
AR BHRE—REANETHIRERRF O15(Q)AMENEF S
P EAT 2 50 B FRHR 32 (processing is necessary for the performance of
atask carried out in the public interest ) Z 3, 5& » 18 B & & . &4 F 48
AR MEFRERZEEMLS  AREHAGARRAERT
R = e
4. Gibt es derzeit praktische Grundlage oder konkfétke, die man zur
Beurteilung des ,Offentlichen Interesses” in Sirdes §13 Abs. 2
des Bundesdatenschutzgesetzes als Referenz hbemzann ?
Hat Deutschland vor, die Bestimmung des § 9g dégefieinen
europdischen Datenschutzverordnung 2012 uber dozderliche
Verarbeitung zur Erfillung der Aufgabe des Offaftén Interesses
zu andern? Gibt es in der Praxis Grundlage furBsierteilung der
Unsicherheit der juristischen Begriffe oder konkr&eispiele, die
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man als Referenz dafur heranziehen kann?

B~ EBRBAERTEAETGE LM EE X ZFAUARREESES
WA ? XARE—REATHAERANERZR2RY > 2R B
AT A BAETRENE TR @ AR Be 24408 2 Bl T ARE S
# (Right to be forgotten ) | 4% > 1& Bl 4% Bu & 3R BT #2148 B 45k -
LAREAR g ANATAE A A 2
5. Was sind derzeit die Hauptprobleme bei der Ausfi@rudes
Bundesdatenschutzgesetzes und wie sieht die Riehtlbzw.
Richtung der Revisionen bzw. Gesetzesanderung &ib? es
Planung der Gesetzesdnderungen bzw. MalRhahme zas#umg
der Bestimmungen der Anderungen der Allgemeinerojiischen
Datenschutzverordnung 20127 Z.B. Was fur Malnahsaren
ergriffen werden, nachdem das Recht, vergessen etdew,
festgelegt wird, um die Austbung dieses RechtesBi##offenen

sicherzustellen?

>t
4

FHhBIIRBAE B B BRI S B B P T AT EF AR B

ARFRARTFM UBKBATEREHZLE  BREMEFHE

ZABNERARE £ F 48 M & ¥ 45 (handbook & casebook) Z 4

B RAE -

6. Bitte um Lieferung der Merkblatter oder Broschiréei die
Geschaftausfiihrung des Bundesdatenschutzes un@iaes der
Informationsfreiheit, die wir fir die administrafiv Praxis in
unserem Land zur Referenz heranziehen kdnnen. Besres wird
auch gebeten, uns hervorragende professionelle dtiahdr und

Fallsammlung Uber Datenschutz zu empfehlen.
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fifsk— ~ —RAENERHRERAEE

CHAPTER |

GENERAL PROVISIONS

Article 1

Subject matter and objectives

1. This Regulation lays down rules relating to pinetection of individuals with
regard

to the processing of personal data and rules nglati the free movement of personal
data.

2. This Regulation protects the fundamental rigims freedoms of natural persons,
and

in particular their right to the protection of pemnsl data.

3. The free movement of personal data within thekighall neither be restricted nor
prohibited for reasons connected with the protectibindividuals with regard to the
processing of personal data.

Article 2

Material scope

1. This Regulation applies to the processing of@eal data wholly or partly by
automated means, and to the processing other thantbmated means of personal
data which form part of a filing system or are mded to form part of a filing
system.

2. This Regulation does not apply to the processimersonal data:

(a) in the course of an activity which falls outsithe scope of Union law, in
particular concerning national security;

(b) by the Union institutions, bodies, offices agéncies;

(c) by the Member States when carrying out acasitivhich fall within the scope

of Chapter 2 of the Treaty on European Union;

(d) by a natural person without any gainful inteiaghe course of its own
exclusively personal or household activity;

(e) by competent authorities for the purposes e¥@ntion, investigation,

detection or prosecution of criminal offences @ éxecution of criminal

penalties.

3. This Regulation shall be without prejudice te #pplication of Directive
2000/31/EC, in particular of the liability rules iotermediary service providers in
Articles 12 to 15 of that Directive.
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Article3

Territorial scope

1. This Regulation applies to the processing o$@eal data in the context of the
activities of an establishment of a controller gracessor in the Union.

2. This Regulation applies to the processing oépeal data of data subjects residing
in

the Union by a controller not established in theddnwhere the processing
activities are related to:

(a) the offering of goods or services to such datgects in the Union; or

(b) the monitoring of their behaviour.

3. This Regulation applies to the processing oépeal data by a controller not
established in the Union, but in a place wherentditeonal law of a Member State
applies by virtue of public international law.

Article4

Definitions

For the purposes of this Regulation:

(1) 'data subject’ means an identified naturalgress a natural person who can be
identified, directly or indirectly, by means reaabty likely to be used by the
controller or by any other natural or legal persarparticular by reference to an
identification number, location data, online idéetior to one or more factors
specific to the physical, physiological, genetigntal, economic, cultural or social
identity of that person;

(2) 'personal data’ means any information relating data subject;

(3) 'processing’ means any operation or set ofadip@is which is performed upon
personal data or sets of personal data, whetheotdry automated means, such as
collection, recording, organization, structurintgprage, adaptation or alteration,
retrieval, consultation, use, disclosure by trassion, dissemination or otherwise
making available, alignment or combination, erasurdestruction;

(4) 'filing system' means any structured set ofpeal data which are accessible
according to specific criteria, whether centralizéelcentralized or dispersed on a
functional or geographical basis;

(5) 'controller means the natural or legal pergarlic authority, agency or any other
body which alone or jointly with others determirtles purposes, conditions and
means of the processing of personal data; wherputposes, conditions and means
of processing are determined by Union law or Men8iate law, the controller or
the specific criteria for his nomination may beigaated by Union law or by
Member State law;

(6) 'processor' means a natural or legal persdvligauthority, agency or any other
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body which processes personal data on behalf afah&oller;

(7) 'recipient' means a natural or legal persoblip@authority, agency or any other
body

to which the personal data are disclosed;

(8) 'the data subject's consent' means any freedngpecific, informed and explicit
indication of his or her wishes by which the datbjsct, either by a statement or by
a clear affirmative action, signifies agreemenpeéosonal data relating to them being
processed;

(9) 'personal data breach' means a breach of setrading to the accidental or
unlawful destruction, loss, alteration, unauthatidesclosure of, or access to,
personal data transmitted, stored or otherwisegqssed;

(10) 'genetic data' means all data, of whateves,tgpncerning the characteristics of
an

individual which are inherited or acquired duriraglg prenatal development;

(11) 'biometric data’ means any data relating ¢éoptfnysical, physiological or
behavioural

characteristics of an individual which allow themique identification, such as facial
images, or dactyloscopic data;

(12) ‘data concerning health’ means any informatidrich relates to the physical or
mental health of an individual, or to the provismirhealth services to the individual;
(13) ‘main establishment’ means as regards thealtert, the place of its
establishment in

the Union where the main decisions as to the peganditions and means of the
processing of personal data are taken; if no dmtssas to the purposes, conditions
and means of the processing of personal data lea ta the Union, the main
establishment is the place where the main proogssitivities in the context of the
activities of an establishment of a controllerhe tJnion take place. As regards the
processor, 'main establishment' means the plaite céntral administration in the
Union;

(14) ‘representative’ means any natural or legas@e established in the Union who,
explicitly designated by the controller, acts anayrhe addressed by any supervisory
authority and other bodies in the Union insteathefcontroller, with regard to the
obligations of the controller under this Regulafion

(15) ‘enterprise’ means any entity engaged in amemic activity, irrespective of its
legal form, thus including, in particular, natuaald legal persons, partnerships or
associations regularly engaged in an economicigctiv

(16) 'group of undertakings' means a controllindartaking and its controlled
undertakings;
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(17) ‘binding corporate rules’ means personal gatdéection policies which are
adhered

to by a controller or processor established ortg¢h&ory of a Member State of the
Union for transfers or a set of transfers of peasolata to a controller or processor in
one or more third countries within a group of unakings;

(18) ‘child' means any person below the age ofeE8s;

(19) 'supervisory authority' means a public autiyasihich is established by a
Member

State in accordance with Article 46.

CHAPTER I

PRINCIPLES

Article5

Principlesrelating to personal data processing

Personal data must be:

(a) processed lawfully, fairly and in a transpamainner in relation to the data
subject;

(b) collected for specified, explicit and legitiregiurposes and not further
processed in a way incompatible with those purposes

(c) adequate, relevant, and limited to the minirmeoessary in relation to the
purposes for which they are processed; they shbflle processed if, and as
long as, the purposes could not be fulfilled bycessing information that does
not involve personal data;

(d) accurate and kept up to date; every reasorsadyemust be taken to ensure that
personal data that are inaccurate, having regattetpurposes for which they
are processed, are erased or rectified withouygela

(e) kept in a form which permits identificationddta subjects for no longer than
is necessary for the purposes for which the pefstatia are processed,;
personal data may be stored for longer perioddanss the data will be
processed solely for historical, statistical oestific research purposes in
accordance with the rules and conditions of Art&3eand if a periodic review
is carried out to assess the necessity to conthreistorage;

(f) processed under the responsibility and liapiit the controller, who shall
ensure and demonstrate for each processing opethgacompliance with the
provisions of this Regulation.

Article 6

Lawfulness of processing
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1. Processing of personal data shall be lawful drand to the extent that at least one
of the following applies:

(a) the data subject has given consent to theepsiing of their personal data for
one or more specific purposes;
(b) processing is necessary for the performane@eaointract to which the data
subject is party or in order to take steps at gugiest of the data subject prior
to entering into a contract;
(c) processing is necessary for compliance witgall obligation to which the
controller is subject;
(d) processing is necessary in order to protecvitiaéinterests of the data subject;
(e) processing is necessary for the performaneetask carried out in the public
interest or in the exercise of official authoritysted in the controller;
(f) processing is necessary for the purposes ofetligmate interests pursued by a
controller, except where such interests are ovéendy the interests or
fundamental rights and freedoms of the data sulybith require protection
of personal data, in particular where the dataestthg a child. This shall not
apply to processing carried out by public authesitn the performance of their
tasks.
2. Processing of personal data which is necessaité purposes of historical,
statistical or scientific research shall be lavdubject to the conditions and
safeguards referred to in Article 83.
3. The basis of the processing referred to in gdicit and (e) of paragraph 1 must be
provided for in:
(a) Union law, or
(b) the law of the Member State to which the cdidras subject.
The law of the Member State must meet an objectiyriblic interest or must be
necessary to protect the rights and freedoms @frstihespect the essence of the right
to the protection of personal data and be propumat®to the legitimate aim pursued.
4. Where the purpose of further processing is aotpgatible with the one for which
the
personal data have been collected, the processiisgimve a legal basis at least in
one of the grounds referred to in points (a) toofg)aragraph 1. This shall in
particular apply to any change of terms and gercmadlitions of a contract.
5. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingetbonditions referred to in point (f)
of paragraph 1 for various sectors and data prowpsguations, including as regards
the processing of personal data related to a child.
Article 7
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Conditions for consent
1. The controller shall bear the burden of proofthe data subject's consent to the
processing of their personal data for specifiegppses.
2. If the data subject's consent is to be givehencontext of a written declaration
which also concerns another matter, the requirenoegitve consent must be
presented distinguishable in its appearance frosmother matter.
3. The data subject shall have the right to withadiné or her consent at any time. The
withdrawal of consent shall not affect the lawflda®f processing based on consent
before its withdrawal.
4. Consent shall not provide a legal basis forptteeessing, where there is a
significant
imbalance between the position of the data suljedtthe controller.
Article 8
Processing of personal data of a child
1. For the purposes of this Regulation, in relatmthe offering of information
society
services directly to a child, the processing ospaal data of a child below the age
of 13 years shall only be lawful if and to the extdhat consent is given or
authorised by the child's parent or custodian. ddweroller shall make reasonable
efforts to obtain verifiable consent, taking intinsideration available technology.
2. Paragraph 1 shall not affect the general conascof Member States such as the
rules on the validity, formation or effect of a t@ct in relation to a child.
3. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements for the
methods to obtain verifiable consent referred tparagraph 1. In doing so, the
Commission shall consider specific measures forangmall and medium-sized
enterprises.
4. The Commission may lay down standard forms ecgic methods to obtain
verifiable consent referred to in paragraph 1. Bhogplementing acts shall be
adopted in accordance with the examination proeetferred to in Article 87(2).
Article9
Processing of special categories of personal data
1. The processing of personal data, revealing saeghnic origin, political opinions,
religion or beliefs, trade-union membership, aralghocessing of genetic data or
data concerning health or sex life or criminal dohens or related security
measures shall be prohibited.
2. Paragraph 1 shall not apply where:

(a) the data subject has given consent to theepsitg of those personal data,
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subject to the conditions laid down in ArticlesntieB, except where Union law

or Member State law provide that the prohibitioferesd to in paragraph 1

may not be lifted by the data subject; or

(b) processing is necessary for the purposes ofingrout the obligations and
exercising specific rights of the controller in tirdld of employment law in so

far as it is authorised by Union law or Member &tatv providing for

adequate safeguards; or

(c) processing is necessary to protect the vitak@sts of the data subject or of
another person where the data subject is physioalggally incapable of

giving consent; or

(d) processing is carried out in the course dkiggtimate activities with
appropriate safeguards by a foundation, associati@my other non-profitseeking
body with a political, philosophical, religious wade-union aim and

on condition that the processing relates soleth¢omembers or to former
members of the body or to persons who have regolatact with it in

connection with its purposes and that the dataearelisclosed outside that

body without the consent of the data subjects; or

(e) the processing relates to personal data whiglnanifestly made public by the
data subject; or

(f) processing is necessary for the establishnexatcise or defence of legal
claims; or

(g) processing is necessary for the performaneetask carried out in the public
interest, on the basis of Union law, or Member &tatv which shall provide

for suitable measures to safeguard the data sisjegitimate interests; or

(h) processing of data concerning health is necg$sahealth purposes and
subject to the conditions and safeguards refeoéal Article 81; or

() processing is necessary for historical, staasior scientific research purposes
subject to the conditions and safeguards refeoéa Article 83; or

()) processing of data relating to criminal conidas or related security measures
is carried out either under the control of officaithority or when the

processing is necessary for compliance with a legetgulatory obligation to
which a controller is subject, or for the perforroamf a task carried out for
important public interest reasons, and in so fawkorised by Union law or
Member State law providing for adequate safeguakaamplete register of
criminal convictions shall be kept only under tloatrol of official authority.

3. The Commission shall be empowered to adopt d&dedgacts in accordance with
Article 86 for the purpose of further specifyingtériteria, conditions and
appropriate safeguards for the processing of teeiapcategories of personal data
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referred to in paragraph 1 and the exemptionsdawin in paragraph 2.

Article 10

Processing not allowing identification

If the data processed by a controller do not petingitcontroller to identify a natural
person,

the controller shall not be obliged to acquire &ddal information in order to
identify the

data subject for the sole purpose of complying \&itly provision of this Regulation.

CHAPTER Il

RIGHTS OF THE DATA SUBJECT

SECTION 1

TRANSPARENCY ANDMODALITIES

Article 11

Transparent information and communication

1. The controller shall have transparent and easitgssible policies with regard to
the

processing of personal data and for the exercisataf subjects’ rights.

2. The controller shall provide any information any communication relating to the
processing of personal data to the data subjet intelligible form, using clear and
plain language, adapted to the data subject, iticpéar for any information
addressed specifically to a child.

Article 12

Procedures and mechanisms for exercising the rights of the data subject

1. The controller shall establish procedures fovjaling the information referred to
in

Article 14 and for the exercise of the rights ofadsubjects referred to in Article 13
and Articles 15 to 19. The controller shall providgarticular mechanisms for
facilitating the request for the actions referredn Article 13 and Articles 15 to 19.
Where personal data are processed by automatedsntbarcontroller shall also
provide means for requests to be made electropicall

2. The controller shall inform the data subjectwiit delay and, at the latest within
one

month of receipt of the request, whether or notaetion has been taken pursuant to
Article 13 and Articles 15 to 19 and shall provitie requested information. This
period may be prolonged for a further month, ifesal data subjects exercise their
rights and their cooperation is necessary to aredse extent to prevent an

57



unnecessary and disproportionate effort on thegddlte controller. The information
shall be given in writing. Where the data subjeakas the request in electronic
form, the information shall be provided in elecimform, unless otherwise
requested by the data subject.

3. If the controller refuses to take action onribguest of the data subject, the
controller shall inform the data subject of thesmas for the refusal and on the
possibilities of lodging a complaint to the supsory authority and seeking a
judicial remedy.

4. The information and the actions taken on regueserred to in paragraph 1 shall
be

free of charge. Where requests are manifestly skaean particular because of their
repetitive character, the controller may chargeeafbr providing the information or
taking the action requested, or the controller matytake the action requested. In
that case, the controller shall bear the burdgir@fing the manifestly excessive
character of the request.

5. The Commission shall be empowered to adopt d&dedgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and conditions for the
manifestly excessive requests and the fees refesriedparagraph 4.

6. The Commission may lay down standard forms @edif/ing standard procedures
for the communication referred to in paragrapmgluding the electronic format. In
doing so, the Commission shall take the appropnagasures for micro, small and
medium-sized enterprises. Those implementing &eté Ise adopted in accordance
with the examination procedure referred to in Aeti87(2).

Article 13

Rightsin relation to recipients

The controller shall communicate any rectificatarerasure carried out in
accordance with

Articles 16 and 17 to each recipient to whom thia di@ve been disclosed, unless this
proves

impossible or involves a disproportionate effort.

SECTION 2

INFORMATION AND ACCESS TO DATA

Article 14

I nformation to the data subject

1. Where personal data relating to a data subjeat@lected, the controller shall
provide the data subject with at least the follayimformation:

(a) the identity and the contact details of thetmler and, if any, of the

controller's representative and of the data prmtedfficer;

58



(b) the purposes of the processing for which threg®al data are intended,
including the contract terms and general conditwhere the processing is
based on point (b) of Article 6(1) and the legitimanterests pursued by the
controller where the processing is based on pbjimif (Article 6(1);
(c) the period for which the personal data willdbered;
(d) the existence of the right to request fromadbetroller access to and
rectification or erasure of the personal data conng the data subject or to
object to the processing of such personal data;
(e) the right to lodge a complaint to the supemyisauthority and the contact
details of the supervisory authority;

(f) the recipients or categories of recipientshaf personal data;
(g9) where applicable, that the controller intermlgréinsfer to a third country or
international organisation and on the level of @ctibn afforded by that third
country or international organisation by referetecan adequacy decision by
the Commission;
(h) any further information necessary to guarafaegorocessing in respect of the
data subject, having regard to the specific cirdamses in which the personal
data are collected.
2. Where the personal data are collected from #it@ slibject, the controller shall
inform the data subject, in addition to the infotioa referred to in paragraph 1,
whether the provision of personal data is obligatorvoluntary, as well as the
possible consequences of failure to provide suti da
3. Where the personal data are not collected frerdata subject, the controller shall
inform the data subject, in addition to the infotioa referred to in paragraph 1,
from which source the personal data originate.
4. The controller shall provide the informationeneéd to in paragraphs 1, 2 and 3:
(a) at the time when the personal data are obtdmedthe data subject; or
(b) where the personal data are not collected trmdata subject, at the time of
the recording or within a reasonable period afterdollection, having regard
to the specific circumstances in which the datacatiected or otherwise
processed, or, if a disclosure to another recipgatvisaged, and at the latest
when the data are first disclosed.
5. Paragraphs 1 to 4 shall not apply, where:
(a) the data subject has already the informatiterned to in paragraphs 1, 2 and
3; or
(b) the data are not collected from the data sulajed the provision of such
information proves impossible or would involve aploportionate effort; or
(c) the data are not collected from the data stilgjed recording or disclosure is
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expressly laid down by law; or

(d) the data are not collected from the data sulajed the provision of such
information will impair the rights and freedomsathers, as defined in Union

law or Member State law in accordance with ArtizZle

6. In the case referred to in point (b) of paragrapthe controller shall provide
appropriate measures to protect the data subjegitsnate interests.

7. The Commission shall be empowered to adopt detegacts in accordance with
Article 86 for the purpose of further specifyingtériteria for categories of
recipients referred to in point (f) of paragraphhk requirements for the notice of
potential access referred to in point (g) of paapbrl, the criteria for the further
information necessary referred to in point (h) afggraph 1 for specific sectors and
situations, and the conditions and appropriategseiels for the exceptions laid
down in point (b) of paragraph 5. In doing so, @@mmission shall take the
appropriate measures for micro, small and mediw®dsenterprises.

8. The Commission may lay down standard forms foviging the information
referred to in paragraphs 1 to 3, taking into aotdle specific characteristics and
needs of various sectors and data processingisitgsavhere necessary. Those
implementing acts shall be adopted in accordante tive examination procedure
referred to in Article 87(2).

Article 15

Right of accessfor the data subject

1. The data subject shall have the right to oldtaim the controller at any time, on
request, confirmation as to whether or not persdat relating to the data subject
are being processed. Where such personal dat@iaug frocessed, the controller
shall provide the following information:

(a) the purposes of the processing;

(b) the categories of personal data concerned,

(c) the recipients or categories of recipients kmm the personal data are to be or
have been disclosed, in particular to recipientiid countries;

(d) the period for which the personal data willdbered,;

(e) the existence of the right to request fromdtetroller rectification or erasure
of personal data concerning the data subject object to the processing of

such personal data;

(f) the right to lodge a complaint to the superwsauthority and the contact
details of the supervisory authority;

(g) communication of the personal data undergonoggssing and of any
available information as to their source;

(h) the significance and envisaged consequencesabf processing, at least in the
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case of measures referred to in Article 20.

2. The data subject shall have the right to oldtaim the controller communication of
the personal data undergoing processing. Wherddtaesubject makes the request in
electronic form, the information shall be providaclectronic form, unless
otherwise requested by the data subject.

3. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements for the
communication to the data subject of the conteth@fpersonal data referred to in
point (g) of paragraph 1.

4. The Commission may specify standard forms andgutures for requesting and
granting access to the information referred toaragraph 1, including for
verification of the identity of the data subjectiasommunicating the personal data to
the data subject, taking into account the spefetures and necessities of various
sectors and data processing situations. Those ingpiegng acts shall be adopted in
accordance with the examination procedure referea Article 87(2).

SECTION 3

RECTIFICATION AND ERASURE

Article 16

Right to rectification

The data subject shall have the right to obtaimftbe controller the rectification of
personal

data relating to them which are inaccurate. Tha dabject shall have the right to
obtain

completion of incomplete personal data, includiggMay of supplementing a
corrective

statement.

Article 17

Right to be forgotten and to erasure

1. The data subject shall have the right to oldftaim the controller the erasure of
personal data relating to them and the abstentam further dissemination of such
data, especially in relation to personal data whighmade available by the data
subject while he or she was a child, where oné®fallowing grounds applies:

(a) the data are no longer necessary in relatiohegurposes for which they were
collected or otherwise processed,;

(b) the data subject withdraws consent on whiclptioeessing is based according
to point (a) of Article 6(1), or when the storag&ipd consented to has

expired, and where there is no other legal groondhie processing of the data;

(c) the data subject objects to the processingdgnal data pursuant to Article
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19;

(d) the processing of the data does not comply thihRegulation for other
reasons.

2. Where the controller referred to in paragraptagd made the personal data public, it
shall take all reasonable steps, including techmnemsures, in relation to data for
the publication of which the controller is respdasj to inform third parties which
are processing such data, that a data subjectseaihem to erase any links to, or
copy or replication of that personal data. Wheeedbntroller has authorised a third
party publication of personal data, the contradleall be considered responsible for
that publication.

3. The controller shall carry out the erasure witiielay, except to the extent that the
retention of the personal data is necessary:

(a) for exercising the right of freedom of expressin accordance with Article 80;
(b) for reasons of public interest in the areaudflfw health in accordance with
Article 81;

(c) for historical, statistical and scientific raseh purposes in accordance with
Article 83;

(d) for compliance with a legal obligation to retaéine personal data by Union or
Member State law to which the controller is subjétember State laws shall

meet an objective of public interest, respect gsepce of the right to the

protection of personal data and be proportionatbddegitimate aim pursued,;

(e) in the cases referred to in paragraph 4.

4. Instead of erasure, the controller shall respniocessing of personal data where:
(a) their accuracy is contested by the data suljgca period enabling the
controller to verify the accuracy of the data;

(b) the controller no longer needs the personal ttatthe accomplishment of its
task but they have to be maintained for purposesaf;

(c) the processing is unlawful and the data sulgppbses their erasure and
requests the restriction of their use instead,;

(d) the data subject requests to transmit the pafstata into another automated
processing system in accordance with Article 18(2).

5. Personal data referred to in paragraph 4 médf, tive exception of storage, only be
processed for purposes of proof, or with the dabgest's consent, or for the
protection of the rights of another natural or lggerson or for an objective of public
interest.

6. Where processing of personal data is restrigtegduant to paragraph 4, the
controller shall inform the data subject beforgrig the restriction on processing.

7. The controller shall implement mechanisms taienghat the time limits
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established
for the erasure of personal data and/or for a derieview of the need for the
storage of the data are observed.
8. Where the erasure is carried out, the contrehatl not otherwise process such
personal data.
9. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifying:
(a) the criteria and requirements for the applaratf paragraph 1 for specific
sectors and in specific data processing situations;

(b) the conditions for deleting links, copies eplications of personal data from
publicly available communication services as refero in paragraph 2;
(c) the criteria and conditions for restricting gpr@cessing of personal data
referred to in paragraph 4.
Article 18
Right to data portability
1. The data subject shall have the right, whereqrel data are processed by
electronic
means and in a structured and commonly used fotmabtain from the controller a
copy of data undergoing processing in an electranastructured format which is
commonly used and allows for further use by the dabject.
2. Where the data subject has provided the perslataland the processing is based
on
consent or on a contract, the data subject shedl thee right to transmit those
personal data and any other information providethbydata subject and retained by
an automated processing system, into another nra& electronic format which is
commonly used, without hindrance from the contrddlem whom the personal data
are withdrawn.
3. The Commission may specify the electronic forre&trred to in paragraph 1 and
the
technical standards, modalities and procedurethétransmission of personal data
pursuant to paragraph 2. Those implementing aet$ lsé adopted in accordance
with the examination procedure referred to in Aeti87(2).
SECTION 4
RIGHT TO OBJECT AND PROFILING
Article 19
Right to object
1. The data subject shall have the right to ob@tigrounds relating to their
particular
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situation, at any time to the processing of persdata which is based on points (d),
(e) and (f) of Article 6(1), unless the controltlEmonstrates compelling legitimate
grounds for the processing which override the gty or fundamental rights and
freedoms of the data subject.

2. Where personal data are processed for diredtatiag purposes, the data subject
shall have the right to object free of charge ®phocessing of their personal data
for such marketing. This right shall be explicitiffered to the data subject in an
intelligible manner and shall be clearly distindnable from other information.

3. Where an objection is upheld pursuant to papdgrd and 2, the controller shall no
longer use or otherwise process the personal datzemed.

Article 20

Measures based on profiling

1. Every natural person shall have the right ndig¢subject to a measure which
produces legal effects concerning this naturalgrews significantly affects this
natural person, and which is based solely on auexdnaocessing intended to
evaluate certain personal aspects relating tantitisral person or to analyse or
predict in particular the natural person's perfarogaat work, economic situation,
location, health, personal preferences, reliabditypehaviour.

2. Subject to the other provisions of this Regalata person may be subjected to a
measure of the kind referred to in paragraph 1 drihe processing:

(a) is carried out in the course of the enteririg,ior performance of, a contract,
where the request for the entering into or thegearance of the contract,

lodged by the data subject, has been satisfiecherevsuitable measures to
safeguard the data subject's legitimate intereste been adduced, such as the
right to obtain human intervention; or

(b) is expressly authorized by a Union or Membeité&Skaw which also lays down
suitable measures to safeguard the data subjegitsrate interests; or

(c) is based on the data subject's consent, subjéoe conditions laid down in
Article 7 and to suitable safeguards.

3. Automated processing of personal data intendeddluate certain personal
aspects

relating to a natural person shall not be baseglysoh the special categories of
personal data referred to in Article 9.

4. In the cases referred to in paragraph 2, thernmédition to be provided by the
controller under Article 14 shall include informatias to the existence of processing
for a measure of the kind referred to in paragrapind the envisaged effects of such
processing on the data subject.

5. The Commission shall be empowered to adopt d&ddgacts in accordance with
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Article 86 for the purpose of further specifyingttriteria and conditions for suitable
measures to safeguard the data subject’s legitimatests referred to in paragraph
2.
SECTION 5
RESTRICTIONS
Article 21
Restrictions
1. Union or Member State law may restrict by wandégislative measure the scope
of
the obligations and rights provided for in poira3 o (e) of Article 5 and Articles 11
to 20 and Article 32, when such a restriction cibuigs a necessary and
proportionate measure in a democratic societyfegsard:

(a) public security;
(b) the prevention, investigation, detection anasprution of criminal offences;
(c) other public interests of the Union or of a Men State, in particular an
important economic or financial interest of the &mbr of a Member State,
including monetary, budgetary and taxation matec the protection of
market stability and integrity;
(d) the prevention, investigation, detection anosprution of breaches of ethics
for regulated professions;
(e) a monitoring, inspection or regulatory functmmnected, even occasionally,
with the exercise of official authority in casegereed to in (a), (b), (c) and (d);
(f) the protection of the data subject or the sgind freedoms of others.
2. In particular, any legislative measure refetgeth paragraph 1 shall contain
specific
provisions at least as to the objectives to beymddy the processing and the
determination of the controller.

CHAPTER IV

CONTROLLER AND PROCESSOR

SECTION 1

GENERAL OBLIGATIONS

Article 22

Responsibility of the controller

1. The controller shall adopt policies and impletregypropriate measures to ensure
and

be able to demonstrate that the processing of palsiata is performed in
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compliance with this Regulation.

2. The measures provided for in paragraph 1 shalarticular include:

(a) keeping the documentation pursuant to Artiée 2

(b) implementing the data security requirements ¢kiwn in Article 30;

(c) performing a data protection impact assessimarsuant to Article 33;

(d) complying with the requirements for prior autisation or prior consultation of
the supervisory authority pursuant to Article 344hy (2);

(e) designating a data protection officer purstwamrticle 35(1).

3. The controller shall implement mechanisms taenge verification of the
effectiveness of the measures referred to in papdgr1 and 2. If proportionate, this
verification shall be carried out by independem¢inal or external auditors.

4. The Commission shall be empowered to adopt deddgacts in accordance with
Article 86 for the purpose of specifying any funtleeiteria and requirements for
appropriate measures referred to in paragraphelr tthn those already referred to
in paragraph 2, the conditions for the verificateord auditing mechanisms referred
to in paragraph 3 and as regards the criteriarfmpgationality under paragraph 3,
and considering specific measures for micro, saradl medium-sized-enterprises.
Article 23

Data protection by design and by default

1. Having regard to the state of the art and tis ebimplementation, the controller
shall, both at the time of the determination of tieans for processing and at the
time of the processing itself, implement approgrigichnical and organisational
measures and procedures in such a way that thegsiog will meet the
requirements of this Regulation and ensure theeptioin of the rights of the data
subject.

2. The controller shall implement mechanisms faueimg that, by default, only those
personal data are processed which are necessagdbrspecific purpose of the
processing and are especially not collected omedabeyond the minimum
necessary for those purposes, both in terms drtimint of the data and the time of
their storage. In particular, those mechanismd singure that by default personal
data are not made accessible to an indefinite nuofhadividuals.

3. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of specifying any funtleeiteria and requirements for
appropriate measures and mechanisms referredoragraph 1 and 2, in particular
for data protection by design requirements appleabross sectors, products and
services.

4. The Commission may lay down technical standémdthe requirements laid down
in paragraph 1 and 2. Those implementing acts bleadldopted in accordance with
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the examination procedure referred to in Articl¢237

Article 24

Joint controllers

Where a controller determines the purposes, camditand means of the processing
of

personal data jointly with others, the joint cofiens shall determine their respective
responsibilities for compliance with the obligasomnder this Regulation, in
particular as

regards the procedures and mechanisms for exeydlsgrights of the data subject,
by means

of an arrangement between them.

Article 25

Representatives of controllers not established in the Union

1. In the situation referred to in Article 3(2)ethontroller shall designate a
representative in the Union.

2. This obligation shall not apply to:

(a) a controller established in a third country vehine Commission has decided
that the third country ensures an adequate levetaiéction in accordance

with Article 41; or

(b) an enterprise employing fewer than 250 persons;

(c) a public authority or body; or

(d) a controller offering only occasionally goodsservices to data subjects
residing in the Union.

3. The representative shall be established in btisose Member States where the
data

subjects whose personal data are processed iroretatthe offering of goods or
services to them, or whose behaviour is monitareside.

4. The designation of a representative by the otlatrshall be without prejudice to
legal actions which could be initiated againstc¢batroller itself.

Article 26

Processor

1. Where a processing operation is to be carriedoiehalf of a controller, the
controller shall choose a processor providing sigfit guarantees to implement
appropriate technical and organisational measurégeocedures in such a way that
the processing will meet the requirements of theguRation and ensure the
protection of the rights of the data subject, irtipalar in respect of the technical
security measures and organizational measuresmjagehe processing to be
carried out and shall ensure compliance with thsasures.
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2. The carrying out of processing by a processall ble governed by a contract or
other legal act binding the processor to the cdletrand stipulating in particular that
the processor shall:
(a) act only on instructions from the controller particular, where the transfer of
the personal data used is prohibited,;
(b) employ only staff who have committed themsebleesonfidentiality or are
under a statutory obligation of confidentiality;
(c) take all required measures pursuant to Ar€lg
(d) enlist another processor only with the priompigsion of the controller;
(e) insofar as this is possible given the naturéhefprocessing, create in
agreement with the controller the necessary teehaied organisational
requirements for the fulfilment of the controlleobligation to respond to
requests for exercising the data subject’s riglitsdown in Chapter IlI;

(f) assist the controller in ensuring complianaghwhe obligations pursuant to
Articles 30 to 34;
(g9) hand over all results to the controller aftex €nd of the processing and not
process the personal data otherwise;
(h) make available to the controller and the suigery authority all information
necessary to control compliance with the obligatiand down in this Article.
3. The controller and the processor shall docunmewtiting the controller's
instructions and the processor's obligations reteto in paragraph 2.
4. If a processor processes personal data othemthanstructed by the controller, the
processor shall be considered to be a controllezgpect of that processing and shall
be subject to the rules on joint controllers laoavd in Article 24.
5. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements for the
responsibilities, duties and tasks in relation fw@cessor in line with paragraph 1,
and conditions which allow facilitating the prodesgsof personal data within a
group of undertakings, in particular for the pugmsf control and reporting.
Article 27
Processing under the authority of the controller and processor
The processor and any person acting under the réytbbthe controller or of the
processor
who has access to personal data shall not prdeessdxcept on instructions from the
controller, unless required to do so by Union omiber State law.
Article 28
Documentation
1. Each controller and processor and, if any, treroller's representative, shall
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maintain documentation of all processing operatiomder its responsibility.
2. The documentation shall contain at least tHeviehg information:
(a) the name and contact details of the contradleany joint controller or
processor, and of the representative, if any;
(b) the name and contact details of the data ptioteofficer, if any;
(c) the purposes of the processing, including ¢iggtimate interests pursued by the
controller where the processing is based on poitf Article 6(1);
(d) a description of categories of data subjectsadrihe categories of personal
data relating to them;

(e) the recipients or categories of recipientthefpersonal data, including the
controllers to whom personal data are disclosedhi®tegitimate interest
pursued by them;
(f) where applicable, transfers of data to a tlewdntry or an international
organisation, including the identification of third country or international
organisation and, in case of transfers referrad pwint (h) of Article 44(1),
the documentation of appropriate safeguards;
(9) a general indication of the time limits for euee of the different categories of
data;
(h) the description of the mechanisms referred tarticle 22(3).
3. The controller and the processor and, if ang/cbntroller's representative, shall
make the documentation available, on request.gatipervisory authority.
4. The obligations referred to in paragraphs 1zstall not apply to the following
controllers and processors:
(a) a natural person processing personal data withcommercial interest; or
(b) an enterprise or an organisation employing fetven 250 persons that is
processing personal data only as an activity agilio its main activities.
5. The Commission shall be empowered to adopt d&dedgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements for the
documentation referred to in paragraph 1, to takewant of in particular the
responsibilities of the controller and the processal, if any, the controller's
representative.
6. The Commission may lay down standard formsHerdocumentation referred to in
paragraph 1. Those implementing acts shall be adaptaccordance with the
examination procedure referred to in Article 87(2).
Article 29
Co-operation with the supervisory authority
1. The controller and the processor and, if ang répresentative of the controller,
shall
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co-operate, on request, with the supervisory aithiorthe performance of its

duties, in particular by providing the informaticeferred to in point (a) of Article
53(2) and by granting access as provided in pbino{ that paragraph.

2. In response to the supervisory authority's egeraf its powers under Article 53(2),
the controller and the processor shall reply tostiygervisory authority within a
reasonable period to be specified by the supewvisathority. The reply shall

include a description of the measures taken andethédts achieved, in response to
the remarks of the supervisory authority.

SECTION 2

DATA SECURITY

Article 30

Security of processing

1. The controller and the processor shall implenappropriate technical and
organisational measures to ensure a level of dg@ppropriate to the risks
represented by the processing and the nature @ietts®nal data to be protected,
having regard to the state of the art and the addtseir implementation.

2. The controller and the processor shall, follayém evaluation of the risks, take the
measures referred to in paragraph 1 to protecbpatslata against accidental or
unlawful destruction or accidental loss and to prenany unlawful forms of
processing, in particular any unauthorised disclstdissemination or access, or
alteration of personal data.

3. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and conditions for the
technical and organisational measures referrea paiagraphs 1 and 2, including the
determinations of what constitutes the state oftiefor specific sectors and in
specific data processing situations, in partictdimg account of developments in
technology and solutions for privacy by design dath protection by default, unless
paragraph 4 applies.

4. The Commission may adopt, where necessary, mglang acts for specifying the
requirements laid down in paragraphs 1 and 2 tmwarsituations, in particular to:
(a) prevent any unauthorised access to persorel dat

(b) prevent any unauthorised disclosure, readiagying, modification, erasure or
removal of personal data;

(c) ensure the verification of the lawfulness afgassing operations.

Those implementing acts shall be adopted in acooslaith the examination
procedure referred to in Article 87(2).

Article 31

Notification of a personal data breach to the supervisory authority
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1. In the case of a personal data breach, theaitamntshall without undue delay and,
where feasible, not later than 24 hours after lgpbiecome aware of it, notify the
personal data breach to the supervisory authdrtg. notification to the supervisory
authority shall be accompanied by a reasoned igeiibn in cases where it is not
made within 24 hours.

2. Pursuant to point (f) of Article 26(2), the pessor shall alert and inform the
controller immediately after the establishment pkasonal data breach.

3. The notification referred to in paragraph 1 matdeast:

(a) describe the nature of the personal data brieatiding the categories and
number of data subjects concerned and the catsgamgnumber of data

records concerned,

(b) communicate the identity and contact detailthefdata protection officer or
other contact point where more information can bined,;

(c) recommend measures to mitigate the possiblerad\effects of the personal
data breach;

(d) describe the consequences of the personabdedah;

(e) describe the measures proposed or taken otiteoller to address the
personal data breach.

4. The controller shall document any personal bet¢aches, comprising the facts
surrounding the breach, its effects and the remhadteon taken. This documentation
must enable the supervisory authority to verify piance with this Article. The
documentation shall only include the informatiocegsary for that purpose.

5. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements for
establishing the data breach referred to in papdgrd and 2 and for the particular
circumstances in which a controller and a process@quired to notify the personal
data breach.

6. The Commission may lay down the standard fowhatich notification to the
supervisory authority, the procedures applicablé¢onotification requirement and
the form and the modalities for the documentateferred to in paragraph 4,
including the time limits for erasure of the infation contained therein. Those
implementing acts shall be adopted in accordantetive examination procedure
referred to in Article 87(2).

Article 32

Communication of a personal data breach to the data subject

1. When the personal data breach is likely to exblgraffect the protection of the
personal data or privacy of the data subject, tmroller shall, after the notification
referred to in Article 31, communicate the persatath breach to the data subject
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without undue delay.

2. The communication to the data subject referad paragraph 1 shall describe the
nature of the personal data breach and contagaat the information and the
recommendations provided for in points (b) andofcrticle 31(3).

3. The communication of a personal data breachdalata subject shall not be
required

if the controller demonstrates to the satisfactbthe supervisory authority that it
has implemented appropriate technological protaatieasures, and that those
measures were applied to the data concerned lpetisenal data breach. Such
technological protection measures shall rended#ta unintelligible to any person
who is not authorised to access it.

4. Without prejudice to the controller's obligatimncommunicate the personal data
breach to the data subject, if the controller hatsatready communicated the
personal data breach to the data subject of ttewpal data breach, the supervisory
authority, having considered the likely adverse@&# of the breach, may require it to
do so.

5. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements as to the
circumstances in which a personal data breachketylto adversely affect the
personal data referred to in paragraph 1.

6. The Commission may lay down the format of themcwnication to the data
subject

referred to in paragraph 1 and the procedurescgipé to that communication.
Those implementing acts shall be adopted in acooslaith the examination
procedure referred to in Article 87(2).

SECTION 3

DATA PROTECTION IMPACT ASSESSMENT AND PRIOR
AUTHORISATION

Article 33

Data protection impact assessment

1. Where processing operations present speciis tsthe rights and freedoms of
data

subjects by virtue of their nature, their scopéheir purposes, the controller or the
processor acting on the controller's behalf skatlycout an assessment of the impact
of the envisaged processing operations on the giroteof personal data.

2. The following processing operations in particydeesent specific risks referred to
in

paragraph 1:
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(a) a systematic and extensive evaluation of patsmspects relating to a natural
person or for analysing or predicting in particulae natural person's economic
situation, location, health, personal preferencggbility or behaviour, which
is based on automated processing and on which mesaate based that
produce legal effects concerning the individuasignificantly affect the
individual;
(b) information on sex life, health, race and ethomigin or for the provision of
health care, epidemiological researches, or surgtgsental or infectious
diseases, where the data are processed for tal@agures or decisions
regarding specific individuals on a large scale;
(c) monitoring publicly accessible areas, especialen using optic-electronic
devices (video surveillance) on a large scale;
(d) personal data in large scale filing systemslatdren, genetic data or
biometric data;

(e) other processing operations for which the agttason of the supervisory
authority is required pursuant to point (b) of Alti 34(2).
3. The assessment shall contain at least a gedeseatiption of the envisaged
processing operations, an assessment of the dske trights and freedoms of data
subjects, the measures envisaged to address kbesageguards, security measures
and mechanisms to ensure the protection of persiataland to demonstrate
compliance with this Regulation, taking into accote rights and legitimate
interests of data subjects and other persons coeder
4. The controller shall seek the views of data ettisjor their representatives on the
intended processing, without prejudice to the mtide of commercial or public
interests or the security of the processing opamnati
5. Where the controller is a public authority odip@nd where the processing results
from a legal obligation pursuant to point (c) otiéle 6(1) providing for rules and
procedures pertaining to the processing operatiadsegulated by Union law,
paragraphs 1 to 4 shall not apply, unless MembkeeStdeem it necessary to carry
out such assessment prior to the processing aesivit
6. The Commission shall be empowered to adopt dedegacts in accordance with
Article 86 for the purpose of further specifyingttriteria and conditions for the
processing operations likely to present specifikgireferred to in paragraphs 1 and 2
and the requirements for the assessment referiadpragraph 3, including
conditions for scalability, verification and auditity. In doing so, the Commission
shall consider specific measures for micro, smadl medium-sized enterprises.
7. The Commission may specify standards and praesdar carrying out and
verifying and auditing the assessment referred fmaragraph 3. Those
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implementing acts shall be adopted in accordantetive examination procedure
referred to in Article 87(2).
Article 34
Prior authorisation and prior consultation
1. The controller or the processor as the casebmahall obtain an authorisation
from
the supervisory authority prior to the processihgersonal data, in order to ensure
the compliance of the intended processing with Rggulation and in particular to
mitigate the risks involved for the data subjectere a controller or processor
adopts contractual clauses as provided for in gdinof Article 42(2) or does not
provide for the appropriate safeguards in a ledaltgling instrument as referred to
in Article 42(5) for the transfer of personal dadaa third country or an international
organisation.
2. The controller or processor acting on the cdietre behalf shall consult the
supervisory authority prior to the processing afspeal data in order to ensure the
compliance of the intended processing with thisuRagpn and in particular to
mitigate the risks involved for the data subjectere:

(a) a data protection impact assessment as pobfaden Article 33 indicates that
processing operations are by virtue of their natilmeir scope or their
purposes, likely to present a high degree of sjgeasks; or
(b) the supervisory authority deems it necessapatoy out a prior consultation on
processing operations that are likely to preseatifip risks to the rights and
freedoms of data subjects by virtue of their nattireir scope and/or their
purposes, and specified according to paragraph 4.
3. Where the supervisory authority is of the opmilat the intended processing does
not comply with this Regulation, in particular whetsks are insufficiently identified
or mitigated, it shall prohibit the intended pragiag and make appropriate proposals
to remedy such incompliance.
4. The supervisory authority shall establish an&eraublic a list of the processing
operations which are subject to prior consultaparsuant to point (b) of paragraph
2. The supervisory authority shall communicate ¢hliggts to the European Data
Protection Board.
5. Where the list provided for in paragraph 4 imesl processing activities which are
related to the offering of goods or services tadatbjects in several Member States,
or to the monitoring of their behaviour, or may stantially affect the free
movement of personal data within the Union, theesugory authority shall apply
the consistency mechanism referred to in Articlg@B@r to the adoption of the list.
6. The controller or processor shall provide theesuisory authority with the data
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protection impact assessment provided for in AgtRB and, on request, with any
other information to allow the supervisory authptd make an assessment of the
compliance of the processing and in particulahefrisks for the protection of
personal data of the data subject and of the rekdéeguards.

7. Member States shall consult the supervisoryaityhin the preparation of a
legislative measure to be adopted by the natioadiigonent or of a measure based
on such a legislative measure, which defines thar@af the processing, in order to
ensure the compliance of the intended processitigthis Regulation and in
particular to mitigate the risks involved for thata subjects.

8. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements for
determining the high degree of specific risk reddrto in point (a) of paragraph 2.
9. The Commission may set out standard forms aockpiures for prior
authorisations

and consultations referred to in paragraphs 1 aaa@ standard forms and
procedures for informing the supervisory authosipeirsuant to paragraph 6. Those
implementing acts shall be adopted in accordantetive examination procedure
referred to in Article 87(2).

SECTION 4

DATA PROTECTION OFFICER

Article 35

Designation of the data protection officer

1. The controller and the processor shall desigaalata protection officer in any
case

where:

(a) the processing is carried out by a public autyor body; or

(b) the processing is carried out by an entergamploying 250 persons or more;
or

(c) the core activities of the controller or thegessor consist of processing
operations which, by virtue of their nature, tresope and/or their purposes,
require regular and systematic monitoring of datgets.

2. In the case referred to in point (b) of paragrapa group of undertakings may
appoint a single data protection officer.

3. Where the controller or the processor is a pudlithority or body, the data
protection officer may be designated for severaloéntities, taking account of the
organisational structure of the public authorityoody.

4. In cases other than those referred to in papagtathe controller or processor or
associations and other bodies representing cagsgoficontrollers or processors
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may designate a data protection officer.

5. The controller or processor shall designatedtita protection officer on the basis
of

professional qualities and, in particular, expe\kledge of data protection law and
practices and ability to fulfil the tasks refertedn Article 37. The necessary level
of expert knowledge shall be determined in paréicakccording to the data
processing carried out and the protection requoethe personal data processed by
the controller or the processor.

6. The controller or the processor shall ensureahg other professional duties of the
data protection officer are compatible with thesoers tasks and duties as data
protection officer and do not result in a conflétinterests.

7. The controller or the processor shall desigaatata protection officer for a period
of at least two years. The data protection offioay be reappointed for further
terms. During their term of office, the data proi@t officer may only be dismissed,
if the data protection officer no longer fulfilsetltonditions required for the
performance of their duties.

8. The data protection officer may be employedhgydontroller or processor, or
fulfil

his or her tasks on the basis of a service contract

9. The controller or the processor shall commueitia¢ name and contact details of
the

data protection officer to the supervisory authoaihd to the public.

10. Data subjects shall have the right to contsetiata protection officer on all
issues

related to the processing of the data subjecta datl to request exercising the rights
under this Regulation.

11. The Commission shall be empowered to adopgdede acts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements for the
core activities of the controller or the processderred to in point (c) of paragraph 1
and the criteria for the professional qualitieshaf data protection officer referred to
in paragraph 5.

Article 36

Position of the data protection officer

1. The controller or the processor shall ensurettieadata protection officer is
properly

and in a timely manner involved in all issues whielate to the protection of
personal data.

2. The controller or processor shall ensure thetthta protection officer performs the
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duties and tasks independently and does not reaely@structions as regards the
exercise of the function. The data protection effishall directly report to the
management of the controller or the processor.

3. The controller or the processor shall suppa@tdata protection officer in
performing

the tasks and shall provide staff, premises, eqgeirand any other resources
necessary to carry out the duties and tasks reféora Article 37.

Article 37

Tasks of the data protection officer

1. The controller or the processor shall entrustdhta protection officer at least with
the following tasks:

(a) to inform and advise the controller or the @ssor of their obligations
pursuant to this Regulation and to document thisiacand the responses
received,

(b) to monitor the implementation and applicatidrthe policies of the controller
or processor in relation to the protection of paedalata, including the
assignment of responsibilities, the training offstavolved in the processing
operations, and the related audits;

(c) to monitor the implementation and applicatidnhes Regulation, in particular
as to the requirements related to data protectyaheSign, data protection by
default and data security and to the informatiodaih subjects and their

requests in exercising their rights under this Regn;

(d) to ensure that the documentation referred #riicle 28 is maintained,;

(e) to monitor the documentation, notification ainmunication of personal data
breaches pursuant to Articles 31 and 32;

(f) to monitor the performance of the data pratectmpact assessment by the
controller or processor and the application foopauthorisation or prior
consultation, if required pursuant Articles 33 &4
(g) to monitor the response to requests from tipesusory authority, and, within
the sphere of the data protection officer's conmeeco-operating with the
supervisory authority at the latter's request othendata protection officer’s
own initiative;

(h) to act as the contact point for the supervisathority on issues related to the
processing and consult with the supervisory autihafiappropriate, on his/her
own initiative.

2. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements for
tasks, certification, status, powers and resoustése data protection officer
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referred to in paragraph 1.

SECTION 5

CODES OF CONDUCT AND CERTIFICATION

Article 38

Codes of conduct

1. The Member States, the supervisory authoritielstae Commission shall
encourage

the drawing up of codes of conduct intended to rdoutie to the proper application
of this Regulation, taking account of the spedéatures of the various data
processing sectors, in particular in relation to:

(a) fair and transparent data processing;

(b) the collection of data;

(c) the information of the public and of data suabge

(d) requests of data subjects in exercise of tiggits;

(e) information and protection of children;

(f) transfer of data to third countries or intefoaal organisations;

(g) mechanisms for monitoring and ensuring compkanith the code by the
controllers adherent to it;

(h) out-of-court proceedings and other disputeltggm procedures for resolving
disputes between controllers and data subjectsreghect to the processing of
personal data, without prejudice to the rightshef data subjects pursuant to
Articles 73 and 75.

2. Associations and other bodies representing categof controllers or processors
in

one Member State which intend to draw up code®nflact or to amend or extend
existing codes of conduct may submit them to aniopiof the supervisory authority
in that Member State. The supervisory authority &g an opinion whether the
draft code of conduct or the amendment is in coamgk with this Regulation. The
supervisory authority shall seek the views of daflajects or their representatives on
these drafts.

3. Associations and other bodies representing cate=gof controllers in several
Member States may submit draft codes of conducaamehdments or extensions to
existing codes of conduct to the Commission.

4. The Commission may adopt implementing acts émiding that the codes of
conduct and amendments or extensions to existidgscof conduct submitted to it
pursuant to paragraph 3 have general validity withe Union. Those implementing
acts shall be adopted in accordance with the exatramprocedure set out in Article
87(2).
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5. The Commission shall ensure appropriate puplfoit the codes which have been
decided as having general validity in accordandé paragraph 4.

Article 39

Certification

1. The Member States and the Commission shall @ageuin particular at European
level, the establishment of data protection cedtibn mechanisms and of data
protection seals and marks, allowing data subgectgiickly assess the level of data
protection provided by controllers and processbng data protection certifications
mechanisms shall contribute to the proper appboadif this Regulation, taking
account of the specific features of the variousseand different processing
operations.

2. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements for the
data protection certification mechanisms referceshtparagraph 1, including
conditions for granting and withdrawal, and requoiests for recognition within the
Union and in third countries.

3. The Commission may lay down technical standmdsertification mechanisms
and

data protection seals and marks and mechanismeitaope and recognize
certification mechanisms and data protection ssmadsmarks. Those implementing
acts shall be adopted in accordance with the exatramprocedure set out in Article
87(2).

CHAPTER V

TRANSFER OF PERSONAL DATA TO THIRD

COUNTRIES

OR INTERNATIONAL ORGANISATIONS

Article 40

General principlefor transfers

Any transfer of personal data which are underggpirmgessing or are intended for
processing

after transfer to a third country or to an interoal organisation may only take place
if,

subject to the other provisions of this Regulatitwe, conditions laid down in this
Chapter are
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complied with by the controller and processor, unahg for onward transfers of
personal data

from the third country or an international orgatisato another third country or to
another

international organisation.

Article 41

Transferswith an adequacy decision

1. A transfer may take place where the Commissamdecided that the third country,
or a territory or a processing sector within thmtct country, or the international
organisation in question ensures an adequate déyebtection. Such transfer shall
not require any further authorisation.

2. When assessing the adequacy of the level oégiioh, the Commission shall give
consideration to the following elements:

(a) the rule of law, relevant legislation in forb®th general and sectoral,

including concerning public security, defence, oradil security and criminal

law, the professional rules and security measureshnare complied with in

that country or by that international organisatias well as effective and
enforceable rights including effective administratand judicial redress for

data subjects, in particular for those data subjegiding in the Union whose
personal data are being transferred,

(b) the existence and effective functioning of onenore independent supervisory
authorities in the third country or internationagjanisation in question

responsible for ensuring compliance with the datdgetion rules, for assisting

and advising the data subjects in exercising tigts and for co-operation

with the supervisory authorities of the Union ad/ember States; and

(c) the international commitments the third courdrynternational organisation in
guestion has entered into.

3. The Commission may decide that a third courtrg territory or a processing
sector

within that third country, or an international onggation ensures an adequate level
of protection within the meaning of paragraph 203énimplementing acts shall be
adopted in accordance with the examination proeetferred to in Article 87(2).

4. The implementing act shall specify its geographand sectoral application, and,
where applicable, identify the supervisory autlyomientioned in point (b) of
paragraph 2.

5. The Commission may decide that a third courtrg territory or a processing
sector

within that third country, or an international onggation does not ensure an adequate
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level of protection within the meaning of paragr&pbf this Article, in particular in
cases where the relevant legislation, both gemachlsectoral, in force in the third
country or international organisation, does notrgntee effective and enforceable
rights including effective administrative and judiaedress for data subjects, in
particular for those data subjects residing inlinéon whose personal data are being
transferred. Those implementing acts shall be adbiot accordance with the
examination procedure referred to in Article 87(&),in cases of extreme urgency
for individuals with respect to their right to penal data protection, in accordance
with the procedure referred to in Article 87(3).
6. Where the Commission decides pursuant to pgshdraany transfer of personal
data to the third country, or a territory or a ms&ing sector within that third
country, or the international organisation in giggsshall be prohibited, without
prejudice to Articles 42 to 44. At the appropriitee, the Commission shall enter
into consultations with the third country or intational organisation with a view to
remedying the situation resulting from the Decisioade pursuant to paragraph 5 of
this Article.
7. The Commission shall publish in t&éicial Journal of the European Union a list
of
those third countries, territories and processewa's within a third country and
international organisations where it has decidatl &h adequate level of protection
is or is not ensured.
8. Decisions adopted by the Commission on the lodgsticle 25(6) or Article 26(4)
of Directive 95/46/EC shall remain in force, urd@rhended, replaced or repealed by
the Commission.
Article 42
Transfers by way of appropriate safeguards
1. Where the Commission has taken no decision patga Article 41, a controller or
processor may transfer personal data to a thirdtcpor an international
organisation only if the controller or processos hdduced appropriate safeguards
with respect to the protection of personal data legally binding instrument.
2. The appropriate safeguards referred to in papgt shall be provided for, in
particular, by:
(a) binding corporate rules in accordance with &&té3; or
(b) standard data protection clauses adopted b ¢tinemission. Those
implementing acts shall be adopted in accordantetive examination
procedure referred to in Article 87(2); or

(c) standard data protection clauses adopteddoypearvisory authority in
accordance with the consistency mechanism reféoredArticle 57 when
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declared generally valid by the Commission purst@apbint (b) of Article

62(1); or

(d) contractual clauses between the controllerocgssor and the recipient of the

data authorised by a supervisory authority in atd&once with paragraph 4.

3. A transfer based on standard data protectiarseRor binding corporate rules as

referred to in points (a), (b) or (c) of paragr&dshall not require any further

authorisation.

4. Where a transfer is based on contractual claasesferred to in point (d) of

paragraph 2 of this Article the controller or preser shall obtain prior authorisation

of the contractual clauses according to point {aé3rtacle 34(1) from the supervisory

authority. If the transfer is related to processasgvities which concern data

subjects in another Member State or other MembsgeStor substantially affect the

free movement of personal data within the Unior,gtipervisory authority shall

apply the consistency mechanism referred to inchert7.

5. Where the appropriate safeguards with respebetprotection of personal data are

not provided for in a legally binding instrumertetcontroller or processor shall

obtain prior authorisation for the transfer, oeasf transfers, or for provisions to be

inserted into administrative arrangements providiregbasis for such transfer. Such

authorisation by the supervisory authority shallbaccordance with point (a) of

Article 34(1). If the transfer is related to prosieg activities which concern data

subjects in another Member State or other MembsgeStor substantially affect the

free movement of personal data within the Unior,gtipervisory authority shall

apply the consistency mechanism referred to inchertb7. Authorisations by a

supervisory authority on the basis of Article 2662 Directive 95/46/EC shall

remain valid, until amended, replaced or repealethét supervisory authority.

Article 43

Transfers by way of binding corporate rules

1. A supervisory authority shall in accordance wiita consistency mechanism set out

in Article 58 approve binding corporate rules, pded that they:

(a) are legally binding and apply to and are erddroy every member within the

controller’s or processor's group of undertakiragg] include their employees;

(b) expressly confer enforceable rights on datgesisy

(c) fulfil the requirements laid down in paragrahh

2. The binding corporate rules shall at least $peci

(a) the structure and contact details of the gfwmdertakings and its members;
(b) the data transfers or set of transfers, inolythe categories of personal data,

the type of processing and its purposes, the typlata subjects affected and

the identification of the third country or counsim question;
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(c) their legally binding nature, both internallydaexternally;

(d) the general data protection principles, inipatar purpose limitation, data
guality, legal basis for the processing, processinggnsitive personal data;
measures to ensure data security; and the requiterfog onward transfers to
organisations which are not bound by the policies;

(e) the rights of data subjects and the meansdrcese these rights, including the
right not to be subject to a measure based onlimgpfn accordance with

Article 20, the right to lodge a complaint befolne tompetent supervisory
authority and before the competent courts of thenbler States in accordance
with Article 75, and to obtain redress and, whegmgrapriate, compensation for

a breach of the binding corporate rules;

(f) the acceptance by the controller or processtatdished on the territory of a
Member State of liability for any breaches of tiedmng corporate rules by

any member of the group of undertakings not esthédl in the Union; the
controller or the processor may only be exemptenhfthis liability, in whole

or in part, if he proves that that member is nepomsible for the event giving

rise to the damage;

(9) how the information on the binding corporatkesyin particular on the
provisions referred to in points (d), (e) and (f}lds paragraph is provided to

the data subjects in accordance with Article 11;

(h) the tasks of the data protection officer deaigd in accordance with Article
35, including monitoring within the group of undekings the compliance with

the binding corporate rules, as well as monitothrggtraining and complaint
handling;

(i) the mechanisms within the group of undertakiaising at ensuring the
verification of compliance with the binding corpteaules;

() the mechanisms for reporting and recording gearto the policies and
reporting these changes to the supervisory aughorit

(k) the co-operation mechanism with the supervisahority to ensure
compliance by any member of the group of undertgkim particular by

making available to the supervisory authority thgutts of the verifications of

the measures referred to in point (i) of this peaiph.

3. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements for
binding corporate rules within the meaning of #irécle, in particular as regards the
criteria for their approval, the application of pts (b), (d), (e) and (f) of paragraph 2
to binding corporate rules adhered to by processodson further necessary
requirements to ensure the protection of persoaial of the data subjects concerned.
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4. The Commission may specify the format and procesifor the exchange of
information by electronic means between controllprecessors and supervisory
authorities for binding corporate rules within theaning of this Article. Those
implementing acts shall be adopted in accordantetive examination procedure set
out in Article 87(2).

Article 44

Derogations

1. In the absence of an adequacy decision pursoidaticle 41 or of appropriate
safeguards pursuant to Article 42, a transfer setaf transfers of personal data to a
third country or an international organisation ntake place only on condition that:
(a) the data subject has consented to the propgcsesfer, after having been
informed of the risks of such transfers due toahsence of an adequacy

decision and appropriate safeguards; or

(b) the transfer is necessary for the performam@amntract between the data
subject and the controller or the implementatioprefcontractual measures

taken at the data subject's request; or

(c) the transfer is necessary for the conclusigpesformance of a contract
concluded in the interest of the data subject betwbe controller and another
natural or legal person; or

(d) the transfer is necessary for important growfdsublic interest; or

(e) the transfer is necessary for the establishnesitcise or defence of legal
claims; or

(f) the transfer is necessary in order to proteetvital interests of the data subject
or of another person, where the data subject isipaly or legally incapable

of giving consent; or

(9) the transfer is made from a register which aetiog to Union or Member State
law is intended to provide information to the paldind which is open to
consultation either by the public in general oraoy person who can

demonstrate legitimate interest, to the extentttimatonditions laid down in

Union or Member State law for consultation areilell in the particular case;

or

(h) the transfer is necessary for the purposeleofdgitimate interests pursued by
the controller or the processor, which cannot kaified as frequent or

massive, and where the controller or processoabgssssed all the

circumstances surrounding the data transfer operati the set of data transfer
operations and based on this assessment adducegpagie safeguards with
respect to the protection of personal data, whecessary.

2. A transfer pursuant to point (g) of paragraghall not involve the entirety of the

84



personal data or entire categories of the perstatal contained in the register. When
the register is intended for consultation by pesdoaving a legitimate interest, the
transfer shall be made only at the request of tpessons or if they are to be the
recipients.

3. Where the processing is based on point (h) grvaph 1, the controller or
processor

shall give particular consideration to the naturthe data, the purpose and duration
of the proposed processing operation or operatesgjell as the situation in the
country of origin, the third country and the coymf final destination, and adduced
appropriate safeguards with respect to the pratect personal data, where
necessary.

4. Points (b), (c) and (h) of paragraph 1 shallapyly to activities carried out by
public authorities in the exercise of their pulpmvers.

5. The public interest referred to in point (d)airagraph 1 must be recognised in
Union law or in the law of the Member State to whikhe controller is subject.

6. The controller or processor shall document #s2ssment as well as the
appropriate

safeguards adduced referred to in point (h) ofgragzh 1 of this Article in the
documentation referred to in Article 28 and shafibrm the supervisory authority of
the transfer.

7. The Commission shall be empowered to adopt detegacts in accordance with
Article 86 for the purpose of further specifyingnportant grounds of public interest’
within the meaning of point (d) of paragraph 1 adlas the criteria and
requirements for appropriate safeguards referréa point (h) of paragraph 1.
Article 45

I nternational co-operation for the protection of personal data

1. In relation to third countries and internatioagganisations, the Commission and
supervisory authorities shall take appropriatesstep

(a) develop effective international co-operatiorchanisms to facilitate the
enforcement of legislation for the protection ofsmnal data;

(b) provide international mutual assistance inghrcement of legislation for the
protection of personal data, including through fircdtion, complaint referral,
investigative assistance and information exchasgleject to appropriate
safeguards for the protection of personal datactinelr fundamental rights and
freedoms;

(c) engage relevant stakeholders in discussioraatidties aimed at furthering
international co-operation in the enforcement gfdkation for the protection of
personal data;
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(d) promote the exchange and documentation of patstata protection

legislation and practice.

2. For the purposes of paragraph 1, the Commissiat take appropriate steps to
advance the relationship with third countries d¢elinational organisations, and in
particular their supervisory authorities, where @@mmission has decided that they
ensure an adequate level of protection within tleammg of Article 41(3).

CHAPTER VI

INDEPENDENT SUPERVISORY AUTHORITIES

SECTION 1

INDEPENDENT STATUS

Article 46

Supervisory authority

1. Each Member State shall provide that one or rpoldic authorities are
responsible

for monitoring the application of this Regulatiomdafor contributing to its consistent
application throughout the Union, in order to pobtihe fundamental rights and
freedoms of natural persons in relation to the ggsimg of their personal data and to
facilitate the free flow of personal data withiretbnion. For these purposes, the
supervisory authorities shall co-operate with eattler and the Commission.

2. Where in a Member State more than one supewadhority are established, that
Member State shall designate the supervisory aityhehich functions as a single
contact point for the effective participation obsie authorities in the European Data
Protection Board and shall set out the mechanisemsore compliance by the other
authorities with the rules relating to the consistemechanism referred to in Article
57.

3. Each Member State shall notify to the Commissinmse provisions of its law
which

it adopts pursuant to this Chapter, by the dateiBpé in Article 91(2) at the latest
and, without delay, any subsequent amendment affetttem.

Article 47

I ndependence

1. The supervisory authority shall act with completdependence in exercising the
duties and powers entrusted to it.

2. The members of the supervisory authority siralihe performance of their duties,
neither seek nor take instructions from anybody.

3. Members of the supervisory authority shall neffeom any action incompatible
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with

their duties and shall not, during their term dfaa, engage in any incompatible
occupation, whether gainful or not.

4. Members of the supervisory authority shall behaifter their term of office, with
integrity and discretion as regards the acceptahappointments and benefits.

5. Each Member State shall ensure that the supeyasithority is provided with the
adequate human, technical and financial resouptemjises and infrastructure
necessary for the effective performance of itseduéind powers, including those to
be carried out in the context of mutual assistacgeeperation and participation in
the European Data Protection Board.

6. Each Member State shall ensure that the supeyaaithority has its own staff
which shall be appointed by and be subject to ttextion of the head of the
supervisory authority.

7. Member States shall ensure that the supervaathority is subject to financial
control which shall not affect its independenceniber States shall ensure that the
supervisory authority has separate annual bud@ké&sbudgets shall be made public.
Article 48

General conditions for the members of the supervisory authority

1. Member States shall provide that the membetiseo§upervisory authority must be
appointed either by the parliament or the goverrtroéthe Member State
concerned.

2. The members shall be chosen from persons whdspéndence is beyond doubt
and

whose experience and skills required to perfornr thaies notably in the area of
protection of personal data are demonstrated.

3. The duties of a member shall end in the evetit@txpiry of the term of office,
resignation or compulsory retirement in accordasite paragraph 5.

4. A member may be dismissed or deprived of that tigg a pension or other benefits
in

its stead by the competent national court, if treeber no longer fulfils the
conditions required for the performance of theekibr is guilty of serious
misconduct.

5. Where the term of office expires or the memksigns, the member shall continue
to exercise the duties until a new member is agpdin

Article 49

Rules on the establishment of the supervisory authority

Each Member State shall provide by law within ih@tk of this Regulation:

(a) the establishment and status of the supervesattyority;
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(b) the qualifications, experience and skills regdito perform the duties of the
members of the supervisory authority;

(c) the rules and procedures for the appointmetit@fmembers of the supervisory
authority, as well the rules on actions or occupetiincompatible with the

duties of the office;

(d) the duration of the term of the members ofghpervisory authority which

shall be no less than four years, except for tis¢ dippointment after entry into
force of this Regulation, part of which may takaqd for a shorter period

where this is necessary to protect the independeinte supervisory authority

by means of a staggered appointment procedure;

(e) whether the members of the supervisory authshall be eligible for
reappointment;

(f) the regulations and common conditions goverrthegduties of the members
and staff of the supervisory authority;

(9) the rules and procedures on the terminatidgheftuties of the members of the
supervisory authority, including in case that tineylonger fulfil the conditions
required for the performance of their duties dhdy are guilty of serious
misconduct.

Article 50

Professional secrecy

The members and the staff of the supervisory aityhsmall be subject, both during
and after

their term of office, to a duty of professional sy with regard to any confidential
information which has come to their knowledge ia tlourse of the performance of
their

official duties.

SECTION 2

DUTIES AND POWERS

Article 51

Competence

1. Each supervisory authority shall exercise, @ténritory of its own Member State,
the powers conferred on it in accordance with Regulation.

2. Where the processing of personal data takeg iche context of the activities of
an establishment of a controller or a processtmerUnion, and the controller or
processor is established in more than one Memlage She supervisory authority of
the main establishment of the controller or prooceskall be competent for the
supervision of the processing activities of thetaalter or the processor in all
Member States, without prejudice to the provisioh€hapter VII of this
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Regulation.

3. The supervisory authority shall not be competesupervise processing operations
of courts acting in their judicial capacity.

Article 52

Duties

1. The supervisory authority shall:

(a) monitor and ensure the application of this Ratgan;

(b) hear complaints lodged by any data subjedbyan association representing
that data subject in accordance with Article 78estigate, to the extent
appropriate, the matter and inform the data sulgettie association of the
progress and the outcome of the complaint withi@ssonable period, in
particular if further investigation or coordinatianth another supervisory
authority is necessary;

(c) share information with and provide mutual assise to other supervisory
authorities and ensure the consistency of appticand enforcement of this
Regulation;

(d) conduct investigations either on its own iritia or on the basis of a complaint
or on request of another supervisory authority, iafmm the data subject
concerned, if the data subject has addressed al@iotio this supervisory
authority, of the outcome of the investigationshivita reasonable period;

(e) monitor relevant developments, insofar as tieye an impact on the
protection of personal data, in particular the degwment of information and
communication technologies and commercial practices

(f) be consulted by Member State institutions aadiés on legislative and
administrative measures relating to the proteadioindividuals' rights and
freedoms with regard to the processing of persdat,;

(g) authorise and be consulted on the processiatptpns referred to in Article
34;

(h) issue an opinion on the draft codes of congucsuant to Article 38(2);

(i) approve binding corporate rules pursuant tacket43;

(j) participate in the activities of the Europeaat® Protection Board.

2. Each supervisory authority shall promote theranass of the public on risks,
rules,

safeguards and rights in relation to the processimmersonal data. Activities
addressed specifically to children shall receivectfr attention.

3. The supervisory authority shall, upon requeastjse any data subject in exercising
the rights under this Regulation and, if approgriab-operate with the supervisory
authorities in other Member States to this end.
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4. For complaints referred to in point (b) of pasaah 1, the supervisory authority
shall

provide a complaint submission form, which can tepleted electronically,
without excluding other means of communication.

5. The performance of the duties of the supervisnithority shall be free of charge
for

the data subject.

6. Where requests are manifestly excessive, incpéat due to their repetitive
character, the supervisory authority may chargseaof not take the action requested
by the data subject. The supervisory authorityld¥edr the burden of proving the
manifestly excessive character of the request.

Article 53

Powers

1. Each supervisory authority shall have the power:

(a) to notify the controller or the processor ofadleged breach of the provisions
governing the processing of personal data, andrendy@propriate, order the
controller or the processor to remedy that bresch,specific manner, in order

to improve the protection of the data subject;

(b) to order the controller or the processor to plymvith the data subject's
requests to exercise the rights provided by thiguReion;

(c) to order the controller and the processor, arre applicable, the
representative to provide any information relevanthe performance of its
duties;

(d) to ensure the compliance with prior author@atiand prior consultations
referred to in Article 34,

(e) to warn or admonish the controller or the pssce;

(f) to order the rectification, erasure or destiwcof all data when they have been
processed in breach of the provisions of this Ragui and the notification of
such actions to third parties to whom the data heeen disclosed;

(9) to impose a temporary or definitive ban on pssing;

(h) to suspend data flows to a recipient in a thodntry or to an international
organisation;

(i) to issue opinions on any issue related to tloégotion of personal data;

() to inform the national parliament, the govermer other political institutions
as well as the public on any issue related to tb&eption of personal data.

2. Each supervisory authority shall have the ingasive power to obtain from the
controller or the processor:

(a) access to all personal data and to all infaonatecessary for the performance
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of its duties;

(b) access to any of its premises, including to @ty processing equipment and
means, where there are reasonable grounds forrpregthat an activity in

violation of this Regulation is being carried duete.

The powers referred to in point (b) shall be exadiin conformity with Union law
and Member State law.

3. Each supervisory authority shall have the paadaring violations of this
Regulation to the attention of the judicial authies and to engage in legal
proceedings, in particular pursuant to Article j4Ad Article 75(2).

4. Each supervisory authority shall have the paeesanction administrative
offences,

in particular those referred to in Article 79(4) énd (6).

Article 54

Activity report

Each supervisory authority must draw up an anref@nt on its activities. The report
shall be

presented to the national parliament and shall dgenbbe available to the public, the
Commission and the European Data Protection Board.

CHAPTER VII

CO-OPERATION AND CONSISTENCY

SECTION 1

CO-OPERATION

Article 55

Mutual assistance

1. Supervisory authorities shall provide each otkkvant information and mutual
assistance in order to implement and apply thisuRéign in a consistent manner,
and shall put in place measures for effective cerajon with one another. Mutual
assistance shall cover, in particular, informatequests and supervisory measures,
such as requests to carry out prior authorisatmasconsultations, inspections and
prompt information on the opening of cases andiegsievelopments where data
subjects in several Member States are likely taffexted by processing operations.
2. Each supervisory authority shall take all appeip measures required to reply to
the request of another supervisory authority withdmlay and no later than one
month after having received the request. Such messoay include, in particular,
the transmission of relevant information on therselof an investigation or
enforcement measures to bring about the cessatiprobibition of processing
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operations contrary to this Regulation.

3. The request for assistance shall contain alh#oessary information, including the
purpose of the request and reasons for the redoéstnation exchanged shall be
used only in respect of the matter for which it weguested.

4. A supervisory authority to which a request fesiatance is addressed may not
refuse

to comply with it unless:

(a) it is not competent for the request; or

(b) compliance with the request would be incompatiith the provisions of this
Regulation.

5. The requested supervisory authority shall inftmerequesting supervisory
authority

of the results or, as the case may be, of the pssgrr the measures taken in order to
meet the request by the requesting supervisorydtith

6. Supervisory authorities shall supply the infotiorarequested by other supervisory
authorities by electronic means and within the s&sbipossible period of time, using
a standardised format.

7. No fee shall be charged for any action takelofohg a request for mutual
assistance.

8. Where a supervisory authority does not act witne month on request of another
supervisory authority, the requesting supervisatharities shall be competent to
take a provisional measure on the territory oMtmber State in accordance with
Article 51(1) and shall submit the matter to thedpean Data Protection Board in
accordance with the procedure referred to in Aetel.

9. The supervisory authority shall specify the pemf validity of such provisional
measure. This period shall not exceed three momtiessupervisory authority shall,
without delay, communicate those measures, willréalsons, to the European Data
Protection Board and to the Commission.

10. The Commission may specify the format and pioces for mutual assistance
referred to in this article and the arrangementshfe exchange of information by
electronic means between supervisory authorities b&@tween supervisory
authorities and the European Data Protection Boangkrticular the standardised
format referred to in paragraph 6. Those implenmgndicts shall be adopted in
accordance with the examination procedure referea Article 87(2).

Article 56

Joint operations of supervisory authorities

1. In order to step up co-operation and mutuaktamsce, the supervisory authorities
shall carry out joint investigative tasks, joinf@mcement measures and other joint
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operations, in which designated members or staffifother Member States'
supervisory authorities are involved.

2. In cases where data subjects in several MenthezsSare likely to be affected by
processing operations, a supervisory authorityacheof those Member States shall
have the right to participate in the joint inveatige tasks or joint operations, as
appropriate. The competent supervisory authorigfl shvite the supervisory
authority of each of those Member States to takeipahe respective joint
investigative tasks or joint operations and resportie request of a supervisory
authority to participate in the operations withdaetay.

3. Each supervisory authority may, as a host sugmsvauthority, in compliance
with

its own national law, and with the seconding suserny authority’s authorisation,
confer executive powers, including investigativek&on the seconding supervisory
authority’s members or staff involved in joint opgons or, in so far as the host
supervisory authority’s law permits, allow the sedimg supervisory authority’s
members or staff to exercise their executive poweascordance with the seconding
supervisory authority’s law. Such executive powaes/ be exercised only under the
guidance and, as a rule, in the presence of membstaff from the host supervisory
authority. The seconding supervisory authority'siers or staff shall be subject to
the host supervisory authority's national law. Tibst supervisory authority shall
assume responsibility for their actions.

4. Supervisory authorities shall lay down the pcattaspects of specific co-operation
actions.

5. Where a supervisory authority does not compthiwione month with the
obligation

laid down in paragraph 2, the other supervisoraities shall be competent to take
a provisional measure on the territory of its Mem®Btte in accordance with Article
51(2).

6. The supervisory authority shall specify the peof validity of a provisional
measure referred to in paragraph 5. This periotl sbbexceed three months. The
supervisory authority shall, without delay, comnuaté those measures, with full
reasons, to the European Data Protection Boardaatind Commission and shall
submit the matter in the mechanism referred toriicke 57.

SECTION 2

CONSISTENCY

Article 57

Consistency mechanism

For the purposes set out in Article 46(1), the supery authorities shall co-operate
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with
each other and the Commission through the consigt@echanism as set out in this
section.
Article 58
Opinion by the European Data Protection Board
1. Before a supervisory authority adopts a measiegred to in paragraph 2, this
supervisory authority shall communicate the dragasure to the European Data
Protection Board and the Commission.
2. The obligation set out in paragraph 1 shall yppla measure intended to produce
legal effects and which:
(a) relates to processing activities which areteeldo the offering of goods or
services to data subjects in several Member Stateés,the monitoring of their
behaviour; or
(b) may substantially affect the free movementearspnal data within the Union;
or
(c) aims at adopting a list of the processing djp@na subject to prior consultation
pursuant to Article 34(5); or

(d) aims to determine standard data protectiomsela referred to in point (c) of
Article 42(2); or
(e) aims to authorise contractual clauses reféoea point (d) of Article 42(2); or
(f) aims to approve binding corporate rules wittlie meaning of Article 43.
3. Any supervisory authority or the European Datatéttion Board may request that
any matter shall be dealt with in the consistenegimanism, in particular where a
supervisory authority does not submit a draft measeferred to in paragraph 2 or
does not comply with the obligations for mutualistesice in accordance with
Article 55 or for joint operations in accordancelwhrticle 56.
4. In order to ensure correct and consistent agjohic of this Regulation, the
Commission may request that any matter shall bk wéh in the consistency
mechanism.
5. Supervisory authorities and the Commission slatitronically communicate any
relevant information, including as the case magBemmary of the facts, the draft
measure, and the grounds which make the enactrheatlo measure necessary,
using a standardised format.
6. The chair of the European Data Protection Bghadl immediately electronically
inform the members of the European Data Prote&merd and the Commission of
any relevant information which has been commund#tet, using a standardised
format. The chair of the European Data ProtectioarB shall provide translations of
relevant information, where necessary.
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7. The European Data Protection Board shall issugpanion on the matter, if the
European Data Protection Board so decides by simpjerity of its members or any
supervisory authority or the Commission so requegitin one week after the
relevant information has been provided accordingai@agraph 5. The opinion shall
be adopted within one month by simple majoritylef members of the European
Data Protection Board. The chair of the Europeata Paotection Board shall
inform, without undue delay, the supervisory auitlyaeferred to, as the case may
be, in paragraphs 1 and 3, the Commission andubergsory authority competent
under Article 51 of the opinion and make it public.

8. The supervisory authority referred to in parafra and the supervisory authority
competent under Article 51 shall take account efdhinion of the European Data
Protection Board and shall within two weeks after information on the opinion by
the chair of the European Data Protection Boaettednically communicate to the
chair of the European Data Protection Board artlécdCommission whether it
maintains or amends its draft measure and, if ti@yamended draft measure, using
a standardised format.

Article 59

Opinion by the Commission

1. Within ten weeks after a matter has been raisei@r Article 58, or at the latest
within six weeks in the case of Article 61, the Goission may adopt, in order to
ensure correct and consistent application of tieiguRation, an opinion in relation to
matters raised pursuant to Articles 58 or 61.

2. Where the Commission has adopted an opiniondardance with paragraph 1, the
supervisory authority concerned shall take utmosbant of the Commission’s
opinion and inform the Commission and the Eurofdeata Protection Board
whether it intends to maintain or amend its dragasure.

3. During the period referred to in paragraph &,dhaft measure shall not be adopted
by the supervisory authority.

4. Where the supervisory authority concerned indemat to follow the opinion of the
Commission, it shall inform the Commission and Bweopean Data Protection
Board thereof within the period referred to in gaegoh 1 and provide a justification.
In this case the draft measure shall not be addptezhe further month.

Article 60

Suspension of a draft measure

1. Within one month after the communication refét@in Article 59(4), and where
the Commission has serious doubts as to whetharéfiemeasure would ensure the
correct application of this Regulation or would ethise result in its inconsistent
application, the Commission may adopt a reasoneigida requiring the
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supervisory authority to suspend the adoption efdtaft measure, taking into
account the opinion issued by the European Datge&tron Board pursuant to
Article 58(7) or Article 61(2), where it appearscassary in order to:

(a) reconcile the diverging positions of the supmy authority and the European
Data Protection Board, if this still appears tagobssible; or

(b) adopt a measure pursuant to point (a) of Axt&2(1).

2. The Commission shall specify the duration ofshspension which shall not
exceed

12 months.

3. During the period referred to in paragraph 2,gbpervisory authority may not
adopt

the draft measure.

Article 61

Urgency procedure

1. In exceptional circumstances, where a supenyigothority considers that there is
an

urgent need to act in order to protect the intsreStlata subjects, in particular when
the danger exists that the enforcement of a rightdata subject could be
considerably impeded by means of an alteratioh®fixisting state or for averting
major disadvantages or for other reasons, by waleadgation from the procedure
referred to in Article 58, it may immediately adggovisional measures with a
specified period of validity. The supervisory authoshall, without delay,
communicate those measures, with full reason$igdtiropean Data Protection
Board and to the Commission.

2. Where a supervisory authority has taken a megsunsuant to paragraph 1 and
considers that final measures need urgently betadpp may request an urgent
opinion of the European Data Protection Board,mgjwieasons for requesting such
opinion, including for the urgency of final meassire

3. Any supervisory authority may request an urggmbion where the competent
supervisory authority has not taken an appropriegasure in a situation where there
is an urgent need to act, in order to protectibterésts of data subjects, giving
reasons for requesting such opinion, includinglerurgent need to act.

4. By derogation from Article 58(7), an urgent apmreferred to in paragraphs 2 and
3

of this Article shall be adopted within two weelksdimple majority of the members
of the European Data Protection Board.

Article 62

I mplementing acts
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1. The Commission may adopt implementing acts for:

(a) deciding on the correct application of this Bagon in accordance with its
objectives and requirements in relation to matteramunicated by

supervisory authorities pursuant to Article 58 dr éoncerning a matter in
relation to which a reasoned decision has beentadgursuant to Article

60(1), or concerning a matter in relation to whacbupervisory authority does

not submit a draft measure and that supervisotyaaity has indicated that it

does not intend to follow the opinion of the Comstoes adopted pursuant to
Article 59;

(b) deciding, within the period referred to in Ata 59(1), whether it declares draft
standard data protection clauses referred to intggd) of Article 58(2), as

having general validity;

(c) specifying the format and procedures for theliaption of the consistency
mechanism referred to in this section;

(d) specifying the arrangements for the exchangefofmation by electronic
means between supervisory authorities, and betaagervisory authorities

and the European Data Protection Board, in pagrdhle standardised format
referred to in Article 58(5), (6) and (8).

Those implementing acts shall be adopted in acooslaith the examination
procedure referred to in Article 87(2).

2. On duly justified imperative grounds of urgemelating to the interests of data
subjects in the cases referred to in point (a)anégraph 1, the Commission shall
adopt immediately applicable implementing actsacoadance with the procedure
referred to in Article 87(3). Those acts shall rema force for a period not
exceeding 12 months.

3. The absence or adoption of a measure unde$é#uon does not prejudice any
other

measure by the Commission under the Treaties.

Article 63

Enforcement

1. For the purposes of this Regulation, an enfdrleemeasure of the supervisory
authority of one Member State shall be enforcealliMember States concerned.
2. Where a supervisory authority does not subrdiaft measure to the consistency
mechanism in breach of Article 58(1) to (5), theaswge of the supervisory authority
shall not be legally valid and enforceable.

SECTION 3

EUROPEAN DATA PROTECTION BOARD

Article 64
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European Data Protection Board
1. A European Data Protection Board is hereby get u
2. The European Data Protection Board shall be osegof the head of one
supervisory authority of each Member State andhefHuropean Data Protection
Supervisor.
3. Where in a Member State more than one supewadghority is responsible for
monitoring the application of the provisions punsii® this Regulation, they shall
nominate the head of one of those supervisory aitifgas joint representative.
4. The Commission shall have the right to partit@pa the activities and meetings of
the European Data Protection Board and shall dategmrepresentative. The chair
of the European Data Protection Board shall, witltmlay, inform the Commission
on all activities of the European Data Protectiaaisl.
Article 65
| ndependence
1. The European Data Protection Board shall agpaddently when exercising its
tasks pursuant to Articles 66 and 67.
2. Without prejudice to requests by the Commissafarred to in point (b) of
paragraph 1 and in paragraph 2 of Article 66, theofgean Data Protection Board
shall, in the performance of its tasks, neithek sew take instructions from
anybody.
Article 66
Tasks of the European Data Protection Board
1. The European Data Protection Board shall erttereonsistent application of this
Regulation. To this effect, the European Data Rtaie Board shall, on its own
initiative or at the request of the Commissionpanticular:

(a) advise the Commission on any issue relatéde@rotection of personal data
in the Union, including on any proposed amendmétttie Regulation;
(b) examine, on its own initiative or on requesboé of its members or on request
of the Commission, any question covering the appba of this Regulation
and issue guidelines, recommendations and bedigaa@addressed to the
supervisory authorities in order to encourage &test application of this
Regulation;
(c) review the practical application of the guidek, recommendations and best
practices referred to in point (b) and report ragylto the Commission on
these;
(d) issue opinions on draft decisions of superyisuthorities pursuant to the
consistency mechanism referred to in Article 57,
(e) promote the co-operation and the effectivetdidd and multilateral exchange
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of information and practices between the superyisothorities;

() promote common training programmes and fac¢ditgersonnel exchanges
between the supervisory authorities, as well agrevappropriate, with the
supervisory authorities of third countries or deimational organisations;

(9) promote the exchange of knowledge and docurentan data protection
legislation and practice with data protection su@ry authorities worldwide.

2. Where the Commission requests advice from thheg&an Data Protection Board,
it

may lay out a time limit within which the EuropeBata Protection Board shall
provide such advice, taking into account the urgaeidhe matter.

3. The European Data Protection Board shall fonitardpinions, guidelines,
recommendations, and best practices to the Conunissid to the committee
referred to in Article 87 and make them public.

4. The Commission shall inform the European Datddetion Board of the action it
has taken following the opinions, guidelines, reaendations and best practices
issued by the European Data Protection Board.

Article 67

Reports

1. The European Data Protection Board shall relyudend timely inform the
Commission about the outcome of its activitieshill draw up an annual report on
the situation regarding the protection of natueaispns with regard to the processing
of personal data in the Union and in third coustrie

The report shall include the review of the pradtagaplication of the guidelines,
recommendations and best practices referred toimt fc) of Article 66(1).

2. The report shall be made public and transmtttetie European Parliament, the
Council and the Commission.

Article 68

Procedure

1. The European Data Protection Board shall takesias by a simple majority of
its

members.

2. The European Data Protection Board shall adswn rules of procedure and
organise its own operational arrangements. Inqaat, it shall provide for the
continuation of exercising duties when a member'mtof office expires or a
member resigns, for the establishment of subgréapspecific issues or sectors and
for its procedures in relation to the consisten@chanism referred to in Article 57.
Article 69

Chair
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1. The European Data Protection Board shall eletia&r and two deputy
chairpersons
from amongst its members. One deputy chairpersalh lsh the European Data
Protection Supervisor, unless he or she has beetedlchair.
2. The term of office of the chair and of the depzhairpersons shall be five years
and
be renewable.
Article 70
Tasks of the chair
1. The chair shall have the following tasks:
(a) to convene the meetings of the European Datiz&ron Board and prepare its
agenda;
(b) to ensure the timely fulfilment of the tasksloé European Data Protection
Board, in particular in relation to the consistenogchanism referred to in
Article 57.
2. The European Data Protection Board shall layrdthe attribution of tasks
between
the chair and the deputy chairpersons in its rofggocedure.
Article 71
Secretariat
1. The European Data Protection Board shall haseceetariat. The European Data
Protection Supervisor shall provide that secretaria
2. The secretariat shall provide analytical, adstrative and logistical support to the
European Data Protection Board under the direafdhe chair.
3. The secretariat shall be responsible in pasdicialr:
(a) the day-to-day business of the European Datteé&tron Board,
(b) the communication between the members of tirefiean Data Protection
Board, its chair and the Commission and for comication with other
institutions and the public;
(c) the use of electronic means for the interndl @xternal communication;
(d) the translation of relevant information;
(e) the preparation and follow-up of the meetinfythe European Data Protection
Board;
(f) the preparation, drafting and publication ofropns and other texts adopted by
the European Data Protection Board.
Article 72
Confidentiality
1. The discussions of the European Data Prote&aand shall be confidential.
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2. Documents submitted to members of the Europeda Protection Board, experts
and representatives of third parties shall be denfiial, unless access is granted to
those documents in accordance with Regulation ({8)049/2001 or the European
Data Protection Board otherwise makes them public.

3. The members of the European Data ProtectiondBaarwell as experts and
representatives of third parties, shall be requicespect the confidentiality
obligations set out in this Article. The chair dleaisure that experts and
representatives of third parties are made awatieeofonfidentiality requirements
imposed upon them.

CHAPTER VIII

REMEDIES, LIABILITY AND SANCTIONS

Article 73

Right to lodge a complaint with a supervisory authority

1. Without prejudice to any other administrativguaticial remedy, every data subject
shall have the right to lodge a complaint with peswisory authority in any Member
State if they consider that the processing of peisdata relating to them does not
comply with this Regulation.

2. Any body, organisation or association which aimprotect data subjects’ rights
and

interests concerning the protection of their peasdata and has been properly
constituted according to the law of a Member S¢atdl have the right to lodge a
complaint with a supervisory authority in any MemBgate on behalf of one or
more data subjects if it considers that a dataestisjrights under this Regulation
have been infringed as a result of the procesdipgisonal data.

3. Independently of a data subject's complaint,lBdy, organisation or association
referred to in paragraph 2 shall have the rightdige a complaint with a supervisory
authority in any Member State, if it considers thggersonal data breach has
occurred.

Article 74

Right to ajudicial remedy against a supervisory authority

1. Each natural or legal person shall have thd tah judicial remedy against
decisions of a supervisory authority concerningrthe

2. Each data subject shall have the right to acjabdiemedy obliging the supervisory
authority to act on a complaint in the absence @é@sion necessary to protect their
rights, or where the supervisory authority doesimirm the data subject within
three months on the progress or outcome of the lmpursuant to point (b) of
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Article 52(1).

3. Proceedings against a supervisory authority bleabrought before the courts of
the

Member State where the supervisory authority isl#isthed.

4. A data subject which is concerned by a decisfansupervisory authority in
another

Member State than where the data subject hashituabresidence, may request the
supervisory authority of the Member State whete# its habitual residence to bring
proceedings on its behalf against the competergrsigory authority in the other
Member State.

5. The Member States shall enforce final decisipnthe courts referred to in this
Article.

Article 75

Right to ajudicial remedy against a controller or processor

1. Without prejudice to any available administratremedy, including the right to
lodge a complaint with a supervisory authority efeired to in Article 73, every
natural person shall have the right to a judicahedy if they consider that their
rights under this Regulation have been infringed essult of the processing of their
personal data in non-compliance with this Reguhatio

2. Proceedings against a controller or a processl be brought before the courts of
the Member State where the controller or procelsasran establishment.
Alternatively, such proceedings may be brought teefbe courts of the Member
State where the data subject has its habitualeesel unless the controller is a
public authority acting in the exercise of its paldowers.

3. Where proceedings are pending in the consisteraohanism referred to in Article
58, which concern the same measure, decision otiggaa court may suspend the
proceedings brought before it, except where thenoyg of the matter for the
protection of the data subject's rights does Howato wait for the outcome of the
procedure in the consistency mechanism.

4. The Member States shall enforce final decistlmnthe courts referred to in this
Article.

Article 76

Common rulesfor court proceedings

1. Any body, organisation or association refergeahtArticle 73(2) shall have the
right

to exercise the rights referred to in Articles 7l &5 on behalf of one or more data
subjects.

2. Each supervisory authority shall have the riglgngage in legal proceedings and
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bring an action to court, in order to enforce thevgsions of this Regulation or to
ensure consistency of the protection of persont @éhin the Union.

3. Where a competent court of a Member State lesonable grounds to believe that
parallel proceedings are being conducted in anditegnber State, it shall contact
the competent court in the other Member State tdirco the existence of such
parallel proceedings.

4. Where such parallel proceedings in another MerStste concern the same
measure, decision or practice, the court may susgienproceedings.

5. Member States shall ensure that court actioasgadle under national law allow for
the rapid adoption of measures including interinasuges, designed to terminate
any alleged infringement and to prevent any furthgrairment of the interests
involved.

Article 77

Right to compensation and liability

1. Any person who has suffered damage as a refsaift onlawful processing
operation

or of an action incompatible with this Regulatidrak have the right to receive
compensation from the controller or the processptife damage suffered.

2. Where more than one controller or processanislved in the processing, each
controller or processor shall be jointly and selgtable for the entire amount of

the damage.

3. The controller or the processor may be exemfoted this liability, in whole or in
part, if the controller or the processor proves thay are not responsible for the
event giving rise to the damage.

Article 78

Penalties

1. Member States shall lay down the rules on pesakpplicable to infringements of
the provisions of this Regulation and shall takersasures necessary to ensure that
they are implemented, including where the contralld not comply with the
obligation to designate a representative. The piesgirovided for must be effective,
proportionate and dissuasive.

2. Where the controller has established a repraseat any penalties shall be applied
to the representative, without prejudice to anygttees which could be initiated
against the controller.

3. Each Member State shall notify to the Commissinmse provisions of its law
which

it adopts pursuant to paragraph 1, by the datafggmbm Article 91(2) at the latest
and, without delay, any subsequent amendment affetttem.
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Article 79
Administrative sanctions
1. Each supervisory authority shall be empowerathfinse administrative sanctions
in
accordance with this Article.
2. The administrative sanction shall be in eaclviddal case effective, proportionate
and dissuasive. The amount of the administrative $hall be fixed with due regard
to the nature, gravity and duration of the bredied intentional or negligent
character of the infringement, the degree of residlity of the natural or legal
person and of previous breaches by this persoretimical and organisational
measures and procedures implemented pursuantitbeA28 and the degree of
cooperation
with the supervisory authority in order to remeldg breach.
3. In case of a first and non-intentional non-caarate with this Regulation, a
warning
in writing may be given and no sanction imposedergh
(a) a natural person is processing personal ddteutia commercial interest; or
(b) an enterprise or an organisation employing fettvan 250 persons is
processing personal data only as an activity agilio its main activities.
4. The supervisory authority shall impose a fingaw@50 000 EUR, or in case of an
enterprise up to 0,5 % of its annual worldwide twer, to anyone who, intentionally
or negligently:
(a) does not provide the mechanisms for requestiataysubjects or does not
respond promptly or not in the required format &edsubjects pursuant to
Articles 12(1) and (2);
(b) charges a fee for the information or for regamto the requests of data
subjects in violation of Article 12(4).
5. The supervisory authority shall impose a fineap00 000 EUR, or in case of an
enterprise up to 1 % of its annual worldwide turgio¥o anyone who, intentionally
or negligently:
(a) does not provide the information, or does gitevncomplete information, or
does not provide the information in a sufficierttignsparent manner, to the
data subject pursuant to Article 11, Article 1248 Article 14;

(b) does not provide access for the data subjedb@s not rectify personal data
pursuant to Articles 15 and 16 or does not comnataithe relevant
information to a recipient pursuant to Article 13;
(c) does not comply with the right to be forgotterto erasure, or fails to put
mechanisms in place to ensure that the time liangésobserved or does not
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take all necessary steps to inform third partias #éhdata subjects requests to
erase any links to, or copy or replication of teesonal data pursuant Article

17;

(d) does not provide a copy of the personal dageaatronic format or hinders the
data subject to transmit the personal data to @n@gbplication in violation of
Article 18;

(e) does not or not sufficiently determine the extiye responsibilities with
cocontrollers

pursuant to Article 24;

(f) does not or not sufficiently maintain the docmtation pursuant to Article 28,
Article 31(4), and Article 44(3);

(g) does not comply, in cases where special categjof data are not involved,
pursuant to Articles 80, 82 and 83 with rules iiatien to freedom of

expression or with rules on the processing in thpleyment context or with

the conditions for processing for historical, stttial and scientific research
purposes.

6. The supervisory authority shall impose a finaaft 000 000 EUR or, in case of an
enterprise up to 2 % of its annual worldwide turgio¥o anyone who, intentionally
or negligently:

(a) processes personal data without any or suffidegal basis for the processing
or does not comply with the conditions for congaunisuant to Articles 6, 7

and 8;

(b) processes special categories of data in varlaif Articles 9 and 81,

(c) does not comply with an objection or the reguonient pursuant to Article 19;
(d) does not comply with the conditions in relattormeasures based on profiling
pursuant to Article 20;

(e) does not adopt internal policies or does n@lément appropriate measures
for ensuring and demonstrating compliance purstmAtticles 22, 23 and 30;

(f) does not designate a representative pursuahttice 25;

(g) processes or instructs the processing of pafstata in violation of the
obligations in relation to processing on behal&daontroller pursuant to

Articles 26 and 27;

(h) does not alert on or notify a personal da&abhn or does not timely or
completely notify the data breach to the superyismthority or to the data
subject pursuant to Articles 31 and 32,

(i) does not carry out a data protection impacess®ent pursuant or processes
personal data without prior authorisation or pdonsultation of the
supervisory authority pursuant to Articles 33 add 3
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()) does not designate a data protection officedams not ensure the conditions
for fulfilling the tasks pursuant to Articles 3% and 37,

(k) misuses a data protection seal or mark in teanimg of Article 39;

() carries out or instructs a data transfer thiadtcountry or an international
organisation that is not allowed by an adequacysa®ctor by appropriate
safeguards or by a derogation pursuant to Artié(eto 44;

(m) does not comply with an order or a temporargedinite ban on processing or
the suspension of data flows by the supervisorlgaity pursuant to Article

53(1);

(n) does not comply with the obligations to assrstespond or provide relevant
information to, or access to premises by, the sugery authority pursuant to
Article 28(3), Article 29, Article 34(6) and Artiel53(2);

(o) does not comply with the rules for safeguargnafessional secrecy pursuant
to Article 84.

7. The Commission shall be empowered to adopt detegacts in accordance with
Article 86 for the purpose of updating the amowftthe administrative fines
referred to in paragraphs 4, 5 and 6, taking istmant the criteria referred to in
paragraph 2.

CHAPTER IX

PROVISIONS RELATING TO SPECIFIC DATA

PROCESSING

SITUATIONS

Article 80

Processing of personal data and freedom of expression

1. Member States shall provide for exemptions oogitions from the provisions on
the general principles in Chapter Il, the rightshedf data subject in Chapter Ill, on
controller and processor in Chapter IV, on thegfanof personal data to third
countries and international organisations in Chaytehe independent supervisory
authorities in Chapter VI and on co-operation aoiscstency in Chapter VI for the
processing of personal data carried out solelydimmalistic purposes or the purpose
of artistic or literary expression in order to racie the right to the protection of
personal data with the rules governing freedonxpfession.

2. Each Member State shall notify to the Commissinmse provisions of its law
which
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it has adopted pursuant to paragraph 1 by thespet@fied in Article 91(2) at the
latest and, without delay, any subsequent amendianerdr amendment affecting
them.

Article 81

Processing of personal data concerning health

1. Within the limits of this Regulation and in acdance with point (h) of Article
9(2),

processing of personal data concerning health brish the basis of Union law or
Member State law which shall provide for suitabtel apecific measures to
safeguard the data subject's legitimate interastsbe necessary for:

(a) the purposes of preventive or occupational oiedj medical diagnosis, the
provision of care or treatment or the managemeheafth-care services, and
where those data are processed by a health prafessiubject to the

obligation of professional secrecy or another pereo subject to an

equivalent obligation of confidentiality under MeertState law or rules
established by national competent bodies; or

(b) reasons of public interest in the area of mubd&alth, such as protecting against
serious cross-border threats to health or enstigig standards of quality and
safety, inter alia for medicinal products or metliavices; or

(c) other reasons of public interest in areas sischocial protection, especially in
order to ensure the quality and cost-effectiven¢sise procedures used for
settling claims for benefits and services in thaltieinsurance system.

2. Processing of personal data concerning healibhws necessary for historical,
statistical or scientific research purposes, s@cpagient registries set up for
improving diagnoses and differentiating betweenilaintypes of diseases and
preparing studies for therapies, is subject tacth@litions and safeguards referred to
in Article 83.

3. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyindnet reasons of public interest in the
area of public health as referred to in point @foparagraph 1, as well as criteria and
requirements for the safeguards for the processipgrsonal data for the purposes
referred to in paragraph 1.

Article 82

Processing in the employment context

1. Within the limits of this Regulation, Member &ts may adopt by law specific
rules

regulating the processing of employees' persortalidghe employment context, in
particular for the purposes of the recruitment,gbgormance of the contract of
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employment, including discharge of obligations ldawn by law or by collective
agreements, management, planning and organisdtisark, health and safety at
work, and for the purposes of the exercise andyemgmt, on an individual or
collective basis, of rights and benefits relatedrmployment, and for the purpose of
the termination of the employment relationship.

2. Each Member State shall notify to the Commissinmse provisions of its law
which

it adopts pursuant to paragraph 1, by the datafggmem Article 91(2) at the latest
and, without delay, any subsequent amendment aftetttem.

3. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements for the
safeguards for the processing of personal datdné&purposes referred to in
paragraph 1.

Article 83

Processing for historical, statistical and scientific research purposes

1. Within the limits of this Regulation, personalta may be processed for historical,
statistical or scientific research purposes only if

(a) these purposes cannot be otherwise fulfillegiogessing data which does not
permit or not any longer permit the identificatiointhe data subject;

(b) data enabling the attribution of informationato identified or identifiable data
subject is kept separately from the other infororatis long as these purposes
can be fulfilled in this manner.

2. Bodies conducting historical, statistical orestific research may publish or
otherwise publicly disclose personal data only if:

(a) the data subject has given consent, subjebetoonditions laid down in

Article 7;

(b) the publication of personal data is necessaprésent research findings or to
facilitate research insofar as the interests ofuhdamental rights or freedoms

of the data subject do not override these interests

(c) the data subject has made the data public.

3. The Commission shall be empowered to adopt d&ddgacts in accordance with
Article 86 for the purpose of further specifyingttriteria and requirements for the
processing of personal data for the purposes exféain paragraph 1 and 2 as well
as any necessary limitations on the rights of mi@ifon to and access by the data
subject and detailing the conditions and safegufardihe rights of the data subject
under these circumstances.

Article 84

Obligations of secrecy
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1. Within the limits of this Regulation, Member &g may adopt specific rules to set
out the investigative powers by the supervisoryauties laid down in Article 53(2)
in relation to controllers or processors that afgexts under national law or rules
established by national competent bodies to amatiin of professional secrecy or
other equivalent obligations of secrecy, where ithisecessary and proportionate to
reconcile the right of the protection of persoratiadwith the obligation of secrecy.
These rules shall only apply with regard to persdata which the controller or
processor has received from or has obtained irttvitg covered by this obligation
of secrecy.

2. Each Member State shall notify to the Commis#ienrules adopted pursuant to
paragraph 1, by the date specified in Article 9B{2he latest and, without delay,
any subsequent amendment affecting them.

Article 85

Existing data protection rules of churches and religious associations

1. Where in a Member State, churches and relighsgsciations or communities
apply,

at the time of entry into force of this Regulatiocomprehensive rules relating to the
protection of individuals with regard to the prosieg of personal data, such rules
may continue to apply, provided that they are bhbug line with the provisions of
this Regulation.

2. Churches and religious associations which applprehensive rules in
accordance

with paragraph 1 shall provide for the establishnaémn independent supervisory
authority in accordance with Chapter VI of this Rlegion.

CHAPTER X

DELEGATED ACTS AND IMPLEMENTING ACTS

Article 86

Exercise of the delegation

1. The power to adopt delegated acts is confemeiti®@ Commission subject to the
conditions laid down in this Article.

2. The delegation of power referred to in Artic(®&) Article 8(3), Article 9(3),
Article

12(5), Article 14(7), Article 15(3), Article 17(94rticle 20(6), Article 22(4), Article
23(3), Article 26(5), Article 28(5), Article 30(3Article 31(5), Article 32(5), Article
336), Article 34(8), Article 35(11), Article 37(2)rticle 39(2), Article 43(3), Article
44(7), Article 79(6), Article 81(3), Article 82(&nd Article 83(3) shall be conferred
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on the Commission for an indeterminate periodroktfrom the date of entry into
force of this Regulation.

3. The delegation of power referred to in Artic[&)5 Article 8(3), Article 9(3),
Article

12(5), Article 14(7), Article 15(3), Article 17(94rticle 20(6), Article 22(4), Article
23(3), Article 26(5), Article 28(5), Article 30(3Article 31(5), Article 32(5), Article
33(6), Article 34(8), Article 35(11), Article 37(2Article 39(2), Article 43(3),
Article 44(7), Article 79(6), Article 81(3), Artiel 82(3) and Article 83(3) may be
revoked at any time by the European Parliamenydh& Council. A decision of
revocation shall put an end to the delegation efgrespecified in that decision. It
shall take effect the day following the publicatiminthe decision in th®fficial
Journal of the European Union or at a later date specified therein. It shall aftect
the validity of any delegated acts already in force

4. As soon as it adopts a delegated act, the Castonishall notify it simultaneously
to

the European Parliament and to the Council.

5. A delegated act adopted pursuant to Article,68Ejcle 8(3), Article 9(3), Article
12(5), Article 14(7), Article 15(3), Article 17(94rticle 20(6), Article 22(4), Article
23(3), Article 26(5), Article 28(5), Article 30(3Article 31(5), Article 32(5), Article
33(6), Article 34(8), Article 35(11), Article 37(2Article 39(2), Article 43(3),
Article 44(7), Article 79(6), Article 81(3), Artiel 82(3) and Article 83(3) shall enter
into force only if no objection has been express#ter by the European Parliament
or the Council within a period of two months of ifioation of that act to the
European Parliament and the Council or if, befoseexpiry of that period, the
European Parliament and the Council have bothnméorthe Commission that they
will not object. That period shall be extended Wy imonths at the initiative of the
European Parliament or the Council.

Article 87

Committee procedure

1. The Commission shall be assisted by a commifiest committee shall be a
committee within the meaning of Regulation (EU) N82/2011.

2. Where reference is made to this paragraph, laffiof Regulation (EU) No
182/2011 shall apply.

3. Where reference is made to this paragraph, laf@of Regulation (EU) No
182/2011, in conjunction with Article 5 thereof adlrapply.

CHAPTER Xl

FINAL PROVISIONS
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Article 88

Repeal of Directive 95/46/EC

1. Directive 95/46/EC is repealed.

2. References to the repealed Directive shall Instcoed as references to this
Regulation. References to the Working Party orPtmection of Individuals with
regard to the Processing of Personal Data estallisia Article 29 of Directive
95/46/EC shall be construed as references to thepean Data Protection Board
established by this Regulation.

Article 89

Relationship to and amendment of Directive 2002/58/EC

1. This Regulation shall not impose additional géions on natural or legal persons
in

relation to the processing of personal data in eohan with the provision of
publicly available electronic communications seegi@n public communication
networks in the Union in relation to matters forighhthey are subject to specific
obligations with the same objective set out in Blinee 2002/58/EC.

2 Article 1(2) of Directive 2002/58/EC shall be eleld.

Article 90

Evaluation

The Commission shall submit reports on the evadtnaind review of this Regulation
to the

European Parliament and the Council at regularvats. The first report shall be
submitted

no later than four years after the entry into fastéhis Regulation. Subsequent
reports shall

be submitted every four years thereafter. The Casiom shall, if necessary, submit
appropriate proposals with a view to amending Regulation, and aligning other
legal

instruments, in particular taking account of depebents in information technology
and in

the light of the state of progress in the informatsociety. The reports shall be made
public.

Article 91

Entry into force and application

1. This Regulation shall enter into force on therntieth day following that of its
publication in theOfficial Journal of the European Union.

2. It shall apply fromtjwo years from the date referred to in paragraph 1].

This Regulation shall be binding in its entiretyatirectly applicable in all Member
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States.
Done at Brussels,
For the European Parliament For the Council

The President The President
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Pi$k= ~ CLFIBSE A\ ERIBERARE (R

13 FEBRUARY 2001 — Royal Decree implementing the Law of 8 December 1992 on
the protection of privacy in relation to the processing of personal data
Unofficial translation — September 2008
This translation has not been finalized. Modifications to the present document consequently remain possible.
ALBERT II, King of Belgians,
All those who are and shall be, we salute.
Whereas the Law of 8 December 1992 on the protection of privacy in relation to the processing
of personal data, modified by the Law of 11 December 1998 transposing Directive 95/46/EC of
24 October 1995 of the European Parliament and the Council on the protection of individuals
with regard to the processing of personal data and on the free movement of such data, and
particularly articles 4, § 1, 2° and 5°; 6, § 2, first paragraph, a), and g); 6, § 4; 7, § 2, a) and k);
7,83;8,84,¢€);8,84;9,81, e); 9, § 2, first paragraph, e); 9, § 2, third paragraph; 10, § 1,
second and fourth paragraph; 12, § 2; 13, second and fourth paragraph; 17, §§ 8and 9, and 18,
third paragraph;
Whereas article 52 of the Law of 11 December 1998;
Whereas opinions no 08/99 of 8 March 1999 and 25/99 of 23 June 1999 of the Commission for
the Protection of the Privacy;
Whereas the opinion of the Inspector of Finance, issued on 9 April 1999;
Whereas the agreement of the Minister of Budget, expressed on 28 May 1999;
Whereas the decision of the Council of Ministers;
Whereas the Council of State's opinions of 21 June 1999 and 8 November 2000;
As proposed by Our Minister of Justice and following our Ministers' opinion after careful
deliberation among them,
We have decided and we shall decide:

CHAPTER I. — Definitions

Article 1. For the purposes of this decree:
1° "the Law" shall be construed as the Law of 8 December 1992 on the protection of privacy in
relation to the processing of personal data;
2° "the Commission" shall be construed as the Commission for the Protection of the Privacy;
3° "encoded personal data" shall be construed as personal data that can only be related to an
identified or identifiable person by means of a code;
4° "non-encoded personal data" shall be construed as data other than encoded personal data;
5° "anonymous data" shall be construed as data that cannot be related to an identified or
identifiable person and that are consequently not personal data;
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6° "intermediary organization" shall be construed as any natural person, legal person,
un-associated organization or public authority, other than the controller of the processing of
non-encoded data, encoding the aforementioned data.

CHAPTER 1II. — Further processing of personal data for historical, statistical or scientific

purposes
Section I. — General Principles

Art 2. The further processing of personal data for historical, statistical or scientific purposes
shall be considered in accordance with article 4, § 2, 1°, second sentence of the Law if it is
carried out under the conditions set forth in this chapter.
The storage of personal data for historical, statistical or scientific purposes, as referred to in
article 4, § 1, 5° second sentence of the Law, is authorized under the conditions set forth in this
chapter.
Art 3. The further processing of historical, statistical or scientific purposes shall take place
using anonymous data.
Art 4. If it is impossible to realize the historical, statistical or scientific purposes using
anonymous data for the further processing, the controller of the further processing for
historical, statistical or scientific purposes may process encoded data pursuant to the provisions
of section 2 of this chapter.
In that case he shall mention in the notification of the processing, which he shall make pursuant
to article 17 of the Law, the reasons why it is impossible to realize the historical, statistical or
scientific purposes using anonymous data for the further processing.
Art 5. If it is impossible to realize the historical, statistical or scientific purposes using encoded
data for the further processing, the controller of the further processing for historical, statistical
or scientific purposes may process non-encoded data pursuant to the provisions of section 2 of
this chapter.
In that case he shall mention in the notification of the processing, which he shall make pursuant
to article 17 of the Law, the reasons why it is impossible to realize the historical, statistical or
scientific purposes using encoded data for the further processing.
Art 6. The controller of the further processing of personal data for historical, statistical or
scientific purposes must not perform any operations aiming at the transformation of
anonymous data into personal data or of encoded personal data into non-encoded personal
data.

Section II. — Processing encoded personal data
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Art 7. Personal data shall be encoded prior to any further processing for historical, statistical or
scientific purposes.

Art 8. If the controller of the processing of personal data collected for clearly specified,
explicitly described and legitimate purposes, further processes those personal data for
historical, statistical or scientific purposes or entrusts a processor with the processing, the
personal data shall be encoded prior to the further processing, either by the controller, the
processor or an intermediary organization.

In that last case the intermediary organization shall be considered as processor in the meaning
of article 1, § 5 of the Law.

Art. 9 If the controller of the processing of personal data collected for clearly specified,
explicitly described and legitimate purposes discloses the personal data to a third party with a
view to further processing for historical, statistical or scientific purposes, the personal data shall
be encoded by the controller or an intermediary organization prior to the disclosure.

In that last case the intermediary organization shall be considered as processor in the meaning
of article 1, § 5 of the Law.

Art 10. If several controllers for the processing of personal data collected for clearly specified,
explicitly described and legitimate purposes disclose personal data to the same third party (-ies)
with a view to further processing for historical, statistical or scientific purposes, the personal
data shall be encoded by an intermediary organization prior to the disclosure.

In that last case the intermediary organization shall be considered as processor in the meaning
of article 1, § 4 of the Law.

Art 11. The intermediary organization shall be independent from the controller of the further
processing of the personal data for historical, statistical or scientific purposes.

Art 12, The controller of the processing of personal data collected for clearly specified,
explicitly described and legitimate purposes and the intermediary organization encoding the
personal data with a view to further processing for historical, statistical or scientific purposes,
shall take appropriate technical and organizational measures in order to prevent encoded data
from being transformed into non-encoded data.

Art 13. The controller of the processing of personal data collected for clearly specified,
explicitly described and legitimate purposes and the intermediary organization may only
disclose encoded data with a view to further processing for historical, statistical or scientific
purposes when the controller of
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the further processing produces a receipt of complete notification, issued by the Commission
pursuant to article 17, § 2 of the Law.

Art 14. The controller of the processing of personal data collected for clearly specified,
explicitly described and legitimate purposes or the intermediary organization must provide the
data subject prior to the encoding of the data referred to in articles 6 to 8 of the Law with the
following information:

the identity of the controller;

the categories of data being processed;

the origin of the data;

a precise description of the historical, statistical or scientific purposes of the processing;
the recipients or categories of recipients of the data;

the existence of a right to access and to rectify one's personal data;

the existence of the data subject's right to object.

Art 15. The controller of the processing of personal data collected for clearly specified,
explicitly described and legitimate purposes and the intermediary organization do not have to
comply with the duty imposed by article 14 of the present decree if this duty proves impossible
or would involve a disproportionate effort, and if they have followed the procedure established
by article 16 of this decree.

Art 16. The controller of the processing of personal data collected for clearly specified,
explicitly described and legitimate purposes or the intermediary organization do not have to
comply with the duty imposed by article 14 if the intermediary organization is an administrative
authority having the explicit task, by or under the law, of gathering and encoding personal data,
and if it is subject to specific measures laid down by or under the law in order to protect privacy
in this process.

Art 16. The controller of the processing of personal data collected for clearly specified,
explicitly described and legitimate purposes or the intermediary organization wishing to encode
the data referred to in articles 6 to 8 of the Law without informing the data subject in advance,
shall complete the notification he is to make under article 17 of the Law with the following
information:

1° a precise description of the historical, statistical or scientific purposes of the processing;

2° the reasons justifying the processing of the personal data referred to in articles 6 to 8 of the
Law;

3° the reasons why the data mentioned in article 14 cannot be communicated to the data
subject or the disproportion of the effort to do so;
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4° the categories of persons whose personal data mentioned in articles 6 to 8 of the Law are
being processed;
5° the individuals or categories of individuals having access to the personal data;
6° the origin of the data.
Within forty-five days upon receipt of the notification, the Commission shall transmit a
recommendation to the controller or the intermediary organization, if necessary accompanied
by additional conditions to be respected when further processing the encoded personal data
referred to in articles 6 to 8 of the Law.
The term established in the second paragraph may be prolonged by forty-five days once. The
Commission shall inform the controller of the prolongation of the first term prior to the
expiration of that term.
If the Commission has not given a recommendation upon expiration of the terms referred to in
this article, the request shall be considered as accepted.
The Commission shall publish its recommendation in the register referred to in article 18 of the
Law.
Art 17. The controller must report any modification to the data he has transmitted to the
Commission pursuant to article 16 of the present decree.

Section III. — Processing non-encoded personal data
Art 18. Prior to the further processing of non-encoded personal data for historical, statistical or
scientific purposes, the controller of the further processing shall provide the data subject with
the following information:
1° the identity of the controller;
2° the categories of data being processed;
3° the origin of the data;
4° a precise description of the historical, statistical or scientific purposes of the processing;
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5° the recipients or categories of recipients of the data;

6° the existence of a right to access and to rectify one's personal data;

7° the existence of the duty to ask the data subject's consent prior to the processing of
non-encoded personal data for historical, statistical or scientific purposes.

Art 19. The data subject must give his explicit consent to the processing of non-encoded
personal data relating to him for historical, statistical or scientific purposes prior to the
processing.

Art 20. The controller of the further processing of non-encoded personal data for historical,
statistical or scientific purposes does not have to respect the duties imposed by articles 18 and
19 of the present decree:

1° if the further processing for historical, statistical or scientific purposes is restricted to
non-encoded personal data that have been made public as a result of steps deliberately taken
by the data subject or that are closely related to the public character of the data subject or of
the facts in which the data subject is or was involved;

or

2° if complying with these duties proves impossible or would require a disproportionate effort,
and the controller has followed the procedure established in article 21 of the present decree.
Art 21. Any controller of the further processing of non-encoded personal data for historical,
statistical or scientific purposes wishing to process the data without informing the data subject
in advance and asking the latter for his consent, shall complete the notification required for this
purpose under article 17 of the Law with the following information:

1° a precise description of the historical, statistical or scientific purposes of the processing;

2° the reasons why it is necessary to process non-encoded data;

3° the reasons why the data subject cannot be asked for an informed consent, or the
disproportion of the effort required to obtain such consent;

4° the categories of individuals whose non-encoded personal data are being processed;

5° the individuals or categories of individuals having access to the non-encoded data;
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6° the origin of the data.
Within a forty-five day term upon receipt of the notification, the Commission shall transmit a
recommendation to the controller of the further processing, if necessary accompanied by any
additional conditions to be respected when further processing the non-encoded data for
historical, statistical or scientific purposes.
The term established in the second paragraph may be prolonged by forty-five days once. The
Commission shall inform the controller of the further processing of the prolongation of the first
term prior to the expiration of that term.
If the Commission has not given a recommendation upon expiration of the terms referred to in
this article, the request shall be considered as accepted.
The Commission shall publish its recommendation in the register referred to in article 18 of the
Law.
Art 22, Any modification to the data the controller has transmitted to the Commission pursuant
to article 21 of the present decree must be reported to the latter.

Section IV. — Publication of the results of the processing
Art 23, The results of the processing for historical, statistical or scientific purposes must not be
published in a form allowing for the identification of the data subject unless:
1° the latter has given his explicit consent and the privacy of third parties is not violated, or
2° the publication of non-encoded data is restricted to data that have been made public as a
result of steps deliberately taken by the data subject or that are closely related to the public
character of the data subject or of the facts in which the data subject was or has been involved.

Section V. — Exception

Art 24, Chapter II of the present decree does not apply to the services and authorities referred
to in article 3, § 4 of the Law when further processing personal data for historical, statistical or
scientific purposes.
CHAPTER III. — Conditions for processing the personal data referred to in articles 6 to 8 of the
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Art 25. When processing the personal data referred to in articles 6 to 8 of the Law, the

controller must, moreover, take the following measures:

1° the categories of individuals having access to the personal data must be designated by the

controller or, as the case may be, by the processor, with a precise description of their function

with respect to the data processing operation in question;

2° the list of designated individuals must be kept at the disposal of the Commission by the

controller or, if such is the case, the processor;

3° the controller must ensure that the individuals designated respect the confidential nature of

the data in question under a contractual or statutory obligation or under an equivalent

contractual provision;

4° when informing the data subject under article 9 of the Law or in the notification referred to

in article 17, § 1 of the Law, the controller must mention the law or regulation authorizing the

processing of the personal data referred to in articles 6 to 8 of the Law.

Art 26. If processing the personal data referred to in articles 6 and 7 of the Law is only

authorized with the data subject's written consent, the controller must inform the latter of the

reasons for the processing and provide him with the list of the categories of individuals having

access to the personal data, in addition to the data that must be supplied by virtue of article 9.

Art 27. If processing the personal data referred to in articles 6 and 7 of the Law is only

authorized with the data subject's written consent, such processing shall be prohibited if the

controller is the data subject's current or potential employer or if the data subject is in a

dependent position with respect to the controller, preventing the former from giving his free

consent.

This prohibition shall be lifted when the processing is intended for the data subject to benefit

from.

CHAPTER 1V. — Conditions for exemption from the duty of information referred to in article 9, §
2 of the Law

Art 28. The controller of the further processing of personal data for historical, statistical or

scientific purposes processing encoded data only shall be exempt from the duty to inform the

data subject referred to in article 9, § 2 of the Law, provided that the conditions set forth in

Chapter II, Section II of the present decree have been met.

Art 29. Any administrative authority that has the explicit task of gathering and encoding

personal data by or under the law, and that is subject to specific measures laid down by or

under the law for
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the purpose of protecting privacy in this process, shall be exempt from the duty of information
referred to in article 9, § 2 of the Law if it acts as intermediary organization.
Art 30. Except for the case described in articles 28 and 29 of the present decree, any controller
invoking an exemption from the duty of information referred to in article 9, § 2 of the Law,
because informing the data subject proves impossible or would involve a disproportionate
effort, shall provide the aforementioned information at the time of his first contact with the data
subject.
If the controller referred to in the first paragraph discloses the personal data to a third party,
the information referred to in article 9, § 2 of the Law shall be provided by that third party at
the time of his first contact with the data subject.
Art 31. Any controller unable to inform the data subject because this proves impossible or
would involve a disproportionate effort, shall mention this in the notification he makes to the
Commission under article 17 of the Law.
The Commission shall publish the list of controllers in the public register described in article 18
of the Law and mention the reasons justifying the exemption.
CHAPTER V. — Exercise of the rights referred to in articles 10 and 12 of the Law

Art 32. Any individual proving his identity has the right to access the information mentioned in
article 10 under the conditions laid down by law, such by means of a signed and dated request
submitted on the spot, sent by post or sent using a means of telecommunication:

either to the controller or his representative in Belgium, or an individual authorized or
appointed by him;

either to the processor who shall transmit it to one of the aforementioned individuals if

necessary.

If the request is delivered on the spot, the individual receiving it shall immediately provide the
requester with a dated and signed receipt.

Art 33. Any request to prohibit the use of, to rectify or to delete personal data and any
objection based on article 12 of the Law shall be submitted following the same procedure and
to the individuals mentioned in article 32 of the present decree.
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Art 34, If personal data are collected from the data subject in writing, the controller shall use

the document he collects the data with to ask the former whether he wishes to exercise the

right to object provided for by article 12, § 1, third paragraph of the Law.

If the personal data are collected from the data subject otherwise than in writing, the controller

shall ask the former whether he wishes to exercise the right to object provided for by article 12,

§ 1, third paragraph of the Law. The data subject may do so on a document the controller

provides him with at the latest two months after the personal data were collected or using any

technical means making it possible to prove that he was offered the possibility to exercise the

aforementioned right.

Art 35. If the personal data are not collected from the data subject, any controller who is

subject to article 9, § 2, c) of the Law, shall ask the former in writing whether he wishes to

exercise the right to object provided for by article 12, § 1, third paragraph of the Law.
CHAPTER VI. — Exercise of the right referred to in article 13 of the Law

Art 36. This chapter shall establish the procedure for the submission of requests under article

13 of the Law.

Art 37. The data subject must submit the request to the Commission by means of a dated and

signed letter mentioning his surname, first name, date of birth, nationality and include a copy of

his identity card, passport or any equivalent document.

The request shall also mention the following information, provided that it is known to the

requester:

the name of the authority or service involved;

all relevant elements regarding the data under discussion, such as their nature, the

circumstances of or the reason for access to the data, as well as possible rectifications.

Art 38. If the Commission considers it useful to do so, it may ask the data subject for additional
information.

Art 39. If the data referred to in articles 37 and 38 of the present decree are not provided, the
request may be declared inadmissible.

Art 40. The request shall be inadmissible if it is submitted within a one-year term starting from
the date the Commission's previous answer regarding the same data and the same services
was sent.
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This term may be deviated from if the data subject lists reasons justifying such deviation in his
request.

Art 41, If the request is considered inadmissible, the data subject shall be informed of that fact
by letter.

This letter shall mention that the data subject may be heard upon request, such in the presence
of his counsellor if necessary.

Art 42, Inspection at the service involved shall be carried out by the Commission's President or
by one or more of its members designated by him.

The verifications of the processing operations of personal data referred to in article 3, § 5, 1° of
the Law shall be carried out by magistrates designated among the Commission members.

The President and the members performing the check may request the assistance of or be
represented by one or more members of the Commission's secretariat.

Art 43. During the inspection at the service concerned, the Commission shall carry out or order
any verification it sees fit.

During the check at the service concerned, referred to in article 3, § 5 of the Law, the
Commission may have data rectified or removed, or have data introduced that differ from those
processed by the service concerned. It may prohibit the disclosure of the data.

During the check at the service concerned, referred to in article 3, § 5 of the Law, the
Commission shall recommend such measures as it considers necessary. It shall motivate its
recommendations.

Art 44. After those verifications the service concerned shall inform the Commission of the
effect that has been given to them.

Art 45, The Commission shall reply to the data subject's request by letter within a three-month
term starting from the moment the information referred to in article 44 of the decree was
transmitted.

Art 46. If the data subject's request relates to a processing operation carried out by a police
service with a view to an identity check, the Commission shall communicate to the data subject
that the necessary verifications have been carried out.

If necessary, the Commission shall provide the data subject with all other information it sees fit
upon receipt of the opinion of the service concerned.
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CHPATER VII. — Notification of the automatic processing of personal data
Section I. — Fees to be paid to the Commission upon notification

Art 47. If the notification referred to in article 17 of the Law is made using the paper form
made available by the Commission for that purpose, the amount of the fee to be paid to the
Commission by the controller shall be established at 125 euros or 5042 francs for the
notification of all data provided to the Commission by the same controller at the same time.
Art 48. If notification is made using the magnetic information carrier made available by the
Commission for that purpose, the amount of the fee to be paid to the Commission shall be
established at 25 euros or 1008 francs for the notification of all data provided to the
Commission by the same controller at the same time.
Art 49. The amount of the fee to be paid to the Commission by the controller upon notification
at the same time of one or more madifications of the information in his original declaration,
shall be established at 20 euros or 807 francs.
Art 50. The controller shall pay the fees referred to in this section using the documents made
available by the Commission for that purpose.

Section II. — Categories of processing operations exempt from the duty of notification
Art 51. Except for §§ 4 and 8, the provisions of article 17 of the Law do not apply to the
processing of personal data relating exclusively to data that are necessary for the payroll
administration of individuals employed by or working for the controller, provided that the data
are only used for that payroll administration, that they are only disclosed to the recipients who
are entitled to them and that they are not stored any longer than necessary for the purposes of
the processing.

Art 52. Except for §§4 and 8, the provisions of article 17 of the Law do not apply to the
processing of personal data relating exclusively to data that are necessary for the personnel
administration of individuals employed by or working for the controller.

The processing must not involve personal data regarding the data subject's health, nor
sensitive or judicial data in the meaning of articles 6 and 8 of the Law, nor data aiming at an
assessment of the individual.

The personal data being processed must not be kept any longer than necessary for personnel
administration and may only be disclosed to third parties in the framework of the application of
a provision from a law or ordinance, or whenever necessary to achieve the objectives.
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Art 53. Except for §§ 4 and 8, the provisions of article 17 of the Law do not apply to the
processing of personal data relating only to keeping the controller's accounts, provided that the
data are only used for accounting purposes, that the processing only relates to individuals
whose data are necessary for those purposes and that the personal data are not kept any
longer than necessary for accounting purposes.

The data being processed may only be disclosed to third parties in the framework of the
application of a provision from a law or ordinance, or whenever necessary for accounting
purposes.

Art 54. Except for §§ 4 and 8, the provisions of article 17 of the law do not apply to the
processing of personal data relating only to associate and shareholder administration, provided
that the processing only relates to data needed for such administration, that the data only
relate to individuals whose data are needed for such administration, that the data are not
disclosed to third parties, except in the framework of the application of provision from a law or
ordinance, and that the personal data are not kept any longer than necessary for the purposes
of the processing.

Art 55. Except for §§ 4 and 8, the provisions of article 17 of the Law do not apply to the
processing of personal data relating only to the controller's customer or supplier management.
The processing may only relate to the controller's potential, existing and former customers or
suppliers.

The processing must not relate to personal data regarding the data subject's health, nor to
sensitive or judicial data in the meaning of articles 6 and 8 of the Law.

For customer administration no individuals must be registered during a data processing
operation on the basis of data provided by third parties.

The data must not be kept any longer than necessary for normal company management by the
controller and may only be disclosed to third parties in the framework of the application of a
provision from a law or ordinance, or for the purposes of normal company management.

Art 56. Except for §§ 4 and 8, the provisions of article 17 of the Law shall not apply to the
processing of personal data carried out by a foundation, an association any other non-profit
organization in the course of its normal activities.

The processing may only relate to member administration, to individuals the controller regularly
enters into contact with or to supporters of the foundation, association or organization.
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During the processing operations no individuals must be registered on the basis of data
provided by third parties. The personal data being processed must not be kept any longer than
necessary for member, contact or supporter administration and may only be disclosed to third
parties in the framework of the application of a provision from a law or ordinance.

Art 57. Except for §§ 4 and 8, the provisions of article 17 of the Law shall not apply to the
processing of identification data that is necessary for communication and that is carried out for
the sole purpose of contacting the data subject, provided that the data are not disclosed to
third parties and that they are not kept any longer than necessary for the purpose of the
processing.

The first paragraph of this article only relates to the processing of personal data that are not
referred to in another provision of the present decree.

Art 58. Except for §§ 4 and 8, the provisions of article 17 of the Law shall not apply to the
processing of personal data that only relate to visitor registration in the context of access
control, provided that the data are restricted to the visitor's name and professional address, the
identification of his employer, the identification of the visitor's vehicle, the name, department
and function of the individual being visited and the time of the visit.

The personal data may only be used for access control and must not be kept any longer than
necessary for that purpose.

Art. 59 Except for §§ 4 and 8, the provisions of article 17 of the Law shall not apply to the
processing of personal data carried out by education institutions with a view to the
management of the relationship with their pupils or students.

The processing may only relate to personal data of potential, current and former pupils or
students of the education institution concerned.

During the processing no individuals must be registered on the basis of data provided by third
parties. The personal data being processed may only be disclosed to third parties in the
framework of the application of a provision from a law or ordinance and must not be kept any
longer than necessary for managing the relationship with the pupil or student.

Art 60. Except for §§ 4 and 8, the provisions of article 17 of the Law shall not apply to the
processing of personal data carried out by municipalities pursuant to the Law of 19 July 1991
on population registers and identity cards and modifying the Law of 8 August 1983 establishing
a National Register of natural persons, pursuant to electoral legislation and to the legal
provisions concerning the registers of the registry office.
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Art 61. Except for §§ 4 and 8, the provisions of article 17 of the Law shall not apply to the
processing of personal data carried out by administrative authorities if the processing is subject
to specific regulations issued by or under the law that lay down how the data being processed
are accessed, used and obtained.
Art 62. Except for §§ 4 and 8, the provisions of article 17 of the Law shall not apply to the
processing of personal data carried out by the social security institutions referred to in articles 1
and 2, first paragraph, 2° of the Law of 15 January 1990 establishing and organizing the
Crossroads Bank of Social Security, which aim at the application of social security, provided that
these institutions meet the provisions of the aforementioned law and its implementing decrees
when processing the data.
The list referred to in article 46, first paragraph, 6°bis of the Law of 15 January 1990
establishing and organizing the Crossroads Bank of Social Security shall be kept at the disposal
of the Commission for the Protection of the Privacy by the Crossroads Bank, pursuant to the
conditions set out by mutual agreement between both parties.
On the basis of this list, the Commission for the Protection of the Privacy shall update the public
register of automatic processing referred to in article 18 of the Law.

CHAPTER VIII. — Public register of the automatic processing of personal data
Art 63. The public register of the automatic processing of personal data referred to in article 18
of the Law, hereinafter public register, may be accessed as follows:

direct access at a distance using a means of telecommunication;
direct access on the spot, in the offices designated for that purpose by the Commission;

indirect access by means of a request for an extract, submitted to the Commission.

Art 64. For direct access at a distance the Commission shall make a copy of the public register
available on a server that is accessible through the Internet.

Besides the mode of access described in the first paragraph, the Commission may suggest
other access possibilities.

Art 65. For direct access on the spot, the Commission shall make the necessary offices
available during normal office hours, as well as computer appliances equipped with appropriate
software, such for any individual presenting himself to the Commission in order to access the
public register.
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Art 66. Any individual may present himself to the Commission or submit a written request to it
in order to obtain an extract from the public register.
The oral or written request for an extract must include at least one of the following elements:
1° the identification number or the name of the processing operation(s) the extract relates to;
2° the complete or abbreviated name of the controller that is to be mentioned in the extract
requested;
3° in case of a written request sent by letter, the address to send the extract to.
Art 67. If the requested extract form the public register relates to more than ten processing
operations and several controllers or to over one hundred processing operations of the same
controller, the Commission may deliver a simplified extract mentioning the identification
number, the name and the purpose of every processing operation, as well as the identification
number, the name and the municipality with the postal code for every controller.
In the case described in the first paragraph, the Commission shall inform the requester of the
extract of his right to direct access of the public register as well as of the ways in which this
right may be exercised.
Art 68. Access to the public register shall be free of charge.
Art 69. No person can be obliged to disclose his reasons for accessing the public register to the
Commission, regardless of whether the access is direct or indirect.

CHAPTER IX. - Final provisions
Art 70. All provisions of the Law of 11 December 1998 shall enter into force on the first day of
the sixth month following the Law's month of publication in the Belgian Official Journal.
As of that day, all controllers of existing and future processing operations must comply with the
provisions of the Law of 11 December 1998.
Art 71. The natifications referred to in article 17, § 7 of the Law that were made before the
date this decree entered into effect, shall be considered in accordance with the provisions of
the Law and of the present decree.
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If the data included in the notification referred to in the first paragraph are modified, any
controller making a notification in the meaning of article 17, § 7 of the Law shall act in
accordance with the stipulations of the Law and of the present decree.

Art 72. The following Royal Decrees shall be cancelled:

1) Royal Decree no 1 establishing the date of entry into force of the provisions of the Law of 8
December 1992 on the protection of privacy in relation to the processing of personal data;

2) Royal Decree no 2 of 28 February 1993 establishing the terms within which the holder of a
file must comply with the proviions of the Law of 8 December 1992 on the protection of privacy
in relation to the processing of personal data, with regard to existing processing operations at

the time of entry into force;

3) Royal Decree of 12 August 1999 implementing article 11, 4° of the Law of 8 December 1992
on the protection of privacy in relation to the processing of personal data;

4) Royal Decree no 3 of 7 September 1993 designating the individuals to whom the request for
disclosure of personal data based on article 10 of the Law of 8 December 1992 on the
protection of privacy in relation to the processing of personal data is to be submitted;

5) Royal Decree no 4 of 7 September 1993 establishing the amount and the conditions for the
payment of a preliminary charge for the holder of the file when exercising the right to access
personal data pursuant to article 10 of the Law of 8 December 1992 on the protection of privacy
in relation to the processing of personal data;

6) Royal Decree no 5 of 7 September 1993 designating the individuals to whom the requests for
access deletion or prohibition of the use of person data based on article 12 of the Law of 8
December 1992 on the protection of privacy in relation to the processing of personal data is to
be submitted;

7) Royal Decree no 8 of 7 February 1995 establishing the purposes, criteria, conditions and of
authorized processing operations of the data referred to in article 8 of the Law of 8 December
1992 on the protection of privacy in relation to the processing of personal data, modified by
Royal Decree no 17 of 21 November 1996;

8) Royal decree no 9 of 7 February 1995 on granting exemptions of the application of article 9
of the Law of 8 December 1992 on the protection of privacy in relation to the processing of
personal data and establishing a procedure of collective information provision to the individuals
certain processing operations relate to, modified by Royal Decree no 15 of 12 March 1996;

9) Royal Decree no 12 of 7 March 1995 establishing the fees to be paid to the Commission for
the Protection of the Privacy upon notification of the processing operations performed on
personal data, modified by Royal Decree no 12bis of 12 March 1996;

17 18
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10) Royal Decree no 13 of 12 March 1996 on the conditional exemption from the duty of
notification for certain types of automatic processing operations of personal data implying no

apparent risk concerning privacy violation, modified by the Royal Decree of 18 April 1996;

11) Royal Decree no 14 of 22 May 1996 establishing the purposes, criteria and conditions for
authorized procession of the data referred to in article 6 of the Law of 8 December 1992 on the

protection of privacy in relation to the processing of personal data.

Art 73. The present decree shall enter into force on the first day of the sixth month
following the decree's month of publication in the Belgian Official Journal.
Art 74. Our Minister of Justice is in charge of implementing this decree.
Issued in Brussels, 13 February 2001.
ALBERT
Under Royal Authority:

The Minister of Justice,

M. VERWILGHEN
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Part |

General and common provisions

Section 1 Purpose and scope

(1) The purpose of this Act is to protect individuals against infringement of their
right

to privacy as the result of the handling of their personal data.

(2) This Act shall apply to the collection, processing and use of personal data
by

1. public bodies of the Federation,

2. public bodies of the Lander, where data protection is not covered by Land
legislation and where the Lander

a) execute federal law, or

b) act as judiciary bodies and administrative matters are not involved,

3. private bodies

that collect data for use in data processing systems, or use such systems to
process

or use data, or collect data in or from non-automated filing systems, or use
such

systems to process or use data, unless the data are collected, processed or
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used

solely for personal or domestic activities.

(3) Where other federal laws apply to personal data and their publication, they
shall

take precedence over the provisions of this Act. The obligation to abide by
legal

obligations of secrecy or professional or special official secrecy not based on
law

shall remain unaffected.

(4) The provisions of this Act shall take precedence over those of the
Administrative

Procedures Act where personal data are processed in ascertaining the facts.
(5) This Act shall not apply in so far as a controller located in another European
Union Member State or another state party to the Agreement on the European
Economic Area collects, processes or uses personal data inside the country,
except

where such collection, processing or use is carried out by a branch inside the
country. This Act shall apply in so far as a controller not located in a European
Union

Member State or other state party to the Agreement on the European
Economic Area

collects, processes or uses personal data inside the country. In so far as the
controller is to be named under this Act, information on representatives located
inside

the country shall also be furnished. Sentences 2 and 3 shall not apply where
data

storage media are used solely for the purpose of transit through the country.
Section

38 (1) first sentence shall remain unaffected.

Section 2 Public and private bodies

(1) “Public bodies of the Federation” shall mean the authorities, judiciary
bodies and

other public-law institutions of the Federation, of the direct federal
corporations,

institutions and foundations under public law as well as their associations
irrespective

of their legal forms. The successor companies created by law from the Special
Fund
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“Deutsche Bundespost” shall be considered public bodies as long as they have
an

exclusive right under the Postal Act.

(2) “Public bodies of the Lander” shall mean the authorities, judiciary bodies
and

other public-law institutions of a Land, of a municipality, an association of
Federal Data Protection Act (BDSG) As at 1 September 2009 with amendments 2010
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municipalities or other legal persons under public law subject to Land
supervision as

well as their associations irrespective of their legal forms.

(3) Private-law associations of public bodies of the Federation and the Lander
performing public administration tasks shall be considered public bodies of the
Federation irrespective of private shareholdings if

1. they operate in more than one Land, or

2. the Federation possesses the absolute majority of shares or votes.
Otherwise, they shall be regarded as public bodies of the Lander.

(4) “Private bodies” shall mean natural or legal persons, companies and other
private-law associations not covered by subsections 1 through 3. If a private
body

performs sovereign public administration tasks, it shall be a public body within
the

meaning of this Act.

Section 3 Further definitions

(1) “Personal data” shall mean any information concerning the personal or
material circumstances of an identified or identifiable natural person (“data
subject”).

(2) “Automated processing” shall mean the collection, processing or use of
personal data by means of data processing systems. A “non-automated filing
system”

shall mean any non-automated collection of personal data which is similarly
structured and which can be accessed and evaluated according to specific
characteristics.

(3) “Collection” shall mean the acquisition of data on the data subject.

(4) “Processing” shall mean the recording, alteration, transfer, blocking and
erasure of personal data. Specifically, irrespective of the procedures applied,
1. “recording” shall mean the entry, recording or preservation of personal data
on a storage medium so that they can be further processed or used,
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2. “alteration” shall mean the modification of the substance of recorded
personal

data,

3. “transfer” shall mean the disclosure of personal data recorded or obtained
by

data processing to a third party either

a) through transfer of the data to a third party, or

b) by the third party inspecting or retrieving data available for inspection or
retrieval,

4. “blocking” shall mean the identification of recorded personal data so as to
restrict their further processing or use,

5. “erasure” shall mean the deletion of recorded personal data.

(5) “Use” shall mean any utilization of personal data other than processing.
(6) “Rendering anonymous” shall mean the alteration of personal data so that
information concerning personal or material circumstances cannot be
attributed to an

identified or identifiable natural person or that such attribution would require a
disproportionate amount of time, expense and effort.
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(6a) “Aliasing” shall mean replacing the data subject’s name and other
identifying

features with another identifier in order to make it impossible or extremely
difficult to

identify the data subject.

(7) “Controller” shall mean any person or body which collects, processes or
uses

personal data on his, her or its own behalf, or which commissions others to do
the

same.

(8) ‘Recipient’ shall mean any person or body to whom or which data are
disclosed.

‘Third party’ shall mean any person or body other than the controller. Third
parties

shall not mean the data subject or persons or bodies collecting, processing or
using

personal data in Germany, in another European Union Member State or
another
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state party to the Agreement on the European Economic Area.

(9) ‘Special categories of personal data’ shall mean information on racial or
ethnic

origin, political opinions, religious or philosophical beliefs, trade-union
membership,

health or sex life.

(10) ‘Mobile personal storage and processing media’ shall mean data storage
media

1. which are issued to the data subject,

2. on which personal data can be processed automatically, in addition to the
storage function, by the issuing body or another body, and

3. which the data subject must use to influence such processing.

(11) ‘Employees’ shall mean

1. employees,

2. persons employed for the purpose of occupational training,

3. persons participating in measures to integrate them into the labour market
or

to clarify their ability or suitability for work (rehabilitation measures),

4. persons employed at certified workshops for persons with a disability,

5. persons employed under the Youth Volunteer Service Act,

6. persons comparable to employees due to their economic dependence,
including home-based workers and those of similar status,

7. applicants for employment and those whose employment has ended,

8. civil servants, federal judges, military personnel and persons in the
alternative civilian service.

Section 3a Data reduction and data economy

Personal data shall be collected, processed and used, and data processing
systems

shall be chosen and organized in accordance with the aim of collecting,
processing

and using as little personal data as possible. In particular, personal data shall
be

rendered anonymous or aliased as allowed by the purpose for which they are
collected and/or further processed, and as far as the effort required is not
disproportionate to the desired purpose of protection.
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Section 4 Lawfulness of data collection, processing and use
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(1) The collection, processing and use of personal data shall be lawful only if
permitted or ordered by this Act or other law, or if the data subject has provided
consent.

(2) Personal data shall be collected from the data subject. They may be
collected

without the data subject’s participation only if

1. allowed or required by law, or

2. a) the data must be collected from other persons or bodies due to the
nature of the administrative task to be performed or the commercial

purpose, or

b) collecting the data from the data subject would require disproportionate
effort

and there are no indications that overriding legitimate interests of the data
subject

would be adversely affected.

(3) If personal data are collected from the data subject, the controller shall
inform

him/her as to

1. the identity of the controller,

2. the purposes of collection, processing or use, and

3. the categories of recipients only where, given the circumstances of the
individual case, the data subject need not expect that his/her data will be
transferred to such recipients,

unless the data subject is already aware of this information. If personal data
are

collected from the data subject pursuant to a law requiring the provision of
such

information, or if providing this information is required for the granting of legal
benefits, the data subject shall be informed that providing this information is
required

or voluntary, as the case may be. The law and the consequences of refusing to
provide information shall be explained to the data subject as necessary in the
individual case.

Section 4a Consent

(1) Consent shall be effective only when based on the data subject’s free
decision.

Data subjects shall be informed of the purpose of collection, processing or use
and,
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as necessary in the individual case or on request, of the consequences of
withholding consent. Consent shall be given in writing unless special
circumstances

warrant any other form. If consent is to be given together with other written
declarations, it shall be made distinguishable in its appearance.

(2) In the field of scientific research, a special circumstance as referred to in
subsection 1 third sentence shall be deemed to exist if the defined purpose of
research would be seriously affected if consent were obtained in writing. In this
case,

the information referred to in subsection 1 second sentence and the reasons
the

defined purpose of research would be seriously affected shall be recorded in
writing.

(3) Where special categories of personal data (Section 3 (9)) are collected,
processed or used, the consent must also refer specifically to these data.
Federal Data Protection Act (BDSG) As at 1 September 2009 with amendments 2010
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Section 4b Transfer of personal data abroad and to supranational or
intergovernmental bodies

(1) The transfer of personal data to bodies

1. in other European Union Member States,

2. in other states parties to the Agreement on the European Economic Area, or
3. of the institutions of the European Communities

shall be subject to Section 15 (1), Section 16 (1) and Sections 28 through 30a
in

accordance with the laws and agreements applicable to such transfers, if data
are

transferred in connection with activities which fall fully or partly within the
scope of the

law of the European Communities.

(2) Subsection 1 shall apply accordingly to transfers of personal data to bodies
under

subsection 1, if data are transferred in connection with activities which do not
fall

within the scope of the law of the European Communities, and to transfers of
personal data to other bodies abroad or to supranational or intergovernmental
bodies. Personal data shall not be transferred if the data subject has a
legitimate
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interest in ruling out the possibility of transfer, especially if the bodies listed in
the first

sentence fail to ensure an adequate level of data protection. The second
sentence

shall not apply if transfer is necessary for a public body of the Federation to
carry out

its duties for compelling reasons of defence or to fulfil supranational or
intergovernmental obligations in the field of crisis management or conflict
prevention

or for humanitarian measures.

(3) The adequacy of the level of protection afforded shall be assessed in the
light

of all the circumstances surrounding a data transfer operation or set of data
transfer

operations; particular consideration shall be given to the nature of the data, the
purpose and duration of the proposed processing, the country of origin and
country of

final destination, the rules of law, both general and sectoral, applicable to the
recipient and the professional rules and security measures applicable to the
recipient.

(4) In the cases referred to in Section 16 (1) no. 2, the body transferring the
data

shall inform the data subject of the data transfer. This shall not apply if it can
be

assumed that the data subject will otherwise acquire this information, or if
informing

the data subject would endanger public safety or otherwise be detrimental to
the

Federation or a Land.

(5) The body transferring the data shall be responsible for ensuring the
lawfulness

of the transfer.

(6) The body to which the data are transferred shall be informed of the purpose
for which the data are being transferred.

Section 4c Derogations

(2) In connection with activities which fall fully or partly within the scope of the
law of

the European Communities, the transfer of personal data to bodies other than
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those

listed in Section 4b (1) shall be lawful, even if they do not ensure an adequate
level

of data protection, if

1. the data subject has given his/her consent,
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2. the transfer is necessary for the performance of a contract between the data
subject and the controller or the implementation of precontractual measures
taken in response to the data subject's request,

3. the transfer is necessary for the conclusion or performance of a contract
which has been or is to be concluded in the interest of the data subject
between the controller and a third party,

4. the transfer is necessary or legally required on important public interest
grounds, or for the establishment, exercise or defence of legal claims,

5. the transfer is necessary in order to protect the vital interests of the data
subject, or

6. the transfer is made from a register which is intended to provide information
to the public and which is open to consultation either by the public in general
or by any person who can demonstrate legitimate interest, to the extent that
the conditions laid down in law are fulfilled in the particular case.

The body to which the data are transferred shall be informed that the
transferred data

may be processed or used only for the purpose for which they are being
transferred.

(2) Without prejudice to subsection 1 first sentence, the competent supervisory
authority may authorize a transfer or a set of transfers of personal data to
bodies

other than those listed in Section 4b (1), where the controller adduces
adequate

safeguards with respect to the protection of privacy and exercise of the
corresponding rights; such safeguards may in particular result from contractual
clauses or binding corporate regulations. The Federal Commissioner for Data
Protection and Freedom of Information shall be responsible in the case of
postal and

telecommunications companies. Where public bodies are to transfer personal
data,

they shall undertake the examination referred to in the first sentence.
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(3) The Lander shall notify the Federation of decisions made in accordance
with

subsection 2 first sentence.

Section 4d Obligation to notify

(1) Before carrying out any automated processing operations, private
controllers shall

notify the competent supervisory authority, while federal controllers and
controllers of

postal and telecommunications companies shall notify the Federal
Commissioner for

Data Protection and Freedom of Information in accordance with Section 4e.
(2) The obligation to notify shall not apply if the controller has appointed a data
protection official.

(3) Further, the obligation to notify shall not apply if the controller collects,
processes

or uses personal data for its own persons and no more than nine employees
are

employed in collecting, processing or using personal data, and either the data
subject

has given his/her consent or the collection, processing or use is needed to
create,

carry out or terminate a legal obligation or a quasi-legal obligation with the data
subject.

(3) Further, the obligation to notify shall not apply if the controller collects,
processes

or uses personal data for its own persons and, as a rule, no more than nine
employees are permanently employed in collecting, processing or using
personal

data, and either the data subject has given his/her consent or the collection,
Federal Data Protection Act (BDSG) As at 1 September 2009 with amendments 2010

11

processing or use is needed to create, carry out or terminate a legal obligation
ora

guasi-legal obligation with the data subject.1

(4) Subsections 2 and 3 shall not apply in case of automated processing in
which the

controller commercially records personal data

1. for the purpose of transfer,
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2. for the purpose of transfer in anonymous form, or

3. the purposes of market or opinion research.

(5) Where automated processing operations present special risks to the rights
and

freedoms of data subjects, these operations shall be examined before the start
of

processing (prior checking). Such prior checks shall be carried out in particular
1. if special categories of personal data (Section 3 (9)) are to be processed, or
2. the processing of personal data is intended to assess the data subject’s
personality and his/her abilities, performance or behaviour,

unless a statutory obligation applies, the data subject’'s consent has been
given, or

the collection, processing or use is needed to create, carry out or terminate a
legal

obligation or quasi-legal obligation with the data subject.

(6) The data protection official shall be responsible for conducting prior checks.
The

data protection official shall carry out prior checks following receipt of the
overview in

accordance with Section 4g (2) first sentence. In case of doubt, the data
protection

official shall consult the supervisory authority or, in case of postal and
telecommunications companies, the Federal Commissioner for Data
Protection and

Freedom of Information.

Section 4e Contents of notification

Where automated processing operations are subject to the obligation to notify,
they

shall include the following information:

1. name or company of the controller,

2. owners, management boards, managing directors or other managers
appointed in accordance with the law or company regulations, and the
persons in charge of data processing,

3. the controller’s address,

4. the purposes of the data collection, processing or use,

5. a description of the category or categories of data subject and of the data or
categories of data relating to them,

6. the recipients or categories of recipient to whom the data might be
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disclosed,

7. standard data retention periods,

8. plans to transfer data to third countries,

9. a general description allowing a preliminary assessment to be made of the
appropriateness of the measures taken pursuant to Section 9 to ensure
security of processing.

11n force from 1 April 2010.
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Section 4d (1) and (4) shall apply accordingly to the amendment of information
provided under the first sentence and to the start and conclusion of the activity
subject to the obligation to notify.

Section 4f Data protection official

(1) Public and private bodies which process personal data by automated
means shall

appoint in writing a data protection official. Private bodies shall be obligated to
appoint a data protection official within one month of commencing their
activities. The

same shall apply where personal data are collected, processed or used by
other

means and, as a rule, at least 20 persons are employed for this purpose. The
first

and second sentences shall not apply to private bodies in which, as a rule, no
more

than nine persons are permanently employed in the automated processing of
personal data. One data protection official may be appointed for several areas
where

the structure of a public body so requires. Where private bodies carry out
automated

processing subject to prior checking, or commercially carry out automated
processing

of personal data for the purpose of transfer, transfer in anonymous form or for
purposes of market or opinion research, they shall appoint a data protection
official

irrespective of the number of persons employed in automated processing.

(2) Only persons with the specialized knowledge and reliability necessary to
carry out

their duties may be appointed to serve as data protection officials. The
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necessary
level of specialized knowledge is determined in particular by the extent of data
processing carried out by the controller and the protection required by the
personal

data collected or used by the controller. A person from outside the controller
may be

appointed data protection official; monitoring shall also extend to personal data
which

are subject to professional or special official secrecy, in particular tax secrecy
under

Section 30 of the German Fiscal Code. With the consent of their supervisory
authority, public bodies may appoint an employee from another public body as
their

data protection official.

(3) Data protection officials shall be directly subordinate to the head of the
public or

private body. They shall be free to use their specialized knowledge in the area
of

data protection. They may not be penalized for performing their duties. The
appointment of a data protection official may be revoked by applying Section
626 of

the Civil Code accordingly; in the case of private bodies, the appointment may
be

revoked also at the request of the supervisory authority. If a data protection
official is

to be appointed under subsection 1, then this employment may not be
terminated,

unless the controller has just cause to terminate without notice. After the data
protection official has been recalled, he or she may not be terminated for a
year

following the end of appointment, unless the controller has just cause to
terminate

without notice. The controller shall enable the data protection official to take
part in

advanced training measures and shall assume the expense of such measures
in

order for the data protection official to maintain the specialized knowledge to
perform
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his or her duties.

(4) Data protection officials shall be obligated to secrecy concerning the
identity of

data subjects and concerning circumstances enabling data subjects to be
identified,

unless they are released from this obligation by the data subject.
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(4a) Where in the course of their activities data protection officials become
aware of

data for which the head of a public or private body or a person employed by
such a

body has the right to refuse to give evidence, this right shall also apply to data
protection officials and their assistants. The person to whom the right to refuse
to

give evidence applies for professional reasons shall decide whether to
exercise this

right unless it is impossible to effect such a decision in the foreseeable future.
Where

the right of data protection officials to refuse to give evidence applies, their files
and

other documents shall not be subject to seizure.

(5) The public and private bodies shall support data protection officials in
performing

their duties and shall provide assistants, premises, furnishings, equipment and
other

resources as needed to perform these duties. Data subjects may contact the
data

protection official at any time.

Section 4g Duties of the data protection official

(1) The data protection official shall work to ensure compliance with this Act
and with

other data protection provisions. For this purpose, in case of doubt the data
protection official may consult the competent authority responsible for
monitoring the

controller’s data protection. The data protection official may make use of
advising as

referred to in Section 38 (1) second sentence. In particular, the data protection
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official

shall

1. monitor the proper use of data processing programs used to process
personal data; for this purpose, the data protection official shall be informed
in good time of projects for the automated processing of personal data,

2. take appropriate measures to familiarize persons employed in the
processing

of personal data with the provisions of this Act and other data protection
provisions, and with the various special requirements of data protection.

(2) The controller shall provide the data protection official with an overview of
the

information listed in Section 4e, first sentence, and a list of persons entitled to
access. The data protection official shall make the information referred to in
Section

4e first sentence nos. 1 through 8 available in an appropriate form to any
person on

request.

(2a) Where no obligation to appoint a data protection official applies at a
private

body, the head of the private body shall ensure that the duties referred to in
subsections 1 and 2 are performed by other means.

(3) Subsection 2 second sentence shall not apply to the authorities referred to
in

Section 6 (2) fourth sentence. Subsection 1 second sentence shall apply on
the

condition that the authority’s data protection official contacts the head of the
authority; any disagreements between the authority’s data protection official
and the

head of the authority shall be settled by the supreme federal authority.
Section 5 Confidentiality

Persons employed in data processing shall not collect, process or use
personal data

without authorization (confidentiality). Such persons, when employed by
private

bodies, shall be obligated when taking up their duties to maintain
confidentiality. The

obligation of confidentiality shall continue after their employment ends.
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Section 6 Inalienable rights of the data subject

Section 6 Rights of the data subject2

(1) The data subject’s right of access (Sections 19, 34) and to rectification,
erasure or

blocking (Sections 20, 35) may not be excluded or restricted by a legal
transaction.

(2) If the data subject’s data are recorded automatically in such a way that
more than

one body is authorized to record the data, and the data subject is unable to
determine which body recorded the data, the data subject may contact each of
these

bodies. Each body shall be obligated to forward the data subject’s request to
the

body which recorded the data. The data subject shall be informed that the
request

has been forwarded and to which body it was forwarded. If they record
personal data

in performing their legally mandated duties within the scope of the German
Fiscal

Code for purposes of monitoring and examination, the bodies listed in Section
19 (3).

the public prosecution authorities, the police and the public finance authorities
may

inform the Federal Commissioner for Data Protection and Freedom of
Information

instead of the data subject. In this case, the further procedure shall be based
on

Section 19 (6).

(3) Personal data concerning the data subject’s exercise of a right based on
this or

other data protection provisions may be used only to fulfil obligations of the
controller

arising from the exercise of this right.s

Section 6a Automated individual decisions

(1) Decisions which produce legal effects concerning the data subject or
significantly

affect him/her may not be based solely on automated processing of personal
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data

intended to evaluate certain personal aspects relating to him/her.

In particular, a decision not made by a natural person based on the evaluation
of

content shall constitute a decision based solely on automated processing.4
(2) This shall not apply if

1. the decision is taken in the course of entering into or performing a
contractual

relationship or other legal relationship, and the request lodged by the data
subject has been satisfied, or

2. there are suitable measures to safeguard the data subject’s legitimate
interests and the controller informs the data subject that a decision within the
meaning of subsection 1 has been taken. In particular, arrangements
allowing data subjects to assert their point of view shall constitute suitable
measures. The controller shall be obligated to review its decision.

2. there are suitable measures to safeguard the data subject’s legitimate
interests, the controller informs the data subject that a decision within the

2In force from 1 April 2010.

3In force from 1 April 2010.

41n force from 1 April 2010.
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meaning of subsection 1 has been taken, and upon request explains the
main reasons for this decision.s

(3) The data subject’s right of access under Sections 19 and 34 shall also
extend to

the logic involved in the automated processing of his or her personal data.
Section 6b Monitoring of publicly accessible areas with optic-electronic
devices

(1) Monitoring publicly accessible areas using optic-electronic devices (video
surveillance) shall be lawful only as far as necessary

1. for public bodies to perform their duties,

2. to exercise the right to determine who shall be allowed or denied access, or
3. to pursue legitimate interests for specifically defined purposes,

and there are no indications of overriding legitimate interests of the data
subject.

(2) Suitable measures shall be taken to make clear that the area is being
monitored
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and to identify the controller.

(3) Data collected under subsection 1 may be processed or used if necessary
to

achieve the intended purposes and if there are no indications of overriding
legitimate

interests of the data subject. These data may be processed or used for another
purpose only if necessary to prevent threats to state and public security or to
prosecute crimes.

(4) Where a specific person can be identified using data collected through
video

surveillance, the person shall be notified of processing or use in accordance
with

Sections 19a and 33.

(5) The data shall be erased as soon as they are no longer needed to achieve
the

purpose or if further storage would conflict with legitimate interests of the data
subject.

Section 6¢ Mobile storage and processing media for personal data

(1) A body which issues mobile storage and processing media for personal
data or

which applies to such media a procedure for the automated processing of
personal

data which runs wholly or partly on such media, or which alters or makes
available

such a procedure shall

1. inform the data subject of its identity and address,

2. explain to the data subject, in generally understandable terms, how the
medium works, including the type of personal data to be processed,

3. inform the data subject how to exercise his or her rights under Sections 19,
20, 34 and 35, and

4. inform the data subject what measures are to be taken in case the medium
is

lost or destroyed, if the data subject is not already aware of this.

(2) The body subject to the obligations in subsection 1 shall ensure that
devices or

facilities necessary for data subjects to exercise their right of access are
available in

sufficient quantity for use free of charge.
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(3) Communication operations which initiate data processing on the medium
must be

clearly apparent to the data subject.

Section 7 Compensation

If a controller harms a data subject through collection, processing or use of his
or her

personal data which is unlawful or improper under this Act or other data
protection

provisions, the controller or its supporting organization shall be obligated to
compensate the data subject for damage suffered. The obligation to provide
compensation shall be waived if the controller exercised due care in the case.
Section 8 Compensation in case of automated data processing by public
bodies

(1) If a public body harms a data subject through collection, processing or use
of his

or her personal data which is unlawful or improper under this Act or other data
protection provisions, the body’s supporting organization shall be obligated to
compensate the data subject for damage suffered irrespective of any fault.

(2) In case of a serious violation of privacy, the data subject shall receive
appropriate

financial compensation for non-financial damage suffered.

(3) Claims under subsections 1 and 2 shall be limited to a total of € 130,000. If
compensation exceeding the maximum of € 130,000 is to be paid to more than
one

person due to the same incident, the compensation paid to each person shall
be

reduced in proportion to the maximum amount.

(4) If, in the case of automated processing, more than one body is authorized
to

record data and the injured person is unable to determine which body recorded
his/her data, then each body shall be liable.

(5) Section 254 of the Civil Code shall apply to contributory negligence on the
part of

the data subject.

(6) The limitation provisions stipulated for tortious acts in the Civil Code shall
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apply

accordingly with regard to statutory limitation.

Section 9 Technical and organizational measures

Public and private bodies which collect, process or use personal data on their
own

behalf or on behalf of others shall take the necessary technical and
organizational

measures to ensure the implementation of the provisions of this Act, especially
the

requirements listed in the Annex to this Act. Measures shall be necessary only
if the

effort required is in reasonable proportion to the desired purpose of protection.
Section 9a Data protection audit

In order to improve data protection and data security, suppliers of data
processing

systems and programs, and bodies conducting data processing may have
independent and approved experts examine and evaluate their data protection
strategy and their technical facilities and may publish the results of this
examination.

The detailed requirements pertaining to examination and evaluation, the
procedure

and the selection and approval of experts shall be covered in a separate law.
Section 10 Automated retrieval procedures

(2) It shall be lawful to establish an automated procedure to retrieve personal
data as

long as this procedure is appropriate in view of the legitimate interests of data
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subjects and the tasks or commercial purposes of the bodies involved.
Provisions on

the lawfulness of individual retrieval shall remain unaffected.

(2) The bodies involved shall ensure that the lawfulness of the retrieval
procedure

can be monitored. For this purpose, they shall specify in writing:

1. the reason for and purpose of the retrieval procedure,

2. third parties to which data are transferred,

3. the type of data to be transferred,

4. technical and organizational measures required under Section 9.
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In the public sector, the supervisory authorities may specify this information as
necessary.

(3) In cases where the bodies referred to in Section 12 (1) are involved, the
Federal

Commissioner for Data Protection and Freedom of Information shall be
informed

when retrieval procedures are established and of the information specified
under

subsection 2. Establishing retrieval procedures in which the bodies referred to
in

Section 6 (2) and Section 19 (3) are involved shall be lawful only if the federal
or

Land ministry responsible for the recording body and the retrieving body has
given its

consent.

(4) The lawfulness of individual retrieval shall be the responsibility of the third
party to

which data are transferred. The recording body shall examine the lawfulness of
retrieval only if there is cause for such examination. The recording body shall
ensure

that the transfer of personal data can be ascertained and checked at least by
means

of suitable random sampling procedures. If an entire collection of personal
data is

retrieved or transferred (batch processing), it shall be sufficient to ensure that
the

lawfulness of retrieval or transfer of the entire collection can be ascertained
and

checked.

(5) Subsections 1 through 4 shall not apply to the retrieval of generally
accessible

data. Generally accessible data are those which anyone can use, with or
without

prior registration, permission or the payment of a fee.

Section 11 Collection, processing or use of personal data on behalf of
others

(1) If other bodies collect, process or use personal data on behalf of the
controller,
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the controller shall be responsible for compliance with the provisions of this Act
and

other data protection provisions. The rights referred to in Sections 6, 7 and 8
shall be

asserted with regard to the controller.

(2) The processor shall be chosen carefully, with special attention to the
suitability of

the technical and organizational measures applied by the processor. The work
to be

carried out by the processor shall be specified in writing, including in particular
the

following:

1. the subject and duration of the work to be carried out,

2. the extent, type and purpose of the intended collection, processing or use of
data, the type of data and category of data subjects,

3. the technical and organizational measures to be taken under Section 9,

4. the rectification, erasure and blocking of data,

5. the processor’s obligations under subsection 4, in particular monitoring,
Federal Data Protection Act (BDSG) As at 1 September 2009 with amendments 2010
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6. any right to issue subcontracts,

7. the controller’s rights to monitor and the processor’s corresponding
obligations to accept and cooperate,

8. violations by the processor or its employees of provisions to protect
personal

data or of the terms specified by the controller which are subject to the
obligation to notify,

9. the extent of the controller’s authority to issue instructions to the processor,
10. the return of data storage media and the erasure of data recorded by the
processor after the work has been carried out.

In case of public bodies, the work to be carried out may also be specified by
the

authority responsible for expert supervision. The controller shall verify
compliance

with the technical and organizational measures taken by the processor before
data

processing begins and regularly thereafter. The result shall be documented.
(3) The processor may collect, process or use the data only as instructed by
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the

controller. If the processor believes that an instruction by the controller violates
this

Act or other data protection provisions, the processor shall inform the controller
of

this immediately.

(4) For the processor, other than Sections 5, 9, 43 (1) no. 2, Sections 10 and
11 (2)

nos. 1 through 3 and (3), and Section 44, only the provisions on data
protection

monitoring or supervision shall apply, namely for

1. a) public bodies,

b) private bodies, when the majority of shares or votes is publicly owned

and the controller is a public body,

Sections 18, 24 through 26 or the corresponding provisions of the data
protection laws of the Lander,

2. other private bodies, where they collect, process or use personal data on
behalf of others for commercial purposes as service providers, Sections 4f,
4g and 38.

(5) Subsections 1 through 4 shall apply accordingly if other bodies carry out
the

inspection or maintenance of automated procedures or data processing
systems and

the possibility of access to personal data during such inspection and
maintenance

cannot be ruled out.

Part Il

Data processing by public bodies

Chapter 1

Legal basis for data processing

Section 12 Scope

(1) The provisions of this Part shall apply to public bodies of the Federation
where

they are not engaged in competition as commercial enterprises under public
law.
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(2) Where data protection is not governed by Land law, Sections 12 through 16
and

Sections 19 and 20 shall also apply to the public bodies of the Lander, where
they

1. execute federal law and are not engaged in competition as commercial
enterprises under public law, or

2. act as judiciary bodies and administrative matters are not involved.

(3) Section 23 (4) shall apply accordingly to data protection officials at Land
level.

(4) If personal data are collected, processed or used for the purpose of past,
current

or future employment contracts, Section 28 (2) no. 2 and Sections 32 through
35

shall apply in the place of Sections 13 through 16 and Sections 19 and 20.
Section 13 Data collection

(1) Collecting personal data shall be lawful when the knowledge of such data is
necessary for the controller to perform its tasks.

(1 a) If personal data are collected from a private body rather than from the
data subject, this body shall be informed of the legal provision requiring the
supply of information or that such supply is voluntary.

(2) Collecting special categories of personal data (Section 3 (9)) shall be lawful
only where

1. allowed by law or urgently required for reasons of important public interest,
2. the data subject has given his consent in accordance with Section 4a (3),
3. necessary to protect the vital interests of the data subject or of another
person where the data subject is physically or legally incapable of giving his
consent,

4. data are involved which the data subject has manifestly made public,

5. necessary to prevent a significant threat to the public security,

6. urgently required to prevent significant disadvantages to the common good
or to preserve significant concerns of the common good,

7. required for the purposes of preventive medicine, medical diagnosis, the
provision of care or treatment or the management of health-care services,
and where these data are processed by health professionals or other
persons subject to the obligation of professional secrecy,

8. necessary for the purposes of scientific research, where the scientific
interestin carrying out the research project significantly outweighs the data
subject’s interest in ruling out the possibility of collection and the purpose of
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the research cannot be achieved in any other way or would require a
disproportionate effort, or

9. required for compelling reasons of defence or to fulfil supranational or
intergovernmental obligations of a public body of the Federation in the field of
crisis management or conflict prevention or for humanitarian measures.
Section 14 Recording, alteration and use of data

(1) The recording, alteration or use of personal data shall be lawful when
required to

carry out the tasks for which the controller is responsible and for the purpose
for
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which the data were collected. If no prior collection took place, the data may be
altered or used only for the purpose for which they were recorded.

(2) Recording, alteration or use for other purposes shall be lawful only if

1. allowed or required by law,

2. the data subject has given his consent,

3. this is clearly in the interest of the data subject and there is no reason to
assume that the data subject would refuse to give his consent if he knew of
such other purpose,

4. information supplied by the data subject must be checked because there is
reason to believe this information is incorrect,

5. the data are generally accessible or the controller would be allowed to
publish them, unless the data subject has a clear and overriding legitimate
interest in ruling out the possibility of a change of purpose,

6. required to prevent significant disadvantages to the common good or a
threat

to public security or to preserve significant concerns of the common good,

7. required to prosecute criminal or administrative offences, to enforce
sentences or measures within the meaning of Section 11 (1) no. 8 of the
Criminal Code or of reformatory or disciplinary measures within the meaning
of the Youth Courts Act or to enforce decisions on fines,

8. required to prevent a serious infringement of the rights of another person, or
9. necessary for the purposes of scientific research, where the scientific
interest

in carrying out the research project significantly outweighs the data subject’s
interest in ruling out the possibility of collection and the purpose of the
research cannot be achieved in any other way or would require a
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disproportionate effort.

(3) Processing or use for the purpose of exercising supervisory and monitoring
authority, of auditing or conducting organizational studies for the controller
shall not

constitute processing or use for other purposes. This shall also apply to
processing

or use for training or examination purposes by the controller, unless the data
subject

has overriding legitimate interests.

(4) Personal data recorded exclusively for purposes of monitoring data
protection,

safeguarding data or ensuring proper operation of a data processing system
may

only be used for these purposes.

(5) Recording, altering or using special categories of personal data (Section 3
(9)) for

other purposes shall be lawful only if

1. the conditions are met which would allow collection under Section 13 (2)
nos.

1 through 6 or 9, or

2. necessary for the purposes of scientific research, where the public interest
in

carrying out the research project significantly outweighs the data subject’s
interest in ruling out the possibility of collection and the purpose of the
research cannot be achieved in any other way or would require a
disproportionate effort.
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In weighing the public interest under the first sentence, no. 2, special attention
shall

be paid to the scientific interest in the research project.

(6) Recording, altering or using special categories of personal data (Section 3
(9)) for

the purposes referred to in Section 13 (2) no. 7 shall be subject to the
obligation of

secrecy which applies to the persons referred to in Section 13 (2) no. 7.
Section 15 Transfer of data to public bodies

(1) Transfer of personal data to public bodies shall be lawful if
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1. required to carry out the tasks for which the body transferring the data or the
third party to which the data are transferred is responsible, and

2. the conditions are met which would allow use under Section 14.

(2) The body transferring the data shall be responsible for ensuring the
lawfulness of

the transfer. If the data are transferred at the request of the third party to which
the

data are transferred, the third party shall be responsible. In this case, the body
transferring the data shall examine only whether the request for transfer lies
within

the remit of the third party to which the data are transferred, unless there is
special

reason to examine the lawfulness of transfer. Section 10 (4) shall remain
unaffected.

(3) The third party to which the data are transferred may process or use these
data

for the purpose for which they were transferred. Processing or use for other
purposes

shall be lawful only under the conditions of Section 14 (2).

(4) Subsections 1 through 3 shall apply accordingly to the transfer of personal
data to

religious associations under public law, if it is ensured that these religious
associations take sufficient data protection measures.

(5) If personal data which may be transferred under subsection 1 are linked to
other

personal data of the data subject or a third party in such a way that they cannot
be

separated without a disproportionate effort, then it shall be lawful to transfer
also

these data, unless the data subject or a third party clearly has an overriding
legitimate interest in keeping them secret; use of these data shall not be lawful.
(6) Subsection 5 shall apply accordingly if personal data are transferred within
the

same public body.

Section 16 Transfer of data to private bodies

(1) Transfer of personal data to private bodies shall be lawful if

1. required to carry out the tasks for which the transferring party is responsible
and the conditions are met which would allow use under Section 14, or
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2. the third party to which the data are transferred provides credible evidence
of

its legitimate interest in knowledge of the data to be transferred and the data
subject has no legitimate interest in ruling out the possibility of transfer. By
way of derogation from the first sentence no. 2, the transfer of special
categories of personal data (Section 3 (9)) shall be lawful only if the
conditions are met which would allow use under Section 14 (5) and (6) or as
far as necessary for the establishment, exercise or defence of legal claims.

(2) The body transferring the data shall be responsible for ensuring the
lawfulness of

the transfer.
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(3) In the cases referred to in subsection 1 no. 2, the body transferring the data
shall

inform the data subject of the transfer of his/her data. This shall not apply if it
can be

assumed that the data subject will otherwise acquire this information, or if
informing

the data subject would endanger public safety or otherwise be detrimental to
the

Federation or a Land.

(4) The third party to which the data are transferred may process or use these
data

only for the purpose for which they were transferred. The transferring body
shall point

this out to the third party. Processing or use for other purposes shall be lawful if
transfer would be lawful under subsection 1 and the transferring body has
consented.

Section 17 (deleted)

Section 18 Implementation of data protection in the federal
administration

(1) The supreme federal authorities, the president of the Federal Railway
Property

Agency, and the direct federal corporations, institutions and foundations under
public

law subject only to legal supervision by the Federal Government or a supreme
federal authority shall ensure that this Act and other data protection provisions
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are
implemented within their area of responsibility. The same shall apply to the
boards of

directors of the successor companies created by law from the Special Fund
“Deutsche Bundespost” as long as they have an exclusive right under the
Postal Act.

(2) The public bodies shall keep a register of the data processing systems
used. For

their automated processing, they shall record in writing the information under
Section

4e and the legal basis for processing. This requirement may be waived in the
case of

automated processing for administrative purposes which does not restrict the
data

subject’s right of access under Section 19 (3) or (4). The written records may
be

combined for automated processing conducted more than once in the same or
similar manner.

Chapter 2

Rights of the data subject

Section 19 Access to data

(1) Upon request, data subjects shall be given information on

1. recorded data relating to them, including information relating to the source of
the data,

2. the recipients or categories of recipients to which the data are transferred,
and

3. the purpose of recording the data.

The request should specify the type of personal data on which information is to
be

given. If the personal data are recorded neither in automated form nor in
nonautomated

filing systems, this information shall be provided only if the data subject
provides information enabling the data to be located and if the effort required is
not

disproportionate to the data subject’s interest in the information. The controller
shall

exercise due discretion in determining the procedure for providing such
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information

and in particular the form in which it is provided.
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(2) Subsection 1 shall not apply to personal data recorded only because they
may

not be erased due to legal, statutory or contractual provisions on retention, or
only for

purposes of monitoring data protection or safeguarding data, and providing
information would require a disproportionate effort.

(3) If the provision of information relates to the transfer of personal data to
authorities

for the protection of the constitution, to the Federal Intelligence Service, the
Military

Counterintelligence Service and, as far as the security of the Federation is
concerned, other agencies of the Federal Ministry of Defence, such provision
shall be

lawful only with the consent of these bodies.

(4) Information shall not be provided if

1. the information would endanger the orderly performance of tasks for which
the controller is responsible,

2. the information would threaten the public security or order or otherwise be
detrimental to the Federation or a Land, or

3. the data or the fact of their recording, in particular due to the overriding
legitimate interests of a third party, must be kept secret by law or due to the
nature of the data,

and therefore the data subject’s interest in obtaining information shall not take
precedence.

(5) No reasons must be given for refusing to provide information if stating the
actual

and legal grounds for refusal would threaten the purpose of refusing to provide
information. In this case, data subjects shall be informed of the possibility to
contact

the Federal Commissioner for Data Protection and Freedom of Information.
(6) If no information is provided to the data subject, at the data subject’s
request this

information shall be supplied to the Federal Commissioner for Data Protection
and
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Freedom of Information unless the relevant supreme federal authority finds in
the

individual case that doing so would endanger the security of the Federation or
a

Land. The information provided by the Federal Commissioner to the data
subject

may not provide any indication of the knowledge available to the controller
without its

consent.

(7) Information shall be provided free of charge.

Section 19a Notification

(1) If data are collected without the data subject’s knowledge, he or she shall
be

notified of such recording, the identity of the controller and the purposes of
collection,

processing or use. The data subject shall also be notified of recipients or
categories

of recipients except where he or she must expect transfer to such recipients. If
a

transfer is planned, notification shall be provided no later than the first transfer.
(2) Notification shall not be required if

1. the data subject already has this information,

2. notifying the data subject would involve a disproportionate effort, or

3. recording or transfer of personal data is expressly laid down by law.

The controller shall stipulate in writing the conditions under which notification
shall

not be provided in accordance with no. 2 or 3.
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(3) Section 19 (2) through (4) shall apply accordingly.

Section 20 Rectification, erasure and blocking of data; right to object

(1) Personal data shall be rectified if they are inaccurate. If personal data
neither

processed in automated form nor recorded in non-automated filing systems
are found

to be inaccurate, or if the data subject disputes their accuracy, this shall be
documented in an appropriate manner.

(2) Personal data processed in automated form or recorded in non-automated
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filing

systems shall be erased if

1. unlawfully recorded, or

2. the controller no longer needs them to carry out the tasks for which it is
responsible.

(3) Instead of being erased, data shall be blocked if

1. erasure would violate retention periods set by law, statute or contract,

2. there is reason to believe that erasure would adversely affect legitimate
interests of the data subject, or

3. erasure would be impossible or would involve a disproportionate effort due
to

the special category of recording.

(4) Further, personal data processed in automated form or recorded in
nonautomated

filing systems shall be blocked if the data subject disputes their accuracy

and their accuracy or inaccuracy cannot be verified.

(5) Personal data may not be collected, processed or used for processing in
automated form or in non-automated filing systems if the data subject lodges
an

objection with the controller and examination indicates that legitimate interests
of the

data subject due to his particular personal situation override the interest of the
controller in such collection, processing or use. The first sentence shall not
apply if

collection, processing or use is required by law.

(6) Personal data which are neither processed in automated form nor recorded
in

non-automated filing systems shall be blocked if the authority finds in the
particular

case that, in the absence of blocking, legitimate interests of the data subject
would

be adversely affected and the data are no longer needed for the authority to
carry out

its tasks.

(7) Blocked data may be transferred or used without the data subject’s consent
only if

1. it is vital for scientific purposes, to supply necessary evidence, or for other
reasons in the overriding interest of the controller or a third party, and
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2. the transfer or use of the data for this purpose would be allowed if the data
were not blocked.

(8) The bodies to which these data were transferred for recording shall be
informed

of the rectification of inaccurate data, the blocking of disputed data and
erasure or

blocking due to unlawful recording, if this does not involve a disproportionate
effort

and does not conflict with legitimate interests of the data subject.

(9) Section 2 (1) through (6), (8) and (9) of the Federal Archives Act shall be
applied

accordingly.
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Section 21 Appeals to the Federal Commissioner for Data Protection and
Freedom of Information

Anyone who believes his or her rights have been infringed through the
collection,

processing or use of his or her personal data by public bodies of the
Federation may

appeal to the Federal Commissioner for Data Protection and Freedom of
Information.

This shall apply to the collection, processing or use of personal data by federal
courts

only where they are active in administrative matters.

Chapter 3

Federal Commissioner for Data Protection and Freedom of Information
Section 22 Election of the Federal Commissioner for Data Protection and
Freedom of Information

(1) At the proposal of the Federal Government, the German Bundestag shall
elect the

Federal Commissioner for Data Protection and Freedom of Information with
more

than half of the statutory number of its members. The Federal Commissioner
must be

at least 35 years old at the time of election. The person elected shall be
appointed by
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the Federal President.

(2) The Federal Commissioner shall swear the following oath before the
Federal

Minister of the Interior:

“I swear to do everything in my power to further the good and the benefit of the
German people, to protect them from harm and to defend the Basic Law and
the laws of the Federation, to perform my duties conscientiously and to
exercise

justice in all my dealings, so help me God.”

The reference to God may be omitted from the oath.

(3) The Federal Commissioner’s term of office shall be five years. It may be
renewed

once.

(4) The Federal Commissioner shall, in accordance with this Act, have official
federal

status under public law. He or she shall be independent in the performance of
his or

her duties and subject only to the law. He or she shall be subject to the legal
supervision of the Federal Government.

(5) The Federal Commissioner shall be established at the Federal Ministry of
the

Interior. He or she shall be subject to the administrative supervision of the
Federal

Ministry of the Interior. The Federal Commissioner shall be provided with the
staff

and material resources necessary to carry out his or her tasks; these
resources shall

be shown in a separate chapter of the budget of the Federal Minister of the
Interior.

The posts shall be filled in agreement with the Federal Commissioner. Staff
members

who do not agree to the intended measure may be transferred, seconded or
reassigned only in agreement with the Federal Commissioner.

(6) If the Federal Commissioner is temporarily prevented from performing his
or her

duties, the Federal Minister of the Interior may appoint a deputy to perform
these

duties. The Federal Commissioner shall be consulted on the appointment.
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Section 23 Legal status of the Federal Commissioner for Data Protection
and

Freedom of Information

(1) The mandate of the Federal Commissioner for Data Protection and
Freedom of

Information shall commence on delivery of the certificate of appointment. It
shall end

1. on expiry of the term of office,

2. on dismissal.

The Federal President shall dismiss the Federal Commissioner at the latter’s
request

or at the suggestion of the Federal Government where there are grounds
which

would justify dismissal from service in the case of a judge with life tenure. In
the

event that the appointment is ended, the Federal Commissioner shall be given
a

document signed by the Federal President. Dismissal shall be effective on
delivery of

this document. At the request of the Federal Minister of the Interior, the
Federal

Commissioner shall be obligated to continue his or her work until a successor
has

been appointed.

(2) The Federal Commissioner shall not hold any other paid office or pursue
any

commercial activity or occupation in addition to his or her official duties and
shall not

belong to the management or supervisory board of a profit-oriented enterprise,
nor to

a government or legislative body of the Federation or a Land. The Federal
Commissioner may not deliver extra-judicial opinions in exchange for payment.
(3) The Federal Commissioner shall inform the Federal Ministry of the Interior
of any

gifts received in connection with his or her office. The Federal Ministry of the
Interior
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shall decide how such gifts shall be used.

(4) The Federal Commissioner shall have the right to refuse to give testimony
concerning persons who have confided in him/her in his/her capacity as
Federal

Commissioner and concerning the information confided. This shall also apply
to the

staff of the Federal Commissioner, on the condition that the Federal
Commissioner

decides on the exercise of this right. Within the scope of the Federal
Commissioner’s

right of refusal to give testimony, he or she may not be required to submit or
surrender files or other documents.

(5) Even after his or her appointment has ended, the Federal Commissioner
shall be

obligated to secrecy concerning matters of which he/she is aware by reason of
his/her duties. This shall not apply to official communications or to matters
which are

common knowledge or which by their nature do not require confidentiality.
Even after

leaving office, the Federal Commissioner may not testify in or outside court or
make

statements concerning such matters without the permission of the Federal
Ministry of

the Interior. This shall not affect the legal obligation to report crimes and to
uphold

the free and democratic order wherever it is threatened. Sections 93, 97, 105
),

Section 111 (5) in conjunction with Section 105 (1) and Section 116 (1) of the
German Fiscal Code shall not apply to the Federal Commissioner and his or
her

staff. The fifth sentence shall not apply where the financial authorities require
such

knowledge in order to conduct legal proceedings due to a tax offence and
related tax

proceedings, in the prosecution of which there is compelling public interest, or
where

the person required to provide information or persons acting on his/her behalf
have
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intentionally provided false information. If the Federal Commissioner
determines that

data protection provisions have been violated, he or she shall be authorized to
report

the violation and inform the data subject accordingly.
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(6) Permission to testify as a withess may be refused only if the testimony
would be

detrimental to the welfare of the Federation or a Land, or would seriously
endanger

or significantly interfere with the execution of public duties. Permission to
provide a

report may be refused if providing a report would be detrimental to official
interests.

Section 28 of the Act on the Federal Constitutional Court shall remain
unaffected.

(7) From the start of the calendar month in which the Federal Commissioner’s
appointment commences until the end of the calendar month in which his/her
appointment ends, or, in the case of subsection 1 sixth sentence, until the end
of the

month in which he/she ceases his/her work, the Federal Commissioner shall
be paid

at the level of a federal civil servant in pay grade B 9. The Federal Travel
Expenses

Act and the Federal Relocation Expenses Act shall apply accordingly. In all
other

respects, Section 12 (6), Sections 13 through 20 and 21a (5) of the Act on
Federal

Ministers shall apply, except that the four-year term of office stipulated in
Section 15

(1) of the Act on Federal Ministers shall be replaced by a five-year term and
pay

grade B 11 stipulated in Section 21a (5) of the Act on Federal Ministers shall
be

replaced by pay grade B 9. By way of derogation from the third sentence in
conjunction with Sections 15 through 17 and 21a (5) of the Act on Federal
Ministers,
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the Federal Commissioner’s pension shall be calculated, counting his or her
term as

Federal Commissioner as a pensionable period of service, on the basis of the
Federal Act Governing Civil Servants' Pensions and Allowances, if this is more
favourable and if, before his or election as Federal Commissioner, he or she
was a

civil servant or judge in at least the last position to be held before reaching pay
grade

B 9.

(8) Subsection 5, fifth through seventh sentences shall apply accordingly to the
public

bodies responsible for monitoring compliance with data protection provisions in
the

Lander.

Section 24 Monitoring by the Federal Commissioner for Data Protection
and

Freedom of Information

(1) The Federal Commissioner for Data Protection and Freedom of Information
shall

monitor compliance by the public bodies of the Federation with the provisions
of this

Act and other data protection provisions.

(2) Monitoring by the Federal Commissioner shall also extend to

1. personal data obtained by public bodies of the Federation concerning the
contents of and specific circumstances relating to postal communications and
telecommunications, and

2. personal data subject to professional or special official secrecy, especially
tax

secrecy under Section 30 of the German Fiscal Code.

The fundamental right to privacy of correspondence, posts and
telecommunications

in Article 10 of the Basic Law shall be thus restricted. Personal data subject to
monitoring by the commission established under Section 15 of the Act to
Restrict the

Privacy of Correspondence, Posts and Telecommunications shall not be
subject to

monitoring by the Federal Commissioner unless the commission requests the
Federal Commissioner to monitor compliance with data protection provisions
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in

connection with specific procedures or in specific areas and to report solely to
the

commission. Personal data in files on background security checks shall not be
subject to monitoring by the Federal Commissioner if the data subject lodges
an
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objection with the Federal Commissioner concerning the monitoring of data
relating

to the data subject in the particular case.

(3) The federal courts shall be subject to monitoring by the Federal
Commissioner

only where they are active in administrative matters.

(4) The public bodies of the Federation shall be obligated to assist the Federal
Commissioner and his or her assistants in performing their duties. In particular,
they

shall be given

1. information in reply to their questions, as well as the opportunity to inspect
all

documents and especially recorded data and data processing programs in
connection with monitoring under subsection 1,

2. access to all official premises at all times.

The authorities referred to in Section 6 (2) and Section 19 (3) shall provide
assistance only to the Federal Commissioner him- or herself and assistants
specially

designated by him or her in writing. The second sentence shall not apply to
these

authorities where the supreme federal authority finds in the particular case that
the

information or inspection would endanger the security of the Federation or a
Land.

(5) The Federal Commissioner shall inform the public body of the monitoring
results.

The Federal Commissioner may include recommendations for improving data
protection, especially for remedying problems found in the processing or use of
personal data. Section 25 shall remain unaffected.

(6) Subsection 2 shall apply accordingly to the public bodies responsible for
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monitoring compliance with data protection provisions in the Lander.
Section 25 Complaints lodged by the Federal Commissioner for Data
Protection and Freedom of Information

(1) If the Federal Commissioner for Data Protection and Freedom of
Information finds

violations of the provisions of this Act or other data protection provisions or
other

problems with the processing or use of personal data, he or she shall lodge a
complaint

1. in the case of the federal administration: with the competent supreme
federal

authority,

2. in the case of the Federal Railway Property Agency: with its president,

3. in the case of successor companies created by law from the Special Fund
“Deutsche Bundespost” as long as they have an exclusive right under the
Postal Act: with their boards of directors,

4. in the case of direct federal corporations, institutions and foundations under
public law as well as their associations: their boards of directors or other
bodies authorized to represent them,

and shall require them to respond within a period to be determined by the
Federal

Commissioner. In the cases of the first sentence no. 4, the Federal
Commissioner

shall inform the responsible supervisory authority at the same time.

(2) The Federal Commissioner may dispense with a complaint or a response
from

the body concerned, especially if the problems involved are insignificant or
have

been remedied in the meantime.
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(3) The response should also describe the measures taken as a result of the
Federal

Commissioner’s complaint. The bodies referred to in subsection 1, first
sentence no.

4 shall provide the competent supervisory authority a copy of their response to
the

Federal Commissioner at the same time.
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Section 26 Additional duties of the Federal Commissioner for Data
Protection

and Freedom of Information

(1) The Federal Commissioner for Data Protection and Freedom of Information
shall

submit an activity report to the German Bundestag every two years. The report
shall

inform the German Bundestag and the public about important developments in
the

field of data protection.

(2) At the request of the German Bundestag or the Federal Government, the
Federal

Commissioner shall draft expert opinions and provide reports. At the request of
the

German Bundestag, the Petitions Committee, the Bundestag’s Committee on
Internal

Affairs or the Federal Government, the Federal Commissioner shall also
investigate

data protection matters and incidents at public bodies of the Federation. The
Federal

Commissioner may consult the German Bundestag at any time.

(3) The Federal Commissioner may make recommendations to the Federal
Government and the federal bodies referred to in Section 12 (1) for improving
data

protection and may advise them in matters of data protection. The Federal
Commissioner shall inform the bodies referred to in Section 25 (1) nos. 1
through 4 if

the recommendation or advice does not concern them directly.

(4) The Federal Commissioner shall work to cooperate with the public bodies
responsible for monitoring compliance with data protection provisions in the
Lander

and with the supervisory authorities under Section 38. Section 38 (1) third and
fourth

sentences shall apply accordingly.

(4) The Federal Commissioner shall work to cooperate with the public bodies
responsible for monitoring compliance with data protection provisions in the
Lander

and with the supervisory authorities under Section 38. Section 38 (1) fourth

174



and fifth
sentences shall apply accordingly.s

Part Il

Data processing by private bodies and commercial enterprises under
public

law

Chapter 1

Legal basis for data processing

Section 27 Scope

(1) The provisions of this Part shall apply as far as personal data are
processed or

used by means of data processing systems or collected for that purpose, or
data are

processed or used in or from non-automated filing systems or collected for that
purpose by

6 In force from 1 April 2010.
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1. private bodies,

2. a) public bodies of the Federation, where they are engaged in competition
as commercial enterprises under public law,

b) public bodies of the Lander, where they are engaged in competition as
commercial enterprises under public law, execute federal law and data
protection is not governed by Land law.

This shall not apply where data are collected, processed or used solely for
personal

or domestic activities. In cases of no. 2 a, Sections 18, 21 and 24 through 26
shall

apply in place of Section 38.

(2) The provisions of this Part shall not apply to the processing and use of
personal

data outside of non-automated filing systems, as long as the personal data
have not

clearly been obtained from automated processing.

Section 28 Collection and recording of data for own commercial
purposes

(1) The collection, recording, alteration or transfer of personal data or their use
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means to pursue own commercial purposes shall be lawful

1. if necessary to create, perform or terminate a legal obligation or quasi-legal
obligation with the data subject,

2. as far as necessary to safeguard legitimate interests of the controller and
there is no reason to assume that the data subject has an overriding
legitimate interest in ruling out the possibility of processing or use, or

3. if the data are generally accessible or the controller would be allowed to
publish them, unless the data subject has a clear and overriding legitimate
interest in ruling out the possibility of processing or use.

When personal data are collected, the purposes for which the data are to be
processed or used shall be specifically defined.

(2) The transfer or use for another purpose shall be lawful

1. under the conditions given in subsection 1 first sentence no. 2 or no. 3,

2. where necessary

a) to safeguard legitimate interests of a third party, or

b) to prevent threats to state or public security or to prosecute crimes

and there is no reason to believe that the data subject has a legitimate
interest in ruling out the possibility of transfer or use, or

3. if necessary in the interest of a research institution for the purpose of
scientific research, where the scientific interest in carrying out the research
project significantly outweighs the data subject’s interest in ruling out the
possibility of collection, and the purpose of the research cannot be achieved
in any other way or would require a disproportionate effort.

(3) The processing or use of personal data for purposes of advertising or
trading in

addresses shall be lawful if the data subject has given his or her consent and,
if such

consent was not given in written form, the controller proceeds in accordance
with

subsection 3a. In addition, processing or use of personal data shall be lawful
where

the data consist of lists or other summaries of data from members of a
category of
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persons defined only in terms of the data subject’'s membership of this
category, his

176



or her occupation, name, title, academic degree(s), address and year of birth,
and

where processing or use is necessary

1. for purposes of advertising from the controller which collected the data,
except for information on membership of the category, from the data subject
under subsection 1 first sentence no. 1 or from publicly accessible sources
such as telephone or business directories,

2. for purposes of advertising in view of the data subject’s occupation and at
his

or her work address, or

3. for purposes of soliciting donations eligible for tax concessions under
Section

10b (1) and Section 34g of the Income Tax Act.

For purposes under the second sentence no. 1, the controller may record data
in

addition to the data referred to there. Summarized personal data under the
second

sentence may also be transferred for advertising purposes if the transfer is
recorded

in accordance with Section 34 (1a) first sentence; in this case, the
advertisement

must clearly identify the body which first collected the data. Regardless of
whether

the conditions of the second sentence are met, personal data may be used for
advertising third-party offers if the data subject can clearly identify from the
advertisement the controller responsible for using the data. Processing or use
as

referred to in the second through fourth sentences shall be lawful only where it
does

not conflict with legitimate interests of the data subject. Data transferred under
the

first, second and fourth sentences may be processed or used only for the
purpose for

which they were transferred.

(3a) If consent under Section 4a (1) third sentence is given in a form other than
writing, the controller shall provide the data subject with written confirmation of
the

substance of the consent unless consent was given in electronic form and the
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controller ensures that the declaration of consent is recorded and the data
subject

can access and revoke it at any time with future effect. If consent is to be given
together with other written declarations, it shall be made distinguishable in its
printing

and format.

(3b) The controller may not make the conclusion of a contract dependent on
the data

subject’s consent under subsection 3 first sentence, if access to equivalent
contractual benefits is impossible or unreasonable without providing consent.
Consent provided under such circumstances shall be invalid.

(4) If the data subject lodges an objection with the controller regarding the
processing

or use of his or her data for advertising purposes or market or opinion
research,

processing or use for these purposes shall be unlawful. In approaching the
data

subject for the purpose of advertising or market or opinion research, and in the
cases

of subsection 1 first sentence no. 1 also when creating a legal or quasi-legal
obligation, the data subject shall be informed of the identity of the controller
and of

the right to object under the first sentence; where the party approaching the
data

subject uses the data subject’s personal data recorded by a body unknown to
him or

her, the approaching party shall also ensure that the data subject may obtain
information about the source of the data. If the data subject lodges an
objection with

the third party to which the data were transferred in connection with purposes
under

subsection 3 as to the processing or use for purposes of advertising or market
or

opinion research, the third party shall block the data for these purposes. In the
cases
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of subsection 1 first sentence no. 1, the requirements as to the form of the
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objection

may not be stricter than for the creation of a legal or quasi-legal obligation.
(5) The third party to which the data are transferred may process or use these
data

only for the purpose for which they were transferred. Private bodies may
process or

use the data for other purposes only subject to the conditions of subsections 2
and 3,

and public bodies may process or use the data for other purposes only subject
to the

conditions of Section 14 (2). The transferring body shall point this out to the
third

party.

(6) The collection, processing and use of special categories of personal data
(Section

3 (9)) for own commercial purposes shall be lawful without the data subject’s
consent

in accordance with Section 4a (3) if

1. necessary to protect the vital interests of the data subject or of another
person where the data subject is physically or legally incapable of giving his
or her consent,

2. data are involved which the data subject has manifestly made public,

3. necessary to assert, exercise or defend legal claims and there is no reason
to assume that the data subject has an overriding legitimate interest in ruling
out the possibility of collection, processing or use, or

4. necessary for the purposes of scientific research, where the scientific
interest

in carrying out the research project significantly outweighs the data subject’s
interest in ruling out the possibility of collection, processing and use and the
purpose of the research cannot be achieved in any other way or would
require a disproportionate effort.

(7) The collection of special categories of personal data (Section 3 (9)) shall
further

be lawful when required for the purposes of preventive medicine, medical
diagnosis,

the provision of care or treatment or the management of health-care services,
and

where these data are processed by health professionals subject to the
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obligation of

professional secrecy or by other persons also subject to an equivalent
obligation of

secrecy. The processing and use of data for the purposes referred to in the
first

sentence shall be subject to the obligation of secrecy which applies to the
persons

referred to in the first sentence. The collection, processing or use of data
concerning

the health of persons for a purpose listed in the first sentence by members of a
profession other than those listed in Section 203 (1) and (3) of the Criminal
Code

which involves identifying, healing or relieving ilinesses, or producing or selling
aids

shall be lawful only subject to the same conditions authorizing a physician to
do so.

(8) Special categories of personal data (Section 3 (9)) may be transferred or
used for

other purposes only subject to the conditions of subsection 6 nos. 1 through 4
or of

subsection 7 first sentence. Transfer or use shall be lawful also if necessary to
prevent threats to state and public security or to prosecute serious crimes.

(9) Non-profit-seeking organizations with a political, philosophical, religious or
tradeunion

aim may collect, process or use special categories of personal data (Section 3
(9)) as needed for their activities. This shall apply only to the personal data of
their

members or to persons who have regular contact with them in connection with
their

purposes. Transferring these personal data to persons or bodies outside the
organization shall be lawful only subject to the conditions of Section 4a (3).
Subsection 2 no. 2 b shall apply accordingly.
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Section 28a Data transfer to rating agencies

(1) Transferring personal data concerning a claim to rating agencies shall be
lawful

only if the performance owed has not been rendered on time, the transfer is
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necessary to safeguard the legitimate interests of the controller or a third party
and

1. the claim has been established by a final decision or a decision declared
enforceable for the time being, or if an executory title has been issued under
Section 794 of the Code of Civil Procedures,

2. the claim has been established under Section 178 of the Insolvency Act and
has not been disputed by the debtor at the verification meeting,

3. the data subject has expressly acknowledged the claim,

4. a) the data subject received at least two written reminders after the due
date,

b) at least four weeks elapsed between the first reminder and the data
transfer,

c) the controller gave the data subject sufficient notice before transferring

the information, or at least informed the data subject of the impending
transfer in the first reminder, and

d) the data subject did not dispute the claim, or

5. the contractual relationship on which the claim is based can be terminated
without prior notice for payment in arrears and the controller has informed the
data subject of the impending transfer.

The first sentence shall apply accordingly if the controller itself uses the data
under

Section 29.

(2) For the future transfer under Section 29 (2), credit institutions may transfer
to

rating agencies personal data about the creation, orderly execution and
termination

of a contractual relationship concerning a bank transaction as referred to in
Section 1

(1) second sentence, no. 2, 8, or 9 of the Banking Act unless the data subject’s
legitimate interest in ruling out the possibility of transfer manifestly overrides
the

interest of the rating agency in knowledge of the data. The data subject shall
be

informed of this before the contract is concluded. The first sentence shall not
apply to

contracts concerning current accounts without overdraft protection. For the
future

transfer under Section 29 (2), the transfer of data concerning the behaviour of
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data

subjects which serve to create market transparency in the context of
pre-contractual

relationships of trust shall be unlawful, even with the data subject’s consent.
(3) Within one month of becoming aware of any subsequent alteration of facts
based

on a transfer conducted in accordance with subsection 1 or 2, the controller
shall

inform the rating agency of such alteration, as long as the rating agency still
has the

data originally transferred. The rating agency shall inform the body which
transferred

the data when it has erased the data originally transferred.7

7In force from 1 April 2010.
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Section 28b Scoring

For the purpose of deciding on the creation, execution or termination of a
contractual

relationship with the data subject, a probability value for certain future action
by the

data subject may be calculated or used if

1. the data used to calculate the probability value are demonstrably essential
for

calculating the probability of the action on the basis of a scientifically
recognized mathematic-statistical procedure,

2. if the probability value is calculated by a rating agency, the conditions for
transferring the data used under Section 29, and in all other cases the
conditions of lawful use of data under Section 28 are met,

3. the probability value is not calculated solely on the basis of address data,
4. if address data are used, the data subject shall be notified in advance of the
planned use of these data; this notification shall be documented.s

Section 29 Commercial data collection and recording for the purpose of
transfer

(1) Commercial collection, recording or alteration of personal data for the
purpose of

transfer, in particular for the purpose of advertising, the activities of rating
agencies or
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trade in addresses, shall be lawful if

1. there is no reason to believe that the data subject has a legitimate interest in
ruling out the possibility of collection, recording or alteration, or

2. the data can be acquired from generally accessible sources or the controller
would be allowed to publish them, unless the data subject has a clear and
overriding legitimate interest in ruling out the possibility of collection,

recording or alteration.

Section 28 (1) first sentence and subsections 3 through 3b shall apply.

(1) The commercial collection, recording, alteration or use of personal data for
the

purpose of transfer, in particular for the purpose of advertising, the activities of
rating

agencies or trade in addresses, shall be lawful if

1. there is no reason to believe that the data subject has a legitimate interest in
ruling out the possibility of collection, recording or alteration,

2. the data can be acquired from generally accessible sources or the controller
would be allowed to publish them, unless the data subject has a clear and
overriding legitimate interest in ruling out the possibility of collection,

recording or alteration, or

3. the conditions of Section 28a (1) or (2) are met; data as defined in Section
28a (2) fourth sentence may not be collected or recorded.

Section 28 (1) second sentence and subsections 3 through 3b shall apply.o

(2) Transfer for the purposes specified in subsection 1 shall be lawful if

s In force from 1 April 2010.

9In force from 1 April 2010.
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1. the third party to which the data are transferred has presented credible
evidence of legitimate interest in knowledge of the data, and

2. there is no reason to believe that the data subject has a legitimate interest in
ruling out the possibility of transfer.

Section 28 (3) through (3b) shall apply accordingly. In the case of transfer in
accordance with no. 1, the evidence of legitimate interest and the means of
presenting this evidence in a credible way shall be documented by the
transferring

body. In the case of transfer using automated retrieval, the third party to which
the

data are transferred shall be responsible for documentation.
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(2) Transfer for the purposes specified in subsection 1 shall be lawful if

1. the third party to which the data are transferred has presented credible
evidence of legitimate interest in knowledge of the data, and

2. there is no reason to believe that the data subject has a legitimate interest in
ruling out the possibility of transfer.

Section 28 (3) through (3b) shall apply accordingly. In the case of transfer in
accordance with the first sentence no. 1, the evidence of legitimate interest
and the

means of presenting this evidence in a credible way shall be documented by
the

transferring body. In the case of transfer using automated retrieval, the third
party to

which the data are transferred shall be responsible for documentation. The
transferring body shall take random samples in accordance with Section 10 (4)
third

sentence and in doing so also determine whether a legitimate interest exists in
the

particular case.10

(3) Personal data shall not be included in electronic or printed address,
telephone,

business or similar directories if it is clear from the electronic or printed
directory that

such inclusion is contrary to the data subject’s will. The recipient of the data
shall

ensure that identifiers from electronic or printed directories or registers are
retained

upon their inclusion in directories or registers.

(4) Section 28 (4) and (5) shall apply to the processing or use of the transferred
data.

(5) Section 28 (6) through (9) shall apply accordingly.

(6) Any body which for the purpose of transfer commercially collects, records
or

alters personal data which may be used to evaluate the creditworthiness of
consumers shall treat requests for information from lenders in other European
Union

Member States or other states party to the Agreement on the European
Economic

Area the same way it treats information requests from domestic lenders.11
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(7) Anyone who refuses to conclude a consumer loan contract or a contract
concerning financial assistance for payment with a consumer as the result of
information provided by a body as referred to in subsection 6 shall immediately
notify

the consumer of this refusal and the information received. Such notification
shall not

be made if it would endanger public security or order. Section 6a shall remain
unaffected.12

10 In force from 1 April 2010.

11 In force from 11 June 2010.

12 In force from 11 June 2010.
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Section 30 Commercial data collection and recording for the purpose of
transfer in anonymous form

(1) If personal data are commercially collected and recorded for the purpose of
transfer in anonymous form, those features enabling personal or material
circumstances to be attributed to an identified or identifiable natural person
shall be

recorded separately. These features may be combined with the information
only

where necessary for the purpose for which the data are recorded or for
scientific

purposes.

(2) The alteration of personal data shall be lawful if

1. there is no reason to believe that the data subject has a legitimate interest in
ruling out the possibility of alteration, or

2. the data can be acquired from generally accessible sources or the controller
would be allowed to publish them, unless the data subject has a clear and
overriding legitimate interest in ruling out the possibility of alteration.

(3) The personal data shall be erased if they were unlawfully recorded.

(4) Section 29 shall not apply.

(5) Section 28 (6) through (9) shall apply accordingly.

Section 30a Commercial data collection and recording for purposes of
market

or opinion research

(1) The commercial collection, processing or use of personal data for purposes
of
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market or opinion research shall be lawful if

1. there is no reason to believe that the data subject has a legitimate interest in
ruling out the possibility of collection, processing or use, or

2. the data can be acquired from generally accessible sources or the controller
would be allowed to publish them, and the data subject’s legitimate interest in
ruling out the possibility of collection, processing or use does not clearly
override the interest of the controller.

Special categories of personal data (Section 3 (9)) may be collected,
processed or

used only for a specific research project.

(2) Personal data collected or recorded for purposes of market or opinion
research

may be processed or used only for these purposes. Data which were not
acquired

from generally accessible sources and which the controller may not publish
may be

processed or used only for the research project for which they were collected.
They

may be processed or used for a different purpose only if they have been
rendered

anonymous in such a way that the identification of the data subject is no longer
possible.

(3) Personal data shall be rendered anonymous as soon as allowed by the
purpose

of the research project for which they were collected. Until then, the features
enabling

information concerning personal or material circumstances attributable to an
identified or identifiable person shall be kept separately. These features may
be

combined with the information only where necessary for the purpose of the
research

project.

(4) Section 29 shall not apply.
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(5) Section 28 (4) and (6) through (9) shall apply accordingly.

Section 31 Special restrictions on use

Personal data recorded exclusively for purposes of monitoring data protection,
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safeguarding data or ensuring proper operation of a data processing system
may

only be used for these purposes.

Section 32 Data collection, processing and use for employment-related
purposes

(1) An employee’s personal data may be collected, processed or used for
employment-related purposes where necessary for hiring decisions or, after
hiring,

for carrying out or terminating the employment contract. Employees’ personal
data

may be collected, processed or used to investigate crimes only if there is a
documented reason to believe the data subject has committed a crime while
employed, the collection, processing or use of such data is necessary to
investigate

the crime, and the employee does not have an overriding legitimate interest in
ruling

out the possibility of collection, processing or use, and in particular the type
and

extent are not disproportionate to the reason.

(2) Subsection 1 shall also apply when personal data are collected, processed
or

used without the help of automated processing systems, or are processed or
used in

or from a non-automated filing system or collected in such a filing system for
processing or use.

(3) The rights of participation of employee staff councils shall remain
unaffected.

Chapter 2

Rights of the data subject

Section 33 Notification of the data subject

(1) If personal data are recorded for own purposes for the first time without the
data

subject’s knowledge, the data subject shall be notified of such recording, the
type of

data, the purpose of collection, processing or use and the identity of the
controller. If

personal data are commercially recorded for the purpose of transfer without
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the data

subject’'s knowledge, the data subject shall be notified of their initial transfer
and of

the type of data transferred. In the cases covered by the first and second
sentences

above, the data subject shall also be notified of the categories of recipients,
where,

given the circumstances of the individual case, the data subject need not
expect that

his/her data will be transferred to such recipients.

(2) Notification shall not be required if

1. the data subject has become aware of the recording or transfer by other
means,

2. the data were recorded only because they may not be erased due to legal,
statutory or contractual provisions on retention, or only for purposes of
monitoring data protection or safeguarding data, and providing information
would require a disproportionate effort,

3. the data must be kept secret by law or due to the nature of the data, namely
due to the overriding legal interests of a third party,
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4. recording or transfer is expressly laid down by law,

5. recording or transfer is necessary for the purposes of scientific research and
notification would require a disproportionate effort,

6. the responsible public body has informed the controller that disclosure of the
data would threaten the public security or order or otherwise be detrimental
to the Federation or a Land, or

7. the data were recorded for own purposes and

a) were acquired from generally accessible sources and notification would
require a disproportionate effort due to the large number of cases
concerned, or

b) notification would seriously endanger the commercial purposes of the
controller, unless the interest in notification overrides this danger,

8. The data were commercially recorded for the purpose of transfer, and

a) were acquired from generally accessible sources, where they related to
the persons who published the data, or

b) the data are compiled in lists or otherwise summarized (Section 29 (2)
second sentence)

188



and notification would require a disproportionate effort due to the large
number of cases concerned,

9. data acquired from generally accessible sources recorded commercially for
the purpose of market or opinion research and notification would require a
disproportionate effort due to the large number of cases concerned.

The controller shall stipulate in writing the conditions under which notification
shall

not be provided in accordance with the first sentence, nos. 2 through 7.
Section 34 Access to data

(1) Data subjects may request information about

1. recorded data relating to them, including information relating to the source of
the data,

2. the recipients or categories of recipients to which the data are transferred,
and

3. the purpose of recording the data.

Data subjects should specify the type of personal data on which information is
to be

given. If the personal data are commercially recorded for the purpose of
transfer,

data subjects may request information about the source and recipients only if
there is

no overriding interest in protecting trade secrets. In this case, data subjects
shall be

given information about the source and recipients even if this information was
not

recorded.

(2) Data subjects may request information about their personal data from
bodies

which commercially record personal data for the purpose of providing
information

even when the data are not recorded in an automated processing system or a
nonautomated

filing system. Data subjects may request information about the source

and recipients only if there is no overriding interest in protecting trade secrets.
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(3) Information shall be provided in writing unless special circumstances
warrant any
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other form.

(4) There shall be no obligation to provide information if Section 33 (2) first
sentence

nos. 2, 3 and 5 through 7 do not require notifying the data subject.

(5) Information shall be provided free of charge. However, if personal data are
commercially recorded for the purpose of transfer, a fee may be charged if the
data

subject can use the information vis-a-vis third parties for commercial purposes.
The

fee shall not exceed the costs resulting directly from the provision of
information. No

fee may be charged in cases where special circumstances give reason to
believe

that the data are incorrectly or unlawfully recorded, or where the information
provided

indicates that the data shall be rectified or erased subject to Section 35 (2)
second

sentence no. 1.

(6) Where a fee is charged for providing information, data subjects shall have
the

option of personal access to the data and information concerning them within
the

framework of their right of access. Data subjects shall be informed of this
option in an

appropriate form.

Section 34 Access to data

(1) The controller shall provide information to data subjects at their request
concerning

1. recorded data relating to them, including information relating to the source of
the data,

2. the recipients or categories of recipients to which the data are transferred,
and

3. the purpose of recording the data.

Data subjects should specify the type of personal data about which information
is to

be given. If the personal data are commercially recorded for the purpose of
transfer,

information shall be provided about the source and recipients even if this
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information

is not recorded. Information about the source and recipients may be withheld if
the

interest in protecting trade secrets overrides the data subject’s interest in the
information.

(1a) In the case of Section 28 (3) fourth sentence, the transferring body shall
record

the source of the data and the recipient for two years following transfer and
shall

provide the data subject with information about the source of the data and the
recipient upon request. The first sentence shall apply to the recipient
accordingly.

(2) In the case of Section 28b, the body responsible for the decision shall
provide

information to data subjects at their request concerning

1. probability values calculated or recorded for the first time within the six
months preceding the receipt of the information request,

2. the types of data used to calculate the probability values, and

3. how probability values are calculated and their significance, with reference
to

the individual case and in generally understandable terms.

The first sentence shall apply accordingly if the body responsible for the
decision
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1. records the data used to calculate the probability values without reference to
specific persons but creates such a reference when calculating the
probability value, or

2. uses data recorded by another body.

If a body other than the body responsible for the decision calculates

1. the probability value or

2. a component of the probability value,

it shall provide the body responsible for the decision with the information
necessary

to answer the request as referred to in the first and second sentences upon
request.

In the case of the third sentence no. 1, in responding to a request for
information, the
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body responsible for the decision shall, without delay, provide the data subject
with

the name and address of the other body as well as the information necessary
to

reference the individual case, unless the body responsible for the decision
provides

the requested information itself. In this case, the other body which calculated
the

probability value shall provide the data subject with the desired information as
referred to in the first and second sentences free of charge. The body
responsible for

calculating the probability value shall not be subject to the obligation referred
to in the

third sentence if the body responsible for the decision uses its right referred to
in the

fourth sentence.

(3) A body which commercially records personal data for the purpose of
transfer shall

provide data subjects with information about data relating to them, even if
these data

are neither processed in automated form nor recorded in non-automated filing
systems. Data subjects shall also be given information about data

1. which currently demonstrate no reference to specific persons although the
controller is to create such a reference in connection with providing
information,

2. which the controller does not record but uses for the purpose of providing
information.

Information about the source and recipients may be withheld if the interest in
protecting trade secrets overrides the data subject’s interest in the information.
(4) A body which commercially collects, records or alters personal data for the
purpose of transfer shall, upon request, provide data subjects with information
about

1. probability values for certain future action by the data subject which were
transferred within the twelve months preceding the receipt of the information
request, as well as the names and last-known addresses of third parties to
which the values were transferred,

2. the probability values at the time of the information request calculated
according to the method used by the calculating body,
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3. the types of data used to calculate the probability values referred to in nos. 1
and 2, and

4. how probability values are calculated and their significance, with reference
to

the individual case and in generally understandable terms.

The first sentence shall apply accordingly if the controller
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1. records the data used to calculate the probability value without reference to
specific persons but creates such a reference when calculating the
probability value, or

2. uses data recorded by another body.

(5) Data recorded for the purpose of providing information to data subjects in
accordance with subsections 1a through 4 may be used only for this purpose
and for

the purpose of monitoring data protection; they shall be blocked for other
purposes.

(6) Information shall be provided in writing upon request unless special
circumstances make another form appropriate.

(7) There shall be no obligation to provide information if Section 33 (2) first
sentence

nos. 2, 3 and 5 through 7 do not require notifying the data subject.

(8) Information shall be provided free of charge. If the personal data are
commercially

recorded for the purpose of transfer, the data subject may request information
in

writing free of charge once per calendar year. A fee may be charged for each
additional request if the data subject can use the information vis-a-vis third
parties for

commercial purposes. The fee shall not exceed the costs resulting directly
from the

provision of information. No fee may be charged if

1. special circumstances give reason to believe that the data are incorrectly or
unlawfully recorded, or

2. the information provided indicates that the data shall be rectified in
accordance with Section 35 (1) or erased in accordance with Section 35 (2)
second sentence no. 1.

(9) Where a fee is charged for providing information, data subjects shall have
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the

option of personal access to the data concerning them within the framework of
their

right of access. Data subjects shall be informed of this option.13

Section 35 Correction, deletion and blocking of data

(1) Personal data shall be rectified when they are inaccurate.

Estimated data shall be clearly identified as such.14

(2) Personal data may be erased at any time, except in the cases referred to in
subsection 3 nos. 1 and 2. Personal data shall be erased if

1. unlawfully recorded, or

2. they concern racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade-union membership, health or sex life, punishable
actions or administrative offences, and the controller is unable to prove their
accuracy,

3. they are processed for own purposes, as soon as knowledge of them is no
longer needed to carry out the purpose for which they were recorded, or

13In force from 1 April 2010.

14 In force from 1 April 2010.
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4. they are commercially processed for the purpose of transfer and an
examination at the end of the fourth calendar year from their initial recording
shows that further retention is unnecessary.

(2) Personal data may be erased at any time, except in the cases referred to in
subsection 3 nos. 1 and 2. Personal data shall be erased if

1. unlawfully recorded, or

2. the data concern racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade-union membership, health, sex life, punishable
actions or administrative offences, and the controller is unable to prove their
accuracy,

3. they are processed for own purposes, as soon as knowledge of them is no
longer needed to carry out the purpose for which they were recorded, or

4. they are processed commercially for the purpose of transfer and an
examination at the end of the fourth calendar year following their initial
recording, or at the end of the third calendar year in the case of data
concerning matters that have been concluded, shows that further retention is
unnecessary.

Personal data recorded on the basis of Section 28a (2) first sentence or
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Section 29

(2) first sentence no. 3 shall be erased after the termination of the contract, if
the data

subject so requests.1s

(3) Instead of being erased, data shall be blocked where

1. in the case of subsection 2 no. 3, erasure would violate retention periods set
by law, statute or contract,

2. there is reason to believe that erasure would be detrimental to legitimate
interests of the data subject, or

3. erasure would be impossible or would involve a disproportionate effort due
to

the special category of recording.

(3) Instead of being erased, data shall be blocked where

1. in the case of subsection 2 second sentence no. 3, erasure would violate
retention periods set by law, statute or contract,

2. there is reason to believe that erasure would be detrimental to legitimate
interests of the data subject, or

3. erasure would be impossible or would involve a disproportionate effort due
to

the special category of recording.1s

(4) Further, personal data shall be blocked if the data subject disputes their
accuracy

and their accuracy or inaccuracy cannot be verified.

(4a) The fact that the data are blocked shall not be disclosed.17

15 In force from 1 April 2010.

16 In force from 1 April 2010.

17 In force from 1 April 2010.

Federal Data Protection Act (BDSG) As at 1 September 2009 with amendments 2010

43

(5) Personal data may not be collected, processed or used for processing in
automated form or in non-automated filing systems if the data subject lodges
an

objection with the controller and examination indicates that legitimate interests
of the

data subject due to his or her particular personal situation override the interest
of the

controller in such collection, processing or use. The first sentence shall not

apply if

195



collection, processing or use is required by law.

(6) Where they are commercially recorded for the purpose of transfer, except
in

the cases referred to in subsection 2 no. 2, personal data which are incorrect
or

whose accuracy is disputed need not be rectified, blocked or erased if they
were

acquired from generally accessible sources and recorded for documentation
purposes. At the data subject’s request, his or her counter-statement shall be
kept

with these data for the duration of their retention. The data may not be
transferred

without this counter-statement.

(7) The bodies to which these data are transferred for recording shall be
informed

of the rectification of inaccurate data, the blocking of disputed data and
erasure or

blocking due to unlawful recording, if this does not involve a disproportionate
effort

and does not conflict with legitimate interests of the data subject.

(7) The bodies to which these data were transferred for recording shall be
informed

of the rectification of inaccurate data, the blocking of disputed data and
erasure or

blocking due to unlawful recording, if this does not involve a disproportionate
effort

and does not conflict with legitimate interests of the data subject.1s

(8) Blocked data may be transferred or used without the data subject’s consent
only if

1. it is vital for scientific purposes, to supply necessary evidence, or for other
reasons in the overriding interest of the controller or a third party, and

2. the transfer or use of the data for this purpose would be allowed if the data
were not blocked.

Chapter 3

Supervisory authority
Section 36 (deleted)
Section 37 (deleted)
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Section 38 Supervisory authority

(1) The supervisory authority shall monitor the implementation of this Act and
other

data protection provisions governing the automated processing of personal
data or

the processing or use of personal data in or from non-automated filing
systems,

including the rights of the Member States in the cases of Section 1 (5). It shall
advise

and support the data protection officials and controllers with due regard to their
typical requirements. The supervisory authority may process and use data it
has

recorded for supervisory purposes only; Section 14 (2) nos. 1 through 3, 6 and
7

shall apply accordingly. In particular, the supervisory authority may transfer
data to

18 In force from 1 April 2010.
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other supervisory authorities for supervisory purposes. On request, it shall
provide

supplementary assistance (administrative assistance) to the supervisory
authorities

of other Member States of the European Union. If the supervisory authority
finds that

this Act or other data protection provisions have been violated, it shall be
authorized

to notify the data subjects, to report the violation to the bodies responsible for
prosecution or punishment, and, in case of serious violations, to notify the
trade

supervisory authority in order to initiate measures under trade law. It shall
publish an

activity report regularly and at least every two years. Section 21 first sentence
and

Section 23 (5) fourth through seventh sentences shall apply accordingly.

(2) The supervisory authority shall keep a register of the automated processing
operations subject to the obligation to notify under Section 4d, to include the
information specified in Section 4e first sentence. The register may be
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inspected by

any person. The right to inspection shall not extend to the information referred
to in

Section 4e first sentence no. 9, nor to the identity of the persons entitled to
access.

(3) The bodies subject to monitoring and the persons responsible for their
management shall provide the supervisory authority, on request and without
delay,

the information necessary to perform its duties. The person required to provide
information may refuse to answer those questions which would expose
him-/herself

or a relative as referred to in Section 383 (1) nos. 1 through 3 of the Code of
Civil

Procedure to the risk of criminal prosecution or proceedings under the
Administrative

Offences Act. The person required to provide information shall be informed
accordingly.

(4) Persons appointed by the supervisory authority to conduct monitoring shall
be

authorized, where necessary for them to perform the duties assigned by the
supervisory authority, to enter the property and premises of the body during
business

hours and to carry out checks and inspections there. They may inspect
business

documents, especially the list referred to in Section 4g (2) first sentence and
the

recorded personal data and data processing programs. Section 24 (6) shall
apply

accordingly. The person required to provide information shall allow these
measures.

(5) To ensure compliance with this Act and other data protection provisions,
the

supervisory authority may order measures to remedy violations identified in the
collection, processing or use of personal data, or technical or organizational
problems. In case of serious violations or problems, especially those related to
a

special threat to privacy, the supervisory authority may prohibit collection,
processing
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or use, or the use of particular procedures if the violations or problems are not
remedied within a reasonable time despite orders as referred to in the first
sentence

and despite the imposition of a fine. The supervisory authority may demand
the

dismissal of a data protection official if he or she does not have the necessary
specialized knowledge and reliability to perform his or her duties.

(6) The Land governments or the bodies authorized by them shall designate
the

supervisory authorities responsible for monitoring the implementation of data
protection within the scope of this part.

(7) The application of the Industrial Code to commercial enterprises subject to
the

provisions of this Part shall remain unaffected.
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Section 38a Codes of conduct to facilitate the application of data
protection

provisions

(1) Trade associations and other bodies representing specific categories of
controllers may submit to the responsible supervisory authority draft codes of
conduct to facilitate the application of data protection provisions.

(2) The supervisory authority shall examine the drafts submitted for
compliance with

applicable data protection law.

Part IV

Special provisions

Section 39 Restrictions on use of personal data subject to professional
or

special official secrecy

(1) Personal data subject to professional or special official secrecy and
provided by

the body obligated to secrecy in the performance of its professional or official
duties

may be processed or used by the controller only for the purpose for which they
were

received. The body obligated to secrecy must give its consent to any transfer
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to a

private body.

(2) The data may be processed or used for another purpose only if the change
of

purpose is permitted by special legislation.

Section 40 Processing and use of personal data by research institutions
(1) Personal data collected or recorded for purposes of scientific research may
be

processed or used only for purposes of scientific research.

(2) Personal data shall be rendered anonymous as soon as the research
purpose

allows. Until then, the features enabling the attribution of information
concerning

personal or material circumstances to an identified or identifiable person shall
be kept

separately. They may be combined with the information only to the extent
required by

the research purpose.

(3) Bodies conducting scientific research may publish personal data only if

1. the data subject has consented,

2. this is essential to present research findings concerning events of
contemporary history.

Section 41 Collection, processing and use of personal data by the media
(1) In their legislation, the Lander shall ensure that regulations corresponding
to the

provisions of Sections 5, 9 and 38a, including rules on liability in accordance
with

Section 7, apply to the collection, processing and use of personal data by
media

enterprises and auxiliary media enterprises exclusively for their own
journalistic,

editorial or literary purposes.

(2) If the journalistic-editorial collection, processing or use of personal data by

Deutsche Welle leads to the publication of counter-statements by the data subject,
these counter-statements shall be added to the recorded data and retained for the
same length of time as the data themselves.
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(3) If reporting by Deutsche Welle infringes the privacy of an individual, this person
may request information about the recorded data relating to him/her on which the
reporting was based. This information may be refused after considering the legitimate
interests of the parties concerned, where

1. the data allow the identification of persons who are or were professionally
involved as journalists in preparing, producing or disseminating broadcasts,

2. the data allow the identification of the supplier or source of contributions,
documents and communications for the editorial part,

3. disclosure of the data obtained by research or other means would

compromise Deutsche Welle’s journalistic duty by divulging its information
resources.

The data subject may request that inaccurate data be corrected.

(4) In all other respects, Sections 5, 7, 9 and 38a shall apply to Deutsche Welle.
Section 42 shall apply in place of Sections 24 through 26, even where administrative
matters are concerned.

Section 42 Data protection official of Deutsche Welle

(1) Deutsche Welle shall appoint a data protection official who shall take the place of
the Federal Commissioner for Data Protection and Information Freedom. The data
protection official shall be nominated by the director-general and appointed by the
administrative board for a term of four years; the appointment may be renewed. The
office of data protection official may be held in combination with other duties within
the broadcaster.

(2) The data protection official shall monitor compliance with this Act and other data
protection provisions. He or she shall be independent in performing the duties of this
office and subject only to the law. In all other respects, he or she shall be subject to
the administrative and legal supervision of the administrative board.

(3) Anyone may appeal to the data protection official in accordance with Section 21
first sentence.

(4) The data protection official of Deutsche Welle shall submit an activity report to the
organs of Deutsche Welle every two years, starting on 1 January 1994. In addition,
the data protection official shall submit special reports at the decision of an organ of
Deutsche Welle. The data protection official shall provide a copy of his or her activity
reports to the Federal Commissioner for Data Protection and Freedom of Information
as well.

(5) Deutsche Welle shall make further arrangements for its area of activity in
accordance with Sections 23 through 26 of the Act. Sections 4f and 4g shall remain
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unaffected.

Section 42a Obligation to notify in case of unlawful access to data

If a private body as defined in Section 2 (4) or a public body as referred to in Section
27 (1) first sentence no. 2 determines that

1. special categories of personal data (Section 3 (9)),

2. personal data subject to professional secrecy,
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3. personal data referring to criminal or administrative offences or to suspected
criminal or administrative offences, or

4. personal data concerning bank or credit card accounts

it has recorded have been unlawfully transferred or otherwise unlawfully disclosed to
third parties, threatening serious harm to the rights or legitimate interests of data
subjects, then the private body shall notify the competent supervisory and the data
subjects without delay in accordance with the second through fifth sentences. Data
subjects shall be informed as soon as appropriate measures to safeguard the data
have been taken and notification would no longer endanger criminal prosecution. The
notification of data subjects shall describe the nature of the unlawful disclosure and
recommend measures to minimize possible harm. The notification of the competent
supervisory authority shall in addition describe possible harmful consequences of the
unlawful disclosure and measures taken by the body as a result. Where notifying the
data subjects would require a disproportionate effort, in particular due to the large
number of persons affected, such notification may be replaced by public
advertisements of at least one-half page in at least two national daily newspapers, or
by another equally effective measure for notifying data subjects. Notification
distributed by the body required to provide notification may be used against that body
in criminal proceedings or proceedings under the Administrative Offences Act, or
against an associate of the body required to provide notification as defined in Section
52 (1) of the Code of Criminal Procedure only with the consent of the body required
to provide notification.

Part V

Final provisions

Section 43 Administrative offences

(1) An administrative offence shall be deemed to have been committed by anyone
who, whether intentionally or through negligence

1. in violation of Section 4d (1), also in conjunction with Section 4e second

sentence, fails to notify, fails to do so within the prescribed time limit or

fails to provide complete information,
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2. in violation of Section 4f (1) first or second sentence, in each case also in
conjunction with the third and sixth sentences, fails to appoint a data
protection official or fails to do so within the prescribed time limit or in the
prescribed manner,

2 a. in violation of Section 10 (4) third sentence fails to ensure that the transfer
of data can be ascertained and checked,

2 b. in violation of Section 11 (2) second sentence fails to assign work
correctly, completely or in accordance with the rules, or in violation of
Section 11 (2) fourth sentence fails to verify compliance with the technical
and organizational measures taken by the processor before data

processing begins,

3. in violation of Section 28 (4) second sentence fails to notify the data
subject, or fails to do so correctly or within the prescribed time limit, or fails
to ensure that the data subject may obtain the relevant information,
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3 a. in violation of Section 28 (4) fourth sentence requires a stricter form,

4. in violation of Section 28 (5) second sentence transfers or uses personal
data,

4 a. in violation of Section 28a (3) first sentence fails to notify, or fails to do so
correctly, completely or within the prescribed time limit,19

5. in violation of Section 29 (2) third or fourth sentence fails to record the
evidence described there or the means of presenting it in a credible way,

6. in violation of Section 29 (3) first sentence, incorporates personal data into
electronic or printed address, telephone, business or similar directories,

7. in violation of Section 29 (3) second sentence fails to ensure the inclusion
of identifiers,

7 a. in violation of Section 29 (6) fails to treat a request for information
properly,20

7 b. in violation of Section 29 (7) first sentence fails to notify a consumer, or
fails to do so correctly, completely or within the prescribed time limit,21

8. in violation of Section 33 (1) fails to notify the data subject, or fails to do so
correctly or completely,

8 a. in violation of Section 34 (1) first sentence, also in conjunction with the
third sentence, in violation of Section 34 (1a), in violation of Section 34 (2)
first sentence, also in conjunction with the second sentence, or in violation

of Section 34 (2) fifth sentence, (3) first sentence or second sentence or

(4) first sentence, also in conjunction with the second sentence, fails to
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provide information, or fails to do so correctly, completely or within the
prescribed time limit, or in violation of Section 34 (1a) fails to record data,22
8 b. in violation of Section 34 (2) third sentence fails to provide information, or
fails to do so correctly, completely or within the prescribed time limit,23

8 c. in violation of Section 34 (2) fourth sentence fails to provide the data
subject with the information referred to, or fails to do so within the
prescribed time limit,24

9. in violation of Section 35 (6) third sentence transfers data without
providing the counter-statement,

10. in violation of Section 38 (3) first sentence or (4) first sentence fails to
provide information, or fails to do so correctly, completely or within the
prescribed time limit, or fails to allow a measure, or

19 In force from 1 April 2010.

20 In force from 11 June 2010.

21 In force from 11 June 2010.

22 In force from 1 April 2010.

23 In force from 1 April 2010.

24 In force from 1 April 2010.
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11. fails to comply with an executable instruction under Section 38 (5) first
sentence.

(2) An administrative offence shall be deemed to have been committed by anyone
who, whether intentionally or through negligence

1. collects or processes personal data which are not generally accessible
without authorization,

2. makes available personal data which are not generally accessible by
means of automated retrieval without authorization,

3. retrieves personal data which are not generally accessible without
authorization, or obtains such data for themselves or others from
automated processing operations or non-automated files without
authorization,

4. obtains transfer of personal data which are not generally accessible by
providing false information,

5. in violation of Section 16 (4) first sentence, Section 28 (5) first sentence,
also in conjunction with Section 29 (4), Section 39 (1) first sentence or
Section 40 (1), uses transferred data for other purposes,

5 a. in violation of Section 28 (3b) makes the conclusion of a contract
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dependent on the consent of the data subject,

5 b. in violation of Section 28 (4) first sentence processes or uses data for

purposes of advertising or market or opinion research,

6. in violation of Section 30 (1) second sentence, Section 30a (3) third

sentence or Section 40 (2) third sentence combines a feature referred to

there with specific information, or

7. in violation of Section 42a first sentence, fails to notify or fails to do so

correctly, completely or within the prescribed time limit.

(3) Administrative offences may be punished by a fine of up to € 50,000 in the case
of subsection 1, and a fine of up to € 300,000 in the cases of subsection 2. The fine
should exceed the financial benefit to the perpetrator derived from the administrative
offence. If the amounts mentioned in the first sentence are not sufficient to do so,
they may be increased.

Section 44 Criminal offences

(1) Anyone who wilfully commits an offence described in Section 43 (2) in exchange
for payment or with the intention of enriching him-/herself or another person, or of
harming another person shall be liable to imprisonment for up to two years or to a
fine.

(2) Such offences shall be prosecuted only if a complaint is filed. Complaints may be
filed by the data subject, the controller, the Federal Commissioner for Data Protection
and Freedom of Information and the supervisory authority.

Part VI
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Transitional provisions

Section 45 Current applications

The collection, processing or use of personal data already under way on 23 May
2001 shall be brought into compliance with the provisions of this Act within three
years of that date. Where provisions of this Act are applied in legal provisions outside
the scope of Directive 95/46/EC of the European Parliament and the Council of 24
October 1995 on the protection of individuals with regard to the processing of
personal data and on the free movement of such data, the collection, processing or
use of personal data already under way on 23 May 2001 shall be brought into
compliance with the provisions of this Act within five years of that date.

Section 46 Continued validity of definitions

(1) Where used in special federal law, the term “filing system” shall mean

1. a collection of personal data which can be evaluated with reference to

specific features using automated procedures (automated filing system), or
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2. any other collection of personal data which is similarly structured and which

can be arranged, re-arranged and evaluated according to specific

characteristics (non-automated filing system).

This shall not include files and sets of files unless they can be rearranged and
evaluated using automated procedures.

(2) Where used in special federal law, the term “file” shall mean any document
serving official purposes to which the definition of a filing system under subsection 1
does not apply; this shall include image and sound recording media. It shall not
include preliminary drafts and notes that are not intended to be part of an operation.
(3) Where used in special federal law, the term “recipient” shall mean any person or
body other than the controller. Recipients shall not mean the data subject or persons
or bodies collecting, processing or using personal data in Germany, in another
European Union Member State or another state party to the Agreement on the
European Economic Area on behalf of another.

Section 47 Transitional provision

For the processing and use of data collected or recorded prior to 1 September 2009,
Section 28 in the version in force until that date shall continue to apply

1. to purposes of market or opinion research until 31 August 2010,

2. to advertising purposes until 31 August 2012.

Section 28 in the version previously in force

Section 28 Storage, communication and use of data for own purposes

(1) The collection, storage, modification or transfer of personal data or their use as a
means of

fulfilling one’s own business purposes shall be admissible

1. in accordance with the purposes of a contract or a quasi-contractual fiduciary
relationship

with the data subject,
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2. in so far as this is necessary to safeguard justified interests of the controller of the
filing

system and there is no reason to assume that the data subject has an overriding
legitimate

interest in his data being excluded from processing or use,

3. if the data is generally accessible or the controller of the filing system would be
entitled to

publish them, unless the data subject's legitimate interest in his data being excluded
from

206



processing or use clearly outweighs the justified interest of the controller of the filing
system.

In connection with the collection of personal data, the purposes for which the data are
to be processed

or used are to be stipulated in concrete terms.

(2) Transfer or use for another purpose shall be admissible only if the requirements of
Section 1,

sentence 1, Nos. 2 and 3 are met.

(3) Transfer or use for another purpose shall also be admissible:

1.in so far as it is necessary to protect the justified interests of a third party or

2. to avert threats to the state security and public safety and to prosecute criminal
offences or

3. for purposes of advertising, market and opinion research if the data, compiled in
lists or

otherwise combined, concern members of a group of persons and are restricted to

a) the data subject’s membership of this group of persons,

b) occupation or type of business,

C) name,

d) title,

e) academic degrees,

f) address and

g) year of birth

and if there is no reason to assume that the data subject has a legitimate interest in
his data

being excluded from transfer, or

4. if this is necessary in the interest of a research institute for the conduct of scientific
research,

if scientific interest in conduct of the research project substantially outweighs the
interest of

the data subject in excluding the change of purpose and if the research purpose
cannot be

attained by other means or can be attained thus only with disproportionate effort.

In the cases referred to in the first sentence of No. 3, it is to be assumed that such
interest exists

where data are to be transferred which were stored for the purposes of a contract or a
guasicontractual

fiduciary relationship and which concern

1. criminal offences,
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2. administrative offences and,

3. when transferred by the employer, to the legal status under labour law.

(4) If the data subject objects vis-a-vis the controller of the filing system to the use or
transfer of his

data for purposes of advertising or of market opinion research, use or transfer for such
purposes shall

be inadmissible. In approaching the data subject for the purpose of advertising or
market or opinion

research, the data subject shall be informed of the identity of the controller and the
right of objections

in accordance with sentence 1 above; in so far as the party approaching the data
subject uses

personal data of the latter which are stored by a body which is unknown to him, he
shall also ensure

that the data subject is able to obtain information on the origin of the data. If the data
subject lodges

an objection to the processing or use of the data for the purpose of advertising or
market or opinion

research with the third party to whom the data are transferred pursuant to sub-section
3, the latter

shall block the data for these purposes.

(5) The third party to whom the data have been transferred may process or use the
transferred data

only for the purpose for which they were transferred to him. Processing or use for
other purposes shall

be admissible for private bodies only if the requirements of sub-sections 1 and 2
above are met and

for public bodies only if the requirements of Section 14 (2) are met. The transferring
body shall point

this out to the third party.
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(6) The collection, processing and use of special types of personal data (Section 3 (9))
for own

business purposes shall be admissible when the data subject has not consented in
accordance with

Section 4a (3) if

1. this is necessary in order to protect vital interests of the data subject or of a third
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party, in so

far as the data subject is unable to give his consent for physical or legal reasons,

2. the data concerned has evidently been made public by the data subject,

3. this is necessary in order to assert, exercise or defend legal claims and there is no
reason to

assume that the data subject has an overriding legitimate interest in excluding such
collection, processing or use, or

4. this is necessary for the purposes of scientific research, where the scientific interest
in

carrying out the research project substantially outweighs the data subject's interest in
excluding collection, processing and use and the purpose of the research cannot be
achieved in any other way or would otherwise necessitate disproportionate effort.

(7) The collection of special types of personal data (Section 3 (9)) shall further be
admissible if this is

necessary for the purposes of preventive medicine, medical diagnosis, health care or
treatment or the

administration of health services and the processing of these data is carried out by
medical personnel

or other persons who are subject to an obligation to maintain secrecy. The processing
and use of data

for the purposes stated in sentence 1 shall be subject to the obligations to maintain
secrecy which

apply to the persons stated in sentence 1. The collection, processing or use of data on
the health of

persons by members of a profession other than those stipulated in Section 203 (1)
and (3) of the

Penal Code, the exercising of which profession involves determining, curing or
alleviating illnesses or

producing or selling aids shall be admissible only under those conditions according to
which a doctor

would also be authorised for these purposes.

(8) Special types of personal data (Section 3 (9)) may be transferred or used only if
the requirements

of sub-section 6, Nos. 1 to 4 or the first sentence of sub-section 7 are met. Transfer or
use shall also

be admissible if necessary to avert substantial threats to state security or public safety
and to

prosecute major criminal offences.
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(9) Organisations of a political, philosophical or religious nature and trade union
organisations may

collect, process or use special types of personal data (Section 3 (9)) in so far as this is
necessary for

the organisation's activities. This shall apply only to personal data of their members or
of persons who

maintain regular contact with the organisations in connection with the purposes of
their activities. The

transfer of these personal data to persons or bodies outside of the organisation
concerned shall be

admissible only if the requirements of Section 4a (3) are met. Sub-section 3, No. 2
shall apply mutatis

mutandis.

Section 48 Report of the Federal Government

The Federal Government shall report to the German Bundestag

1. by 31 December 2012 on the impacts of Sections 30a and 42a,

2. by 31 December 2014 on the impacts of the amendments to Sections 28 and

29.

If the Federal Government is of the view that legislative measures are advisable, the
report shall contain a recommendation.

Annex (to Section 9, first sentence)

Where personal data are processed or used in automated form, the internal
organization of authorities or enterprises is to be such that it meets the specific
requirements of data protection. In particular, measures suited to the type of personal
data or categories of data to be protected shall be taken

Federal Data Protection Act (BDSG) As at 1 September 2009 with amendments 2010
53

1. to prevent unauthorized persons from gaining access to data processing

systems for processing or using personal data (access control),

2. to prevent data processing systems from being used without authorization

(access control),

3. to ensure that persons authorized to use a data processing system have

access only to those data they are authorized to access, and that personal

data cannot be read, copied, altered or removed without authorization during
processing, use and after recording (access control),

4. to ensure that personal data cannot be read, copied, altered or removed

without authorization during electronic transfer or transport or while being

recorded onto data storage media, and that it is possible to ascertain and
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check which bodies are to be transferred personal data using data
transmission facilities (disclosure control),

5. to ensure that it is possible after the fact to check and ascertain whether
personal data have been entered into, altered or removed from data
processing systems and if so, by whom (input control),

6. to ensure that personal data processed on behalf of others are processed
strictly in compliance with the controller’s instructions (job control),

7. to ensure that personal data are protected against accidental destruction or
loss (availability control),

8. to ensure that data collected for different purposes can be processed
separately.

One measure in accordance with the second sentence Nos. 2 to 4 is in particular the

use of the latest encryption procedures.
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PART 1

GENERAL PROVISIONS

Section 1

Legislative Purpose

The purpose of this Act is, through technology-neutral regulation, to promote competition and
efficient infrastructures in telecommunications and to guarantee appropriate and adequate
services throughout the Federal Republic of Germany.

Section 2

Regulation and Aims

(1) Telecommunications regulation shall be under federal authority.

(2) The aims of regulation shall be—
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1. to safeguard user, most notably consumer, interests in telecommunications and to safeguard
telecommunications privacy;

2. to secure fair competition and to promote telecommunications markets with sustainable
competition in services and networks and in associated facilities and services, in rural areas
as well;

3. to encourage efficient investment in infrastructure and to promote innovation;

4. to promote development of the internal market of the European Union;

5. to ensure provision throughout the Federal Republic of Germany of basic
telecommunications services (universal services) at affordable prices;

6. to promote telecommunications services in public institutions;

7. to secure efficient and interference-free use of frequencies, account also being taken of
broadcasting interests;

8. to secure efficient use of numbering resources;

9. to protect public safety interests.

(3) Unless this Act expressly makes definitive arrangements, the provisions of the
Competition Act remain applicable. The duties and responsibilities of the cartel authorities
remain unaffected.

(4) The sovereign rights of the Federal Minister of Defence remain unaffected.

(5) Broadcasting and comparable telemedia interests shall be taken into account. The
provisions of the media legislation of the federal states remain unaffected.
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Section 3

Definitions

For the purposes of this Act

1. "call* means a connection established by means of a publicly available telephone service,
supporting two-way communication in real time;

2. "application programming interface" means the software interface between applications and
the operating functions of digital television receivers;

3. "customer data" means the data of a subscriber collected for the purpose of establishing,
framing the contents of, modifying or terminating a contract for telecommunications services;
4. "significant market power" ("SMP") of one or more undertakings is deemed present where
the criteria laid down in section 11(1) sentences 3 to 5 apply;

5. "value added service" means a service which requires the collection and use of traffic data or
location data beyond that which is necessary for the transmission or billing of a
communication;

6. "service provider" means a person who, on a wholly or partly commercial basis,

a) provides a telecommunications service, or

b) contributes to the provision of such service;
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7. "digital television receiver" means a television set with an integrated digital decoder or a
digital decoder designed for connection to the television set for the use of digitally

transmitted television signals which can be enriched with additional signals, including
conditional access;

8. "end-user" means a legal entity or a natural person not operating a public
telecommunications network or providing a publicly available telecommunications service;

9. "frequency usage" means any wanted emission or radiation of electromagnetic waves
between 9 kHz and 3000 GHz for use by radio services or other applications of
electromagnetic waves. Frequency usage for the purposes of this Act also means the routing
of electromagnetic waves in and along conductors in respect of which free use as provided
for by section 53(2) sentence 3 is not given;

10. "commercial provision of telecommunications services" means telecommunications offered
to third parties on a sustained basis, with or without profit-making intent;

11. "customer cards" means cards through the agency of which telecommunications connections
can be established and personal data collected;

12. "sustainable competitive market" means a market in which competition has been secured
such that it continues even after sector-specific regulation has been withdrawn;

13. "numbers" means character sequences which in telecommunications networks serve the
purpose of addressing;
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14. "user" means a natural person using a telecommunications service for private or business
purposes, without necessarily having subscribed to that service;

15. "public pay telephone" means a telephone available to the general public, for the use of
which the means of payment may include coins and/or credit/debit cards and/or prepayment
cards, including cards for use with dialling codes;

16. "public telephone network" means a telecommunications network used to provide publicly
available telephone services and which, in addition, supports other services such as
facsimile and data communications, and functional Internet access;

17. "publicly available telephone service" means a service available to the public for originating
and receiving national and international calls, including a facility for making emergency calls;
publicly available telephone service also includes the following services: provision of

operator assistance, directory enquiry services, directories, provision of public pay
telephones, provision of service under special terms and provision of non-geographic
services;

18. "telephone number" means a number, the dialling of which in the public telephone service
allows a connection to a specific destination to be set up;

19. "location data" means any data collected or used in a telecommunications network,

indicating the geographic position of the terminal equipment of an end-user of a publicly
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available telecommunications service;

20. "subscriber" means a natural person or a legal entity who or which is party to a contract with
a provider of telecommunications services for the supply of such services;

21. "local loop" means the physical circuit connecting the network termination point at the
subscriber's to the main distribution frame or equivalent facility in public fixed telephone
networks;

22. "telecommunications" means the technical process of sending, transmitting and receiving
signals by means of telecommunications systems;

23. "telecommunications systems" means technical facilities or equipment capable of sending,
transmitting, switching, receiving, steering or controlling electromagnetic or optical signals
identifiable as messages;

24. "telecommunications services" means services normally provided for remuneration
consisting in, or having as their principal feature, the conveyance of signals by means of
telecommunications networks, and includes transmission services in networks used for
broadcasting;

25. "telecommunications-based services" means services which do not invoke a service
delivered in a different place or at a different time but whose content service is delivered in
the course of the telecommunications connection;

26. "telecommunications lines" means underground or overhead telecommunications cable
plant, including the associated switching and distribution equipment, poles and supports,
cable chambers and ducts;
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27. "telecommunications network" means transmission systems and, where applicable,
switching and routing equipment and other resources in their entirety which permit the
conveyance of signals by wire, by radio, by optical or by other electromagnetic means,
including satellite networks, fixed and mobile terrestrial networks, electricity cable systems,

to the extent that they are used for the purpose of transmitting signals, networks used for
radio and television broadcasting, and cable television networks, irrespective of the type of
information conveyed;

28. "transmission path" means telecommunications systems in the form of cable or wireless links
with the associated transmission equipment, as point-to-point or point-to-multipoint links with
a given information throughput (bandwidth or bit rate), including their network terminations;
29. "undertaking" means the undertaking itself or affiliated undertakings within the meaning of
section 36(2) and section 37(1) and (2) of the Competition Act;

30. "traffic data" means data collected, processed or used in the provision of a
telecommunications service;

31. "effective competition" means the absence of significant market power within the meaning of

section 11(1) sentences 3 to 5;
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32. "access" means the provision of services and/or the making available of facilities to another
undertaking, under defined conditions, for the purpose of providing telecommunications
services;

33. "conditional access systems" means technical procedures and/or arrangements making the
legitimate use of protected broadcasting programmes conditional upon subscription or
individual authorisation;

34. "interconnection" means the access providing the physical and logical linking of public
telecommunications networks for the purpose of enabling the users of one undertaking to
communicate with users of the same or another undertaking or to make use of services
provided by another undertaking; services may be provided by the parties concerned or by
other parties that have access to the network. Interconnection is a special type of access
implemented between public telecommunications network operators.

Section 4

International Reporting Requirements

Public telecommunications network operators and providers of publicly available
telecommunications services shall provide the Regulatory Authority, upon request, with all such
information as it requires to fulfil its reporting requirements in relation to the European
Commission and other international bodies.

11

Section 5

Means of Publication

Publications and notifications which the Regulatory Authority is required to effect under this

Act shall be placed in its Official Gazette and on its website, unless otherwise provided for.
Technical directives are also to be published in the Regulatory Authority Official Gazette.
Section 6

Notification Requirement

(1) Any person operating a public telecommunications network on a profit-oriented basis or
providing a publicly available telecommunications service on a profit-oriented basis shall notify
the Regulatory Authority without undue delay of beginning to provide, of providing with
differences or of ceasing to provide his activity and of any changes in his undertaking. Such
notification requires written form.

(2) The notification shall include the information required to identify the operator or provider
according to subsection (1), in particular the company register number, the address, a short
description of the network or service being provided and the date on which provision of the
activity is due to begin. The notification is to be made on a form prescribed and published by the
Regulatory Authority.

(3) Upon request, the Regulatory Authority shall within a period of one week confirm that the

notification according to subsection (2) is complete and certify that the undertaking has the rights
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granted by or under this Act.

(4) The Regulatory Authority shall at regular intervals publish a list of notified undertakings.
(5) Where it is clear that the activity has ceased and the Regulatory Authority has not been
notified in writing of such cessation within a period of six months, the Regulatory Authority may
establish ex officio that the activity has ceased to be provided.

Section 7

Structural Separation

Undertakings operating public telecommunications networks or providing publicly available
telecommunications services and having special or exclusive rights within the European Union
for the provision of services in other sectors shall be required

1. structurally to separate the activities associated with the making available of public
telecommunications networks and the provision of publicly available telecommunications
services; or

2. to keep separate accounts for the activities associated with the making available of public
telecommunications networks or the provision of publicly available telecommunications
services to the extent that would be required if these activities were carried out by legally
independent undertakings, so as to identify all elements of cost and revenue of these
activities, with the basis for their calculation and the detailed allocation methods used,
including an itemised breakdown of fixed assets and structural costs.
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Section 8

International Status

(1) Undertakings providing international telecommunications services or, under their service
offer, operating radio equipment which may cause harmful interference to the radio services of
other countries, are deemed recognised operating agencies within the meaning of the
Constitution and the Convention of the International Telecommunication Union. These
undertakings are subject to the obligations arising from the Constitution of the International
Telecommunication Union.

(2) Under the provisions of the Constitution of the International Telecommunication Union
undertakings providing international telecommunications services shall

1. give absolute priority to all telecommunications concerning safety of life at sea, on land, in
the air or in space, as well as to epidemiological telecommunications of exceptional urgency
of the World Health Organisation;

2. accord priority to government telecommunications over other telecommunications to the
extent practicable upon specific request by the originator.

PART 2

MARKET REGULATION

Chapterl
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MarketRegulationProcedures

Section 9

Principles

(1) Markets meeting the conditions of section 10 and shown by a market analysis according
to section 11 not to be effectively competitive are subject to regulation in accordance with the
provisions of this Part.

(2) Undertakings having significant market power ("SMP undertakings") in markets within the
meaning of section 11 are subject to measures imposed by the Regulatory Authority in
accordance with this Part.

(3) Section 18 remains unaffected.

Section 10

Market Definition

(1) The Regulatory Authority shall identify, for the first time without undue delay after the entry
into force of this Act, the relevant product and geographic telecommunications markets
warranting regulation in accordance with the provisions of this Part.
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(2) Warranting regulation in accordance with the provisions of this Part are markets with high,
non-transitory entry barriers of a structural or legal nature, markets which do not tend towards
effective competition within the relevant time horizon and markets in respect of which the
application of competition law alone would not adequately address the market failure(s)
concerned. Such markets shall be identified by the Regulatory Authority within the limits of its
power of interpretation. In doing so, it shall take the utmost account of the recommendation on
relevant product and service markets which the Commission publishes under Article 15(1) of
Directive 2002/21/EC of the European Parliament and of the Council of 7 March 2002 on a
common regulatory framework for electronic communications networks and services
(Framework Directive) (OJ L 108 page 33), as amended.

(3) The Regulatory Authority shall, following the procedure set out in section 12, submit to the
Commission its proposals for market definitions in all cases in which such definitions would
affect trade between Member States.

Section 11

Market Analysis

(1) After identifying markets which, under section 10, warrant regulation in accordance with
this Part, the Regulatory Authority shall determine whether there is effective competition in the
market being analysed. Effective competition is deemed absent if one or more undertakings
have significant market power in this market. An undertaking is deemed to have significant
market power if, either individually or jointly with others, it enjoys a position equivalent to
dominance, ie a position of economic strength affording it the power to behave to an appreciable

extent independently of competitors and end-users. In determining whether there is effective
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competition, the Regulatory Authority shall take the utmost account of the criteria established by
the Commission, published in the Commission guidelines on market analysis and the
assessment of significant market power referred to in Article 15(2) of Directive 2002/21/EC of the
European Parliament and of the Council of 7 March 2002 on a common regulatory framework for
electronic communications networks and services (Framework Directive) (OJ L 108 page 33), as
amended. Where an undertaking has significant market power in a relevant market, it may also
be deemed an SMP undertaking in a closely related relevant market identified in accordance
with section 10(2) where the links between the two markets are such as to allow the market
power held in one market to be leveraged into the other, thereby strengthening the overall
market power of the undertaking.

(2) In the case of transnational markets within the area of application of Directive 2002/21/EC

of the European Parliament and of the Council of 7 March 2002 on a common regulatory
framework for electronic communications networks and services (Framework Directive)

(OJ L 108 page 33), the Regulatory Authority shall determine whether significant market power
within the meaning of subsection (1) is present together with the national regulatory authorities
of the Member States comprised in these markets.

(3) The proposals for determinations according to subsections (1) and (2), including
designations of SMP undertakings, shall be submitted to the Commission following the
procedure set out in section 12 inasmuch as trade between Member States would be affected.
14

Section 12

Consultation and Consolidation Procedure

(1) The Regulatory Authority shall give interested parties the opportunity to make
representations, within a fixed period, on the proposals referred to in sections 10 and 11. The
consultation procedures and their outcomes shall be published by the Regulatory Authority. This
does not affect protection of the trade and operating secrets of the parties concerned. For this
purpose the Regulatory Authority shall establish a single information point through which all
current consultations can be accessed.

(2) Where sections 10(3) and 11(3) provide for a submission, the following procedure

applies—

1. After carrying out the consultation procedure according to subsection (1) the Regulatory
Authority shall make the proposals referred to in sections 10 and 11 and the underlying
reasoning available to the Commission and to the regulatory authorities of every other

Member State at the same time, informing the Commission and the regulatory authorities of
every other Member State accordingly. The Regulatory Authority may not give effect to the
proposals referred to in sections 10 and 11 prior to the expiry of a period of one month or

longer as determined under subsection (1).

2. The Regulatory Authority shall take the utmost account of the representations of the
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Commission and the other national regulatory authorities according to para 1. It shall
communicate the resulting draft to the Commission.

3. Where a draft according to sections 10 and 11 identifies a relevant market which differs from
those defined in the prevailing version of the recommendation on relevant product and
service markets published by the Commission under Article 15(1) of Directive 2002/21/EC of
the European Parliament and of the Council of 7 March 2002 on a common regulatory
framework for electronic communications networks and services (Framework Directive)

(OJ L 108 page 33) or where such draft determines the extent to which one or more
undertakings have significant market power in this market and where the Commission
indicates within the representations period according to para 1 sentence 2 that the draft
would create a barrier to the single market or has serious doubts as to its compatibility with
Community law and, in particular, the objectives of Article 8 of Directive 2002/21/EC of the
European Parliament and of the Council of 7 March 2002 on a common regulatory
framework for electronic communications networks and services (Framework Directive)

(OJ L 108 page 33), the Regulatory Authority shall not give effect to the proposals before the
end of a further two months. Where the Commission takes a decision within this period
requiring the Regulatory Authority to withdraw the draft, the Regulatory Authority is bound by
such decision. It may again consult the parties concerned on the Commission's decision
following the procedure set out in subsection (1). Where the Regulatory Authority wishes to
accept the amendments proposed by the Commission, it shall amend the draft in accordance
with the Commission's decision and submit the amended draft to the Commission. Otherwise
it shall inform the Federal Ministry of Economics and Labour of the Commission's decision.
4. In exceptional circumstances where the Regulatory Authority considers there is an urgent
need to act — in derogation of the procedure according to subsection (1) and paras 1 to 3 —in
order to safeguard competition and protect user interests, it may adopt proportionate and
provisional measures immediately. It shall without undue delay communicate such
measures, with full reasons, to the Commission and the regulatory authorities of every other
Member State. A decision by the Regulatory Authority to make such measures permanent or
15

to extend the time for which they are applicable is subject to the provisions of subsection (1)
and paras 1 to 3.

Section 13

Remedies

(1) As far as the Regulatory Authority (by order) imposes, amends, maintains or withdraws
obligations as referred to in sections 19, 20, 21, 24, 30, 39, 40 or 41(1) as a result of market
analysis according to section 11, the procedure set out in section 12(1) and (2) paras 1, 2 and 4
applies accordingly inasmuch as the measure would affect trade between Member States.

Undertakings affected are to be given an appropriate period of notice of the withdrawal of any
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such obligations. The procedure according to sentence 1 may be carried out by the Regulatory
Authority together with or subsequent to the procedure set out in section 12. Sentences 1 and 2
likewise apply to obligations as referred to in section 18.

(2) In the case of section 11(2) the Regulatory Authority shall, in agreement with the national
regulatory authorities concerned, determine those obligations which are to be fulfilled by the
SMP undertaking(s). The procedure set out in section 12(1) and (2) paras 1, 2 and 4 applies
accordingly.

(3) Decisions as referred to in sections 18, 19, 20, 21, 24, 30, 39, 40 and 41(1) are issued
together with the outcomes of the procedures set out in sections 10 and 11 as a single
administrative act.

Section 14

Review of Market Definitions and Analyses

(1) Where the Regulatory Authority becomes aware of facts warranting the assumption that
the outcomes reached under sections 10 to 12 no longer reflect the market as it currently is or
where the recommendation referred to in Article 15(1) of Directive 2002/21/EC of the European
Parliament and of the Council of 7 March 2002 on a common regulatory framework for electronic
communications networks and services (Framework Directive) (OJ L 108 page 33) has been
amended, the arrangements of sections 10 to 13 apply accordingly.

(2) Apart from the cases referred to in subsection (1) the Regulatory Authority shall submit
every two years the findings of its review of market definitions according to section 10 and of
market analyses according to section 11.

Section 15

Procedure For Other Relevant Measures

Apart from the cases referred to in sections 10, 11 and 13 the Regulatory Authority shall, in
respect of all measures having a significant impact on the relevant market, follow the procedure
set out in section 12(1) prior to taking a decision, unless this is otherwise regulated by law.
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Chapter2

AccessRegulation

Section 16

Interconnection Agreements

Every public telecommunications network operator shall, upon request, undertake to make an
interconnection offer to other public telecommunications network operators in order to secure
user communication, the provision of telecommunications services and service interoperability
throughout the Community.

Section 17

Confidentiality of Information

Information obtained from public network operators in the process of negotiating access or
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interconnection may be used solely for the purposes for which it was provided. Such information
shall not be passed on to any other party, in particular other departments, subsidiaries or
partners of the negotiating parties, for whom such information could provide a competitive
advantage.

Section 18

Control of End-User Access

(1) The Regulatory Authority may, in justified cases, impose obligations on public
telecommunications network operators controlling access to end-users and not having significant
market power to interconnect, upon request, their networks with those of other public
telecommunications network operators, as far as may be necessary to secure user
communication, the provision of services and service interoperability. Additionally, the
Regulatory Authority may impose further access obligations on public telecommunications
network operators controlling access to end-users and not having significant market power as far
as may be necessary to secure end-to-end connectivity.

(2) With a view to developing sustainable competition in the retail market the Regulatory
Authority may require public telecommunications network operators controlling access to endusers
not to treat particular requesting public telecommunications network operators differently,
directly or indirectly, without objectively justifiable reason, from other requesting public
telecommunications network operators with regard to the availability and billing of
telecommunications services, of services according to section 78(2) paras 3 and 4 and of
telecommunications-based services. Where the Regulatory Authority imposes obligations under
sentence 1, section 42(4) applies accordingly.

(3) The measures set out in subsection (1) shall be objective, transparent and nondiscriminatory.
Section 21(1) sentence 2 and (4) apply accordingly.
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Section 19

Prohibition on Discrimination

(1) The Regulatory Authority may impose obligations on a public telecommunications network
operator with significant market power requiring access agreements to be based on objective
criteria, to be transparent, to grant equally good access and to meet the requirements of fairness
and reasonableness.

(2) Obligations of non-discrimination shall ensure, in particular, that the operator applies
equivalent conditions in the same circumstances to other undertakings providing like services,
and provides services and information to others under the same conditions and of the same
quality as it provides for its own services or those of its subsidiaries or partners.

Section 20

Transparency Obligation

(1) The Regulatory Authority may impose an obligation on an SMP public telecommunications
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network operator to publish, for undertakings with access entitlements, all such information as is
required for use of the relevant access services and/or facilities, in particular accounting
information, information on technical specifications, network characteristics, terms and
conditions of supply and use, and the charges payable.

(2) The Regulatory Authority is authorised to specify the information an SMP operator is to
make available and in which form the information is to be made available, as far as this is
proportionate.

Section 21

Access Obligations

(1) The Regulatory Authority may, upon request or on its own initiative, impose obligations on
SMP public telecommunications network operators to grant other undertakings access, including
unbundled access that properly reflects their requirements, in particular if otherwise, the
development of a sustainable competitive downstream retail market would be hindered or this
development would run counter to the interests of the end-users. In considering whether an
access obligation is justified and proportionate to the regulatory aims according to section 2(2),
the Regulatory Authority has to take into account, in particular, the following factors—

1. the technical and economic viability, having regard to the pace of market development, of
using or installing alternative facilities, bearing in mind the nature and type of interconnection
or access proposed;

2. the feasibility of providing the access proposed, in relation to the capacity available;

3. the initial investment by the facility owner, bearing in mind the risks involved in making the
investment;

4. the need to secure competition in public telecommunications networks and publicly available
telecommunications services in the long term, most notably by creating incentives for

efficient investment in facilities which will secure more competition in the long term;
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5. industrial property rights and intellectual property rights;

6. the provision of services that are available throughout Europe; and

7. whether already imposed obligations as referred to in this Part or non-mandated services
available in and taken up by a large part of the market are sufficient to ensure the regulatory
aims according to section 2(2).

(2) The Regulatory Authority may, having regard to subsection (1), require SMP public
telecommunications network operators, amongst other things,

1. to grant access to specified network elements and/or facilities, including unbundled
broadband access;

2. not to withdraw access to facilities;

3. to grant access on a wholesale basis to particular services offered by the operator as offered

to end-users, for the purpose of resale by third parties in their own nhame and for their own
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account. In doing so, past and future investment in innovative services is to be taken into
consideration;

4. to create the necessary prerequisites for the interoperability of end-to-end communication,
including the provision of facilities for intelligent network services and roaming (enabling the
use of other operators' mobile networks outside the coverage area of the requesting mobile
operator, for the requesting operator's end-users);

5. to grant access to operational support systems or similar software systems required to
secure fair competition in the provision of services, while ensuring the efficient use of
existing facilities;

6. to allow, in meeting the access obligations imposed under this subsection or under
subsection (3), the use of access services and facilities and cooperation between
undertakings with access entitlements, unless an SMP operator shows in the given instance
that, for technical reasons, such use or cooperation is not possible or is possible to a limited
extent only;

7. to grant access to single billing services and to the acceptance or first-time collection of
receivables in accordance with the following, as far as the bill-issuers have not entered into
an agreement with the predominant part of the hence relevant market of the providers of
publicly available telecommunications services to whom their access customers are able to
connect, and to grant other providers who have not entered into such agreement
non-discriminatory access to these services under the terms and conditions laid down in the
agreement—

a) End-users who have not agreed anything else with other providers of publicly available
telecommunications services are to be issued a bill by the bill-issuer which,

independently of the tariff structures, presents the charges for telecommunications
services, for services according to section 78(2) para 3 and for telecommunicationsbased
services from other providers taken via the network termination point of the enduser.

This also applies to charges for authorisation codes transmitted during the

telephone connection when these are concerned solely with services. Payment to the
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bill-issuer of these charges is effected by means of a single bill for the whole of the

service taken and for the charges payable to him.

b) A billing obligation cannot be imposed in respect of unmetered services within the
meaning of subpara a) sentences 1 and 2 whose charges exceed 30 euros (10 euros

from 1 January 2008), metered telecommunications-based services and services

according to subpara a) sentence 2 with charges exceeding 2 euros per minute in each
case or for any services for which authorisation is required. Nor can an obligation to

handle complaints relating to services billed for third parties, to send reminders or to

collect charges payable to third parties be imposed.
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c¢) Customer data required for the purpose of handling complaints, sending reminders or
collecting charges for services within the meaning of subpara a) sentences 1 and 2 are to

be transmitted by the bill-issuer to providers of publicly available telecommunications
services. Providers billing customers themselves for services within the meaning of

subpara a) sentence 2 are, from 1 April 2005, to be provided by the bill-issuer with the
customer data required.

d) Providers of publicly available telecommunications services have to ensure in relation to
the bill-issuer that no data records for services for which billing is to be effected which are
not in compliance with the legal provisions or with consumer protection legislation are
transmitted to him. The bill-issuer is not responsible or liable for services billed on behalf

of third parties.

e) In his reminders the bill-issuer has to include an insert, given prominence by the way it is
printed, stating that the customer may pay not only the amount of the reminder, but also

the original, possibly higher, amount to the bill-issuer with discharging effect.

(3) The Regulatory Authority should impose the following obligations under subsection (1) on
SMP public telecommunications network operators—

1. the granting of fully unbundled access to the local loop and shared access to the local loop
(provision of access to the local loop or to the local sub-loop in such manner as to enable
use of the entire frequency spectrum of the twisted metallic pair);

2. the interconnection of telecommunications networks;

3. the granting of open access to technical interfaces, protocols and other key technologies
essential for service interoperability and virtual network services;

4. the provision of colocation and other forms of facility sharing, including building, duct and
mast sharing, and the granting, to the users or their agents, of access to these facilities at
any time.

(4) Where an operator shows that use of the facility would endanger the maintenance of
network integrity or the safety of network operations, the Regulatory Authority shall not impose
the access obligation relating to the facility or shall impose the obligation in different form. The
maintenance of network integrity and the safety of network operations are to be judged on the
basis of objective standards.

20

Section 22

Access Agreements

(1) An SMP public telecommunications network operator in relation to whom an access
obligation according to section 21 has been imposed is to submit to other undertakings
requesting these services and facilities in order to provide telecommunications services
themselves, without undue delay but in any case not later than three months after the access

obligation has been imposed, an offer for such access.
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(2) Access agreements concluded by an SMP public telecommunications network operator
require written form.

(3) An SMP public telecommunications network operator shall submit to the Regulatory
Authority agreements on access services and facilities to which he is party as a provider without
undue delay after their conclusion. The Regulatory Authority shall publish the place in which and
the hours during which an agreement according to sentence 1 is available for inspection to
persons requesting access services and facilities.

Section 23

Reference Offer

(1) The Regulatory Authority should require an SMP public telecommunications network
operator who is subject to an access obligation according to section 21 to publish, normally
within three months, a reference offer for the access service and/or facility for which there is
general demand. This decision may be issued together with a decision on the imposition of an
access obligation according to section 21.

(2) Where an SMP public telecommunications network operator does not submit a reference
offer, the Regulatory Authority shall identify the access services and/or facilities for which there
is general demand. For this purpose the Regulatory Authority shall give actual and potential
users of such services and facilities the opportunity to comment. It shall subsequently give the
SMP operator the opportunity to comment on which of the services and facilities thus identified
should, in his view, constitute part of a reference offer.

(3) The Regulatory Authority shall, having regard to the comments referred to in

subsection (2), determine the access services the SMP operator has to provide and the access
facilities the SMP operator has to make available in a reference offer. The Regulatory Authority
shall request the operator to submit, within a specified period, a corresponding reference offer
with terms and conditions of supply and use, including the rates. It may attach to this request
requirements relating to particular conditions, most notably with regard to fairness,
reasonableness and timeliness. The reference offer shall be sufficiently comprehensive to
enable acceptance by all users without further negotiations. The above sentences also apply in
the event of the SMP operator having submitted an inadequate reference offer.

(4) The Regulatory Authority shall check and, in the event of failure to comply with the
requirements relating to particular conditions, most notably with regard to fairness,
reasonableness and timeliness, amend the reference offers submitted. The Regulatory Authority
generally determines a minimum duration for reference offers. The SMP operator shall notify the
Regulatory Authority three months prior to the expiry of this minimum duration of any intended
modifications to or cessation of the reference offer. The decisions referred to in subsections (3)
21

and (4) sentences 1 and 2 may be challenged in their entirety only. Sections 27 to 37 apply in

respect of rates regulation.
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(5) Where an access service or facility is already the subject matter of an access agreement
according to section 22, the Regulatory Authority may oblige the SMP public
telecommunications network operator to offer, on a non-discriminatory basis, this service or
facility to other users as well, if general demand for such service or facility is likely to develop.
This also applies to access services and facilities an SMP public telecommunications network
operator has been obliged to provide or make available under an order according to section 25.
(6) The Regulatory Authority may oblige an SMP public telecommunications network operator
to modify his reference offer if general demand has changed significantly. This may refer both to
the services and facilities themselves and to the main conditions for their supply. Subsections (2)
to (5) apply with regard to modifications to the reference offer.

(7) The operator is obliged to include the reference offer in his general terms and conditions.
Section 24

Accounting Separation

(1) The Regulatory Authority may require an SMP public telecommunications network

operator to keep separate accounts for certain activities related to access services and facilities.
In particular, the Regulatory Authority as a rule requires a vertically integrated undertaking to
make its wholesale prices and its internal transfer prices transparent. This is to prevent, amongst
other things, a breach of the prohibition on discrimination and unlawful cross-subsidies. The
Regulatory Authority may specify the format to be used and the accounting method to be
applied.

(2) The Regulatory Authority may require submission, in prescribed form, of the cost

accounting and bookkeeping records referred to in subsection (1), including all related
information and documents, upon request. The Regulatory Authority may publish such
information in suitable form insofar as this would contribute to achieving the aims set out in
section 2(2). In doing so it shall have regard to the provisions on the maintenance of trade and
operating secrets.

Section 25

Regulatory Authority Orders

(1) Where an access agreement according to section 22 or an agreement on access services
and facilities according to section 18 has not been brought about either wholly or in part and the
conditions specified in this Act for imposing an obligation to grant access are given, the
Regulatory Authority shall, after hearing the parties concerned, order access within a period of
ten weeks from referral by one of the parties to the intended agreement. In cases which have to
be specially justified the Regulatory Authority may, within the period referred to in sentence 1,
extend the procedure to a maximum of four months.

(2) An order is permissible only insofar as and for as long as the parties concerned fail to

reach an access or interconnection agreement.
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(3) The referral according to subsection (1) shall be in written form; it shall be substantiated.
In particular, the following is to be set out—

1. the precise content of the Regulatory Authority order;

2. when access was requested and for which concrete services and/or facilities;

3. that serious negotiations have been held or that the other party has declined to enter into
any such negotiations;

4. the points on which agreement has not been reached; and

5. explanatory remarks on the technical feasibility of any specific technical measures
requested.

The referral may be withdrawn until such time as the order is issued.

(4) For the purpose of achieving the aims set out in section 2(2) the Regulatory Authority may
also open a case on its own initiative.

(5) The subject matter of such order may be any of the terms and conditions of an access
agreement, or the rates. The Regulatory Authority may attach to such order conditions with
regard to fairness, reasonableness and timeliness. Sections 27 to 38 apply in respect of
determining the rates.

(6) Where both the terms and conditions of an access agreement and the rates payable for
the services and/or facilities requested are disputed, the Regulatory Authority should take partial
decisions with regard to the terms and conditions and to the rates. The periods referred to in
subsection (1) apply to any partial decisions taken by the Regulatory Authority. The Regulatory
Authority order may be challenged in its entirety only.

(7) Documents submitted in the course of proceedings are considered only if this does not
compromise observance of the period specified in subsection (1).

(8) Operators affected shall follow a Regulatory Authority order without undue delay unless
the Regulatory Authority has specified a period in the order for giving effect to the order. To
enforce such order the Regulatory Authority may set a penalty not exceeding one million euros
in accordance with the Administrative Enforcement Act.

Section 26

Publication

The Regulatory Authority shall, having regard to the maintenance of the trade and operating
secrets of the undertakings concerned, publish measures taken under this Chapter.
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Chapter3

RatesRegulation

Subchapter 1

General Provisions

Section 27

Aim of Rates Regulation
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(1) The aim of rates regulation is to prevent the anti-competitive exploitation of, hindrance to
and discrimination of end-users and competitors as a result of the pricing measures of

SMP undertakings.

(2) The Regulatory Authority shall take care that rates regulation measures in their entirety
are coordinated (consistency requirement). In particular, the Regulatory Authority shall
coordinate the timeframes and the content of its measures and consider whether each measure
is proportionate to the aims according to section 2(2).

(3) The Regulatory Authority shall, insofar as broadcasting and comparable telemedia
interests according to section 2(5) sentence 1 are concerned, inform the state media authority
with competence accordingly and include it in proceedings initiated. Upon application by the
state media authority the Regulatory Authority shall, with reference to this Act, look into the
matter of initiating proceedings and ordering measures in accordance with the following
provisions.

Section 28

Anti-Competitive Conduct

by an SMP Undertaking in Levying and Agreeing Rates

(1) No SMP telecommunications service provider and no SMP public telecommunications
network operator may abuse his position when levying and agreeing rates. Abuse is constituted,
in particular, by the undertaking levying rates which

1. prevail solely as a result of his having significant market power in the particular
telecommunications market;

2. considerably prejudice the competitive opportunities of other undertakings in a
telecommunications market; or

3. create advantages for particular users in relation to other users of the same or similar
telecommunications services,

unless it has been shown that the conduct referred to in paras 2 and 3 is objectively justified.
(2) Abuse within the meaning of subsection (1) para 2 is presumed where

1. the price for the service in question does not cover its long run incremental costs, including a
reasonable return on capital employed,;
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2. the margin between the price the SMP public telecommunications operator charges
competitors for an access service or facility and the corresponding retail price is not enough
to enable an efficient undertaking to achieve a reasonable return on capital employed in the
retail market (margin squeeze); or

3. an undertaking bundles its products in objectively unreasonable manner. In determining
whether or not this is the case, the Regulatory Authority has to consider in particular whether
efficient competitors of the SMP undertaking could offer the bundled product on comparable

terms.
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Section 29

Rates Regulation Orders

(1) The Regulatory Authority may, as part of or in preparation for rates regulation procedures,
order that

1. it be provided by an SMP undertaking with detailed information on its service offer, on its
current and expected sales, on its current and expected sales volumes and costs, on the
foreseeable effects on both end-users and competitors and with such other documents and
information as it deems necessary for the proper exercise of its rates regulation rights under
this Act; and

2. an SMP undertaking structure its cost statements in such a way as enables the Regulatory
Authority to obtain the data required for rates regulation under this Act.

In addition, the Regulatory Authority may order that the documents referred to in paras 1 and 2
be transmitted on data carrier. The undertaking has to provide an assurance of conformity with
the written documents.

(2) The Regulatory Authority may impose obligations on an SMP undertaking with regard to
cost accounting systems. In such case it may oblige the SMP undertaking to make a description
of the compliant cost accounting system publicly available, showing at least the main categories
under which costs are grouped and the rules used to allocate costs, provided it does not effect
such publication itself. Compliance of the cost accounting system is verified by the Regulatory
Authority; the Regulatory Authority may also charge an independent body with verification. A
statement concerning compliance is published annually.

(3) The Regulatory Authority may, by separate decision, oblige an SMP undertaking to offer
access on the basis of particular tariff systems and to apply particular cost recovery mechanisms
as far as may be necessary to achieve the regulatory aims according to section 2(2). In imposing
such obligations the Regulatory Authority has to ensure the promotion of economic efficiency
and sustainable competition and maximum benefit to the end-user from such obligations. Where
the Regulatory Authority takes a decision as referred to in sentence 1, the SMP provider has to
submit a rates proposal within a period of two weeks. The Regulatory Authority shall take a
decision within a period of four weeks of submission of the proposal or of expiry of the time limit.
(4) To enforce orders according to subsections (1) and (2) a penalty not exceeding one

million euros may be set in accordance with the Administrative Enforcement Act.

(5) The Regulatory Authority may prescribe the form in which rates and changes in rates,
including service specifications and other rates-related components, are to be published.
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(6) The Regulatory Authority may also require undertakings not having significant market

power to provide information as referred to in subsection (1) para 1 and proceed in accordance
with subsection (4) where necessary for the proper exercise of rates regulation under this Part.

Subchapter 2

236



Regulation of Rates for Access Services and Facilities

Section 30

Rates Regulation

(1) Save as provided in the subsections below, the rates charged by an SMP public
telecommunications network operator for access services and/or facilities mandated under
section 21 are subject to approval by the Regulatory Authority in accordance with section 31. In
derogation of sentence 1 the Regulatory Authority should subject such rates to ex post
regulation in accordance with section 38(2) to (4) when

1. the operator does not also, at the same time, have significant market power in the retail
market in which he is active;

2. significant market power has been determined after the entry into force of this Act without the
operator having been designated by the Regulatory Authority as having dominance prior to

the entry into force of this Act;

3. this measure is sufficient to achieve the regulatory aims according to section 2(2).

(2) In derogation of subsection (1) rates for access services according to section 21(2) para 7
are subject to ex post regulation in accordance with section 38(2) to (4). Regulation of these
rates under this Act is ruled out where an agreement according to section 21(2) para 7 has
come about or where services which the bill-issuer cannot be obliged to provide are concerned.
(3) Rates charged by an SMP public telecommunications network operator for access

services or facilities not mandated under section 21 are subject to ex post regulation in
accordance with section 38.

(4) Rates charged under obligations according to section 18 by an operator who controls
access to end-users and who does not have significant market power are subject to ex post
regulation. Section 38(2) to (4) apply accordingly.

(5) Charges levied by an SMP public telecommunications network operator for access on a
wholesale basis to particular services offered by him for the purpose of resale by third parties in
their own name and for their own account shall, in derogation of section 31(1), be calculated on
a retail minus basis to allow an efficient provider of telecommunications services to achieve a
reasonable return on capital employed in the retail market. The charges shall be equivalent to
the costs of efficient service provision at least.
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Section 31

Approval

(1) Rates which require approval under section 30(1) sentence 1 are eligible for approval

when they do not exceed the costs of efficient service provision. In justified cases the Regulatory
Authority may review eligibility in accordance with the comparable markets principle as set out in
section 35(1) sentence 1 para 1.

(2) The costs of efficient service provision are derived from the long run incremental costs of
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providing the service and an appropriate mark-up for volume-neutral common costs, inclusive of
a reasonable return on capital employed, as far as these costs are required to provide the
service. Section 79 remains unaffected.

(3) Expenditure exceeding that referred to in subsection (2) is taken into account only insofar

as and for as long as such expenditure derives from a legal obligation or the undertaking
seeking approval demonstrates other proper justification for it. Where the Regulatory Authority,
in examining the cost statements, deems essential components of the stated costs inefficient, it
shall request the operator, without undue delay, to explain whether and to what extent these
cost components constitute expenditure within the meaning of sentence 1.

(4) In determining a reasonable return on capital employed the Regulatory Authority takes

into account, in particular, the following factors—

1. the capital structure of the regulated undertaking;

2. the situation in the national and international capital markets and the rating of the regulated
undertaking in these markets;

3. the requirements concerning the return on equity capital employed, whereby the
service-specific risks of equity capital employed may also be acknowledged; and

4. the long term stability of the economic environment, also with a view to the situation as
regards competition in the telecommunications markets.

(5) Rates subject to approval charged by an SMP public telecommunications network

operator for access services and facilities are to be submitted to the Regulatory Authority prior to
their intended effective date, together with all such documents as are required for approval to be
granted. Where approval has been granted for a limited period only, the submission has to be
effected not later than ten weeks before such limited period expires.

(6) The Regulatory Authority may require the submission of rates proposals. Where such
request is not met within one month of its having been received, the Regulatory Authority shall
commence proceedings on its own initiative. The Regulatory Authority shall decide on rates
proposals within a period of ten weeks of receiving the submission or of commencing owninitiative
proceedings. In derogation of sentence 3 the Regulatory Authority should decide on

rates proposals submitted under the procedure set out in section 34 within a period of two
weeks.
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Section 32

Forms of Approval

The Regulatory Authority shall approve rates

1. on the basis of the costs of efficient service provision for individual services; or

2. on the basis of the benchmarks prescribed by it for the average rate of change in the prices
of a basket of combined services (price cap) in accordance with section 34.

Section 33
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Cost Statements

(1) Together with any rates proposal according to section 31(5) or (6) the undertaking has to
submit all such documents as are required to consider the submission, in particular—

1. current cost statements, to be made available on data carrier also;

2. detailed service specifications, including details of quality of service and the draft general
terms and conditions; and

3. details of sales, sales volumes, the level of the different costs referred to in subsection (2)
and the contribution margins, and the development of user structures for the service
concerned for the two years prior to submission, for the year of submission and for the
following two years.

(2) Cost statements according to subsection (1) para 1 comprise costs that can be directly
allocated (direct costs) and costs that cannot be directly allocated (common costs). To be
included, in particular, in the cost statements according to sentence 1 is an account of—

1. the input volumes on which cost accounting is based, the relevant prices, in each instance
both separately and averaged, target and actual capacity utilisation in the documentation
period; and

2. the method used to determine costs and investment values, and information on plausible
keys for allocating costs to each of the undertaking's services individually.

(3) In addition, the undertaking has to submit, regularly at the beginning of every financial
year, information on its total costs and on their allocation to cost centres and to the individual
services (cost units), broken down into direct costs and common costs. Information relating to
non-regulated services may be summarised.

(4) In the transparency and presentation of their data, the cost statements shall be such as to
enable an examination by the Regulatory Authority, quantification of the costs of efficient service
provision and a decision to be taken within the period referred to in section 31(6).

(5) Documents not submitted together with the proposal are taken into account only if
observance of the time limits is not compromised by later submission. Any additional documents
or information requested by the Regulatory Authority during proceedings need be taken into
account only if submitted by the undertaking within a time limit set by the Regulatory Authority.
28

(6) The same cost accounting methods are to be applied by the undertaking for each rates
proposal submitted.

(7) The powers referred to in section 29 remain unaffected.

Section 34

Price Cap

(1) The Regulatory Authority shall determine the content of the baskets. Access services
may be combined in one and the same basket only when the level of competition for these

services is not expected to differ significantly.
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(2) The Regulatory Authority shall establish the initial rate level for the access services

grouped in a basket. It shall proceed from any rates that have already been approved.

(3) The benchmarks for approval under section 32 para 2 encompass

1. the rate of price increases in the economy overall;

2. the expected rate of growth in productivity of the SMP operator; and

3. suitable secondary conditions for preventing abuse as set out in section 28.

(4) To be taken into account in the specification of benchmarks, in determination of the rate of
growth in productivity in particular, is the relationship between the initial rate level and the cost of
efficient service provision as set out in section 31(2).

(5) To be taken into account in the specification of benchmarks are the rates of growth in
productivity of undertakings in comparable competitive markets.

(6) The Regulatory Authority shall stipulate the period for which benchmarks will remain
unchanged, the historic reference periods against which compliance with benchmarks will be
examined and the conditions under which the content of baskets may be changed or price
differentiation within a basket made.

Section 35

Procedures for Approval

(1) Besides the cost information submitted to it, the Regulatory Authority may, in addition,

1. refer, for the purpose of comparison, to the prices of such undertakings as offer like services
in comparable competitive markets; any special features of the reference markets are to be
taken into account in doing so; and

2. apply, for the purpose of costing efficient service provision, cost accounting methods
independent of those used by the undertaking, and refer to cost models in doing so.

Where the cost information submitted to the Regulatory Authority is not sufficient for an
examination of the rates requiring approval as referred to in section 32 para 1 in conjunction with
29

section 33, the Regulatory Authority's decision may be based on an examination according to
sentence 1 paras 1 or 2.

(2) In the case of approval as referred to in section 32 para 1 the Regulatory Authority shall
examine compliance with the requirements of sections 28 and 31 for each rate separately. In the
case of approval as referred to in section 32 para 2 the requirements of section 28 and, for the
particular basket, of section 31 are deemed satisfied given compliance with the prescribed
benchmarks.

(3) Approval is to be granted wholly or in part when the rates meet the requirements of

sections 28 and 31 in accordance with subsection (2) and there are no grounds for denial as set
out in sentences 2 and 3. Approval is to be denied when the rates are inconsistent with this Act,
in particular with section 28, or with other legal provisions. The Regulatory Authority may also

deny approval when the undertaking has failed to submit in full the documentation specified in

240



section 33.

(4) The Regulatory Authority should approve rates for a limited period.

(5) Any approvals wholly or partially approving rates already contractually agreed shall have
retroactive effect from the time the SMP undertaking first provided service. In proceedings under
section 123 of the Code of Administrative Court Procedure, the court may order payment for the
time being of higher rates in respect of which rate proposals have been submitted when it is
probable, for the most part, that there is a right to the higher rates being approved; the grounds
for such order need not be stated. Where the court requires the Regulatory Authority to approve
higher rates, such approval has the retroactive effect referred to in sentence 1 only when an
order as referred to in sentence 2 has been issued.

(6) The Regulatory Authority shall publish all approved rates.

Section 36

Publication

(1) The Regulatory Authority shall publish decisions it intends to take on the grouping of
services and on specification of the benchmarks according to section 32 para 2 and section 34.
Prior to publication it shall give the undertaking to whom the decision is addressed the
opportunity to make representations.

(2) In respect of submissions for approval as provided for by section 32 para 1 and in the

event of proceeding as provided for by section 31(6) sentences 1 and 2 the Regulatory Authority
shall publish all rates measures submitted and planned.

Section 37

Divergence from Approved Rates

(1) An SMP public telecommunications network operator may not charge any rates other

than those approved by the Regulatory Authority.

(2) Contracts for services containing rates other than those approved shall become effective
subject to the proviso that the approved rates apply in place of the agreed rates.

30

(3) A contractual or legal obligation to provide service shall continue to apply irrespective of
whether or not the rates have been approved. The Regulatory Authority may prohibit advertising
for, the conclusion, the preparation or the development of a legal transaction applying rates
other than those approved or applying rates not approved but subject to approval.

Section 38

Ex Post Rates Regulation

(1) Rates subject to ex post regulation shall be submitted to the Regulatory Authority two
months prior to their planned effective date. Where planned rates would clearly not be
compatible with section 28 the Regulatory Authority shall, within a period of two weeks of
receiving notice of the measure, prohibit introduction of the rates until such time as it has

completed its examination. The Regulatory Authority is to be informed, immediately after
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conclusion of the contract, of any rates measures for individually agreed services not easily
applicable to a number of other users.

(2) Where the Regulatory Authority becomes aware of facts warranting the assumption that
rates for access services provided or facilities made available by SMP undertakings are not in
compliance with the requirements of section 28, the Regulatory Authority shall open an
investigation of the rates without undue delay. It shall inform the undertaking concerned, in
writing, that an investigation has been opened. Should the Regulatory Authority not be able to
investigate on the basis of the comparable markets principle set out in section 35(1) para 1, it
may also proceed as set out in section 33.

(3) The Regulatory Authority shall take a decision within a period of two months of the
investigation being opened.

(4) Where the Regulatory Authority establishes that rates do not meet the requirements of
section 28, it shall forbid such conduct as is prohibited under this Act and declare the rates
objected to invalid as from such time non-compliance was established. At the same time, the
Regulatory Authority may order the application of rates which meet the requirements of

section 28. Where the SMP provider subsequently submits his own rates proposals the
Regulatory Authority shall examine, within a period of one month, whether these rates rectify the
breaches of the requirements of section 28 which have been established. Section 37 applies
accordingly. Where the Regulatory Authority has established abuse of an SMP position within
the meaning of section 28(2) para 3 it shall also issue an order stating how the SMP undertaking
has to effect unbundling.

Subchapter 3

Regulation of Rates for Retail Services

Section 39

Rates Regulation for Retail Services

(1) Where facts warrant the assumption that obligations imposed in connection with access
issues or with carrier selection and carrier preselection according to section 40 would not result
in achievement of the regulatory aims according to section 2(2), the Regulatory Authority may
make the rates SMP undertakings charge for retail telecommunications services subject to

31

approval. The Regulatory Authority should limit the approval requirement to those markets in
which sustainable competition is not expected to develop in the foreseeable future. In the event
of an approval requirement, sections 31 to 37 apply accordingly. Rates for retail services may
not under section 32 para 2 be placed in a basket with rates for access services.

(2) Services according to section 78(2) paras 3 and 4 are subject to ex post regulation;

section 38(2) to (4) apply accordingly.

(3) Rates for retalil services supplied by SMP telecommunications service providers which

are not subject to approval shall be subject to ex post regulation; section 38(2) to (4) apply
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accordingly. In addition, the Regulatory Authority may, having regard to subsection (1)

sentence 1, require SMP undertakings to inform it of rates measures two months prior to their
planned effective date. Where planned rates would clearly not be compatible with section 28 the
Regulatory Authority shall, within a period of two weeks of notice of the measure, prohibit
introduction of the rates until such time as it has completed its examination. The Regulatory
Authority is to be informed, immediately after conclusion of the contract, of any rates measures
for individually agreed services not easily applicable to a number of other users.

(4) Any undertaking having significant market power in a retail market and obliged to grant
access to a service and/or facility according to section 21 which includes components that are
likewise essential to a service offer in the retail market shall be obliged to submit at the same
time as its planned rates measure for the retail service an offer for the wholesale product which
meets, in particular, the requirements of section 28. Where the SMP undertaking fails to submit
any such wholesale offer, the Regulatory Authority may, without further examination, forbid it
from asking the retail price.

Chapter4

OtherObligations

Section 40

Carrier Selection and Carrier Preselection

(1) The Regulatory Authority shall require undertakings designated as having significant

market power in the provision of connection to and use of the public telephone network at fixed
locations, in accordance with sentence 4, to enable their subscribers to access the services of all
directly interconnected providers of publicly available telecommunications services. This may be
done on a call-by-call basis by dialling a carrier selection code, or by means of preselection, with
a facility to override any preselected choice on a call-by-call basis by dialling a carrier selection
code. It should also be possible for the subscriber to preselect different carriers for local and
national calls. In providing the interconnection required to fulfil this obligation it shall be ensured
that, in decisions taken under Part 2, incentives for efficient investment in facilities which will
secure more competition in the long term are maintained and that efficient use of the existing
network is made by handing over calls at a point in the network close to the subscriber. Any
charges to end-users for use of the above-mentioned services and facilities are subject to

ex post regulation in accordance with section 38(2) to (4).

(2) Obligations according to subsection (1) should be imposed on other SMP undertakings

only when the regulatory aims set out in section 2(2) would not otherwise be achieved. Provided
there is sustainable services competition in the retail mobile market, the obligations according to
subsection (1) should not be imposed for the mobile market. Sustainable services competition in
32

the retail mobile market is fair competition between services supplied by public mobile network

operators and publicly available services supplied by mobile service providers at the retail level;
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such fair competition presupposes that providers of publicly available mobile services who are
independent of public mobile network operators contribute to a sustainable competitive retail
mobile market by means of services based also on wholesale products from the public mobile
network operators.

Section 41

Set of Leased Lines

(1) The Regulatory Authority shall require undertakings having significant market power in

the provision of part or all of the set of leased lines to provide the minimum set of leased lines as
identified in the applicable list of standards drawn up by the Commission on the basis of

Article 17 of Directive 2002/21/EC of the European Parliament and of the Council of 7 March
2002 on a common regulatory framework for electronic communications networks and services
(Framework Directive) (OJ L 108 page 33).

(2) Such undertakings have to publish conditions 3.1. to 3.3. as set out in Annex VIl to

Directive 2002/22/EC of the European Parliament and of the Council of 7 March 2002 on
universal service and users' rights relating to electronic communications networks and services
(Universal Service Directive) (OJ L 108 page 51). If necessary, the Regulatory Authority may set
targets in respect of the supply conditions referred to in condition 3.3.

(3) Sections 27 to 39 apply with regard to rates regulation. The provisions on access

regulation laid down in sections 16 to 26 remain unaffected.

Chapter5

SpecialControlofAnti-CompetitivePractices

Section 42

Anti-Competitive Conduct by an SMP Undertaking

(1) No SMP provider of telecommunications services, of services according to section 78(2)
paras 3 and 4 or of telecommunications-based services and no SMP public telecommunications
network operator may abuse his position. Abuse is constituted, in particular, by conduct
consisting in, directly or indirectly, unreasonably obstructing other undertakings or materially
affecting their competitive opportunities without objectively justifiable reason.

(2) Abuse within the meaning of subsection (1) is presumed where an SMP undertaking

gives itself, its subsidiaries or partners access to services or facilities it uses internally or offers
in the marketplace on more favourable conditions or of a better quality than it applies to other
undertakings using the service or facility to provide their own telecommunications or related
services, unless the undertaking provides evidence of facts objectively justifying the grant of less
favourable conditions.

(3) Abuse within the meaning of subsection (1) is also presumed where an SMP public
telecommunications network operator fails to comply with an obligation imposed on him under
section 22(1) by delaying the processing of access applications without objective reason.

33
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(4) The Regulatory Authority shall take a decision to end the abuse of significant market

power upon application or on its own initiative. For this purpose it may, in relation to an
undertaking abusing its position of significant market power, impose or prohibit certain practices
and declare agreements wholly or partially invalid. Such decision shall generally be taken within
a time limit of four months from the commencement of proceedings. Where an application as
referred to in sentence 1 is made, the time limit begins running when the application is received.
An application as referred to in sentence 1 may be made by any telecommunications service
provider who can assert that his rights have been prejudiced.

Section 43

Surrender of Gain to the Regulatory Authority

(1) Where an undertaking has infringed a Regulatory Authority order according to

section 42(4) or intentionally or negligently infringed a provision of this Act and thereby obtained
economic gain, the Regulatory Authority should order surrender of the economic gain and
impose on the undertaking payment of a corresponding sum of money.

(2) Subsection (1) does not apply where such economic gain has been cancelled out by
payment of damages or by the imposition or order of forfeiture. Any undertaking paying
damages as referred to in sentence 1 only after the surrender of gain is to be reimbursed with
the sum of money up to the level of payments proven.

(3) Where enforcing surrender of gain would result in undue hardship, the order should be
limited to a reasonable sum of money or be waived entirely. It should also be waived if the
economic gain is insignificant.

(4) The level of economic gain may be estimated. The sum of money to be transferred is to

be stated in figures.

(5) Surrender of gain may be ordered only within a period of five years of cessation of the
infringement and for a maximum period of five years.

PART 3

CUSTOMER PROTECTION

Section 44

Right to Damages and Injunctive Relief

(1) Any undertaking infringing this Act, an ordinance having the force of law issued under this
Act, an obligation imposed under this Act in an assignment, or an administrative order of the
Regulatory Authority shall be obliged, in relation to the person affected, to eliminate the harmful
practice and, where there is danger of further harmful practices, to cease and desist. Such right
exists as soon as there is danger of an offence. A person affected is any consumer or competitor
harmed by the infringement. Any undertaking to which intent or negligence can be imputed shall
also be liable, in relation to a consumer or competitor, to reparation of any damage caused by
the infringement. The undertaking has to pay interest on financial debts according to sentence 4

from such time as the damage occurred. Sections 288 and 289 sentence 1 of the Civil Code
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apply accordingly.

34

(2) Any person infringing, in a manner other than by using or recommending general terms
and conditions, provisions of this Act or provisions of an ordinance having the force of law
issued under this Act whose purpose is to protect the consumer, may, in the interest of
consumer protection, be required to cease and desist by the bodies named in section 3 of the
Injunctions Act. Where offences in a business are committed by an employee or an agent, the
right to injunctive relief also applies in relation to the owner of the business. The Injunctions Act
remains unaffected in all other respects.

Section 45

Customer Protection Ordinance

(1) The Federal Government shall be empowered, for the special protection of end-users
(customers), consumers in particular, to issue, by ordinance having the force of law and
requiring the consent of the German Bundestag and the German Bundesrat, framework
provisions for using telecommunications services and for ensuring metering and billing accuracy.
Particular account is to be taken in doing so of the interests of persons with disabilities. The
ordinance shall detail the powers of the Regulatory Authority. Account is to be taken most
notably of Articles 21 and 22 of Directive 2002/22/EC of the European Parliament and of the
Council of 7 March 2002 on universal service and users' rights relating to electronic
communications networks and services (Universal Service Directive) (OJ L 108 page 51).

(2) The ordinance may, in particular, make arrangements about the conclusion, the subject
matter and the termination of contracts and the rights and obligations of the contracting parties
and of the other parties engaged in telecommunications traffic, including the information
requirements according to Annex Il to Directive 2002/22/EC of the European Parliament and of
the Council of 7 March 2002 on universal service and users' rights relating to electronic
communications networks and services (Universal Service Directive) (OJ L 108 page 51). The
ordinance may also stipulate that particular measurement methods be applied in relation to
quality of service and that undertakings' general terms and conditions include details of delivery
periods and quality of service.

(3) Detailed arrangements, in particular, are to be made in the ordinance with regard to

1. the liability of undertakings;

2. the way in which reference is made to general terms and conditions and to rates and the
possibility of their inclusion;

3. information requirements and regulations applicable in the event of nhon-compliance with
these requirements;

4. requirements deriving from Annex | Part A to Directive 2002/22/EC of the European
Parliament and of the Council of 7 March 2002 on universal service and users' rights relating

to electronic communications networks and services (Universal Service Directive) (OJ L 108
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page 51) to be met by undertakings in order that their customers can monitor and control

their expenditure;

5. entries in directories and directory enquiry service databases;

6. out-of-court dispute resolution procedures for customers; and

35

7. declarations from property owners.

Section 46

Number Portability, European Telephone Numbering Space

(1) Public telephone network operators shall make provision in their networks to enable
subscribers to retain their telephone number, independently of the undertaking providing the
telephone service, as follows—

1. in the case of geographic numbers, at a specific location; and

2. in the case of non-geographic numbers, at any location.

The arrangement in sentence 1 applies only within the numbering ranges and subranges
designated for a telephone service. In particular, the porting of telephone numbers for telephone
services provided at a fixed location to those not provided at a fixed location and vice versa is
not permitted.

(2) Providers of publicly available telecommunications services shall ensure that their endusers
can retain in conformity with subsection (1) telephone numbers allocated to them when
changing to another provider of publicly available telecommunications services.

(3) Subscribers may be charged solely the one-time costs incurred for changing provider.

The same applies to costs charged by a network operator to a provider of publicly available
telecommunications services. All such rates are subject to ex post regulation as provided for by
section 38(2) to (4).

(4) Public telephone network operators have to make provision in their networks for handling
all calls to the European telephone numbering space.

Section 47

Provision of Subscriber Data

(1) Every undertaking providing publicly available telecommunications services and

assigning telephone numbers to end-users shall be obliged, in observance of the requirements
of the relevant data protection legislation, to provide, upon request, any other undertaking with
subscriber data as referred to in subsection (2) sentence 4 for the purpose of providing publicly
available directory enquiry services and directories. Such data has to be provided without undue
delay and in non-discriminatory manner.

(2) Subscriber data are such data as are published in directories of subscribers in

accordance with section 104. Besides the number this includes the actual data for publication,
ie the subscriber's name and address and any additional information known to the undertaking

such as occupation, branch, type of line and co-users. It also includes such information, links,
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assignments and classifications, processed and presented in line with the state of the art, in
observance of the requirements of the relevant data protection legislation and in appropriate
form for the customer's use, as are required for the publication of such data in publicly available
directory enquiry services and directories according to sentence 1. The data shall be complete
and their content and technical form processed and presented in such manner as to allow, under
36

the state of the art, easy inclusion in a customer-friendly directory or corresponding directory
enquiry service database.

(3) In the event of disputes arising between undertakings concerning rights and obligations
under subsections (1) and (2), section 133 applies accordingly.

(4) For the provision of subscriber data charges may be levied; such charges will typically be
subject to ex post regulation as provided for by section 38(2) to (4). Such charges should be
subject to approval under section 31 only when the undertaking has significant market power in
the market for retail services.

PART 4

BROADCASTING

Section 48

Interoperability of Television Sets

(1) Every analogue television set with an integral viewing screen of visible diagonal greater
than 42 centimetres offered for sale, rent or otherwise made available shall be fitted with at least
one interface socket standardised by a recognised European standardisation body, permitting
the connection of digital television receivers.

(2) Every digital television receiver offered for sale, rent or otherwise made available shall,

1. if it has an integral viewing screen of visible diagonal greater than 30 centimetres, be fitted
with at least one interface socket, standardised by a recognised European standardisation
body or conforming to a common, industry-wide, open specification, permitting the

connection of digital television receivers and the possibility of conditional access;

2. if it is fitted with an application programming interface, fulfil the minimum requirements of
such interface as adopted by a recognised European standardisation body or conforming to

a common, industry-wide, open interface specification, enabling third parties to produce and
operate their own applications irrespective of the transmission mode.

(3) Every digital television receiver offered for sale, rent or otherwise made available and
intended for conditional access shall be capable of displaying signals

1. conforming to the common European scrambling algorithm as administered by a recognised
European standardisation body;

2. that do not require conditional access. With regard to rented equipment this applies only
inasfar as the rentee is in compliance with the relevant rental agreement.

Section 49
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Interoperability of Digital Television Signal Transmissions

(1) Public telecommunications network operators transmitting digital television signals shall
retransmit all such signals as are transmitted for representation wholly or partially in the

16:9 screen format, in this format.

37

(2) Rights holders of application programming interfaces are obliged to provide, on fair,
reasonable and non-discriminatory terms and against appropriate remuneration, manufacturers
of digital television receivers and third parties claiming a legitimate interest with all such
information as is necessary to provide all the services supported by the application programming
interface in fully functional form. The criteria referred to in sections 28 and 42 apply.

(3) In the event of a dispute arising between the parties concerned with regard to compliance
with the provisions of subsections (1) to (2), either of the parties concerned may refer the matter
to the Regulatory Authority. The Regulatory Authority shall take a decision, after hearing the
parties concerned, within a period of two months. In proceeding, the Regulatory Authority shall
give the authority responsible under state law the opportunity to comment. Where the authority
responsible under state law raises objections to do with media legislation, it shall take a decision
on the matter within the specified period. The two decisions may be taken in combined
proceedings.

(4) Parties concerned shall comply with an order issued by the Regulatory Authority under
subsection (3) without undue delay, except where the Regulatory Authority has stipulated a
different period. To enforce such order, the Regulatory Authority may set a penalty not
exceeding 500,000 euros in accordance with the Administrative Enforcement Act.

Section 50

Conditional Access Systems

(1) Providers of conditional access systems shall ensure that these have the necessary
technical capability for the cost-effective transfer of control functions, allowing the possibility for
full control by public telecommunications network operators at local or regional level of the
services using such conditional access systems.

(2) Holders of industrial property rights to conditional access systems deciding to grant

licences to manufacturers of digital television receivers or to third parties demonstrating a
legitimate interest shall do so on fair, reasonable and non-discriminatory terms. The criteria
referred to in sections 28 and 42 apply. Holders of such rights may take reasonable account of
technical and commercial factors. However, licence grant may not be made subject to conditions
hindering the installation of

1. a common interface allowing connection with other conditional access systems; or

2. components specific to another conditional access system, for reasons of transaction
security with regard to the content to be protected.

(3) Providers and users of conditional access systems shall
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1. enable all broadcasters to use the technical services they need to use their systems and to
obtain the information they require on fair, reasonable and non-discriminatory terms;

2. where they are also responsible for billing end-users, give the end-user a tariff schedule prior
to concluding with him a contract under which charges will be incurred;

3. keep separate accounts for their business as conditional access system providers;

38

4. prior to beginning to provide service and to providing service with differences, notify the
Regulatory Authority of the details referred to in paras 1 to 3, the individual services offered

to end-users and the rates charged.

(4) The Regulatory Authority shall inform, without undue delay, the authority responsible

under state law of notifications according to subsection (3) para 4. Where the Regulatory
Authority or the authority responsible under state law, each for its own area of responsibility,
concludes on the basis of the naotification within a period of two months that the service offer fails
to comply with the requirements specified in subsection (3) paras 1 to 4, they shall require the
service offer to be modified. Where the requirements cannot be satisfied despite the
modifications or where the modifications have not been made despite the request, they shall
prohibit the service offer.

(5) Where one or more providers or users of conditional access systems do not have
significant market power, the Regulatory Authority may amend or withdraw conditions according
to subsections (1) to (3) with respect to the party or parties concerned, provided that

1. the prospects for effective competition in the retail markets for the transmission of
broadcasting signals and for conditional access systems and other associated facilities

would not be adversely affected by such amendment or withdrawal; and

2. the authority responsible under state law has established that capacity determinations and
must-carry obligations set out in state law would not be adversely affected by such

amendment or withdrawal.

Sections 11 to 14(1) apply accordingly to the procedure referred to in sentence 1. Decisions as
referred to in sentence 1 shall be reviewed by the Regulatory Authority every two years.
Section 51

Dispute Resolution

(1) Persons with entittements or obligations under the provisions of this Part may jointly refer

to the Dispute Resolution Panel for resolution any contentious issues concerning the application
of these provisions. Such referral shall be in written form. The Regulatory Authority shall take a
decision within a period of two months.

(2) The Dispute Resolution Panel shall be established at the Regulatory Authority. It shall
comprise a Chairman and two Assessors. The Regulatory Authority shall be responsible for
establishing the Dispute Resolution Panel, appointing its members and adopting its rules of

procedure. The establishment and composition of the Dispute Resolution Panel and its rules of
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procedure are to be published by the Regulatory Authority.

(3) In proceeding, the Dispute Resolution Panel shall give the authority responsible under
state law the opportunity to comment. Where the authority responsible under state law raises
objections to do with media legislation, it shall take a decision on the matter within the specified
period. The two decisions may be taken in combined proceedings.
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PART 5

GRANT OF FREQUENCIES, NUMBERS AND RIGHTS OF WAY

Chapterl

FrequencyRegulation

Section 52

Functions

(1) In order to secure efficient and interference-free use of frequencies and in consideration

of the further aims set out in section 2(2), a National Table of Frequency Allocations and a
Frequency Usage Plan shall be drawn up, frequencies assigned and frequency usages
supervised.

(2) The Regulatory Authority shall issue orders with regard to the use of frequencies for the
operation of radio equipment in foreign vehicles, watercraft and aircraft operating within the area
of application of this Act.

(3) With regard to the use of frequencies within the area of responsibility of the Federal
Ministry of Defence, the Federal Ministry of Economics and Labour shall reach agreement with
the Federal Ministry of Defence.

Section 53

Frequency Band Allocation

(1) The Federal Government is empowered, by ordinance having the force of law but not
requiring the consent of the German Bundesrat, to stipulate frequency band allocation for the
Federal Republic of Germany in a National Table of Frequency Allocations and to amend such
Table. Ordinances in which frequencies are allocated to broadcasting require the consent of the
German Bundesrat. To be included in their preparation shall be all persons likely to be affected
by the allocations.

(2) The National Table of Frequency Allocations allocates frequency bands to radio services
and other applications of electromagnetic waves. Insofar as is necessary to secure efficient and
interference-free use of frequencies, the Table also includes provisions on the use of
frequencies and associated detailed determinations. Sentence 2 also applies to the use of
frequencies in and along conductors; for the frequency bands concerned, geographic,
time-related and technical determinations are to be made, compliance with which allows free
use.

Section 54
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Frequency Usage Plan

(1) The Regulatory Authority shall draw up the Frequency Usage Plan on the basis of the
National Table of Frequency Allocations in consideration of the aims set out in section 2(2),
European harmonisation, technological advance and the compatibility of frequency usages in
the transmission media.
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(2) The Frequency Usage Plan shall include further allocation of the frequency bands to
frequency usages, and determinations on such usages. The Frequency Usage Plan may consist
of subplans.

(3) The Frequency Usage Plan shall be drawn up with the participation of the public. The
Federal Government is empowered to lay down, by ordinance having the force of law and
requiring the consent of the German Bundesrat, the procedure for drawing up the Frequency
Usage Plan.

Section 55

Frequency Assignment

(1) Each frequency usage requires prior frequency assignment, unless otherwise provided

for by this Act. Frequency assignment means authorisation given by a public authority or by legal
provisions to use particular frequencies under specified conditions. Frequencies are assigned for
a particular purpose in accordance with the Frequency Usage Plan and in non-discriminatory
manner on the basis of transparent and objective procedures. Assignment is not required where
usage rights may be exercised by virtue of another statutory regulation. Where it is necessary for
public authorities, in order to exercise legal powers, to use frequencies already assigned to other
persons and significant interference to these usages is not anticipated as a result of doing so,
this usage shall be permitted, subject to the framework conditions established in consultation
with the law enforcement agencies, without an assignment being required.

(2) Frequencies are typically assigned ex officio by the Regulatory Authority as general
assignments for the use of particular frequencies by the general public or a group of persons
defined or capable of being defined by general characteristics. Such assignments are published.
(3) Where general assignment is not possible, frequencies for particular usages are

assigned by the Regulatory Authority to natural persons, legal entities and associations of
persons, insofar as they may be eligible, upon written application, as individual assignments.
This applies in particular when the risk of harmful interference cannot otherwise be ruled out or
when this is necessary in order to secure efficient use of frequencies.

(4) The application referred to in subsection (3) has to specify the area in which the

frequencies are to be used. The applicant has to show that the subjective requirements for
frequency assignment with regard to efficient and interference-free use of frequencies and other
conditions as specified in Part B of the Annex to Directive 2002/20/EC of the European

Parliament and of the Council of 7 March 2002 on the authorisation of electronic
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communications networks and services (Authorisation Directive) (OJ L 108 page 21) are
satisfied. The Regulatory Authority shall take a decision on complete applications within a period
of six weeks. This time limit shall not affect existing international agreements on the use of radio
frequencies and orbit positions.

(5) Frequencies shall be assigned subject to

1. their designation for the planned usage in the Frequency Usage Plan;

2. their availability;

3. their compatibility with other frequency usages; and
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4. their efficient and interference-free use by the applicant being secured.

Applicants are not entitled to any one particular frequency.

(6) The Regulatory Authority is to be notified without undue delay of the beginning and the
cessation of usage. It shall also be notified of any change of name, change of address, change
in ownership structure and any identity-preserving transformations.

(7) Applications for a change in the frequency assignment are to be submitted without undue
delay to the Regulatory Authority, in writing, with supporting documents, when

1. frequency usage rights are to be transferred by singular or universal succession;

2. frequencies are to be transferred to an affiliated undertaking as defined in section 15 of the
Stock Corporation Act;

3. frequencies are to be transferred from a natural person to a legal entity in which the natural
person holds a share; or

4. an heir intends to continue using the frequencies.

In these cases, the frequencies may continue to be used until such time as a decision is taken
on the application for a change in the assignment. The application shall be granted when the
requirements for frequency assignment according to subsection (4) are satisfied, distortion of
competition in the relevant product and geographic market is not to be feared and the efficient
and interference-free use of frequencies is secured. Any frequencies no longer used are to be
returned without undue delay by means of a written declaration. Where a legal entity that has
been assigned frequencies is liquidated without there being a legal successor, the frequencies
shall be returned by the liquidator. Where a natural person dies without an heir intending to
continue using the frequencies, these shall be returned by the heir or by the estate
administrator.

(8) Frequencies are typically assigned for a limited period, with the possibility of extension.
The time limit shall be appropriate to the service concerned.

(9) Where frequencies are not available for assignment in sufficient numbers or where more
than one application has been made for particular frequencies the Regulatory Authority may
order, without prejudice to subsection (5), that assignment be preceded by award proceedings

based on conditions according to section 61 as determined by the Regulatory Authority. Persons
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likely to be affected are to be heard prior to such decision. The Regulatory Authority's decision is
to be published.

(10) A frequency assignment may be denied in full or in part where the use intended by the
applicant is incompatible with the regulatory aims according to section 2(2). Where the interests
of the federal states relating to broadcasting within their jurisdiction are concerned, consultation
is to be held with the state authority with competence, based on the broadcasting regulations.
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Section 56

Orbit Positions and Frequency Usage by Satellites

(1) All exercise of German rights to orbit and frequency usage shall require, in addition to
frequency assignment according to section 55(1), assignment of such rights by the Regulatory
Authority. The Regulatory Authority shall, upon application, perform the advance publication,
coordination and notification of satellite systems with the International Telecommunication Union
and assign to the applicant the resulting rights to orbit and frequency usage. The preconditions
for this are as follows—

1. the availability of frequencies and orbit positions;

2. compatibility with other frequency usages and other satellite system notifications;

3. no detriment to public interest.

(2) With regard to existing German entries in the Plan and other unused rights to orbit and
frequency usage with the International Telecommunication Union, award proceedings may be
conducted based on conditions as determined by the Regulatory Authority.

(3) Assignment may be revoked where such rights have not been exercised for more than

one year or where the preconditions of subsection (1) sentence 3 are no longer given.

Section 57

Special Preconditions for Frequency Assignment

(1) The assignment of frequencies for broadcasting within the jurisdiction of the federal

states requires, in addition to the preconditions of section 55, consultation with the state
authority with competence, based on the broadcasting regulations. The relevant state authority
notifies the Regulatory Authority of the coverage requirements for broadcasting within the
jurisdiction of the federal states. The Regulatory Authority shall satisfy these notified
requirements in assigning frequencies under section 55. Details of the procedure shall be laid
down by the Regulatory Authority on the basis of the broadcasting regulations of the state
authorities with competence. Frequencies allocated to the broadcasting service in the National
Table of Frequency Allocations and designated in the Frequency Usage Plan may be used for
purposes other than broadcasting within the jurisdiction of the federal states where the capacity
allocated to broadcasting on the basis of the broadcasting regulations is available. For this
purpose the Regulatory Authority shall bring about consultation with the state authorities with

competence.
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(2) Frequency usages of the Federal Ministry of Defence in the bands designated in the
Frequency Usage Plan exclusively for military purposes shall not require assignment.

(3) Frequencies designated in the Frequency Usage Plan for maritime shipping, inland
waterways shipping and the aeronautical service and used for such purposes on foreign
watercraft or aircraft operating within the area of application of this Act shall be deemed
assigned.

(4) With regard to frequencies designated in the Frequency Usage Plan for public safety
radiocommunications, the Federal Ministry of the Interior shall, in consultation with the supreme
state authorities responsible, determine in a directive the following matters—

43

1. the responsibilities of the authorities concerned;

2. the procedure for being recognised as qualified to participate in public safety
radiocommunications;

3. the procedure for processing applications for the assignment of frequencies for public safety
radiocommunications purposes and the responsibilities in this regard;

4. the principles of frequency planning and the procedures for frequency coordination for public
safety radiocommunications purposes; and

5. the arrangements for radio operations for and cooperation between and among the
authorities and organisations using frequencies for public safety radiocommunications
purposes.

The directive is to be drawn up in agreement with the Regulatory Authority, in particular as far as
paras 4 and 5 are concerned. The Federal Ministry of the Interior shall confirm in each instance,
after hearing the supreme federal or state authorities responsible for the matter, that an
applicant is one of the group recognised as qualified according to sentence 1.

(5) Frequencies for use by aeronautical stations in the aeronautical mobile service and
aeronautical radionavigation land stations shall be assigned only when consent to install and
operate such stations as required by section 81(1) and (2) of the Air Traffic Licensing Ordinance
has been given.

(6) Frequencies for use by coast stations in the port operations service shall be assigned

only when the consent of the waterways and shipping administration is to hand.

Section 58

Variant Frequency Usages

In justified particular cases, notably to test innovative technologies in telecommunications or

to provide frequencies required at short notice, frequency assignments which are at variance
with the determinations of the National Table of Frequency Allocations or the Frequency Usage
Plan may be granted on a temporary basis, on condition that no degradation is caused to any
frequency usage entered in the National Table of Frequency Allocations or the Frequency

Usage Plan. No such variance may interfere with the further development of the Tables or Plans.
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Where the interests of the federal states relating to broadcasting within their jurisdiction are
concerned, consultation is to be held with the state authority with competence, based on the
broadcasting regulations.

Section 59

Shared Use

Frequencies whose use by one party alone is not expected to be efficient may be assigned

to more than one party for shared use. Such assignees shall tolerate any degradation arising
from shared use of the frequency for the intended purpose.
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Section 60

Constituent Parts of Frequency Assignment

(1) The frequency assignment is to specify, in particular, the type and extent of the frequency
usage, insofar as is necessary to secure efficient and interference-free use of frequencies. Use
of assigned frequencies may be made solely with radio equipment intended or marked for
operation in the Federal Republic of Germany.

(2) In order to secure efficient and interference-free use of frequencies, secondary conditions
may be attached to the frequency assignment. Where, after assignment, it is established that
usage is being significantly restricted on account of increased use of the radio spectrum or that
considerable efficiency gains are possible on account of technological advance, the type and
extent of the frequency usage referred to in subsection (1) may be subsequently modified.
Where the interests of the federal states relating to broadcasting within their jurisdiction are
concerned, consultation is to be held with the state authority with competence, based on the
broadcasting regulations.

(3) The frequency assignment should contain references to the parameters for the receiving
equipment on which the Regulatory Authority has based its specifications on the type and extent
of the frequency usage. The Regulatory Authority takes no measures of any kind to counteract
detrimental effects resulting from non-compliance with the parameters notified.

(4) Frequencies for broadcasting within the jurisdiction of the federal states shall be

assigned, in consultation with the state authority with competence, subject to conditions
ensuring that the broadcasting interests of the federal states are taken into account.

Section 61

Award Proceedings

(1) Where an order has been issued under section 55(9) requiring frequency assignment to

be preceded by award proceedings, the Regulatory Authority may, after hearing the parties
concerned, conduct an auction in accordance with subsection (5) or invite tenders in accordance
with subsection (6). Decisions on the choice of proceedings and the determinations and rules for
the conduct of proceedings are to be published by the Regulatory Authority. Frequency

assignment shall be effected in accordance with section 55 following completion of the award
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proceedings referred to in sentence 1.

(2) As a general rule, the proceedings laid down in subsection (5) are to be conducted,

except where such proceedings are not likely to secure the regulatory aims according to

section 2(2). This may be the case, in particular, when frequencies have already been assigned,
without a prior auction, in the relevant product and geographic market for which the radio
frequencies may be used in observance of the Frequency Usage Plan, or where an applicant
can claim a legal right to preference for the frequencies to be assigned. The proceedings laid
down in subsection (5) are not applicable in respect of frequencies intended for broadcasting
services.

(3) An applicant may be excluded from participation in award proceedings where a

successful bid according to subsection (5) by him or a successful tender according to
subsection (6) from him is expected to prejudice fair competition in the relevant product and
geographic market for which the radio frequencies to be assigned may be used in observance of
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the Frequency Usage Plan. Any such decision shall take due account of the legitimate interests
of the particular applicant in the deployment of new technologies.

(4) The aim of award proceedings is to determine which of the applicants is or are best

placed to make efficient use of the frequencies to be assigned. Prior to carrying out award
proceedings, the Regulatory Authority shall determine the following matters—

1. the minimum specialist and other requirements to be met by applicants in order to qualify for
the award proceedings;

2. the relevant product and geographic market for which the frequencies to be assigned may be
used in observance of the Frequency Usage Plan;

3. the basic spectrum package required for commencement of the telecommunications service,
where necessary;

4. the frequency usage conditions, including the degree of coverage with the frequency usage
and the time required to achieve such degree.

(5) In the case of an auction, the Regulatory Authority shall, prior to the award proceedings,
detail the rules for conducting auctions; such rules shall be objective, transparent and nondiscriminatory
and have regard to the interests of small and medium-sized enterprises. The

Regulatory Authority may stipulate a minimum bid for participation in the auction.

(6) In the case of tendering, the Regulatory Authority shall, prior to the award proceedings,
determine the criteria against which tenderers' eligibility will be assessed. Such criteria are the
tenderers' specialist knowledge and efficiency, the suitability of their plans for providing the
telecommunications service for which the tender has been invited, and the promotion of
sustainable competition in the market. Preference is to be given in the selection procedure to
tenderers ensuring a higher degree of coverage with the particular telecommunications services.

The Regulatory Authority shall also detail the rules for tendering; such rules shall be objective,
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transparent and non-discriminatory. Where the outcome of tendering shows several tenderers to
be equally well placed, the decision shall be made by drawing lots.

(7) Any commitments entered into by bidders in the course of an auction or by tenderers in

the course of tendering shall become constituent parts of the frequency assignment.

(8) In the case of an auction according to subsection (5) or tendering according to

subsection (6), the maximum period of six weeks referred to in section 55(4) may be extended
by as long as necessary, but by no more than eight months, however, in order to ensure a fair,
reasonable, open, and transparent procedure for all concerned. Such time limits shall be without
prejudice to existing international agreements on spectrum use and satellite coordination.
Section 62

Spectrum Trading

(1) The Regulatory Authority may, after hearing the parties concerned, release frequency
bands for trading and stipulate the framework conditions of and the procedure for trading when
there is interest in trading usage rights for the spectrum concerned. The procedure shall include
termination of the frequency assignment and the issue of a new assignment.

46

(2) The framework conditions of and the procedure for trading shall ensure, in particular, that

1. spectrum efficiency is increased or maintained;

2. the original award proceedings do not preclude frequency assignment after spectrum
trading;

3. no distortion of competition in the relevant product and geographic market is to be feared;

4. other legal framework conditions, in particular the conditions of use and international
agreements on spectrum use, are complied with; and

5. the regulatory aims according to section 2(2) are secured.

Decisions on the framework conditions of and the procedure for spectrum trading are to be
published. With regard to frequencies intended for the broadcasting services, decisions shall be
taken in agreement with the authority responsible under state law.

(3) Proceeds from spectrum trading, less the administrative costs incurred, are due to the

party selling the usage rights.

Section 63

Revocation of Frequency Assignment, Relinquishment

(1) A frequency assignment may be revoked where use of the assigned frequency for the
intended purpose has not commenced within one year of the assignment or where the frequency
has not been used for the intended purpose for more than one year.

(2) The frequency assignment may also be revoked, apart from in the cases specified in
section 49(2) of the Administrative Procedures Act, where

1. one of the preconditions according to section 55(5) and section 57(4) to (6) is no longer

given;
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2. an obligation arising from the assignment is repeatedly violated or has not been fulfilled
despite repeated requests for fulfilment;

3. competition or the introduction of new spectrum-efficient technologies is prevented or
unreasonably hindered as a result of a scarcity of frequencies which arises after the
assignment; or

4. distortion of competition in the relevant product and geographic market is to be feared as a
result of a change in ownership structure in the person of the assignee.

The period of time until revocation becomes effective shall be appropriate. Where frequencies
for broadcasting within the jurisdiction of the federal states are concerned, the Regulatory
Authority shall consult the state authority with competence, on the basis of the broadcasting
regulations.

(3) The frequency assignment should be revoked where, in respect of a frequency assigned
for broadcasting within the jurisdiction of the federal states, all the broadcasting regulations from
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the state authority with competence concerning transmissions on the given frequency have
ceased to apply. In place of the revocation according to sentence 1, the Regulatory Authority
may, when, in respect of a frequency according to sentence 1, one or all of the broadcasting
regulations according to sentence 1 has or have ceased to apply and no new broadcasting
regulation has been issued within a period of six months, assign, in accordance with the
Frequency Usage Plan, in consultation with the state authority with competence, such frequency
to the previous assignee — possibly even in derogation of the previous award proceedings — with
a limited obligation or with no obligation to use it for broadcasting within the jurisdiction of the
federal states.

(4) Section 49(6) of the Administrative Procedures Act is not applicable to revocation
according to subsections (2) and (3).

(5) The Regulatory Authority should revoke frequency assignments for analogue broadcast
transmissions on the basis of the broadcasting regulations of the state authority with
competence, in accordance with the Frequency Usage Plan, not later than 2010 for television
broadcasting and not later than 2015 for VHF sound broadcasting. Sound broadcast
transmissions in the low, medium and high frequency bands remain unaffected. The frequency
assignment shall expire after an appropriate period of time as specified in the revocation but in
no case of less than one year.

(6) The frequency assignment shall expire upon relinquishment. Relinquishment is to be
declared to the Regulatory Authority in writing, with the exact designation of the frequency
assignment being stated.

Section 64

Monitoring, Orders to Take Equipment Out of Service

(1) The Regulatory Authority shall monitor frequency usage in order to secure the aims of
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frequency regulation. Insofar as is necessary and reasonable for this purpose, most notably to
identify a particular frequency user, Regulatory Authority staff are authorised to obtain
information on the detailed circumstances of a telecommunications activity and also, in special
cases, to listen in to emissions. Information obtained as a result of the measures referred to in
sentence 2 may be used solely for the purpose of securing the aims of frequency regulation. In
derogation of this, information may be transmitted to the authorities responsible where this is
necessary to prosecute a criminal offence as set out in section 100a of the Code of Criminal
Procedure. The basic right of privacy of telecommunications laid down in Article 10 of the Basic
Law shall be restricted in accordance with sentences 2 to 4.

(2) The Regulatory Authority may, to secure the aims of frequency regulation, order that
equipment be operated with restrictions or be taken out of service. To enforce such
administrative orders, a penalty not exceeding 500,000 euros may be set in accordance with the
Administrative Enforcement Act.

Section 65

Restrictions on Frequency Assignments

Use of assigned frequencies may be restricted on a temporary basis where such frequencies
are required by the authorities responsible to perform their duties in a state of tension or
defence, in connection with alliance commitments, in connection with cooperation with the
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United Nations, in connection with international emergency management or in the event of a
natural disaster or a particularly serious accident.

Chapter2

Numbering

Section 66

Numbering

(1) The Regulatory Authority shall discharge numbering functions. It shall be responsible, in
particular, for structuring and configuring the numbering space with the aim of satisfying the
requirements of end-users, telecommunications network operators and telecommunications
service providers. The Regulatory Authority shall also allocate numbers to telecommunications
network operators, telecommunications service providers and end-users. Not included in its
responsibilities is the administration of the country code top level and lower level domains.

(2) In order to implement international obligations and recommendations and to ensure
sufficient availability of numbers, the Regulatory Authority may modify the structure and
configuration of the numbering space and the national numbering plan. In doing so, it shall take
reasonable account of the interests of the parties concerned, most notably of the conversion
costs incurred by operators, telecommunications service providers and users. Proposed
modifications are to be made known in good time prior to becoming effective.

Telecommunications network operators and telecommunications service providers affected by
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such modifications are required to take all implementation measures necessary.

(3) The Regulatory Authority may issue orders to enforce the obligations referred to in
subsection (2). To enforce such orders, a penalty not exceeding 500,000 euros may be set in
accordance with the Administrative Enforcement Act.

(4) The Federal Government shall be empowered to lay down, by ordinance having the force

of law and requiring the consent of the German Bundestag and the German Bundesrat, the
criteria and guidelines for the structuring, configuration and administration of numbering space,
for the acquisition, the extent and the loss of rights to use numbers including the requirements
for telecommunications-based services, and to transpose international recommendations and
obligations into national legislation. In doing so it shall take account, in particular, of an efficient
use of numbers, the interests of the market players including their interest in a sound basis for
planning, the economic implications for the market participants, the requirements in respect of
the use of numbers and of meeting demand in the long term, and the interests of the end-users.
The powers of the Regulatory Authority and the rights and obligations of the market participants
and of the end-users are to be detailed in the ordinance. Subsection (1) sentence 4 applies
accordingly.

Section 67

Powers of the Regulatory Authority

(1) The Regulatory Authority may, under its responsibility for numbering administration, issue
orders and take any other suitable measures to secure compliance with the legal provisions and
with the conditions it has imposed in connection with the allocation of numbers. In particular, the
Regulatory Authority may, where statutory obligations or obligations imposed by public
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authorities have not been fulfilled, withdraw the unlawfully used number. Further, where it has
reliable information on the unlawful use of a telephone number, it should issue an order in
relation to the operator of the network in which the number is activated to deactivate the
telephone number. The Regulatory Authority may, where it has reliable information on unlawful
use, request the bill-issuer not to issue bills for the number concerned. In justified exceptional
cases the Regulatory Authority may prohibit certain categories of dialler; the Regulatory
Authority shall lay down details of the procedure governing such prohibition.

(2) The rights of the federal states and the powers of other public authorities are not affected.
(3) The Regulatory Authority shall notify the public prosecutor or the administrative authority

of any facts giving reason to suspect a criminal or an administrative offence.

Chapter3

RightsofWay

Section 68

Principle of the Use of Public Ways

(1) The Federation shall have the power to use trafficways free of charge for
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telecommunications lines serving public purposes, provided that their dedication as trafficways is
not thereby restricted on a lasting basis (right of use). Trafficways shall include public ways,
squares, bridges and public waters.

(2) Telecommunications lines are to be installed and maintained in such a way as to satisfy

the requirements of public safety and order and to comply with the recognised rules of
engineering.

(3) The installation of new and the modification of existing telecommunications lines shall
require the written consent of the authorities responsible for the construction and maintenance of
public ways. With regard to the installation of overhead lines the interests of the above
authorities, of public telecommunications network operators and the requirements of town
planning shall be weighed. Where installation can be coordinated under a comprehensive
building project to be carried out close in time to the application for consent, lines should
typically be installed underground. Consent may be given subject to secondary conditions which
are to be framed in non-discriminatory manner; consent may also be made dependent on
payment of a reasonable security. Such secondary conditions may make stipulations solely on
the way in which a telecommunications line is to be installed, the rules of engineering to be
observed in doing so, the safety and ease of traffic, the records, consistent with the local
practices of the above authority, on the location of a telecommunications line by geographic
coordinates, and traffic safety obligations.

(4) Where the authority responsible for the construction and maintenance of public ways is

itself the operator of a telecommunications line or has merged within the meaning of

section 37(1) or (2) of the Competition Act with an operator, consent according to subsection (3)
is to be given by an administrative body which is independent of the administrative body
responsible for operation of the telecommunications line or for the exercise of corporate rights,
as the case may be.
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Section 69

Transfer of Rights of Way

(1) The Federation shall, upon written application, transfer to public telecommunications
network operators its rights of use according to section 68(1) through the Regulatory Authority.
(2) The area for which the right of use is to be transferred is to be named in the application
referred to in subsection (1). The Regulatory Authority shall grant the right of use where the
applicant has the proven specialist knowledge, reliability and efficiency to install
telecommunications lines and the right of use is consistent with the regulatory aims set out in
section 2(2). The Regulatory Authority shall grant the right of use for the duration of the public
activity. The Regulatory Authority shall decide on complete applications within a period of six
weeks.

(3) The beginning and cessation of use and any change of name, change of address or
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identity-preserving transformations of the undertaking are to be notified without undue delay to
the Regulatory Authority. The Regulatory Authority shall provide the authority responsible for the
construction and maintenance of public ways with this information. The party enjoying the right
of use shall be liable for any damage arising from changes not being notified in time.

Section 70

Shared Use

Insofar as it is not possible, or is possible only at disproportionately high expense, to

exercise the right according to section 68 for the installation of further telecommunications lines,
acquiescence in the shared use of other installations intended for the accommodation of
telecommunications cables can be required where shared use is economically reasonable and
no major additional construction work is needed. In this case the party enjoying the right of
shared use shall pay adequate compensation in money's worth to the party obliged to grant
shared use.

Section 71

Showing Consideration for Maintenance and Dedication

(1) With regard to the use of trafficways, any hindrance to their maintenance and any
temporary restriction of their dedication as trafficways is to be avoided as far as possible.

(2) Where maintenance is hindered, the party enjoying the right of use is to reimburse the

party liable for maintenance with the costs arising from such hindrance.

(3) After completion of work on the telecommunications lines, the party enjoying the right of

use is to restore the trafficway without undue delay, provided the party liable for maintenance
has not declared itself willing to undertake restoration itself. The party enjoying the right of use is
to reimburse the party liable for maintenance with the expenses incurred for any restoration thus
undertaken and to pay compensation for any damage incurred as a result of work on the
telecommunications lines.
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Section 72

Changes Required

(1) Where, following the installation of a telecommunications line, it emerges that the
telecommunications line is restricting a trafficway's dedication as a trafficway more than
temporarily or is preventing performance of the work required for its maintenance or is impeding
the execution of any modification to the trafficway intended by the party liable for maintenance,
the telecommunications line, to the extent necessary, is to be modified or removed.

(2) Where a trafficway is withdrawn, the right of use of the party enjoying such right shall

lapse.

(3) In all such cases the party enjoying the right of use is to bring about the required

measures in respect of the telecommunications line at its own expense.

Section 73
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Protection of Trees

(1) Trees planted on and around trafficways are to be protected where possible and their
growth allowed for. Lopping may be required only to the extent necessary to install the
telecommunications line or to prevent interruption of service; it is to be limited to the degree that
is absolutely necessary.

(2) The party enjoying the right of use is to set the tree owner an appropriate period within
which to carry out lopping himself. Where lopping has not been carried out or has not been
carried out sufficiently within the specified period, the party enjoying the right of use shall bring
about lopping. It shall also be entitled to do so when it is a matter of urgently preventing or
eliminating interference.

(3) The party enjoying the right of use shall pay compensation for all damage to trees and

repay the costs of all lopping carried out at its request.

Section 74

Special Installations

(1) Telecommunications lines are to be configured in such a way that they do not adversely
affect existing special installations (installations serving to maintain public ways, drains, water
and gas pipelines, tracks, electrical installations and the like). The party enjoying the right of use
is to bear the costs incurred for the implementation of any necessary protective measures.

(2) The relocation or modification of existing special installations may be requested only

against compensation and only where the trafficway, otherwise, could not be used for the
telecommunications line and the special installation can be placed elsewhere in suitable manner
for its intended purpose.

(3) Even if these prerequisites are met, the trafficway shall not be used for the
telecommunications line where the damage arising from relocation or modification of the special
installation would be disproportionately high in relation to the costs the party enjoying the right of
use would incur for use of any other trafficway available to it.
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(4) Subsections (1) to (3) apply accordingly with regard to special installations in the
preparatory stage whose construction lies in the public interest. Compensation by reason of
subsection (2) shall be granted only up to the level of the expenses incurred in the preparations.
Installations shall be deemed in a preparatory stage as soon as they have been approved by the
client by virtue of the detailed plan of the installation, and, insofar as is necessary, by the
competent authorities and by the owner or any other party enjoying the right of use of the way.
Section 75

Subsequent Special Installations

(1) Subsequent special installations are, where possible, to be configured in such a way that
they do not adversely affect existing telecommunications lines.

(2) A request to relocate or modify a telecommunications line shall be complied with at the
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expense of the party enjoying the right of use where a subsequent special installation, the
construction of which, for reasons of public interest, in particular for economic or traffic
considerations, is to be carried out by the party liable for the maintenance of public ways or with
its majority participation, would otherwise not be able to be constructed or the construction of
which would be significantly hindered. The relocation of a cable-based telecommunications line
not used just for local, suburban or neighbouring area traffic may be required only when such
cable-based telecommunications line can be placed elsewhere in suitable manner for its
intended purpose without disproportionately high costs being incurred.

(3) Where, as a result of any such subsequent special installation, protective measures on

an existing telecommunications line have to be carried out, the costs arising are to be borne by
the party enjoying the right of use.

(4) Where a party liable for the maintenance of public ways transfers its share to a third party
not liable for maintenance, the party enjoying the right of use is to be reimbursed with the costs
incurred for the relocation or modification or for the implementation of protective measures, as
far as these concern its share.

(5) Operators of special installations other than those referred to in subsection (2) shall bear
the costs incurred for the relocation or modification of existing telecommunications lines or for
the implementation of any protective measures required.

(6) With regard to any subsequent modification of existing special installations,

subsections (1) to (5) apply accordingly.

Section 76

Detriment to Property

(1) The owner of a property that does not constitute a trafficway within the meaning of

section 68(1) sentence 2 cannot prohibit the installation, operation or renewal of
telecommunications lines on his property insofar as,

1. on his property, a line or installation that is secured by right is used also for the installation,
operation or renewal of a telecommunications line and the usability of the property is not
thereby additionally restricted on a lasting basis; or

53

2. the property is not, or is not significantly, affected by such use.

(2) A property owner having to acquiesce in actions according to subsection (1) may claim
appropriate pecuniary compensation from the operator of the telecommunications line or the
owner of the network if use of his property or the income from it is affected beyond reasonable
measure by the installation, the renewal or by maintenance work, repair work or comparable
measures directly connected with the operation of the telecommunications line. In addition,
one-time pecuniary compensation for extended use for telecommunications purposes may be
claimed, provided there were no lines hitherto that could be used for telecommunications

purposes. In the event of damage to the property or its movables from exercise of the rights
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ensuing from this provision, the operator or the owner of the network shall remove the damage
at his expense. Section 840(1) of the Civil Code applies.

Section 77

Damage Claims

The limitation period for claims arising from sections 70 to 76 follows the arrangements on

the normal limitation periods set out in the Civil Code.

PART 6

UNIVERSAL SERVICE

Section 78

Universal Services

(1) Universal services are a minimum set of publicly available services of specified quality to
which every end-user, irrespective of his place of residence or work, shall have access at an
affordable price and whose provision to the public as a basic service has become indispensable.
(2) The following have been determined as universal services—

1. connection at a fixed location to a public telephone network and access to publicly available
telephone services at a fixed location including — subject to technical feasibility — the features
call waiting, call forwarding and call hold/broker's call;

2. the availability of at least one printed public directory of subscribers (section 104) approved
by the Regulatory Authority, which satisfies general requirements and is updated on a

regular basis, once a year at least;

3. the availability, to users of public pay telephones as well, of at least one comprehensive
public telephone directory enquiry service, including provision of the area codes of domestic
subscribers and of subscribers in other countries, as far as the subscriber data are available
and in observance of the requirements of the relevant data protection legislation;

4. provision throughout the Federal Republic of Germany, in accordance with general demand,
of public pay telephones in general locations accessible to everyone at all times; public pay
telephones are to be kept in working order; and
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5. the possibility to make emergency calls from all public pay telephones free of charge and
without the use of any means of payment by simple use of the number "112" and the

national emergency call numbers determined in the ordinance as provided for under

section 108(2) sentence 1 para 1.

(3) Undertakings providing the universal services referred to in subsection (2) paras 2 and 3
are to apply the principle of non-discrimination to the treatment of information provided to them
by other undertakings.

(4) The Regulatory Authority may, after consulting the undertaking with universal service
obligations (designated universal service provider), identify general demand for the universal

services referred to in subsection (2) in terms of the needs of end-users with regard to, in
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particular, geographical coverage, number of telephones, accessibility and quality of service.
The Regulatory Authority has the power to impose obligations on undertakings in order to
secure provision of the service and of service features. The Regulatory Authority may choose
not to impose such obligations for all or part of its territory if it is satisfied, after consulting the
interested parties, that these service features or comparable services are deemed widely
available.

Section 79

Affordability

(1) The price for the universal service referred to in section 78(2) para 1 is deemed

affordable if it does not exceed the real price of the telephone services required on average by a
household situated outside a town or city with a population of more than 100,000 on

1 January 1998. The assessment of affordability takes into account the quality of service levels,
including supply times, at that time and the rate of growth in productivity up to 31 December of
the year prior to the previous one.

(2) The universal services referred to in section 78(2) paras 2 to 4 are deemed affordable if
the rates comply with the criteria set out in section 28.

Section 80

Obligation to Provide Universal Service

Where a universal service as referred to in section 78 is not being adequately or

appropriately provided by the market or where there is reason to fear that such provision will not
be secured, each provider operating in the relevant product market and achieving, within the
area of application of this Act, at least four percent of total sales in this market or having
significant market power in the relevant geographic market shall be obliged to contribute to
making possible provision of the universal service. An obligation as referred to in sentence 1 is
to be fulfilled in accordance with the provisions of this Chapter.

Section 81

Imposition of Universal Service Obligations

(1) The Regulatory Authority shall publish its findings of any relevant product and geographic
market or of any place in which a universal service as referred to in section 78(2) is not being
adequately or appropriately provided or in which there is reason to fear that such provision will
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not be secured. It shall announce its intention to proceed as provided for by sections 81 to 87,
unless an undertaking declares itself willing, within a period of one month of the publication of
notice, to provide such universal service without compensation according to section 82.

(2) The Regulatory Authority may, after consulting the undertakings likely to be concerned,
decide whether, and to what extent, to oblige one or more of these undertakings to provide the
universal service. Any such obligation may not unduly prejudice the undertakings thus

designated in relation to the other undertakings.
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(3) Where an undertaking that is to be obliged under subsection (2) to provide a universal
service substantiates by prima facie evidence that, in the case of such obligation, it will be able
to claim compensation according to section 82, the Regulatory Authority shall, instead of
designating one or more undertakings, invite tenders for the universal service and award it to the
applicant proving himself well placed to provide, and requiring the least financial compensation
for providing, the universal service in compliance with the terms laid down in the provisions of
this Act. The Regulatory Authority may, taking into account the criteria of sentence 1, designate
different undertakings or groups of undertakings to provide different elements of the universal
service or to cover different parts of the federal territory.

(4) Prior to inviting tenders for the universal service, the Regulatory Authority is to determine
the criteria against which the eligibility of the universal service provider will be assessed. It is
also to detail the rules for inviting tenders; such rules shall be objective, transparent and
nondiscriminatory.

(5) Where a suitable applicant is not found by tendering, the Regulatory Authority shall oblige
the undertaking identified under subsection (2) to provide the universal service in accordance
with this Act.

Section 82

Compensation for Universal Service Provision

(1) Where an undertaking is obliged under section 81(3) to provide a universal service, the
Regulatory Authority shall grant the financial compensation as recognised in the tendering
procedure for the provision of such service.

(2) Where an undertaking is obliged under section 81(5) to provide a universal service, the
Regulatory Authority shall determine the compensation payable for such provision by calculating
the difference between the cost for a designated undertaking of operating without the universal
service obligation and the cost of operating in observance of the obligation. Benefits and
proceeds accruing to the universal service provider, including intangible benefits, are also to be
taken into account.

(3) The Regulatory Authority shall determine whether the costs identified constitute an unfair
burden. In such case the Regulatory Authority shall grant the undertaking, upon application, the
financial compensation calculated.

(4) To calculate the amount of compensation, the Regulatory Authority may ask the

designated universal service provider for the necessary documentation. The Regulatory
Authority is to examine the documentation submitted in particular with a view to the need for
service provision. The results of the cost calculation and of the examination are to be published,
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the protection of trade and operating secrets of the undertakings concerned being taken into
account.

(5) Compensation shall be paid after expiry of the calendar year in which a deficit in
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providing the universal service was incurred.

Section 83

Universal Service Contributions

(1) Where the Regulatory Authority grants compensation according to section 82 for

provision of a universal service, each undertaking obliged under section 80 to provide the
universal service shall share, by means of a universal service contribution, in funding the
compensation. The sharing mechanism is assessed on the basis of the proportion of the sales of
the particular undertaking to the total sales of all those with obligations according to sentence 1
in the relevant product market. Where it is not possible to recover such contribution from an
undertaking with liability to pay, the shortfall is to be made up for by the others with obligations
on the basis of the proportion of their shares in relation to each other.

(2) After expiry of a calendar year for which compensation according to section 82

subsections (1) or (3) has been granted, the Regulatory Authority shall determine the level of
compensation and the shares due from the contributing undertakings and communicate this to
the undertakings concerned. The level of compensation is derived from the amount of
compensation calculated by the Regulatory Authority plus interest at market rates. Interest is
paid as from the day following the date of expiry of the calendar year referred to in sentence 1.
(3) All undertakings contributing in accordance with subsection (1) to compensation are
required to pay to the Regulatory Authority the share falling to them as assessed by the
Regulatory Authority within a period of one month of receiving the notice of assessment.

(4) Where an undertaking liable to pay compensation is more than three months in arrears

with payment of its contribution, the Regulatory Authority shall issue a notice of arrears and
enforce collection.

Section 84

Availability, Unbundling and Quality of Universal Services

(1) Where undertakings provide universal services, end-users shall, within the limits of the
legislation and general terms and conditions, have a right to the provision of such services.

(2) Undertakings providing universal services are to offer universal services in such a way

that the end-user is not obliged to pay for services or facilities which are not necessary or not
required for the service requested.

(3) Undertakings providing universal services shall, upon request, supply the Regulatory
Authority with and publish adequate and up-to-date information on their performance in the
provision of universal service. Such information shall be based on the quality of service
parameters, definitions and measurement methods set out in Annex Il to Directive 2002/22/EC
of the European Parliament and of the Council of 7 March 2002 on universal service and users'
rights relating to electronic communications networks and services (Universal Service Directive)
(OJ L 108 page 51).
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Section 85

Suspension of Service

(1) Any undertaking obliged under section 81 to provide universal services or providing
services under section 150(9) may suspend or restrict such service only temporarily on account
of essential requirements conforming with Community law. It shall have regard to the interests of
end-users and limit, as far as technically feasible, such suspension or restriction to the service
concerned.

(2) Essential requirements justifying limited universal service are

1. security of network operations;

2. maintenance of network integrity, in particular the prevention of serious interference to the
network or damage to software or stored data;

3. interoperability of services; and

4. data protection.

Section 86

Provision of Security

(1) Providers of publicly available telecommunications services obliged under section 81 to
provide universal services and the undertaking providing services under section 150(9) shall
have the right to make provision of universal services to the end-user conditional upon a
reasonable amount of security where there are grounds to believe that the end-user will fail, or
will fail within the prescribed period, to honour his contractual obligations. Security may be
provided in the form of a surety bond from a financial institution registered in the European
Economic Area. The provider shall have the right to limit the provision of security to such surety
bond and a money deposit. The security shall be returned or cleared without undue delay as
soon as the conditions requiring its provision cease to apply.

(2) Reasonable within the meaning of subsection (1) sentence 1 shall typically be the
installation price plus six times the rental price. Any requirement to pay a higher amount shall be
justified in relation to the end-user with reference to the circumstances of his particular case.
Section 87

Disclosure of Sales

(1) Where an obligation to provide universal service has been imposed under section 81
subsections (3) or (5), all undertakings operating in the relevant market for the applicable
telecommunications services are to inform the Regulatory Authority annually, upon request, of
their sales in this market. Otherwise the Regulatory Authority may make an estimate.

(2) With regard to the assessment of sales according to subsection (1), sections 36(2)

and 38 of the Competition Act apply accordingly.
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(3) The Regulatory Authority shall, taking into account the protection of trade and operating

secrets of the undertakings concerned, publish a report annually which sets out the costs, as
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calculated, of the universal service obligation and the contributions from all the undertakings and
which identifies any market benefits that may have accrued to the designated undertaking.
PART 7

PRIVACY OF TELECOMMUNICATIONS, DATA PROTECTION, PUBLIC SAFETY
Chapterl

PrivacyofTelecommunications

Section 88

Privacy of Telecommunications

(1) The content and detailed circumstances of telecommunications, in particular the fact of
whether or not a person is or was engaged in a telecommunications activity, shall be subject to
telecommunications privacy. Privacy shall also cover the detailed circumstances surrounding
unsuccessful call attempts.

(2) Every service provider shall be obliged to maintain telecommunications privacy. The
obligation to maintain privacy also applies after the end of the activity through which such
commitment arose.

(3) All persons with obligations according to subsection (2) shall be prohibited from

procuring, for themselves or for other parties, any information regarding the content or detailed
circumstances of telecommunications beyond that which is necessary for the commercial
provision of their telecommunications services, including the protection of their technical
systems. Knowledge of facts which are subject to telecommunications privacy may be used
solely for the purpose referred to in sentence 1. Use of such knowledge for other purposes, in
particular, passing it on to other parties, shall be permitted only insofar as provided for by this
Act or any other legal provision and reference is made expressly to telecommunications
activities. The reporting requirement according to section 138 of the Penal Code shall have
priority.

(4) Where the telecommunications system is located on board a ship or an aircraft, the
obligation to maintain privacy does not apply in relation to the captain or his second in
command.

Section 89

Prohibition to Intercept, Obligation on

Receiving Equipment Operators to Maintain Privacy

Interception by means of radio equipment shall be permitted only for communications
intended for the radio equipment operator, radio amateurs within the meaning of the Amateur
Radio Act of 23 June 1997 (Federal Law Gazette Part | page 1494), the general public or a
non-defined group of persons. The content of communications other than those referred to in
sentence 1 and the fact of their reception, even where reception has been unintentional, may
not, even by persons not already committed to privacy under section 88, be imparted to others.
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Section 88(4) applies accordingly. The interception and passing on of communications by
special legal authorisation remain unaffected.

Section 90

Misuse of Transmitting Equipment

(1) It shall be prohibited to own, manufacture, market, import or otherwise introduce in the
area of application of this Act transmitting equipment which, by its form, purports to be another
object or is disguised under an object of daily use and, due to such circumstances, is particularly
suitable for intercepting the non-publicly spoken words of another person without his detection or
for taking pictures of another person without his detection. The prohibition on owning such
transmitting equipment does not apply to any person obtaining or acquiring actual control of
transmitting equipment

1. as an executive body, as a member of an executive body, as a legal representative or as a
partner entitled to represent a person authorised under subsection (2);

2. from another or for another person authorised under subsection (2) if and for as long as he
has to comply by virtue of service or employment relations with the directives given by the
other party concerning exercise of the actual control of the transmitting equipment, or
exercises actual control by virtue of a court order or an order from a public authority;

3. as a bailiff or an enforcement officer in enforcement proceedings;

4. temporarily, from a person authorised under subsection (2), for the purpose of safe custody
or non-commercial conveyance to an authorised person;

5. for conveyance or storage for business purposes only;

6. by finding, provided that such person hands over the equipment without undue delay to the
loser, the owner, any other party entitled to acquire the equipment or the office responsible
for taking delivery of the lost property report;

7. causa mortis, provided that such person gives the transmitting equipment to an authorised
person without undue delay or renders it permanently unusable; or

8. which has been rendered permanently unusable by the removal of a major component,
provided that such person gives notice in writing to the Regulatory Authority of the

acquisition without undue delay, stating his particulars, the type of equipment, its trademark
and any manufacturing number given on the equipment, and presents prima facie evidence
that the equipment has been acquired for collection purposes only.

(2) The supreme federal and state authorities with competence shall allow exceptions where
these are required in the public interest, in particular for public safety reasons. Subsection (1)
sentence 1 does not apply insofar as the Federal Office of Economics and Export Control
(BAFA) has authorised export of the transmitting equipment.

(3) It shall be prohibited to advertise, in public or in communications intended for a relatively
large group of persons, transmitting equipment by indicating that the equipment is suitable for

intercepting the non-publicly spoken words of another person without his detection or for taking
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pictures of another person without his detection.
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Chapter2

DataProtection

Section 91

Scope

(1) This Chapter regulates the protection of the personal data of telecommunications
subscribers and users in respect of the collection and use of such data by undertakings and
persons providing telecommunications services on a commercial basis or contributing to such
provision. Details, subject to telecommunications privacy, of the circumstances of an identified or
identifiable legal person or partnership, to the extent that it is capable of acquiring rights and
undertaking commitments, shall have the same status as personal data.

(2) In respect of closed user groups at public authorities of the federal states, this Chapter
applies subject to the proviso that the relevant state data protection legislation applies in place of
the Federal Data Protection Act.

Section 92

Transfer of Personal Data to Foreign Private Bodies

Service providers shall transfer to foreign private bodies personal data as provided for by the
Federal Data Protection Act solely to the extent required for the provision of telecommunications
services, for the preparation or dispatch of bills and to combat fraud.

Section 93

Duty to Provide Information

When concluding contracts, service providers shall inform their subscribers of the nature,
extent, place and purpose of the collection and use of personal data in such a way that the
subscribers are given notice, in readily comprehensible form, of the basic data processing facts.
The attention of subscribers shall also be drawn to the choices and options permitted. Users
shall be informed by the service provider by means of generally available information about the
collection and use of personal data. The right to provision of information as set out in the Federal
Data Protection Act remains unaffected.

Section 94

Consent by Electronic Means

Consent may also be given electronically where the service provider ensures that

1. the subscriber or user has given his consent deliberately and unequivocally;

2. consent is recorded;

3. the subscriber or user can access his declaration of consent at any time; and
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4. the subscriber or user can withdraw his consent at any time with effect for the future.

Section 95
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Contractual Relations

(1) The service provider may collect and use customer data to the extent required to achieve
the purpose referred to in section 3 para 3. Under a contractual relationship with another service
provider, the service provider may collect and use the customer data of his subscribers and of
the subscribers of the other service provider to the extent required for performance of the
contract between the service providers. Transmission of the customer data to third parties,
unless permitted by this Part or by another law, shall be carried out only with the subscriber's
consent.

(2) The service provider may use the customer data of the subscribers referred to in

subsection (1) sentence 2 for subscriber advisory purposes, for promoting his own offerings and
for market research only to the extent required for such purposes and provided the subscriber
has given his consent. A service provider who, under an existing customer relationship, has
lawfully received notice of a subscriber's telephone number or postal address, including his
electronic address, may use these for the transmission of text or picture messages to a
telephone or postal address for the purposes referred to in sentence 1, unless the subscriber
has objected to such use. Use of the telephone number or address according to sentence 2
shall be permitted only if the subscriber, when the telephone number or address is collected or
first stored and on each occasion a message is sent to such telephone number or address for
one of the purposes referred to in sentence 1, is given information in clearly visible and well
readable form that he may object at any time, in writing or electronically, to the dispatch of
further messages.

(3) When the contractual relationship ends, the customer data are to be erased by the

service provider upon expiry of the calendar year following the year in which the contract
terminated. Section 35(3) of the Federal Data Protection Act applies accordingly.

(4) In connection with the establishment of, or modification to, a contractual relationship or

with the provision of telecommunications services, the service provider may require presentation
of an official identity card where this is necessary to verify the subscriber's particulars. The
service provider may make a copy of the identity card. The copy is to be destroyed by the
service provider without undue delay once the particulars needed for the conclusion of the
contract have been established. The service provider may not use data other than the data
permitted under subsection (1).

(5) The provision of telecommunications services may not be made dependent upon the
subscriber's consent to use of his data for other purposes where the subscriber is not able, or is
not able in reasonable manner, to access such telecommunications services in another way.
Section 96

Traffic Data

(1) The service provider may collect and use the following traffic data to the extent required

for the purposes set out in this Chapter—
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1. the number or other identification of the lines in question or of the terminal, personal
authorisation codes, additionally the card number when customer cards are used,

additionally the location data when mobile handsets are used,;

2. the beginning and end of the connection, indicated by date and time and, where relevant to
the charges, the volume of data transmitted;

3. the telecommunications service used by the user;

4. the termination points of fixed connections, the beginning and end of their use, indicated by
date and time and, where relevant to the charges, the volume of data transmitted;

5. any other traffic data required for setup and maintenance of the telecommunications
connection and for billing purposes.

(2) Stored traffic data may be used after the termination of a connection only where required

to set up a further connection or for the purposes referred to in sections 97, 99, 100 and 101.
Otherwise, traffic data are to be erased by the service provider without undue delay following
termination of the connection.

(3) The service provider may use subscriber-related traffic data used by the provider of a
publicly available telecommunications service for the purpose of marketing telecommunications
services, shaping telecommunications services to suit the needs of the market or for the
provision of value added services for the duration necessary only where the data subject has
given his consent to such use. The data of the called party are to be made anonymous without
undue delay. Traffic data relating to the destination number may be used by the service provider
for the purpose referred to in sentence 1 only with the consent of the called party. In such case,
the called party data are to be made anonymous without undue delay.

(4) When obtaining consent, the service provider is to inform the subscriber of the data types
which are to be processed for the purposes referred to in subsection (3) sentence 1 and of the
storage duration. Additionally, the subscriber's attention is to be drawn to the possibility of
withdrawing his consent at any time.

Section 97

Charging and Billing

(1) Service providers may use the traffic data set out in section 96(1) to the extent the data

are required to charge and bill their subscribers. Where a service provider provides his services
over the public telephone network of a third-party operator, such operator may transmit to the
service provider the traffic data collected for the provision of his services. A service provider
entering into a contract with a third party on the collection of charges may transmit to the third
party the data referred to in subsection (2) to the extent required for collection of the charges
and preparation of a detailed bill. The third party shall undertake contractually to maintain
telecommunications privacy according to section 88 and data protection according to

sections 93 and 95 to 97, 99 and 100. Section 11 of the Federal Data Protection Act remains
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unaffected.

(2) The service provider may, for proper telecommunications service charging and billing and
verification of the accuracy of the same, collect and use the following personal data subject to
the provisions of subsections (3) to (6)—
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1. traffic data according to section 96(1);

2. the address of the subscriber or recipient of the bill, the type of line, the total number of units
of use incurred during the accounting period for a regular bill, the volumes of data
transmitted, the total amount payable;

3. other relevant billing information such as advance payments, payments with date of entry,
payments in arrears, reminders, disconnections and restorations, complaints submitted and
handled, extensions of time for payment applied for and granted, payment by instalment and
provision of security.

(3) The service provider shall, after termination of the connection, establish from the traffic
data according to section 96(1) paras 1 to 3 and 5 without undue delay the data required for
charging. All data not required shall be erased without undue delay. Traffic data may — subject
to

subsection (4) sentence 1 para 2 — be stored for a period not exceeding six months after
dispatch of the bill. Where, prior to expiry of the time limit referred to in sentence 3, the
subscriber has raised objections to the amount billed, the traffic data may be stored until such
time as the objections have been finally settled.

(4) Depending on how the subscriber chooses, the service provider issuing the bill shall, in
respect of the destination number,

1. store it in full or with deletion of the last three digits; or

2. erase it completely upon dispatch of the bill to the subscriber.

The subscriber shall be informed of his right to choose; if he does not exercise this right,
destination numbers shall be stored without deletion of the last three digits. Where a
subscriber

is liable to pay, in full or in part, the charges for incoming calls on his line, the numbers of the
calling lines may be transmitted only with deletion of the last three digits. Sentences 1 and 2 do
not apply to service providers offering their services solely to the members of closed user
groups.

(5) The service provider may use traffic data to the extent required for his billing with other
service providers or with their subscribers, and for other service providers' billing with their
subscribers.

(6) Where the bill from the service provider includes payment for third-party services

supplied in connection with the provision of telecommunications services, the service provider

may transmit to the third party customer data and traffic data to the extent that these are
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required in a given instance to enforce third-party claims in relation to the subscriber.

Section 98

Location Data

(1) Location data relating to users of public telecommunications networks or publicly

available telecommunications services may be processed only when they have been made
anonymous or with the consent of the subscriber to the extent and for the duration necessary
for

the provision of value added services. The subscriber shall inform his co-users of all such
consent given. Consent may be withdrawn at any time.
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(2) Where the consent of the subscriber to the processing of location data has been

obtained, the subscriber shall continue to have the possibility, using a simple means and free
of

charge, of temporarily refusing the processing of such data for each connection to the network
or for each transmission of a communication.

(3) In respect of calls to the emergency call number "112", to telephone numbers determined
in the ordinance as provided for under section 108(2) and to the telephone number "124124",
the service provider shall ensure that the transmission of location data is not ruled out on a
per-call or a per-line basis.

Section 99

Itemised Billing

(1) The subscriber shall be informed of data stored under section 97(3) sentences 3 and 4
and subsection (4) until dispatch of the bill and relating to calls for which he is liable to pay only
if

he has made a request, in text form, for an itemised bill prior to the relevant accounting period.
In respect of residential lines, the disclosure of such information is permitted only if the
subscriber has declared, in text form, that he has informed all co-users of the line, and will
inform

future co-users without undue delay, of the disclosure to him of the traffic data underpinning
the

bill. In respect of lines in businesses and public authorities, the disclosure of such information
is

permitted only if the subscriber has declared, in text form, that the employees have been
informed, and new employees will be informed without undue delay, and that the works council
or the staff representation has been involved in accordance with the statutory requirements, or
that such involvement is not necessary. Where public-law religious societies have issued their
own employee representation regulations for their domain, sentence 3 applies, it being

understood that the respective employee representation acts in place of the works council or
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the

staff representation. Furthermore, the subscriber may be informed of data stored under
section 97(3) sentences 3 and 4 and subsection (4) after dispatch of the bill if he has raised
objections to the amount billed. Where a subscriber is liable to pay, in full or in part, the
charges

for incoming calls on his line, the numbers of the calling lines may appear on the itemised bill
issued to him only with deletion of the last three digits. Sentence 6 does not apply to service
providers who, as providers for closed user groups, offer their services solely to the members
of

these.

(2) The itemised bill according to subsection (1) sentence 1 may not allow calls to persons,
public authorities or organisations in the social or the church domain who or which offer
anonymous counselling wholly or predominantly by telephone to callers in emotional or social
distress and who or which themselves or whose employees therefore have a special duty not
to

disclose confidential information, to be identified. This applies only to the extent that the
Regulatory Authority has entered such called lines on its register. Serving to provide
counselling

as defined in sentence 1, besides the groups referred to in section 203(1) paras 4 and 4a of
the

Penal Code, are, notably, telephone crisis counselling services and healthcare organisations.
The Regulatory Authority enters the holders of these lines on its register, upon application,
when

they have evidenced their remit as set out in sentence 1 by certification from a public authority
or

corporation, a public-law agency or foundation. The register is kept available for retrieval in an
automated procedure. The service provider shall access the register every quarter and
incorporate in his billing procedures any changes without undue delay. Sentences 1 to 6 do
not

apply to service providers who, as providers for closed user groups, offer their services solely
to

the members of these.
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(3) Customer cards, where used, shall carry clear indication of the possible disclosure of
stored traffic data. Where such indication is not possible for technical reasons or could not
reasonably be expected of the card issuer, the subscriber must have made a declaration
according to subsection (1) sentence 2 or 3.

Section 100
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Faults in Telecommunications Systems and Telecommunications Service Fraud

(1) Where required, the service provider may collect and use the customer data and traffic
data of subscribers and users in order to detect, locate and eliminate faults and malfunctions in
telecommunications systems.

(2) For purposes of changed implementations and the identification and location of faults in
the network, the operator of the telecommunications system and his authorised representative
shall be allowed to break in on existing connections, as far as this is operationally required.
Break in shall be indicated by means of an acoustic signal and explicitly notified to the parties
concerned.

(3) Where required, the service provider may collect and use the customer data and traffic
data needed to detect and put a stop to the surreptitious use of services and other unlawful
use

of telecommunications networks and services when there are grounds, to be recorded in
writing,

to suppose such use. For the purpose referred to in sentence 1 the service provider may use
collected traffic data in such a way as to identify, from the total traffic data not more than six
months old, the data relating to those network connections in respect of which there are
grounds

to suppose that unlawful use of telecommunications networks and services has been made. In
particular, the service provider may set up a pseudonymised data file from the customer data
and the traffic data collected under sentence 1 which provides information on the revenues
generated by the individual subscribers and which, suitable fraud criteria being applied, allows
network connections in respect of which there are grounds to suppose that surreptitious use of
services has been made, to be found. Data relating to all other communications are to be
erased

without undue delay. The Regulatory Authority and the Federal Data Protection Commissioner
are to be notified without undue delay of the introduction of, and any modification to, the
procedure according to sentence 1.

(4) Subject to the conditions referred to in subsection (3) sentence 1 the service provider

may, in a given instance, collect and use control signals to the extent that this is indispensable
to

clarify and put a stop to the acts specified there. Collection and use of any other
communications content is not permitted. The Regulatory Authority is to be notified of
measures

according to sentence 1 taken in a given instance. The parties concerned are to be advised as
soon as it is possible to do so without the purpose of the measures being compromised.
Section 101

Information on Incoming Calls
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(1) The service provider shall, upon written application, give any subscriber arguing
conclusively in a procedure for documentation that he is the object of malicious or nuisance
calls, information, for more than one network also, on the lines on which the calls originated.
The

information may relate solely to calls made after submission of the application. The service
provider may collect, use and disclose to his subscriber data relating to the telephone
numbers,

names and addresses of the line holders and the date and time of the beginning of the calls
and
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call attempts. Sentences 1 and 2 do not apply to service providers offering their services solely
to the members of closed user groups.

(2) Disclosure according to subsection (1) sentence 3 may be made only when the
subscriber has narrowed down the calls beforehand in respect of date, time or any other
suitable

criteria if misuse of this procedure cannot be ruled out in any other way.

(3) In the case of information for more than one network, the other service providers
contributing to the connection are obliged to give the service provider of the subscriber
receiving

malicious or nuisance calls the information required, provided they have such data.

(4) The holder of the line on which the identified calls originated is to be advised that
information on these has been disclosed. An exception may be made if the applicant has
argued

conclusively in writing that any such disclosure could bring him significant disadvantages, and
these disadvantages, when compared with the legitimate interests of the calling parties,
appear

considerably more serious. Subscribers on whose line the alleged malicious or nuisance calls
originated receiving notice in another way of the disclosure of information are to be informed,
upon request, of such disclosure.

(5) The Regulatory Authority and the Federal Data Protection Commissioner are to be
notified without undue delay of the introduction of, and any modification to, the procedure to
enforce subsections (1) to (4).

Section 102

Line Identification Presentation and Restriction

(1) Where the service provider offers calling line identification presentation, the calling and
the called parties shall have the possibility, using a simple means and free of charge, of
preventing presentation of the telephone number on a per-line or a per-call basis. Called

parties
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shall have the possibility, using a simple means and free of charge, of rejecting incoming calls
from a calling party that has prevented presentation of its telephone number. Sentences 1 and
2

do not apply to service providers offering their services solely to the members of closed user
groups.

(2) Upon application by the subscriber, the service provider shall provide lines on which
presentation on the connected line of the telephone number of the calling line is ruled out, free
of

charge. At the subscriber's request, these lines are to be indicated as such in the public
directory

of subscribers (section 104) issued by his provider. Where an indication according to sentence
2

has been made, presentation of the telephone number of the calling line on a line thus
indicated

shall be possible only when the indication has been taken out of the latest edition of the public
directory.

(3) Where the subscriber has chosen not to apply for entry as provided for by section 104 in
the directory of subscribers, presentation of the telephone number of his line shall not be made
on the connected line unless the subscriber explicitly wishes such presentation.

(4) Where connected line identification presentation is offered, called parties shall have the
possibility, using a simple means and free of charge, of preventing presentation of the
connected line identification to the calling party. Subsection (1) sentence 3 applies
accordingly.
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(5) Subsections (1) and (4) also apply to calls to and from other countries, to the extent that
they concern calling or called parties in the Federal Republic of Germany.

(6) In respect of calls to the emergency call number "112", to telephone numbers determined
in the ordinance as provided for under section 108(2) and to the telephone number "124124",
the service provider shall ensure that calling line identification presentation is not ruled out on
a

per-call or on a per-line basis.

Section 103

Automatic Call Forwarding

The service provider shall undertake to give his subscribers the possibility, using a simple
means and free of charge, of stopping calls being automatically forwarded to their terminal as
a

result of action taken by a third party, to the extent that this is technically feasible. Sentence 1

does not apply to service providers who, as providers for closed user groups, offer their
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services

solely to the members of these.

Section 104

Directories of Subscribers

Subscribers may have their name, address and additional information such as occupation,
branch and type of line entered in public printed or electronic directories, where requested.
Subscribers may specify what information is to be published in the directories. At the
subscriber's request, co-users may be entered, provided they agree.

Section 105

Directory Information

(1) Information on telephone numbers included in directories may be provided subject to the
restrictions set out in section 104 and in subsections (2) and (3).

(2) Information provided by means of a telephone system on the telephone numbers of
subscribers may be given only if subscribers have been suitably informed that they may
withhold

consent to their telephone number being passed on and have not exercised their right to
withhold consent. Information on data published under section 104 other than telephone
numbers may be provided only if the subscriber has given his consent to such additional data
being passed on.

(3) Providing information by means of a telephone system on the names or names and
addresses of subscribers in relation to whom solely the telephone number is known is
permitted

if the subscriber whose data have been included in a directory of subscribers has not withheld
consent after having been informed by his service provider of the possibility of doing so.

(4) All withholding of consent as provided for by subsection (2) sentence 1 and

subsection (3) or giving of consent as provided for by subsection (2) sentence 2 shall be noted
without undue delay in the customer files of the service provider or of the information provider
according to subsection (1) on which the directories are based. Withholding or giving of
consent

shall also be heeded by the other service providers as soon as they could reasonably be
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expected to know that the withholding or giving of consent has been noted in the directories of
the service provider and of the information provider according to subsection (1).

Section 106

Telegram Service

(1) Data and documents relating to the operational handling and the delivery of telegrams
may be stored to the extent necessary to demonstrate proper provision of the telegram service

under the contract concluded with the subscriber. The data and documents shall be erased by
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the service provider after a period of six months at the latest.

(2) Data and documents relating to the content of telegrams may be stored beyond the date
of delivery only if the service provider is answerable for transmission faults under the contract
concluded with the subscriber. Data and documents relating to inland telegrams shall be
erased

by the service provider after a period of three months at the latest, and data and documents
relating to international telegrams shall be erased by the service provider after a period of six
months at the latest.

(3) The time limits for erasure shall begin running on the first day of the month following that
in which the telegram was tendered. Erasure may be suspended where the prosecution of
claims or international agreements necessitate a longer storage period.

Section 107

Store and Forward Systems

(1) In respect of services the carrying out of which requires intermediate storage, the service
provider may process the content of communications, notably the voice, sound, text and
graphics messages of subscribers, as part of a service offer based on these, subject to the
following conditions—

1. processing takes place solely in telecommunications systems of the service provider
carrying

out intermediate storage, unless the content of the communication is re-routed to the
telecommunications systems of other providers at the request of the subscriber or by
subscriber input;

2. solely the subscriber determines, by his input, the content, scope and type of processing;
3. solely the subscriber determines who may input and access the content of communications
(party having the right of access);

4. the service provider may inform the subscriber that the recipient has accessed the
message;

5. the service provider may erase the content of communications only as provided for in the
contract concluded with the subscriber.

(2) The service provider is to take the necessary technical and organisational measures to
rule out transmission errors and the unauthorised disclosure, within his undertaking or to third
parties, of the content of communications. Measures are required only if the time and effort
expended is proportionate to the purpose of protection sought. Measures are to be adjusted to
the state of the art if this is necessary to achieve the purpose of protection sought.
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Chapter3

PublicSafety

Section 108
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Emergency Calls

(1) Any person offering publicly available telephone services shall undertake to provide all
users with access to emergency services by using, free of charge, the single European
emergency call number "112" and the additional national emergency call numbers determined
in

the ordinance as provided for under subsection (2) sentence 1 para 1. Any person operating
telecommunications networks used for publicly available telephone services shall be required
to

transmit to the local emergency service centre, without undue delay, emergency calls,
including

1. the calling line identity or, where the calling line identity is not available, the data required to
prosecute any misuse of emergency calls as provided for by the ordinance under

subsection (2); and

2. the information required to identify the location from which the emergency call originated.
(2) The Federal Ministry of Economics and Labour shall be empowered to make
arrangements by ordinance having the force of law and requiring the consent of the German
Bundesrat, in agreement with the Federal Ministry of the Interior and the Federal Ministry of
Health and Social Security, concerning

1. determination of the additional national emergency call numbers;

2. the setting up of emergency connections either as calls or telefaxes to the local emergency
service centre;

3. the extent of the emergency call features to be provided by network operators for the single
European emergency call number "112" and for the national emergency call numbers,
including the provision and transmission of the information required to locate the emergency
caller;

4. the provision and transmission of suitable data to enable emergency service centres to
prosecute any misuse of emergency calls;

5. the setting up of emergency calls by means of automatic calling equipment; and

6. the responsibilities of the Regulatory Authority in the fields referred to in paras 2 to 5.
Federal state regulations on emergency service centres remain unaffected by the provisions of
this subsection insofar as they do not relate to obligations for network operators within the
meaning of subsection (1).

(3) The Regulatory Authority shall stipulate the technical details of the subject matter referred
to in subsection (2) sentence 1 paras 2 to 5 in a technical directive to be drawn up with the
participation of industry associations, the representatives of the emergency service centre
operators nominated by the Federal Ministry of the Interior, and manufacturers. International
70

standards are to be taken into consideration; reasons for deviations from the standards are to
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be

stated. The technical directive is to be published by the Regulatory Authority in its Official
Gazette. All persons with obligations under subsection (1) sentence 2 are to meet the
requirements of the technical directive not later than one year following its publication, unless a
longer transitional period has been specified there for particular obligations. In the event of an
amendment to the directive, defective-free technical facilities configured to the directive shall
meet the modified requirements not later than three years following its taking effect.

Section 109

Technical Safeguards

(1) Every service provider shall make appropriate technical arrangements or take other
measures in order to protect

1. the privacy of telecommunications and personal data; and

2. telecommunications and data processing systems against unauthorised access.

(2) Any person operating telecommunications systems serving to provide publicly available
telecommunications services shall, additionally, make appropriate technical arrangements or
take other measures in order to protect telecommunications and data processing systems
operated for such purpose against any faults which would result in considerable harm to
telecommunications networks, and against external attacks and the effects of natural
disasters.

In doing so, regard shall be had to the state of the art and to the physical location of own and
shared network elements. Where a site or technical facilities are shared, each operator of the
telecommunications system shall meet the obligations according to subsection (1) and
sentence 1 unless particular obligations can be assigned to a particular operator. Technical
arrangements and other safeguards are deemed reasonable if the technical and economic
effort

required is proportionate to the importance of the rights to be protected and to the importance
of

the facilities to be protected for the general public.

(3) Any person operating telecommunications systems serving to provide publicly available
telecommunications services shall nominate a security commissioner and draw up a security
concept setting out

1. which telecommunications systems are to be used and which publicly available
telecommunications services provided;

2. any potential hazards, and

3. which technical arrangements or other safeguards have been made or put in place or are
planned in order to meet the obligations according to subsections (1) and (2).

The security concept is to be submitted to the Regulatory Authority by the operator without

undue delay after the beginning of provision of the telecommunications services, along with a

285



declaration that the technical arrangements and other safeguards specified there have been,
or

will be, implemented without undue delay. Where the Regulatory Authority establishes
shortcomings in the security concept itself or in the course of its implementation, it may require
the operator to eliminate them without undue delay. If the configuration of the system on which
the security concept is based changes, the operator shall adapt and resubmit his concept to
the

Regulatory Authority with reference to the changes made. Sentences 1 to 4 do not apply to
71

operators of telecommunications systems intended exclusively for the reception and
distribution

of broadcasting signals. The obligation according to sentence 2 is deemed met in respect of
security concepts submitted to the Regulatory Authority under section 87 of the
Telecommunications Act of 25 July 1996 (Federal Law Gazette Part | page 1120).

Section 110

Technical Implementation of Intercepts

(1) Any person operating a telecommunications system by means of which publicly available
telecommunications services are provided, shall,

1. from the time of beginning operation, at his own expense, provide technical facilities with
which to implement telecommunications interception measures provided for by law and
make organisational arrangements for the implementation, without undue delay, of such
measures;

2. without undue delay after beginning operation, vis-a-vis the Regulatory Authority,

a) declare that he has made the arrangements according to para 1; and

b) nominate a body located in the Federal Republic of Germany to receive judicial orders
destined for him, relating to telecommunications interception;

3. demonstrate to the Regulatory Authority, at no charge, that the technical facilities and
organisational arrangements according to para 1 are compliant with the provisions of the
ordinance according to subsection (2) and the technical directive according to subsection (3);
to this end, he shall, without undue delay but not later than one month after beginning
operation,

a) send to the Regulatory Authority the documents needed to prepare the checks the
Regulatory Authority carries out to verify compliance; and

b) agree with the Regulatory Authority a date for demonstrating and verifying compliance;

he shall assist the Regulatory Authority in the checks required for verifying compliance;

4. allow the Regulatory Authority, at its special request in a given, justified instance, to
re-check, at no charge, his technical and organisational arrangements; and

5. tolerate the installation and operation on his premises of equipment for the implementation
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of

measures under sections 5 and 8 of the Article 10 Act and grant staff of the office

responsible for such measures and members and staff of the G10 Commission (section 1(2)
of the Article 10 Act) access to such equipment for the discharge of their legal functions.

Any person offering publicly available telecommunications services without themselves
operating a telecommunications system to do so shall, when choosing the operator of the
telecommunications system to be used for doing so, make certain that the latter can carry out
judicial orders relating to telecommunications interception without undue delay as provided for
by the ordinance according to subsection (2) and by the technical directive according to
subsection (3), and notify the Regulatory Authority without undue delay after beginning to
provide service of which telecommunications services he is offering, by whom judicial intercept
72

orders concerning his subscribers are to be carried out and to which body located in the
Federal

Republic of Germany judicial orders relating to telecommunications interception are to be
addressed. Any changes in the data on which the notifications according to sentence (1)

para (2) b) and sentence 2 are based are to be notified to the Regulatory Authority without
undue delay. In cases in which provisions according to subsection (3) are not yet available, the
person with obligations shall configure the technical facilities according to sentence 1 para 1 in
agreement with the Regulatory Authority. Sentences 1 to 4 do not apply where the ordinance
according to subsection (2) provides for exemptions with regard to the telecommunications
system. Section 100b(3) sentence 1 of the Code of Criminal Procedure, section 2(1) sentence
3

of the Article 10 Act and the relevant state regulations on preventive telecommunications
interception by the police remain unaffected.

(2) The Federal Government shall be empowered

1. to make arrangements concerning

a) the technical essential requirements and the organisational key elements for the
implementation of intercepts, including the implementation of intercepts by a person

acting on behalf of the person with obligations;

b) the extent of the arrangements in the technical directive according to subsection (3);

¢) demonstration of compliance as provided for by subsection (1) sentence 1 paras 3 and 4;
and

d) details of the obligation of tolerance as required by subsection (1) sentence 1 para 5; and
2. to determine

a) the cases in which and the conditions under which compliance with certain technical
requirements can be dispensed with on a temporary basis;

b) that the Regulatory Authority may, for technical reasons, allow exemptions in respect of
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meeting particular technical requirements; and

c) in respect of which telecommunications systems and associated service offers technical
facilities need not be offered or organisational measures need not be taken, in derogation

of subsection (1) sentence 1 para 1, on account of basic technical considerations or for
reasons of proportionality,

by ordinance having the force of law and requiring the consent of the German Bundesrat.

(3) The Regulatory Authority shall stipulate, in a technical directive to be drawn up in
consultation with the authorised bodies and with the participation of industry associations and
manufacturers, the technical details required to guarantee a full record of telecommunications
intercepts and for configuration of the point of handover to the authorised bodies. International
technical standards are to be taken into consideration; reasons for deviations from the
standards

are to be stated. The technical directive is to be published by the Regulatory Authority in its
Official Gazette.

(4) Any person manufacturing or distributing technical facilities for the implementation of
intercepts may require the Regulatory Authority to verify, by testing the interworking of a type
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sample with particular telecommunications systems, whether or not the legal and technical
provisions of the ordinance according to subsection (2) and of the technical directive according
to subsection (3) have been met. The Regulatory Authority may, after due assessment of the
circumstances, allow deviations from the technical requirements on a temporary basis,
provided

that implementation of the intercepts is secured in principle and only insignificant adjustments
to

the technical facilities of the authorised bodies are required. The Regulatory Authority is to
notify

the manufacturer or distributor in writing of the test results. The test results are noted by the
Regulatory Authority in connection with the demonstration of compliance of the technical
facilities with the applicable technical provisions which the person with obligations is required
to

provide under subsection (1) sentence 1 para 3 or 4. Consent to the framework concepts
presented by manufacturers given by the Federal Ministry of Economics and Labour prior to
the

entry into force of this provision is deemed notification within the meaning of sentence 3.

(5) Any person obliged under subsection (1) in conjunction with the ordinance according to
subsection (2) to make arrangements is to meet the requirements of the ordinance and the
technical directive according to subsection (3) not later than one year following their

publication,
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unless a longer period has been determined there for particular obligations. Defective-free
technical facilities configured to this directive for telecommunications services already offered
by

the person with obligations shall, in the event of an amendment to the directive, meet the
modified requirements not later than three years following its taking effect. Where
shortcomings

in the technical or organisational arrangements of the person with obligations are found in the
process of compliance according to subsection (1) sentence 1 para 3 being demonstrated or a
re-check according to subsection (1) sentence 1 para 4 being made, the person with
obligations

is to eliminate such shortcomings within a reasonable period of time as provided for by the
Regulatory Authority; where shortcomings are found during operations, notably when
intercepts

are carried out, the person with obligations is to eliminate such shortcomings without undue
delay. If type samples have been tested under subsection (4) for the technical facilities and
deadlines set for the elimination of shortcomings, the Regulatory Authority shall take these
deadlines into account in its specifications on the elimination of shortcomings according to
sentence 3.

(6) Every operator of a telecommunications system renting to third parties network
termination points in his telecommunications system under his publicly available service offer
shall undertake to make available to the bodies authorised by law to carry out
telecommunications intercepts, without undue delay and as a matter of priority, at their
request,

network termination points for transmission of the information obtained under an intercept. The
technical configuration of such termination points may be laid down in the ordinance according
to subsection (2). With the exception of special tariffs or surcharges for priority or early
provision

or fault repair, the tariffs payable by the general public apply in respect of such provision and
use. Any special contractually agreed discounts remain unaffected by sentence 3.

(7) Telecommunications systems operated by legally authorised bodies and by means of
which intervention in the privacy of telecommunications or in network operation is to be
brought

about, are to be technically configured in agreement with the Regulatory Authority. The
Regulatory Authority is to comment on the technical configuration within a reasonable period
of

time.

(8) Operators of telecommunications systems with obligations under sections 100a and 100b

of the Code of Criminal Procedure are to prepare, and make available to the Regulatory
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Authority at no charge, annual statistics of intercepts carried out under these provisions. The
presentation of these statistics may be detailed in the ordinance according to subsection (2).
Operators shall not disclose the statistics to third parties. The Regulatory Authority shall
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aggregate the data provided by the undertakings and publish the result in its Official Gazette
annually.

(9) The Federal Government shall be empowered to make arrangements, by ordinance
having the force of law and requiring the consent of the German Bundestag and the German
Bundesrat, with regard to appropriate compensation to be paid to service providers for
services

supplied by them in

1. enabling intercepts under sections 100a and 100b of the Code of Criminal Procedure,
section 2(1), section 5 or section 8 of the Article 10 Act, section 39 of the Foreign Trade and
Payments Act or the relevant state regulations, and

2. providing information in accordance with section 113.

The costs of providing technical facilities as required to provide the services according to
sentence 1 are not the subject of such compensation arrangements.

Section 111

Data for Information Requests from Security Authorities

(1) Any person commercially providing or assisting in providing telecommunications services
and in so doing allocating telephone numbers or providing telecommunications connections for
telephone numbers allocated by other parties is, for the information procedures according to
sections 112 and 113, to collect, prior to activation, and store without undue delay the
telephone

numbers, the name and address of the allocation holder, the effective date of the contract, the
date of birth in the case of natural persons, and in the case of fixed lines, additionally the
address for the line, even if such data are not required for operational purposes; where known,
the date of termination of the contract is likewise to be stored. Sentence 1 also applies where
the data are not included in directories of subscribers (section 104). A person with obligations
according to sentence 1 receiving notice of any changes is to correct the data without undue
delay; in this connection the person with obligations is subsequently to collect and store data
according to sentence 1 not yet recorded if collecting the data is possible at no special effort.
When the contractual relationship ends, the data are to be erased upon expiry of the calendar
year following the year in which the contract terminated. Compensation for data collection and
storage is not paid. The manner in which data for the information procedure according to
section 113 are stored is optional.

(2) Where the service provider according to subsection (1) sentence 1 operates in

conjunction with a sales partner, such partner shall collect data according to subsection (1)
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sentence 1 and transmit to the service provider, without undue delay, these and data collected
under section 95; subsection (1) sentence 2 applies accordingly. Sentence 1 also applies to
data

relating to changes, inasmuch as the sales partner receives notice of them in the course of
normal business transactions.

(3) Data within the meaning of subsection (1) sentence 1 need not be collected subsequently
for contractual relationships existing on the date of entry into force of this provision, save in the
cases referred to in subsection (1) sentence 3.
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Section 112

Automated Information Procedure

(1) Any person providing publicly available telecommunications services shall store, without
undue delay, data collected under section 111(1) sentences 1 and 3 and subsection (2) in
customer data files in which the telephone numbers and quotas of telephone numbers
allocated

to other telecommunications service providers for further marketing or other use and, with
regard

to ported numbers, the current carrier portability codes, are also to be included. Section 111(1)
sentences 3 and 4 apply accordingly with regard to the correction of customer data files. In the
case of ported numbers the telephone number and associated carrier portability code are not
to

be erased before expiry of the year following the date on which the telephone number was
returned to the network operator to whom it had originally been allocated. The person with
obligations shall ensure that

1. the Regulatory Authority can, at all times, retrieve from customer data files data for
information requests from the authorities referred to in subsection (2) by means of

automated procedures in the Federal Republic of Germany;

2. data can be retrieved using incomplete search data or searches made by means of a
similarity function.

The requesting office is to consider, without undue delay, the extent to which it needs the data
provided and erase, without undue delay, any data not needed. The person with obligations is
to

ensure by technical and organisational measures that no retrievals can come to his notice.

(2) Information from the customer data files according to subsection (1) shall be provided to

1. the courts and criminal prosecution authorities;

2. federal and state police enforcement authorities for purposes of averting danger;

3. the Customs Criminological Office and customs investigation offices for criminal

proceedings
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and the Customs Criminological Office for the preparation and execution of measures under
section 39 of the Foreign Trade and Payments Act;

4. federal and state authorities for the protection of the Constitution, the Federal Armed Forces
Counter-Intelligence Office and the Federal Intelligence Service;

5. the emergency service centres according to section 108 and the service centre for the
maritime mobile emergency number "124124";

6. the Federal Financial Supervisory Authority; and

7. the authorities responsible under state legislation for the prosecution of administrative
offences as provided for by section 4(3) of the Undeclared Work Act, via central inquiry
offices,

as stipulated in subsection (4), at all times, as far as such information is needed to discharge
their legal functions and the requests are submitted to the Regulatory Authority by means of
automated procedures.
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(3) The Federal Ministry of Economics and Labour shall be empowered to issue, in
agreement with the Federal Chancellery, the Federal Ministry of the Interior, the Federal
Ministry

of Justice, the Federal Ministry of Finance and the Federal Ministry of Defence, an ordinance
having the force of law and requiring the consent of the German Bundesrat, in which the
following matters are regulated—

1. the essential requirements in respect of the technical procedures for

a) the transmission of requests to the Regulatory Authority;

b) the retrieval of data by the Regulatory Authority from persons with obligations, including
the data types to be used for the queries; and

¢) transmission by the Regulatory Authority to the requesting authorities of the data
retrieved;

2. the security requirements to be observed; and

3. in respect of retrievals using incomplete search data and searches made by means of
similarity functions for which specifications on the character sequences to be included in the
search are provided by the Ministries contributing to the ordinance,

a) the minimum requirements in respect of the extent of the data to be entered in order to
identify, as precisely as possible, the person to whom the search relates;

b) the permitted number of hits to be transmitted to the requesting authority; and

c) the requirements in respect of the erasure of data not needed.

In other respects, the ordinance may also restrict the query facility for the authorities referred
to

in subsection (2) paras 5 to 7 to the extent that is required for such authorities. The Regulatory

Authority shall determine the technical details of the automated retrieval procedure in a
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technical

directive to be drawn up with the participation of the associations concerned and the
authorised

bodies and to be brought into line with the state of the art, where required, and published by
the

Regulatory Authority in its Official Gazette. The person with obligations according to
subsection (1) and the authorised bodies are to meet the requirements of the technical
directive

not later than one year following its publication. In the event of an amendment to the directive,
defective-free technical facilities configured to the directive shall meet the modified
requirements

not later than three years following its taking effect.

(4) At the request of the authorities referred to in subsection (2), the Regulatory Authority is
to retrieve and transmit to the requesting authority the relevant data sets from the customer
data

files according to subsection (1). It shall examine the admissibility of the transmission only
where

there is special reason to do so. Responsibility for such admissibility lies with the authorities
referred to in subsection (2). For purposes of data protection control by the competent body,
the

Regulatory Authority shall record, for each retrieval, the time, the data used in the process of
retrieval, the data retrieved, the person retrieving the data, the requesting authority and the
reference number of the requesting authority. Use for any other purposes of data recorded is
not

permitted. Data recorded are to be erased after a period of one year.

(5) The person with obligations according to subsection (1) is to make all such technical
arrangements in his area of responsibility as are required for the provision of information under
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this provision, at his expense. This also includes procurement of the equipment required to
secure confidentiality and protection against unauthorised access, installation of a suitable
telecommunications connection, participation in the closed user system and the continued
provision of all such arrangements as are required under the ordinance and the technical
directive according to subsection (3). Compensation for information provided by means of
automated procedures is not paid to persons with obligations.

Section 113

Manual Information Procedure

(1) Any person commercially providing or assisting in providing telecommunications services

shall, in a given instance, provide the competent bodies, at their request, without undue delay,
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with information on data collected under sections 95 and 111 to the extent required for the
prosecution of criminal or administrative offences, for averting danger to public safety or order
and for the discharge of the legal functions of the federal and state authorities for the
protection

of the Constitution, the Federal Intelligence Service and the Federal Armed Forces Counter-
Intelligence Office. The person with obligations according to sentence 1 shall provide
information

on data by means of which access to terminal equipment or to storage devices or units
installed

in such equipment or in the network is protected, notably personal identification numbers
(PINSs)

or personal unlocking keys (PUKSs), by virtue of an information request under section 161(1)
sentence 1 or section 163(1) of the Code of Criminal Procedure, data collection provisions in
federal or state police legislation for averting danger to public safety or order, section 8(1) of
the

Federal Constitution Protection Act, the corresponding provisions of the state constitution
protection legislation, section 2(1) of the Federal Intelligence Service Act or section 4(1) of the
Federal Armed Forces Counter-Intelligence Act; such data shall not be transmitted to any
other

public or private bodies. Access to data which are subject to telecommunications privacy shall
be permitted only under the conditions of the relevant legislation. The person with obligations
shall maintain silence vis-a-vis his customers and third parties about the provision of
information.

(2) The person with obligations according to subsection (1) is to make such arrangements as
are required in his area of responsibility for the provision of information, at his expense. In
respect of information provided, the person with obligations is granted compensation by the
requesting authority, the level of which, in derogation of section 17a(1) para 2 of the
Reimbursement of Witnesses and Experts Act, is determined by the ordinance referred to in
section 110(9). Sentence 2 also applies in those cases in which, under the manual information
procedure, merely data are requested which the person with obligations also keeps available
for

retrieval under the automated information procedure according to section 112. Sentence 2
does

not apply in those cases in which the information was not provided completely or was not
provided correctly under the automated information procedure according to section 112.
Section 114

Information Requests from the Federal Intelligence Service

(1) Any person providing publicly available telecommunications services or operating
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transmission paths used for publicly available telecommunications services is to provide the
Federal Ministry of Economics and Labour, upon request and at no charge, with information on
the structures of telecommunications services and networks and on any forthcoming changes.
Specific telecommunications activities and customer data of subscribers may not be the
subject

of any information under this provision.
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(2) Requests for information according to subsection (1) are permissible only when a request
for such information has been made by the Federal Intelligence Service and the information is
required to discharge functions according to sections 5 and 8 of the Article 10 Act. Use of
information obtained under this provision for any other purposes is ruled out.

Section 115

Monitoring and Enforcement of Obligations

(1) The Regulatory Authority may give orders and take other measures to secure compliance
with the provisions of Part 7 and the ordinances having the force of law issued by virtue of this
Part and with the applicable technical directives. The person with obligations shall provide the
necessary information at the request of the Regulatory Authority. To verify compliance with
obligations the Regulatory Authority is authorised to enter and inspect, during normal business
or working hours, business premises and production sites.

(2) The Regulatory Authority may set the following financial penalties in accordance with the
Administrative Enforcement Act—

1. a fine not exceeding 500,000 euros to enforce obligations according to section 108(1),
section 110(1), (5) or (6), an ordinance according to section 108(2), an ordinance according
to section 110(2), an ordinance according to section 112(3) sentence 1, the technical
directive according to section 108(3), the technical directive according to section 110(3) and
the technical directive according to section 112(3) sentence 3;

2. a fine not exceeding 100,000 euros to enforce obligations according to sections 109, 112(1)
and (3) sentence 4, subsection (5) sentences 1 and 2 and section 114(1); and

3. a fine not exceeding 20,000 euros to enforce obligations according to section 111(1)
sentences 1 to 4 and subsection (2) and section 113(1) and (2) sentence 1.

In the event of repeated violations of the provisions of section 111(1) sentences 1 to 4 and
subsection (2), section 112(1) and (3) sentence 4, subsection (5) sentences 1 and 2 or
section 113(1) and (2) sentence 1, the activities of the person with obligations may be
restricted

by order of the Regulatory Authority in such a way that his customer base may not be
changed,

except as a result of contract expiry or notice of termination, until such time as the obligations

ensuing from these provisions have been fulfilled.
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(3) In the event of the non-fulfilment of obligations set out in Part 7, the Regulatory Authority
may, in addition, wholly or partially prohibit operation of the telecommunications system
concerned or commercial provision of the telecommunications service concerned if less
severe

action to enforce proper conduct is insufficient.

(4) As far as the data of natural or legal persons are collected, processed or used for the
commercial provision of telecommunications services, monitoring by the Federal Data
Protection

Commissioner as provided for by sections 21 and 24 to 26(1) to (4) of the Federal Data
Protection Act shall apply in place of monitoring as provided for by section 38 of the Federal
Data Protection Act in respect of undertakings. The Federal Data Protection Commissioner
shall

lodge his complaints with the Regulatory Authority and transmit to it any further results of
monitoring after due assessment of the circumstances.
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(5) The privacy of telecommunications as laid down in Article 10 of the Basic Law shall be
restricted to the extent required for the monitoring specified in subsections (1) and (4).

PART 8

REGULATORY AUTHORITY

Chapterl

Organisation

Section 116

Headquarters and Legal Status

(1) The Regulatory Authority for Telecommunications and Posts shall discharge the functions
and exercise the powers assigned to it under this Act and other laws. The Regulatory Authority
is a higher federal authority responsible to the Federal Ministry of Economics and Labour with
its

headquarters in Bonn.

(2) The Regulatory Authority shall be run by a President. The President shall represent the
Regulatory Authority in and out of court and lay down the administration and order of business
by rules of procedure; these shall require confirmation by the Federal Ministry of Economics
and

Labour. Section 132(1) remains unaffected.

(3) The President and the two Vice Presidents shall be nominated by the Federal
Government upon the proposal of the Advisory Council. Where, in spite of a request from the
Federal Government, the Advisory Council fails to make a proposal within a period of four
weeks, the right of nomination shall end. In the event of a proposal from the Advisory Council

failing to meet with the approval of the Federal Government, the Advisory Council may submit
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a
further proposal within a period of four weeks. The right of the Federal Government to take the
final decision remains unaffected by this procedure.

(4) The President and the two Vice Presidents shall be appointed by the President of the
Federal Republic of Germany.

Section 117

Publication of Directives from the Federal Ministry of Economics and Labour

All directives issued by the Federal Ministry of Economics and Labour shall be published in
the Federal Gazette. This does not apply to such functions as are to be discharged by the
Federal Ministry of Economics and Labour under its own jurisdiction by virtue of this Act or
other

laws and the discharge of which it has transferred to the Regulatory Authority.

Section 118

Advisory Council

(1) There shall be constituted at the Regulatory Authority an Advisory Council. It shall consist
of nine members of the German Bundestag and nine representatives of the German
Bundesrat.

The representatives of the German Bundesrat shall be members or political representatives of
80

the government of a federal state. The members and deputy members of the Advisory Council
shall be appointed by the Federal Government upon the proposal of the German Bundestag
and

the German Bundesrat.

(2) Members proposed by the German Bundestag shall be appointed to the Advisory Council
for the duration of the legislative period of the German Bundestag. They shall remain in office
at

the end of this legislative period until such time as the new members have been appointed.
Reappointment is permitted. The representatives proposed by the German Bundesrat shall be
appointed to the Advisory Council for a period of four years; reappointment is permitted. They
shall be removed from office if the German Bundesrat proposes another person in their place.
(3) Members may ask the Federal Ministry of Economics and Labour to release them from
service, and resign from office. The declaration of release requires written form. Members
proposed by the German Bundestag shall lose their membership when the requirements for
their

appointment cease to apply.

(4) Should a member resign from office, a new member shall be appointed in his place
without undue delay. Until such time as a new member has been appointed and in the event of

a
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member being temporarily prevented from performing his duties, the appointed deputy shall
discharge his functions. Subsections (1) to (4) apply to deputy members accordingly.

Section 119

Rules of Procedure, Chairmanship, Meetings of the Advisory Council

(1) The Advisory Council shall adopt its rules of procedure, which require the approval of the
Federal Ministry of Economics and Labour.

(2) The Advisory Council shall elect a Chairman and a Deputy Chairman from its members in
accordance with its rules of procedure. The candidate obtaining the majority of votes shall be
elected. If the required majority is not achieved in the first ballot, the majority of votes cast shall
decide in the second. In the event of a tie in the second ballot, the matter shall be resolved by
drawing lots.

(3) The Advisory Council shall constitute a quorum whenever more than half of the members
nominated by the German Bundesrat and by the German Bundestag respectively are present.
Resolutions shall be adopted by simple majority. In the event of a tied vote, a motion shall be
dismissed.

(4) Where the Chairman considers debate of a resolution in draft unnecessary, the approval
or comments of the members can be obtained by means of a written enquiry. Subsection (3)
applies accordingly with regard to resolutions being effected. The enquiry should be made
sufficiently early so that, at the request of a member or of the Regulatory Authority, the matter
can still be debated in timely manner at a meeting.

(5) The Advisory Council should meet at least once a quarter. Meetings are to be convened
when the Regulatory Authority or at least three members make a written request for such
convocation. The Chairman of the Advisory Council may convene a meeting at any time.

(6) Ordinary meetings are not open to the public.
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(7) The President of the Regulatory Authority and persons authorised by him or her may
attend the meetings. They shall be consulted at all times. The Advisory Council may require
the

presence of the President of the Regulatory Authority or, should the President be prevented
from attending, that of a deputy.

(8) Members and persons representing them shall receive a refund of their travelling
expenses and a commensurate attendance fee as determined by the Federal Minister of
Economics and Labour.

Section 120

Functions of the Advisory Council

The Advisory Council shall have the following responsibilities—

1. making proposals to the Federal Government concerning the appointment of the President

and Vice Presidents of the Regulatory Authority;
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2. participating in Regulatory Authority decisions in the cases specified in section 61(4) paras 2
and 4 and section 81;

3. entitlement to request measures with which to implement the aims of regulation and to
secure universal service. The Regulatory Authority shall undertake to decide on such
requests within a period of six weeks;

4. entitlement in relation to the Regulatory Authority to obtain information and comments. The
Regulatory Authority has the duty to provide information to the Advisory Council;

5. advising the Regulatory Authority in drawing up the Strategic Plan according to

section 122(2) and, in particular, in making policy decisions of market relevance;

6. being consulted when the Frequency Usage Plan according to section 54 is drawn up.
Section 121

Activity Report

(1) The Regulatory Authority shall submit to the federal legislative bodies, along with the
report according to subsection (2), a report on its activities and on the situation in and
development of the telecommunications sector. This report shall also comment on the
guestion

of whether or not modification of the determination of which telecommunications services have
been deemed universal services within the meaning of section 78 is recommended.

(2) The Monopolies Commission shall, every two years, prepare an official report assessing
the level and foreseeable development of competition and the question of whether or not there
are sustainable competitive telecommunications markets in the Federal Republic of Germany,
evaluating the application of the provisions of this Act concerning regulation and fair trading
and

commenting on other current questions of competition policy, in particular, on the question of
whether or not the ruling in section 21(2) para 3 needs to be adjusted in light of the
development

of competition. The report should be completed by 30 November of the year in which a main
report according to section 44 of the Competition Act is not submitted.
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(3) The Federal Government shall submit to the federal legislative bodies, within a
reasonable period of time, its comments on the report.

Section 122

Annual Report

(1) Once a year, the Regulatory Authority shall publish a report on the development of the
telecommunications market presenting the main market data and consumer protection issues.
(2) To be included in the Annual Report, after public consultation, is a Strategic Plan listing
matters of legal and economic policy to be addressed by the Regulatory Authority in the

current
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year. The findings are to be published in the Annual Report for the following year.

(3) The Regulatory Authority shall publish the principles of its administration on a regular
basis.

Section 123

Cooperation with Other Authorities

(1) In the cases specified in sections 10, 11, 61(3) and section 62(2) para 3 the Regulatory
Authority shall take decisions in agreement with the Federal Cartel Office. Where the
Regulatory

Authority takes decisions in accordance with Part 2, Chapters 2 to 5, it shall give the Federal
Cartel Office the opportunity to state its views in good time before closure of the case. Where
the

Federal Cartel Office opens cases in the telecommunications sector under sections 19 and
20(1)

and (2) of the Competition Act, Article 82 of the EC Treaty or section 40(2) of the Competition
Act, it shall give the Regulatory Authority the opportunity to state its views in good time before
closure of the case. Both authorities shall seek to achieve a uniform interpretation of this Act
and

one which is consistent with the Competition Act. They are to inform each other of all
observations and findings which may be of significance to the discharge of their respective
functions.

(2) The Regulatory Authority shall work together with the state media authorities. At their
request, the Regulatory Authority shall inform these authorities of findings required for the
discharge of their functions.

Section 124

Mediation

Where appropriate, the Regulatory Authority may, to resolve telecommunications disputes,
propose that the parties affected seek to reach mutual agreement before a mediator
(mediation

process).

Section 125

Specialist Consulting

(1) The Regulatory Authority may set up special commissions to prepare its decisions or to
deliver opinions on regulatory issues. The members of such commissions shall, in the field of
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telecommunications or postal services, have particular experience of economic, business
management, socio-political, technological and legal matters, and possess proven expertise.
(2) The Regulatory Authority shall be given, on a continuing basis, specialist support in

performing its functions. This concerns, in particular,
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1. the regular assessment of national and international economic, business management,
regulatory and social trends in telecommunications and postal services; and

2. the preparation and further development of the scientific basis for shaping universal service,
the regulation of providers with significant market power, the rules governing open network
provision and interconnection as well as numbering and customer protection.

Chapter2

Powers

Section 126

Prohibition

(1) Where the Regulatory Authority finds that an undertaking is failing to meet its obligations
by or under this Act, it shall require the undertaking to state its views and to take remedial
action.

It shall set a time limit for the undertaking to take remedial action.

(2) Where the undertaking fails to meet its obligations within the time limit set, the Regulatory
Authority may order such measures as are necessary to secure adherence to the obligations.
A

reasonable time limit is to be set to allow the undertaking to comply with the measures.

(3) In the case of serious or repeated breaches of obligations by the undertaking or failure to
comply with measures for remedial action ordered by the Regulatory Authority under
subsection (2), the Regulatory Authority may prohibit the undertaking acting in the capacity of
telecommunications network operator or service provider.

4) Where such breach of obligations represents a direct and serious threat to public safety
and order or such neglect of duty will create serious economic or operational problems for
other

providers or users of telecommunications networks or services, the Regulatory Authority may,
in

derogation of the procedures set out in subsections (1) to (3), take provisional measures. The
Regulatory Authority shall decide, after it has given the undertaking concerned the opportunity
to

state its views within a reasonable period, whether the provisional measures will be confirmed,
withdrawn or modified.

(5) To enforce orders according to subsection (2), a penalty not exceeding 500,000 euros
may be set in accordance with the Administrative Enforcement Act.

Section 127

Information Requests

(1) Without prejudice to other national reporting or information requirements, public
telecommunications network operators and providers of publicly available telecommunications

services are obliged, under the rights and obligations ensuing from this Act, to provide the
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Regulatory Authority, upon request, with information required for execution of this Act. The
Regulatory Authority may, in particular, require information for

1. the systematic or case-by-case verification of compliance with obligations ensuing from or
by

virtue of this Act;

2. the case-by-case verification of compliance with obligations when the Regulatory Authority
has received a complaint or has other reasons to assume non-compliance with obligations or
when it has opened investigations on its own initiative;

3. the publication of comparative overviews of quality and price of service for the benefit of
end-users;

4. clearly defined statistical purposes;

5. market definition or market analysis procedures according to sections 10 and 11;

6. procedures for the grant of rights of use and for the review of the relevant applications; and
7. the use of numbers.

Information as referred to in sentence 3, paras 1 to 5 may not be required prior to, or as a
condition of, market access.

(2) As far as is necessary to discharge functions assigned to it under this Act, the Regulatory
Authority may require telecommunications undertakings as referred to in subsection (1)

1. to provide information on their economic situation, in particular on their sales figures; and
2. to allow their business records to be inspected and audited within normal business or
working hours.

(3) The Regulatory Authority shall request information as referred to in subsections (1)

and (2) and arrange an audit as referred to in subsection (2) para 2 by written order. The legal
basis, the subject matter and the purpose of the information request are to be stated in such
order. In all information requests a reasonable time limit shall be determined for provision of
the

information.

(4) Owners of undertakings or persons representing them and, in the case of legal persons,
corporations or associations without legal capacity, those persons appointed representatives
by

law or statutes, are obliged to provide information requested under subsections (1) and (2), to
submit business records and to tolerate the auditing of their business records and access to
business premises and property during normal business or working hours.

(5) Persons commissioned by the Regulatory Authority to conduct audits may have access

to the offices and business premises of undertakings and associations of undertakings during
normal business or working hours.

(6) Searches may be carried out solely by order of the local court in whose district the search
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is to take place. With regard to appeals against such orders, sections 306 to 310 and 311a of
the Code of Criminal Procedure apply accordingly. In cases of imminent danger, the persons
designated in subsection (5) may carry out, during business hours, the necessary searches
85

without a judicial order. On site, a record of the search and its main findings shall be drawn up,
from which, where a judicial order was not obtained, the facts leading to the assumption of
imminent danger are also apparent.

(7) Objects and business records may be taken into custody as required or, where they are
not handed over voluntarily, seized. With regard to seizure, subsection (6) applies accordingly.
(8) Persons with obligations to provide information under subsection (4) may refuse to

answer any questions which would render themselves or relatives as specified in section
383(1)

paras 1 to 3 of the Code of Civil Procedure liable to prosecution or to proceedings under the
Administrative Offences Act. Knowledge or records obtained as a result of information
requests

or measures according to subsections (1) and (2) may not be used for taxation assessment
proceedings or administrative fines proceedings involving an offence against tax laws or
currency violations or for proceedings involving a fiscal or currency offence; sections 93, 97,
105(1), section 111(5) in conjunction with section 105(1) and section 116(1) of the Fiscal Code
do not apply in this regard. Sentence 1 does not apply in respect of proceedings involving a
fiscal offence or any related taxation assessment proceedings when there is an overriding
public

interest in the institution of such proceedings, or in the event of the intentional provision of
false

information by persons with obligations or by persons acting on their behalf.

(9) As far as audits reveal a violation of any conditions, orders or directions of the Regulatory
Authority, the undertaking is to reimburse the Regulatory Authority with the expenses,
including

any fees for experts, incurred by such audits.

(10) To enforce such orders, the Regulatory Authority may set a penalty not exceeding
500,000 euros in accordance with the Administrative Enforcement Act.

Section 128

Investigations

(1) The Regulatory Authority may conduct all investigations and take all evidence necessary.
(2) With regard to real evidence, testimonies and expert opinions, section 372(1),

sections 376, 377, 380 to 387, 390, 395 to 397, 398(1) and sections 401, 402, 404, 406 to 409,
411 to 414 of the Code of Civil Procedure apply accordingly; detention may not be imposed.
The
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higher regional court shall have jurisdiction to decide upon appeals.

(3) A record of the statements of the witnesses should be drawn up, to be signed by the
investigating member of the Regulatory Authority and by a registrar also, if present. The record
should include the place and date of the proceedings and the names of those assisting and of
the parties concerned.

(4) The record is to be read to witnesses for their approval or presented for their own
inspection. Approval given is to be noted and signed by the witnesses. In the event of the
record

not being signed, the reason is to be stated.

(5) With regard to the questioning of experts, subsections (3) and (4) apply accordingly.

(6) The Regulatory Authority may request the local court to administer an oath to witnesses if
it deems an oath necessary to bring about true statements. The court shall decide upon such
confirmation by oath.
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Section 129

Seizure

(1) The Regulatory Authority may seize objects which may be important as evidence in its
investigations. Any such seizure is to be naotified to the parties concerned without undue delay.
(2) The Regulatory Authority is, within a period of three days, to seek judicial confirmation
from the local court of the district in which seizure took place when neither the parties
concerned

nor adult relatives were present when seizure took place or when the parties concerned or, in
their absence, adult relatives, expressly objected to such seizure.

(3) The parties concerned may at any time seek a judicial decision against seizure. They
shall be instructed of this right. The court having jurisdiction according to subsection (2) shall
decide on the motion.

(4) Appeals against judicial decisions are permissible. Sections 306 to 310 and 311a of the
Code of Criminal Procedure apply accordingly.

Section 130

Provisional Orders

The Regulatory Authority may issue provisional orders pending a final decision.

Section 131

Conclusion of Proceedings

(1) Decisions of the Regulatory Authority are to be accompanied by a statement of reasons.
They are to be served, along with the explanatory statement and information on permissible
appeals, upon the parties concerned in accordance with the provisions of the Service in
Administrative Procedure Act. Decisions issued in relation to an undertaking with its

headquarters outside the area of application of this Act shall be served upon those designated
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by the undertaking and notified to the Regulatory Authority as persons authorised to accept
service. Where the undertaking has not designated any such persons, the Regulatory
Authority

shall serve the decision by means of notice in the Federal Gazette.

(2) The closure of all proceedings not concluded by means of a decision served in
accordance with subsection (1) sentences 2 to 4 upon the persons concerned is to be notified
in

writing to the persons concerned.

(3) The Regulatory Authority may charge the persons concerned with the cost of taking
evidence as appears fair.
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Chapter3

Proceedings

Subchapter 1

Ruling Chambers

Section 132

Ruling Chamber Decisions

(1) The Regulatory Authority shall take decisions through its Ruling Chambers in the cases
specified in Part 2, in section 55(9) and in sections 61, 62 and 81; subsection (3) sentence 1
remains unaffected. Decisions shall be taken by administrative act. Ruling Chambers shall,
with

the exception of the Chamber referred to in subsection (3), be constituted as provided for by
the

Federal Ministry of Economics and Labour.

(2) Chamber decisions shall be taken in the composition of Chairman and two Assessors. The
Chairman and the Assessors shall be qualified to hold office in the senior administrative grade
of the civil service. At least one member of the Ruling Chamber shall be qualified to exercise
the

functions of a judge.

(3) In the cases specified in section 55(9) and in sections 61, 62 and 81 the Ruling Chamber
shall take decisions in the composition of the President as Chairman and the two Vice
Presidents as Assessors; accordingly, subsection (2) sentences 2 and 3 do not apply as far as
these cases are concerned. The authority to act as a deputy in cases of absence is regulated
in

the rules of procedure referred to in section 116(2). Decisions in the cases specified in
section 61(4) paras 2 and 4 and in section 81 shall be taken in consultation with the Advisory
Council.

(4) For the purposes of achieving a uniform ruling practice in comparable and related cases
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and of securing the consistency requirement according to section 27(2), procedures are to be
stipulated in the Regulatory Authority's rules of procedure imposing extensive coordination and
information obligations on the Ruling Chambers and the departments concerned prior to
decisions

being issued. Where Ruling Chamber decisions under sections 18, 19, 20, 21, 24, 30, 39, 40
and

41(1) are concerned, the rules of procedure shall ensure that determinations according to
sections 10 and 11 are made by the President's Chamber.

Section 133

Other Disputes between Undertakings

(2) In the event of a dispute arising in connection with obligations ensuing from or by virtue of
this Act between undertakings operating public telecommunications networks or offering
publicly

available telecommunications services, the Ruling Chamber shall, unless otherwise provided
for

by law, at the request of either party and after consultation with the parties concerned, issue a
binding decision to resolve the dispute. The Ruling Chamber shall take its decision within a
period not exceeding four months from the date of the request from one of the parties
concerned

to resolve the dispute.

(2) In the event of a dispute arising in a field covered by this Act between undertakings in
different Member States where the dispute falls within the competence of the national
regulatory

authorities of at least two Member States, any of the parties may refer the dispute to the
national
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regulatory authority concerned. The Ruling Chamber is to take its decision in consultation with
the national regulatory authority concerned within a period as referred to in subsection (1).

(3) Sections 126 to 132 and 134 to 137 apply accordingly.

Section 134

Institution of Proceedings, Parties Concerned

(1) Ruling Chambers shall institute proceedings on their own initiative or upon a motion.

(2) There shall take part in proceedings before the Chamber

1. the person presenting the motion;

2. the operators of public telecommunications networks and the providers of publicly available
telecommunications services against whom the proceedings are directed; and

3. the persons and associations of persons whose interests are likely to be affected by the

decision and to whom the Regulatory Authority has sent a summons to attend proceedings
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in response to their request.

Section 135

Hearings, Oral Proceedings

(1) The Chamber is to give parties concerned the opportunity to state their views.

(2) Where appropriate, the Chamber may give persons representing business circles
affected by the proceedings the opportunity to state their views.

(3) The Chamber shall decide on the matter in question on the basis of public oral
proceedings; subject to the agreement of the parties concerned, it can take its decision without
oral proceedings. At the request of any of the parties concerned or on the Chamber's own
initiative the public is to be excluded from part or all of the proceedings if it poses a threat to
public order, specifically to national security, or to an important trade or operating secret.
Section 136

Trade and Operating Secrets

Without undue delay when documents are submitted for Ruling Chamber proceedings, all
parties concerned are to mark those parts containing trade or operating secrets. In this case
they shall submit an additional copy which, from their point of view, can be inspected without
such secrets being disclosed. Where this does not happen, the Ruling Chamber may assume
their agreement to inspection, unless it is aware of any special circumstances that do not
justify

such assumption. Where the Ruling Chamber considers marking the documents as
confidential

to be unjustified, it shall, prior to taking a decision on allowing inspection by third parties,
consult

with the submitting parties.
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Subchapter 2

Legal Proceedings

Section 137

Appeals

(1) Protests and action against Regulatory Authority decisions shall not have suspensory
effect.

(2) In the case of section 132, there shall be no preliminary proceedings.

(3) In the case of section 132, appeals (on issues of fact and law) against judgments and
appeals (on procedural issues) against other decisions of the administrative court shall be
ruled

out. This does not apply with regard to appeals against decisions according to section 138(3),
appeals against denial of leave to appeal on questions of law under section 135 in conjunction

with section 133 of the Code of Administrative Court Procedure and appeals against decisions
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on jurisdiction under section 17a(2) and (3) of the Courts Constitution Act. Section 17a(4)
sentences 4 to 6 of the Courts Constitution Act apply accordingly with regard to appeals
against

decisions on jurisdiction.

Section 138

Submission and Information Duties of the Regulatory Authority

(1) Section 99(1) of the Code of Administrative Court Procedure applies with regard to the
submission of documents or files, the transmission of electronic documents and the provision
of

information (submission of documents) by the Regulatory Authority. The Regulatory Authority
shall act in place of the supreme supervisory authority.

(2) Upon the motion of a party, the court dealing with the main issue shall decide by order
whether the documents are to be submitted or whether they may not be submitted. Where
trade

or operating secrets will be affected as a result of the submission of documents according to
subsection (1), the court shall require the authority to submit the documents insofar as this is of
relevance to the decision, there are no other ways of clarifying the matter and, after due
assessment of all the circumstances of the particular case, the interest in submission of the
documents outweighs the interest in confidentiality of the person concerned.

(3) The motion is to be filed within a period of one month of the notification by the court to the
parties concerned of the Regulatory Authority's decision on submission of the documents. The
Regulatory Authority is to submit the documents at the court's request; section 100 of the Code
of Administrative Court Procedure does not apply. The members of the court have a duty to
observe secrecy; the reasons for the decision may not allow the nature or content of
confidential

documents to be ascertained. The court's decision on whether the documents are to be
submitted or whether they may be submitted is appealable to the Federal Administrative Court.
The appellate court division dealing with the main issue shall decide on the appeal. Sentences
2

and 3 apply accordingly with regard to the appeal proceedings.

(4) If, under the court's unappealable decision, the documents are not to be submitted or

may not be submitted, the court or, in appeal proceedings, the court of appeal, shall return the
documents submitted under subsection (3) sentence 2 to the Regulatory Authority
immediately.
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The court decision shall not be based on the content of any such documents unless all the
parties concerned have given their consent.

Section 139
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Participation of the Regulatory Authority in Civil Proceedings

Section 90(1) and (2) of the Competition Act apply accordingly with regard to civil
proceedings ensuing from this Act. In all such cases the Regulatory Authority and its President
shall act in place of the Federal Cartel Office and its President.

Subchapter 3

International Affairs

Section 140

International Affairs

The Regulatory Authority shall act on behalf of the Federal Ministry of Economics and
Labour in the field of European and international telecommunications policy, in particular as
regards participation in European and international institutions and organisations. This does
not

apply in respect of functions discharged by the Regulatory Authority under its own jurisdiction
by

virtue of this Act or other laws or by virtue of regulations of the European Communities.
Section 141

Recognised Accounting Authority in the Maritime Mobile Service

(1) The Federal Ministry of Economics and Labour shall be empowered to stipulate, by
ordinance having the force of law but not requiring the consent of the German Bundesrat, the
requirements and the procedure for recognition as a recognised accounting authority in the
international maritime mobile service as provided for by the International Telecommunication
Union. The procedure shall also specify the conditions for denial or revocation of such
recognition.

(2) The authority responsible for the recognition of accounting authorities in the area of
application of this Act shall be the Regulatory Authority.
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PART 9

CHARGES

Section 142

Fees and Expenses

(1) The Regulatory Authority shall charge fees and expenses for the following official acts—
1. decisions on the grant of rights of use for frequencies according to section 55;

2. decisions on the grant of rights of use for telephone numbers by virtue of the ordinance
according to section 66(4);

3. processing of applications for the registration of diallers using premium rate numbers;

4. case-by-case coordination, advance publication, assignment and notification of satellite
systems according to section 56;

5. other official acts closely related to decisions taken under paras 1 to 4;
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6. measures to counteract violations of this Act or of ordinances having the force of law issued
by virtue of this Act;

7. decisions on the transfer of rights of way according to section 69; and

8. activities in connection with the procedure for recognition as a recognised accounting
authority in the international maritime mobile service according to section 141.

Fees and expenses are also payable when an application for performance of an official act as
specified in sentence 1

1. is rejected for reasons other than that of the authority not being responsible for the matter in
guestion; or

2. is withdrawn after the beginning, but prior to completion, of processing.

(2) The Federal Ministry of Economics and Labour shall be empowered to stipulate in greater
detail, in agreement with the Federal Ministry of Finance, by ordinance having the force of law
but not requiring the consent of the German Bundesrat, chargeable acts and the level of the
fees, including the mode of payment. The fee scales are to be calculated in such a way as to
recover the costs incurred by the official acts. The provisions of the Administrative Expenses
Act

apply additionally. In derogation of sentence 2, the fees payable for decisions on the grant of
rights of use according to subsection (1) paras 1 and 2 are to be determined in such a way that
they serve, as a steering mechanism, to secure optimal and efficient use of these commodities
in line with the aims of this Act. Sentences 2 to 4 do not apply when numbers or frequencies of
exceptionally great economic value are allocated by means of competitive or comparative
selection procedures. The Federal Ministry of Economics and Labour may transfer to the
Regulatory Authority the power referred to in sentence 1 by ordinance having the force of law,
securing the arrangement on agreement between the authorities concerned when it does so.
An

ordinance as referred to in sentence 6, including its repeal, requires the agreement of the
Federal Ministry of Economics and Labour and the Federal Ministry of Finance.
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(3) In derogation of the provisions of the Administrative Expenses Act, ordinances as

referred to in subsection (2) sentence 1 may regulate the following matters—

1. the extent of the expenses to be refunded; and

2. the fees payable in respect of revocation or withdrawal of a grant of rights of use according
to subsection (1) paras 1 or 2 or of a transfer of rights of way according to subsection (1)

para 7 where this is attributable to the parties concerned.

(4) Fees and expenses may be assessed until the close of the fourth calendar year following
creation of the debt (limitation of assessment period). Where an application for cancellation of
or

modification to the assessment is submitted prior to expiry of the time limit, the running of the
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assessment period is interrupted until such time as an unappealable decision on the
application

has been taken. The right to payment of fees and expenses shall lapse at the close of the fifth
calendar year following assessment (lapse of right to enforce payment). In other respects,
section 20 of the Administrative Expenses Act applies.

(5) In the case of auctions according to section 61(5) a fee for the grant of rights of use
according to subsection (1) para 1 shall be payable only when it exceeds the proceeds from
the

auction.

(6) Authorities responsible for the construction and maintenance of public ways may, within
their area of responsibility, adopt arrangements under which solely fees and expenses that
cover the administrative costs of issuing notices of consent according to section 68(3) to the
use

of public ways may be charged. Flat-rate fees are permitted.

Section 143

Frequency Usage Contribution Charges

(1) The Regulatory Authority shall levy annual contribution charges to recover costs it incurs
for the management, control and enforcement of general assignments and rights of use for
spectrum and orbit usage under this Act and the ordinances issued by virtue of this Act. This
includes, in particular, costs incurred by the Regulatory Authority for the following activities—
1. the planning and further development of frequency usages, including the necessary
measurements, tests and compatibility studies to secure efficient and interference-free use
of frequencies; and

2. international cooperation, harmonisation and standardisation.

(2) Liable to make contributions are all those who have been assigned frequencies. The
share of the costs shall be allocated to the separate user groups produced by frequency
allocation, as far as possible on an expenditure-related basis. Within these groups, the costs
shall be split in accordance with the use of frequencies. Contributions are also payable when a
frequency is used by virtue of another administrative act or on a lasting basis without an
assignment. This applies, in particular, with regard to rights granted before 1 August 1996,
insofar as they include determinations on frequency usage.

(3) Not to be included in the costs to be recovered under subsection (1) are costs for which
fees according to section 142 or fees according to section 16 of the Radio Equipment and
93

Telecommunications Terminal Equipment Act of 31 January 2001 (Federal Law Gazette Part |
page 170) or fees or contributions according to sections 10 or 11 of the Electromagnetic
Compatibility Act of 18 September 1998 (Federal Law Gazette Part | page 2882) or the

ordinances issued by virtue of these provisions have already been levied.
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(4) The Federal Ministry of Economics and Labour shall be empowered to determine, in
agreement with the Federal Ministry of Finance, by ordinance having the force of law but not
requiring the consent of the German Bundesrat, and as provided for by the above subsections,
details of the category of persons liable to pay contribution charges, the rates of contribution
charge and the procedure for the collection of contribution charges, including the mode of
payment. The share of the costs attributable to public interest is to be taken into account in the
form of a reduction in the level of contribution. The Federal Ministry of Economics and Labour
may transfer to the Regulatory Authority the power according to sentence 1 by ordinance
having

the force of law, securing the arrangement on agreement between the authorities concerned
when it does so.

Section 144

Telecommunications Contribution Charges

(1) Persons with obligations under section 6(1) and section 4 of the Telecommunications Act
of 25 July 1996 (Federal Law Gazette Part | page 1120) shall pay a contribution charge to
offset

costs incurred by the Regulatory Authority for measures to secure fair competition and to
promote public telecommunications markets with sustainable competition and for the
management, control and enforcement of rights and obligations ensuing from this Act and from
ordinances issued and rights of use granted under this Act, unless such costs are otherwise
covered by fees or contribution charges levied under this Act. This also includes costs incurred
by exercise of the functions referred to in sentence 1 in respect of international cooperation.
The

share of the costs attributable to public interest is to be taken into account in the form of a
reduction in the level of contribution.

(2) The relevant costs according to subsection (1) shall be split proportionately among the
separate undertakings in accordance with their revenues from activities according to section
6(1)

and levied by the Regulatory Authority as an annual contribution charge.

(3) Fees paid under the Telecommunications Licence Fees Ordinance of 28 July 1997
(Federal Law Gazette Part | page 1936) and fees taken into account under section 16(2) of the
Telecommunications Act of 25 July 1996 (Federal Law Gazette Part | page 1120) shall, insofar
as they exceed the fees payable under section 16(1) of the Telecommunications Act of 25 July
1996 (Federal Law Gazette Part | page 1120) for the grant of a licence and the fees payable
under the ordinance issued by virtue of that Act for the administrative cost of the grant of a
licence, count towards the contribution charge. Section 143(3) applies accordingly.

(4) The Federal Ministry of Economics and Labour shall be empowered to regulate, by

ordinance having the force of law but not requiring the consent of the German Bundesrat, in
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agreement with the Federal Ministry of Finance, details of the collection of contribution
charges,

notably the distribution key and reference date, the minimum assessment, the splitting
mechanism, including a suitable estimation procedure and a classification scheme for
determining the relevant costs according to subsection (2), the obligation to provide
information

on sales, including a suitable procedure allowing for flat-rate payment, as well as payment
deadlines, mode of payment and the level of penalties for late payment. The ordinance may
also

set out arrangements for the provisional determination of contribution charges. The Federal
94

Ministry of Economics and Labour may transfer to the Regulatory Authority the power
according

to sentence 1 by ordinance having the force of law, securing the arrangement on agreement
between the authorities concerned when it does so. An ordinance according to sentence 3,
including its repeal, shall require the agreement of the Federal Ministry of Economics and
Labour and the Federal Ministry of Finance.

Section 145

Cost of Out-of-Court Dispute Resolution Procedures

Fees and expenses are payable for out-of-court dispute resolution procedures according to
section 45(3) para 6. The level of the fee payable for resolution is determined as provided for
by

section 11(2) sentences 2 and 3 of the Court Costs Act. Sections 3 to 9 of the Code of Civil
Procedure apply accordingly with regard to determination of the amount in dispute. Where the
dispute resolution office submits a proposal for resolution, it shall rule on the costs, having
regard to the findings of fact and the matter in dispute, as appears fair. The cost ruling should
be

made along with the dispute resolution proposal. Each party shall bear the costs it has
incurred

for participation in the procedure itself. In other respects, sections 8 to 21 of the Administrative
Expenses Act apply accordingly.

Section 146

Cost of Preliminary Proceedings

Fees and expenses are payable for preliminary proceedings. A fee not exceeding the fee
fixed for the contested official act is payable for the complete or partial rejection of a protest.
Where a fee is not payable for the contested official act of the Regulatory Authority, the fee is
determined as provided for by section 11(2) sentences 2 and 3 of the Court Costs Act;

section 145 sentence 3 applies accordingly. Where a protest is withdrawn after processing has
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begun but prior to its completion, the fee shall not exceed 75 percent of the protest fee. The
protests office shall decide the costs according to sentences 2 and 4 as appears fair.
Section 147

Information from the Regulatory Authority

The Regulatory Authority shall publish a yearly overview of its administrative costs and the
total sum of charges collected. Where required, the fees and rates of contribution charges
shall

be adjusted for the future in the ordinances concerned.

95

PART 10

PENAL AND ADMINISTRATIVE FINES PROVISIONS

Section 148

Penal Provisions

(1) Any person who,

1. in contravention of section 89 sentence 1 or 2, intercepts a communication or imparts to
others the content of a communication or the fact of its reception; or

2. in contravention of section 90(1) sentence 1,

a) owns, or

b) manufactures, markets, imports or otherwise introduces in the area of application of this
Act

transmitting equipment as referred to there,

is liable to a term of imprisonment not exceeding two years, or to a financial penalty.

(2) Where action in the cases of subsection (1) para 2 b) arises through negligence, the
offender is liable to a term of imprisonment not exceeding one year, or to a financial penalty.
Section 149

Administrative Fines Provisions

(1) An administrative offence is deemed to have been committed by any person who,
intentionally or negligently,

1. in contravention of section 4, fails to provide information, to provide it correctly, to provide it
completely or to provide it in timely manner;

2. in contravention of section 6(1), fails to notify the Regulatory Authority, to notify it correctly,
to

notify it completely, to notify it as prescribed or to notify it in timely manner;

3. in contravention of section 17 sentence 2, passes on information;

4. contravenes an enforceable order according to

a) section 20, section 23(3) sentence 2, section 29(1) sentence 1 para 1 or subsection (2)
sentence 1 or 2, section 37(3) sentence 2, also in conjunction with section 38(4)

sentence 4, section 38(4) sentence 2, also in conjunction with section 39(3) sentence 1
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or section 42(4) sentence 1, also in conjunction with section 18(2) sentence 2;

b) section 67(1) sentence 4 or section 109(3) sentence 3;

96

c) section 29(1) sentence 2, section 39(3) sentence 2, section 65 or section 127(2) para 1;

5. in contravention of section 22(3) sentence 1, fails to submit an agreement or to submit it in
timely manner;

6. charges rates without approval as required under section 30(1) or section 39(1) sentence 1;
7. in contravention of section 38(1) sentence 1 or 3 or section 39(3) sentence 4, fails to inform
the Regulatory Authority of rates or rate measures, to inform it correctly, to inform it
completely or to inform it in timely manner;

8. in contravention of section 47(1), fails to provide subscriber data, to provide them correctly,
to provide them completely or to provide them in timely manner;

9. in contravention of section 50(3) para 4, fails to notify the Regulatory Authority, to notify it
correctly, to notify it completely or to notify it in timely manner;

10. uses a frequency without frequency assignment as required under section 55(1) sentence
1

11. exercises German rights to orbit or frequency usage without assignment of such rights as
required under section 56(1) sentence 1;

12. contravenes an enforceable condition according to section 60(2) sentence 1;

13. contravenes an ordinance according to section 66(4) sentence 1 or an enforceable order
issued by virtue of such ordinance, insofar as the ordinance refers to this administrative fines
provision in respect of a particular offence;

14. in contravention of section 87(1) sentence 1 or section 110(1) sentence 2 or 3, fails to
inform

or notify the Regulatory Authority, to inform or notify it correctly, to inform or notify it
completely or to inform or notify it in timely manner;

15. in contravention of section 90(3), advertises transmitting equipment;

16. in contravention of section 95(2) or section 96(2) sentence 1 or subsection (3) sentence 1,
uses data;

17. in contravention of section 96(2) sentence 2 or section 97(3) sentence 2, fails to erase data
or to erase them in timely manner;

18. in contravention of section 106(2) sentence 2, fails to erase data and documents or to
erase

them in timely manner;

19. in contravention of section 108(1) sentence 1, also in conjunction with an ordinance
according to section 108(2) sentence 1 para 1, fails to provide access to emergency services
or to provide it as prescribed;

20. in contravention of section 108(1) sentence 2 in conjunction with an ordinance according to
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section 108(2) sentence 1 para 4, fails to transmit the data or information as referred to there
or to transmit them in timely manner;
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21. in contravention of section 109(3) sentence 2 or 4, fails to submit or to resubmit a security
concept or to submit or to resubmit it in timely manner;

22. in contravention of section 110(1) sentence 1 para 1 in conjunction with an ordinance
according to section 110(2) para 1 a), fails to provide a technical facility or to make
organisational arrangements;

23. in contravention of section 110(1) sentence 1 para 2 b), fails to nominate a body as named
there or to nominate it in timely manner;

24. in contravention of section 110(1) sentence 1 para 3, fails to demonstrate compliance or to
demonstrate it in timely manner;

25. in contravention of section 110(1) sentence 1 para 4, fails to allow a re-check;

26. in contravention of section 110(1) sentence 1 para 5, fails to tolerate the installation or
operation of equipment referred to there or to grant access to such equipment;

27. in contravention of section 110(5) sentence 3, fails to eliminate shortcomings or to
eliminate

them in timely manner;

28. in contravention of section 110(6) sentence 1, fails to make available a network termination
point, to make it available as prescribed or to make it available in timely manner;

29. in contravention of section 111(1) sentence 1, also in conjunction with sentence 2, or in
contravention of section 111(1) sentence 3 or 4, fails to collect data or to collect them in
timely manner, fails to store data or to store them in timely manner, fails to correct data or to
correct them in timely manner or fails to erase data or to erase them in timely manner;

30. in contravention of section 111(2) sentence 1, also in conjunction with sentence 2, fails to
collect data or to collect them in timely manner or fails to transmit data or to transmit them in
timely manner;

31. in contravention of section 112(1) sentence 4, fails to ensure that the Regulatory Authority
can retrieve data from customer data files;

32. in contravention of section 112(1) sentence 6, fails to ensure that no retrievals can come to
his notice;

33. in contravention of section 113(1) sentence 1 or 2, section 114(1) sentence 1 or

section 127(1) sentence 1, fails to provide information, to provide it correctly, to provide it
completely or to provide it in timely manner;

34. in contravention of section 113(1) sentence 2 second half-sentence, transmits data; or

35. in contravention of section 113(1) sentence 4, fails to maintain silence.

(2) Such offences may be punishable by a fine not exceeding five hundred thousand euros in

the cases of an offence according to subsection (1) para 4 a), paras 6, 10, 22, 27 and 31, by a
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fine not exceeding three hundred thousand euros in the cases of an offence according to
subsection (1) paras 16 to 18, 26, 29 and 34, by a fine not exceeding one hundred thousand
euros in the cases of an offence according to subsection (1) para 4 b), paras 12, 13, 15, 19, 21
98

and 30, by a fine not exceeding fifty thousand euros in the cases of an offence according to
subsection (1) paras 5, 7, 8, 9, 11, 20, 23 and 24, and by a fine not exceeding ten thousand
euros in the other cases of offences according to subsection (1). The fine should exceed the
economic benefit the offender has derived from the offence. Amounts as referred to in
sentence 1 which are not sufficient for this may be exceeded.

(3) Administrative authority within the meaning of section 36(1) para 1 of the Administrative
Offences Act shall be the Regulatory Authority.

PART 11

TRANSITIONAL AND FINAL PROVISIONS

Section 150

Transitional Provisions

(1) Determinations of market dominance made by the Regulatory Authority prior to the entry
into force of this Act and the resulting obligations shall remain in effect until such time as they
are replaced by new decisions taken in accordance with Part 2. This also applies when the
determinations of market dominance merely constitute part of the statement of reasons for an
administrative act. Sentence 1 applies accordingly with regard to obligations set out in
sections 36, 37 and 39 second alternative of the Telecommunications Act of 25 July 1996
(Federal Law Gazette Part | page 1120).

(2) Undertakings which have given notification under the Telecommunications Act of 25 July
1996 (Federal Law Gazette Part | page 1120) that they provide telecommunications services
or

are licensees shall, without prejudice to the obligation set out in section 144(1) sentence 1, not
be subject to the notification requirement according to section 6.

(3) Existing frequency assignments, number allocations and rights of way granted under
section 8 of the Telecommunications Act of 25 July 1996 (Federal Law Gazette Part |

page 1120) shall remain in effect. The same applies to rights acquired beforehand entitling the
holder to use frequencies.

(4) Where frequency usage and licence rights have been granted in markets in which
competitive or comparative selection procedures have been carried out, rights thus granted
and

obligations thus entered into shall continue. This applies, in particular, in respect of the
obligation to admit service providers, applicable at the time the mobile licences were granted.
(5) Section 21(2) para 3 applies until 30 June 2008 subject to the proviso that wholesale line

rental has to be made available only in conjunction with calls.
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(6) Section 48(2) para 2 applies with regard to equipment placed on the market as from

1 January 2005.

(7) Until such time as a Frequency Usage Plan according to section 54 is issued,

frequencies shall be assigned in accordance with the provisions of the applicable National
Table

of Frequency Allocations.

(8) Section 62(1) to (3) do not apply to rights granted under section 2(1) of the
Telecommunication Installations Act as published on 3 July 1989 (Federal Law Gazette Part |
99

page 1455) or to licences granted or frequencies assigned under sections 10, 11 and 47(5) of
the Telecommunications Act of 25 July 1996 (Federal Law Gazette Part | page 1120) for the
period of validity specified for such licences and frequencies.

(9) Where Deutsche Telekom AG intends not to offer universal services as specified in
section 78(2) to the full extent or to offer them under less favourable conditions than those
specified in this Act, it shall notify the Regulatory Authority of such intentions one year prior to
their taking effect.

(10) The Telecommunications Interception Ordinance of 22 January 2002 (Federal Law
Gazette Part | page 458), last amended by Article 328 of the Ordinance of 25 November 2003
(Federal Law Gazette Part | page 2304) applies in place of the ordinance according to

section 110(2) until such time as this ordinance has entered into force.

(11) The technical directive issued under section 11 of the Telecommunications Interception
Ordinance as amended at the time of entry into force of section 110 applies in place of the
technical directive according to section 110(3) until such time as this directive has been
issued.

(12) In respect of contractual relationships existing on the date of entry into force of this
provision, persons with obligations under section 112(1) shall enter data they have to hand as
a

result of earlier data surveys without undue delay in customer data files according to

section 112(1). In respect of contracts concluded after the entry into force of section 112, data
which providers have not yet been able to include in a customer data file on account of the file
structure used hitherto shall be included without undue delay following adaptation of the file.
The

interface specification published by the Regulatory Authority under section 90(2) and (6) of the
Telecommunications Act of 25 July 1996 (Federal Law Gazette Part | page 1120) as amended
at the time of the entry into force of section 112 applies in place of the technical directive
according to section 112(3) sentence 3 until such time as this directive has been issued.

(13) The admissibility of appeals against court decisions shall be decided in accordance with

the provisions applicable to date if the court decision is pronounced prior to the entry into force
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of this Act or served ex officio instead of pronouncement.

(14) The provisions to date are applicable to motions submitted under section 99(2) of the
Code of Administrative Court Procedure prior to the entry into force of this Act.

Section 151

Amendment of Other Legal Provisions

(1) The Code of Criminal Procedure as published on 7 April 1987 (Federal Law Gazette

Part | pages 1047, 1319), last amended by Article 4(22) of the Act of 5 May 2004 (Federal Law
Gazette Part | page 718) shall be amended as follows—

in section 100b(3) sentence 2 for the words "section 88 of the Telecommunications Act" there
shall be substituted the words "section 110 of the Telecommunications Act".

(2) The Article 10 Act of 26 June 2001 (Federal Law Gazette Part | pages 1254, 2298), last
amended by Article 4(6) of the Act of 5 May 2004 (Federal Law Gazette Part | page 718) shall
be amended as follows—

100

1. in section 2(1) sentence 4 for the words "section 88 of the Telecommunications Act" there
shall be substituted the words "section 110 of the Telecommunications Act";

2. section 20 shall read as follows—

"Section 20

Compensation

Bodies authorised under section 1(1) shall pay compensation for services according to
section 2(1), the level of which shall be determined, in respect of measures for

a) postal intercepts, in accordance with section 17a of the Reimbursement of Witnesses

and Experts Act; and

b) telecommunications intercepts, in accordance with the ordinance referred to in

section 110(9)."

(3) Section 17a(1) para 3 subpara (1) second and third half-sentences and subsection (6) of
the Reimbursement of Witnesses and Experts Act as published on 1 October 1969 (Federal
Law

Gazette Part | page 1756), last amended by Article 1(5) of the Act of 22 February 2002
(Federal

Law Gazette Part | page 981) shall expire on the date of the entry into force of the ordinance
according to section 110(9).

Section 152

Entry into Force, Expiry

(1) Subject to sentence 2, this Act shall enter into force on the day following its promulgation.
Section 43(a) and (b), section 96(1) para 9 a) to 9 f) in conjunction with subsection (2)
sentence 1 and section 97(6) and (7) of the Telecommunications Act of 25 July 1996 (Federal
Law Gazette Part | page 1120), last amended by Article 4(73) of the Act of 5 May 2004
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(Federal

Law Gazette Part | page 718) remain applicable in the version valid until the entry into force of
this Act until such time as the ordinance according to section 66(4) of this Act has been issued.
In respect of section 43b(2) this applies subject to the proviso that the pricing information
requirement is no longer restricted to calls from the fixed network as from 1 August 2004.

(2) The Telecommunications Act of 25 July 1996 (Federal Law Gazette Part | page 1120),

last amended by Article 4(73) of the Act of 5 May 2004 (Federal Law Gazette Part | page 718),
the Television Signals Transmission Act of 14 November 1997 (Federal Law Gazette Part |
page 2710), last amended by Article 222 of the Ordinance of 25 November 2003 (Federal Law
Gazette Part | page 2304), the Telecommunications Rates Regulation Ordinance of 1 October
1996 (Federal Law Gazette Part | page 1492), the Network Access Ordinance of 23 October
1996 (Federal Law Gazette Part | page 1568), the Telecommunications Universal Service
Ordinance of 30 January 1997 (Federal Law Gazette Part | page 141), section 4 of the
Telecommunications Customer Protection Ordinance of 11 December 1997 (Federal Law
Gazette Part | page 2910), last amended by the Ordinance of 20 August 2002 (Federal Law
Gazette Part | page 3365), the Telecommunications Data Protection Ordinance of 18
December

2000 (Federal Law Gazette Part | page 1740), amended by Article 2 of the Act of 9 August
2003

(Federal Law Gazette Part | page 1590), the Frequency Assignment Ordinance of 26 April
2001

(Federal Law Gazette Part | page 829) and the Telecommunications Licence Fees Ordinance
of

9 September 2002 (Federal Law Gazette Part | page 3542) shall expire on the day following
the

promulgation of this Act.
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Bayerisches Datenschutzgesetz
(BayDSG)

Vom 23. Juli 1993

Zum Ausgangs- oder Titeldokument
Fundstelle: GVBI 1993, S. 498

Stand: letzte beriicksichtigte Anderung: mehrfach geandv.(80.7.2011, 307)

Der Landtag des Freistaates Bayern hat das folgéedetz beschlossen, das nach
Anhdrung des Senats hiermit bekanntgemacht wird:
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Erster Abschnitt
Allgemeine Bestimmungen

Art. 1

Zweck des Gesetzes

Zweck dieses Gesetzes ist es, die einzelnen davselditzen, dald sie bei der
Erhebung, Verarbeitung oder Nutzung ihrer persoeeodpenen Daten durch
oOffentliche Stellen in unzuléassiger Weise in ihreéersonlichkeitsrecht beeintrachtigt
werden.

Art. 2

Anwendungsbereich des Gesetzes

(1) Die Vorschriften dieses Gesetzes - ausgenontaefechste Abschnitt - gelten
fur die Erhebung, Verarbeitung und Nutzung persbaeagener Daten durch
Behorden, Gerichte und sonstige oOffentliche Stalles Freistaates Bayern, der
Gemeinden, Gemeindeverbande und der sonstigenudgicAt des Freistaates Bayern
unterstehenden juristischen Personen des 6ffeaetli&techts.

(2) 1 Die Vorschriften dieses Gesetzes gelten éiucHereinigungen des privaten
Rechts, die Aufgaben der offentlichen Verwaltundimahmen und an denen -
ungeachtet der Beteiligung nicht-offentlicher &telt

1.

eine oder mehrere der in Absatz 1 genannten gelgtn Personen des 6ffentlichen
Rechts beteiligt sind, oder

2.

aul3er einer oder mehrerer der in Absatz 1 genaiuristischen Personen des
oOffentlichen Rechts auch eine oder mehrere der2\Bs. 1 des
Bundesdatenschutzgesetzes genannten juristischeon@a des 6ffentlichen Rechts
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oder Vereinigungen beteiligt sind, wenn sie keifferlichen Stellen des Bundes
gemal § 2 Abs. 3 des Bundesdatenschutzgesetzes sind

2 Beteiligt sich eine Vereinigung des privaten Rechuf die dieses Gesetz nach Satz
1 Anwendung findet, an einer weiteren Vereinigureg drivaten Rechts, so findet
Satz 1 entsprechende Anwendung.

(3) Fur personenbezogene Daten in automatisierédei€h, die ausschliel3lich aus
verarbeitungstechnischen Griinden vorubergehenelletstd nach ihrer
verarbeitungstechnischen Nutzung automatisch gael@serden, gelten von den
Vorschriften dieses Gesetzes nur die Art. 5, 7Al4S. 4, Art. 25, 29 bis 31, 32 Abs. 1
bis 3, Art. 33 und 37.

(4) Die Vorschriften dieses Gesetzes gelten nightlie Ausiibung des
Begnadigungsrechts.

(5) Die Vorschriften dieses Gesetzes gelten furlderdtag nur, soweit er in
Verwaltungsangelegenheiten tatig wird.

(6) In bezug auf Gerichte und den Obersten Rechshaigyelten der Vierte und
Funfte Abschnitt sowie Art. 9 nur, soweit sie inrWaltungsangelegenheiten tatig
werden.

(7) Soweit besondere Rechtsvorschriften Gber deari3ahutz oder tber Verfahren
der Rechtspflege auf personenbezogene Daten andawsimd, gehen sie den
Vorschriften dieses Gesetzes vor.

(8) Die Vorschriften dieses Gesetzes gehen deneBalgerischen
Verwaltungsverfahrensgesetzes vor, soweit bei dartiiing des Sachverhalts
personenbezogene Daten erhoben, verarbeitet odetzgj@verden.

(9) Dieses Gesetz lal3t die Verpflichtung zur Wabrder in § 203 Abs. 1 des
Strafgesetzbuchs genannten Geheimnisse unberuhrt.

Art. 3

Offentliche Stellen, die am Wettbewerb teilnehmen

(1) 1 Soweit offentliche Stellen als Unternehmen\attbewerb teilnehmen, gelten
fur sie sowie fur ihre Zusammenschlisse und Verbdle Vorschriften des
Bundesdatenschutzgesetzes mit Ausnahme des Zwdisehnitts. 2 Art. 2 Abs. 7
bleibt unberihrt. 3 Fur die Durchfiihrung und dienKolle des Datenschutzes gelten
an Stelle der 88 4d bis 4g und 38 des Bundesddtetzgesetzes die Art. 9 und 25 bis
33.

(2) 1 Soweit offentlich-rechtliche Versicherungemehmen am Wettbewerb
teilnehmen, gelten fur sie die Vorschriften des @sdatenschutzgesetzes, die auf
privatrechtliche Versicherungsunternehmen anzuwesdel. 2 Fir
offentlich-rechtliche Kreditinstitute sowie fir ®iZusammenschlisse und Verbande
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gelten die Vorschriften des Bundesdatenschutzgesedre auf privatrechtliche
Kreditinstitute anzuwenden sind. 3 Art. 2 Abs.I&illt unberihrt.

(3) Die Anstalt fur Kommunale Datenverarbeitundigyern unterliegt den
Vorschriften dieses Gesetzes auch, soweit sie attb®Veerb teilnimmt.

Art. 4

Begriffsbestimmungen

(1) Personenbezogene Daten sind Einzelangaberpéisginliche oder sachliche
Verhaltnisse bestimmter oder bestimmbarer natieti€tersonen (Betroffene).

(2) 1 Offentliche Stellen im Sinn dieses Gesetned gie in Art. 2 Abs. 1 und 2
bezeichneten Stellen und Vereinigungen. 2 OffemliStellen im Sinn der Art. 18 und
24 sind darlber hinaus die 6ffentlichen StellenBlesdes gemaf § 2 des
Bundesdatenschutzgesetzes und der anderen Laruteg§ @ades
Bundesdatenschutzgesetzes und der jeweils mal3gabli@andesdatenschutzgesetze.
3 Nicht-6ffentliche Stellen sind natirliche undigtische Personen, Gesellschaften
und andere Personenvereinigungen des privaten ®eadvteit sie nicht unter Satz 1
oder 2 fallen. 4 Nimmt eine nicht-6ffentliche Séeloheitliche Aufgaben der
offentlichen Verwaltung wabhr, ist sie insoweit Gffieche Stelle.

(3) 1 Eine Datei ist

1.

eine Sammlung personenbezogener Daten, die dutchnatisierte Verfahren nach
bestimmten Merkmalen ausgewertet werden kann (attsierte Datei) oder

2.

jede sonstige Sammlung personenbezogener Dategledibartig aufgebaut ist und
nach bestimmten Merkmalen geordnet, umgeordneausdewertet werden kann
(nicht automatisierte Datei).

2 Nicht hierzu gehdren Akten und Aktensammlungsrse2 denn, daf3 sie durch
automatisierte Verfahren umgeordnet und ausgewseteten kbnnen.

(4) 1 Akten sind alle sonstigen amtlichen oder siikthen Zwecken dienenden
Unterlagen; dazu z&hlen auch Bild- und Tontragéticht hierunter fallen
Vorentwirfe und Notizen, die nicht Bestandteil siMergangs werden sollen.

(5) Erheben ist das Beschaffen von Daten lber Betre.

(6) 1 Verarbeiten ist das Speichern, Verandern ridiiein, Sperren und Loschen
personenbezogener Daten. 2 Im einzelnen ist, uhtgtater dabei angewendeten
Verfahren:

1.

Speichern das Erfassen, Aufnehmen oder Aufbewglesonenbezogener Daten auf
einem Datentrager zum Zweck ihrer weiteren Veraubegi oder Nutzung,
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2.

Verandern das inhaltliche Umgestalten gespeichpaeonenbezogener Daten,

3.

Ubermitteln das Bekanntgeben gespeicherter odehddatenverarbeitung
gewonnener personenbezogener Daten an Dritte Weise, dal3

a)

die Daten durch die speichernde Stelle an Drittéengeegeben werden oder

b)

Dritte Daten einsehen oder abrufen, die von deickpenden Stelle zur Einsicht oder
zum Abruf bereitgehalten werden,

4,

Sperren das Kennzeichnen gespeicherter personagdrmezdDaten, um ihre weitere
Verarbeitung oder Nutzung einzuschranken,

5.

Loschen das Unkenntlichmachen gespeicherter parbemegener Daten.

(7) Nutzen ist jede Verwendung personenbezogentmnDaoweit es sich nicht um
Verarbeitung handelt, insbesondere die WeitergabeDaten innerhalb der
speichernden Stelle an Teile derselben Stelle mi¢gen Aufgaben oder anderem
ortlichem Zustandigkeitsbereich.

(8) Anonymisieren ist das Verandern personenbezydeaten derart, daf? die
Einzelangaben Uber personliche oder sachliche Warsse nicht mehr oder nur mit
einem unverhéaltnismafig grolRen Aufwand an Zeit t&osind Arbeitskraft einer
bestimmten oder bestimmbaren natirlichen Persoeadget werden kénnen.

(9) Speichernde Stelle ist jede 6ffentliche Stalle,personenbezogene Daten flr sich
selbst speichert oder durch andere im Auftrag sigerclafit.

(10) 1 Dritte sind alle Personen oder Stellen aufdbrder speichernden Stelle.

2 Dritte sind nicht die Betroffenen sowie diejemdeersonen und Stellen, die im
Inland, in einem anderen Mitgliedstaat der Eurag#ie Union oder in einem anderen
Vertragsstaat des Abkommens tber den Europaisclmsciaftsraum
personenbezogene Daten im Auftrag erheben, vetarbeder nutzen.

Art. 5

Datengeheimnis

1 Den bei 6ffentlichen Stellen beschéaftigten Peegsast es untersagt,
personenbezogene Daten unbefugt zu erheben, zibeea oder zu nutzen
(Datengeheimnis). 2 Das Datengeheimnis besteht@ac Beendigung ihrer
Tatigkeit fort.
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Art. 6

Erhebung, Verarbeitung oder Nutzung

personenbezogener Daten im Auftrag

(1) 1 Werden personenbezogene Daten durch andgienStm Auftrag erhoben,
verarbeitet oder genutzt, bleibt der Auftraggelderdie Einhaltung der Vorschriften
dieses Gesetzes und anderer Vorschriften Uber deanBchutz verantwortlich. 2 Die
im Zweiten Abschnitt genannten Rechte sind ihm gébger geltend zu machen.

(2) 1 Auftragnehmer sind unter besonderer Berublkigiong der Eignung der von
ihnen getroffenen technischen und organisatoriséhefdnahmen sorgfaltig
auszuwahlen. 2 Der Auftrag ist schriftlich zu detej wobei Datenerhebung,
-verarbeitung oder -nutzung, die technischen ugdrusatorischen Malinahmen und
etwaige Unterauftragsverhaltnisse festzulegen Sigkr Auftraggeber hat sich
soweit erforderlich von der Einhaltung der getroéa technischen und
organisatorischen Mal3Bhahmen beim Auftragnehmebewz@ugen.

(3) 1 Ist eine o6ffentliche Stelle Auftragnehmerggdten fir sie nur die Art. 5, 7, 25,
29 bis 31, 32 Abs. 1 bis 3, Art. 33 und 37. 2 Daftfagnehmer darf die Daten nur im
Rahmen der Weisungen des Auftraggebers erhebearpeden oder nutzen. 3 Ist er
der Ansicht, dal3 eine Weisung des Auftraggebersmgdgeses Gesetz oder andere
Vorschriften Uber den Datenschutz versto3t, hdearAuftraggeber unverziiglich
darauf hinzuweisen.

(4) 1 Die Absatze 1 bis 3 gelten entsprechend, vasmPrifung oder Wartung
automatisierter Verfahren oder Datenverarbeiturigg@m durch andere Stellen
vorgenommen wird und dabei ein Zugriff auf persdreaogene Daten nicht
ausgeschlossen werden kann. 2 Ist eine schrifthcifteagserteilung nach Absatz 2
Satz 2 nicht moglich, so ist diese unverziglichhzatolen.

Art. 7

Technische und organisatorische Mal3hahmen

(1) 1 Offentliche Stellen, die selbst oder im Aafjpersonenbezogene Daten erheben,
verarbeiten oder nutzen, haben die technischemrgahisatorischen Mal3nahmen zu
treffen, die erforderlich sind, um die Ausfihrurgy §orschriften dieses Gesetzes zu
gewabhrleisten. 2 Erforderlich sind Mal3hahmen nenmihr Aufwand in einem
angemessenen Verhaltnis zu dem angestrebten Salectzsteht.

(2) Werden personenbezogene Daten automatisientbatet, sind Malinahmen zu
treffen, die je nach der Art der zu schitzendes@enbezogenen Daten geeignet
sind,

1.

Unbefugten den Zugang zu Datenverarbeitungsanlagi¢nlenen personenbezogene

327



Daten verarbeitet werden, zu verwehren (Zugangssibey,

2.

zu verhindern, dal3 Datentrager unbefugt gelesgnekoverandert oder entfernt
werden konnen (Datentragerkontrolle),

3.

die unbefugte Eingabe in den Speicher sowie diefugite Kenntnisnahme,
Veranderung oder Loschung gespeicherter personegéeer Daten zu verhindern
(Speicherkontrolle),

4.

zu verhindern, dal3 Datenverarbeitungssysteme rié tbn Einrichtungen zur
Datenubertragung von Unbefugten genutzt werdenédiiBenutzerkontrolle),

5.

zu gewahrleisten, dal’ die zur Benutzung eines Datarbeitungssystems
Berechtigten ausschliel3lich auf die ihrer Zugrifisdrhtigung unterliegenden Daten
zugreifen kbnnen (Zugriffskontrolle),

6.

zu gewahrleisten, daf’ Gberprift und festgestelldarekann, an welche Stellen
personenbezogene Daten durch Einrichtungen zunDiagetragung Ubermittelt
werden konnen (Ubermittlungskontrolle),

7.

zu gewabhrleisten, dal3 nachtraglich tberprift usthéstellt werden kann, welche
personenbezogenen Daten zu welcher Zeit von wddaienverarbeitungssysteme
eingegeben worden sind (Eingabekontrolle),

8.

zu gewabhrleisten, dal3 personenbezogene Datemm diafirag verarbeitet werden,
nur entsprechend den Weisungen des Auftraggebeasbegtet werden kdnnen
(Auftragskontrolle),

9.

zu verhindern, daR bei der Ubertragung personegeesn Daten sowie beim
Transport von Datentragern die Daten unbefugt galdsopiert, verandert oder
geldscht werden kdnnen (Transportkontrolle),

10.

die innerbehordliche oder innerbetriebliche Orgaiiis so zu gestalten, dal3 sie den
besonderen Anforderungen des Datenschutzes gevedhiOrganisationskontrolle).

Art. 8
Einrichtung automatisierter Abrufverfahren
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(1) Die Einrichtung eines automatisierten Verfalstedas die Ubermittiung
personenbezogener Daten an Dritte durch Abruf elinfigist zulassig, soweit dieses
Verfahren unter Beriicksichtigung der schutzwirdiljgaressen der Betroffenen und
der Aufgaben der beteiligten Stellen angemessen ist

(2) 1 Die beteiligten Stellen haben zu gewahrlaistiaf die Zuldssigkeit des
Abrufverfahrens kontrolliert werden kann. 2 Hietrben sie schriftlich festzulegen:
1.

die Aufgaben, zu deren Erfullung personenbezogeaterDverarbeitet werden und die
Rechtsgrundlage der Verarbeitung,

2.

die Datenempfanger,

3.

die Art der zu Ubermittelnden Daten,

4.

die nach Art. 7 erforderlichen technischen und miggtorischen MalRnahmen.

(3) 1 Die Zulassigkeit des einzelnen Abrufs belirtgch nach den fir die Erhebung
und Ubermittlung geltenden Vorschriften. 2 Die Vdreortung fiir die Zulassigkeit
des einzelnen Abrufs tragt der Empféanger. 3 Diecbgende Stelle prift die
Zulassigkeit der Abrufe nur, wenn dazu Anlal? best#lil] Die speichernde Stelle
hat zu gewahrleisten, daR die Ubermittiung persbeeongener Daten zumindest
durch geeignete Stichprobenverfahren festgestadltilberprift werden kann.

5[1] Wird ein Gesamtbestand personenbezogen@nlxigerufen oder Ubermittelt
(Stapelverarbeitung), so bezieht sich die Gewd&iteg der Feststellung und
Uberpriifung nur auf die Zulassigkeit des Abrufsratier Ubermittlung des
Gesamtbestands.

(4) Die Absatze 1 bis 3 gelten nicht fur den Abaus Datenbestanden, die allen, sei
es ohne oder nach besonderer Zulassung, zur Bemgutdienstehen.

FulRnoten

[1])

Absatz 3 Satz 4 in Kraft mit Wirkung vom 1. Marz989

[1])

Absatz 3 Satz 5 in Kraft mit Wirkung vom 1. M&arz989

Zweiter Abschnitt
Schutzrechte

Art. 9
Anrufung des Landesbeauftragten fur den Datenschutz
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Jeder kann sich an den Landesbeauftragten fur denBchutz mit dem Vorbringen
wenden, bei der Erhebung, Verarbeitung oder Nutaener personenbezogenen
Daten durch offentliche Stellen in seinen Rechteretzt worden zu sein.

Art. 10

Auskunft und Benachrichtigung

(1) 1 Die speichernde Stelle hat den Betroffendhatrag Auskunft zu erteilen tber
1.

die zur Person gespeicherten Daten,

2.

den Zweck und die Rechtsgrundlage der Erhebungrdertung oder Nutzung,

3.

die Herkunft der Daten und die Empfanger GbernétdDaten, soweit diese Angaben
gespeichert sind,

4.

die Empfanger regelméaiiger Datenubermittlungen,

5.

im Fall des Art. 6 Abs. 1 bis 3 die Auftragnehmer,

6.

im Fall des Art. 15 Abs. 6 den strukturierten Alfldar automatisierten Verarbeitung
oder Nutzung seiner Daten und die dabei herangeerogentscheidungskriterien.

2 Dies gilt nicht fur personenbezogene Daten, dgsehliel3lich Zwecken der
Datensicherung oder der Datenschutzkontrolle dienen

(2) Fur die Auskunft werden Kosten nicht erhobens@ denn, dal3 mit der
Auskunftserteilung ein besonderer Verwaltungsautivaerbunden ist.

(3) 1 In dem Antrag soll die Art der personenbenageDaten, tber die Auskunft
erteilt werden soll, ndher bezeichnet werden. & 8ie personenbezogenen Daten
nicht in automatisierten Dateien gespeichert, sd wie Auskunft nur erteilt, soweit
der Betroffene Angaben macht, die das AuffindenRien erméglichen, und der fur
die Erteilung der Auskunft erforderliche Aufwanctini aul3er Verhaltnis zu dem vom
Betroffenen geltend gemachten Informationsinteresset. 3 Die speichernde Stelle
bestimmt das Verfahren, insbesondere die Form dskénftserteilung, nach
pflichtgemaliem Ermessen.

(4) 1 Bezieht sich die Auskunftserteilung auf dieetmittiung personenbezogener
Daten an Behorden der Staatsanwaltschaft, an Rbénststellen, an Behorden der
Finanzverwaltung, soweit sie personenbezogene Datérfullung ihrer gesetzlichen
Aufgaben im Anwendungsbereich der Abgabenordnund)berwachung und
Prifung speichern, an VerfassungsschutzbehérdeteraBundesnachrichtendienst,
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an den Militarischen Abschirmdienst und, soweit$lieherheit des Bundes berihrt
wird, an andere Behdrden des Bundesministerium¥etégidigung, so ist sie nur mit
Zustimmung dieser Stellen zulassig. 2 Fiur die \@rag der Zustimmung durch
Behorden des Freistaates Bayern gilt Absatz 5 settepnd.

(5) Die Auskunftserteilung unterbleibt, soweit

1.

die Auskunft die ordnungsgemalfie Erfillung von Abfgader Gefahrenabwehr oder
die Verfolgung von Straftaten, Ordnungswidrigkeiteter berufsrechtlichen Vergehen
gefahrden wirde,

2.

die Auskunft die 6ffentliche Sicherheit oder Ordgudie Sicherheit des Staates, die
Landesverteidigung oder ein wichtiges wirtschafiéis oder finanzielles Interesse des
Freistaates Bayern, eines anderen Landes, des 8oddeder Europaischen Union -
einschliel3lich Wahrungs-, Haushalts- und Steuetaggeheiten - gefahrden wirde
oder

3.

personenbezogene Daten oder die Tatsache ihrest®pang nach einer
Rechtsvorschrift oder wegen der tberwiegenden hagben Interessen Dritter
geheim gehalten werden mussen und deswegen dessbeeles Betroffenen an der
Auskunftserteilung zurticktreten muss.

(6) 1 Die Ablehnung der Auskunftserteilung durcthBeglen der Staatsanwaltschatft,
durch Justizvollzugsanstalten und Behérden demzwverwaltung, soweit sie
personenbezogene Daten in Erfullung ihrer geséatidufgaben im
Anwendungsbereich der Abgabenordnung zur Uberwaghod Priifung speichern,
bedarf keiner Begriindung. 2 Die Ablehnung der Aadiserteilung durch sonstige
offentliche Stellen bedarf keiner Begriindung, sowerch die Mitteilung der
tatsachlichen und rechtlichen Grinde der mit deskdnftsverweigerung verfolgte
Zweck gefahrdet wirde. 3 In den Fallen der Saturdl? ist der Betroffene darauf
hinzuweisen, dal} er sich an den Landesbeauftréigitelen Datenschutz wenden
kann.

(7) 1 Wird dem Betroffenen keine Auskunft ertesi, ist sie auf sein Verlangen dem
Landesbeauftragten fur den Datenschutz zu ertestemeit nicht die Staatskanzlei,
die Staatsministerien, die sonstigen obersten Bitaien des Staates oder die
obersten Aufsichtsbehorden jeweils fir ihren Zudigkeitsbereich im Einzelfall
feststellen, dafd dadurch die Sicherheit des FegetseaBayern, eines anderen Landes
oder des Bundes gefahrdet wirde. 2 Die Mitteiluag ldandesbeauftragten fir den
Datenschutz an den Betroffenen darf keine Riickssblauf den Erkenntnisstand der
speichernden Stelle zulassen, sofern diese nicht gieitergehenden Auskunft
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zustimmt.

(8) 1 Werden in einer Datei zur Person Betroffddaten gespeichert, die weder von
den Betroffenen mit ihrer Kenntnis erhoben noch Nmen mitgeteilt worden sind, so
hat die speichernde Stelle die Betroffenen vorildésache der Speicherung zu
benachrichtigen und dabei die Art der Daten sowaeZeveckbestimmung und die
Rechtsgrundlage der Speicherung zu nennen; Absaatz1? gilt entsprechend. 2 Die
Benachrichtigung erfolgt zum Zeitpunkt der Speicimgroder im Fall einer
beabsichtigten Ubermittlung spatestens mit dererciidihrung. 3 Dienen die Daten
der Erstellung einer beabsichtigten Mitteilung atrBffene, kann die
Benachrichtigung mit dieser Mitteilung verbunderrden. 4 Die Satze 1 bis 3 gelten
nicht, wenn

1.

eine Rechtsvorschrift die Speicherung der persagmodenen Daten ausdricklich
vorsieht,

2.

die Betroffenen auf andere Weise Kenntnis von @¢salche der Speicherung erlangt
haben, oder

3.

die Benachrichtigung der Betroffenen unmaoglichodér einen unverhaltnismaligen
Aufwand erfordert.

5 Absatz 5 gilt entsprechend.

(9) 1 Die Absatze 1 bis 8 gelten fur Gerichte soxyeit sie in
Verwaltungsangelegenheiten tatig werden. 2 Abs&até 3 und Absatz 7 gelten flr
den Obersten Rechnungshof nur, soweit er in Veawghiangelegenheiten tatig wird.
3 Absatz 8 gilt nicht fir Behdrden der Staatsansehlaft, fir Justizvollzugsanstalten,
fur Fihrungsaufsichtsstellen und fur Stellen deri¢hés- und Bewahrungshilfe.

Art. 11

Berichtigung

1 Personenbezogene Daten sind zu berichtigen, sienmrichtig sind. 2 Wird bei
personenbezogenen Daten in Akten festgestellts@alnrichtig sind, oder wird ihre
Richtigkeit vom Betroffenen bestritten, so ist dieslen Akten zu vermerken oder auf
sonstige Weise festzuhalten.

Art. 12

Ldschung, Sperrung

(1) Personenbezogene Daten in Dateien sind zudaserenn
1.
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ihre Speicherung unzul&ssig ist oder

2.

ihre Kenntnis fur die speichernde Stelle zur Ediifj der in ihrer Zustandigkeit
liegenden Aufgaben nicht mehr erforderlich ist.

(2) Personenbezogene Daten in Dateien sind zuesperenn

1.

ihre Richtigkeit vom Betroffenen bestritten wirddusich weder die Richtigkeit noch
die Unrichtigkeit feststellen a3t oder

2.

eine L6schung nach Absatz 1 wegen der besondetaleABpeicherung nicht oder
nur mit unverhaltnismanig hohem Aufwand mdglich ist

(3) 1 Personenbezogene Daten in Akten sind zuepesrenn die speichernde Stelle
im Einzelfall feststellt, dal3 ihre Speicherung uézssig ist. 2 Stellt die speichernde
Stelle im Einzelfall fest, dal3 der gesamte Akt ahbsl3lich unzuldssig gespeicherte
Daten enthalt, so sind die personenbezogenen Ratkischen.

(4) 1 Personenbezogene Daten in Akten sind fewnsperren, wenn die speichernde
Stelle im Einzelfall feststellt, daf3 ihre Kenntfiis die speichernde Stelle zur
Erflllung der in ihrer Zustandigkeit liegenden Aaligen nicht mehr erforderlich ist
und ohne die Sperrung schutzwirdige InteresseBelesffenen beeintrachtigt
wurden. 2 Stellt die speichernde Stelle im Einzelést, dald der gesamte Akt zur
Erflllung der in ihrer Zustandigkeit liegenden Aaligen nicht mehr erforderlich ist,
sind die personenbezogenen Daten zu l6schen.

(5) An die Stelle einer Loschung tritt eine Spegwvenn Grund zu der Annahme
besteht, daf’ durch eine Loéschung die schutzwiirdigeressen des Betroffenen
beeintrachtigt wirden.

(6) Gesperrte Daten dirfen ohne Einwilligung desd@kenen nur tbermittelt oder
genutzt werden, wenn

1.

es zu wissenschaftlichen Zwecken, zur Behebung bastehenden Beweisnot oder
aus sonstigen im tUberwiegenden Interesse der gpradn Stelle oder eines Dritten
liegenden Grinden unerla3lich oder zur WahrnehmongAufsichts- oder
Kontrollbefugnissen oder zur Rechnungsprifung dddrch ist und

2.

die Daten hierfur Gbermittelt oder genutzt werdérftén, wenn sie nicht gesperrt
waren.

(7) Daten, die wegen Unzuldssigkeit der Speichegesperrt sind, dirfen ohne
Einwilligung des Betroffenen nicht mehr Gbermittetter genutzt werden, es sei denn,
dald dies zur Wahrnehmung von Aufsichts- und Koltiedlignissen oder zur

333



Rechnungsprifung erforderlich ist.

(8) Soweit offentliche Stellen verpflichtet sindntdrlagen einem o6ffentlichen Archiv
zur Ubernahme anzubieten, ist eine Loschung el&sgig, nachdem die Unterlagen
dem offentlichen Archiv angeboten worden sind uad giesem nicht als
archivwiirdig ibernommen worden sind oder tiber dierdahme nicht fristgerecht
(Art. 6 Abs. 4 Bayerisches Archivgesetz oder auir@rder entsprechenden
Festlegungen der Trager von Archiven sonstigendftder Stellen nach Abschnitt
lIl des Bayerischen Archivgesetzes) entschiederderoist.

Art. 13

Benachrichtigung nach Datenubermittiung

Von der Berichtigung unrichtiger Daten, der Spegrbestrittener Daten sowie der
Ldschung oder Sperrung wegen Unzul&ssigkeit deicBgeing sind die Stellen zu
verstandigen, denen diese Daten Ubermittelt wureesei denn, dass die
Verstandigung sich als unmdglich erweist oder nmée unverhaltnismaligen
Aufwand verbunden ist.

Art. 14

Schadensersatz

(1) 1 Fugt eine offentliche Stelle dem Betrofferiemch eine nach diesem Gesetz
oder nach anderen Vorschriften Uber den Datenscimzuziassige oder unrichtige
Erhebung, Verarbeitung oder Nutzung seiner perdmmgenen Daten einen
Schaden zu, ist ihr Trager dem Betroffenen zumtEdi@ases Schadens verpflichtet.
2 Die Ersatzpflicht entfallt, soweit die 6ffentlelstelle die nach den Umstanden des
Falles gebotene Sorgfalt beachtet hat.

(2) 1 Fugt eine offentliche Stelle dem Betroffemiemch eine nach diesem Gesetz
oder nach anderen Vorschriften Uber den Datenscimzuziassige oder unrichtige
automatisierte Verarbeitung seiner personenbezogéaten einen Schaden zu, ist sie
dem Betroffenen unabhangig von einem Verschuldem Etsatz des daraus
entstehenden Schadens verpflichtet. 2 Bei einavesam Verletzung des
Personlichkeitsrechts ist dem Betroffenen der Sehader nicht Vermdgensschaden
ist, angemessen in Geld zu ersetzen. 3 Der Anspsticisgesamt bis zu einem
Betrag in HOhe von 125.000 Euro begrenzt. 4 IstGuind desselben Ereignisses an
mehrere Personen Schadensersatz zu leisten, desamt den Hochstbetrag von
125.000 Euro Ubersteigt, so verringern sich dieairen Schadensersatzleistungen in
dem Verhaltnis, in dem ihr Gesamtbetrag zu dem Blietrag steht. 5 Sind bei einer
Datei mehrere Stellen speicherungsberechtigt urdiGeschadigte nicht in der Lage,
die speichernde Stelle festzustellen, so haftet geelser Stellen.
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(3) Mehrere Ersatzpflichtige haften als Gesamtsirnerd

(4) 1 Hat bei der Entstehung des Schadens ein Maden des Betroffenen
mitgewirkt, so gilt 8 254 des Burgerlichen Gesetdisu 2 Auf die Verjahrung finden
die Vorschriften des Burgerlichen Gesetzbuchs eatsignde Anwendung.

(5) Vorschriften, nach denen Ersatzpflichtige interem Umfang als nach dieser
Vorschrift haften oder nach denen andere fur déra&en verantwortlich sind,
bleiben unberihrt.

(6) Der Rechtsweg vor den ordentlichen Gerichtehtstffen.

Dritter Abschnitt
Rechtsgrundlagen der Datenerhebung, -verarbeitodgnutzung

Art. 15

Zulassigkeit der Datenerhebung,

-verarbeitung und -nutzung

(1) Die Erhebung, Verarbeitung und Nutzung persbaeagener Daten sind nur
zulassig, wenn

1.

dieses Gesetz oder eine andere Rechtsvorschrédtlaight oder anordnet oder

2.

der Betroffene eingewilligt hat.

(2) Wird eine Einwilligung eingeholt, so sind Bdfeme auf den Zweck der Erhebung,
Verarbeitung oder Nutzung, auf die Empfanger vaegeser Ubermittiungen sowie
unter Darlegung der Rechtsfolgen darauf hinzuweidass sie die Einwilligung
verweigern konnen.

(3) 1 Die Einwilligung bedarf der Schriftform, somvaeicht wegen besonderer
Umstande eine andere Form angemessen ist. 2 IncBeler wissenschaftlichen
Forschung liegen solche besonderen Umstande anchvda wenn der bestimmte
Forschungszweck durch die Schriftform erheblichifteg&#chtigt wirde. 3 In diesem
Fall sind der Hinweis gemaf Absatz 2 und die Gr{iade denen sich die erhebliche
Beeintrachtigung des wissenschaftlichen Forschumgsizs ergibt, schriftlich
festzuhalten.

(4) Soll die Einwilligung zusammen mit anderen Brkihgen schriftlich erteilt
werden, ist die Einwilligungserklarung im au3ereadBeinungsbild der Erklarung
hervorzuheben.

(5) 1 Widersprechen Betroffene schriftlich einestmmten Erhebung, Verarbeitung
oder Nutzung und ergibt eine Abwégung im Einzeli@diss das schutzwtrdige
Interesse eines Betroffenen wegen seiner besongersanlichen Situation das
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Interesse der 6ffentlichen Stelle an der ErhebMagrbeitung oder Nutzung dieser
Daten Uberwiegt, so durfen insoweit personenbezo@aten nicht erhoben,
verarbeitet oder genutzt werden. 2 Satz 1 gilttniwlenn eine Rechtsvorschrift die
Erhebung, Verarbeitung oder Nutzung anordnet.

(6) 1 Entscheidungen, die fur Betroffene eine redie Folge nach sich ziehen oder
sie erheblich beeintrachtigen, dirfen nicht aussBhth auf eine automatisierte
Verarbeitung oder Nutzung zum Zweck der Bewertungetner
Personlichkeitsmerkmale gestltzt werden. 2 Saiit fight, soweit

1.

eine Rechtsvorschrift dies ausdrtcklich vorsieht,

2.

damit dem Begehren der Betroffenen stattgegebeah witer

3.

den Betroffenen die Tatsache einer Entscheidunly 8atz 1 mitgeteilt wird und
ihnen Gelegenheit gegeben wird, ihren Standpuntergezu machen; die offentliche
Stelle ist verpflichtet, nach Eingang der Stellumigme ihre Entscheidung erneut zu
prufen.

(7) 1 Das Erheben, Verarbeiten oder Nutzen persmragener Daten, aus denen die
rassische und ethnische Herkunft, politische Megeam, religibse oder
philosophische Uberzeugungen oder die Gewerkschaiehorigkeit hervorgehen,
sowie von Daten uber Gesundheit oder Sexuallebeiiber die Vorschriften dieses
Abschnitts hinaus nur zulassig, wenn

1.

eine Rechtsvorschrift dies ausdrtcklich vorsieht,

2.

die Betroffenen eingewilligt haben, wobei sich Hiawilligung ausdrtcklich auf
diese Daten beziehen muss,

3.

es zum Schutz lebenswichtiger Interessen Betraffeder Dritter erforderlich ist,
sofern die Betroffenen aus physischen oder retlathcGrinden auf3erstande sind,
ihre Einwilligung zu geben,

4,

es sich um Daten handelt, die Betroffene offenkgiddientlich gemacht haben,

5.

es zur Abwehr erheblicher Nachteile fur das Gemelwder von Gefahren fir die
offentliche Sicherheit und Ordnung erforderlich ist

6.

es zur Verfolgung von Straftaten oder Ordnungswldriten, zur Vollstreckung oder
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zum \Vollzug von Strafen oder Malnahmen im Sinn&l&% Abs. 1 Nr. 8 des
Strafgesetzbuchs oder von Erziehungsmal3regelnZadétmitteln im Sinn des
Jugendgerichtsgesetzes oder zur Vollstreckung wisgBldentscheidungen
erforderlich ist,

7.

es zur Durchfihrung wissenschaftlicher Forschufay@erlich ist, das
wissenschatftliche Interesse an der Durchfihrung-deschungsvorhabens das
Interesse des Betroffenen an dem Ausschluss debkEnlg, Verarbeitung oder
Nutzung erheblich tberwiegt und der Zweck der Raueg auf andere Weise nicht
oder nur mit unverhaltnismaligem Aufwand erreichtaen kann,

8.

es erforderlich ist, um den Rechten und Pflichtendfentlichen Stellen auf dem
Gebiet des Dienst- und Arbeitsrechts Rechnungagetr, oder

9.

es zum Zweck der Gesundheitsvorsorge, der medthi@rsDiagnostik, der
Gesundheitsversorgung oder Behandlung oder fivatigaltung von
Gesundheitsdiensten erforderlich ist und die Vezidung dieser Daten durch
arztliches Personal oder durch sonstige Persoifi@igtedie einer entsprechenden
Geheimhaltungspflicht unterliegen.

2 Art. 20 bleibt unberuhrt.

(8) 1 Die Absatze 5 bis 7 gelten fur Strafgeriaitie, soweit sie in
Verwaltungsangelegenheiten tatig werden. 2 Die &des& bis 7 gelten nicht fur
Behdrden der Staatsanwaltschaft, fur Justizvollzngslten, fur
Fuhrungsaufsichtsstellen und fur Stellen der Géstalnd Bewahrungshilfe.

Art. 16

Erhebung

(1) Das Erheben personenbezogener Daten ist zml&ssnn ihre Kenntnis zur
Erflllung der in der Zustandigkeit der erhebend&ii&liegenden Aufgaben
erforderlich ist.

(2) 1 Personenbezogene Daten, die nicht aus aligeaugénglichen Quellen
entnommen werden, sind beim Betroffenen mit sdf@mtnis zu erheben.

2 Personenbezogene Daten dirfen bei Dritten naberhwerden, wenn

1.

eine Rechtsvorschrift eine solche Erhebung vorsidbt zwingend voraussetzt,
2.

a)

die zu erfillende Verwaltungsaufgabe ihrer Art nadkr im Einzelfall eine solche
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Erhebung erforderlich macht oder

b)

die Erhebung beim Betroffenen einen unverhaltnisgaifAufwand erfordern wirde
oder keinen Erfolg verspricht

und keine Anhaltspunkte dafur bestehen, dal3 Gbgenge schutzwtrdige Interessen
des Betroffenen beeintrachtigt werden, oder

3.

die Daten nach Art. 18 Abs. 1 oder einer anderesh®gorschrift von einer
offentlichen Stelle an die erhebende Stelle Gb¢ethiverden dirfen.

3 Werden Daten beim Betroffenen ohne seine Kenethigsben, gelten die Nummern
1 und 2 Buchst. a des Satzes 2 entsprechend.

(3) 1 Werden personenbezogene Daten beim Betraffenieseiner Kenntnis erhoben,
so ist der Erhebungszweck ihm gegenuber anzug@b&ierden sie beim Betroffenen
auf Grund einer Rechtsvorschrift erhoben, die auslinft verpflichtet, oder ist die
Erteilung der Auskunft Voraussetzung fir die Gewadlgrvon Rechtsvorteilen, so ist
der Betroffene hierauf, sonst auf die Freiwilligkeginer Angaben hinzuweisen. 3 Auf
Verlangen ist der Betroffene tber die Rechtsvortalmd tber die Folgen der
Verweigerung von Angaben aufzuklaren. 4 Bei einateDerhebung auf schriftlichem
Weg ist die Rechtsvorschrift stets anzugeben.

(4) Werden personenbezogene Daten statt beim Batesf bei einer
nicht-6ffentlichen Stelle erhoben, so ist die $taluf die Rechtsvorschrift, die zur
Auskunft verpflichtet, sonst auf die Freiwilligkeftrer Angaben hinzuweisen.

Art. 17

Verarbeitung und Nutzung

(1) Das Speichern, Verdndern oder Nutzen persozegbeer Daten ist zuléssig,
wenn

1.

es zur Erfullung der in der Zustandigkeit der speraden Stelle liegenden Aufgaben
erforderlich ist und

2.

es fur die Zwecke erfolgt, fur die die Daten erhob®rden sind; ist keine Erhebung
vorausgegangen, durfen die Daten nur fir die Zweeléadert oder genutzt werden,
fur die sie gespeichert worden sind.

(2) Abweichend von Absatz 1 Nr. 2 ist das Speicheendndern oder Nutzen
personenbezogener Daten fur andere Zwecke zul&gsny,

1.

eine Rechtsvorschrift dies vorsieht oder zwingeoichussetzt oder die Beteiligung
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von Tragern offentlicher Belange bestimmit,

2.

der Betroffene eingewilligt hat,

3.

offensichtlich ist, dal3 es im Interesse des Betradh liegt, und kein Grund zu der
Annahme besteht, dal er in Kenntnis des anderenkdwgeine Einwilligung hierzu
verweigern wirde,

4,

die Daten fur den anderen Zweck auf Grund einechdRechtsvorschrift festgelegten
Auskunfts- oder Meldepflicht beim Betroffenen erbalwerden dirfen und der
Betroffene dieser Pflicht nicht nachgekommen ist,

5.

Angaben des Betroffenen Uberpruft werden sollenl, tats&chliche Anhaltspunkte
fur deren Unrichtigkeit bestehen,

6.

Angaben des Betroffenen zur Erlangung von finatemdleistungen 6ffentlicher
Stellen mit anderen derartigen Angaben verglicherden sollen,

1.

es zur Entscheidung tber die Verleihung von stdegh Orden oder Ehrenzeichen
oder von sonstigen staatlichen Ehrungen erfordersi

8.

die Daten aus allgemein zuganglichen Quellen entmemwerden konnen oder die
speichernde Stelle die Daten ver6ffentlichen diirfte

9.

es zur Abwehr erheblicher Nachteile fur das Gemelwder von Gefahren fir die
offentliche Sicherheit oder Ordnung oder zur Abweiher schwerwiegenden
Beeintrachtigung der Rechte einer anderen Pergorderlich ist,

10.

es zur Verfolgung von Straftaten oder Ordnungswldriten, zur Vollstreckung oder
zum \ollzug von Strafen oder Malnahmen im Sinn&l&é% Abs. 1 Nr. 8 des
Strafgesetzbuchs oder von Erziehungsmal3regelnZadétmitteln im Sinn des
Jugendgerichtsgesetzes oder zur Vollstreckung wddgBldentscheidungen
erforderlich ist oder

11.

es zur Durchfihrung wissenschaftlicher Forschufay@erlich ist, das
wissenschatftliche Interesse an der Durchfihrung-deschungsvorhabens das
Interesse des Betroffenen an dem Ausschluld derk&mderung erheblich tberwiegt
und der Zweck der Forschung auf andere Weise oot nur mit
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unverhaltnismanigem Aufwand erreicht werden kann.

(3) 1 Eine Verarbeitung oder Nutzung fur andere &ediegt nicht vor, wenn sie der
Wahrnehmung von Aufsichts- oder Kontrollbefugnissiar Erstellung von
Geschaftsstatistiken, der Rechnungsprufung, dechdilinrung von
Organisationsuntersuchungen fur die speicherndke $der der Prifung oder
Wartung automatisierter Verfahren der Datenverséubgidient. 2 Das gilt auch fur
die Verarbeitung und Nutzung zu Ausbildungs- od@ifiihgszwecken durch die
speichernde Stelle, soweit nicht offensichtlichrideegende schutzwtirdige
Interessen des Betroffenen entgegenstehen.

(4) Personenbezogene Daten in automatisierten ddeitei Sinn des Art. 2 Abs. 3
sowie personenbezogene Daten, die ausschliel3liZiveaken der
Datenschutzkontrolle, der Datensicherung oder mheBstellung eines
ordnungsgemalien Betriebes einer Datenverarbeitniaggagespeichert werden,
durfen nur fur diese Zwecke verarbeitet oder ganuézden.

(5) 1 Sind mit personenbezogenen Daten, die naclbsétzen 1 bis 3 durch
Weitergabe innerhalb der speichernden Stelle gemgiden dirfen, weitere
personenbezogene Daten des Betroffenen oder Dntéeiten so verbunden, dal3
eine Trennung nicht oder nur mit unvertretbaremwiufd moglich ist, so ist die
Weitergabe auch dieser Daten zulassig, soweit oitdmsichtlich Uberwiegende
schutzwurdige Interessen des Betroffenen odereddetitgegenstehen. 2 Eine dartiber
hinausgehende Nutzung oder Verarbeitung diesemDsit@ur zulassig, soweit die
Daten auch hierfur hatten weitergegeben werderediirf

Art. 18

Datenubermittlung an 6ffentliche Stellen

(1) Die Ubermittlung personenbezogener Daten aeranidffentliche Stellen ist
zuldssig, wenn sie zur Erfullung der in der Zusigkeit der Gbermittelnden oder der
empfangenden Stelle liegenden Aufgaben erfordemdicnd fir Zwecke erfolgt, fir
die eine Nutzung nach Art. 17 Abs. 1 Nr. 2, Ab&i®4 zulassig ware.

(2) 1 Die Verantwortung fiir die Zulassigkeit derddtmittiung tragt die tbermittelnde
Stelle. 2 Erfolgt die Ubermittlung auf Ersuchen &espfangers, tragt dieser die
Verantwortung. 3 In diesem Fall prift die Gbernhittke Stelle nur, ob das
Ubermittlungsersuchen im Rahmen der Aufgaben dgsfaimgers liegt, es sei denn,
daR besonderer Anlal? zur Priifung der Zulassigkeitbermittiung besteht. 4 Art.
8 Abs. 3 bleibt unberthrt.

(3) 1 Die empfangende Stelle darf die Ubermitteldaten nur fir den Zweck
verarbeiten oder nutzen, zu dessen Erfullung siégbkrmittelt worden sind. 2 Eine
Verarbeitung oder Nutzung fir andere Zwecke istauléissig, wenn fur diese
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Zwecke eine Nutzung nach Art. 17 Abs. 2 bis 4 mithwéare.

(4) 1 Sind mit personenbezogenen Daten, die nashtald Gbermittelt werden
durfen, weitere personenbezogene Daten des Betevifeder Dritter in Akten so
verbunden, dal3 eine Trennung nicht oder nur miecretbarem Aufwand moglich ist,
so ist die Ubermittlung auch dieser Daten zulassigieit nicht offensichtlich
Uberwiegende schutzwirdige Interessen des Betmifeder Dritter entgegenstehen.
2 Eine Nutzung oder Verarbeitung dieser Daten ddeshEmpfanger ist nur zulassig,
soweit die Daten auch hierfir hatten Gbermitteltdea durfen.

Art. 19

Datenubermittlung an nicht-6ffentliche Stellen

(1) Die Ubermittlung personenbezogener Daten antititfentliche Stellen ist
zulassig, wenn

1.

sie zur Erfullung der in der Zustandigkeit der tbigtelnden Stelle liegenden
Aufgaben erforderlich ist und die Voraussetzungeriegen, die eine Nutzung nach
Art. 17 Abs. 1 Nr. 2, Abs. 2 bis 4 zulassen wurdder

2.

die nicht-6ffentliche Stelle ein berechtigtes letse an der Kenntnis der zu
Ubermittelnden Daten glaubhaft darlegt und derd@fetine kein schutzwuirdiges
Interesse an dem AusschluR der Ubermittlung hat.

(2) Die Verantwortung fir die Zulassigkeit der Utnéttlung tragt die bermittelnde
Stelle.

(3) 1 In den Fallen der Ubermittlung nach Absatgrl2 unterrichtet die
ubermittelnde Stelle den Betroffenen von der Ubthanig seiner Daten. 2 Dies gilt
nicht, wenn damit zu rechnen ist, dal} er davoraadére Weise Kenntnis erlangt,
wenn die Unterrichtung wegen der Art der personeoggenen Daten unter
Beriicksichtigung der schutzwirdigen InteresserBaddoffenen nicht geboten
erscheint, oder wenn die Unterrichtung die offehi Sicherheit gefahrden oder sonst
dem Wohl des Freistaates Bayern, eines andererecartter des Bundes Nachteile
bereiten wirde.

(4) 1 Die nicht-6ffentliche Stelle darf die Ubertaiten Daten nur fur den Zweck
verarbeiten oder nutzen, zu dessen Erfullung sigbkrmittelt worden sind. 2 Sie ist
von der UbermitteInden Stelle darauf hinzuweiseing Verarbeitung oder Nutzung
fir andere Zwecke ist zulassig, wenn eine Ubemmitfinach Absatz 1 auch fiir die
anderen Zwecke zulassig ware und die tbermitteBteie zugestimmt hat.

Art. 20
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Datenubermittlung an offentlich-rechtliche

Religionsgesellschaften

Die Ubermittlung personenbezogener Daten an Stdberffentlich-rechtlichen
Religionsgesellschaften ist in entsprechender Amlwag von Art. 18 zuldssig, wenn
sichergestellt ist, dal3 bei dem Empfanger ausredad®atenschutzmalinahmen
getroffen sind.

Art. 21

Datenubermittlung an Stellen im Ausland

(1) Fur die Ubermittlung personenbezogener Datedff@amtliche Stellen innerhalb
der Mitgliedstaaten der Europaischen Union oderad€eleren Vertragsstaaten des
Abkommens tber den Europaischen Wirtschaftsrauma®©rgane und
Einrichtungen der Européischen Union gelten ArtAb8. 1, Art. 22 und 23 sowie fir
die Ubermittlung an nicht-6ffentliche Stellen inhalb der Mitgliedstaaten der
Europaischen Union oder der anderen Vertragssta@sAbkommens tber den
Europaischen Wirtschaftsraum Art. 19 Abs. 1 unddyeit nicht besondere
Rechtsvorschriften anzuwenden sind.

(2) 1 Fur die Ubermittlung personenbezogener DateStellen auBerhalb der
Mitgliedstaaten der Europaischen Union und der sardgertragsstaaten des
Abkommens Uber den Europaischen Wirtschaftsraunesamiiber- und
zwischenstaatliche Stellen gelten Art. 19 Abs. d 8nArt. 22 und 23 entsprechend
nach MalRgabe der Satze 2 bis 5, soweit nicht beserRechtsvorschriften
anzuwenden sind. 2 Die Datenubermittlung ist nléissig, wenn das Drittland oder
die Uber- oder zwischenstaatliche Stelle ein angsarees Datenschutzniveau
gewahrleistet. 3 Die Angemessenheit des Datensulveaus wird unter
Bertcksichtigung aller Umstande beurteilt, die Datentbermittlungen von
Bedeutung sind; insbesondere werden die Art dee)alie Zweckbestimmung, die
Dauer der geplanten Verarbeitung oder NutzungHakunfts- und das
Endbestimmungsland, die in dem Drittland geltendenhtsvorschriften sowie die
dort geltenden Standesregeln und Sicherheitsmal@mahariicksichtigt. 4 Ist kein
angemessenes Datenschutzniveau gewahrleistet,die $bermittlung nur zulassig,
wenn

1.

die Betroffenen ihre Einwilligung gegeben haben,

2.

die Ubermittlung fiir die Erfiillung eines Vertragsigchen der tbermittelnden Stelle
und den Betroffenen oder zur Durchfiihrung von vdraglichen MaRnahmen, die
auf Veranlassung der Betroffenen getroffen worded, ®rforderlich ist,
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3.

die Ubermittlung zum Abschluss oder zur Erfillunges Vertrags erforderlich ist, der
im Interesse Betroffener von der tibermittelndeflé&tait einem Dritten geschlossen
wurde oder geschlossen werden soll,

4,

die Ubermittlung fiir die Wahrung eines wichtigefeaflichen Interesses oder zur
Geltendmachung, Austibung oder Verteidigung von Becsprichen vor Gericht
erforderlich ist,

5.

die Ubermittlung fiir die Wahrung lebenswichtigetel@ssen Betroffener erforderlich
ist,

6.

die Ubermittlung aus einem Register erfolgt, daslziormation der Offentlichkeit
bestimmt ist und entweder der gesamten Offentlitidder allen Personen, die ein
berechtigtes Interesse nachweisen kénnen, zurdbinsihme offen steht, soweit die
gesetzlichen Voraussetzungen im Einzelfall gegesiomhoder

7.

die empfangende Stelle ausreichende Garantierchihish des Schutzes des
Personlichkeitsrechts und der Ausiibung der damiturelenen Rechte vorweist;
diese Garantien kénnen sich insbesondere aus §skteauseln ergeben.

5 Datenubermittlungen, die nach Satz 4 Nr. 7 vasganen werden, sind dem
Staatsministerium des Innern mitzuteilen.

(3) Die Verantwortung fir die Zulassigkeit der Ulnéttlung tragt die tbermittelnde
Stelle.

(4) Der Empfanger ist darauf hinzuweisen, dal3 dermittelten Daten nur zu dem
Zweck verarbeitet oder genutzt werden durfen, asele Erfullung sie ihm
Ubermittelt werden.

Art. 21a

Videobeobachtung und Videoaufzeichnung (Videotbehuag)

(2) 1 Mit Hilfe von optisch-elektronischen Einricimgen sind die Erhebung
(Videobeobachtung) und die Speicherung (Videoaafeeing) personenbezogener
Daten zulassig, wenn dies im Rahmen der Erfullufendicher Aufgaben oder in
Ausuibung des Hausrechts erforderlich ist,

1.

um Leben, Gesundheit, Freiheit oder Eigentum vasdPen, die sich im Bereich
oOffentlicher Einrichtungen, offentlicher Verkehrgtal, von Dienstgeb&uden oder
sonstigen baulichen Anlagen o6ffentlicher Stelleerad deren unmittelbarer Nahe

343



aufhalten, oder

2.

um Kulturguter, 6ffentliche Einrichtungen, offewtiie Verkehrsmittel, Dienstgebaude
oder sonstige bauliche Anlagen o6ffentlicher Steflewie die dort oder in deren
unmittelbarer N&he befindlichen Sachen

zu schitzen. 2 Es durfen keine Anhaltspunkte da#gtehen, dass Uberwiegende
schutzwiurdige Interessen der Betroffenen beeintigichierden.

(2) Die Videouberwachung und die erhebende Steltkdurch geeignete
Maflinahmen erkennbar zu machen.

(3) Die Daten durfen fur den Zweck verarbeitet gedutzt werden, fir den sie
erhoben worden sind, fir einen anderen Zweck owe#g dies zur Abwehr von
Gefahren fur die 6ffentliche Sicherheit oder Ordmoder zur Verfolgung von
Ordnungswidrigkeiten von erheblicher Bedeutung ader Straftaten erforderlich ist.
(4) Werden durch Videouiberwachung erhobene Dater bestimmten Person
zugeordnet, ist diese uUber die Tatsache der Speaihentsprechend Art. 10 Abs. 8
zu benachrichtigen.

(5) Die Videoaufzeichnungen und daraus gefertigteetlagen sind spatestens drei
Wochen nach der Datenerhebung zu I6schen, soweaiicht zur Verfolgung von
Ordnungswidrigkeiten von erheblicher Bedeutung aaer Straftaten oder zur
Geltendmachung von Rechtsansprichen bendtigt werden

(6) 1 Art. 26 bis 28 gelten fiir die Videoaufzeichgwentsprechend. 2 Offentliche
Stellen haben ihren behdrdlichen Datenschutzbeayiéin rechtzeitig vor dem Einsatz
einer Videoaufzeichnung neben den in Art. 26 AbSa®& 1 genannten
Beschreibungen die raumliche Ausdehnung und Daereyideoaufzeichnung, die
Maflinahmen nach Abs. 2 und die vorgesehenen Ausvgertumitzuteilen.

Art. 22

Zweckbindung bei personenbezogenen Daten, die

einem Berufs- oder besonderen Amtsgeheimnis ueggent

1 Personenbezogene Daten, die einem Berufs- odentleren Amtsgeheimnis
unterliegen und die von der zur Verschwiegenheipfliehteten Person oder Stelle in
Ausubung ihrer Berufs- oder Amtspflicht zur Verfingugestellt worden sind, dirfen
von der speichernden Stelle nur fir den Zweck beigat oder genutzt werden, flr
den sie sie erhalten hat. 2 Fur einen anderen Zdidkn die Daten nur verarbeitet
oder genutzt werden, wenn sie von der zur Versaembeit verpflichteten Person
oder Stelle auch fur diesen Zweck Ubermittelt werdérften und die zur
Verschwiegenheit verpflichtete Person oder Stelldié Zweck&nderung eingewilligt
hat. 3 Die Ubermittlung an eine nicht-6ffentlichiel® ist dariiber hinaus nur zulassig,
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wenn die zur Verschwiegenheit verpflichtete Persder Stelle eingewilligt hat.

Art. 23

Verarbeitung und Nutzung personenbezogener Daten

durch Forschungseinrichtungen

(1) Fur Zwecke der wissenschaftlichen Forschungleghe oder gespeicherte
personenbezogene Daten durfen nur fur Zwecke dsrenwschaftlichen Forschung
verarbeitet oder genutzt werden.

(2) Die Ubermittlung personenbezogener Daten aeranas 6ffentliche Stellen fur
Zwecke der wissenschaftlichen Forschung ist nuisaid), wenn diese sich
verpflichten, Ubermittelte Daten nicht fur andexgecke zu verarbeiten oder zu
nutzen und die Vorschriften der Absatze 3 und Zudialten.

(3) 1 Die personenbezogenen Daten sind zu anomsmaisisobald dies nach dem
Forschungszweck mdglich ist. 2 Bis dahin sind derlivhale gesondert zu speichern,
mit denen Einzelangaben Uber personliche oderisaetVerhaltnisse einer
bestimmten oder bestimmbaren Person zugeordneewéiihnen. 3 Sie durfen mit
den Einzelangaben nur zusammengefuhrt werden, sderekorschungszweck dies
erfordert.

(4) Die wissenschatftliche Forschung betreibendelieést dirfen personenbezogene
Daten nur veroffentlichen, wenn der Betroffene eimidjigt hat oder dies fir die
Darstellung von Forschungsergebnissen Uber Eresiguier Zeitgeschichte
unerlaflich ist.

Art. 24

Rechtsverordnungsermachtigung

fur Datentbermittlungen

1 Die Staatsregierung kann durch Rechtsverordniunigestimmte Sachgebiete die
Voraussetzungen naher regeln, unter denen perseraydne Daten an Offentliche
Stellen und an nicht-6ffentliche Stellen Gbermitteérden durfen. 2 Dabei sind die
schutzwurdigen Belange der Betroffenen, berechtigeressen Dritter und die
Belange einer wirtschaftlichen und zweckmalligem#ung miteinander
abzuwagen. 3 In der Rechtsverordnung sind dieiéiidermittiung bestimmten
Daten, deren Empfanger und der Zweck der Ubermitku bezeichnen.

Vierter Abschnitt

Durchfuhrung des Datenschutzes
bei 6ffentlichen Stellen
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Art. 25 [1]

Sicherstellung des Datenschutzes, behordliche Beltetzbeauftragte

(1) Die Staatskanzlei, die Staatsministerien urdsdnstigen obersten Dienststellen
des Staates, die Gemeinden, die Gemeindeverbadd#ieisonstigen der Aufsicht
des Freistaates Bayern unterstehenden juristidébesonen des o6ffentlichen Rechts
sowie die privatrechtlichen Vereinigungen, auf dieses Gesetz gemal Art. 2 Abs. 2
Anwendung findet, haben fur ihren Bereich die Absting dieses Gesetzes sowie
anderer Rechtsvorschriften Gber den Datenschuterziastellen.

(2) 1 Offentliche Stellen, die personenbezogeneatit Hilfe von automatisierten
Verfahren verarbeiten oder nutzen, haben einen Beechéaftigten zum behdrdlichen
Datenschutzbeauftragten zu bestellen. 2 Mehreeathitthe Stellen kbnnen
gemeinsam einen ihrer Beschaftigten bestellenStagtsbehérden kann die
Bestellung auch durch eine hohere Behorde erfolgen.

(3) 1 Die behdordlichen Datenschutzbeauftragten sirttieser Eigenschaft der
Leitung der oOffentlichen Stelle oder deren stanaligertretung unmittelbar zu
unterstellen; bei obersten Dienstbehérden konreeawgsth dem Ministerialdirektor
(Amtschef), in Gemeinden einem berufsmafigen Gemeeatsmitglied unterstellt
werden. 2 Sie sind in ihrer Eigenschatt als behéndl Datenschutzbeauftragte
weisungsfrei. 3 Sie kénnen sich in Zweifelsfallermittelbar an den
Landesbeauftragten fur den Datenschutz wendere diBfen wegen der Erfullung
ihrer Aufgaben nicht benachteiligt werden. 5 Srelsm erforderlichen Umfang von
der Erfullung sonstiger dienstlicher Aufgaben fusitellen. 6 Die Beschatftigten
offentlicher Stellen kdnnen sich in Angelegenhedes Datenschutzes an ihre
behdrdlichen Datenschutzbeauftragten wenden.

(4) 1 Die behordlichen Datenschutzbeauftragten maleAufgabe, auf die
Einhaltung dieses Gesetzes und anderer Vorschiifienden Datenschutz in der
offentlichen Stelle hinzuwirken. 2 Sie kénnen dige Wberwachung der Einhaltung
dieses Gesetzes und anderer Vorschriften Uber deanBchutz erforderliche Einsicht
in Dateien und Akten der 6ffentlichen Stelle nehprsmweit nicht gesetzliche
Regelungen entgegenstehen; sie dirfen Akten msbpenbezogenen Daten, die dem
Arztgeheimnis unterliegen, Akten Uber die Sicheagidierprifung und nicht in
Dateien gefuhrte Personalakten nur mit Einwilliguiey Betroffenen einsehen. 3 Sie
sind zur Verschwiegenheit Uber Personen verpflicdie ihnen in ihrer Eigenschaft
als behdrdliche Datenschutzbeauftragte Tatsachesrtaaut haben, sowie Uber diese
Tatsachen selbst, soweit sie nicht davon durcleddessonen befreit werden.
FulR3noten

[1])

Art. 25 in Kraft mit Wirkung vom 1. Marz 2001
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Art. 26 [1]

Datenschutzrechtliche Freigabe

automatisierter Verfahren

(1) 1 Der erstmalige Einsatz von automatisierterid¥igen, mit denen
personenbezogene Daten verarbeitet werden, bestavbcherigen schriftlichen
Freigabe durch die das Verfahren einsetzende titfeatStelle. 2 Eine
datenschutzrechtliche Freigabe nach Satz 1 ist arébrderlich fur Verfahren, welche
durch den Vorstand der Anstalt fir Kommunale Daggakbeitung in Bayern bereits
datenschutzrechtlich freigegeben worden sind, dadiese Verfahren unverandert
ubernommen werden; das Gleiche gilt bei offenticBéellen des Freistaates Bayern
fur Verfahren, welche durch das fachlich zustan@tgatsministerium oder die von
ihm ermé&chtigte 6ffentliche Stelle fir den landesgreEinsatz datenschutzrechtlich
freigegeben worden sind. 3 Fiur wesentliche Andezangn Verfahren gelten die
Séatze 1 und 2 entsprechend.

(2) Die datenschutzrechtliche Freigabe hat folgexrugaben zu enthalten:
1.Bezeichnung des Verfahrens,

2.Zweck und Rechtsgrundlage der Erhebung, Veramgidder Nutzung,

3.Art der gespeicherten Daten,

4. Kreis der Betroffenen,

5.Art der regelmaRig zu Ubermittelnden Daten unrém&mpfanger,

6.Regelfristen fur die L6schung der Daten odedfarPriifung der Loschung,
7.verarbeitungs- und nutzungsberechtigte Personppgn,

8.im Fall des Art. 6 Abs. 1 bis 3 die Auftragnehmer

9.Empfanger vorgesehener Datenlibermittlungen itil@xder.

(3) 1 Offentliche Stellen haben ihren behordlicBeenschutzbeauftragten
rechtzeitig vor dem Einsatz oder der wesentlichadekung eines automatisierten
Verfahrens eine Verfahrensbeschreibung mit derbisedz 2 aufgefiihrten Angaben
zur Verfiigung zu stellen; zugleich ist eine allgegraeBeschreibung der Art der fur
das Verfahren eingesetzten Datenverarbeitungsanlagder technischen und
organisatorischen Mal3hahmen nach Art. 7 und 8 gelzn. 2 Die behordlichen
Datenschutzbeauftragten erteilen die datenschuiitigee Freigabe, soweit nicht
schon eine datenschutzrechtliche Freigabe nachtAksaatze 2 und 3 vorliegt.

3 Wird ihren datenschutzrechtlichen EinwendungehtriRechnung getragen, so
legen sie die Entscheidung Uber die datenschutficieh Freigabe den Personen vor,
denen sie nach Art. 25 Abs. 3 Satz 1 unterstellt;dei den in Art. 15 Abs. 7
genannten Daten haben sie zuvor eine Stellungndeskandesbeauftragten fir den
Datenschutz einzuholen.
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FulBnoten

[1])
Art. 26 in Kraft mit Wirkung vom 1. Marz 2001

Art. 27 [1]

Verfahrensverzeichnis

(1) Die behordlichen Datenschutzbeauftragten flleran/erzeichnis der bei der
Offentlichen Stelle eingesetzten und datenschuttrek freigegebenen
automatisierten Verfahren, mit denen personenbemDaten verarbeitet werden.
(2) In dem Verzeichnis sind fur jedes automatisi®&rfahren die in Art. 26 Abs. 2
genannten Angaben fest zu halten.

(3) 1 Das Verfahrensverzeichnis kann von jedemekdsti eingesehen werden.

2 Dies gilt nicht bei Behorden der Staatsanwaltgchai Justizvollzugsanstalten, bei
Fuhrungsaufsichtsstellen, bei Stellen der Gerialms- Bewahrungshilfe und bei
Behdrden der Finanzverwaltung, soweit sie persosmsgene Daten in Erflllung
ihrer gesetzlichen Aufgaben im AnwendungsbereictAtbgabenordnung zur
Uberwachung und Priifung speichern. 3 Art. 10 Atgilt entsprechend.
FulRnoten

[1])

Art. 27 in Kraft mit Wirkung vom 1. Marz 2001

Art. 28

Rechtsverordnungsermachtigungen

(1) 1 Die Staatsregierung wird erméachtigt, durckeliReverordnung das Nahere zur
Ausgestaltung der datenschutzrechtlichen Freigabdedes Verfahrensverzeichnisses
zu regeln, insbesondere zum Zweck der Vereinfacklendyerfahren und zur
Entlastung der 6ffentlichen Stellen. 2 Die Staafeneing wird ferner ermachtigt,
durch Rechtsverordnung zu bestimmen, dass

1.

fur automatisierte Verfahren, die dem internen \@tuwngsablauf dienen, wie
Registraturverfahren, ausschlief3lich der Erstellumg Texten dienende Verfahren,
Kommunikationsverzeichnisse und Anschriftenverzeaisse flr die Versendung an
die Betroffenen,

2.

fur automatisierte Verfahren, die ausschlie3licreZken der Datensicherung und
Datenschutzkontrolle dienen, und

3.

fur automatisierte Verfahren, deren einziger Zweak Fihren eines Registers ist, das
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auf Grund einer Rechtsvorschrift zur Informatiom Qéfentlichkeit bestimmt ist oder
allen Personen, die ein berechtigtes Interessenssbn kbnnen, zur Einsichtnahme
offen steht,

keine Freigabe und Aufnahme in das Verfahrensvehnnes erforderlich sind.

(2) 1 Die Bestellung behdrdlicher Datenschutzbeagter, die datenschutzrechtliche
Freigabe und die Fihrung eines Verfahrensverzeishaisind nicht erforderlich,
wenn in offentlichen Stellen ausschliel3lich autosmatte Verfahren eingesetzt
werden, von denen unter Beriicksichtigung der enmereverarbeiteten oder
genutzten Daten eine Beeintrachtigung der Rechdd~o@iheiten der Betroffenen
unwahrscheinlich ist. 2 Die Staatsministerien red@ét ihren Geschaftsbereich und
fur die unter ihrer Aufsicht stehenden juristiscliRrsonen des offentlichen Rechts
durch Rechtsverordnung, bei welchen offentlichexll&t die Voraussetzungen des
Satzes 1 erfillt sind. 3 In der Rechtsverordnund die in Art. 26 Abs. 2 genannten
Angaben fest zu halten; diese Angaben sind nidbtaerlich fir automatisierte
Verfahren, die dem internen Verwaltungsablauf diemeée Registraturverfahren,
ausschlief3lich der Erstellung von Texten dieneneléatiren,
Kommunikationsverzeichnisse und Anschriftenverzeaisse flr die Versendung an
die Betroffenen.

Funfter Abschnitt
Landesbeauftragter fir den Datenschutz

Art. 29

Ernennung und Rechtsstellung

(1) 1 Der Landtag wahlt auf Vorschlag der Staaisregg einen Landesbeauftragten
fur den Datenschutz. 2 Die Ernennung, EntlassunigAlnbberufung erfolgt durch den
Prasidenten des Landtags. 3 Der Landesbeauftriagtieh Datenschutz ist Beamter
auf Zeit und wird fur die Dauer von sechs Jahrenfea.4 Wiederwahl ist zulassig.
5 Vor Ablauf seiner Amtszeit kann der Landesbeagtt fir den Datenschutz auf
seinen Antrag entlassen werden; ohne seine Zustigrikann er vor Ablauf seiner
Amtszeit nur mit Zweidrittelmehrheit der Mitgliedsh| des Landtags abberufen
werden, wenn eine entsprechende Anwendung deraiten tber die
Amtsenthebung von Richtern auf Lebenszeit diestfextiyt.

(2) 1 Der Landesbeauftragte fiir den Datenschuin &tistibung seines Amts
unabhangig und nur dem Gesetz unterworfen; er ketmjederzeit an den Landtag
wenden. 2 Er untersteht der Dienstaufsicht desd&dten des Landtags. 3 Der
Landesbeauftragte fur den Datenschutz ist oberstesibehdrde im Sinn des § 96 der
Strafprozef3ordnung und des Art. 6 Abs. 3 Satz Bdgerischen Beamtengesetzes;
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die Vorlegung oder Auslieferung von Akten oder aedeSchriftstiicken sowie die
Zeugenaussage bedurfen der Zustimmung des Présidéed Landtags.

(3) 1 Der Landesbeauftragte fiir den Datenschutiehedich einer Geschaftsstelle,
die beim Landtag eingerichtet wird; Verwaltungsdagenheiten der Geschéaftsstelle
werden vom Landtagsamt wahrgenommen, soweit sie der Zustandigkeit des
Landesbeauftragten fur den Datenschutz unterliegy@me Stellen sind im
Einvernehmen mit dem Landesbeauftragten fir deer3ahutz zu besetzen. 3 Die
Mitarbeiter kdnnen, falls sie mit der beabsichtigk¢al3nahme nicht einverstanden
sind, nur im Einvernehmen mit dem Landesbeauftrafiteden Datenschutz versetzt,
abgeordnet oder umgesetzt werden. 4 Der Landeshagteffir den Datenschutz ist
Dienstvorgesetzter dieser Mitarbeiter. 5 Sie smihrer Tatigkeit nach diesem Gesetz
nur an seine Weisungen gebunden und unterstehsahdieglich seiner
Dienstaufsicht.

(4) Die Personal- und Sachmittel der Geschaftgstedirden im Einzelplan des
Landtags gesondert ausgewiesen.

Art. 30

Aufgaben

(1) Der Landesbeauftragte fir den Datenschutz &bietrt bei den 6ffentlichen

Stellen die Einhaltung dieses Gesetzes und anderschriften Gber den
Datenschutz.

(2) 1 Die Kontrolle durch den Landesbeauftragterdfén Datenschutz erstreckt sich
auch auf personenbezogene Daten, die einem Bexdds-besonderen
Amtsgeheimnis unterliegen, insbesondere dem Stehengnis nach 8§ 30 der
Abgabenordnung. 2 Akten Uber die Sicherheitsprifumgrliegen seiner Kontrolle
nicht, wenn Betroffene der Kontrolle der auf siedigenen Daten widersprochen
haben. 3 Unbeschadet des Kontrollrechts des Lardafibagten fir den Datenschutz
unterrichtet die speichernde Stelle die Betroffeimesllgemeiner Form tber das ihnen
zustehende Widerspruchsrecht. 4 Der Widersprudcisiftlich gegentber der
speichernden Stelle zu erklaren.

(3) Die Kontrolle durch den Landesbeauftragtendém Datenschutz erstreckt sich
nicht auf personenbezogene Daten, die der Kontdolteh die Kommission nach Art.
2 des Gesetzes zur Ausfihrung des Gesetzes zelAkGkGrundgesetz unterliegen,
es sei denn, die Kommission ersucht den Landestoegign fir den Datenschutz, die
Einhaltung der Vorschriften tiber den Datenschutbbstimmten Vorgangen und in
bestimmten Bereichen zu kontrollieren und auss@hdie ihr dartiber zu berichten.
(4) 1 Die Kontrolle durch den Landesbeauftragterdfn Datenschutz Uber die
Erhebung personenbezogener Daten durch Strafverfgilpehtrden bei der
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Verfolgung von Straftaten ist erst nach Abschlug Srafverfahrens zulassig. 2 Sie
erstreckt sich nicht auf eine Datenerhebung, dielgich Uberpruft wurde. 3 Die
Satze 1 und 2 gelten fir die Strafvollstreckungrechend.

(5) 1 Der Landesbeauftragte fur den Datenschutateesdem Landtag und der
Staatsregierung alle zwei Jahre einen Bericht sbieie Tatigkeit. 2 Er gibt dabei
auch einen Uberblick tiber die technischen und @sgéorischen Malznahmen nach
Art. 7 und regt Verbesserungen des Datenschutzes@er Bericht ist in der
Datenschutzkommission vorzuberaten.

(6) Der Landtag oder die Staatsregierung konnern_dedesbeauftragten fur den
Datenschutz ersuchen, bestimmte Vorgénge aus séinfgabenbereich zu
Uberprifen.

(7) Der Landesbeauftragte fur den Datenschutz asd.dndesamt flr
Datenschutzaufsicht tauschen regelméafig die inl&nigi ihrer Aufgaben
gewonnenen Erfahrungen aus und unterstitzen sgdngeitig bei ihrer
Aufgabenwahrnehmung.

Art. 31 [1]

Beanstandungen

(1) 1 Der Landesbeauftragte fur den Datenschutadteadet festgestellte Verstolie
gegen dieses Gesetz oder andere Vorschriften épeDdtenschutz und fordert ihre
Behebung in angemessener Frist. 2 Der Landesbagigftitir den Datenschutz
verstandigt von der Beanstandung die nach Art. [2& A fur die Sicherstellung des
Datenschutzes verantwortliche Stelle. 3 Bei jusddten Personen des 6ffentlichen
Rechts, die der Aufsicht des Freistaates Bayerarstethen, verstandigt er dariiber
hinaus auch die Aufsichtsbehorde.

(2) 1 Wird die Beanstandung nicht behoben, so foikr Landesbeauftragte fur den
Datenschutz von der fur die Sicherstellung des ixateutzes nach Art. 25 Abs. 1
verantwortlichen Stelle binnen angemessener Fesiggete Malinahmen. 2 Absatz 1
Satz 3 gilt entsprechend. 3 Hat dies nach Ablaegeti Frist keinen Erfolg,
verstandigt er den Landtag und die Staatsregierung.

(3) Der Landesbeauftragte fiir den Datenschutz kanreiner Beanstandung absehen,
insbesondere wenn es sich um unerhebliche odeisozen behobene Méangel
handelt.

FulR3noten

[1])

Art. 31 in Kraft mit Wirkung vom 1. Marz 2001

Art. 32
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Unterstitzung durch die 6ffentlichen Stellen

(1) 1 Der Landesbeauftragte fir den Datenschutmistallen 6ffentlichen Stellen in
der Erfullung seiner Aufgaben zu unterstitzen.r2 #ind alle zur Erfullung seiner
Aufgaben notwendigen Auskiinfte zu geben und aubAddrung alle Unterlagen tber
die Erhebung, Verarbeitung oder Nutzung personesgsser Daten zur Einsicht
vorzulegen. 3 Er hat ungehinderten Zutritt zu albéenstraumen, in denen
Offentliche Stellen Daten erheben, verarbeiten odézen.

(2) 1 For

1.

Einrichtungen der Rechtspflege, soweit sie strébigend, strafvollstreckend oder
strafvollziehend téatig werden,

2.

Behorden, soweit sie Steuern verwalten oder striafigend oder in
Bul3geldverfahren tatig werden und

3.

Polizei und Verfassungsschutzbehorden

gilt Absatz 1 nur gegeniiber dem Landesbeauftrdgteshen Datenschutz selbst und
gegeniber den von ihm schriftlich besonders daegtuBragten. 2 Die Satze 2 und 3
des Absatzes 1 gelten fiir diese Stellen nicht, Baas jeweils zustandige
Staatsministerium im Einzelfall feststellt, dafl3 Aieskunft oder Einsicht die
Sicherheit des Freistaates Bayern, eines andertesader des Bundes gefahrden
wurde.

(3) Die Staatskanzlei und die Staatsministerieemichten den Landesbeauftragten
fur den Datenschutz rechtzeitig tber Entwirfe veciRs- und
Verwaltungsvorschriften des Freistaates Bayernsawer Planungen bedeutender
Automationsvorhaben, sofern sie die Erhebung, eiarng oder Nutzung
personenbezogener Daten betreffen.

(4) Die offentlichen Stellen sind verpflichtet, diach Art. 27 zu fihrenden
Verfahrensverzeichnisse dem LandesbeauftragtesefiilDatenschutz auf
Anforderung zuzuleiten.

Art. 33

Datenschutzkommission

(1) 1 Beim Landtag wird eine Datenschutzkommisgjehildet. 2 Sie besteht aus
zehn Mitgliedern. 3 Der Landtag bestellt sechs Natter aus seiner Mitte nach
Mafl3gabe der Starke seiner Fraktionen; dabei wisdvdgahren nach
Sainte-Lagué/Schepers angewandt. 4 Fiur Fraktighemiernach nicht zum Zuge
kommen, kann der Landtag jeweils ein weiteres Natgbestellen, auch wenn sich
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dadurch die Zahl der Mitglieder nach Satz 2 erhBlierner bestellt der Landtag
jeweils ein weiteres Mitglied auf Vorschlag

1.

der Staatsregierung,

2.

der kommunalen Spitzenverbande,

3.

des Staatsministeriums fur Arbeit und Sozialordndramilie und Frauen aus dem
Bereich der gesetzlichen Sozialversicherungstréager

4.

des Verbands freier Berufe e. V. in Bayern.

6 Fir jedes Mitglied der Datenschutzkommission widleich ein stellvertretendes
Mitglied bestellt.

(2) Die Mitglieder der Datenschutzkommission werdi@nfinf Jahre, die Mitglieder
des Landtags fiir die Wahldauer des Landtags besiellsind in ihrer Tatigkeit an
Auftrage und Weisungen nicht gebunden.

(3) 1 Die Datenschutzkommission unterstitzt derdesbeauftragten fir den
Datenschutz in seiner Arbeit. 2 Sie gibt sich éreschaftsordnung.

(4) 1 Die Datenschutzkommission tritt auf Antradge ihrer Mitglieder oder des
Landesbeauftragten fur den Datenschutz zusammig@an2/orsitz fiihrt ein Mitglied
des Landtags.

(5) 1 Der Landesbeauftragte fur den Datenschutomian allen Sitzungen teil. 2 Er
verstandigt die Datenschutzkommission von Beansiageh nach Art. 31 Abs. 1.

3 Vor Malinahmen nach Art. 31 Abs. 2 ist der Dateaszkommission Gelegenheit
zur Stellungnahme zu geben.

(6) 1 Die Mitglieder der Datenschutzkommission hglaich nach ihrem
Ausscheiden, Gber die ihnen bei ihrer Tatigkeitameitgewordenen Angelegenheiten
Verschwiegenheit zu bewahren. 2 Dies gilt nichtfi@tsachen, die offenkundig sind
oder ihrer Bedeutung nach keiner Geheimhaltung rtbeolt

(7) Die Mitglieder der Datenschutzkommission em¥alvom Landesbeauftragten fir
den Datenschutz Reisekostenvergutung in entsprdehémwendung der
Bestimmungen des Bayerischen Reisekostengesetzes.

Sechster Abschnitt
Aufsichtsbeho6rde fur den

Datenschutz bei nicht-6ffentlichen Stellen

Art. 34
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Landesamt fur Datenschutzaufsicht

(1) Zustandige Aufsichtsbehdrde gemald § 38 AbestBlindesdatenschutzgesetzes
fur die Kontrolle der Durchfiihrung des Datenschsiire Anwendungsbereich des
Dritten Abschnitts des Bundesdatenschutzgesetzdasd andesamt fur
Datenschutzaufsicht.

(2) Sitz des Landesamts fur Datenschutzaufsicltrisbach.

Art. 35

Unabhangigkeit der Aufsichtsbehorde

(1) 1 Der Prasident des Landesamts flr Datensahifigizhat ist Beamter auf Zeit und
wird durch die Staatsregierung fur die Dauer varf flahren ernannt. 2 Die
Wiederernennung ist zulassig. 3 Zum Prasidente.dedesamts fur
Datenschutzaufsicht kann nur ernannt werden, weBdfahigung zum Richteramt
besitzt und tber die erforderliche Verwaltungsetial verfugt. 4 Wird ein Beamter
oder ein Richter auf Lebenszeit von der Staatsreggezum Prasidenten des
Landesamts fur Datenschutzaufsicht ernannt, gfifiredie Dauer der Amtszeit als
ohne Bezlige beurlaubt. 5 Der Prasident des Lande$anDatenschutzaufsicht kann
ohne seine Zustimmung vor Ablauf der Amtszeit mttassen werden, wenn eine
entsprechende Anwendung der Vorschriften tGber diesAnthebung von Richtern auf
Lebenszeit dies rechtfertigt.

(2) 1 Der Prasident des Landesamts fur Datensahisizht ist in Ausibung des Amts
unabhangig und nur dem Gesetz unterworfen. 2 EElAdslUbung der Dienstaufsicht
gegeniber dem Prasidenten des Landesamts fur Dateépsufsicht gelten die flr
den Prasidenten des Obersten Rechnungshofs anzeneemd\Vorschriften
entsprechend. 3 Das Landesamt fir Datenschutzhtisi@berste Dienstbehdrde im
Sinn des 8§ 96 der Strafprozessordnung und de$ Abs. 3 Satz 3 des Bayerischen
Beamtengesetzes.

(3) 1 Die Haushaltsmittel des Landesamts fur Datemzaufsicht werden im
Einzelplan des Staatsministeriums des Innern gesbadsgewiesen. 2 Die Erhebung
von Kosten (Gebihren und Auslagen) durch das Lamdie&ir Datenschutzaufsicht
bestimmt sich nach dem Kostengesetz.

Art. 36
(aufgehoben)

Siebter Abschnitt
Ordnungswidrigkeiten, Strafvorschrift, Schluf3vonsitén
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Art. 37

Ordnungswidrigkeiten, Strafvorschrift

(1) Mit Geldbuf3e bis zu dreiBigtausend Euro kariadieverden, wer unbefugt von
diesem Gesetz oder von nach Art. 2 Abs. 7 dieseset@&orgehenden
Rechtsvorschriften geschitzte personenbezogena Rigenicht offenkundig sind,
1.

speichert, verandert oder Ubermittelt,

2.

zum Abruf mittels automatisierten Verfahrens bééitoder

3.

abruft oder sich oder einem anderen aus Dateieschvafft.

(2) Ferner kann mit Geldbul3e bis zu drei3igtaugaimd belegt werden, wer

1.

die Ubermittlung von durch dieses Gesetz oder doad Art. 2 Abs. 7 diesem
Gesetz vorgehenden Rechtsvorschriften geschitetsomenbezogenen Daten, die
nicht offenkundig sind, durch unrichtige Angabeschiteicht,

2.

entgegen Art. 19 Abs. 4 Satz 1, Art. 22 Satz 1 dder23 Abs. 1 die Ubermittelten
Daten fur andere Zwecke nutzt, indem er sie artdweitergibt oder

3.

entgegen Art. 23 Abs. 3 Satz 3 die in Art. 23 AbSatz 2 bezeichneten Merkmale
mit den Einzelangaben zusammenfuhrt.

(3) 1 Wer eine der in den Abséatzen 1 und 2 bezetglinHandlungen gegen Entgelt
oder in der Absicht, sich oder einen anderen zaibleern oder einen anderen zu
schéadigen, begeht, wird mit Freiheitsstrafe bigwai Jahren oder mit Geldstrafe
bestraft. 2 Die Tat wird nur auf Antrag verfolgtABtragsberechtigt sind die
Betroffenen, die speichernde 6ffentliche Stelle dadLandesbeauftragte fur den
Datenschutz.

Art. 38

Anderung von Gesetzen

() Art. 3 des Bayerischen Statistikgesetzes (Batggtvom 10. August 1990 (GVBI
S. 270, BayRS 290-1-1) erhélt folgende Fassung:

"Art. 3

Anwendbarkeit des Bayerischen

Datenschutzgesetzes

(1) Werden fiur eine Statistik, die von einer Offietien Stelle durchgefuhrt wird,
Einzelangaben verarbeitet, so gelten von den Vafsah des Bayerischen
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Datenschutzgesetzes nur die Art. 7 bis 9, 25, 38bj 32 Abs. 1 bis 3 und Art. 33.
(2) Fur die Durchfuhrung von Geschéftsstatistikeddt das Bayerische
Datenschutzgesetz Anwendung, soweit nichts anthessnmt ist.

(3) Einzelangaben durfen an das Landesamt undagistikstellen fur die
Durchfuhrung von Geschaftsstatistiken weitergegelmehvon dort - auch in
aufbereiteter Form - rickubermittelt werden.".

(2) 1 Das Gesetz zur Ausfiihrung des StaatsvertiagsBildschirmtext
(Bildschirmtext-Staatsvertrag) - AG BtxStV - vomAlgust 1983 (GVBI S. 542,
BayRS 2252-2-S), zuletzt geandert durch Gesetz1@nkebruar 1993 (GVBI S. 59),
wird wie folgt geandert:

1.

Art. 1 Abs. 3 Satz 2 erhélt folgende Fassung:

"2 Art. 30, 31, 32 Abs. 1 bis 3 und Art. 33 des Baschen Datenschutzgesetzes
(BayDSG) finden Anwendung.".

2.

In Art. 4 Abs. 2 werden die Worte "Art. 32 des Bagehen Datenschutzgesetzes"
durch "Art. 34 BayDSG" ersetzt.

2 Die Staatskanzlei wird ermachtigt, das Gesetasuer Artikelfolge neu
bekanntzumachen und Unstimmigkeiten des Wortlautsezeitigen.

(3) 1 Das Gesetz uber die Errichtung und die Audgadiner Anstalt des offentlichen
Rechts "Der Bayerische Rundfunk" (Bayerisches Rumkljesetz) - BayRG - (BayRS
2251-1-K), zuletzt gedndert durch Gesetz vom 281993 (GVBI S. 529), wird wie
folgt geandert:

1.

In Art. 19c Abs. 1 werden die Worte "Art. 14 und' tiirch die Worte "Art. 5 bis 8"
ersetzt.

2.

Art. 19d Abs. 1 wird wie folgt geéndert:

a)

In Satz 1 wird "Art. 26 Abs. 1" durch "Art. 25" extzt.

b)

Satz 3 erhalt folgende Fassung:

"3 Art. 9 und 29 bis 33 BayDSG finden keine Anwengl.

2 Das Staatsministerium fur Unterricht, Kultus, ¥ésschaft und Kunst wird
ermachtigt, das Gesetz mit neuer Artikelfolge nekamntzumachen und
Unstimmigkeiten des Wortlauts zu beseitigen.

(4) 1 Das Gesetz uber die Entwicklung, Férderund)eranstaltung privater
Rundfunkangebote und anderer Mediendienste in Bagayerisches Mediengesetz
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- BayMG) vom 30. November 1992 (GVBI S. 584, BayR%1-4-K) wird wie folgt
geéndert:

1.

Art. 20 wird wie folgt geandert:

a)

In Absatz 3 Satz 5 werden die Worte "Art. 14 un d&rch die Worte "Art. 5 bis 8"
ersetzt.

b)

Absatz 4 Satz 4 erhalt folgende Fassung:

"4 Art. 9 und 29 bis 33 BayDSG finden keine Anwengl.

2.

In Art. 35 Abs. 4 Satz 1 werden die Worte "Art. 136 33" durch die Worte "Art. 25
bis 35" ersetzt.

2 Das Staatsministerium fur Unterricht, Kultus, ¥ésschaft und Kunst wird
ermachtigt, das Gesetz mit neuer Artikelfolge nekamntzumachen und
Unstimmigkeiten des Wortlauts zu beseitigen.

(5) Das Gesetz uber die Aufgaben und Befugniss®dgerischen Staatlichen Polizei
(Polizeiaufgabengesetz - PAG) in der Fassung dkam#machung vom
14.September 1990 (GVBI S. 397, BayRS 2012-1-gid@ndert durch Art. 6 Abs. 5
des Gesetzes vom 27. Dezember 1991 (GVBI S. 49&) wie folgt gedndert:

1.

Art. 46 Abs. 2 wird aufgehoben. Die bisherigen Ake&@ und 4 werden Abséatze 2
und 3.

2.

Art. 47 Abs. 1 Satz 4 erhalt folgende Fassung:

"4 Art. 26 und 27 des Bayerischen Datenschutzgeséizden keine Anwendung.".
(6) In Art. 10 des Bayerischen Verfassungsschuttges (BayVSG) vom 24.August
1990 (GVBI S. 323, BayRS 12-1-1) werden die Woret!' 8 bis 12, 16 bis 18, 20 und
26 Abs. 2" durch die Worte "Art. 10 bis 13, 15 B&und 26 bis 28" ersetzt.

(7) Die Anlage - Bayerische Besoldungsordnungegs-Bhayerischen
Besoldungsgesetzes - BayBesG - (BayRS 2032-1-4ufetzt gedndert durch Gesetz
vom 29. Juli 1991 (GVBI S. 231), wird wie folgt getert:

In Besoldungsgruppe B 6 werden vor den Worten "eabdauftragter fir den
Datenschutz" die Worte "Ministerialdirigent - alshgeflgt.

Art. 39

Inkrafttreten, AuRerkrafttreten,
Ubergangsbestimmungen
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(1) 1 Dieses Gesetz tritt am 1. Marz 1994 in KrafGleichzeitig tritt das Bayerische
Gesetz zum Schutz vor Mil3brauch personenbezogeatenbei der
Datenverarbeitung (Bayerisches Datenschutzge®:#ayDSG) vom 28. April 1978
(BayRS 204-1-1), zuletzt ge&ndert durch Art. 24 Gesetzes vom 24. August 1990
(GVBI S. 323), aulRer Kraft. 3 Abweichend von SatritArt. 7 des Bayerischen
Gesetzes zum Schutz vor Mil3brauch personenbezobemen bei der
Datenverarbeitung vom 28. April 1978 am 1. Augig83 aul3er Kraft. 4 Abweichend
von Satz 1 treten Art. 8 Abs. 3 Satze 4 und 5arsil. Marz 1995 in Kratft.

(2) Die Verordnung Uber das Datenschutzregistetgixhutzregisterverordnung -
DSRegV) vom 23. November 1978 (BayRS 204-1-1-t) &nn 1. August 1993 aul3er
Kraft.

(3) Die Berufung des Landesbeauftragten fur dermsthutz erfolgt nach den
Bestimmungen des Art. 29 Abs. 1 erstmalig zum YilA994.

(4) 1 Verfahren, die bei Inkrafttreten dieses Gasebereits datenschutzrechtlich
freigegeben worden sind, missen nicht erneut naict2B dieses Gesetzes
datenschutzrechtlich freigegeben werden. 2 Die dgarla und
Verfahrensverzeichnisse nach Art. 27 sind bis zuMadrz 1995 einzurichten.
Minchen, den 23. Juli 1993

Der Bayerische Ministerprasident

Dr. Edmund Stoiber
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