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Data

subject was in possession > SO presumably
of offensive images on "

his computer.

Claim

The subject is guilty of crimina
intent of possessing offensive

Since images.

Qualifier Unless

Warrant

A person possessing offensive
images will generally have
knowledge and control.

Reservation

1. He did not have access to th

On account of computer at the time of the
downloading and viewing.

2. Others did have access to the

D

- computer.
Ba‘_Cklng o 3. Independent testimony claims
1. Downloading and viewing others downloaded, viewed
image files. and printed the image files.
2. Having sole access to the 4. He had an alibi for the time
computer. o of the deletions.
3. Deliberately deleting files.

An overview of the Case Study case using Toulnicslel.
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% Fife 1 (AVM = RlHEH Y Forensics Checklist )

Computer Forensics and Forensic Report Checklist

Describe any media and include a picture of that media

The color, size, label, serial number, or any other descriptive found on the media
Chain of Custody was Established

Who gave it to you?

Receipt was given for the media

That it was securely stored

How did you obtain it (removed from computer, image was sent, etc.)
Shipping Receipts or Other Delivery records

That the media was protected by: Anti-static policy, Storage and shipping controls
Write Blocking and Validation of Write Blocking

Original Media Hashes

Use of Sterile Target Media

Hashes of Image Media

That Examinations were performed on images

Note all volume attributes (date, name, etc.)

List all partitions found

Examine all partitions and all files

Note all active and deleted files on the media

Note path and location of files on specific media

Indicate if the file was deleted or not viewable for some reason
Recover All Documents and Note Content

Recover and Note All Passwords

Analyze all Document Metadata

Analyze Internet Activity and History

Note any unusual or special purpose software

Analyze any network connections on record

Analyze any websites or domains found

Note any attempts to obfuscate data or destructive methods
Examine Slack and Unallocated Space

Use Data Carving on Slack and Unallocated Space

Document all procedures and steps

Draw Conclusions about any relevant files

Draw Conclusions about any related files
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