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Client request

Send me

“www.tasteyoulove.com”

|

Server response

2011/11/30



Internet Service Provider (ISP)

A company that connects you to the Internet

9
How computers send data
Everything is broken up into “packets”
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Investigative Techniques
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IP address as clue

Investigations focus on getting the IP address

B 149.101.1.120

Computer IP address Suspect
crime scene

17

Traceback

Learning who was using an IP address

149.101.1.120
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Traceback, Step 1

Use IP whois to learn the ISP for that address

149.101.1.120 =) [l
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Using WHOIS to look up an IP
5 .
Easy way: www.domaintools.com
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Using WHOIS to look up an IP

Easy way: www.domaintools.com

IP Information for 24.15.12.168
IP Location: B4 United States Chicago Comcast Cable Communications

Resolve Host: c-24-15-12-168.h=d1l.il.comcast.net

IP Address: 24.15.12.168 [w] [R] [P] [D] [T]
Blacklist Status: Clear

OrgName: Comcast Cable Communicationa, Inc.
OrgID: CMCS

Lddress: 1800 Bishops Gate Blwd

City: Mt Laurel

StateProv: NJ
PostalCode: 08054

Get the logs from Comcast
Ask them who had that IP address
ﬁ
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Introducing ECPA

Electronic Communications Privacy Act
(18 U.S.C. § 2701-11)

comcast [ k-
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ECPA and the Traceback

Use a subpoena to get subscriber info

o

| SUBPOENA
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Traceback, ideally

Now, the ISP can tell you who it was

(@ D)
-} | SUBPOENA
- Harry Lime
225 W. 57th Street
New York, NY
25
Complications

What if it isn’t this easy?
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192.168.0.2

192.168.0.3

(nonroutable)

148,191 .1 . 120
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Proxy

Hiding IP addresses by using intermediaries

29

Scenario

Scam e-mail sent. Who sent it?

Date: Thu, 22 Oct 2009 11:59:02 +0100
To: nospam @ mailinator.com

From: admin@]Iottery.co.uk
Subject: WINNER OF UK LOTTERY USD$4.6M.

If you are the correct owner of this email address then be glad
this day as the result of the UK lotto online e-mail address
free-ticket winning draws of 29th August 2009 has just been
released and we are glad to announce to you that your email

address won
30
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Analyzing e-mail headers

Closer to the top = closer to the truth

Reply-To: <philmat58 @ yahoo.com.hk>

Date: Mon, 23 May 2011 14:05:23 -0500

To: nospam @ mailinator.com

From: admin@]Iottery.co.uk

Subject: WINNER OF UK LOTTERY USD$4.6M.

If you are the correct owner of this email address ...

31
Whois Lookup Revarse Whois Domain Avallability
il €nowe a Dorrain Ham=} {1 Know a DJoman Owner) (1%l to Duy a Dorrainy
Search Domain Ownership Records
Tell vs a domain name and we |l tell you &ll about that domgin s ownership.  What's this?
144.12/8201| Search for Domain >
Cxample: ccmaintools.com orvawva.domaintools.com or domain tools or 207.170.4.6
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IP Information for 174.127.82.151

ASN: AS36351
olve Host: 174.12

i

.static.midphase.com
[ [&] [*] [B]

IP Address: 174.127.52.151

HetRange: 174.127.64.0 — 174.127.127.255
CIDE: 174.127.64.0/18
OriginAS: B532780

33

Variety of Internet Crime
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Hacking: The goals
Confidentiality, Integrity, Availability, and Use

Grade: A

35

Vulnerabilities and exploits

Errors in code, and ways to take advantage

Xyq5%zZ[{/
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Peer-to-Peer file sharing (P2P)
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Client request

Send me

“www.tasteyoulove.com”

|

Server response )

3
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Today: BitTorrent

Efficient technology for a huge number of
people to share huge files

@\ Tracker: knows which @\
< : r r

computer has which <=
pieces of the file

To join, get
a .torrent file that
identifies the
tracker.

== == Peer (leacher: still
— = downloading) New way:
=] = Use magnet links,
don’t need tracker
= —_— =
g Peer (seeder:
|| offering all pieces)
- 5N

www.cybercrime.gov

~§ Computer Crime and Intellectual Property Section
U.S. Department of Justice
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