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Latest Botnet Statistics

RankRankRankRank CountryCountryCountryCountry
# of suspected botnet # of suspected botnet # of suspected botnet # of suspected botnet 

IPsIPsIPsIPs

1 China 9640

2 Taiwan 5837

3 India 2189

4 Russian Federation 1598

5 Viet Nam 1377

6 Brazil 1277

7 South Korea 1069

8 Italy 1014

9 Indonesia 993

10 United States 931
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The top 10, ordered by number of suspected botnet IPs, are:

Source: http://botnet-tracker.blogspot.com



TWCERT/CC’s Cyber Clean Center Project

� Motivation: The complexity and the skill level of 
attacking network systems are growing very fast.

� The attacked individuals and organizations will 
lose either money or reputation.

�To protect users and organizations from a variety 
of cyber attacks over network, TWCERT/CC 
initiates Cyber Clean Center project together with 
governmental agencies and vendors to provide 
antidotes for users free download.
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Objectives

� To set up bot collection platform to collect bot 
instances from members participating in the 
project.

� To develop bot removal tools for new bots by 
anti-virus software vendor participating in the 
project.

� To reduce the number of bot infection by 
providing the developed bot removal tools for 
users free download.
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Detailed workflow of Cyber Clean CenterDetailed workflow of Cyber Clean Center

Bot-infected PCs

Internet Activities

TWCERT/CC

(3b)Send samples、
timestamp, md5

(3a) Send IP 
addresses, 
Timestamp, 
antidote download 
URL periodically

ISP、TANet、GSN

(5) Identify 
the owner

(6) Send an 
alert email to 
the customer

(7) Download
antidote at no cost
from the website

AV Software vendor

Develop antidote

TWCERT/CC 
CCC Website

Infected PCs 
attack Honeypot

Honeypot DB
Antidote DB & Query 

System

(1) Check source  

Honeypot
Deployment 

TANetTANet

SOCsSOCs

ICSTICST

NCHCNCHC

(2)Auto Send 
samples and 
instances to 
TWCERT/CC 
DB

G-ISAC

ICST
(4)Inform

ISPs

GG--ISACISAC

Send developed 
antidote URL

Preprocess of Honeypot Data
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SN Attribute Content
1 Date Send to ISP
2 Time Send to ISP

3
Protocol 
(ICMP/TCP/UDP)

Send to ISP

4 Source IP Send to ISP
5 Source Port Send to ISP
6 MD5 hash Send to ISP

SN Attribute Content

1 Bot Binary Code
Send to AV Software 
Vendor

Honeypot

Nepenthes 

Version 0.2.2

Attack Instance Table

Attack Bot Table

Preprocess



CCC Website – https://ccc.cert.org.tw/
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CCC Services
� Antidote download service

� Bot information query

� Information on security protection

� Antidote download Statistics
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CCC DB Management & Query System
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Bot Sample Types & Ratio
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Attack Instance & Ratio
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Attack Instance Statistics
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Thank You


