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MINISTERIAL ROUND TABLES

Cybersecurity
Date: 27 October 2011 at 9-10.30
Overview:

Over the past decade, the Internet has grown exponentially in power, reach and functionality. ITU
estimates that there are currently well over 2 billion Internet users worldwide and more than 5.4 billion
mobile cellular subscriptions. During the next decade, up to 50 billion devices could get connected by
2020" in the online “Internet of Things”.

Meanwhile, a range of different sectors and industries now depend heavily on IT. From critical
infrastructures (such energy and transport networks), to healthcare, financial services and retail, many
different industries now rely on networked systems to control, monitor, manage and deliver services.
Previously, we were able to see — and choose to log onto — the Internet. Today, it is about to become
hidden, invisible and pervasive.

Game-changing malware (such as the Stuxnet worm) mean that cyber-attacks can not only be targeted
extremely precisely to exploit specific vulnerabilities, but could also cause cascading failure throughout
our pervasive integrated infrastructure. Converged devices and connectivity on the move mean that
network security is becoming vastly more complex, with many more entry points and attack vectors.

Despite some successes (for example, the fall in the global volume of spam towards the end of 2010),
overall, we are not winning the war against cyber-threats. Recent high-profile incidents, such as the
cyber-attacks on Sony, the G20, the International Monetary Fund (IMF) and on several governments,
have raised fresh concerns over the security requirements of both existing and emerging ICT paradigms,
such as cloud computing and the Internet of Things. Cyber-threats are today jeopardizing the online
digital economy, and endangering the very stability and security of electronic exchanges over the
Internet.

It is clear that national regulatory and legal frameworks are struggling to cope with globally-networked
attacks. There is a growing need to forge common understanding on internationally applicable
principles to combat emerging cyber-threats and protect the future growth of the Internet. As the
successful response to the Conficker worm demonstrated, the establishment of detection and response
mechanisms is a fundamental step in making available coordinated and comprise detailed technical

expertise and flexible policy response, to respond fast to cyber-threats. Computer Incident Response
Teams (CIRTs) also have a vital role to play in contributing to these efforts at the national and
international level.

! “Ericsson CEO predicts 50 Billion Internet Connected Devices by 2020”, Tech News, 14 April 2010, available at:
http://gigaom.com/2010/04/14/ericsson-sees-the-internet-of-things-by-2020/.
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This Ministerial Round Table offers the opportunity to listen to the informed views and insights of
leading policy-makers from a number of countries. It represents an opportunity to share some of the
experience gained from formulating domestic policy, and brings Ministers’ experience to bear on the
best ways forward for designing policy frameworks and principles agreed at the global level.

Questions:

1. What are the main challenges that governments face in ensuring safe use of ICTs to fully exploit
the potential of the digital economy?

2. What is the role of governments, industry and other relevant stakeholders in the cybersecurity
arena and how they can cooperate to more effectively fight cyberthreats and cybercrimes?

3. How the establishment of an international framework of principles, norms, technical standards
and legislation can contribute to the achievement of a global culture of cybersecurity?

4. How your government address the financial impact of cybercrime and what are the measures
taken?

5. How could national facilities such as Computer Incident Response Teams (CIRTs) contribute to
reduce the risks posed by cyberattacks and to enhance the international response?
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