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Beckhoff Automation #+#4] % & # [EC61131-3 42 35% &
T % p W A2 7 ¥ Beckhoff & Fehd % & 421 (1)
RLMTMBERFTREETRERET X (AP FFAF) (2) =
BBk @A E ks (Aorp A )(3)®iE Wy 4, 6MW X
Bk g as (87 %+ Ed) x4 Beckhoff
Automation A ¥ i & p ehp| £ FRAH 4B AR 547
TERFEZ DR

B3 2010& K ST 2P F/S b 52t 20330
b e 7 Vestas (Fi- R~ ) 3)2 ~ 24 &% -~ 2
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4.1.1 Beckhoff Automation = # f§ /i

Beckhoff Automation &A% B shp & v 20 & » JF0K G 2303
Fwd > 2 FEE fra ] 4 Verloz o @ & 2010 & e T 5 346
Million ®c~ » & — &£ 46%-#3 5#& 3 "k 2 F 1 A3
= 1950 4 v ARy 9 BEFEHGELS O 0 AR Rl 28

0

BFoP@e o 2R EE NGHE RAZE 6

B AR DA B B Sk EEE o 4 Beckhoff
Automation eh& & F L3 L AR WAR N R oA A & A4
feF K2 APRARR F B L& AR o
Beckhoff Automation (& &¥ % A Zw 3> ¢ 35 (1) 1

BT 1 EBT R ﬁﬁ%% R (Fest ) v 2 %2 DIN rail
e (2)I/0Ee: AT EHFA{-L 4 4 fieldbus <9 1/0
e (3) EH 4] (motion control ) : * M H #her § dha_i+hip
AmieEE o AR A CNC 21 Eadrd] (4) p &0 g0kl -
“rF 1 Beckhoff Automation 4] F 352 * & i 1EC 61131-3 W
A PLC #2583 % e TwinCAT s AN R %5 - B 3~B 6 » 9

s s

N SRR SR EE R L

-

L M A5

BT 1
gl et s His Z ¥ g‘gp’,,«‘lglgi;\‘, 78 T 47 EBAR T A
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Bz 1 %53 % 1 (%7 Ble ~[/0#e: a5 567
L AT (%s- e )7 fex %48 fieldbus 0 1/0 #

w
o
)

\

p—

=,

'—*

Qo

[y,

—_
34
<

B3

B I ~@&F& &4 (motion B~ ~ p & i 54 75 o

control ): * + H #her § sh_ Beckhoff Automation #3i1] % #%

i AT P o S I ﬁ #a IEC 61131-3 BI*% %
HPLCAZ I 3% 2 1 TwinCAT #a 2
R EERE

J~4
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4. 1.2 Beckhoff Automation & & e
B 13 3E22#7 Farfieldbus £ 8 & & &

4o B - #77r > Beckhoff Automation [/0 #icie X 3£ 3 & 22 87
Ferfieldbus’ bléc=z F R o7 L e (CC-Link &8d & FF 3 & 2
7 4 g o Profibus # o d i8R IR 3L ¢ & 75 [EC
61131-3 W% PLC 425 3% 3 ¢ TwinCAT s A2 R # %R > &
73 fieldbus B> = % & { 4% 5 £ #3% fieldbus “bus coupler
LB~ et Az TE 2 3% fieldbus R A @AM 0 FlC R R A
AE £ SR

LIGHTBUS  EthercAT~ DeviceNet

CANopen  [I[PEEC? 4 e @

Ethernet TCP/IP LON

Fipio A A7 ControlNet. o

CCiLink %t Emmf;e.yb
B- ~ &3 2247 ke fieldbus 7 Beckhoff Automation
[/0 #icie

L I Y
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Beckhoff Automation #& * ficdc = @ (¥ ¥ k5o pfpd| 844
ey Pl [EC61131-3 WS4 % - @/ ~ 5+ * [EC61131-3
AL T 2N B A2 B R 8 TwinCat -

- TwinCAT PLC Control - PLCO4July272011 prx - [pUDE_PRG (PRG-ST)] [AEE
D% Fil: Edit Projest Inwrl Extms Online Window Help BEE]
e 3 ] 2 o ]
0001[FPROGRAM pUDP_PRG ~
3 POUs O00ZPVAR =
B3 BrianLIB 0003 iINT: |
[ FB_SystemRTC [FB) 0004 FB_lpStartSession:FE_IpStartSession;
FUN_DatsCony (FUN] 0005  FB_IpSendFE_lpSend,
FUN_INT25TR (FUN] 0006| FEJpRECQ\\/E'FBJFF}EEEI\{Q,
FUN_INTISTR (FUIN) 0007 FirstSTR - STRING = TIME"
0008 TETimerl: TON;
FUNINTSSTR (FUN) 009 SendOK: BOOL:
HAIN IPRG) O0I0  Counter: INT:
aDetaEncoder 0011 SendDamSTRING:
Step 0012 RecDate_: STRING(255)
plIDP_PRG [FRG) 0013 Data: DINT:
0014 Walue INT:
0o hStart BOOL:
0018 Ren:vDataLEN INT:; ™
< >
0001 CASE i OF ~
CASE UDP_ChiMaode OF M
WD =10 (FA% UDP 184
20: =200 [EEEEY
END_CASE
000910: * Open the session and parameter the UDP socket™)
[RE% UDPY)
FB_lpStartSession(
hStart=TRLE, (* Start Session )
iDevice:=0, (* ahirays 0"
eSockefType:=S0CK_DGRAM. (*Socket Typ. if you use UDP. only SOCK_DGRAM )
eSocketProtocol=IPPROTO_UDF, (*UDF Frame ™)
iPart=l INP iPArhin 1 INP Port nimher tn send Snoree Part i
0 ) ¥
Loading library ' CATWINCATYPLCLLIBY TeSystarmBCxsxb 0 lbx' ~
Loading library 'CATWINCATPLC\LIEYTcBaseBx3000.lbx' 3
e —— Loading library 'CATWINCATVPLCLIBAstandard b’ ~
5] Po.|™= pa. | vis. |32 Re. < | >

0.101.1). Port: B0CHIT winCAT Corfig Mode

Lin: 1, Col: 1 ONLINE [0V [READ

B~ ~ % JEC 61131-3 W% v 284 B * 425" B
& TwinCat

[EC 61131-3 46 ¢ 3 7 57 BHET 25 BA2 N E 7

e Ladder Diagram (LD)

e Function Block Diagram (FBD)

e Structured Text (ST)
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e Instruction List (IL)

* Sequence Function Chart (SFC)

4.1.3 Beckhoff Automation & & &k # B 7 } e ®

Beckhoff Automation R ##r#4|% & * #2552 B3 a4 * [EC
61131-3 M HHE 7 NI B R* 255 B8 %k B TwinCat > 3%
NP AR ER B TIRY Sokis 0 ¢ K b IRt &
FESRE o At 202 B o B4 5 Beckhoff
Automation & Ak 474k SR 0 L & A Z F ¥R d 4
(pitch control ) ~ =t #4535k #4574 (turbine control ) M

2 oxovgg A ehh #8318 # (turbine operation) = < R4 o b

\4

R

i

PR BB pRAK T IR I TR SD
EtherCat (Ethernet for control automation technology) i
# A3kt o EtherCat .- 88 »ic ehe = gepeid 3 fieldbus
Gi AR IBFLT R AR BT o b R B
¥k ke SR 3% 9 ADS SOAP ~ HTTP ~ TEC 61400-25 12 2 OPC
97 58 o H @ [EC 61400-25 2_R #/h Hfv SCADA % sz Fid 3042
TALME > B-F T8 o P Ak ® Beckhoff Automation & & i
bSEEH Pk B4 A RRSE 0 ¢ 7 46 B VENSYS Energy AG ~ ¢ R #T
AR FHE YRR LPH - 4K Multibrid GmbH ~ 4& B DeWind -

> Winwind /2 % 48 B Avantis ¥ o

15



Pitch-Control Turbine Operation St

N 1r""
) EtherCAT <Nace| I e) Safety input :‘:_
&
=5 - FE ~ @
53 ; Q)
B - n & =
i G B FHH ~®
TEITIT TS == b = S
%% TwinSAFE ;I‘,‘,._ PEER. (A e i A mEeek ! 2O
Embedded-PC, EtherCAT-Terminals EtherCAT-l/O- L—canopen opf) Ethemet TCP/ip  ENETCAT-Box Safety-Box

System PROFIBUS (opt.)
Ethemet
TCP/NIP Condition
Monitorini
(opt.) >) g [
INFC
/

Turbine Operation
(Tower Base)

Ethemnet TCP/IP (opt)

PROFIBUS (opt.) '
‘ {c ARopeh fonth EtherCAT fiber optics)
u HHHHH '
) H

dEn B S
§ )
N —————
08 4 e A e

~4% Ethemet TCP/AP R

EtherCAT-l/O- Embedded-PC, EtherCAT

System DVI/USB | EtherCAT-Terminals B Safety logic

Converter
EtherCAT (fiber optics)
L & B | 15z EEn

B 1 ~ Beckhoff Automation R #%i7#] % W7 B > & 5 £ ¥ xd 4]
(pitch control ) ~ &>t 48450k 84374 (turbine control) ™ 2 =t
# enp #38# (turbine operation)

B+ 5 & * Beckhoff Automation #=+#1] % %4 B VENSYS
Energy AG R #5474 % L2 H 0 o s > 2010 & 270 % 3 « (3
i 10%) 07 RATEES & A% £ b FLHE 748 B VENSYS Energy AG
NP3k Wi 48 d VENSYS Energy AG = @& henh 45> H
1.OM &2 2M & # # b 84 * Beckhoff Automation = @ 37=41] % % -
& 3 3% 4g & Bremerhaven s Multibrid GmbH %_# ® AREVA & &

|3\
4y
>

v E o B E AR Y - B AR 3 Alpha Ventus 96 38 SMW

BB ¥ M5000 » § &3 * Beckhoff Automation =7+ B &2 =41 %

16



oo B+ - 240K Multibrid GmbH = bMW R #% M5000 = A5t 3 A
bHL R % TS B o

Slip ring

B+ ~4 * Beckhoff Automation #3#1] % %te4g B VENSYS Energy AG

b 4741 5 e 2% 4B (source: PC Control | Wind Special 2010)
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(@) % %48 W3 Ak 3 Alpha Ventus 7 M5000

(b) =& Z = IM5000 #8545 h B

B+ - ~ 4 ® Multibrid GmbH #» H5MW R # M5000 ( source:
http://www. areva-wind. com/1/M5000/konzept/ )

s A4 W 2 o em
S

B2 2% Beckhoff Automation = @ &k 474l ¢ 53 2%
B AR AR BT E MR RG R B E i
AP FET DR » RFIELLE RURL 357 2R a8
FAERR AL A RCRAR L R R T R A B R R 2
know-how » & A3 tihk ' % 0 bldc? (6§ S dl R oA A E
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’

ISR R P P S R F R .
FLHA D PR REHITLE « Sfhehg 28

%
REARIAY > 3 PEANPEp AL B B?qu,Jq;;LF

R

Ky g7

BE AT S AR § o

4.1.4 /A% - B AR 3 Alpha Ventus f§ 4

1. #= gLz ab /5 @ jE3E Borkum § /& 325 45 22 e (CRIFE 30 =
W) B Ed 1230 0MW R e it W% - BALAR ¥ Alpha

Ventus 2. :gpt

2. BHFRHE: s I F 3%~ (OMV REpower A #%*6 + 5HMW

Multibrid B %6 )

3. Alpha Ventus k 3#d = & 4 = & EWE, E.ON and Vattenfall

R E

4, R SpEE 201040 27 P

5, 22 2001 # 62 30 p=m B2 g R E 5 190 MkWh
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Bl = ~d 123%0MW b 48 2 & cnf{ B % — B &4k 3 Alpha Ventus

(source: http://www. alpha-ventus. de/)

CANopen (opt )
PROFIBUS (opt))
Ethernet TCP/IP (opt.)

EthercAT —

Fiber aptic, redundant

Farm Control

with power measurement

B+ = ~#&* [EC61400-25 #& % 57 Beckhoff Automation k 3% 4

4
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4.1.5 IEC 61400-25 =% & 4

Bl-+= 24* [EC 61400-25 1% & 7 Beckhoff Automation k
B & 758 4o [EC 61400-25 &k 4 % T ez B 2% & 43 % 2 (SCADA)
2 B iR - g7 b (wind park) EARE 454 03l 31
(Communications for monitoring and control of wind power
plants) > ¥k 3% 32+ [EC 61400 ¢H3 &8 o i3 B R hd] 7
REARLEZMAFTAE LI AP > 2 24 A RFAM - B
R EH Wb o SCADA & JF4n i & ¢ cniA > b HiE @ T E
PER R~ T2 (information exchange methods)
R i st A (communication stacks) 3325 U fERE L o TR s W
UIRE R B £ RS FlimH R e £ 5 g o [EC61400-25 &
R IER LT
M Part 25-1: R R3] hi M4 3¢ (Overall description of
principles & models)
B Part 25-2: F##3] (Information models)
B Part 25-3: T3 2 ##3] (Information exchange models)
B Part 25-4: i 3K K w4 (Mapping to communication
profiles)
B Part 25-5: —x{2Rl:# (Conformance testing)

B Part25-6: ft i T4 B4R & (LN) 5o F R4 S (37) (LN

classes and Data classes for Condition Monitoring)
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Communication model of the IEC 61400-25 series
e )
! Client | Server
' 1
e e T e 1 N
H i Information exchange | th Mesls?"gngi Information exchange
11 model (get, set, report, ! apping model (get, set, report,
i - ! to communication -
11 log, control, publish / $ log, control, publish /
1| subscribe, etc.) i FOEE ([ "| subscribe, etc.)
__________ " e B 1 write, ... message) o o
H 7 !t defined in | Rl defined in i
1 1 [ .- 1 W d
' eA(g:ta ! i IEC 61400-25-3 i IEC 61400-254 IEC 61400-25-3 E pI::ﬂ power
i scapa | s i = | component
i : : H i 1 ! .0 wind turbine
i H i ' ' ! :
i [ ! -l . ! ! . : _Wf
] A g ] =
: i E ! WinMe-r plant ! Wind power plant H 1R}
1 cdemmadatll information model ! information model L _____71:_ |
' : _‘-,:" P Ex:“_ _:\_". defined in E (rotors’speed, hren!c_i__::_ P :_-.\ --:; :
Application —l: ¥ |EC 61400-25-2 ! production, etl ) Application
L === E i—r\'.' e i defined in - JPPTTI —
s - - . 5 =
B o g | IEC 61400-25-2 S
H 1l 1
aewe P ! Outside
H E scope

B+ w ~ IEC 61400-25 & 71 erid 2 53]

B+ w & IEC 61400-25 k7leni aicd] > 4 BlY 7 10 g Ik
*

B RN s Gldch TRt 0% SCADA HTK R i A

J4:

Bt R R i FI N o gt 3] 5 Client/Server 7 0 b 3
=% Server » @ SCADA % Client - # Server ¥ Client = = %%

# Part 25-4 #t @ & hi A K wIvHp (Mapping to

communication profiles) > B m |2 cn¥dp: > 2 ¢ 357 7|7 4 ¢

B SOAP-based web services
B (OPC/XML

B [EC 61850-8-1 MMS
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m [EC 60870-5-104

B DNP3

Specified in
.| IEC 61400-25-2

Generator BROT

| WTRM

[ —
W= Transmission
=

Spedified in
IEC 61850-7-4

whac | | wyaw |

aw systel

Transformer

0 MMXU
WT Circuit | A , M)

1

! 1
I 1
I 1
! 1
! 1
| 1
! 1
! 1
| 1
I 1
! 1
! 1
I 1
! 1
! 1
| 1
I 1

1
I 1
! 1
! T
| 1
I 1
! 1
! 1
I 1
! 1
! 1
| 1
! 1
! 1
| 1
| 1

WT _
| WSLG | controller T
N .
’ Breaker | * * T Utility Circuit | Utility
WALM XCBR Breaker gnd
XCBR
Meterological WAPC WPP

mast — WRPC controller

____________________________ IEG 2174/06

B+ ~B4ESILF | nie * (Use of instances of logical nodes)

B+ B IEC 61400-25 B4E& 87 |z * (Use of
instances of logical nodes) > d Bl?¢ ¥ riq IRk R F L
BEF R ETE R (B4 B - Merging Unit) © £d IEC

61850-7-4 it » @ 3 Lyt & 45 R -

B=!)
F_L

23



pavge® & 445 TEC 61400-25 %% 7.3 > ¢ ¢ Vestas -
Enercon ~ REpower ~ Siemens ~ ABB~GE % > ¥ #F§H 4 ¥ » ¥ &
[EC 6140025 thF = i ibra 5 ARS: o JRL A Ky w FREF P 607 02
= » [0Server = & & &4 OPC Server for IEC 61850\61400-25 -
4o Bl + » #t7 > @ MatrikonOPC » 3 OPC Server for IEC
61850\61400-25 & & » 4B+ = #7771 - iz &=k F & * [EC61400-25

|~

Y

TR Ok A8/ h B0 T O 2 # R b if OPC Server i & 31
OPC Client eh®@l#~ s 5t > &l4e Intouch ~ iFix & & * ehF 7 % 5[]
Frachl o FIUt o 3 R R R ST kAR LR A hgRE K o o
> [EC 61400-25-4 ] T eid 3 & K o $tpt > 2 4 ¢ 457 [EC
6185081 MNS » i1 [EC 61850 8 5 # f2 e £ 21T %7 7

B 4B anird|RET R BT A4 AR RE KRG L e o

mmh. IOServer

Interface to multiple protocols through a single OPC Server.

Home Protocols Link Drivers Interfaces Features [3:11] Prices I0Server Users

IEC 61850/61400-25 OPC Server Configuration Guide

Home » IEC 61850/61400-25 OPC Server Configuration Guide

= Printer Friendly ¥¢

IEC 61850/61400-25 OPC Server Configuration Guide

Designed to read and write to IEC 61550/61400-25 Servers, IEC 61850 is based on MMS {Manufacturing Message Specification, IS0 2506), Only the TCR/IP
profile is supparted. GOOSE is not supported.

This IEC 61850 client can handle any current ar future data models (IEC 61850-7-4xx for Substations, Hydro Power, Decentralized Energy Resources. IEC

61400-25-2 for Wind Power), The SCL (System Configuration Language) file is not required because the data model is extracted from the device when the
device first comes online,

Channel Configuration

Del | Pott | TCPAP IECE1850 Channel E]

[™ Carfigure Unsolicited Information Reparts

Browse File: |c::\uca2\device et Unsolicited Information Repart Status
Max MMS POU [48000 Butes Relay/LLNO$RP$brcbSTERpEERA

Relay/LLMO$RPSUrchS TR pEENA

Time Bias |0 Minut
ime Bias e Relay/LLMOSRP$ErchSY4R ptEna
Quality Bits |=0,40,18,48,54,50 FeelayfLLMOSRP4UrCh SR ptEa

Bl = ~ I0Server = # e7OPC Server for IEC 61850\61400-25

(source: http://www. ioserver. con/iec-61850-61400-25. html )
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@ Matrikon0PC

All Downloads
3
Download Free: OPC Server for IEC 61850',61400-25
, OPC Archived Webcast Download
» OPCServers Thiz GPC Server provides connectivity to any IEC 612504,61400-25
, OPC Product Software compliant RTU, IED (Inte.\ligant Electronic Device), PLZ, met.er, '
transducer, relay, ete, This ©PC Server enables you to monitor and
, OPC Spesifications cantrol Electrical Substations and Wind Turbines that are located far in
the fields securely and reliably, It connects to multiple devices using
» OPC Tutorials ane or more protocols at the same time, and the read and write
operations with the devices are optimized to deliver the necessary data in time for
» OPC Whitepapers the protactive ralaying,
» Portal Login v 1.2.0,604

B+ - ~MatrikonOPC 2 0PC Server for IEC 61850\61400-25

(source: http://www. matrikonopc. com/ )



4.2 1EC 61850 =%+~ ¥

[EC &£ W % % 2 %2 R ¢ ( International
Electrotechnical Commission ) 2 f§ # > # 1 & = 7+ &
A THT I M FER 2 SRR EE - EC 61850 B
- ST p B ERE o d 0 ABB 2P %8 IEC
61850 & & ] 2 » & ¥ £ F% + £ 4% [EC61850 ¥ h
PEAIKAE LR ERRRL — 0 & ABB o B s 2 F R
222 % Jan Stuerzl £ 2 g T > @ gt ABB &Y
GEREARM BT o B NS EAY AR TR
1 ABB :RTA LA LERAEASER Y L RFR BT

et PE T

B>~ s ABB AR EAISERAS AT b5

FR BT CRET R DET -

26



4.2.1 ABB 272§ 4

ABB A 4 frp & it PHEREL FAESL -7 5 A%
PR FRT A S FEERIER LS P AR B EY R
LR SRS S S R e ABB B 2 72 2k 100

P BPRR I RE - F > F LR FERRIE - ABB &
B = = 1988 £ > d 5 & Asea frz L BBC Brown Boveri
B RS P & 3B T % i ABBeAsea o & = = 3t 1883 & » BBC

g:

Brown Boveri == @ B} & = % 1891 &# - S % @@ T L 4 %
TRTARTOE ZX D% 354 HERPB il 24 BBCH@E
B N F R R AR T8 E KRS 40 54 Ak
Wep £d ABBE@ABB 2 7 A K AR R p &3 g
B* 2B ALSBLT YT EnBESRT T
T A E Y ABB g it 4] k@ ABB 3 M OIEC 61850
A S BRI F e ZTAERC B ? 2P A

=

Be RTU 3k & L 370 112 4@ R+ B i % i

e =

:H
\4
R

S A
Lisd

fo p v

*

ABB § & B i E E I TS gEE
FEM O AEHE SR BN A SRR

»
~

4.2.2 1EC 61850 % B ir &

ARTAp BT b0 R ORR W R
A& % (1) mafs * & IEC 60870 » &4 TEC60870-5-101
(SCADA £/ 4241 ¢ < » ¢ 7])~ [EC60870-5-103 (IED £| SCADA
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F#lP v )z [EC60870-5-104 (SCADA Tl 417 & > 2 =
PR )fe(2) F M4 * 7 DNP 3. 0CIED 3] SCADA #5141 ¢ & >
SCADA ¥4 #] ¥ =~ > DNP 3.0 serial/ DNP 3.0 over TCP)
IEC61850 - 4 ¥ € 2R & #rp & v » 1 & % kP
[IEC 60870-5-103 » ** 1995 # B 4ok 42342 4 » 2001 #
Bae e gl 21 v 2000 # UCA User Group @& i
# B UCA2.0(F # ) 2000 # =% 4] 2 = = =% Edition1 >
2010 & = % Edition 2

4.2.3 IEC 61850 # # @ 4

[EC61850 £ » % 10 B Part> 4% - #1557 - 2 ¢ Part

8-2~11 s 0 WY UL H N ALY B o

— ~ [EC 61850 # # 2 10 # Part

LR Part 1
N Part 2
- BF R Part 3
IR - XL Part 4
€ g KRR Part 5
W a (FRHCA 2 R ) Part 6
gL RBF S (SCL) Part 7
RLTEARKRAA ML AFH-FR Part 7-1
LU
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RRITEARKA AL NFE P Part 7-2
% 3@ 2 PR I3 B & (ACSI)

RRTEARKAL A AL AFH-X Part 7-3
R ERA R A e B

e

RRATEARSKAE A AL AP Part 7-4
OB BB ] e T A

Part 8-1: # = |Part 8-x :ff & & Part 8
O O 22 S o G S

(SCSM)- % = #7

poF * e MMS

(ISO/IEC 9506

-1 and ISO/IEC

9506-2) 5

[SO/TEC 8802-3

Part 9-1 : # = |Part 9-2 4 =i Part 9
B R EHRP | R O H R

(SCSM)- & | H | (SCSM)-1S0/IEC

w % BE¥H ZEid | 8802-3 B & ag v

AR B | @G

¥ PRI 4

— 3R R R Part 10
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4.2.3.1 % * 2 * g (Ethernet)# i 2 7

| Data Model (Data and services) |

L

| Chent-Server || GOOSI ||Samped va _E'5|
| Mapping |
e
T
E I ES—
i_; 2 MMS
- 5 Time critical services
-
= TCE
e C
@i 3 o
':_, “ Ethernet link layer with priority tagging
Ethernet physical layer with 100 MB/s

B~ 4 ~ IEC 61850 i = dn & & $4p: M (% -

IEC 61850 # * 7 A Jx L isia 5 i 38 fp (stack) » +
?jk—fr’\iaa’l* ISO0/0ST = B ¥4 e 482 2B (% 140% 2
k) ~TCP/IP (% 3 fo% 4 &) m 2 @l & BRI
( manufacturing messaging specification, MMS ) - # & #
32 AR R MMS ¥ B (% TR ) - F 3 HFRF &
Fe22 ¥ Bt IR IE 0 B4 P-4 @ (sample value, 45
Merge Unit @i m 25 @ 5 CT/PT R m Fehg B T 0
i@ %) fr GOOSE Al & 2 #fpmile Rl (75
B dod AR L BIE 2 5 iE TCP/IP % 39 11 2 47238 4% -
Ml EBER AL EREE TCP @& > #f e s
R B T BEE R > B4 5 IEC 61850 i & fp k& & 4

Z
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IEC 61850-8-1

| & |
3 . | | GOQSE | .

Generic Object Oriented Substation
Event

IEC 61850-8-1

. Hardwired Interlocking Bus .

e I

M= L~ @A T ot e IEC6I850 B chp # i % F #
i 4 (Interlocking) 7+ X B

Bl- - 5 B reg* [EC61850 %% hp & it %

ot it 4 (Interlocking) » &+ L B > d B * ¥ 5
BHOFRELTFEIRARSF A2 LHY < oH
%‘ﬁii#{f’r’m?é‘ﬁﬂ'liﬂ’* GOOSE #4152 ~ epe g

Ay ERd AR
B O Gs B3R SR /08RR
B 3% [EC61850 53 chp 8 1 § 3 #f

31



B % GOOSE # ¢ @ 2 F
B 7 & GOOSE ## & (% )it 7 &

B R I/08E 2R E SRR
I B S LE 8 o Lo oo

B FEAR 5 ER

4.2.3.2 IED # SCADA R 11 & 4% % & 3 ik & 1

BOA XML 2N E 2 chadlE= o Blo - 4
XML # 5 % T #7313 3 SCL e i b
<Zxxrhversons|b.002>

<IMDOTYIPEPECLSEYISTEM SSulididdtd tel
<SCL>

<Header Ref="CHCRC Pilot MicroTurbines “ Revision="“ NameStructure="IEDName”/>

<Substation Ref="CHCRC”"><Text>Daettwil/Switzerland research centre</Text>
<VoltagelLevel Ref=">
<Bay Ref="Q1">
<Device Ref="T1” Type="GEN">
<L f | E | KT1'/>
</De
Topology < <De < e
<LNode Ref lass="ZGEN" IEDRef="KT2"/>
<LNode Ref="1" LNClass="EZHC” IEDRef="KT2"/>
</Device>
</Bay>
</VoltageLevel>
N~ </Substation>
<Communication>
<Bus Ref="XW1” Type="XSAT">

<T t </
. <C t | =KT1" Ref="S ">
Communication r P 1TlHostDrive ir</P1><P4></P4 |  ss>
</ConnectedAP>
</Bus>

</Communication>
<IED Ref="KT1” Type="CS uTurbine” Manufacturer="Capstone”>
<Services>

Logical <Get  etvalue/>

</Servi
NOdes <AccessPoint Ref="S1">
<Server>
<LDevice>
<LNO Ref="“ LNType="LN0">

B+ -~ XML w5 % % “7TRF:F 3 CLm#

WL Rl R FRAEE

B SCL (Substation Configuration Language) =i
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# = ~ £ 3] SCD p F

REOR T TR EE LR XY 2 H

e AR E e EHREL S TR DTG KR
feipHl X8 (FRE )2 ¢ & (Station level )
e i (F )

NN StV o T S

TT?)_«JT

(Iﬂ

B P B fr— K R B B

T

IEC 61850 # %@ & 1 2 d2ehzem ¥ & H s 3 a4
B <L B AE T T rREFZ SCLe SCL # #
ZFxh R Al B2 FAHERHFTH (Mo - B

B RRCE R SRR AT A ) A
X270 o [EC61850 ¢ 2 & 7 S35 5 —
AN ZARE T B g d d (b4 kP B

AEERIIE) MR L RRIIERT FRIFERA T i
S i A (system configuration description, SCD)
b

A2 — > TAR T RS- B LG 2
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GELe Eend o @ gt e BB AT A kgt BT R
B it AP M E o GldoRlE o Moy o 1 PR E
oo A1 RBIPIRIAI L ERBEFET ) S A2 DBEE
1 AREF N B H B 3l o~ 235 % gy oz SCL A P

Rl g T

[EC 61850 1 A4l 1 & “r & 4 2 &8 it 4% » f 47 4o

(1) SSD: % & #r p # v % % R # & @& (Substation
automation System Specification Description) - 4 &
R R F P E R

(2) SCD: % & *t3# % 4 it (Substation Configuration
Description) » 4 ch & H - % T *14 if -

(3) ICD:IED =# & / & + # it (IED Capability
Description) » 4p e & IED #7 L £ ehx it 3 P £ i o
(4) CID: # 3 = = & [ED 4 i (Configured IED
Description) » 4 ¥ - ¥ = [ED eh3L ] -

B i %2 X % a3 3k T (interoperability)
B 2 X F A3 B (interchangability)

B £ ¥ nfE 24 (Long term stability)

bl

B pd XA H#apel 2 RE)(Free configuration)
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4.2.4 ABB IEC 61850 SVC %3

[EC 61850 s p # H i & B % #7p & 1v % ¢ [ED @&
PL R e S BRSO T & BpAEREZ s T R&D plENMZE
BRI - i o A a IEC 61850-10 p % B %

N ——‘E;(

=)

¥ & H - [ED*% # éiﬂi?'léﬁ’fj&,fs Kbk B A2 o p
MIRFET £2 FFEP R RRETE A [ED R & F a3
Tk o 5 #@3vyt > ABB &% » TEC61850 th @ » 2 &R
FAAMASR  BELE0 - B kI FES o (Systen
verification and validation center, SVC: 4R = *
Sfrn ) 0 % gk [EDR eI R T2 ko siaE B
h FEtt o Verification dpehE ekl A & & F &R R X
R F > s RAHEF LT P AR LR

Validation 4p ch &R A &+ i L3 0 & F & L7
FERFEEYRAMNRTORR ¢ i 2000 £ ¢ Hp e
/oy 4 B 4 iv > 2006 & p UCAlug ( Utility
Communication Architecture International Users
Group) Pt i [EC 61850 B33k % &2 & & 4 (test
facility and competence) 7 & e F & o 3% ¢ & Jpfl A
LR E - BEFL R TROUER TR FTRE -

& Mr. Stefan Meier £ 2 e Ag™ » T4 5 + § #

%3* ABB SVC - SVC 24 & ehiF ¢ ¢ 35 :
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fo iy o

E\u\«-

b. I 4 TR R DL B AN LT ORER
gL pd i kR 3 a B [ED2 B s 3

NS

P

(dynamic interaction) -

c. Bt e IED ¥ 2 e SVC 4% > F #4045 0 % § 4

ABB IEC 61850 % i3z ® wen1 () F B P > 40 R

a. ¥ ¥t ohIE P EFRFEEE IS (engineering) o
# i 1+ (functionality) ~ #cit (performance) ~ & 3%

(redundancy) ~ % 2> (security) % -

b. 3 # v £ (interoperability)sx# # ¥ :ABB 7 & %
A ABB k¢ hH B R R AL~ EMELE o

c. [EC 61850 — % i3 (conformance test) & F «13
Pt IEDAS ~ 21 & o
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Bl=- -+ = -~z <L ABB IEC 61850 & st3x# # « SVC

Systemn unit products (SAF)
A products with IEC 61850
ready for gate &

SVC
System integration,
varfication and vabdation

- System sohstions

{Control, Protection, SAS)
- System engineering tools and processes
- Definition of system functionality

System unit systems [SAS)

~

N

Bl=- -+ =

Verfication and validation
— Engmneering
— Functionality
— Performance
- Redundancy
- Security
Based on "most common wsa”

Interoperatbity
- ABB-products
— 3® party products
in ABB systems
- Tools

IEC 61850 conformance

- IEDs
— Tools
S8 SENI

~ ABB TEC 61850 & 3tz
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4.2.5 ABBRlFE ¥ %1 & s # ITT600 SA Explorer

IEC 61850 &% 3 & F = =~ 4 > )4 XML(extensible
markup language) ~ ¢ = &% B -~ MMS(manufacturing
messaging specification) ™ % TCP/IP & & e st o
o > [EC61850 % & F ik A A iFE g » % F h1 &

PR GHE - FEaa Rk (Hecid e dr) oom AR
P MEBERATR B DI EE IR S PR o
20 RIREBRAE RERFBHFN- SO Loy
e g L 4% [EC61850 % svfF & AR B % & cho 7
O ABBRE T - B RRT TR AL N

Al B oponcRlE & 0 £ 5 I[TT(Integrated
Testing Toolbox)600 SA(Substation Automation)
Explorerciz 2 1 E ficf ¢ X F % R* 4&®E 900 B ABB
# B turn-key 2 rp BB % o

M
'*CG]Bf’CWE ‘ | l
: = ..;‘;,I";, 3 | g

- -
b Tt
[~ | 1EC 61850-9-1
= '.\v/l
e
=y
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[EC 61850 & = ¥ ¥ &2 AT B* & XA T 4
Mt s ABBehiFiE Pl Ead 2 - 21 0T ERBGES
4 s & o ITT600 SA Explorer %‘gd BE-pEIHEH
w4 fEF [EC 61850 Falenig # s+ L & v it [EC
61850-based % T #1p B it kAP ¥ 0 2 i A

ITT600 SA Explorer ~ {78 £ %71

i

T W=+ wHor
L R o £ = P& ITT600 SA Explorer »~ #7 & &
#7131 L hk Al F I o Rl -7 5 41* ITT600 SA Explorer
CRCSCDAR L F AR R TR - R - RALK
% (Consistency check) - Bl = -+ = Bl &4/ * ITT600 SA

Explorer ¢ = g i FH & 7 f255 & 47 6] F o

\

% = ~ ITT600 SA Explorer A #2411 2 chd 4| 4 4

W R TR (SCD &) kR

[ED % & » @& * = FF| 45 eh
i’k F"’;ﬁ;z\ﬁ%?

B O FP ki Bk S AR

B 4 FRfoRAm A SCD M2 B ELFE —

B A e BFBRE? DR* & X

B 124 SCD #% # m = g i F 4 ( Ethernet
traffic) f2m = R T 91 p & (L F 3
B T horesrias il (nlke) & 2 58

w T_hk ( addressmg)
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e A Wires
- L = R e
— -
g -
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. b e
i

——— 3 4
oM imnaey o ' |

. 2
»Lition
AN =)

wocf

B - + 7 -~ - %M ¥¥ & (Consistency
check) » 1 * ITT600 SA Explorer ** #& SCD
BETREFER FTH- R

TaOwn

— e

— i e o
Teomes | | Loy T e IS 1+ Brpenis Swemn Lo | Fbemer
—— N

— oa
-

B e L e et R
L P a8 4 Ay s b —AA -

Bl= + = ~ 1 * ITT600 SA Explorer #tc
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B-+t-=-EBF17 541* ITT600 SA Explorer ¥ % -
[ED 2. & ¢h-k T GOOSE i 3 i {7 A 47 42 & > B = + ~ Bl &
Bt 7 ITT600 SA Explorer ## 1 & <0 * # R -

=+ -= ~41* ITT600 SA Explorer ¥ % 5 IED 2z R &
k& GOOSE i 3 :& {7 & 47
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3

iR

A
IEC 61 850~9-2|

=

IEC 61850-8-1

IED simulation
| |
P m
Q»- o> IEC 61850-9-2
“‘I Merging unit
simulation

ITT600 SA Explorer ##t 1 £ d i * § R



4.2.6 ¥

il % > (Cyber Security)

ﬁfeﬁ%’&%zéiwz# ;/5@ fra e E sl As A% 2 P
Je o ABB = @ &t g% JEC 61850 4p B B itren & Fr p & it
GRS AFUHZ AT EIERAGZINHPE -RRD
EfrBPEFEZBERX o B - -4 “r7 > [EC 61850 &
Fapdit i FTidit 23y ERAIMpPE R E
feb EFER = B = o
Network disturbance,
malware, Cyber attacks
ter (Security Zone [ - — Remate Control Center
— — (Security Zone 3)
\)
Workstation Secily <ot /£ ‘j/ )
\ AL r:‘crusl,)\;,\u,: Pro SYS600 ) / /g L"‘f:j
i. (| ! &/
y; B B o
l Station LAN iz . /" * awall / Router ) VPN
® | MicraSCADA Pro SYS600C

Infected [ _
Mobile [*== —
data ol
storage | ¥ ®
Unauthorized
Person
Infected ,/
Notebook

- L

)

Y
"

AN

-~

FRPE

Electronic Security Perimeter
Physical Security Perimeter

> 9
rd

Data storm by a
Fau Device

IEC61850-8-1 Statien Bus

@

Unauthorized
Person

l--ﬂ
Control and Protection IE0

Security Zone 1

~ [EC 61850

Wo g e
PN e

7
B
=

Eap
F7} Fﬁ'f?h} FE /#}i

o it

A
%
2N

Z

um

TM; =

l
w

LU A GHEL T B G EULDA]
TR AR FE-FPEEH IR
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GEFWE AP L AL RN BT

rifdp e B s Y v R g v g

%

B
fREREREE
GBS R R R 3

Foe o B s
(malware) ™ % i sc ¥ E > - iz 3 B L/
Bod B/VPN 2 i@ Ak e 3 A e Bl L4 %77 o B
EFRpOEAP L LR R DR
FAE (B4 USB) & p 30 23 5 3 b &
R AT LA (datastorm) % - R

ABB#-ET frpdit s A®RlEre BARE2RE HTFT

% >R k4 B > ¥ ¥ ¥ Station LAN f- Station BUS ® |
S N T

- 2 = ¥
= - "7 &

Bz~ FMpEFHFY 9 WGP A

F AR OB
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4 =

Maintenance Center {Security Zone 4) I

Encrypted
communication

SSL/VPN

Remote Control Center
(Security Zone 3)

SSL/VPN

Workstation

Antivirus

f#

&

Security Zone 2

MicroSCADA Pro SYS600
Antivirus

Encrypted
communication

¥ Firewall / Router / VPN

G 3

Perimeter Protection

Firewall/ =24
Router/ "w
VPN =
l Station LAN
2 IR

=} MicroSCADA Pro SYS600C

IEC61850-8-1 Station Bus

AR e &

= -

Controf and Protection IED
Security Zone 1

=L %

RS T

= ¥

il

-~

puy

B ERREYA R 2RE
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4.2.7 IEC61850 Edition 2 f§ 4

2006 & & #& 4] == = & [EC61850 Edition 1
( Communication Networks and Systems in Substations)
FE AT p et oa 2010 &# = % e Edition 2 R A

# L 3 % 4 p # i+ ( Communication Networks and

Systems for Power Utility Automation) » ™ F 3[4 &

ik LR o
Edition 2 #73 3% 4

(1) "k R Feehid & 5 3 (7-410)

(2) & 473w ke 3,k 5 (T7-420)

(3) #RLorp b v k@ Eg (LN)H A 3 8 (7-500)
(4) K+ % Re@dEg: (LN # 3] & 8 (7-510)

(5) TEC61850 /& * »+ % 7 #r2 B il 2 (90-1)

(5) IEC61850 iz * »t % § #r 7 4] ¢ w 2. F il
(90-2)

Edition 2 8 =3¢ &

(1) TEC61850-6 SCL =g s (i3 sz % )
W oirH [ID& SED v # > (P mefBais
B J[D (Instantiated IED Description)

B SED (System Exchange Description)
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(2) TED 2 B 3 4p & 4% > { & h¥ H12(8-1>9-2)

(3) # # i Bi(Tracking)® % 4 (Logging) » £ > M & &

(7-3~7-4)

(4) qr”p“
#(1-2)

PR s aE R s {§ 5 hn
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L ~FepBAECHE:
.\‘.‘?5':

1.

pEAEER BRI B E G R BRIES LR
RO R RL A A ORISR L B e 0 R A
B F 322 know-how» 2RI i £ b B4 ER & %
4r Beckhoff Automation » # F#= % h '& -

d 2Nk 8/ Rk 3 SCADA i 2% JEC 61400-25 » £ %

[EC 61850 &2 th2e # » @ [EC 61850 % Edition 2
ERS A BT A (DG) U E kA BT R hp B

s »~ » %] IEC 61400-25/1EC 61850 % &% c4p B H jiv 2

Frag il rikbEdpp i g B
¥ £ R p oo

FPRLAPN LARK(REE 9 F ~IED 2 4 & 1t
¥ RAFEAHEEY
A RT A AP G g TEC61850 & R 2 #k

N—
hpas)
|
IR
/\w
=
PN
f38
iz
iy
?ﬁi‘
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L A»aEed P2 T8 AR PHEMEE 7 i
PRSI e A R R %#”ﬂi
#% TEC 61400-25 &% 5% » ¥ 5 » 1§ fI50 & kb H &

I}

WaEE A FEIAT 24P -

2.7 pwd & [ECOI8D0 Fcii* 7 fr2 & ¥ 2 g
Kl R A4 B F R TEC61850 g

5"@“7*”’32' B R TR MG B EC

61850 2 »x & 11 2 Ap B e £ 44 % o

3. IEC61850 2= 4 2 1» % T #7> g ¥ ¢ & 5 485 & 3
ARADPHEHN A ETRF o S RRLIOT LIRS

W aE AR R A (040 @ 5L PT-CT 4 Merge Unit
LORODERIEEE A - AL i S S Y GRS i

FEEF F@R R 2 S I RER

A0 W HE AL E T ATR AR AL g
LA g 2L e kL B

A
GHRHNLAR2EE R EFERM
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