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CMMS Common Model Management System i@ * #C3] ¢ 12 & b
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% NERC en# A R8¢ - 5 M B4z A # %% m®E > 6 (CIP: Critica
Infrastructure Protection) mﬁ it > £ 5 958 (CIP-01~CIP-09) :

CIP-01 : Sabotage Reporting



CIP-02 :

CIP-03 :

CIP-04 :

CIP-05 :

CIP-06 -

CIP-07 :

CIP-08 :

CIP-09 :

Critical Cyber Asset |dentification

Security management Control

Personel and Training

Electronic Security Perimeters

Physical Security of Critical Cyber Assets

Systems Security Management

Incident Reporting and Response Planning

Recovery Plans for Critical Cyber Assets

NERC CIP CYBER SECURITY STANDARDS
Eight Standards / 41 Requirements

SIEMENS

CIP-002 CiP-003 CIP-004 CIP-005 CIP-006 CiP-007 CiP-008 CiIP-009
WEIOENT
GEHCK. HECLAIY. PERSONNEL ELECTRONIC PHYSICAL SIDTEAR REPORTING & RELEEnY:
CYBER MANAGEMENT D TRl kit itk SECURITY EEBrEE FLANS FOR
ASSETS CONTROLS MANAGEMENT PLANNING ECA
it CRITIGAL 1 CYBER 1. AWARENESS 1. ELECTRONIC 1, FLAN 1 TEST 1 RECOVERY
ASSETS SECURITY s SECURITY PROCEDURES PLANS
POLICY il PERIMETER B POl = ERianslie
2 CRAMCAL o B r T ACCESS 2 FORTS & 2 EXERCISES
CYHER 2, LEADERSHIP £ - 2 ELECTRONIC CONTROLS SERVICES R Eidias
AsETs 3. EXCEPTIONS X QECNEESULE. 3, MONITORING 5 SECURITY CONTROL
| 3, ANMUAL - : i J FHYSICAL FATGH
| REVIEW iy g‘;ﬁ:@g}{gﬁw IR 3, MONITORING MCCESS MAMASEMENT i ;ég?g:_f
4 ANNUAL & i AR EIESIONG | 4. 00GmMG 4. MALICIOUS R
APFROVAL CONTROL i PHYSICAL SOFTWARE BACKLUP
ACCESS PREVENTION TeB
6, GHANGE
::Orl'rE!‘al &, ACCESS LOG 5 ACEOUNT
’ RETEMTION MANASEMENT
5. MAINTE- 6, SECURITY
NANCE & STATUS
TESTING MONITORING
T DISPOSAL OR
REDEPLOY.
Product
Service
TATION Utility

% 2 (Cyber Security) 3
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¢1 NERC 28 47 72 - 1SO27001 4 £ * ** £ 487 %£ ¢ ; NERC 1 CIP &
BRI EAHETA FEDOTEL 20 7 LR ERE o

At g k% W IDAHO R 737 % % 9 Principal Investigator SCADA &
Control Systems & #_James Davidson ‘i % The Common Vulnerability
Scoring System (CVSS) » 3% & 5t i — fah %% 48 > 1395 NERC
CIP-007 System Security Management & > 2 o @ 2 % » ¥ 1% > security
patch management system ip B < 2 - CVSS # * = & & ip|# 2 (Metric

Group) % & 47 % Feen3i BE 0 A W] A R de T

Bade Termparal Emvironmental e

Metric Group Metric Group Metric Group
|::_' i c—:‘:p;ldl-ll'l -;: |'r-_ t-r.-'uﬂ.iulﬂ'«'. _-:I ricﬂ'::;.ur'r ﬂn:;dh:':: -__::'
- -H". —.\-l i . e \‘|
[ A e DD E--TD &1
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.. & PREeS =y

# 2+~ £ R 2 (Base Metric Group)~ & 6 i 7€ 3 de™

Access Vector: Reflects how the vulnerability is exploited. (Local, adjacent
Network, and Network)

Access Complexity: Measures the complexity of the attack required to

exploit the vulnerability once an attacker has gained access

to the target system. (High, Medium, and Low)

Authentication: Measures the number of times an attacker must

authenticate to atarget in order to exploit a vulnerability.



(Multiple, Single, and None)

Confidentiality Impact: Measures the impact on confidentiality of a
successfully exploited vulnerability. (None, Partial, or
Complete)

Integrity Impact: Measures the impact to integrity of a successfully
exploited vulnerability. (None, Partial, or Compl ete)

Availability Impact: Measures the impact to availability of a successfully

exploited vulnerability. (None, Partial, or Complete)

# - B4 £ Rl = (Temporal Metric Group) 4~ & 3 B 7€ 4 Hde™ ¢

Exploitability: Measures the current state of exploit techniques or code
availahbility. (Unproven, Functional, High, Proof-Of-Concept,
or Not Defined)

Remediation Level: Provides the state of remediation available for the
vulnerability. (Official Fix, Temporary Fix, Workaround,
Unavailable, or Not Defined)

Report Confidence: Measures the degree of confidence in the existence of
the vulnerability and the credibility of the known technical
details. Unconfirmed, Uncorroborated, Confirmed , or Not
Defined)

# 735 £ R1¥ e (Environmental Metric Group) 4 & 3 i 7 4p e ™

Collateral Damage Potential: measures the potentia for loss of life or

-6-



physical assets through damage or theft of property or

equipment.

« None: No potential for loss

« Low: Slight physical damage, property damage, loss of
revenue or productivity

« Low-Medium: Moderate physical damage, property
damage, loss of revenue or productivity.

« Medium-High: Significant physical damage, property
damage, loss of revenue or productivity.

« High: Catastrophic physical damage, property damage, loss
of revenue, or productivity.

+ Not Defined: Assigning this value to the metric will not

influence the score.

Target Distribution: Measures the proportion of vulnerable systems
« None: No target systems exist. Effectively 0% of the
environment is at risk.

« Low: Between 1% -25% of the total environment is at risk.

« Medium: Between 26% -75% of the total environment is at
risk.

+ High: Between 76% -100% of the total environment is
considered at risk.

+ Not Defined: Assigning this value to the metric will not

influence the score.

-7-



Security Requirements (Confidentiality, Integrity, & Availability): Metrics
to allow the end user to customize the CV SS score

depending on the importance of the affected I T asset.
« Low: Loss of (confidentiality, Integrity, or availability) is

likely to have only alimited adverse effect on the

organization or individuals associated with the

organization.

- Medium: Loss of (confidentiality, Integrity, or availability)

islikely to have a serious adverse effect on the

organization or individuals associated with the

organization.

« High: Loss of (confidentiality, Integrity, or availability) is

likely to have a catastrophic adverse effect on the

organization or individuals associated with the

organization.
+ Not Defined: Assigning this value to the metric will not
influence the score.

S-mEpEeeS TR LR SFE

BEReFERLAZ 2 8% FL 7

~ g
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Data Migration Process:

* PDM to IMM:

v Configuration information is exported from Spectrum into XML files.

v' XML files are imported directly into RT dataset in IMM.

v IDDUGSs are exported from PDM for al hierarchies - substation,
RTDS/CFE, ICCPIDDUGS are run through a PreProcessor.

v Processed IDDUG files are converted into XML files (one XML per

IDDUG file).
v' XML files are imported directly into RT dataset in IMM.

=

1 1.Export- [
Spectrun]___IMBVAML 2.Import
Relationg XML |\IMM
e SO :
o
o =]
POM Data
Migration
Process
3. Export 6. Impor

Y
| . 4. | ~. 5.Conversion -

_ PreProcessor |  XConv |

IDDUG IDDUGPE XML

* DBNETD to IMM:

v" DBNETD is run through preprocessor depending on project requirements.

v" Itisconverted to an XML file.

-10-



v' XML isimported directly into IMM (RT).

Thissynchsupthe “base” data between Spectrum and IMM.

% Data Creation:

v If required, Jobs are created in IMM to createthe “new” data.

v" Scenarios for Data Creation:
Non-Multisite project going to Multisite

TCI changing to CFE
Others - depending on Project Specias and Project Needs

Display Migration Process

Display Migration
Process

Spectrum fx Relations

Glabal Presentation Worldmap
Figures Logic Infarmation

|
. 3. Conversion
2. Conversion | Conyersio

)
1,Conversion Y IMM
5:‘” A

XML Im

R

x| 5 Import

- =

4. Copy to Folder

EMF

Spectrum to IMM:
v Display information is stored in fx relations in Spectrum.

v" Theserelations contain datarelated to Global Figures, Presentation Logic

and Worldmaps.
-11-



v' Global figures are converted to EMF Files.

v" Presentation Logic is converted to XML file.

<\

Worldmaps are converted to XML files -one file per Worldmap.

B4 Oncor 4 gl = (Oncor Electric Delivery) Fljg# £ 4p
EF F PO THCA TR L anF ko B3 & ERCOT £ ivig

T i 2 &7 Oncor & ERCOTﬁi;] HA AR B Ml )RR o

2-3~ Spectrum #& &-#ic = &

Spectrum Power 3 i & *+ EMS & * #icd > Bl % » 2 8 E &

o

Bt piF o RARESETRBEETTIZNE A AER S =2 310K

B T EP ESYEF 311G o A g;i,“ o P34 I H Unix
based EMS /& * #: %8 Spectrum Power 3 ch= s pE [ 4 40T B 97 F

SIEMENS

Spectrum Power 3
Product Roadmap

2010 2011 2012

~HIS 2.1 |« WebUl on Firefox | = Component updates
* TNA 1.1 I« IMM Master with Advanced |« SCADA component
* Bit solution for CFE on AIX | Graphic Editor | = AGC component
* Third-party product upgrades | - Component updates |« Security enhancements
« ClearCase for Code Control !« Third-part product upgrades | '
* Qutboard IMM i Security enhancements :
[ | i
l ; !
Released O unix  implementing Tentative
B Windows
@ 2010 Siemens Energy, Inc. All rights reserved
Page & Spectrum Power 3 Praduct Update - Sismens Confidential - Energy Automation
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@ & — 2 Windows based EMS J& * #c 48 Spectrum Power CC #c%8 &~ £ &
¢ e BlaReg 7 0 FptE KRR 5.2 7 0 Spectrum Power CC 1

2 e pE A e Bl AT

Spectrum PowerCC SIEMENS
Product Roadmap
2Q 2009 1Q 2010 4Q 2010 3
PowerCC 5.0 PowerCC 5.1 PowerCC 5.20

...— HiE THA
S| [
SCADA

SPC | Syatem Sernces

* Sizing & Performance

* Emergency Backup Control ; E
" SCADA oTs

Center
* Load Shedding

[ ] . D i di
Power Apps Web SDK Display Editor | = Cyber Security
= Context Management "HIS 2.1 !
= CDONA 1A
S04 "TNA 1A | =TNA1.2
* Single Sign On * IMK 2.1 MM 2.2
“ TNA 1.0 * CFE 1.1 (EBCC) i *HIS2I2
“HIS 2.0 * Windows 2008 i ::FEéz
= MM 2.0 * Oracle 11 ! sFA1 1-
*CFE 1.1 : '
Released Released Candidate

Fo @ FF DT R R R N E R RE L S(EMS) Spectrum
Rens mos sl > FEE AR AR B At A 2
HBD AR GFE YA oA P it 20 & I H KA L B 5 Spectrum

Power 3.5.3 % Spectrum Power CC 4.0.1 > &3t & Sk b A3 & 11 adF {8 €

i

FREE i RIfd EAFRFE S S0 SECA ¥ 4K Ry

TEANTEZPEAT oW FH R PE R AEEFET A FABAE S 6 ok
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Siemens EA Customer Association Meeting

April 11-15, 2010 — Charleston, SC

Sun 04/11

Col. Ballroom East
9:00 AM - 12:00 PM

Future Directions
Woerking Group

Bill Winters

| Mono04/12 | Tue04/13 | Wed 04/14 | Thu04/15 |

Colonial Ballroom
WELCOME

Ed Barton
SECA President

Charles White
SCE&G VP

Business Update
Sigmens

Product Update
Siemens Product
Managers

Cyber Security
Briefing
Siemens

Custom Displays

Joint Session
Scott Bordenkircher

9:30 AM — 10:30 AM
Smartgrid

Joint Session
Paul Messier

10:45 AM — 12:00 AM
CIP Audit Follow
Up
Joint Session
Mike Filzpatrick

Hotel Restau

Migration
Bob Flagle

11:45 AM

=-Plann
Session

B:30 AM - 12:00 PM
8:30 AM - 12:00 PM
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1:00 PM - 3:30 PM

Security WG
Phillip McCrory

Col. Ballroom East L

Citadel South

SECA Board
Meeting

Hotel Atrium
6:00 PM - 9:00 PM

Hotel Atrium

Colonial Ballroom
1:00 PM - 3:00 PM

User Interface WG
Bob Flagle

C B East |

3:00 PM

WG Chair
Meet

Hotel Atrium
5:30 PM - 3:00 PM

Colonial Ballroom
1:00 PM - 1:45 PM

WG Reports
Scott Bordenkircher

2:00 PM = 3:00 PM

Joint SECA
Planning Session
Ed Barfon

Remote Access
Architectures
Bob Flagie

SECA Board
Meeting

- Refreshment breaks are between sessions each day -
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Siemens EA Customer Associa
April 11 - 15, 2010
Charleston, South Caroli

Spectrum Power
Cyber Security
Release 3.10

Paul Skare
Director
Cyber Security

2010 Siemens Energy, Inc.
Siemens Confidentiai
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