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—»_Since the terrorist attacks of September 11, 2001, Warning of terrorist

r-attacks against our critical infrastructure have also increased.




What is DDoS Attack
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C’g 2007 cyberattacks on Estonia (212)
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Both the

United States

Affecting South

Korea - the

presidential Blue

House, the
dinistry of
Defense, the

M ristry of Public

ninistration
Security.

South Korea, including the |
country's National A
Intelligence Service as well -
as one of its largest banks
and a major news agency.
The U.S. State Departméht 7
said that its website also
came under attack.




: ) | The 3 "E” s Anti-DDoS Attacks Strategies

;k»o‘f‘Anti—DDoS attacks needs comprehensive and -

lize network devices including ﬁrewall,,’[DS S
Delivery Controller(4DC) etc. to establish
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>) |Strategy 1 —Engineering
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C'E) ‘Stmtegy 1 —Engineering @

dure need well defined Incident Handling SOP

= imended DDoS Handle procedures (for Web
~ administrator)

P address, during under attacks, through DNST»:;L .i.:.;QQ;:I

the services from the victim server
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- Report to LE
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Strategy 2 —Enforcement

Intel & Investigation
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Strategy 2 — Enforcement

» [nternational cooperation is crucial
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Strategy 3 —FEducation

APCERT DRILL 2007




Strategy 3 —Education

> Percentages of key types of incident between 1999~2008

Figure 13: Percentages-of Key Types of incident
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