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= The masswe use of IT has benefited signif can’dy the e.rgem:zatlons

= With the new technologies have arisen new ways of commlttlng crimes or
cybercrime. :

= “Computer crime" is all I”ICIt conduct that makes use of technology and it
_can have a legal sanction.

= The organized crime, subversive and terrorist groups have created the
~ crime of the cyberterronsm

= There are legal gaps to punish these crimes.

—=The cybercrlme and the cyberterrorism have become a National Secunty
problem. ' :

= The main mternatlonal strategy to fght the cybercnme and the
--cyberterronsm inthe organizations is the CSIRT's creation.




Objefive

_EICQ_Ord-i_n:até:‘_'“thé dé_ﬁnition--of-a national '--stra'tegy '_for the
establishment of a National CSIRT to guarantee the
_ existence and continuity of the information society of the

Mexican State |, ~protecting the information of critical
_technological infrastructure.

~_ = Not enough legislation aboutthe subject.
__ = There are not coordinated plans or strategies to face the

technological security incidents in critical infrastructures.
. ;rhere is no integral government initiative to attend to this
—topic——= _ _ ==

= Increasing use of information and sensitive communications
- In electronic means. —

= There are not enough awareness about cybernetic
vulnerability and cibersecurity. =

a 2-7'.8 'rn'i'llib-n'_ I n't'-érnet users in Mexico in 2008

~=n -Mex'ico-'fhe-cyberattacks have“incréaséd.'-' -




Critical infrastructures in Mexico

Financial and Bank




General strategy of Evolution of the CSIRT Mexico

Beginning | strengthening

*Creation of the Coordination of .| Implementation .| * Strengthening of the legal frame
Computt_ar Resme | - Impulse of the politics of ; for a!tel.-ltmn of cybernetic |rfadenhz.
Information Security Teams computer security in the * To build own CSIRT Mexico
“Integration of interinstitutional Federal Government. i | facilities

—| group of govemment
.| organisms of national security
~ | *Beginning of the creation of
| CSIRT's in the National
2| Security Agencies.

* Coordination of CSIRT's of

Identification and analysis of iz i
cybernetic risks in m‘ﬁ:m | dependencies on the Federal
infrastructures. .| Government

Consolidation of CSIRT's inthe | %= | Incidents response related with
National Security Agencies. ——1{ National Security and Federal
il . Link with international entities.

= Autonomy legal and administrative. |-

* Legislation and regulations.

* Coordination of the CSIRT México

{ by the Presidency of the Republic.. |-

| = Coordination with federal,
academic and private CSIRT's. :

= Collaboration with CSIRT's around
the World

= Staff with high technical level,

= Attention of incidents response

related with national security and

public security in all the country.

==

= Main c organism of the mstances of Natlonal Sec'_ﬁ_r_ity__'.__'on__'..the_..
-'--'__--_:-'subject of cybersecunty : ———

= Coordtnate the Attentlon of cybersecurity Incrdents

'__-"_'_Proactlve actlons AS= vulnerabllltles analy3|s ~emission of

_ '."recommendatlons and bulletins on the subject of cnbersecunty for
: --'-publlc and prlvate orgamsms : —

* To impel the creation of a national program of technological
= .protectlon about lnformatlon in crltlcal znfrastructures :

= The one and only international 000perat|on entlty with other
CSIRT's.




