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An agency under the Ministry of Science, Technology and Innovation of Malaysia
Started operations in year 1997 and funded by the Malaysian Government

We are the co-secretariat to the Malaysia’s National Cyber Security Policy, together with
the Ministry of Science, Technology and Innovation of Malaysia.
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CYBER THREATS
- Malaysia
Technology Related Threats Cyber Content Related Threats

f Hack Threat
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CYBER SECURITY INCIDENTS - |Cumersecuning g
- MyCERT . -

* A total of 12,982 security incidents were referred since 1997 (excluding spam)

Malicious
System Int

Securing Our Cyberspace
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CYBER WARFARE

HES GONE Jerry Garcia Doad 2t 53 :

Cyberwar
Internet and related technological means against
fpohtlcal, economic, technological and information
-sovereignty and independence of a state.

"Examples:

-+ Nation/government vs. terrorist/subversive

“groups

"+ Law Enforcement vs. organised crime
Organisations vs. economic/industrial espionage

“Tactics -+Distributed Denial-of-Service

"« Cyber espionage Attacks

» Web vandalism « Equipment disruption

'« Propaganda s Attacking critical infrastructure
'« Gathering data *Compromised Counterfeit

' Hardware

§§§§ . (source: http://en.wikipedia.org/wiki/Cyberwarfare)
sasg Securing Our Cyberspace
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THREATS TO CRITIAL NATIONAL INFORMATION ~ [=2255850ul
INFRASTRUCTURE (CNII)

Interdependencies ELECTRICITY TV asseon e o

The high degree of l
interdependency between : 1]
our critical infrastructure g :
sectors means failures in
one sector can propagate
into others.

SECTORS/
ﬂ[ SERVICES
SEee
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E-SOVEREIGNTY AGENDA (O oerSecUringl
. = BALATYTSEA

- Malaysia’s e-Sovereignty Foundation

Source: NITC, 2003
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THE NATIONAL CYBER SECURITY POLICY (NCSP)
- Objective

s
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MALAYS!A

CyberSecunty Malaysia
launched by

Prime Minister of

Malaysia

o dhd A oy

ONCSP e

O Adoption and
Implementation

esesvesse

L National Cyber
QO Security Polic

formulated by
N MOSTI

P B T T T T L e

the study on the Nanonaleber Security Policy (NCSP) in 2005

National IT Council (NITC Meeting on 7 Apr 2006 agreed to implement NCSP
and establishment of theyMalaysia Cyber Security Centre to administer NCSP.

NCSP was endorsed by the Cabinet in May 2006.

CyberSecurity Malaysia launched by Prime Minister of Malaysia on 20 Aug

The policy recognises the critical and highly interdependent nature of
the CNIl and aims to develop and establish a comprehensive
programme and a series of frameworks that will ensure the

L effectiveness of cyber security controls over vital assets

THE NATIONAL CYBER SECURITY POLICY
- Vision & CNIl Sectors

IXTEY TN |

NCSP
Objectives

Address The Risks To
The Critical National
Information
infrastructure

_
<
Ensure That Critical

Infrastructure Are
Protected To A Level

That Is Commensurate - p

With The Risks ‘

_

=

| Develop And Establish
1 A Comprehensive

¢ Program And A Series
Of Frameworks

A
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VISION

‘Malaysia's Critical National Information Infrastructure shall be secure, resilient and seif-reliant. Infused with a culture
of security, it will promote stability, social well being and wealth creation’

———— ~ o
DEFENCE & SECURITY ( B ENERGY
*Ministry of Defense, Military CRITICAL NATIONAL +Energy Commission
*Ministry of Home Affairs, Police INFORMATION A «Electricity Co., Petroleum Company )
., o
pmm——— LI INFRASTRUCTURE 4 INFORMATION & h
TRANSPORTATION Assets (real & virtual) COMMUNICATIONS
*Ministry of Transport systems and function’s that .glg':&ruy rgf information, Communications
e tahre ‘V’:tal fo th?ynation that *Malaysia Communication & Multimedia
elir incapacity or Commission
BANKING & FINANCE destruction would have a \ <
"g'"'f"{gf :;"a"‘:e devastating impact on GOVERNMENT
«Central Ba .
. + Securities Commission J -Nathnal defense & +Malaysia Administrative, Modernisation
~ N[ secunty and Management Planning Unit
HEALTH SERVICES National economic >
«Ministry of Health .s,tJSng,Z {image FOOD & AGRICULTURE
«Minit f Agriculil
L ) «Government capability to Ministry of Agriculture
¢ \§ function > 5
EMERGENCY SERVICES «Public health & safety WATER
Ministry of Housing & Local Municipality «National Water Service Commission
V. k ) J
2888
Py ggg Securing Our Cyberspace
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THE NATIONAL CYBER SECURITY POLICY
- Implementation Approach

{ ~ (0.— 1 YEAR) ADDRESSING IMMEDIATE: CONCERNS )
: - Stop-gap measures to address fundamental vulnerabilities to the
information security of the CNH.
- Creating a centralised security platform.
- Raising awareness-of information security and its implications.
A 2 ) : Vet . ) - o]
\. /
(
r N\ (0 — 3 YEARS) BUILDING INFRASTRUCTURE & HUMAN h
CAPACITY
» Setting-up the necessary systems, processes, standards and institutional
arrangements (mechanisms) .
* Building capacity amongst researchers and info security professionals.
\ J
\_ J
4
s ~\ (0-— 5 YEARS & BEYOND) DEVELOPING SELF-RELIANCE R
» Developing self-reliance in-terms of technology as well as professionals.
* Monitoring the mechanisms. for compliance,
* Evaluating and improving the mechanisms .
+ Creating the culture of Info'Security:
J
Securing Our Cyberspace
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THE NATIONAL CYBER SECURITY POLICY iCupersecy

W& LAY 5 1A

- Policy Thrust

nternational

. N Reduced no. cooperation &
" A Expan.swn of of InfoSec Ac_cgpta.nce & Strgngthen or “CNit-resilience branding on
& increased in national . . utilization of include : S
ANt A P incidents sigl against cyber CNIE:
coordination. success in, certification - local infosec % B
y through : ; crime; protection
centre & the scheme for . . developed enforcement s .
p vty o . improved. - Phr Py H . terEorism, with
Effective - infosec mgmt awareness & info'security role-in-all CNIi fowarfare improved
‘Public-Private cyber crime & assurance skill level products : regulators - dwareriess &

Cooperation

1 )
PT 1 PT 2 : PT 3 PT 4 PT S PTG PT-7 PT 8 :
EFFECTIVE LEGISLATIVE . CYBER SECURITY CULTURE OF RESEARCH & _ COMPUIANCE & | CYBER SECURITY | |NTERNATIONAL
GOVERNANCE & TECHNOLOGY SECURITY & DEVELOPMENT -:f .ENFORCEMENT EMERGENCY: COOPERATION
- REGULATORY FRAMEWORK CAPACITY |- TOWARDS SELF READINESS
FRAMEWORK BUILDING f RELIANCE .
% Ministry.of 7 Ministry of - -Ministry of |7 Ministry of Ministry of . NRURHY ST
... Science, éttornery . Science, .. Science, ... Science, information, 'I;eaz:?r?tayl . GRS %%F,r
& Technology 4Che nel: s <" Technology | Technology i~ Technology ommunication Council o] muﬁiiccgygnn
& Innovation ambers & Innovation =& Innovation i:&Innovation {:. & Culture ) : 3 &"&‘:‘fgure
gses” 7 PT - Policy Thrust

© ggg Securing Our Cyberspace
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THE NATIONAL CYBER SECURITY POLICY ICubersecy
- Policy Thrust

EFFECTIVE
GOVERNANCE

Ministry of Science,
Technology & Innovation

INTERNATIONAL
COOPERATION

‘ Ministry of Information,
Communication & Culture

LEGISLATION &
REGULATORY
FRAMEWORK

" ‘Malaysia's Critical
National Information
Infrastructure shali be

CYBER SECURITY

secure, resilient and
EMERGENCY self-reliant. Infused. - TECHNOLOGY
READINESS with a.culture of FRAMEWORK

National Security Council security, it will
promote stability,
- social:well being and -

Ministry of Science,
Technology & Innovation

COMPLIANCE &
ENFORCEMENT

Ministry of Information,
Communication & Culture

CULTURE OF SECURITY _J
& CAPACITY BUILDING /

Ministry of Science,
Technology & Innovation

R & D TOWARDS
SELF RELIANCE

Ministry of Science,

@ § g § Technology & Innovation
e saa Securing Our Cyberspace N S
eRe 2 . . . .
@ Copyright © 2009 CyberSecurity Malaysia Stide no: 13

PT 1: EFFECTIVE GOVERNANCE T
- Structure

Establishment of a
national info security e

coordination center Natlonal IT Councﬂ
hair: Prime Mmuster

‘National Cyber Security -
Advnsory Committee (NaCSAC)

Chair: Chief Secretary

National Cyber Security
Coordination Committee (NC3)

Chair: Secretary General, Ministry of Science, Technology &
: JInnovation

National Cyber Security Policy
Workmg Group

| PT1|PT2} PT3|PT4|PT5|PT6|PTZ]PT’§L[‘ NP

@@@%

e @ % @ Securing Our Cyberspace
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PT 2: LEGISLATIVE & REGULATORY FRAMEWORK |CuberSecu
- Cyber Security Issues

A Study on the laws of Malaysia to accommodate legal challenges in the Cyber
nvironment ’

Identification of

issues and Recommendation of
)allenges faced in current “type of amendments
.aslecugga w280 e | legislative

he cyber ——Frariework , to-thedaw————

-environment | O eSeouiy v s e ]

Assessment of

PT 2: LEGISLATIVE & REGULATORY FRAMEWORK ICuoersecurirg)
- Cyber Laws Reviews Recommendations

—
o T
e TR TR
=~ T T e

s m—— e

] . Improve the Laws

b Evolving technology — Amendments to the law ¢ uickly
4 i but will be insufficient. Playing “catch-up” all thqe timg

e — T, N o

EE8S
&&@ .
8868 Securing Our Cyberspace
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PT 3: CYBER SECURITY TECHNOLOGY FRAMEWORK | Cubersecurny
- Standards

To increase the robustness of the CNIl sectors by complying to international
standards:
MS ISO/IEC 27001:2006 Information Security Management System (ISMS)

INTERNATIOHAL 1SOREC
STANDARD 27601

ME! S, . REA
B (ISOAEL 2TEHIGES. 1DTY

il e Copysight 205
““’;; & CEFARTRIENT OF SYANTARDS BALAYSIA & FERARTVIENT OF STASDARES MALAYSIA
The International |Ms ISO/IEC 27001:2006 || MS ISO/IEC 17799:2005
\Sta"da"ds ' [ Adopted as Malaysmn Standards

k. g g & Expansnon of national certification scheme for

P-4 @g Sec""'ng Our Cyberspace infosec mgmt & assuarance
ees% @ . N .
s Copyright © 2009 CyberSecurity Malaysia Slide no: 17

PT 3: CYBER SECURITY TECHNOLOGY FRAMEWORK fCuoesecy
- Product Certification

~ A

Malaysian Common Criteria Evaluation &
Certification (MyCC) Scheme

- MISSION \ Austria

~ “to increase Malaysia’s

_ competitiveness in quality Rng:l:cz:l?c
- assurance of information security '

" based on the Common Criteria (CC) |
~ standard and to build consumers’

- confidence towards Malaysian

Denmark

; —= - ; Findand Malaysia
nformation security products”
: i Greece Pakistan
~Malaysia was accepted as Common Hungary | Singapore

riteria Recognition Arrangement

@

% g , : .

g ﬁ Copyright © 2009 CyberSecurity Malaysia Slide no: 18




accordingly

Acculturation:

= Types of contents for cyber security awareness materials

» Cooperation, communication and coordination plan

= Assess the current state of cyber security culture within the CNII
elements’ and formulate recommendations

Capacity Building:
= Minimum requirem

rofessionals. _ .
LA ? A plan for CNII entities to increase the number %isc:trigzgse.d /
Ngecurity professionals within their respective organpx ;

curing Our Cvberspace .. - .————~

ents and qualifications for information security

e
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PT 4: CULTURE OF CYBER SECURITY & CAPACITY  [CuberSecirig)
BUILDING - Capacity Building

( ] Associate Business Continuity Professional (ABCP)
Certified Functional Continuity Professional (CFCP)
Certified Business Continuity Vendor (CBCV)

L ) Certified Business Continuity Professional (CBCP)

( ™)

Certified Information Systems Security Professional (CISSP)
Systems Security Certified Practitioner (SSCP)

\ J
r ™
Certified Information Systems Auditor (CISA)
Certified Information Security Manager (CISM)
Certified in the Governance of Enterprise IT (CGEIT)
Lk / J
. ™\
Professional in Critical Infrastructure Protection (PCIP)
\. J
Bee Reduce no of Infosec incidents through
@ggg Securing Our Cyberspace improved awareness & skill level
ggﬁ & Copyright © 2009 CyberSecurity Malaysia Slide no: 20




PT 4: CULTURE OF CYBER SECURITY & CAPACITY
BUILDING - Awareness

Content
Channels

Content
Developers

Target

Content Localisation & Packaging Audi
uaience

Cesssevessessessasee
@ os00v0002030000000e

seseceessesensensusnse

Children / students

Publications

International Parents / home sers
CERT

Communities

Other industry

tesesonenssssssssssene

*cenvsosssnsssonse

partners
Organisations
A Safer Place
£
299 Securing Our Cyb
P-4 ing Our Cyberspace
g g & & Copyright © 2009 CyberSecurity Malaysia Slide no: 21

PT 4: CULTURE OF CYBER SECURITY & CAPACITY
BUILDING - Awareness Materials

PARENTS/ END USER ORGANISAT

cnii.cybersecurity.my
www.cybersafe.my
www.mycert.org.my

Securing Our Cyberspace
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PT 5: RESEARCH & DEVELOPMENT TOWARDS SELF JCuoersecurni
RELIANCE - R & D Roadmap

Development of the Natlonal R&D Roadmap for Self Rehance in Cyber Securlty Technologles is

Acceptance & utilization of local developed
info security products

—

$:To'ldentify Technologies That -
1 Are Relevant and Deswable by
the CNII-:

To Provide Domain
.Competency Development. |

. -To Update the National R&D

Roadmap-
Bhed
K zgg Securing Our Cyberspace
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PT 6: COMPLIANCE & ENFORCEMENT CubErSecunity

i WA LATES

- Risk Assessment

Risk Assessment (in NCSP-PT6 context) looks at the likelihood of threats exploiting
vulnerabilities to Cyber Assets disrupting/compromising delivery of Products and
Services and the consequence or impact of the disruption/compromises of the
“Products and Services to the Nation, Commerce, Industry, Government, Consumers
“and other beneficiaries . Inventorise list of critical products/services, identify cyber
eadmess mventonse & monitor compliance to infosecurity standards

Delivers
ICT Strengthen or include
S infosec enforcement role in
ystems all CNIl regulators

And . Equipment

Applications (non-Cyber Assets National

(Cyber Assets) Where applicable )
conomy &
That Support Economy

Reliable Operation, Security
Protection and
Quality of Output
Products and

Services

Likelihood
Of Threat

Impact of
disruption




THE NATIONAL CYBER SECURITY POLICY
- Cyber Security Emergency Readiness

NATIONAL CYBER cmsrs, S| e seeyComanse)
A framework that outlmes the strategy ﬁ
| for cyber attacks mitigation and response | | S ;
famong  Malaysia’s ~ Critical ~ National | || Meiorelcybercree Hanagomenc |
;;Informatuon Infrastructure (CNII) through | | .craiYas beputy prime inister |
[public_and private collaboration and | ﬁ
Natior'aal Cyber Crisis Management Working
Group (NCCMWG) i
Chair : Secretary of National Security Councnl

- -National Cyber;Coordi'rtatipn;and

CNII resilience against cyber crime,
terrorism, info warfare

PTOVIOE COOTATNAted Y 1o . 3

kil 4 Enhance the | res onsre in 1 Minimize the impact :
e :%ﬁiﬂé% Cobecazability to handle _responsen to society and

attacks __k_Cyber related isstres ehos cyorseririy napah J_economic activities |

Y e - Vot TN

[ Increase the level of

PT 8: INTERNATIONAL COOPERATION
- Strategic framework

‘f’““&“

Cubersecuringgd

AL AY BIA

Intl branding on CNII protection with
improved awareness & skill level

) RI@RITIZE o ppportu_nities%é‘t

international cyber

“Evaluate security platforms
Malaysia’s where Malaysia can}

, interests at vie for positions to | COLLABORATION MEMBER
- international play a ieadership

ENGAGE cyber security ;\cﬂ)lel to project

Participate i platforms and alaysia’s image

re?eégﬁf C‘;’,{,’;r act on elements and promote

security where Malaysia Malaysia’s interests

meetings and can get tangible

events fo benefits and

promote voice third world

Malaysia’s interests

positions and

interests in the
said meetings
and events

ARF

; _ Cyber Security OU with
Y T T N . AusCERT
& z §§ Securing Our Cyberspace
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HberSer rir

Way‘ Forward = MALAYSIA

0 Closer Cooperation among APEC members, law
enforcement agencies etc, to protect Cyberspace
from Terrorist Use and Attacks.

O Strategic alliances provide assistance in
anticipating and mitigating cyber attacks from
abroad

O Sharing of information, best practices, tools, R&D
and technologies in securing Cyberspace

0 Need to keep up with/stay ahead of the cyber
criminals in areas of people (skill set), process
(management, underground criminal cooperation)

esse & t_echnolo,g
& ape Securing Our Cyberspace
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THANK YOU

CNIl Portal

Gritical Natienat nformation infrastiucture

¢nii.cybersecurity.my

eSecurity%ﬂ(

ganer .,
inguiries : reporiing
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