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IAS 2007 Final Programme

* Workshops (for the full programmes please refer to their respective Web

sites):

e 2007 International Workshop on Data Hiding for Information and
Multimedia Security (Thursday 30th August 2007, Location:
Boardroom Level 6)

e 2007 International Workshop on Computational Forensics (Friday 31st

August 2007, Location: Boardroom Level 6)

* Conference (click here for the pdf version):

Wednesday, August 29, 2007

Time Activity

8:00 - 9:00 | Reception

9:00 - 9:15 | Opening remarks

Location: Cockcroft Theatre

9:15 - 10:15 | Keynote speech 1: Biometrics Intelligent Information Systems
and Applications, Patrick Wang
Location: Cockcroft Theatre

Chair: Ajith Abraham

10:15 - Coffee/Tea break (Location: The Hub)

10:45

Time Session A.1.1: Agent & Session B.1.1: Network
System Security Security 1
Location: Cockcroft Theatre Location: Conference
Chair: Jose Romero-Mariona Room 6

Chair: Hannan Xiao

10:45 - Organized Anonymous Agents | Towards an Autonomic
12:25 Martijn Warnier and Frances Security System for Mobile
Brazier Ad Hoc Networks

Mohamad Aljnidi and Jean
Comparing the Trust and




Security Models of Mobile
Agents
Michail Fragkakis and Nikolaos

Alexandris

Program Fragmentation as a
Metamorphic Software
Protection

Bobby D. Birrer, Richard A.
Raines, Rusty O. Baldwin, Barry
E. Mullins and Robert W.

Bennington

Accurate Application-Specific
Sandboxing for Win32/Intel
Binaries

Wei Li, Lap-chung Lam and
Tzi-cker Chiueh

Leneutre

A Secure Authenticated
Key Agreement Protocol for
Wireless Communications
Pierre E. ABI-CHAR,
Abdallah MHAMED and
Bachar EL-HASSAN

Hierarchical Multi-Party Key
Agreement for Wireless
Networks

Sigurd Eskeland and
Vladimir Oleshchuk

Applying Secure Data
Aggregation Techniques for
a Structure and Density
Independent Group Based
Key Management Protocol
Kashif Kifayat, Madjid
Merabti , Qi Shi and David

Llewellyn-Jones

12:25 - Lunch break (Location: The Hub)
13:45
13:45 - Keynote speech 2: How Cisco protects Cisco, Paul King
14:45 Location: Cockcroft Theatre
Chair: Ning Zhang
14:45 - Coffee/Tea break (Location: The Hub)
15:00
Time Session A.1.2: Risk Session B.1.2: Panel
Assessment Location: Conference
Location: Cockcroft Theatre Room 6
Chair: Tzi-cker Chiueh Chair: Ning Zhang
15:00 - Dynamic Control Approach to Levels of Authentication
16:40 Risk Mitigation in Computing Assurance: an Investigation




Infrastructures
Reiko Ann Miura-Ko and

Nicholas Bambos

Risk Management in Coalition
Networks

Wim Mees

Operational Risk: Acceptability
Criteria
Daniel Gideon Dresner and

Robert Wood

Modeling Security Protocols as
Games
Mohamed Saleh and Mourad

Debbabi

Aleksandra Nenadic, Ning
Zhang, Li Yao, Terry

Morrow

16:40 - Coffee/Tea break (Location: The Hub)
17:00
Time Session A.1.3: Trust Session B.1.3: Network
Management Security 2
Location: Cockcroft Theatre Location: Conference
Chair: Nick Bambos Room 6
Chair: Martijn Warnier
17:00 - HPRS: A Hybrid P2P Reputation | A Performance Comparison
18:15 System Using File and Peer of Wireless Ad Hoc

Rating
Srinivasan T, Varun
Ramachandran and Arun

Vedachalam

Resource Classification Based
Negotiation in Web Services
Diala Abi Haidar, Nora
Cuppens, Frederic Cuppens and

Herve Debar

Network Routing Protocols
under Security Attack

Su Mon Bo, Hannan Xiao,
Aderemi Adereti and James

A. Malcolm

On Detecting Selfish
Packet Droppers in
MANET: A Novel Low Cost
Approach

Tarag Fahad, Djamel




Managing Behaviour Trust in
Grids Using Statistical Methods
of Quality Assurance

Elvis Papalilo and Bernd

Freisleben

Djenouri and Robert

Askwith

Binding Update
Authentication Scheme for
Mobile IPv6

Irfan Ahmed, Usman Tariq,
Shoaib Mukhtar, Kyung-suk
Lhee, S.W. Yoo, Piao Yaniji
and ManPyo Hong

19:00 - Conference Reception (Location: Weston Room 1)
22:00
Thursday, August 30, 2007
Time Session A.2.1: Intrusion Session B.2.1: Tutorial A
Detection 1 1
Location: Conference Room 5 Location: Conference
Chair: Cor Veenman Room 6
Chair: Patrick Wang
9:00 - 10:15 | Detection and Honeypot Based | Intelligent Pattern
Redirection to Counter DDoS Recognition and
Attacks in ISP Applications
Anjali Sardana, Krishan Kumar | Patrick Wang
Saluja and R. C. Joshi
IP Protection: Detecting Email
Based Breaches of Confidence
Neil Cooke, Lee Gillam and
Ahmet Kondoz
Non-Stationary Markov Models
and Anomaly Propagation
Analysis in IDS
Arnur G. Tokhtabayev and
Victor A. Skormin
10:15 - Coffee/Tea break (Location: The Hub)

10:45




Time

Session A.2.2: Intrusion
Detection 2
Location: Conference Room 5

Chair: Sandro Bartolini

Session B.2.2: Tutorial A
2

Location: Conference
Room 6

Chair: Patrick Wang

10:45 -
12:25

Building Trustworthy Intrusion
Detection through VM
Introspection

Fabrizio Baiardi and Daniele

Sgandurra

Early DoS Attack Detection
Using Smoothened Time-Series
and Wavelet Analysis

Pravin Shinde and Srinivas

Guntupalli

A Security Model for Detecting
Suspicious Patterns in Physical
Environment

Simon Fong

Detection of Web Defacements
by Means of Genetic
Programming

Eric Medvet, Cyril Fillon and
Alberto Bartoli

Intelligent Pattern
Recognition and
Applications (continued)

Patrick Wang

12:25 -
13:45

Lunch break (Location: The Hub)

Time

Session A.2.3: Cryptography
& Applications 1
Location: Conference Room 5

Chair: Tzi-cker Chiueh

Session B.2.3: Security
Requirements & Policies
Location: Conference
Room 6

Chair: Danny Dresner

13:45 -
15:00

Threshold SKI Protocol for
ID-based Cryptosystems

On the Definition and

Policies of Confidentiality




Ashutosh Saxena

An LSB Data Hiding Technique
Using Prime Numbers
Sandipan Dey, Ajith Abraham
and Sugata Sanyal

Low-cost Anonymous

Timed-Release Encryption
Dimitrios Hristu-Varsakelis,
Konstantinos Chalkias and

George Stephanides

Johs Hansen Hammer and

Gerardo Schneider

Enhanced Availability and
Security by Rate Control
Using Extended Policy
Framework in SELinux
Pravin Shinde, Priyanka
Sharma and Srinivas

Guntupalli

CCARCH: Architecting
Common Criteria Security
Requirements

Jose Romero-Mariona,

Hadar Ziv and Debra J.

Richardson
15:00-15:30 | Tea/Coffee break (Location: The Hub)
Time Session A.2.4: Cryptography | Session B.2.4: Intrusion
& Applications 2 Prevention
Location: Conference Room 5 Location: Conference
Chair: Sergio Damas Room 6
Chair: Mario Refice
15:30 - Integrating Multi-Modal Circuit Vulnerability Assessment
17:35 Features within an Efficient by Learning Attack

Encryption System
Evangelos Papoutsis, Gareth
Howells, Andrew B. Hopkins

and Klaus McDonald-Maier

A Secure Authenticated Key
Agreement Protocol Based on
Elliptic Curve Cryptography
Pierre E. ABI-CHAR, Abdallah
MHAMED and Bachar
EL-HASSAN

Specifications in Graphs
Virginia N. L. Franqueira

and Raul H. C. Lopes

Automatic Patch
Generation for Buffer
Overflow Attacks
Alexey Smirnov and

Tzi-cker Chiueh

Protecting IP Multimedia

Subsystem Service




Inclusion of a Montgomery
Multiplier Unit into an Embedded
Processor's Datapath to
Speed-up Elliptic Curve
Cryptography

S. Bartolini, G. Castagnini and

E. Martinelli

Delivery Platform from Time
Independent Attacks
Muhammad Sher and

Thomas Magedanz

Cyber Threat Trend
Analysis Model Using HMM
Do Hoon Kim, Taek Lee,
Sung Oh D. Jung, Hee Jo

Lee and Hoh Peter In

DIPS: A Framework for
Distributed Attack
Prediction and Intrusion
Prevention Using Hidden
Markov Models and Online
Fuzzy Risk Assessment
Kjetil Haslum and Ajith

Abraham

19:00 -
21:30

Conference Banquet (Location: Albert's Shed Restaurant, 20

Castle Street, Manchester M3 4LZ - see it on a map)

Friday, August 31, 2007

Time Session A.3.1: Data Security Session B.3.1: Security
and Privacy 1 Analysis
Location: Conference Room 5 Location: Conference
Chair: Robert McAdoo Room 6
Chair: Elvis Papalilo
9:00 - 10:15 | Enforcing Privacy by Means of | Team Edit Automata for

an Ontology Driven XACML
Framework

Dhiah el Diehn I.Abou-Tair,
Stefan Berlik and Udo Kelter

Addressing Privacy Issues in

CardSpace

Testing Security Property
Zhenrong Yang, Aiman
Hanna and Mourad

Debbabi

Analysing Security Threats
against Network

Convergence Architectures




Waleed A. Alrodhan

Second-LSB-Dependent Robust
Watermarking for Relational
Database

Xiangrong Xiao, Xingming Sun

and Minggang Chen

Patroklos Argyroudis,
Robert McAdoo, Stephen
Toner, Linda Doyle and

Donal O'Mahony

Modelling Quality of
Protection in Outsourced
Business Processes
Fabio Massacci and

Artsiom Yautsiukhin

10:15 - Coffee/Tea break (Location: The Hub)

10:45

Time Session A.3.2: Session B.3.2:
Authentication/Access E-commerce Security
Control Location: Conference
Location: Conference Room 5 Room 6
Chair: Milan Markovic Chair: Sandro Bartolini

10:45 - An Authentication Scheme Secure M-commerce

12:25 Using Non-Commutative Transactions: A Third Party

Semigroups

Milton Chowdhury

SARBAC-HH: A Scoped
Administration Model for RBAC
with Hybrid Hierarchy

Yue Zhang and James B.D.
Joshi

A Theoretical Security Model for
Access Control and Security
Assurance

Bo-Chao Cheng, Huan Chen
and Ryh-Yuh Tseng

A Purpose-Based Access
Control Model

Naikuo Yang, Howard Barringer

Based Signature Protocol
Lisha He, Ning Zhang,

Lirong He and lan Rogers

Secure E-Commerce
Protocol for Purchase of
E-Goods

Satish RDevane,
Madhumita Chatterjee and

Deepak Phatak

An Effective and Secure
Buyer-Seller Watermarking
Protocol

Ibrahim M. lbrahim, Sherif
Hazem Nour EI-Din and

Abdel Fatah A. Hegazy




and Ning Zhang

12:25 - Lunch break (Location: Weston Restaurant)
13:45
Time Session A.3.3: Data Security Session B.3.3: Tutorial B
and Privacy 2 1
Location: Conference Room 5 Location: Conference
Chair: Robert McAdoo Room 6
Chair: Milan Markovic
13:45 - A Secure Storage Service for Cryptographic Protocols in
15:00 the gLite Middleware Modern Computer
Diego Scardaci and Giordano Networks - Combining
Scuderi Authentication and Secure
Payment
An Architecture for Privacy Milan Markovic
Preserving Collaborative
Filtering on Web Portals
Waseem Ahmad and Ashfaq
Khokhar
15:00 - Coffee/Tea break (Location: The Hub)
15:30
Time Session B.3.4: Tutorial B
2
Location: Conference
Room 6
Chair: Milan Markovic
15:30 - Cryptographic Protocols in
17:00 Modern Computer

Networks - Combining
Authentication and Secure
Payment (continued)

Milan Markovic
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