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( checkboxes )k H 47 A (styles )% » R EH @B BT 5K F AR P w(client) s # %8 4
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WA P ey B R RN R AR R 0 B R R & (submitted ) 247 ik
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WEXBTEFARBEEFARBRRELAATAR RGBS EHMERGEN - &
» TTHERAZ T35 % the eXtensible Markup Language (XML) € &4k 2 % B4 H 4 F &
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1.7 4 R Hudig @AR %

AXAEEET ¢« HTML* ~ XHTML* ~ XML* ~ XForms*

A A Hadizzs ¢ CSS* ~ XSL*

e A #4hF © CGI ~ ASP ~ ASP.NET ~ ColdFusion -~ JSP -~ PHP
KPR EFHEM 1 ActiveX ~ Java Applet ~ Flash » AJAX ~ XMLHTTP*
B Py ARES ¢ JavaScript ~ JScript » VBScript ~ ECMAScript
Z@EfrE % © URL » URI » XPath »

X #% 4 %3E% ¢ DTD* v XML Schema*

* Fom i W3C 1) T o 438 0947 B SR 56

2. HTML

HTML £ #885t F i AT 92 X 3B S o 6 A R4 5 48 4 (Hypertext) ] 25 49 2 49
3% o & W2 & 3@ A E 4% 35 % (Standard Generalized Markup Language SGML)% & & 2k -

EATXFRIE B TR E B4 HTML st -

HTML 4% F 4% % ( tags )] 4w <h1> Fv </h1> ¥ A X & o 4% 2 (headings) ~ £ %

( paragraphs) ~ 7 B.( lists) 42 X 4 i 4 (hyperlink) % - HTML X #f425% "4 B (Web
pages)" &9/ & 3 o B E %&b MR 48T AR & (retrieves )13 A AR &t FAE A7 4] AR 53
teywma -

UL HTML A A steg e AR ES R B E - S AEBEARGFARE EER LR EH

R ke o2& HTML R K e IR 2 € RIKRIZBAENFAE LR LA BHEGF
BT RE
3. XHTML

XHTML 2 % a7 HTML prég3Efd - B A HTML 3B 5 b8 B HEEZTURES

B BHEEA  EHNEE SRR BT BEARN  RIELRRAEEAE - 40T



BB E S BARNABBERIEL BN HF S EeB8H - R %eh &M b T4
£ b B o HibZE A T d XA EE R (Documents Type Definition,DTD) & &
A > EEE R P v A& 69 XHTML(The Extensible HyperText Markup Language) °

XHTML xR fE b R AR 4 XML 2% 3t 8y » A7 oA ST sA 82 XML B3R A % -

XHTML 1.0 & HTML B # HTML 4.0 4= 1997 45tk 1% % — 18 £ B 69441k - © & W3C
BB MRE S KA RENEEZEAXMLEE  TURAESENWEER TS 0F
e~ AR AR N R RR B 8B 4738 2R % (wireless communicators), /A i & 3% = (kiosks)
B LAV - XHTML 1.0 #3748 HTML s A XML A& - 43 E 5 5 R IZHE 4

% o XHTML 1.0 #F W3C's i £ HTML 4 64 040 B 14 » B b 377 69 8] 5 5B 7T BUR

PE— g B MR R%E XHTML 498 -
3.1 XHTML 1.0 sy =fA A & :

XHTML 1.0 £ =B8R B 69 A & - XHFBA4E 5 —ATa046 2 RABASTF AL E - H— R
A B ey DTD - XA A& & % (Documents Type Definition) — & & i JF % # 3¢ » 3%
A A B R A

XHTML 1.0 Strict — & 2 % & — 18 fc 3% M -F 2 6y Xt » 2R F AR5 2R 69 R @ 2 HE

B (markup associated with layout) =T #% i :2 B A f& - =T $2 W3C's Cascading Style Sheet

language (CSS) # 4 B3 5 A ( font) ~ 28 &,(color)Fo K b4 3 &4 2k F (effects ) »
XHTML 1.0 Transitional —

THUEAFSBETEAETRY HERARZLF SN —ROB M F ZEE
RFA RELEE o AR XHTML — b 37 89 34 A5 38 2 #4225 (markup) 15 — 250 18 £ 24
B, Bpe £ BR 0 R T #3245 R B (style sheets) sy 8] & B8 E -

XHTML 1.0 Frameset —

§E 2K R E @ 3R 5 BIE R (rames)sF > 2 A AR -



XHTML Basic
XHTML Basic & XHTML F¥#% b & —fa4k 3 8y -

XHTML Basic X #4# &, B &4 7 XHTML Host Language st 4% X, 5% £ A& 6494 48 3t Jw
I ¥ B £ (images) @ #&#%( forms) » # A& % ¥ ( basic tables) & 44 (object) 89 X 4% - & &
AT sk 135 XHTML B M 69 483545 F 3% 3% 31 49 » )4 : 478 & 3% ( mobile
phones), 18 A # 4 8 2 (Personal Digital Assistant,PDA), = 55 (pagers), and #% + &

(settop boxes) - THEXH A X AFHEUNRRY FTHNE -

XHTML Basic &R TAR G IERGES » BHIRR 0 BT UKREERKIAI o—EF
1445 48 (event module) &, & #: # & XHTML Modularization 4] 4o the Scripting Module &
% & o i5 - XHTML Basic 89 B 84 5& — {8 3@ A 3% % (common language) 2k % 3% R 5] A A& &4

1# A 3% (User agents) o

3.2 XHTML-Print

XHTML-Print & XHTML 2 X3% % £ — 8 > bt & XHTML #41t
(Modularization of XHTML) F 2 & Rk ey, - A A TR —iTHE BT UK KR
RE B Ep R AL T EP o 3L Ep R AT AE 74 A B B Y318 (full-page buffer) s RAE# L2 TF -
H £ 2| XFEp 5 M BB R AEMR 3 o XHTML-Print 422 & 7 — $b R #5492 % 4% & Ep & 14 56
A2 X LA APV Ep B KR & ) BBt

4. XHTML 2.0

XHTML 2.0 & — 1842 3435 % (markup language) i 2k % 3& $ hhe ey T X4 B & A
(portable web-based)#y % 4 - & & & HTML 4, XHTML 1.0, % XHTML 1.1 % i& i f {2

p e by AT & RAR A e

XHTML 2 % XHTML 232 X3E 2 F50) — B » CARIIREMET ) —MFEY

&% & XHTML ## 48/t (Modularization of XHTML)4 & % sk & - XHTML 2.0 <12 & %7
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TH LA —ARAB AN TR CRAUSTH I HOBEAREEE - XHTML 2.0 4,

7T L 4E i 4632 % 4o Ruby, XML Events, & XForms &) 4.

4.1 XHTML + MathML + SVG &4

— {8 XHTML+MathML+SVG #%1.4#(Profile) & &8 XHTML 1.1, MathML 2.0 = SVG 1.1 %8

A& o # A XML “namespaces”$5 %4 & 1B 44 7] L% XHTML, MathML 22 % SVG

LA AR B — oy AF

5. XForms

XForms #& & HTML % #(HTML form) J% 4 m R &) - & &4k 4B W3C a4 & > 3k A

XML ey4 X, » 5 E R 1% 4469 HTML Web forms i R & 4 % #% 89 3% 3+ (presentation)
1.3/ i (purpose) » 48 R &9 XForms B R B 9B % RFE i A& e sh A R kA& B33t - &

A ER TR EE - 7T A 469 XHTML £ 460 2] XML & 462 & F

% @ 4 B o i B Y & o — B $13% #5 & Bl (device-independent) 4y XML % # € % ( XForms

Model ) =T LA $2 % #6474 4% A 4 48 % -

XForms &4 1% A %/ @ (User Interface) $2 4 — 1B4Z & &4

A58 ¥2 ] ( visual controls)#a 2k Bu4X, XHTML % #& 4% XForms

B o i3 A4 ST 4 A 42 XHTML & 246 XML Wodel

A -

XForms — {8l & £ 694 & A RAM K 49 T A XML 4 XForms Submit Protocol
&, & FHXML instance data)¥¥ X, % -~ - XForms 4% 48

(Model) A & 4% i 4% X, & # (instance data)#y &5 4% - #%

<XML>
% XML —#% » &R ZEBILER R - TR Instance

Data

#2(Workflow) » A %38 & (auto-fill) Fv 78 5L 3H & (pre-
fill )& # 0 % $h& XAEERABEKXEHN



%% BER— B8RRI X TR H XForms & ¥ % (Processor) 8y & FF X34 o &k
XForms Submit Protocol € & T XForms %o/ 1% % $2 5: J B A} 4 635 % 4% (suspend) &
F H B LB (resume) 7% R, — 18 &A% o

Presentation Options
4 &6 B T & 48 Xforms 64 X ¥ 2k ¢

Xforms 69 X & B &Y

o Y IMEIE E(handheld) r TR - £
WEMBIES - o LB R BIFH B
XForms
* BHERAENBHEILCENHEER Model
M P2 #] % #(device control applications) WML |
o SHREEM - ##E(logic) RETED
(presentation) "
Proprietary
. 3] User
= Interfaces
o RIEEBILERAEHM -

o ik & A& & (logic)

e —RL%EMN—%(¥SLR

o X 1F(suspend) & £ H7 L ¥ (resume)

o 14k XML tag sets & by ib 25 A

6. XFrames

XFrames & —#& XML J& f $: 3% A SR de 04 444 — 4 » BX HTML Frames -
XFrames ji#4 K3 3EF & XHTML & —23R %+ ©R A4 HTML Frames 6975 4 » 3
i 3% AE 42 (frameset) 4 A4 32 (content) £ & 49 URL A% » B sbfl A L ey BBtk -

7. Extensible Markup Language (XML)

=T 4% & 6942 § 3% % (Extensible Markup Language XML )% #2 J& %> SGML ( ISO 8879 )#4
—BHE >+ EFHAIER c RAEATRERXELT T HRM A > XML &
B XA B B ROTHIB LGN BRBCLENAEL -



XML % #4380 oy — AR B335 0 € @ A RERA HTML - HTML &2 R
SGML - {2 @ & HTML B & & 7044 480 B M4 2 584 » A7l SGML B 3% 64 JE A 2] 4815
4% LA ARATALSE o — XM T o XML A& & & SGML 8y — 18 5 fi 4 -F % ("profile")
XML A DTD % & &4 A fE (8 w4k A8 A 8 27 R F“ XH#8%)7) » AL R¥ SGML 1A
XA E BB EE o XML 48 4 ¥ ¥ 4 ¥ (Business to Business, B2B) 32315 7 + 5 5
I HA B BEREEHZIRAEBEI M RIR)VER TR ERA o B A E 6B
PSS B AR E) 0 Bl o 9 F R B Fe A RE A2 R (type derivation)

% o XML 40 % & &4 € & & DTD ¢ — B b > B4#4F XML £ ¥ H O $03 5%

IR H A -

XSL & eXtensible Stylesheet Language 894 % » & —F# A XML &2 EH K Mm%
#93% 2 o B XML 8948 B AT AR 62 B8 T 45 R, 69 4% 3% o XSL 7T A :E F v B8 XML

6 AE ¢ i3 B4R 2 HTML 3% PDF % #fofe X X f4 -

XSL 3T 2A 4 2 =¥ 4:XSLT ( XSL Transformations ) » XSL-FO ( XSL Formatting

Objects ) A & XPath(XML Path Language) °

XSL & —#t#4 X B35 % (Style Sheet Language) » & 7T 2\ R & & XML # 84 #85T 4
7 X o 4R XSL g 3 X4 F i@ d 85 R 0 % — 85 BR{E A XSLT1.0 & XML
# o F = BFEE A A XSLFO 32 gk ey 45 % - XSLEL CSS &7 K43 % » B A%k
W ER(fE A XSLT 1.0 )Aeh4T XML X&) % 48 5 0915 3E » f CSS R A5 ¥ XML L

HAFAE AT 5 4 0 B A -

# X R 3% % (Style Sheet Language) & 44 it & 7 X 4+ 494& X, R (style sheets) & & u9 3k RH,
A o —fE4& X, B (style sheet) & F AR 4] X4+ 89 & i (presentation) - — B4 X BEF
(Style Sheet Language)#% 33 & & “* & ¥ (Meta Data)” R & & M, € —#& B MR Ry ki

FR G B BRGNS RARTH -
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HRRIRIEA AR AR R A B 5 8 89 o & Microsoft #v Netscape ¥ 5 iE i 70 0F » Bpprsg ey
BIE R BF " WebBIEENMBEAR—RREE - RARARALBIETT 2L HE S

FHEN B R DERE BT - TR EHRRREHEERBRAGE -

BIE WIC e B4 - JER @BIE % 5| 2008 7T LAE AR A 498 E S 7o) 80% - JER @

BIE B 03478 T3 0 PDA ()40 PalmPilot ) » o WebTV -

REBEUREERReR{ER HIML - £%]% S8BFHE > ZFHFEZVRERBE—LH
FENBE B EEAKE c BB ARABAE 0 MioRiTEE LA & Wireless

Markup Language (WML) » iz & HTML R 48 269 —f 45 5k 89325 -

38 B R % ho ] AR R QB IX FRH] XAt B 2 (content providers) (AR 0 1B 0 Fo /) d))
A A& A HTML 2 WAP % ? 461 &% X35 MAERE B 2 oM B % B hm E 455 2

IR R A ST (XE - C 3R Wb E )R HFEE o BT BIRRA 0 X EH A
FAE T RE SR L AP Y

N RLE > CREZF

XSL Style Web Server

Sheet

BEAFER—SBANE
B — 478 TE 0 HF—

FHME R - XSL <« XML
Processor

7.1 XML By &4

WMREREEREER &Y
HTML %3% 5 s 28101 64 48

B oo B RNKGTIRE

WML

LAFE EHE—ERA®
MAFEE R ERIEMRS T
k o

— 14—



XML #2277 i & 4o & 4 48 B 1842 (authoring) #2 i JR (publishing) 7> - B & &4 V5 # 4%
X B XML ¥ o £ REAEME FEHETURAELEN@ENONE AR XMLAR % £
A RHGHEE % R MRS SWEATREBF LR - KR
ST ] B B Rde Xt B i & HTML - WML - s b AT a8 K - 3
oo B AR R XML X488 T A 0y &4 B b X933 7T 2L B B AT -
FRAGHENE - BElbeBRILBET c PHBBADXTATE  AnFHEEH L
BHREBRKRIET °

& B 45 i XML &9 R A1 :
Figure: XML separates authoring and publishing.

7.2 XML Stylesheet Language

XSL &% 7 #H ik XML X M3k 3t ey - XML 4% X & 25 3 (Stylesheet Language) - ¥ 4% 2

G930 0 HAIEE A XSLT » #4b4& K B 3% 2 (XSL Transformation) o 7~ 5] 7 F #1 89 4 =R,
3% » 4w CSS(Cascading Style Sheet) » S X FRIZEHL KX AT » XSLT & — 45

AR3BE T UM XML X2 R ey 4 k4 1L -

CSS i — LR A R Rl TBET @ wFH > B8E » K E - XSLT 42 XML

MR A XML X - R T B REHRLI  FEL  XSLTRR2ENWZR

P BRI — 18 B SR E MR —BE% - AHE B B ? XSLT # &4

o) XML X 883k A 0284550 — A A X 4w HTML % WML -
Z1H B (RFH—EHE %S viewers)fEF BB G X T AR R R F LKL - HERE

A& LB AR 2 T 7] — b — A ayE4E:

HTML—# #3530 » HTML % — 4 XML 3% - i & — XML # XML t94% 3% -

f » HTML Z B4 mAT 89 > Aukogbdig XML > AZH W3C R E HEE -
XHTML—HTML #5 XML pr A o

WML—WAP # % &) markup 3% -
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B B4 &Yy eBook—eBooks a9 4% &, » A7 HTML -

XSLFO—# T #%& 7] Ep &4 ST A ik iR AL by — FEMT e BRR 355 - w# B 0 - H {8 XSLFO
viewers {3 & : %)% % ( www.indelv.com )fv — 48 PDF # 3% 45 ( xml.apache.org ) °

8. Microsoft's Active Server Pages (ASP)

fiBk g web B H A EHMEW@ERATUE A SERTREF - LAMHA CGI
(Common Gateway Interface) #v Perl &9h4E - 3R A ATH (FF LB AT % 3%
e m) 22 CGILER R —BRAEBFOMEHEEHFEANTE - F —KRBE
BRHEA R F4E A ISAPL > 2 A © & L b B sk a9 42 53 5 § K188 % (dynamic filter) 4
B ARB—BEXMEHNENFUAR TR LR o &4 53R web scripting £2 X357
A Microsoft's Active Server Pages: — 1B 43 Bl 3% scripting technology F k& s &) & R & &)

ME -

ASP (Active Server Pages) » & — % d3 #0323 B2 69 45 AR 55 3% SE 4T 89 WP AT & - ASP

4,7 Internet Information Services (IIS) ¥ &9 — ¥ 5 ©

ASP X & BF R B HAT RGBT A BFEMNEDEIES » AAHF T ASPHALECE
PEIBIE B AT RETRATRE KA - B2 A i@ HTML + oy K42 5
HAEAFRERBIIT  TRFITRER  ARBSEFBITHEREDLE P BT
RBHRERBRBETEP B EENEE  RRRSTEZHNRE - (2L RAREwE
AL ey HTML B @ R % 25 % SaaeHmA7 - ™ ASP R4 82 FAR 55 2 R a9 K
AT — 2 1 B MR 0 PTAIUT ASP B @ AR B i@ HTML B @ %
1% — 25 o B AMEAT 4 ASP a4 R LR @B R K £ 4% ASP oy — 481 AR 25 B BL M
BIEAEABIE S FHEL - i2& ASP K% Active Server Pages &9 5 B + /2 K £ Ik 5 %
AR LEHER

B R E FRBFRBEPITZA A GBIE S E  TAEZEPIHRA DAL
BT Z AN B - M BKEFRENS  BHEETRECE THREHEEANA
R o A2 RHER B EA A % SR R # BUR) IR 5 3w 6 ASP R 4645 -
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ASPREN S hBHY TR AV RESHEE A KT A M MAES @t o A
g T URARRNHESEHER o §HMFHB] — B RHF— L ASP ey L8
) # £e active server page i 3L By L g L FK 0 LM F LB T AN ASP B H e T2
HEMAREIGRF KT XO R B EZBE - £ ASP3.0 F - 24 SMEEKea
#

e J& A (Application)
o % K(Request)

e [ JE(Response)

o i & F(Server)

o FX % (Session)
B — WA A oY % 4 (collections) » 7 ik (methods) » P H (properties) BA K& 4+ (events)
R A B9 hAE o 4o F R 8y Cookies % & #] i Session 28 44F3% 3t 8y o ] B3R 7 LAF| A

I ha & 44 R A& F ASP B9 3h AE » 4o #] A MailSender %8 4425 3% & F 44 % o

ASP 8y 8] ik Ae SR B B MR - ShAE R 58 KRBT L ¢
£ 3% B 48 P Ao IR 2 B 78 (interaction)

A B IR E R E Fu B 4% AR B (directory services)
AR &SI BA A &M EE COM Tt

ASP 1% A R 3m M A By FE b A B R Wb R R A B R SR B EWER - A
A E ASP 89 TR AE S & VBScript » 12 & 4618 A H 4wl A 42 X, 3B 5 1% & JScript
(B R A 4 JavaScript) @i ASP AT A4 & HTML 49 & ~ ASP 35 4 v ActiveX
BRI E N DA HUENEARAREERARZSF - ASPREEFTHENEE) » 4o
Microsoft SQL Server » Microsoft Access » MySQL #v Oracle » tb# 74T 89 & ASP Fu
Microsoft SQL Server ¢ 484 - ASP#2 7 (L LB M BREHNIF L) FARALE L@
HTML Av 4B P332 ¥ 49 - ASP &2 NET &9 B < — » B ASP.NET - & ASP
b A IS R B T 8 49 8545) AR % -- Internet Information Services (IIS) L 44 854% » 28

Windows 2000/XP Pro/NT #4734k % & 4F -

Bl % ASP & oA iR A Aot B2 @ BRI R & &8 - F R L RABEE B BRZ 5% At

1 X H (stylesheet) = #4157 45 HTML fo k 22 3 — B4 6 60 B @ - % A% e
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HTML %4534 1 P 3% 5 FIEF > A ASPE I — B R Mo | S 458 AP - &
AR ASP £2 /88 % 4] AR (client-server) R 5L T Z. 8y x fj £ a9 W K

9. EIREBFE I E &I

PR B TR R AR AR A LR EE o A b A RAR R A B BRI 7k 0 4 XML
2 JavaScript 3B F R TCEMIEwA P fo R B3E Z M BHRE - FEFE B
static (% F AT € & 4784 pre-defined) A R B K FEHEA LR F LTHBHE D > MITEE
AR - FEERARRBERREHR AR T F 2 XHEE (R RZH)
R4 R A AR # B S AR § & 48K (summary report) &2 % {8 B A
(questionnaires)s¥ » B4 A A& Y B L —HREEFR - MER—BERER A
EHEARTENF SR X BOES I BAREIB ARG EIR GBI RFNREE 2
BT A T A B R F M RIE R B RRF RS R RFEEN o REZEHEE K
EFAEF LB THAA DB CNLRINEREREEZE LSRR TIAERRITE
REBM RGO R (2R RIRB LB - M SR R TIAMERLIFET

b
‘Myy

BARAAFCHRENT Efo L EMfoaiil 22 RILUERE N TR KRR
o PUARBNERM G ERE R WL IAAELKEETN  LERFTR—EERE

RS S A SR T ARk 4 R A B 3 4 R4S R ) 3 % (offSites) By c BERE RS
& Bi(multi-step) K - GHAELMKEEAE  ABTELE LRI TERO T MAE T
BB EME > RERFE LAY Z 4 F B 694% & (variable labels)fo A X (text) 447 7]
B E— Sy BN c BEM I AT RS SR BB 5T e & AR
BRAEHENER - TR EARSMABET KRB TURESENME  2F2FE
HERARMGRGESE
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(=)o

AR FRT AN T ABRGEAF L ELE LB HBIT AR SR A HKME
g BHHENBEHCRBRER) FHAUIEFTEARI N - 2L EBR2EZ— 1+
FHFERNRAE — L EBRBEARINNRAEFHERBAG TR R DE ISR - &
BB e o ) R AR R R R T

48 28 AR 38 UM AR )R B R AR B e e R

R R EBRRBR T E S AL ST WM EE  THERIBER S

ey aiz -

@ $ A2 R (DOS) S 3 i 5k 75 B IR A 45 A 60 35 85 - AL H SRSt A% O iR

¥ B E U IRFARAR 693 BRFS 69 B o AR E A IR ey R e 2 i (B
do @ BFOKAE o ANZER]) BA TR ERSELSCIRERE X BRI (SOA,

Service Oriented Architecture):

@)

(@)

FRAS A e A > LRV R AEE —ohmm FEH

15 B 4 #E 42 B & (Simple Object Access Protocol, SOAP) #£ HTTP E{&#y -
HTTP 35 B M R RAIEF B K % BBy KA o sbsh » (Transport Layer Security,
TLS) & 24 A REEH R HEBRE M FE T B - B A ¢ 2 %I Rk
(endpoints ) EAF ¥ > #H4%3% SOAP 2 AT fE 48 by % 18 49 Bk 9 1% 8 o R 3E R 4
@ e

TLS 7F #4728 14 4 B8 AR FS AR 5] 3 % 4 2548 Sy 0y 4 38 4% 2 - & SOAP 3L & Fu
XML 4% F 7% % kAo sk 60 B4 - BIEH - Ao b M R6y 2 S48 (R 8 0%
SOA R IZAEA & £ 4 #E /1 4% SOAP 3 &40 XML 4% £ 49 %4 - 435 RF R 32
Y PEE B AT AR SR BRAS B 5 AR B HE 0 AR I 0 AR BEAR BR B By E kB
By sERE

FEAR B IR RS H P T8 A 425 (authentication) - #%4# (authorization) -

# % (confidentiality ) - Fv 5 B M4 (integrity mechanisms) By # ey L 2ESE - £
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ARAE RS BRT ARG T AR AR B BUF B EAZE 5B (National Institute of
Standards and Technology * NIST ) T #£4) E3E 5 £ (Information Technology
Laboratory » ITL) X ¥ #4geg s T3, T 479 R%E - HPmEZ o —ERE
& 4 %% 800-95 » Guide to Secure Web Services « H P9 248 % 4 (£45 H B 47| Wbk

ZEL#E .
T ] & 43 AR 69 R A T dm B

o FRiFAuE XML 438 MRS e ¢ 38R — A W3IC e i ey AsAF XML 4% £ 3F A%
2 o

o & XML % % by 425 AR5 69 5T B Mk ¢ 328 4% W3C Ao IETF £ B 4 # o) —FE A% -
XML % %03y A 2R B R F XML T -

o WEHARF 15 OASIS 4% 2 & A 32 3Rty SAML Fv XACML #3838 Fo i 4

o {& XKMS &) 493 iR F5 ey PKI -

o WM XM 1 R A T3 (end-to-end) SOAPHREZ2REH—F
SOAP #Z 287t 1& ( header extensions ) ° & £ 3@ B AEIE @A EBRFBRIE T
RIGFFE G o E BRI X E AR E AR E -

e UDDI &y 24 i@ 34 € : UDDI ( Universal Description, Discovery and Integration )
M AR B AR TS 5 5 AR R A 3 B % 4R 45AB - UDDI a4 %2 £ ifh & R A2383 7 3
R’EE > BMEPEREN S S LEREMEEHEETHER -

1. 2 8%

$H 3] 69 S PR R B R B A W) R B KRBV AT R 2 ARIE AT A28 600 18 £ B A X

2004-2008 4 Fbk 8 B AR AAMT 2 A o ARAL - FoMRAS G AR B TR (Worldwide It

Security Software, Hardware, And Services 2004-2008 Forecast ) * 31%##¢ 4% /547

Trojans » & #Fv & & 6942 X #%5 (malicious codes) ; 13% # 1&g B f& F 494433 » 10% R

B 4w es B2 X 45 worms 5 H 4B T 7% RIBEEREY 5 6%EL K 5 S%HIE 5 S%E A

ko Windows 42 277 &9 JE F 33 25 ;5 4%4¢ BB AZ Fu 2.5%4¢ 48 2% 78 o A 3

( cyberterrorism )
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RERRN —BHFho T

BAD BUG BYTES 2000 —Western Union—B% % 5% #

BE RN AR 15,7005k E P2 A FRLRFIRE - ZPREFFIMOERF

Fo bk %

BAD BUG BYTES 2003—Sicbel—B% % s #

BB BFR R HEAL o IR HRGTRET AR LB

o

=)

BAD BUG BYTES 2003-SiebelData Processing Internal—processing AE, MS, Visa,

Discover Cards— &% & s %

o HE ¥ F:¥ (Mastercard) WmE =+ &kIEA TS
o L (Visa) —BwW+EREA TS

e %£BiEi# (American Express) A% # (Discover) F%ik &
M &R % HIT BY INSIDER June 2004 ~AOL

2 %324 (American Online ) — 1B BEHk 649 18 B A 4% 4y 55 48 15 4R 08 4 JE 4 09 22 B a4 12 A
FE(-BAB3ITEMEEH  eMITEREERLME) BleC EAMBIEMHT
BmHE o

Lost in Transit: Bank of America

2B BOA 474 et mar i £ Ea LBt 705 BAHFROE 0 ER L% B

B1E 20 BB R B 1S A R0k P eskeay o

RBBEN > sinnfkiz R EEEHALE  TERRFABER ARR "5 FEBUTKE
BRI ERBE FIRE T EFE444 R 42 Social Engineering #8854k | o9& R >

S A AR EMEABE  EoRIK - AR TT o TH a2t B8R S



MR R ER TS BRRRSEE-TRER  ERETHHERRT - 4R
R AR FREANR > LHRBRARE § N EEER&MEA - SRR -

BINER A RA BRI ET & flho FEZAHZEBANAELEREE > 23T
#}545(SQL injection) s 4 @B N AW B 0 bR AR XRAGTH -

2. 254§

T B ok e 35 A e — A2 BT R R M P AT AR e R

TEHEEFHH LN S RN BAMMZHGHG - F—RAABN @ FIHEE

FHHABMAR - F_RBAETHHAY - SR AT TEMHE » SIS
B RAEGHENR c PR AIRER OB BREL R REEE RIE—B A

Rx, agim, #AR#H, BP

E F# F5(e-Business)&y L 5

CTHHRE RERAR AR

iRl BR

ﬂﬁﬂﬁﬂﬁﬂ

BROAR &5 BRRE

THRYEETHHG— B % -

3. R EF:

SAMPEERRG » MARARFT—E AR EERAELFRTR - LR R KD
Bl — BT KRS RTHES - RER—ARF > REL—FEE S - WKW EERA

¥

A M AB PR -

R A F 3R 4 42 ( Annual Internet Security incident report ) : 42 2000 4%

b 300 445 € #3E o 2] 42 2003 44 13,000 42 2006 44238 30,000 2] o x5 A



Win32 5 34 €38 Aufé 48 2001 & E 3 507 300 44 2] 2004 £+ ¥ F 4338 4000 4 o 4
2002 4 LA R #k B2 Fo 4 38R R B B T B E KA B R 2,500 1B F 4

W REHER A B4 T (CSUFBI2003 & A44C Jf fv 2 23 & Computer Crime And

Security Survey ) :

e 53 Virus, 82%;

o YL NIFABEM, 80%
o A ERY Laptop, 59%;

o NILAEB KRBT HYER: 45%;

o FIARBYIELE: 42%;

o % % R wk System Penetration, 36%;
e % 3% Sabotage: 21%;

o EAE MW ARAT B 21%;

o 4 @h#yEER Financial fraud: 15%;

o T 1Bk Telecom fraud: 10%;

% 1% #53% Telecom eavesdropping, 6%
o FEIEH Active wiretap: 1%.

FEGTHRIR (ERE W a6 E RSB H AT A A “Computer Security

Association’s Computer Virus Prevalence Survey”) :

o TLTEMFHIMF 1 56%;
o RINERREYEER * 38%;
o HIMIFRIRE T : 11%
o WHREIE:3%

o AAEE M 2%.

Hpbst CIO#12 » — NS YRBBREDVERBRENZEL/HE 2
o RAMEIHKEAZEER: T3%;
o NI : 17%:

e KpWMEEXHEKMAN: 8%
o BAIEMIEME B kHE 2%
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B Fwh2 %4 (FORTUNE, October 18, 2004.)

Name, Year Worldwide Impact

1. Love Bug, 2000 $8.75 billion

Hopelessly lonely recipients think they are getting a real love letter in their e-mail.
2. MyDoom, 2004 | $4.75 billion

At its peak, infects one in 12 e-mails on the 48 % 48 1%

3. Sasser, 2004 | $3.5 billion

German cybercops nab its teenage author, Sven Jaschan. An IT Security firm then offers
him a job.

4. NetSky, 2004 | $2.75 billion
One of its variants disguises itself as a Harry Potter computer game.
5. SoBig, 2003 | $2.75 billion

Hits a week after Blaster ( No. 8, below ) , helping cause a summer of pain for computer
users and Microsoft.

6. Code Red, 2001 | $2 billion

Give the phrase “denial of service” new meaning.

7. Slammer, 2003 | $1.5 billion

Targets small 7 % es running Microsoft programs most didn’t even know they had

8. Blaster, 2003 | $1.5 billion

Shuts down Maryland DMV for a day. Famous for twitting Billing Gates: “Stop making
money and fix your software.”

9. Klez, 2002 | $1.5 billion
Randomly spews files of its victims everywhere as e-mail attachments.
10. Nimda, 2001 | $1.5 billion

Striking the week after 9/11, this combination virus and worm triggers three FBI
investigations.

FrAr ko fT R R AT B 53 % 8 B3RAM (information risk ) ? $3IF 48 89 B K 42 R

% (Information Security Hierarchy ) 4= F

B R 2B RAAERE (Policy & 4% )

MM S A (Architecture & Processes )
A G Fu| sk ( Awareness and Training )

A FHiAe £ 5 (Technologies & Products )
: %% (Auditing) , B 4* (Monitoring) - 3§ & (Investigating )
: Bx¥s ( Validation )

A 4 (Cyber space) #y &2 &%

m% i mw

FEEEEE
N
c»ma.wes\z.e

WERMAD TRAEEBERGZERE L & KA R
o BE
o XMy
o INEEUF
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o mukMiud
e AREE

EERMAETST

]
o« REBHAHET
. ABHB

PR AERARMG A 4 2 ARIELG BT BT 82%4E R it o B B K 49 18 B 3K
QB 6% mke AT (B 8 MRS ) 5 S%Hr@EBusR

( Cybercriminals » #kEBafo BRI F ) » A 2% M &R 4FILE A ©

A& ¥% Forrester #% % ( Forrester Research, Cambridge, Massachusetts, forrester.com ) - %

F AT R S HN S L E 1T R3R0 64 B IRAEIE T KOG FH 48 S #7382 4b A1 69 4 88 © 2k

UHEFART S NG ORI R 2B RGIRRAFRE S » BAEE B FHR

A % (Encryption, Digital Certificates and Remote Access solutions ) o # 2K Fy K&

R B R R RN R E R oY BT E I BLe0 BT BT AR BY H By KA o

S. WM 2B

AT LRANEREC RN RRICEBLI IR 122 H L3 0—E H 2 @A RS

Fo o] FE PR AR —F AT A ] 48R E £ 3T LT 698 © Web Services Interoperability
(WS-1) @aa@k32 5 TF F48R S ZBRANIRT ¢

o B4R (Repudiation of transactions);

o B3] & k}ay 2 2 #E 3 (Secure issuance of credential)s;

o [Zjk Y i@ 38 #9418 A (Exploitation of covert channels);

o ik a3 84 IR B (Compromised services);

o £ SOAP &R % HA0 4567 KRB X,

o [R&ARFEH0

o RIEFEWYERAGIATH E;

o R RBIIRFEKE.
6. & 3 iR #5(Discovery)

e S RRF B 20 B 0 R ARF FAR4E UDDI 4R 2L A 495545 AR 4% i35 5 (Web
Services Description Language, WSDL ) i IR B9 2 o B A 18 B4k 42 64 49 3% AR 75 04 42
RS HEMER H AT H QR BB ERE o § #8MA 6978 B AR o
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MERESHOTAERT B EAZNTERREHZ2NEZ - Fn@RRA 6 #
Bk AL AR 0L F JE F A RE 69 1 AP F 2 09 AR A SLE - UDDI & &3 tModel %45
AL — e FA ey I ARARFS o 122 1 A Semantic Web &9 #0417 7T M4 £ i — 25 3 5 458 AR
By LY o #5 23R  Ontology Web Language for Services (OWL-S) st B A i
B 2R FERE S OH N A fcie B il L uges & R er s 64 —# - £ OWL-
S A2 » WA W # 4T A semantic model 49 & 4 W ARFS F K o A4S 2RO IAMTT A B B
WuBL A AR A5 00 T8 B SA R &6 F 3 - UDDI fv OWL-S =T A A A 37 A 49 38 BR B v &
WRER/M A2 ZERBNBAMIS— 35 o AEGESE A BHILRLAS N EE
s R REEFR -
7. BHBARE R FfRE LT
R 0 48 8 R F 30 & 3b 4 A S AR FS s 8 (Quality of Service, QoS ) 4% &b 4
( Quality of Protection, oP ) #94%3% - QoS f£ & & — 1845 & &4 48 #5.43) AR & Mk A FIT AE #A 43
BRERFRER - ZBEBRETETHTHEAAG D DM - @RIREALT RN
( WSReliability - WS-ReliableMessaging ) 4% % 424 £ 4k 42 £ 49 QoS - & AR E 4T 4R
AR B 03 3E o (23 b iZ B # 8 H 40 QoS B A8 (flhodsr R foPiguei) ¥
B 2 2 IR ARS8 3R € M ARIB Y B9 RE ) 2 I o MR ARFS B 69 F % 4% QoS, A &
QoS X% — T B AL B R A @I RA N A R AR 693 & o R1% QoS, I RFFEH
QoP 4% 42 % 3 % A AR F A X R QoP &R H - B ATHEBIRFS 0 T2 A4t ¥Hbay
HRemARF K L4y @A QoP ey ARFs o X LA SR AR E + E—ARFSF 49 QoS -
BEH 269 QoS Fu QP FH EH - RS SMEBF R ¥ LIARA B HII0Y
TR AREBRENFHRER ¥ - SN ERIRG L ARG M % 0 QoS L4k
ARG £ F e B8 -
8.O0ASIS #u W3C = ey iZ & € H
B 5 EAR RS A R MG E R ARG R AR R R AR RF -
2 SUEREFERERENTREZAMYMA - URMTEZE S EX RS
R R
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9. WHBIBEENT &

EHERBRAEABARE D AELRG KRR TN (Hl4o @ BRP BT ) Lo R

AEREF 0 3 B HER AR HATRIZWABA B E R R AT MRS LY

BAEFWARE > DA TRRGKXB L B ACIREAREFIETE -

10. £ BT R

BRI GBI FIEE - mE EASEH T RGO BURRFERIH T - &

B SOA T mey % R AMBEER ey B AR The s SRR A4 4 -

11. T A P (Availability)fo 4% 3% 2 %% 2| FR#7 iR % ( Denial of Service ) s #

T M M AR 5 3R X B 48 B8 AR F5 A2 X (2 Web Services Application ) {8 7] 2] [ 7 AR F5

( DOS ) s % > TRAfhBE ¥ 5 K114 DOS A X BN BB EFI/EE - R
FEAR B AR IR AN T8 R A B RN P IRTS - A % AR —

T RFGKE » L ER TR @M R T AR R R T A%

12. 224 % B iEFoks

ZEHBEIR
BB —ERBEEER T He s BEXECHKENBTE - §0E T RIERHBIE

o] J7 RS BUAR A — BB AR 5 09 TAF o T M 4 B8 SR AE 12 28 R 1B A2 48 T 00 JA R T b o 3R
TR o FTABBE LB RET I BLA E 2R EMAR - B LAEH K% 4
GIEFREBA RS > SHRBIGTE —ERRORE - AR —Z2RETES
AE A% P A& FRTREIESR ; 4 Unix % S1k 48 A 82 F3E 09 % 4B R A7 IR
¥e4] ; CORBA A #4581+ 64 Kerberos-based 323 » RSB R A LIEFERE

5 o Wb N & RN EBRG AR LR FAHERHFEZRE— BAZ KRB o) EB AR

B o WA TR B AR A 6 A N M R 2 A% B R F) Ak 4 BNGY R AR T RE
iERZ— -
2 ey B

P : LAE A A £ Implementation-based 5x 3% 4 ik
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—EAERAENASER BT EREE®RIRBZERA - A — 8% %A X
8 M AR AR A 0 Z2RA -

H I8 L AFI A Verisoft 8 ik X Z X F A AP a9 B ERAE - &dFg

(@i
i

APIs 488t AR R AR B BEANRR - —EREARXTUENELE LRI ELEEE
2 XA

e E > mIEL2e9ER (Secure Computations, Not Secure Computers )

FRR BB ASGE D) AEAMNSR AMmAL RE#ANER - wREUAZ2HEE &
AETHREGECAARLT EXIAEMBTARAET - BFEZIER LB ZREH

By R AT B o

FAECBEABROAR LERTRELH RARENEE AR EREMGEHYRIFR
#2 o HAb oy 7y 7% A quorum schemes % 4247 AR %5 2 f] A 43 #% threshold cryptography %

123515 4% - 1221 A quorum schemes % ZE AT F -

EARME BB A AR Z 2N EMNEH - AT —BEREESHHEFOEINEREL
R RIS » FEAEDN B RIE SR EAE T B ; o AR R
Bk B8 ~ J2 423k & R A7) (stacks and queues) Fo B bk 4E 0 Bk ek - — B ZHE
B R R AL " A SR IR B R A R 60 R AR A A T 3 B Y IE 2R ) JE o

AR

1. #8 % S5 fo B AR A BCEST A B 4 BRARWEBIRFE 2 5 % B A4 R Denial of

Service (DOS) =% > H R BHIwERZH A — LU - BB TAREL
—ERESBREATIHRERETRMEZOER - CLEZA24WEEERER
I o

2. AR HRHUAEER B SOA R G FEEAANMB R ik EIEH - TFH D HH
MANAZ L TE R o 15]4o % 4 UDDI % 4% A R 55 4% 218 SOA -
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3. AR ey KRy L 598 - ERIEFER A ARV 09324 R R T SR Y
5525 o A R 0Y B AT L AR T 4 BR AR TS BB AL G L E AR IR BOR A e AR K
Bay a2 o A SRBAR B BUT R B B AP R 04 o 3B REBIREZ LR
DA ERXBERERBE AR -

4. J& A 2 R 4 #7(Performance Analysis)Fo 424 3 fi7(Simulation Techniques )& 25 ¥} 2k 49
Quality of Service #u Quality of Protection : Queuing 48 ¥&-Fu 4% #t 4% 47 & 27 LA R4k JE
EEF B REHEARNBNAARTHEELAE - BBRBUTA RAEFRLE H

I RFs o AMEINE — R QoS ME c BEH B QoS HRF S MENRBEER -

5. UDDI W A& & F % 4 (Digitally sign) R Bx 354 — B 58 69 /5 % . UDDI &4 /B 69 3242
B RTE Y B B9 R A kel TR IR e B o B WSDL 943 — 4% - 5 — UDDI 17
RAEKR S EBRIRFE 60 BN 0 Bk B Tt e s R - thibz gh 0 48
2 AR A4 A UDDI e ST S it $) AR R SR IRFS - ML AT F 54 &

B UDDING— BB RBFTER -

6. ‘& 7% vy 17 B4 %] (Physical Access control)

REHEMER TR EMER

Exy

s
= @

;
(/72

Random
challenge-
response

REB

P(f)

m

fo f1 f2 f3

’Gorman, “Securing Business’s Front Door”
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B W BRE H A Ae S8 & M #1 3 (Biometrics)

FIA A #t4% (Biometric ) #9222 % I 047 ¢
=4 . .
%MLﬂ& o 4] B A 15 Bk B EE
B RIRPEE RIPPEBME B R EANERE (B LM THEENBE (w
HHEBAHIRA  BRE b KBS BN ELE
oy A B3 B e 1R %) BReBRE DE
179 4% ol B Y R,
BB AT BT BE— XL mEE FE ZRTENEE £
B4k o 3 kAR bl FoL/Bh G BR R H %
ZRFu Gk o B 69 1R 35
ST IR — 0 R RE R | D HIEBE AR EUR
B 1k B R 4% A Ao
JEZNNE
TE GBI WREBTOE 6 RSB R A IE ke E 60 T AR EUR
4% 25 #E, R
F |F WILEMEE ZHER, F KREBREAE
# 47 2 — B F A4 & H IR SRR
g & PR AEE N | BRHER 0 R R oA AR R AT R T
o FeB e — B AN
89 B A% B Ok R
13. &%

AR A At st A B AT R B T X — R EZNRY N - IR AH ENTHEE

B BAR R & AR AL M M AR

BEE W AR T L A FHE

MIEELBER AL - EHLEZEHEEM (H4 0 W3C Fu OASIS ) iEFE4h3% 49

B MR G o AR o, R S AT R BT R S AR R R R ST SRR 0 T AT

—i g G S

AR A5 B IRF5 M E  (Service description) - B #/bAR#5 £ ( automatic service

discovery ) &4 IRF%

j= s
=1= 2=

R ER BRI RA -

QoS ~ 7§ E #v (reliability ) /%3 (protection ) » @)+ &

PPiE B3 5 R 2B > WEBBHECEBE R —ROEBMNAL—3 4y ; B
RARFE B IRFH R S ARG B A S s 2 35T R VT bty o 2R M4 IR P
AR AR A LB BRERMABERA N R2RT HEHEBRETS - BT Y



Mo X AR A AR e A B R 0 LARA AR EERIEFE T BN
HER - REIRRBHRERE  RERBERARREETRMEELEER 2 &
PiT % & it F M BT JE

14. M ERE MR E5H M
NCSA News, The Journal of the National Computer Security Association, NCSA ( 10
South Courthouse Ave., Carlisle PA 17013 ) . (717) 258-1816

INFO Security News, MIS Training Institute Press 498 Concord St., Framingham MA
01701-2357. (508) 879-9792

CERT Coordination Center, Software Engineering Institute, Carnegie Mellon University,
Pittsburgh PA 15213-3890. E-mail: cert@cert.org. (412) 268-7090 24-hour hotline

National Infrastructure Protection Center, www.nipc.gov

The Firewalls mailing list Send e-mail to majordomo(@greatcircle.com with the following
as the first and only line of text in the body: subscribe firewalls ( your address )

Various online World-Wide Web resources include: catless.ncl.ac.uk/risks

http://www.tansu.com.au/info/Security/html
http://www.tis.com

http://www.alw.nih.gov/WWW/Security.html
The COM-SEC BBS, (415) 495-4642 modem, (415) 495-1811 ext. 10 voice

Computer Security Institute, 600 Harrison St., San Francisco CA 94107 (415) 905-2626
voice

15.IT 2 &R
15.1 Cert Coordination Center: www.cert.org

g 1 2% & (Software Engineering Institute ) &9 49F 4988222 £ PP o > — 1B &
o B Mg e R EAFHE AR B 9P SR b0 o BAAREAR G F #0849 B A4
HEWME GO AREE REfTE ST KRG -

15.2 SANS Institute: www.sans.org
B IT 2 238 69 R 50 20 F Ao 3l 4R
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15.3 Center for Internet Security: www.ciSecurity.org

HiEA TR AE - B B L BRAERER RN A KA ER 6K 2K

15.4 Internet Security Alliance: www.isalliance.org

o F B AR 0 B ey — B3

)
G

15.5 Information Security Forum: www.Securityforum.org

—EBREE G B AR AME TN SR M E R - .

156 REEWBEBRHZERERETHHERGHBT ¢

BESR BRI Ty R (=)
IBM Tivoli Access Manager, Directory Integrator, AIX, HP-UX, Linux, Solaris,
Ibm.com Directory Server, Identity Manager, Windows
Privacy Manager for e-Business, Risk
Manager, Security Compliance Manager
Microsoft Identity Integration Server 2003 Windows
Microsoft.com
Netegrity eProvision, IdentityMinder, SiteMinder, [HP-UX, Linux, Solaris,

netegrity.com

TransactionMinder

Windows

Novell

1Chain, Nsure

AIX, Linux, NetWare,

novell.com Solaris, Windows

Oblix CorelD, SharelD, CoreSV AIX, HP-UX, Linux, Solaris,
Oblix.com Windows

openNetwork Universal IdP AIX, Solaris, Windows
opennetwork.com

RSA Security I&AM (Identity and Access AIX, Solaris, Windows

RsaSecurity.com

Management )
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Web Services

Directory - rnet
) External arketplaces Partners
@ Web Internet Sites
Services
a ubD -
T oadbalanc
Firewall

_l | HTTP || TTP || TP l -

Enterprise Trusted Network  — ~
== e —

A A ervice Bus (WIDL 4 4 ;
Veb Services ¢ 4 f ( ) h 4 A 4 carflo
Difectory ( RM Data Mgmt. Security Mgmt. Business User Profile]| Serv
i i i i i Services e Web
erviceg
Ihfrastry

ODBCUDBC €D CMessage BrokersQe e o [repiagiiddiewareC 2 Native APIS € cture

n Services Enterprise
Email, Chat Svstems
Data Security Hostina/DR  System Mamt. Network Transaction Mamt.

O

Based on Web services standards
Ref: RCG Information Technology; ‘White Paper on Web Services Architecture’ By Rasesh Trivedi, Senior Manager - RCG IT

www.rcgit.com/company/whitepapers/WebServicesArchitectureModelsWPv1.pdf

WEBRREER

Access \
® Abuse of controls
Accidental errors i
" processing storage
1

A gcal"Area Network
irew *
y —t Datat Hardware [Systems Software Application
. i ® Failure of Programmer
Internet Unauthorized ' ® Failure of protection
access protection mechanisms
mechanisms
¢ Contribution to Tap
- Terminals
Databasellg ﬂ' Crosstalk
< Processor - e Located in
Systems Programmer PCs
Operator
* Duplication of confidential ||} * Bypassing security ¢ Fraudulent =
reports mechanisms identification
® lllegal leakage of
- authorized
Authorizer [“External Environment ] Lisfacootion

® Incorrect specification of

] N ® Natural disasters
security policy

® Malicious attacks

® Unauthorized access to computer <
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(@)K H 5%

) 1: t# 42 B2 (Belgium Ministry of Health ) : A o 4835 fuik Bkl ey
i 3

%0 [
LA R AR A R BR B KE A A TR R B > mRH TR REERR

HEHLY o
HEME

FE LA SR RE 3R 6 B K - A —E4F A3k 69 JE A A 4 Portahealth » R 20 & R 22 42 -
AR IR BB B B o LA B e (R R R b 2 IR N L ARF 3R P ( Federal Public
Service for Health, Food Chain Safety and Environment (FPS) ) & FAR4E & tb A BF3E N K
# 200 ZEIRACE O B AR B TE ~ 2 BURARTAR © B4 1990 £ &

BP B4 2 AL Resh g B - A R &7 Ko B4 ~ R B Ao B8t b F 85
18 A #.4% 2] FPS © FPS 2B B AZ AR R AR L TN ERN BRREASE
HEE

FPS & K F 56 — (B H7 649 1 B R 2 [ 69 4% 8 Bkt R348 X2 BARIF R A 09 B, o #F

Fol B TR o vk — B F R AN RIREE - L3 N E A% 0 Portahealth #4842 20

PR 8B AR AIEEISEAA B - FPSH B — FRAXNS R EZEE |\ ad)
B30MEA wETRELSRE RBAABERLAEZ BRI E -

Portahealth $k 88 % & 3 X R e — B HMFE N RE R EAE R H T2 —REREH
WERERFHE—FHRIERE - BRMERASLBECEERILFPS A EZ XM

B ERIF] - HERFCELBERERF YL ENA - Blif 8 T EEHEHR
¥ A & 3B By A (input) ~ 3k B (read)Fo 1% #y(transfer) TR ERAEH R - 4£ FPS 898 % F &
—EE AR & 53 SRR e & oA B A RIR o ik FPS ey M AT
BRTUAAHE G ZAN DL E R

35



Mromfz &

M RIEBRA 3 EBME R DB 3N o RESRF B ERF R L ERATE R
REERAZEEEREH  BRERAEZRETUREER  BAARERAIMEETARAY
T4k o

R T ABUTBHE B el B A o Portahealth a9 5h A5 7T & B £ 4 2 45 3 A bb A 85 6l 4 B IR
AR BT UAME BRI A T ERA LT LA T B iER B R
FPS i 4789 T4k o Portahealth Z2#&u 548 # 2] H4b N 2 RARIR © @IE B LWE H

RN EE SSRGS -
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K49 2— W 7% XUB B 3t 40 B (Republic of Slovenia) % 3t 5 s # 4 3 & & 7b48
M55 mdkds AP

[

LA R T E M SEAR o B — B3 E(EDIFIN)E T HBBERE T @A
Bl - #1 A #¢ Eurostat TELER #93+% F 2 % 64 48 5fv T B 3 8 304 0 ¥ M B 48k IR
#95 © QUESTOR &% —faz:t E ozt AN FIGARBELEAY - F=M@1FA
MR EET N HAERRF IR LT ERT T EEEH T A -

TEME

B 1971 F 43t A 4 B R ERuRE ~ KT R EHIFEAR - 1997 HrE X R a2
A TELER 3t % 91 H b BR M B 5 4 Ao B3k Ao 3046 — 18 b 45 B 403 B B BE 9 4%

EDISENT ¢y kg fv A 1042 - £ "B E/L, 93t TP ARE T RN EH
T % 69808 - BB £ B M &R E T35 A T EDIFACT (RDRMES)#% % - &4
(RHETFHFEREORNRES B EOHEEELE— TG OE R G AHMNE
FEBEXBA TGRS - EFEH BB RABIFEM A — O EX M BIZALE
BHR - BIHNFETRERABL T —BHERBRER I 5 - CRLH 48R
fosdt > HBBEFEMEARENBERT R B AT EE4KE XA K EEE R
NEFEETEE B A 453R BB N BRI - BRRLy B REXAAAHEHT T

HFEREGERED -
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INPUT 1 THROUGHPUT | output
PP L1 AL
i
REFORTING OF]_| [ UPDATINGOF INPUT | UPDATINGOF |
SECONDARY || " STATISTICALREGISTERS | | STATISTICALREGISTERS | |
SOURCES I ¥ ] f
! : W w l - l =
1 S w @2 = l _ — T o = | O w =
I Sz, T 5 =3 T le— o S8 ] =] <O
REPORTINGOF] | | S 2 3 Zg s el B8 |z8% |5 | [232 EEE
e [T REs JES NE[ I Ea BRI EEE IE[, 1EEs 1828
I = o pun |
oot gBE |23 |8 ) |5° |BE |SE§ |&§| | [°2s B2
I o L= l a | a8 =
1
| v ¥ 4 1
| [ UPDATING THEDATABASE OF P METHODOLOGICAL w S
; TECHNOLOGICAL DATA AND > DECISION-MAKING @8 .
| ADDRESS REGISTERS 'y za4
| r = 8s
T
TRANSPORT | | gL
! =
Y 1
: r h 4
| « [ PREPARATIONOF PREPARATION .
| DISPATCHING 4 [STATISTICAL MATERIAL & 4| OF METHODOL ¢ " RMATION OF %
I ADDRESE REGISTERS BASES
I
1
I
|
. SORS

FE ARG A EBERMAE - KA HNIFHERAES R BT - A ERLE
TSGR LA SN eGSR o BB MR AL BB R IR 0 AT o BARARE P B A4S T B
iAo BEEZ — o G B e BRR I agAn o BRI 0 3R T % 5 K (metadata) By
B pEMRET—ESHOEE > RATHREES - HIFRBLFT%HE - FHA
HAbsst FHR(E R RIE ~ SAS T A% % o) 31 H & R & — #&Ab(de-individualized) % %
#BAIEHMYE  SHETMMEEKOESA . ABREARFEUAZPHRTNLIEREE
K # Tk o

EiBAR B AT R AR BRI N A AR SRR R ST X3RSt B NI E
%% B S(HKOM)B) — 3 5 A —EEF R 2MEE > & &P (R RIEZ
—)% ¥ - HKOM 2 F 4k A S48 ~ B Bfopy KIEH 4 2| ¥R 4% - HKOM A £ &
RE G R WFARE - 43T RANLEREABAGHIE s 2o BAREXLZZLW

4 4 BB AR AR B AL U 488 0 3L ) 0 AR B B o B BBy Ko 4% 2 HKOM M 84 4
A RIS o B TR BIEA S SR A BIE -
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EDR R AEAR AV ST BT A MN B A @K | £ AENLERGEE 0 EF]
BAER - FZRABREGERFEEFHREEREIRGRAZE - BIFARE QLK (NSIS) T5
EFRBEERAURD ARG H A - CHERNERERE M T HERFEBILLRTE
BB S o BAEAS X a9 AR AL R A B E AR e B 4t -
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6 3—2005 FADEE—EBHEHAERBE

EpEl

I EBADT LB A GAERFERKRABRT BATIALE GEH -
tEmE
BHhEBBAHADLEEEHAGREMERAD LS EREW - TEF XA RBRE
ERMABSGEEHFALHMMNETRIRRE S LA D BAZAH LE G EBE R0

ANBHR - BRI A HF L RERHHL L - B 51 hot) B AR ARTERHRIEF ek

0 A7 T R AF b 48 R 5

BT R ER G &#TEN > REB3 ey L ERA  URBRDVELERFY EIHE
FHBnZ_ L 2B HNARBEBRLEEmMR -

Agplication Application / Plug—in User d I . [
L & B Automatic install cartification _ =:_ =
reepondent [ - ~Credit assessment
! ! Hacking g J authority
I [ : - . g
—H ————pbstruction E:‘,]__ TWeh Server =
L1113 71 S -1 - N e
3 e )
user certification 50
N 1i - - ¥
o OB pplication R
- DB R
SURVEY

& o)

Input after the register

Schematic of the process:

. the internet respondents must apply and approved through the KNSO home page;
CRBFFEREN TR AL ELFFET

AR T R — AR AR P R R SRR

LB RAFERPFH I
CFFERKRENTARLGER,S NERTAADT L ER S -

PeEx:
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SEEHEG A —EREZNEEERE —RE

BHRE  BEAREZA ID A ESR 128 fiho %
FEFAREEL T ENMASKRTERELR

B S SAR R R 0 R T T — B TR E &
BV EIR R RA D S B AW AT

M R W =

R
PR IEFREIM 12-18BARD T 3-6MBA ; st BHFLBENHIKRT -

R

l. @ERFIRSE X8 ZRAMBF—ZALBEPEREES ~ +5 GB L lE# i 292GB
FRRE o

2. WAS )RS : £ 2 ZRMRBE—F A NEPRLEESE » H— GBn/Eaiv 584GB
FR

3. BHEMARS - X2 2ARBEE—2AF T AEFRRESR ~ 64GB L&A 584GB
FR

4 1ZDWHARBA 1 & SMSARELEGwET RRES - | 2HAFARSES2ME
CPU > 2 3745 — 184 10 TBfo 2 SAN BBl 5 — 184 16 BE %% -
5.2DBMS  1ETL - 1 OLAP T Afu#f 4 48kt

4 B AR

1. 4948354 21B% b % » 218 L3 P BB B (Back-bone Switch v 2 W/G B Bf -
2. AWM 2B KA 248 VPN (R #t % A @) P

&

(_ Interaet Network &
F

Local FProvinces [

laternet Network

T
I
VU S N 7
L
raw r‘L:)ca'_ &dmj.n:‘str;;}
'L Informetion Netgork

Census inout

ADSL VFN Metyrork t’
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(EAL S E 2
1. IASTED #3322 CNIS €/

FRi@ L 0 4938 B A L4 € 3% (CNIS; Communication, Network, and Information

Security Conference) # 2006 4= 10 A 9 B %] 11 B afn 2 BE A6 M S T LR
T o BEGHRR TR LA - BEEBIRRMENT » LB ERLE > BRR
AN EBRAERBAETNEABZE(rAREE AR 9IBHX) . §FRFALS

TR EAARR AR

BAEEE

73 B4 %1 (Access Control)

1# A # 33 (Authentication)
Cryptographic Protocols and Applications
43 % % (Digital Signatures)

Disaster Protocols

Hash Functions

78 % % #(Warning Systems)

EMidam:

4 48] & (Biometrics)

43 PR A ## (Digital Rights Management)
Digitally Embedded Signatures

DNA, Fingerprint, Iris, and Retina Scanning
Identify Theft

Information Hiding

Legal and Regulatory Issues in Communication
Operating System Security

Plagiarism

Privacy and Confidentiality

Software Security

Spyware

Standards

Watermarking

e

Computer/Network Disaster Recovery
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Global Security Architectures and Infrastructures
Hacking and Intrusion Detection

Secure Deletion

Secure Email

Spam

Viruses and Worms

Web Security

WiFi Spying/Sniffing

Wireless Privacy

Wireless Security

JE %t & A 491 Virtual Private Networks

44—



BAHRYE

“Magic Boxes, Boots, and Cores: LARE #% 2 F o) 4938 52 27 % & % © Prof. Sean W.

Smith(USA)

BB RAREE LR EZRERHZ 2N EERER A G ARARE & - AW -
At Az — R AR X eyEp LT - AmitSEEBEORMERE SR

ARG T E AL B E BTN ERE AR B EEREERAEBRRGHE
RSP o ARBA—HIERGKON TR HEMERATZERRANG T EFR LA
REGHBREE BRFHDBEETES AR EHAABR L T Bt B335 £
T ¥ R Ao B P 7 Bl — Bl -

493& & Al Social Process

47 X 49 3% Internet

J& A #2 &, High-level Program
E¥ % % OS

C3Ez » 446353 C & Assembly
7% %% Hardware

LR AT AR AR AL KRR REBITE T - FTAE BB AR
METEEMEBRESE -

(—)MagicBoxes : @ %A — A EZPIARMEMEE > Flho : IBM4AT758[1997] & # R %
— Bl % 4% FIPS 140-1 level 4 ¢y 52 5% - IR F R AR RIE - 122 4758 ## K
ANKBPENRELKXE -

SFE #234[Yao 1986] : #: A Secure Function Definition Language(SFDL) ~ & #3% % & 4

AT G T HES
SFE & B4 #]~ % #% 4 5 8 Trusted Third Party(TTPs) -

()3 F B A48 — 3,4 49 Magic Boots : 5] 4u

Embedded Security Sub System ESS
Trusted Platform Module TPM
TCPA

DRM
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Trusted computing Group TCG
TSS
PCRS

FEfER A %%E BN 0 7T 2% : http://enforcer.sourceforge.net/
(=)Magic Cores : 15]4v

AEGIS(MIT)

XOM
SG

(v9) A JE AL BT T 2L 35 Xk el 48 5k o HAepl4w © VM Ware, Terra, .XEN, SHype,

VT, LT, Presidio, Pacifica, separate CPMS, CELL, Multicore.

“%& 2 4g3%(Overlay Networks)##% it Presenters: Dr. J.-H. Cui, Dr. Z.J. Shi, and Dr.B. Wang

(USA)

BREEFEANBOOHABERERGBMSIER K EETEREBGRE £
Fo 2 R RHER o o8B B 09 T & & end-host based overlays & infrastructure
based overlays mfE A KA RE oYL s B E T MR R R 2@ a b g e 224
5] 4o peer-to-peer networks & i #t & F 493 (Virtual Private Networks, VPNs)/E b # o 2R
BRAER B 2B ER R EBEZNBE  Megt > I HEBELZHEL
R4 % E R 4% multicast fv QoS % - A —EE B EE EA R BEB A TR
R OIEB B B BB R (underlay) @B ABTAFH 3 URAERBREEE - &
% R EA AN R BB R AR T B -

E P& &

FEERZSNEGHRT  HREAR Lo TIRE TR RN B B ke TRk B R
EAFABM A E L o Yan Zhang' % 3407 % & ¥ 2 3473 AR a0 k) o 43R
T 4% R E B A B AN A LR 0 W 95%e BHIB A A BB AL A o FREIFR
PR RE B AR AR HE AT RS RA A LR H AR - SRR —

“Trust Computing” 77 i # 3 3% P A % A% E A % o Kastanis® & Fo Ali® 32 — 8

H ok & g3k X 0 7T B R AR B 41 69 %5 £ (smartcard)fE i - Soon® % BRI 4 H
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Bk ES R A o A N E e ME E A SRR K KB
L35 2 BT RARHE ZEHE R H A B R M

FERZDNAGRT  ERRBALBEERRTE Y BB WwE B EE
Sobolewski’, % # i 448 % 45 S4B I k3R B35 EABM N E 3 R AR BE PRI

% o Ayachit'® % 3518 4 09 15 K 4 A» XML 15 Kb o4 £ & - i sk — 3w E &
SML 5 Kl 22 2 HLR] » 4 0A A & 2 Shuld ey 17 B ) R AR PR 303 Ao fh P 45 - B
ot X A E EA R BN REESBEI o ho o HAT 4 & % (ad-hoc) 4
BOCAEER

FEBRANEGRT 0 AN E R EEBR MR AR N BB
5t & F 485 (virtual private network VPN) ~ FAIFEA ~ R BBAZ 7% o Keller'®
BTE2AB —REBLE>ERENER - ERA ERK SO EEBREREAROR
2 R Bk M e IRk W E 3R KB IE 45 o Eggendorfer'’ £ B E AR E Hey AR F R UK E
RAI3LIBAT 69 By R BIE B o 4142 — B & 4 HTTP 22 SMTP &) & 1 % B(tar pit) 3
bR E AR T FEMAEH - QY Fib — 18R A M E 0 EH arRIE
ALY % 4 B 7 (Extended Multidimensional Cuttings, ExCuts) ; & —18 £ 4 2L 64943 A M4
3] % % sBits © Mattes™ % & Fujinoki®' % #t 8 7R [5)47) Bk3% 64 77 Bud 4 Ho sy o Fujinoki %
353, SYN-cookie £ R L F oy B &b R T £ o KRG IEBY TCP A 4&3F K R (&4 50
R )R E 5% £ o Kumar® et, al. 695 5 & 25 % &4 47 Bk 35 0% 0 A7 B 41 3
Mg o AR 2K TAL & H(GPS) Fo d B & A S5 6 64 77 B 3E 1 role-based access control
(RBAC) - o4 B th — & R4 R E W ey B IE e B BRIEH % 4« Prandini™st34 %

X R GHAE R SRR 0 B A3 69 oA Linux £ AR 5 A R e 69 5 F 498k

AR E T TR LM wER LRGN E - oS -

Bhakthavathsalm®™ 32 1 — 18137 8 3% 7% & 4985 & 3ok Bk oh 3 A2 05 0 kD BAT
b B EGE R EARZMAE Wang” % R4 HAEMABEREDMIUTH R TR S
BRI RO R AL B oh 2 B AT B A o458 - Alhazmi™® SR E B0 ¥ 4

47—



IV

G BREBFIRE R FEEERE - T XEPRE BB E iR SR

:l‘éi:_ o

10.

11.

12.
13.

14.
15.
16.
17.

18.
19.
20.

21.

22.

23.
24.

25.

. Zhang, et. al, “Proactive, Content-Aware, Sensitive Data Protection Framework for Enterprises”, Paper
#547-028.
. Kastanis, et. al, “An Efficient Authentication Scheme for Contactless Smartcards using Elliptic Curve

Cryptography”, paper 547-023

. Ali, “Designing SSL/TLS Protocol for Resource Constrained Devices”, paper 547-043
. Son, et. al. “Covert Timing Channel Capacity of Rate Monotonic Real-Time Scheduling Algorithm in MLS

Systems”, paper 547-091.

. Okada, et. al. “4 Robust Image Watermarking Method to Geometric Attacks”, paper 574-078
. Yu, et. al. “Slantlet Transform-based Image Fingerprints”, paper 547-063

. Salami, et. al. “4 Multi-Bit Watermark Generation Algorithm with Properties of Error Correction”, paper

547-071

. Obimbo, et. al. “4 Grey-Level Image Watermarking Method based on Block DCT and Statistic Correlation

Adjustment”, paper 547-015

. Sobolweski, et. al, “Object Authentication in Closed Containers by Ultra-Wideband Multipath Profile

Examination: An Application to National Security”, paper 547-067

Ayachit, et. al., “4 Petri Net based XML Firewall Security Model for Web Services Invocation”, paper 547-
034

Eskeland, “Access Control by Secure Multi-Party EPR Decryption in the Medical Scenario”, paper 547-
092

Tipper, et. al, “A Method for Deriving Paths Across a Distributed Web of Trust”, paper 547-042

Askoxylakis, et. al., “Elliptic Curve and Password based Dynamic Key Agreement in Wireless Ad-Hoc
Networks”, paper 547-022

Owen, et. al. “Self-Organising Quorum Systems for Ad Hoc Networks”, paper 547-089
Trostle, “The Lightweight Key Management Protocol (LKMP)”, paper 547-096
Keller, et. al, “Design of a Virtual Computer Security Lab”, paper 547-045

Eggendorfer, et. al., “Dynamically Blocking Access to Web Pages for Spammers' Harvesters”, paper 547-
033

Qi, et. al, “Towards Effective Packet Classification”, paper 547-058
Qi, et. al, “An Efficient Hybrid Algorithm for Multidimensional Packet Classification”, paper 547-027

Mattes, et. al “Access Control Platform for Submitted Jobs in Computational Grid Environment”, paper
547-059

Fujinoki, et. al., “Performance Studies of the Server-Side Access Control for SYN-Flooding Distributed
Denial of Service Attacks using Real Systems”, paper 547-020

Kumar, et. al., “STRBAC - An Approach Towards Spatio-Temporal Role-based Access Control”, paper
547-803

Prandini, “Securing a Linux-based Multi-User Web Server”, paper 547-805

Bhakthavathsalm, “Reinforcement of Privacy in 802.16 MAC Common Part Sublayer using the Principle
of Circularity”, paper 547-085

Wang, et. al. “An MSLS-EMM for Enforcing Confidentiality in Malicious Environments”, paper 547-094

_ 48 —



26. Alhazmi, et. al. “Security Vulnerability Categories in Major Software Systems”, paper 547-097

49



THRRE

~ CNIS 2006 ~

MIT Faculty Club,

Cambridge, Massachusetts, USA

October 9-11, 2006

PRELIMINARY CONFERENCE PROGRAM LOCATION
MIT Faculty Club,

50 Memorial Drive, E52, 6 FL.

Cambridge, Massachusetts, USA

COMMUNICATION, NETWORK, AND INFORMATION SECURITY
PROGRAM OVERVIEW

Monday, October 9, 2006

07:00 — Registration

08:30 (Foyer)

08:30 - Welcome Address

09:00 (Main Dining Room East)

09:00 - (Lawtech) Keynote Address —
10:00 "Owning Avatars: Legal Control of Human and Nonhuman Data Representations"
(Main Dining Room West)

10:00 — Coffee Break

10:30 (Foyer)

10:30 Session 1 — Information Security |
(Main Dining Room East)

13:30 Session 2 — Communication Security
(Main Dining Room East)

15:00 — Coffee Break

15:30 (Foyer)

15:30 Session 2 Continued

Tuesday, October 10, 2006

08:30 — 09:30 Keynote Address — “Magic Boxes, Boots, and Cores:
Hardware-Based Cybersecurity”

(Main Dining Room East)

09:30 — Coffee Break

10:00 (Foyer)

10:00 Session 3 — Information

Security 11

(Main Dining Room East)

13:30 Session 4 — Communication, Network and Information
Security

(Main Dining Room East)

15:00 — Coffee Break

15:30 (Foyer)



15:30 Session 4 Continued
19:00 - Cocktail Reception
(Dining Room 5)

19:30 — Dinner Banquet

(Dining Room 5)

Wednesday, October 11, 2006

08:30 Tutorial Presentation - "An Overview of Overlay Networks"
(Main Dining Room East)

10:00 — Coffee Break

10:30 (Foyer)

10:30 Tutorial Presentation Continued

13:30 Session 5 — Network Security

(Main Dining Room East)

15:00 — Coffee Break

15:30 (Foyer)

15:30 Session 6 Continued

MONDAY,

OCTOBER 9, 2006

07:00—- 08:30 REGISTRATION

IASTED Staff: TBA (Canada)

Room: Foyer

08:30 — 09:00 WELCOME ADDRESS

Room: Main Dining Room East

09:00 - LAWTECH KEYNOTE

ADDRESS — “OWNING AVATARS: LEGAL CONTROL OF HUMAN AND
NONHUMAN DATA REPRESENTATIONS”

Presenter: Prof. Dan L. Burk (USA)

Location: Main Dining Room West

10:00 — 10:30 COFFEE BREAK

Location: Foyer

10:30 — SESSION 1 -

INFORMATION SECURITY I

Chair: TBA

Room: Main Dining Room East

547-072

Pro-Temp-Z: An XML based Authorization System with Provisional Authorization and
Temporal Certification Support

V.V. Singh (USA)

547-078

A Robust Image Watermarking Method to Geometric Attacks

K. Okada and S. Wada (Japan)

547-091

Covert Timing Channel Capacity of Rate Monotonic Real-Time Scheduling Algorithm in
MLS System

J. Son and J. Alves-Foss (USA)

547-093

Security Analysis of a Large-scale Voting Scheme

5] —



S. Eskeland (Norway)

13:30 — SESSION 2 -

COMMUNICATION SECURITY

Chairs: TBA

Room: Main Dining Room East

547-022

Elliptic Curve and Password based Dynamic Key Agreement in Wireless Ad-hoc Networks
I.G. Askoxylakis, D.D. Kastanis, and A.P. Traganitis (Greece)

547-034

A Petri Net based XML Firewall Security Model for Web Services Invocation
M.M. Ayachit and H. Xu (USA)

547-042

A Method for Deriving Paths Across a Distributed Web of Trust

P. Tipper and C. Edwards (UK)

547-043

Designing SSL/TLS Protocol for Resource Constrained Devices

AM. Ali (USA)

547-053

Security Framework for Supervisory Control and Data Acquisition, Automation Systems,
and Networks

C. Obombo, F. Haji, L. Lindsay, and D. Patel (Canada)

547-067

Object Authentification in Closed Containers by Ultra-Wideband Multipath Profile
Examinatiojn: An Application to National Security

S. Sobolewski and M. Buehrer (USA)

547-089

Self-Organising Quorum Systems for ad hoc Networks

G. Owen and M. Adda (UK)

547-092

Access Control by Secure Multi-Party EPR Decryption in the

Medical Scenario

S. Eskeland (Norway)

547-096

The Lightweight Key Management Protocol (LKMP)

J. Trostle (USA)

15:00 - 15:30 COFFEE BREAK

Room: Foyer

15:30 — SESSION 2 CONTINUED

TUESDAY,

OCTOBER 10, 2006

08:30 - 9:30 - KEYNOTE ADDRESS - “MAGIC BOXES, BOOTS, AND CORES:
HARDWARE-BASED CYBERSECURITY” Presenter: Sean W. Smith (USA)
Room: Main Dining Room East

09:30 — 10:00 COFFEE BREAK

Room: Foyer

10:00 — SESSION 3 —

INFORMATION SECURITY II

52



Chairs: TBA

Room: Main Dining Room East

547-015

A Grey-Level Image Watermarking Method Based on Block DCT and Statistic Correlation
Adjustment

C. Obimbo and J. Ni (Canada)

547-023

An Efficient Authentication Scheme for Contactless Smartcards using Elliptic Curve
Cryptography

D.D. Kastanis, I.G. Askoxylakis, and A.P. Traganitis (Greece)

547-028

Proactive, Content-aware, Sensitive Data Protection Framework for Enterprises

Y. Zhang, R.J. Enbody, and J.R. Floyd (USA)

547-063

Slantlet Transform-based Image Fingerprints

L. Yu and S. Sun (PRChina)

547-071

A Multi-bit Watermark Generation Algorithm with Properties of Error Correction

B. Salami and C. Obimbo (Canada)

13:30 — SESSION 4 —

COMMUNICATION, NETWORK, AND INFORMATION SECURITY

Chairs: TBA

Room: Main Dining Room East

547-048

Artificial Immune using Multilevel Negative Selection Approach to Anomaly Detection
A.A.A. Youssif, A.Z. Ghalwash, and S.A. Mohamed (Egypt)

547-085

Reinforcement of Privacy in 802.16 MAC Common Part Sublayer Using the Principle of
Circularity

R. Bhakthavathsalam (India)

547-094

An MSLS-EMM for Enforcing Confidentiality in Malicious Environments

B. Wang and J. Alves-Foss (USA)

547-095

A Classification of Security for the Transactions Between a Requester, an Intermediary, and
a Web-Service

J. Muiioz Arteaga, R. Mendoza Gonzalez, F.J. Alvarez (Mexico), and M. Vargas Martin
(Canada)

547-097

Security Vulnerability Categories in Major Software Systems

O.H. Alhazmi, S.-W. Woo, and Y.K. Malaiya (USA)

547-802

ARP and ICMP Weaknesses: Impact and Network Performance Analysis of a Novel Attack
Strategy

A. Anand, R. Rishi, and M. Kumar (India)

547-803

STRBAC - An Approach Towards Spatio-Temporal Role-based Access Control

M. Kumar and R.E. Newman (USA)

547-804



Experimental Efvaluation of Network Security Through a Hierarchical Quantitative Metrics
Model

F. El-Hassan, A. Matrawy, N. Seddigh, and B. Nandy (Canada)
547-805

Securing a Linux-based Multiuser Web Server M. Prandini (Italy)
15:00 — 15:30 COFFEE BREAK

Location: Foyer

15:30 — SESSION 4 CONTINUED

19:00 - COCKTAIL RECEPTION

Room: Dining Room 5

19:30 — DINNER BANQUET

Room: Dining Room 5

WEDNESDAY,

OCTOBER 11, 2006

08:30 — TUTORIAL PRESENTATION — “AN OVERVIEW OF OVERLAY NETWORKS”
Presenters: J.-H. Cui, Z.J. Shi, and B. Wang (USA)
Room: Main Dining Room East

10:00 — 10:30 COFFEE BREAK

Location: Foyer

10:30 - TUTORIAL

PRESENTATION CONTINUED

13:30 — SESSION 5 - NETWORK SECURITY

Chairs: TBA

Room: Main Dining Room East

547-020

Performance Studies of the Server-Side Access Control for SYN-Flooding Distributed
Denial of Service Attacks using Real Systems

H. Fujinoki and R.K. Boyapati (USA)

547-021

A Scalable Approach to IP

Anycast

A. Pathak and D. Sanghi (India)

547-027

An Efficient Hybrid Algorithm for Multidimensional Packet Classification
Y. Qi and J. Li (PRChina)

547-030

Introducing Trusted EAP Module for Security Enhancement in

WLANSs and VPNs P. Urien (France), M. Dandjinou (Burkina Faso), and M. Badra (France)
547-031

Optimizing Multi-Thread String

Matching for Network Processor based Intrusion Management System

J. Yu, Q. Huang, and Y. Xue (PRChina)

547-033

Dynamically Blocking Access to Web Pages for Spammers'

Harvesters T. Eggendorfer and J. Keller (Germany)

547-045

Design of a Virtual Computer Security Lab

54—



J. Keller and R. Naues (Germany)
547-058

Towards Effective Packet Classification
Y. Qi and J. Li (PRChina)

547-059

Access Control Platform for Submitted Jobs in Computational
Grid Environment

L. Mattes and J.A. Zuffo (Brazil)

15:00 — 15:30 COFFEE BREAK
Location: Foyer

15:30 — SESSION 5 CONTINUED
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Trustworthy Computing

Z& % ¥ 1% B (Trustworthy Computing) 4 & & 32 7 & &9 /)48 » David Aucsmith 3R & 37, 45
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RH RSB A EZE  BRAAE T R ENER
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#% (AntiSpyware) °
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Standards and
Technology.
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Advancement of HARE A
Structured Information %
Standards
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%
QoP Quality of Protection 1R LE
QoS Quality of Service AR A o B
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SFDL Secure Function SFE 1 A
Definition Language
SOA Service Oriented
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SOAP Simple Object Acess
Protocol
TTP Trusted Third Party
UDDI Universal Description,
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W3C World Wide Web I E N
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WAP devices
WS Web Services 4 B8 BB
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WS-1I The Web Services
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Protemp-Z: An Xml Based Authorization System with Provisional Authorization and Temporal
Certification Support

Vishav Vir Singh
Computer Engineering Department
San Jose State University
One Washington Square, San Jose CA 95192-0180
USA
Vishav.Singh@yahoo.com
ABSTRACT

The eXtensible Markup Language (XML) is a flourishing standard for information interchange and
representation. Endeavors at various levels are underway to make this format effectual and project it as a
unified and homogeneous data model absolutely imperative to establish security frameworks that protect data
from Many different threats. We propose a model ProTemp-Z that synthesizes the notions of provisional
authorization and temporal certifications, resulting in a system that is powerful enough to enforce security
based on a well-defined set of provisions and also based on the temporal coordinates of data. The temporal
orientation of this model also accounts for the safeguard of security of dynamically changing data, which is of
great value. We present an implementation of the authorization logic.

A Robust Image Watermarking Method To Geometric Attacks

Kosuke Okada and Shigeo Wada
Graduate School of Engineering, Tokyo Denki University
2-2 Kanda-Nishiki-cho, Chiyoda-ku, Tokyo 101-8457, Japan
05gme06@ed.cck.dendai.ac.jp and wada@cck.dendai.ac.jp
ABSTRACT

The embedding digital signature in image invisibly to protect from geometric and data compression
modifications are an important issue. In this paper, a robust image watermarking method to geometric attacks is
proposed. The proposed method has the robustness to geometric distortions such as rotation, scaling and
translation. In the embedding process, a valuable wavelet transform is used to become an invisible watermark
system. The log-polar transform and autocorrelation are used to estimate the geometric distortions, and the
watermark is detected in the wavelet transform domain in the extraction process. In the simulations, the
effectiveness of our method is demonstrated. The robustness to the geometric attacks and JPEG compression is
examined. The performance with respect to bit error rate characteristics and degradation of image quality is also
evaluated.

Covert Timing Channel Capacity of Rate Monotonic Real-Time Scheduling Algorithm in MLS Systems

Joon Son and Jim Alves-Foss
Center for Secure and Dependable Systems
University of Idaho
POBOX 441008 Moscow, ID 83844-1008
email: [son2320,jimaf]@uidaho.edu
ABSTRACT

Real-time systems must satisfy timing constraints. In our previous work, we showed that a covert timing
channel cannot be completely closed in some system configurations due to the timing constraints imposed by
the Rate-Monotonic (RM) real-time scheduling algorithm. In this paper, we construct a probabilistic model to



measure two quantities of a covert timing channel in RM based systems: channel capacity and quantity of
specific information. We show how these two metrics can be calculated from our probabilistic model and why
they are useful metrics in evaluation of a covert (timing) channel.

Security Analysis of A Large-Scale Voting Scheme

Sigurd Eskeland
Agder University College
Grooseveien 36,
4876 Grimstad, Norway
email: sigurd.eskeland@hia.no
ABSTRACT

Yun and Lee proposed recently a voting scheme for large scale elections that are based on pseudonymity and
blind signatures. In this paper, we show that their voting scheme is insecure because it is possible to compute an
arbitrary number of forged signed ballots without being detected. We also propose a small modifcation that
thwarts the attack

A Grey-Level Image Watermarking Method Based on Block Dct And Statistic Correlation Adjustment

Computing & Information Science
University of Guelph
Guelph, ON N1G 2W1
Canada
cobimbo@uoguelph.ca jni@uoguelph.ca
ABSTRACT

The watermarking technology provides an ideal tool of copy and copyright protection. It relies on embedding a
secret imperceptible signal, a watermark, into the host data in a way that it always remains presence. In this
paper, we presented a new method of watermarking, which embeds a binary sequence into the DCT domain of
a grey-level host image. The embedding procedure is carried out by slightly modifying the correlation
coefficients of those middle frequency bands in the DCT blocks. Experiment results show that our algorithm is
robust to certain types of attacks, such as the JPEG compression.

An Efficient Authentication Scheme for Contactless Martcards Using Elliptic Curve Cryptography

Diomedes D. Kastanis, loannis G. Askoxylakis, and Apostolos P. Traganitis
Foundation for Research & Technology — Hellas, Institute of Computer Science (FORTH-ICS)
P.O.Box 1385, Heraklion, Crete, GR-711-10
GREECE
{asko, tragani} @ ics.forth.gr, diomedes.kastanis@orange-ft.com
ABSTRACT

Nowadays the protection of information against unauthorized disclosure, transfer, modification, or destruction,
whether accidental or intentional, is a very important issue that concerns the information society. The scope of
this paper is to develop a Contactless Smartcard protocol, which will be able operate securely and effectively,
under a variety of attack methods. The system implements a novel mutual authentication procedure between a
Contactless Reader and a Smartcard, calculates securely the corresponding parameters, and protects the system
against malicious attacks. The system can be used in a wide spectrum of applications that require simplicity,
ease of use, long life, low cost and portability. Suitable applications could be, Electronic Payments, Public
Transport Electronic Fare, Highway toll payments, Medical Applications, and Access Control.

Proactive, Content-Aware, Sensitive Data Protection Framework for Enterprises

Yuan Zhang and Richard J. Enbody
Department of Computer Science and Engineering
Michigan State University
East Lansing, Michigan, USA
zhangyu6, enbody@cse.msu.edu
John R. Lloyd
Department of Mechanical Engineering
Michigan State University
East Lansing, Michigan, USA



lloyd@egr.msu.edu
ABSTRACT

Sensitive data about customers, finances or intellectual property are often the most important assets of
enterprises. The majority of information leakage (84%) is caused by insiders, and 95 percent of data loss is
caused by unintentional application misuse. Restricted file access control and strong user account management
do not provide enough fine-grained authorization to protect against insiders misusing legitimate applications.
Monitoring network traffic can catch misuses, but it suffers from false positives and the inability to detect new
patterns of sensitive data use. Trusted Computing is a new technology which creates a trustworthy system for
local owners (using TPM and secure booting) and for remote users (using Remote Attestation). However, it
also has drawbacks, such as software upgrading, and locking a user to certain operating systems and
applications. Our framework builds on top of the current infrastructure, and takes advantage of the reality that
all systems in an enterprise can be highly controlled by the IT administrators. The framework employs strong
user profiling and isolation to protect against malware and uses sensitive-dataconfigurable applications to
proactively protect against unintentional misuses.

Slantlet Transform-Based Image Fingerprints

Longjiang Yu and Shenghe Sun
Dept. Automatic Test and Control, Harbin Institute of Technology
Building A2, Science Park, Harbin Institute of Technology, No.2 Yikuang Street, Nangang District, Harbin
150080
Heilongjiang, P.R.China
longjiang_yu@yahoo.com.cn
ABSTRACT

Image fingerprints are related to cryptographic hash functions. In contrast to cryptographic hash functions this
robust digest is sensitive only to perceptual change. Minor changes, which are not affecting the perception, do
not result in a different fingerprint. In addition applied in authentication and tamper detection as traditional
digital signatures, image fingerprinting technique is used in content-based retrieval, content-based monitoring,
and content-based filtering. In this paper we present a slantlet transform based method for image fingerprints.
The slantlet transform is a kind of orthogonal wavelet and performs better in data compression than discrete
cosine transform and the other wavelets. Phase information is extracted from slantlet domain for image
fingerprints. Better performance is verified in experiments evaluating robustness (e.g. against operations like
lossy compression, scaling and cropping) and discriminability in comparison to an existing method.

A Multi-Bitwatermark Generation Algorithm with Properties of Error Correction

B. Salami
Department of Computing and Information Science
University of Guelph
Guelph, Ontario, Canada
email: bendigi@gmail.com
C. Obimbo
Department of Computing and Information Science
University of Guelph
Guelph, Ontario, Canada
email: cobimbo@uoguelph.ca
ABSTRACT

Digital watermarking is a technique developed for the protection and identification of digital media by
embedding digital data directly onto multimedia objects such that it can be detected or extracted later.
Watermarks often carry no extra information and are not very useful. On the other hand, multi-bit watermarks
typically include a second signal used in error correction and thus decrease the amount of useful information or
payload that can be embedded. In this paper, we present a multi-bit watermark generation scheme that enables
the decoder to automatically correct the extracted information without the need of a second reference signal.
Our method converts the provided ownership information into a bar-code like image and embeds the encrypted
version into any color image. Under this scheme, the extracted watermark can be corrected.
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Elliptic Curve and Password Based Dynamic Key Agreement in Wireless Ad-Hoc Networks

Ioannis G. Askoxylakis, Diomedes D. Kastanis, Apostolos P. Traganitis
Foundation for Research & Technology — Hellas, Institute of Computer Science (FORTH-ICS)
P.O.Box 1385, Heraklion, Crete, GR-711-10
GREECE
{asko, tragani} @ ics.forth.gr, diomedes.kastanis@orange-ft.com
ABSTRACT

Ad-hoc networking is a relatively new operating mode for rapid mobile host interconnection. However, it
suffers from the lack of a fixed infrastructure that forces each ad-hoc host to rely on each other, in order to
maintain the network stability and functionality. This singularity of ad-hoc networks introduces several issues,
most of which concern the system’s security. This paper focuses on investigating the security threats of ad-hoc
networks together with their unique ability to meet specific emergency requirements, such as the rapid
deployment of emergency networks which can enhance and optimize the disaster relief efforts after a natural
disaster or a terrorist attack. Moreover this particular type of networks can be found very efficient in military
environments where the cellular/PCS services may not be available.

Considering the difficulty of establishing a secure network where the impacted group members share no prior
electronic information, and moreover considering how this can be achieved through the most reliable, secure
and efficient way, we propose a new protocol for dynamic multiparty password key agreement, based on
Elliptic Curve Cryptography.

A Petri Net Based Xml Firewall Security Model FOR Web Services Invocation

Mihir M. Ayachit and Haiping Xu
Computer and Information Science Department
University of Massachusetts Dartmouth
North Dartmouth, MA 02747
Email: {g_mayachit, hxu} @umassd.edu
ABSTRACT

An XML firewall differs from a conventional firewall because its major task is to control access to web
services rather than to filter untrusted addresses. An XML firewall can effectively protect web services from
being attacked by inspecting a complete XML message including its head and data segments, and rejecting
unauthorized web services invocation. In this paper, we propose a formal XML firewall security model using
role-based access control (RBAC). Our proposed model supports user authentication and user authorization
according to information stored in a user database and a policy database associated with an XML firewall. The
formal model is designed compositionally using Petri nets, which can serve as a high-level design for XML
firewall implementation. The key components of our compositional security model are the application model
and the XML firewall model. To illustrate the advantages of our formal approach, we use an existing Petri net
tool to verify some key properties of our model, such as boundedness and liveness.

A Method for Deriving Paths Across A Distributedweb of Trust

Paul Tipper

Computing Department, InfoLab 21

Lancaster University
email: p.tipper@lancaster.ac.uk (PGP Key: SFAF443D)

Christopher Edwards

Computing Department, Infolab 21
Lancaster University

Email: ce@comp.lancs.ac.uk
ABSTRACT

This paper gives an overview of ongoing research into building a distributed web of trust usable for deriving

paths of trust between keys and performing secure key exchange. It gives example algorithms for creating,
maintaining and searching such a web, set against the background of current research. The paper also examines



attacks against the proposed system as well as methods by which it prevents or reduces the threat of them. The
paper concludes by giving an overview of the direction of future research.

Designing SSL/TLS Protocol for Resource Constrained Devices

Asad M. Ali {asad.ali@gemalto.com}
Gemalto, Smart Card Research
8311 North FM 620 Road, Austin TX, 78726, USA
ABSTRACT

Secure Sockets Layer (SSL) and its successor Transport Layer Security (TLS) are the de facto standards for
securing communication between web servers and web browsers. Although once considered the realm of high-
end enterprise systems, these protocols can now be implemented on increasingly smaller devices. Smart cards
are one example of such devices. They have extremely limited resources; both in terms of memory and
processing power. Because of these limitations, designing and implementing a TLS stack on a smart card has its
unique challenges. The TLS protocol stack and the required cryptographic computations have heavy memory
requirements, and making them run in resource constrained devices calls for an optimized software design. This
paper describes various design optimizations for enabling TLS support on embedded smart card architectures
with only a few kilobytes of RAM. This combination of smart card hardware security, and the TLS network
protocol security can prove to be an extremely powerful amalgam for securing Internet transactions.

Security Framework for Supervisory Control and Data Acquisition, Automation Systems, and Networks

Charlie Obombo, Fardeen Haji, Larry Lindsay, and Darshana Patel
Dept. of Computing and Information Science
University of Guelph
Guelph, Ontario, Canada N1G 2W1
ABSTRACT

Supervisory Control and Data Acquisition Systems (SCADA) are used in industrial applications to monitor and
control plant equipment and processes. Originally, SCADA systems were designed around reliability and safety,
not security. Since these systems have become increasingly interconnected through the usage of “open”
standards, vulnerabilities that traditionally affected the corporate network are now causing havoc on SCADA
systems and networks. The focus of this paper is to study and evaluate the security risks as well as discuss
countermeasures to minimize threats of these systems and the supported communication infrastructure.

Object Authentication in Closed Containers By Ultra-Wideband Multipath Profile Examination: An
Application to National Security

Sylwester Sobolewski and Michael Buehrer
Mobile and Portable Radio Research Group Laboratory
Department of Electrical and Computer Engineering
Virginia Tech, Blacksburg, VA 24061
{sobolews, buehrer}@vt.edu
ABSTRACT

Maintaining national security in this era of growing terrorist threats and worldwide unrest is of utmost
importance. This article suggests one solution to the particular problem of authenticating content of large metal
transport containers to make sure they contain the same objects at the points of origin and destination. The case
of shifted objects is also considered.

The proposed authentication method uses the concept of Radio Frequency Fingerprinting and has two
components. First, probability distribution functions of correlations of UWB multipath profiles at the origin and
destination are compared. Second, the eigen-values of the same UWB profiles are compared. The experimental
results show that it is possible to determine whether the same objects are present in the container and whether
they have been shifted.

Self-Organising Quorum Systems for Ad Hoc Networks

Gareth Owen and Mo Adda
School of Computing, University of Portsmouth
Buckingham Building, Lion Terrace, Portsmouth
England, PO1 3HE



{gareth.owen, mo.adda}@port.ac.uk
ABSTRACT

There are many essential applications for quorum systems in ad-hoc networks, such as that of location servers
in large-scale networks. Existing research proposes many approaches to the problems, many of which are
incomplete, cumbersome, or incur significant cost. We describe and analyse a self-organising quorum system
that creates an emergent intelligence to minimise overhead and maximise survivability. We then examine the
quorum’s performance as a location server and suggest improvements to the query mechanism and routing
algorithm using the information.

Access Control by Secure Multi-Party EPR Decryption in The Medical Scenario

Sigurd Eskeland
Agder University College
Grooseveien 36,
4876 Grimstad, Norway
email: sigurd.eskeland@hia.no
ABSTRACT

Due to that medical patient data may be highly confidential, it is essential that electronic patient records (EPR)
are properly protected. Accordingly, only legitimate medical personnel should be allowed access to relevant
patient data. In this regard, it is reasonable that patients should be able to exert control over their own medical
data. In this paper, we propose a security scheme that allows electronic patient records or specific EPR modules
to be stored encrypted at the EPR server where each EPR is encrypted with a unique and secret key. In order to
obtain access to the protected medical data, medical teams collaborate with the concerning patient in order to
blindly reconstruct EPR cryptokeys for decryption at the EPR server. The scheme prohibits the secret EPR
cryptokeys from being disclosed to any party, and it is privacy-preserving in the sense that the collaborating
parties are able to perform the computations without revealing their private inputs to each other.

The Lightweight Key Management Protocol (LKMP)

Jonathan Trostle
ASK Consulting and Research, Inc., USA
ABSTRACT

We present requirements for authentication and key distribution in typical wireless scenarios, including fast
handoffs and small user devices (e.g. cell phones). We show that Kerberos V5 is inadequate for some wireless
scenarios. A new solution, the LKMP protocol, is then presented. We also present a new crossrealm
authentication protocol, the LKMP passthrough exchange, and its advantages over existing Needham-Schroeder
derived crossrealm protocols. We give a performance analysis of the LKMP protocol, based on our prototype.
We include a performance and security comparison to Kerberos V5 including an analysis of some of the
performance bottlenecks in Kerberos and the MIT Kerberos implementation in particular. Our results show that
Kerberos is significantly under-optimized, and we describe some security improvements.



COMMUNICATION, NETWORK, AND INFORMATION SECURITY

Artificial Immune Using Multi-Level Negative Selection Approach to Anomaly Detection
Aliaa A. A. Youssif, Atef Z. Ghalwash, & Samir A. Mohamed
Faculty of Computers & Information, Helwan Univ.,
Cairo, Egypt
draliaa@gmail.com, ghalwash@idsc.net.eg, samir.a.mohamed@gmail.com
ABSTRACT

Natural immune system (NIS) provides a rich source of inspiration for computer security in the age of the
Internet. The Artificial Immune System (AIS) is one of the promising techniques that seek to capture some
aspects of the natural immune system. One of the major algorithms to implement the AIS is the Negative
Selection (NS) algorithm. The paper proposes an immunological algorithm based on the Negative Selection
Algorithm and the Clonal Selection technique, called the Multi-Level Negative Selection (MLNS).

The proposed algorithm is compared with the previous work of the AIS. Data from the international DARPA
data set is used to train and test the feasibility of the new algorithm. The recorded experimental results show
that the proposed algorithm outperforms the previous work and a higher detection rate is achieved (96%:94.5%).
Meanwhile, a comparable false alarm rate is attained (1%:0.9%). A remarkable advantage, of the proposed
algorithm, is the noticeable reduction in the number of detectors needed to achieve the stated results since it
comes down to nearly a quarter (22.3%) of those generated with the previously used single scale detector.

Reinforcement of Privacy in 802.16 Mac Common Part Sublayer Using the Principle of Circularity

R Bhakthavathsalam
Supercomputer Education and Research Center, Indian Institute of Science
Bangalore 560012
INDIA
bhaktha@serc.iisc.ernet.in
ABSTRACT

Owing to the addition of various security overheads at different layers, the cumulative encapsulation causes
more access delay in the uplink data transmission in WiMax resulting in low throughput. The upstream channel
is a stream of minislots with a dynamic mix of contention and reservation based opportunities affording privacy
between transmitter and receiver. The contention resolution algorithm used in WiMax is based on a truncated
binary exponential backoff, maintaining privacy between Base Station and Subscriber Stations, with initial
backoff window and maximum backoff window controlled by the Base Station. The performance of the system
is affected by the collisions of bandwidth request messages in uplink transmission. In this paper, we introduce a
new paradigm of circularity by selectively dropping appropriate control messages in order to obviate the overall
bandwidth request collisions with some modifications of the same backoff overheads for supporting privacy.
This new mechanism reduces the uplink access delay and thereby yields higher uplink throughput resulting in
better utilization of available bandwidth.

An MSLS-EMM for Enforcing Confidentiality in Malicious Environments

Bei Wang and Jim Alves-Foss
Center for Secure and Dependable Systems
University of Idaho
POBOX 441008
Moscow ID 83844, USA
email: [wang4056, jimaf]@uidaho.edu
ABSTRACT

The use of security policy enforcement mechanisms has been a topic in recent literature. Particular focus has
been on the class of policies that can be enforced by these mechanisms but not on the security policy guiding
the execution of the monitoring mechanisms. It has been a challenge to enforce information confidentiality in a
multi-level secure system since malicious users can exploit covert channels within the enforcement mechanisms
to propagate confidential information. In this paper, we characterize necessary security properties for an
enforcement mechanism that can ensure secure execution of the untrusted programs even though they may be
malicious.
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A Classification of Security Patterns for the Transactions Between A Requester, An Intermediary, and A
Web-Service

Jaime Mufioz Arteaga , Ricardo Mendoza Gonzalez , Francisco J. AlvarezCentro de Ciencias Basicas.
Universidad Auténoma de Aguascalientes.
Av. Universidad N° 940, Ciudad Universitaria, C.P. 20100. Aguascalientes, Ags. México.
mendozagric@yahoo.com.mx; {jmunozar, fjalvar}@correo.uaa.mx
Miguel Vargas Martin University of Ontario, Institute of Technology.
Oshawa, Canada
miguel.vargasmartin@uoit.ca
ABSTRACT

It is very important to have a security model to try to avoid the security risks related with the transactions
between a Requester and a Web-service. Nevertheless, the design of this model can be difficult because many
security techniques exist. The use of patterns can ease the design of the security model and the selection of the
involved elements. However, as far as we know, there are not specific classifications of security patterns
available as the one we propose in this paper. We propose a classification of security patterns for the
transactions between a Requester, an intermediary, and a Web-service.

Security Vulnerability Categories in Major Software Systems

Omar H. Alhazmi, Sung-Whan Woo, Yashwant K. Malaiya
Colorado State University

omar| woo|malaiya@cs.colostate.edu
ABSTRACT

The security vulnerabilities in software systems can be categorized by either the cause or severity. Several
software vulnerabilities datasets for major operating systems and web servers are examined. The goal is to
identify the attributes of each category that can potentially be exploited for enhancing security. Linking a
vulnerability type to a severity level can help us prioritize testing to develop more effective testing plans.
Instead of using an ad hoc security testing approach, testing can be directed to vulnerabilities with higher risk.
Modeling vulnerabilities by category can be used to improve the post-release maintenance and patching
processes by providing estimation for the number of vulnerabilities of individual types and their severity levels.
We also show that it is possible to apply vulnerability discovery models to individual categories which can
project the types of vulnerabilities to be expected in near future.

ARP and ICMP Weaknesses: Impact and Network Performance Analysis of A Novel Attack Strategy

Ashish Anand, Rahul Rishi, Mukesh Kumar
Dept. of Computer Science
Technological Institute of Textile & Sciences, Bhiwani
Mabharishi Dayanand University
Haryana, India
ashish.anand@titsbhiwani.org, rahulrishi@titsbhiwani.org, mukesh.kumar@titsbhiwani.org
ABSTRACT

After the ARP and IP were drafted, a subtle weakness in the Address Resolution Protocol was discovered.
Unlike TCP, ARP relies on raw sockets and like UDP; ARP provides no means to establish the authenticity of
the source of incoming packets. Although this problem can be resolved in case of UDP packets by considering
alternate approaches such as DNS replies being sent over TCP rather than UDP using the DNSSEC architecture
so that false DNS replies may not be accepted by a host; ARP is still prone to similar attacks. This paper
identifies known weaknesses of the ARP and analyses the impact of a network flooding utility developed by us,
the underlying ideology of which is this very weakness of the ARP. The purpose of our implementation is to
extend what conventional tools can do, by incorporating a network flooding module in it, and to simulate a
flooded network where hosts are forced to broadcast outgoing packets to the entire network. In some network
conditions, the gateway may also be brought into broadcast mode, leading to undesired results. Various attack
strategies are considered and the network performance during these attacks is measured. We also reveal a
strategy by which ICMP replies are received by a host trying to PING a destination, but the host fails to
recognize these replies. Such a weakness in the ICMP can lead to erroneous network management.

Strbac - An Approach Towards Spatio-Temporal Role-Based Access Control

7



Mahendra Kumar

CISE Department
University of Florida
Gainesville, FL 32608

email: makumar@cise.ufl.edu

Richard E. Newman

CISE Department
University of Florida
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ABSTRACT

The rapid emergence of GPS enabled devices, sensors and mobile equipment in commercial as well as
government organizations has led to considerable research in time- and location-based access control schemes.
Location-based access policies enhance the security of an application by restricting access to an object only
from specified locations. On the other hand, temporal constraints provide granularity in security features and
also limit damage to an application to a specific time interval (e.g. when staff are present to respond if
necessary). This paper introduces a novel approach to location- and time-based access control mechanism using
Role-Based Access Control (RBAC).We believe that it is well-suited for organizations that require time- and
location-based access control over static or mobile objects.

Experimental Evaluation of Network Security Through A Hierarchical Quantitative Metrics Model

F. El-Hassan and A. Matrawy
Dept. of Systems and Computer Engineering
Carleton University
Ottawa, ON, Canada
Emails:ffadi,amatrawyg@sce.carleton.ca
N. Seddigh and B. Nandy
Solana Networks
Ottawa, ON, Canada
Emails:fnseddigh,bnandyg@solananetworks.com
ABSTRACT

In this paper, we present an approach towards the evaluation of network security. This approach is based on a
Hierarchical Quantitative Metrics (HQM) model that enables the representation of important aspects of network
security using quantitative metrics. The proposed model, combined with a general evaluation framework,
would enable the generation of a grand metric that gauges the overall security status of a network. The main
contributions of this work are (1) Proposal and use of the HQM for network security evaluation (2)
Demonstration of the HQM model’s applicability through an example set of Intrusion Detection System (IDS)
metrics and the implementation of a prototype tool that automates the use of this model (3) Presentation of
results for experiments conducted using traces of real network traffic which is, to the best of our knowledge, the
only results reported in this area using real network traffic. Our results are followed by a discussion on the
impact of different factors affecting the evaluation process.

Securing A Linux-Based Multi-User Web Server

Marco Prandini
DEIS - Universita di Bologna
Viale Risorgimento, 2
40136 Bologna, Italy
mprandini@deis.unibo.it
ABSTRACT

A commonplace solution for putting a web site on-line at a reasonable cost is hosting, that is placing it on a
shared server, together with other sites. Hosting providers face significant security problems, both in terms of
avoiding misuse of their servers by “guests”, and in terms of providing effective isolation between them; the
Discretionary Access Control model implemented by traditional operating systems can fail to provide adequate
solutions to these problems. This work describes a system based on the integration of the widely adopted
Apache/PHP platform with the powerful Mandatory Access Control features offered by the Security-Enhanced
Linux project. The resulting solution combines a sound approach to the most common security problems with a
very tolerable impact on system administration complexity.



NETWORK SECURITY

Performance Studies of The Server-Side Access Control for Syn-Flooding Distributed Denial of Service
Attacks Using Real Systems

Hiroshi Fujinoki
Department of Computer Science

Southern Illinois University Edwardsville
Edwardsville, Illinois 62026-1656, USA

E-mail: hfujino@siue.edu

Ravi Kumar Boyapati
Department of Electrical Engineering

Southern Illinois University Edwardsville
Edwardsville, Illinois 62026-1656, USA

E-mail: rboyapa @siue.edu

ABSTRACT

This paper presents our on-going project on performance evaluation of the major existing solutions based on
server-side access control for SYN-flooding distributed denial-of-service attacks using a real network system.
Although many solutions have been proposed and implemented, there is no formal performance study that
measures and compares the solutions based on server-side access control. The successful connection rate of the
existing solutions was measured, compared and analyzed using an experiment test bed developed by LINUX-
based PCs. We have tested SYN-cookie, Random Drop and the unmodified TCP in various conditions. We also
simulated different types of legitimate clients in the end-to-end signal propagation delay to evaluate the fairness
in connections. The results of our experiments showed that SYN-cookie resulted in the perfect (i.e., 100%)
connection rate in all the experiments and configurations. Regardless of the length of the end-to-end delay, the
connection rate of the unmodified TCP dropped to below 5% for a low request rate of 50 requests per second or
more. Random Drop was more effective in improving connection rate than the unmodified TCP if the end-to-
end delay was short or when the TCP backlog queue size was increased to more then 300 slots.

A Scalable Approach Toip Anycast Security

Abhinav Pathak
Department of Computer Science and Engineering
Indian Institute of Technology, Kanpur, India
abhinav.pathak@gmail.com
Dr. Dheeraj Sanghi
Department of Computer Science and Engineering
Indian Institute of Technology, Kanpur, India

dheeraj@cse.iitk.ac.in
ABSTRACT

Anycast is vulnerable to security attacks such as denial of service, theft of service etc. The client which requests
for service through anycast, can not verify the authenticity of the responding server. Also, any node can
advertise itself to be a member of the anycast group. The router does not have a mechanism to verify the
authenticity of the node which claims to be member of the anycast group. We propose a scalable and secure
model for anycast communication. Our model is based on a single entity in the network that controls the group
management of the anycast group and also helps clients to verify membership of a particular node. We show
that our model achieves the security standards required by IP anycasting while being scalable. We define
additional secure anycast protocol features and show that our model achieves these set of additional features.

An Efficient Hybrid Algorithm for Multidimensional Packet Classification

Yaxuan Qil and Jun Lil,2
1 Research Institute of Information Technology (RIIT), Tsinghua University, Beijing, China, 100084
2 Tsinghua National Lab for Information Science and Technology (TNLIST), Beijing, China, 100084
{yaxuan, junl}@tsinghua.edu.cn
ABSTRACT

Multidimensional Packet Classification is one of the most critical functions for network security devices such
as firewalls and intrusion detection systems. Due to the worst case bounds found in computational geometry,
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most of the existing algorithms for multidimensional packet classification trade memory usage for search speed
in order to achieve better overall performance. Although some of these algorithms are proved to be efficient on
small number of classification rules, they scale poorly in either search time or memory usage when the number
of rules grows. In this paper, we propose an efficient hybrid algorithm named sBits, which combines the
advantages of two best existing algorithms, RFC and HiCuts. Compared to RFC and HiCuts, sBits uses 10 to
400 times less memory storage and 30% to 50% less time in worst case search. sBits also reduces the heavy
computational burden in pre-processing. Its full update time is 10 to 100 times less than RFC and HiCuts.

Introducing Trusted EAP Module for Security Enhancement in WLANS and VPNS

Pascal Urien, Mesmin Dandjinou, Mohamad Badra
Ecole Nationale Superieure des Telecommunications (ENST)
37/39 rue Dareau 75014 Paris
France
Pascal.Urien@enst.fr, Mohamad.Badra@enst.fr
Universite Polytechnique de Bobo-Dioulasso
Burkina Faso
Msmin.Dandjinou@voila.fr
ABSTRACT

The Extensible Authentication Protocol (EAP) is a kind of Esperanto used for access control in various
network technologies such as WLAN or VPN. We introduce the frusted EAP module, a tamper resistant chip
that computes the EAP protocol. Its functional interface is compatible with IETF emerging specifications. We
present an open smartcard platform which enables the design of cheap components, both on client and server
side; furthermore we describe a management model that remotely modifies embedded credentials and
applications. An implementation of a RADIUS server working with EAP server modules is detailed and
analyzed. Finally experimental performances are commented and we underline that today EAP modules
compute complex protocol like EAP-TLS in less than 5s, and therefore may be deployed in existing networks.

Optimizing Multi-Thread String Matching for Network Processor Based Intrusion Management System

Jianming Yu,1, 2 Quan Huangl, 2 and Yibo Xue2, 3
1 Department of Automation, Tsinghua University, Beijing, China
2 Research Institute of Information Technology, Tsinghua University, Beijing, China
3 Tsinghua National Lab for Information Science and Technology, Beijing, China
yujm03@mails.tsinghua.edu.cn
ABSTRACT

String matching is the core algorithm and the most time consuming operation of almost every modern Network
Intrusion Management System (NIMS). In this paper we aim at integrating string matching with multi-thread
parallelism to dramatically improve the performance of NIMS. The string matching procedure under multi-
thread parallelism situation is modeled and researched. The results are utilized to instruct the design of an
improved Aho-Corasick (AC) algorithm, named as AC_MT, for network processor (NP) based NIMS. A
simplified NIMS prototype and both the AC and AC_MT algorithms are implemented on Intel’s NP platform
IXDP2850. The evaluation results tested with SmartBits 600 reveals that the performance of the NIMS
prototype is improved by 44.7%~148.8% depending on the different lengths of the input packets and different
number of threads, under both algorithms using the same number of threads situation.

Dynamically Blocking Access to Web Pages for Spammers' Harvesters

Tobias Eggendorfer
ITIS e. V. Institut fiir Technik Intelligenter Systeme
An-Insitut der Universitét der Bundeswehr Neubiberg
Werner-Heisenberg-Weg 39
85579 Neubiberg, Germany
tobias.eggendorfer@unibw.de
Jorg Keller
FernUniversitdt in Hagen
Lehrgebiet Parallelitit & VLSI
58084 Hagen, Germany
joerg.keller@fernuni-hagen.de
ABSTRACT



Almost all current anti spam measures are reactive, filtering being the most common. But to react means always
to be one step behind. Reaction requires to predict the next action of the attacker. So the focus on fighting spam
should rather be on prevention. Current proposals focus on fixing SMTP's lack of authentication, but introduce
two new major problems: First, all current attempts break existing SMTP functionality and, second, it seems to
be hardly possible to enforce a change of SMTP world wide. Therefore other preventive measures should be
implemented. The most promising approach is to prevent spammers from collecting email addresses. Several
proposals show ways to obfuscate addresses on web pages and to create HTTP tar pits in order to catch
spammers' harvesters. In our previous work, we combined a HTTP tar pit with a SMTP tar pit and found it to
be very effective in trapping harvesters. Here, we extend the use of the combined tar pit to identify harvesters
and to dynamically block access to web pages for harvesters, because of the combined tar pit's high efficiency.
We present a test setup to validate the effectiveness of our tool. As the experiment is still running, we can only
report on preliminary findings so far.

Design of A Virtual Computer Security Lab

J'org Keller and Ralf Naues
LG Parallelit"at und VLSI
FernUniversit"at in Hagen
58084 Hagen, Germany
{joerg.keller,ralf.naues} @fernuni-hagen.de
ABSTRACT

We present the design and a prototype of a lab course on computer security, the necessity of which arises from
the students’ need to complement course work by hands-on experience. In order to guarantee maintainability of
a number of Linux systems on which students change configurations, we decided to employ a virtual machine
approach. This allows to reset configurations quickly without another costly operating system installation. We
sketch the types of tasks the students are to perform, and our approach to check immediately whether students
have completed a task. As students operate in larger groups, and the server hosting the virtual machines can
only run a finite number of them simultaneously, a reservation scheme is employed to guarantee fair access for
all participants.

Towards Effective Packet Classification

Yaxuan Qil and Jun Lil, 2
1 Research Institute of Information Technology (RIIT), Tsinghua University, Beijing, China, 100084
2 Tsinghua National Lab for Information Science and Technology (TNLIST), Beijing, China, 100084
{yaxuan, junl}@tsinghua.edu.cn
ABSTRACT

A variety of network security services, such as access control in firewalls and protocol analysis in intrusion
detection systems, require the discrimination of packets based on the multiple fields of packet header, which is
called Multidimensional Packet Classification. In this paper, we propose a very effective packet classification
algorithm called Extended Multidimensional Cuttings, ExCuts in short. As an extension of HyperCuts, which is
the best-known existing decision tree algorithm, ExCuts refines the node merging mechanism using a two-step
discontiguous space aggregation scheme, which minimizes the number of child nodes. To further reduce the
memory usage of the decision tree structure, ExCuts adopts a bit string mapping scheme to compress the large
pointer arrays in internal nodes. Due to the significant memory reduction, ExCuts is able to pick a fixed number
of cuttings and thus provides explicit worst-case search time. Experimental results show that ExCuts
outperforms the best result of existing algorithms on both real-life rulesets and synthetic classifiers.

Access Control Platform for Submitted Jobs in Computational Grid Environment

Leonardo Mattes, Jodo Antonio Zuffo
Laboratorio de sistemas integraveis — Universidade de Sao Paulo (USP)
Caixa Postal 15.064 — 91.501-970 — S3o Paulo — SP — Brazil
{leo,jazuffo} @lsi.usp.br

ABSTRACT

Computational grid aiming to get a better improvement of the resources by the use of distributed and flexible
systems. However, the utilization of this system brings new challenges in relation to security. One of the
foreseen grid functionalities creates dynamic jobs and services, as well as operation, bringing flexibility to the



system that should be exploited for installations of “malicious” application. This work present a platform of
role base fine access control to Java application in computational grids in order to improve the control of jobs
and services created in a dynamic way. A study of case shows in a practical way a use of the present platform.



oo M
aseqele( |euonedy
S92IAI9S uonediday
SS9IAISS UONRIIJIION

S99IA19S BunJoday
FUILIAl BIEQ PUE dY10
S99IAISS SIsAleuy
S9DIAISS UOneIgalu|

I19AIRS TOS

1JOsOnIy

EUOISSaJ01d

Tools

—
(=
Q
=
(5]
1o7))
©
(=
©

-

19U 01pMIS [ENSIA

aplosyr 1) aus GuiAllle
UOISIA JNQ

uoisshosiq uasdo

G00Z Bunesie|y [eo1UYyo9 ] pue ASBI0APY JBLUOISND JOSOIDIA
laBeuey pie28l0og ssauIsng 89110 HOSOIOIN 181631815 ABojouyoa | asudisjug
S99IAI9S SISABUY 18AI9S DS — SOllA|BUY yeyg Jlweg
so0IAleg Buipodsy 1ealag S — Bulnodsy
$99IAI9G uoelbalu| TOS — 113
2ouabiolu| ssouIshg JOSOIDIN
shoo4 Jadopraq ‘Alljige|ieay
‘Alligeleds ‘ANinoag — sall|iqy 8100 —

G00Z 19AI8S DS Yum ssalbold aseqeleq —
wliojie|d aseqgele |euolie|ay S JOSOIDIN w_w>_mc<
epuaby pue Juswabeuey eleq 9sudiaiug

G00¢ JenIeS 10S
sisAjeuy pue juswabeuepy ejeq aslidiajug GOz 19AI9S TOS HOSOIDIN

—HESE




:_: )

VDB 35eqEIR] )

Tos B 2owo

(swaay 1os)
esnoyaleps ejeq \
. L uuope|d
19
(suss) | (s155)
podey | ayeiBaju)
(1eox3) |
sishjeuy Jesn-pug | sjoo)
— Jasn-pug
(uiogeureys)
leydod
(#219) (msa) . suonjesijddy
yueweBeuep Buipreseiosg o onfreuy
[eloueuly sssuiIsng :

abesn peolq 1o} paubisap ‘a|qIssaady ‘@)ajdwon
oocom___on—c_ ssouisng 1JOSOJIIN

y
$3DIAIBS SisAjeuy \\ $80IA8S uoneibsyu|

m§Om 7 BpREDERIOS

e JJOSODIN

aouabl||eju] ssauisng
JoAISS TOS

Jewsog alwiy uojeuLoju|
Wby by by

2AISUBYDIdWOD pue SAI}D3)D 1S0D.
9AIJRIOq.|[0D.

pazijeuosiad pue 2ind9G.
suoljedljdde pue wuojeld pajelbajul.

"SUOISIOBP JUBAS|8) 8J0W
‘Jg)se] ‘Janeq o) Buipes)
soafojdws ||e 01 sybisul
ssauisnqg Buipinoud Aq
Aoy vy suoneziuebio Buinoidw)

UOISIA (€ S 0SOLNAI

t .




Bules|d jaxolq

OYASYN ‘BulieauBug I/emyos 10} JUIPISaId 30IA ‘PUOIYDIY USY M

. apeb-estdiopue si ) eyl seaold GOOZ JoARS TOS O] Wapue |
wiowy suoneadde [eonto LOISSIL SAOW LBO S/ JBY) JoBf oYy | , M

P

SI[-SUIRLUIBIA| 195 NOA UBD)

i

2ouabjey|
ssauisng — saljligede) |eonAleuy

09L1/821d
Allunoag «
Aljgesbeuepy «
Aigejeny ybiH
Aqe|eos

SUJSOU0D) Jawolsny

J1aupeg “aanog

e ——— TR SN ) B

9002 7O 900Z LO

5007

a
(1]
<
@
g
g
[
o]
g
£
=g
JoMIeW GFL$ Ul +%] ‘Bleys M
pauieb jey) Jopuan AlUO @& M
90AD ¢D %9'8
u| pejoadxe ymwoib ssybiy usng @ Je }o¥IBW SE }SE) SE 90IM]
90AD LD Ul ymoib +%08 @ 'G00Z U ymoibiseubiH &
subyyBIH - 900 suBIYBIH — 5002

y

WINJUSWOJA JOAJSS TOS

021158M0T -

Dy,
m:_..___s_ Eenﬁ_: %mm Bupoday
2 113 asudiau, g Bului eyeq uopyeoyida.
SPO 9335113 e apnjouj 033s114 m_u:_u:.w E.“w__w .
TWX 2ANEN e uope1bajul
Aaponpoid SMODUIM o
Jadojarsg e hmtww
Aundes e TOS 95edAS WOl
Acenese uBIH o uonepuatauig e
$S002 0002 0L
19A198 OS 19A19S 1OS 13A198 TOS

UORRIDUDD pE UOREIBUDD 35

uonenaouu| jo A1o}siH
suolelausac) JsA1aS TOS




-
adoing weensdn uoimeyo Usbeue 1| ‘sseube Xaioghyyew ajgeyes »

pue ges e u uononpasd jo yoneziwndo ui Buynsad ‘alesedo
om Aem oty E\&m:m: voureyo buidiey ale SelbojoLLaa] JJOSOIIH,

JAN(EN 22y O] ElRC]

-

aul)|.

=g
Y oy sy winy digH) 19 weD MoK

uoIn3Yyd

*loneniis)

Auedwon Buiddiys uesueliRupaly 122140 [e21UY22] JIYD ISSEIRD olge]
Aisnpuy 1no uj passedinsun st 1eyj 90jAes

10 Arenb e urejLiew 0] SIGe aB M GOOZ JOMBS TOS YIM,

\n\f\.\.}mﬂ/ (B¥ed 1O mﬂmg\mjg@ S
(VU] m@@@@g@ oL _@m@z

-

L UEmM SIRtNSU00

adoing AWH ‘1010041g BuiBeuBl ‘Bouy oARlS
Jeym ol i Sje[SUEs URD oM ‘Spesf ABojouyoa] Janaieym eyl

05 JOSOIOUY UM YOM M ¢4y Ul 0B [/ 9 SUSYM SMOL OUAA,
T, ;dn des)) SwsIsAS JNoj Qjo>>
ANH® ybiusno pebueyd ssausng j)

PUODSS / S8pel] 00z

UONN|OS e UoneNIS)

fE@c@ k U0l 2

1uauIdojaasq Jo Jo30al1g ‘eulfg Hegoy
. jeyden sAejoureg

leyden shejoreg
JOJ XSt mmm\ sueal GOOZ 4oM8S TDS Jo bsomcmg ul-ying oy f

e T

mawwd | ¢dn desy) sueisAs Jnoj gd
 SAVIOSVE | “SPUCDSSIIA] U] SAOJA] SIDUBIA]

-




doy

1BMOddTY

gLl @ 72 aLz
L L -ZIUIQ) a162
Sile | .
(;EJ aLees
gaLel 1981B1108X3
aLsy
aLel Au3 snowAuouy
aLe
aLe’t
aLe’l als’
| eipau .
aLsh Hinw 23

seseqered 4170 49A18S TOS

+81 dIoD JBJUIAA JOAIBS DS

uoZrion

i |

uoZrion

FES il

HE3ANVWWWOD

Alug showAuouy

uoZrion

e
> FUYOHLIVIH

OoN SOA SMOpUIpA Jo) Anug ppg dod

SMOPUIJ\ 10}

3 /| ueldo] 8zIg gQ ul saLju3 AT#

suLIofjeld ||y 10} sauobajed

0 Z ua] do] ul seLu3 Ma#

suLIofjeld ||y 10} sauobajed

3 1% us] do] ul seuyu3 d1T0#

el (¥4 sauu3 4110#

¥ 4 saujuz Mma#

(aLco<)

6l 0s saljug azig-apfqess | #

dLi<)

Gl 194 sepu3 +aphqess L
£00¢ usldol | Goog usldol

G00Z usldo] dioD JSJUIAA
AeAns €002 yum buuedwo)

Jad suojpoesuel g Gl e
Il 00 Buddiyg 1s9bie| iz e

2suel) uoliw £ Buifeuep e
uoiin|os paIsoy geps e

1D X00) ‘PUODSS / A NG e
djeUIWRsSI Bl1e( I9BA e

3 UO 10 Asusiul UBIH e
5 mc__z_uwcom aulllie suny e

00§ ‘Blep ()0} Jo g1 Ol °
5UNJ 19MOd g UBI BUIYD e

3ealoul asueulopad %408 e
£s Buipei] swoou| pexi4 e

SATOVT @

TN

G00Z Jonies TS uo Aepo] enT sddy [eOfID HOISSIY

wJiojie|d paisni]

uo Buiuuna
w _m:m_> upmmng
‘Aep ; sx3 uoliw 7
‘SIIAIP

ypmoib jenuue %0¢
9s ‘auundn %666'66 ¢
JOS uo ejep jo g16 -

avodid-0) foedes
asueuuopad %,0¢
S oS uo Buiuuni
we)sAs
[DoX

: THIUED
SAVTOUYT @

88 s uo Buiuuni
| ‘pUODIBS [ SXI MG -

Iwassiq eyeq Jadely -

LI0eld PRISTY

Byasvi




Buiuoiyped aigel

uoljejosi joysdeug -«
wawabeue eleq abieT

© 88800V _le(] Indybnoiy| ybiy

sjoysdeus aseqeleq -«

siiedal auluo paulelb-aul{

AlaroD2) 1B -

suonelado xapul suluUO

suluO shemy

Buualsn|D Janojeq .

BuLioly oseqeleq -

1sAo|led 9|geRIpald § 1St

Alfioe]eAy UbiH-2alin

S00ZJEAIES TG

Apes)) UOISSIIA|

o

10SIAPY Bulun] aseqeleq —
Buung
uoiedlday —
Buuoniped ereq -
8[eos e Ajllige|leay .
uoieInBlUoD JIWeUAg —
uojoaUUOD
uojensiuiwpy pejedpsg —
fncerey eipsy  —
alo)say auluQ -
Auligereay [elled -
Alonooay 1sB4 —
suoiesado pue
souBURUIB 9segRIR(]

aleMmpleH pue alemjjog —
opeibdn -
uopesidey —
suoneladQ xapu| sUUQ  —
uoie|os| Joysdeug -
SUOIRHWIT ADUSLINOUOD)
SS900Y BlR(] o
joysdeug sseqeleq -
Buiddiyg Bo7 -
Jollg uoneol|ddy o 1esn e
uoneoldey lead-0j-1eed —
Buuosy oseqeleq —
Buuelsn|D lenojied —
J9)ses|q Jo
aln|led JoAlas eseqered

ABojouyss] GO0z JanI9S TOS

sesegejeq o|gejieny AjlybiH

3P BlRC TN *
sway Hoday wosnd =
s1apeay Bupea] »
SHed qan UIodaleyS »
o e -
SilaLeled panEATINK «
103p3 UDISSaItXT padueyUT -
JauBisag Juang saowiag siskjety «
Japing uoday »
s30jA19G Buploday
s1anpoud |G 18U Y uoielBal) «
[0UE2 MOY pEACIIU «
paezI UojsUELLIp BUIBUEYD AWMOIS «
Buiui 3xa g Buisuea)d elep palesbiai)
AAITEUU0T g5 =
3205 E1EN PUE HSEI X *
SIAU2S PUE 3P03 LICISNA Yk S|qISUalT «
Waluoiwua BuBbngap pue uBisap (ensi, «
aurgaayy e sauewnopad ybiy man »
s33M185 UoRRIBE3U]
prezig uoneifiy
Wawhordaq pue BuiBeqaed oimy «
swipuoBje Buliy e1eg Mau Y6 «
uonelfiau) WA pue sadmas uoneba) «
SISHEUY 10 TAHYATAIAS GapA =
aimsay pue dmpaeg palziBaI] SMOpUIAY, «
$122000 Wwawabeuep sisheuy «
Bujuj eleq pue seojaleg siskjeuy
1 PaAQUELLI PUE JGUUALL MaN =
ejeas pue pad uogeandal SR «
uaneadal jeUBnIESURL] JaBd 0] J8ad *
uonEANINd 213810 «
UG gap, s «
uoneaydal aq ssalLEas «
uopesydsy

J3PIADIG 1UBAT S3TINIEG SISAIRUY »
2160 YaleW pauyap-1asn «
uopedldde Bunsixa U SN pagws -
$80JAI9G UOREOLRON
LONEInBYUDY Baly BIEUNG +
BUIAYIS pUE SI3SM) J0 Uogeledas «
S UONENSILIWRY WEIS auld «
JUBWE 20D A0 pIoMsSEd -
Aunaas elep-e1aw pue Bojele) «
Runoes
S135 NS 3y 3Ly AN
poddng 10510 JBAIRS
J9piaad eyed 1IN WD TOS
331AIaS BIURISUMY N «

sBojelea 1 4 Sapniau acisaxydriaes »

yoaesg ek-|Ing
Sjuang adell ma «
SJUALEIURYUT SR
Sya0jpEaq 7 ue|dmoyg ajgenodxg «
saapuas sIsAeuy Buiioid =
Bujun) soueulopsy
IleW 2SeqEIRg *
001 3Ur PUEWLLED OWDTOS
ES-U0U 0} 553398 JajOld +
voddng [04U07) 33IN0S *
JauBiSa(] ue|d 3auBUAIUIRY «
10UP3 43N YR XA
s]00 | Juswabeuey
210353 AUUQ *
suogessta Xapu| aUlUG «
apein 3|gelere-FuGiH «
T UoEINBYUDD) AWEUAT «
UOR23UUNT) JOJRASIILIDY Pa1edipad] «
SfaaU7 ALBaI| WNS{AaY) -
SJUBLIBIVEYUS 210158 PUE drfoeg =
saueuSUE Sseqeieq

0F TS =
aBenBe uoneindiue e1eq TNX =
HIYd TAX 8O =
poddns (Qggx) Bwayag X =
woddng A43NoX =
Saapul WX =
adA elep W MEN =
X
oddng asuelsuMyn pacueyu3 =
soysdeus asedeleq «
Buyou asegeied -
(apou g 01.dn) Buuaisn)d Jana-ied =
Asuepunpsy pue ainjred sseqeyeq
adAereq WK =
OOIIAEYNIBHTA DX W EVHIRYA =
satk] ejeq] pasedyo =
sadi) eyeq
3Pl BIBQ 1IN 4835 DS -

s1afbu) 7 ‘SuoRaUN 4 'SatAL pasea-ao =
uoneiBialy auguny aBenBugT uowwo?) =

yomawely 13N
shal uawaBeuey JWEUAT »
SUWAUOUAS =
Buuonue] »
|aran uone(os| 10UsdeUS =
SIaAg Janag =
sumissaldxg ajge L UowLa)) «
SIUAWARIS TOS-1 Ul YTeTyAIL =
suwnjog pandung paisisiag =
188 1Nsay Aty Aldyn =
SULLIN|OD PPRAU| Yk S3X3PU] =
UE3S R PEBUE PE3Y PAdUEYLT =
Josipy Buin] aseceieq =
£5223Y JLIH
Janig A3NIBS =

suiBug sseqeeq

salnjesa{ MaN S00Z

Srauuss wovin

alee [ ALIMdOHS

gL = 1iiv1)
81171 g4 1INdVLVAHLS BlEy r.!&ﬁu
. L _ e
a1 41 Feim aLst kQ
WODIEL
a16'L gLl
FEAA AR uoIPy
aLz 1907 SIN4YA 8179 )
alee aLsz vasn
) "euo ") suibew)
.

seseqejeq Buisnoyaiep) ejed Jeaies 108

doy +g1 dioD JBUIN JoAIeS DS




SO0ZARAIRS 00 \mdgﬂu SO0 IRAIES TS R@q«gﬂﬁ

5002 42A195 109

000Z 49A135 7109

5002 J9AI9S 109

0002 49A195 109

— uoIesUEHY/8E SS

% widio9'98,.

widy £07'780'T

— uonesuell/ge oS
uoly: 9%

ﬁd . Uoipesuellie c g < 3 HUdD66T'S

e
o S8R s | - uoiesuen /0z1$

widi £0Z'280'T

HYdO €£9'ET uojesuen /0z1$ HUdO ££0'€T

0002 2%

SOUEBLLISEE

1OS
G00CIGAIES (06 S00ZJEAIES TG

JGSGISA JGSGISA

SURUIUDUSG MSN UIUpURg MON

Apeal Jawoish) Apeal Jawoish)

Q
=)
SIGERIBIT

m SO0 IRNIDSTIOS u

SUOIIN|OS JN0-8[B0S
Bulnpsyos pue speaiy| .
sopino ueld

sonsnels pue sue|d Alsny .
[SPON ADUBIINJUOY)

e, G00C 0S8 sleme YINNN -+
,»uwwmﬁwn 1g9-#9 -
Sylewyousg

pio3ay

£ m_mEcocmm | “Syewyoueg
H-Od1 2-0d1 ABojouyoss | G00Z J8MISS TOS
UJONR|d PRasn. Sduewopad 8 Alljiqeleds

JV




dga sy} uipioddns X aAleN .

adAL ejeq TNX

sdde o'z 13N dSV souewolad ybiH

2uAgayoen

o 9|eds Io) BuiBessaw ajgeley
suoijeoldde ajgejieae Alubiy

1o} Buinanb snouolyouAsy .

19y0l1g 92IAI8S JBAISS DS
2102 sbenbue| Suiwwelfold

S00ZJBAIES TG 7

'3 UO[Jeo0| uolnoaxg -« 1
agouaadxa Buibbngap |
B Juswdoeasp pajesfajl 0
1aN’ \»@

pUB 0IpNIS [ENSIA UM paje.Balul

£00ZJBAIAS SMOPUIN
' suopesydde

Miowpuws Jof L

suopn|os xjun aaisuadxs o) sajeusyfe Buljjedwor
ABojouyoa) Jaje)su|

SMOPUIM U0 paseq dy10 % 9seqejep 1o} dnjes suQ
uopeiBiw £ses 10} )Ig-Z¢ S JeWIO} 4SIP-Uo aWwes

sbuiaeg 3so09

Joddns Buusisnio spou g

o o oo

0002 JoA9S TOS Wim AjiqRedwoo-apoo Tos-L Ajiqeabeueyy

sjood Jayyng Arowaw 1aBie| 0y snp sBures g =
(gl g 03 dn) Aiowaw [enpia pajiwijun AeaN = o B
{al 91 01 dn) Ayjqessaippe Alowaw abre ] = mw =
oouewioped Jealn O el
(1ioddns [eju| pue QAY) yoX pue
wnjuey] Buipnjoul £z 18Aleg SMopulpg 1o} peziwgdg O

H] 9 — G002 42AI3S TTOS HOSOIOIN

Ayliqejess

suoljeo|dde
paseq YOS mau 1o

(vaos) sainjosyoly
gseqejed pajusliQ aDIAIDS

Ino-2|e9s Ajuo-peal Jo4 aseqeleq a|qe|ess paleys

1N0-3[es Ajjsouwl-peal 1o uonesijday dzd

soseqelep

spusdapul ‘painguisip o4 bupnoy juspuadsg eleq

swajsAg pug-ybiH Jo4
$31N}231Y21Yy INO-3|edS G002 12AI8S DS

DE0S00Z PUE 9101007 SHELNIUA] Uojedldde LEpUElS 131821} S dvS a0 0143U0 pUE ' AI0Z00TE SHIRWALEG Uojeadde piEpURIS Ja1)

SO0ZJEAIES (05 BO0ZJIRAIRS (06 CO0IINIBSTOS T L PINIBSTOS

jueriold dH

SJ9SN JUBLINDUOD QOO‘gl JoJ004d JO "ON  SISSN JUSLINJUOD JO Jaquinu Xep
ijuswenoidw| X8 iAlIge|eds XG ¢
(jslossasoud § AJuo ) Jaalas plepue)s B UO SI3Sh JUa1INoUoo
000'g1 pue ‘(jaueld sy} ul siawoIsNo dys isabie| ayy xQl)
JaAles 20.d-9 B UO SIesh JUSIINOUOD QQ0'E6 (@oueLlIouad/eoud
Buipuejsino pue Ayjiqejeas yealb sapiaoid 5002 TOS




i e 18IS TOS ££'8% 568 il 1.“&”.””
e = o ko IPU77FIEL 10 Sjepdn 0} posu AMOUS SAEBWZZFZE/00FZE [/Se0IN0sSalliod JaUHED My diy
18A18S T0S 9c'ss 96°€3 8 wnipayy
JaA185 105 FOES rore$ ¥ sianiag
JanIas TOS (153 0&'L§ z ews
18AIBS TOS UNsay oM 6608 13
1sag sndd)
swmey| 00, | s | WD
1507 asuedr ‘KlanissaibBe alow swiaishs ajoelO Buluiejuiew
3509 310ddng Jemo 518MJ0G JOMOT 3503 adempleH Jamoq pue Bujosjoud uifag ysnw siebeuew uopedldde pue aseqeleq “Ajindas jo uolseq
e w0 yosaom B paJlapisuod aq 1aBuo| ou Ued 8BIQ Jey} SMOUS SaljiIqelau|nA (1L JO 18S Mau
IInBop yory
o sao1joeld juawabeuepy
ey 19Nnpo.id 3|2elQ ajepdn 0} pasN Moys sme|q
3503 Juawdolpasg 5007 J2AI9S 1S LOSODIA Jiodey uogensUILPY

uoeonddy Jemo 40350) Tejo)

ﬁ FREEREIA 0L aseqeieq = a0

osequieqone0 S8 TOS
NVYINITV

o
o
|zsseugn
o
o
esequeqlad Yol

3[oBIO UBY) ODL [[BIBAQ JOMOT JOAISS TOS

Llv1€1009 MequinN al 900Z Arenuer ¢z :ajeq uonedlidnd

yoieasay hw-._uhmw

JuswAholdaq pue jnejoq ‘ubiseq -
vl Qe e 7 oo Aq aindsg
\ 19zAleuy saoljoeld 1s9g .

g aouepInD uonelnbiyuod
juawadiojua Aoljod plomssed
uoljezuoyine p Bulpny
ainjonisesjul Jwbw ayedlIysy .
uondAIous elep aAllRN .
AlINoag el PooURYUT]
uoijeinbiyuod ainjeay yondxgy .
suoldo uolle||elsul QIO

paly 80BlNG pPaonpay

Anoss Jebuonas

SIoW S JSAISS TS :8Jn08g 5705 Apesy UoIsSIA




mo:m:maxm

papuedxs Alises aq

adoing AWH ‘1030adig BuiBeuBl ‘Touy aASlS JUBM SIBUINSLOD m SIGON § Souleg 192140 UoIBULIOM JBIUD ‘BIOL] SHUD M
JeYM OJUI Jf SjBjSLIEA URD oM ‘Speaf ABojoUYIS] JonasayM kmﬁ . Uoas oAem asfe Puiyjfiue o} Jouedns 1ej jsnl st jeyp |
‘OS JJOSQIII YYM OM A Lininy Ul ob Es am m\mc\s @so:x oYM, mo:o. eje _omm: am soueuLoed mE sn sanb moom Lm\cmw T

;dn dasy méaum\‘ S JNOJ PINOAA %%@cmg BM E1eq T Q| syoog

ANNH® b0 pebueyd sseusng Jy sz | UOUNIAI ZZ 214 Noj 0q MO

Q,

uolssnosi C@QO . ejep sssujsng syvsjord uondAisusg sAjeN MoN
suopesado 13 4oy souewiouad Ja3sey %08
G00c Anqejrese 366666 m..___nm:o 13101le} J3}se} Xg

Jafeue |y pIe22102G SSBUISNG 9910 LOSOIDIN
$90IAJ9S SISA[RUY J9AIBS DS — SollAleuy
$90IMI8G Buluodey Isnales 1S — Bulpoday
s20IA19S Uonelbalu 1S — 113
aousbl||aju| ssauisng JJOSOIDIN
snoo4 Jadojane( uewdojensp qem sayids JuASeyIED MEN

‘A}Ige|e0S ‘AIN0eg — Selliqy 8100 — R Auanonpoid

SO0z 19n9S TS YIm wwm_mo_n_ oseqeleq — ea1n19g /M sdde penquysip Buipjing seysey .*..cma."w: paseatou|

wiojje|d aseqeleq [eUONEIOY S, HOSOIIN o

epuaby

82110 SN NIY) uonewIojUl 0] SSadde Jeises u.._m_m:_
uoneibsiu) viep sjeas ybiy Buijqeus |5 MmN o
|00} Buniodey Jesn pu3 meN ssauisng




*loneniis)

SUSLIBIS URILO [BIIUYDRL JAIUD IRl Sy f
. IUSIoIS 2I0W SISLWOISNO N0 PUB SN SOYBU 9007 Jonies Jie | Zig
mmmmmookq Ino ajewomne Aing o1 900Z JoASS HE L ZIg ash e,

- e T

S e

(UIMOIS) 960017 @%%I
5004 JNOJ, UBD)

SNINWIIS

Bules|d jexo.q

-

OVYASYN ‘BulisauiBug 2/emyos 10) JU3pISald 90IA ‘PUOLIYDIY U
. ‘opeib-esidiaiua si )i Jeyl Sercld GOOZ JoAeS TOS O] wiepue |
wioy m:o;mo\..Qo.m 22N UOISSIL 9AOL UBO OM JBY) JoB) 9l [,

-

ODIL MO AuoeeAy
frvaEyTe @z«m:iw@é nﬁ%@@ TM\%@%

. PUODSS / S8pel] 00z
Pe] 000 | r u
)

*loneniis)

-

1uauIdojaasq Jo Jo30al1g ‘eulfg Hegoy »

leyden shejoreg
. jeyden sAejoureg
JOJ XSt mmm\ sueal GOOZ 4oM8S TDS Jo \Q\Bm:& ul-ying oy f

- e T

T

T ¢dn desy) suuRsAs Jnoj, ued
 SKWIDUVEMD | SPUOCDSSIJIA) U] SAOJA] SIDUBIA

*loneniis)

Ausnpur ano u pessedinsun st 1eyj 80IMas
Jo Ayrenb e urejuiew o) aige ale am GOz JONSS TOS YA

T —— -

J
Auedwon Buiddiys uesuelRupaly 122140 [e21UY22] J8IYD ISSelRD o_gmu_u

-

A

DS B JO SeMqeiel. §
VY] SS2001d O] PSaN




UoNN|oS . e UonenS

e,

adoing weensdn uoimeyo Usbeue 1| ‘sseube Xaioghyyew ajgeyes
pue ges e u uononpasd jo yoneziwndo ui Buynsad ‘alesedo

-

=

uoinay)

e T ——

om Aem ay) uuoysues uoireyD Buidiey aue salbojouyoa) oSO,

T T T

ZeN[BA [BSY O] Bxed
Bl | -jesy) win) dipH | ueD) Mo







spiepuels usdo
40 Buioeigug
diysiepes| Ansnpu|
siawiojsn

s uopoRISiul
jusredsues ‘usdg

mNU_Fum._n
auisng

T

UBAQId
B[GRIBACITY

sigepIpaId

fUNgensy

LONEELo)LI

Siqeaheuely -

suSsAs pue

Ej2p jo Ajubsiul
pejuemun ‘A[enusSpyUod S199j01d
ol S}oajold e Sydepe jsurebe ainJeg e

iSLoMUNYS

uvonepuswa|dwi pides poeduwr ybiy 104

jusuidojaAsp pue ‘Yoieasai

‘sponpo.d [erosowitiod buiberona]

juswitIanob 1oy yiom
BuLisauibus pue s11UBIIS PAIURADY

SjuUSWLIIBACS) urAbojouyos |

PaOUBAPY 10 S1N1IASU| HHOSQUQIN

a4 | Ausouny

sssedsai |
ﬂ 8& au
L \

uopeanoy

st uoyaszotd 4

spenbapeul alp sasuafep [pu
wi paziuebiQ

pajeapsiydog sioy Buijes

JUBININS JoU Si auole Buiepdn Buibusiieyo yuswafeuew ssa02e pue fipuap|
s(J] JO Ymous [erjusuodxy

spuali] leasy|

uoneiodion JosoIIN
SJUSLULISAOD) LI ABOJOULDS | paouBApY Jo) SInjiIsU|

ypWsSoNy piAe(

Bunndwo9 Aypomisnig

Bunndwon Aypomisnaj



252193 9NPOId JeYy

sAe( gg2 sups|ing

€002/LH 1L
pasesjay

£00ZiLLi| peseajal
£dS 0002 12A18S IS

ases|al 0}
Joud pousd
ur sugs|ing

ssesjel oM |
|ouls supsjing

=
>

|
£ 4oBd 90IAIeg
9l

| ORANBERS

Buluies| snonuiucy
qol s auohians 10 1ed
Aloud e si Alunoss

Wwswsbeuew ssLdisIUT
8|00 A1INgeS
souepinB aAnduosald

afa|aud 1ses]
Ba.e S9BLNS }or)E sonpay
Jnejsp Ad 4o sainjes) pesnun

Buiisal uonelisuad
uongedsul 9peo
Bulspow 1eaiy |

1002/ L€/50
pasesjay

asea|ay Jonpo.d Jay sheq zZ66

£00Zi8Z/60 000Z/6Z/L |
pasesiey pasesjey

&

€002 J9AIDSG SMOPUIM
By
Ay

I —

Aundss jo ainynd
e
I ——

JuswiAoidsqg Aq aindes

}nejag Aq aindes
- )
S —
ubissq Aq aindas
]

Allun2as 104 Bunasuibu]

ubisaq

asuodsay ‘ 95E919Y ). mu_b,_._w>

9j0Aoa)17 uawdojanag Alunoag

diysisupied pue
uoljeloge|jod
Lo[jeonpa pue
sSsaualemy

asuodsal Jusploul
aAljejIoy
$|00} pUE JUSIU0D
paseq-oLeUdS e

suoljeAouUl
AIINJDS o

s[ejusepuny
Ul 92UR[[99XT o

o

A_;mmcE\ ‘wocmn_:wl A«Eoéwé

Ansnpu] annduosalq Abojouyos|.

wiofield bunndwoo psisni e pjing o0}
Ansnpul pue Juswuisaob yum Bupopn

sSn204 AlluNoag




sowl
3ll4 JUSISMIP 001 UBLS SIoW INg 2ZIs pue
dwelsswiy 18y Ul| UOWWOD SEY I8ALIQ
JSALP |[eD O] [BUJSX paLIpoly -
Slqe) yojedsip jdniajul payooH -«
a|qe) 90IAI9S WB)SAS payooH  »
uoneziueBio
[BID18WILI0Y LMoy Aue o) paddew jou
I pUE [3U1SY 9L palipoll sey 8Alg
501151IN8Y [BI8ASS BIA
181] SNoIoIdsnsS aul 0] pappe ale sIsAlq
uoiehizssaul
13pun ale sisAlp sneloldsns OS 18a0d
(ABojouyoa) pale|al
UM SISALD JO S18S) sal|llle) slemew
Gl INOgE S/BW0ISND SUlem ¥o0

SUeM el
[euUday Yym pajdsajul
[am AON Ul mEm«m>m
Buiysesd yo jusosad %c L1

Buimols) aiemiel |aulay

SUOKoSJUL J0d 1O # SU} peonpal A|[EaleWeId
alemlew Jusieaaid jJsow uo snso-
yiuow Jad OOz ‘SuUoiInNosxe (€30} g7

/o

SMOPUIAA HOSOL!

.

SMOPUIAA HOSO

sjuedioiped 1eNAdS woly yoegpes) jesio
SI8WOISND UOl[liW Gz UeL) alouw jo930id sdieH o
Alolsiy 110s0I214 Ul peojusop Jeindod 1sopy
——————————————————————
B ————ET
.;\‘

L soed 30IARS
£00¢ IS SMOopU,

W &4 UeLy siop
Jnelep Ag ainoaes alow ‘ubisap Ag aindes 2ol
pJezim uolelnbiiuod Alnses
e ———
—_—

-~

elau|nA [edl]id pue Juepocdull 1oma) AJUESIIUBIS o | -

alemew g pajosjul aq o} Aoyl sS8| SewWl G
pangLIsip saidod uoljjiw 09z Uey} 810

ssalboid Ajunoasg

ajep-o}-dn oA desay speojumop alnjeuBls JpewWoINY
alemAds mau Ajpuapl sdiay ALUNWWOD ,, 19NAdS [eqols

saouaialeld InoA uo peseq alemAds sipuey spige jusbiEu| fyajes B

Od e uo sjab auemAds shem +0g spaenb uoijosioud snonuguoD = | JSLUSIL|
Aoeand pue Alnoas Od ureluew digy sueoas pejnpayos

paueso sebexoed siemAds uo €7 ‘SPeO|UMOP UOI|[IW £

2/eM1JOS pajuemun
Ajjenuaiod Jayjo pue asemAds wouy
s13sn smopuipp 3310.d sdjaH

alemAdsiuy
SMOPUIAA LOSOIDIIA

ABOJOUL23 | PUE SPJEPUE)S JO S9IMSU| [BUOREN SN :LSIN
00T UDJE ‘18)S8.110 4 ‘.4 XNUIT UEL) 8INJAS 80| SMOPUI S|, 182108

salijigessuNA
ssaUsAISUOdsay

F 08 09 oF 02 0

. I s
T
s N w0

oo I e

YOSoIDIN
HOSOIDIA
sanss| paso|asip Aplgnd 1o) soxiy I8)se] e

geleu|nA Ajieass UBIY pue [Bj0] 8887 e
sjinsal Buionpold sl 1S HOSOIDI e

asuodsal
AJunoas
1OSOI0I|A

uawaAoldw| JO maip Aisnpul




aauedwo)n pue A3unsas

"

u otmN._ wipdo

jeuoissajoid pajomoduig aIngonseiuy

ahjep ssauisng BulsAleq

B)SI/\ SMOPUIAA

auiyoe 19d d1emiEN

I8jusD peojumod SIA ) e —
20BUSIUI BUIUO -
Sjepdn oy
a1epdn SMOopUIAA
:ybnouys a|ge|ieay
Abajesis yidep-ul-asuajap e jo

%ob bl : ped se s|qeio|dap asidisjug
sHIo0d SUE[OU]  siWiom

e o | s | eistercol | g
fusul 096810 | 598 219 976 €9L 29| 8
=R o

il sjawnsuoo Je pajeble]
b [aeeaaae oiemEws JudfenoLd
[t L | | Riotil o} Ajujuou payepdn

B EEE Dd B Woij sWiom pue sasniia jusfeaatd saaowal jey} j00}
IE gu auo Buipinoid Ag saibojouysal sniAuy jeuoniped} sjuswsiduion
SUONNIAX; asea|ay

SOISI1eIS Jaues|) [EACWISY S1BM]JOS SNOIJIBIN

A3 e S 605 S 35 U5 Ui )

G




uofeolilad (00) BUSIID UOWWOD o
swea) 19hpold 10} sallaW AIN2ag -
a|npayos
sy} 01Ul Jing Bunss) pue smeinal AllINOSS
aseyd ubissp (o ued se Bulspow 1eaiy |

SUOISNJJUI pue aiemjew jsuiebe 108101d ) } wycmcoac._oo
CO_“_.NO_“_.__\/_ [|e 10} siosIApe AllINoas JO Juswubissy
: S Buiuien Allnoss Alojepuew o1pollad

AjligessuinA puy 1eauyL B1SIA SMOPUIAA 10} ssao0.d jn_mv
810A03)1T JuswdopAasg AllINoss paroidw] e

s|ejuswepun

SERE sHoepe

390|A8(Q S|JBACWASY 19AC [OIUCD @ Anosg 1o) Bunipny JBNUBIS e ULIOJe]d 8IN23S Bulissulbus [B120S Ul UMolDe
JUSIID SIY 'SpieolEWS S4Je uojjeonuayIny Jasn BuosiSe Allejuswepunde G0OZ Ul S31B1S pajiun
uondAioug eAlQg wileio0 T e |0JJUCD JUNODDY JesNe ul 3s0| sdojde| 009 18A0e
uoijo310id |0JJU0D Ayigeisuin UCMNWM‘N_W__._\.,_ uo snoo) Umwmmw._mwﬂm___wﬁ_w_%_.mm

UoneuLIoju| $SS200Y pue >”—_«C®U_ uolje|nBal JusWUIsA0 e

|01UBD 55200y pUE AJUSP|e $83008 pazlioyineun
N pue 11ay] Uonewiojul

9oueldwo) pue Alunoag | 01 1P 55201 Ul LIS
: i LIoNI9910.d PUE AI9A0D9Y UoiEWLIOLUle asfo|dws jpusds ALINo8s
) |leuoiessdo Bae 0Ge-0/ 1 $e

mc_co_o_m_._oo_aommiovc_;. co_“m_,__too .
18pUBIEE] SMOPUIAe S81pog PIEPUE]S PUE JUBLIUIBAOD @ ’ mC@n\vA_%mwm_M_m_w_ﬁ_u\/_ , m_UCQ._.._. —UCM wuumn_

BulysIyd-nuy 'SP SmalAal 8poo pue Buljepoll Jealy | e
pe303]014 Jalo|dXT 1euIelule 2oAoay| Juswdojersp AJlINJeS e %C QOwO__Cﬂ_
uonebiypy Anjigessuna s|ejuswepun :

pue jeai) 2oueldwon puy AluNoag




jjedwod pue Ajunoas Joy paubisaqQ
SO 199j04d 0} paxoqpues, ssad04d 3|
[[eIsul Siemiew Jusjis sajeuiw|3

sjeally}
10 AJlIsAes s2onpal apoiy paloslold

Aunoas
1SN 9sBaloul ‘S}jauUaq XaAI0Y Ulelay

pa|gesip S[04JU0d pasnun A[SNoiAdid
90BLINS YOBJE Sa0Nnpay
[043U02 Ul stasn sind ul-ldo Y@y

joeye snololjew Wolj swelsAs Buipusie

39IAIAS [2207] 801138 [e207]

ERTINCT
yoMmIaN

3IIAI13S [e207]

B0IAIAS SU0M)BN

waysAgleso]

wasAgedn

BJSI/\ SMOPUIAA

wsAseso]

¢dS dX SMmopuljij

ssbueyD 90IA19S BISIA SMOPUIAA 01 2dS dX SMOPUIAA

S1eM]jos snoldljew Jusaaid 0] spoly peosiolde
udo XeAdY e

(071as) suswaacidwi Aienb spooe

Buisied 14N paiiune

s)10[dX3 WoJ} Uonos)old

NQI 104 SHNEesp 2IN29S e
uoljeaoN sbupes snossbueqe
g SsaIppYy paIojoD pue a4 Bulysiude

SU01109]0.4 Bulesuibug [eog

J Jalo|dx3 1auwia)u|

SJOMIBN

&

Kisibay

3|lloid s,801A18S JeU] JO U
1LuUsl eyl Alsifal 1o ‘weishs
‘Slomisu ay] Jo eale
U 0] 8]LIA S0IAISS SMOPUIAA
B SXEW O] SIBMYO0S Snoldlew
Ag sidwse %00|q 0] paubiseq
Auisifal pue ‘WajsAs ally
MIomiau sy} 0} sUooR
pamol|e Joj pajioud
3Ie SSOIAISS SMOPUIAA
dX SMOPUIAA
o} patedwoo aba|iaud
pPaonNpal Y)iam Unl SS0IAISS

uonosjold

/m>€<
a —T
wajshs aji4

I |

BuluapieH ao1AleS

uidep ul ssusjeq
BuluspleH 22IA8S SMOPUIAA




PEayJaA0 JuswaheuEw
saonpal Aoljod uonoajold pa
SIaLUNSUod 10)
jou — ainjes) JusLusBevely asudisug . i - m.h m w :
BuLR)Y punoging e K] :
sdnouf sash | __m ._Oh Co_u_.omu_.o._n_
10 Isinduios Aoyailq sAdY Alloads ebomie

uondAISLS pLUe uoneanusyine - g momt mﬂ.c_

SE Yans sjuswialinbal Aunass Aoads

JuaB||81Ul SI0L SLI0D] S3|NJ |[BMAlI4 = o ._QWD Um_ | QE_w
ojouLja8} Usemyeq pesyieno ) L]
UOeLIPIO0d PUE SJIU0d S8INpay - bu| SRR - U ue Umc m_ mmvmm
u-deus QN — J i ) J - B
Aunssg peoueARY jm [[emall = [ e kel s dean S
SMOPUIAA — 5|00} JuslueBeuew meN - : e - - ® _ BAOW mm U ue

o3sd] ucm__m;mﬁw_ﬁwm_whmm T — W i s@2| Uoljosla( panrosduw|

Jopuaja(] SMOPUIANA

sBuipas @ sajy pajsniun sbuigas g salu paysnaun

s9l4 39uJu] dws | 59|14 32u493u] dwa |

Japiod dnuels Jspiod dnyeys
syuawnoog Ay s)uawnaoq A
NoXH | NIO¥H

$5900Y S)ybry-1asn 5 alojdx3| ss200y s3ybry-1esn

sajid weibold
HIMH , salid weibold
INMMH : WTMH

|
88800y sYBIy-ulpy s59007  S3ybry-uiwpy

U0I1]03]01d SJeM|B|N POUBAPY SuBIY ulwpy uum Buluuni 93



abs|iaud pajeasis Buish alolaqg

9SO J0I/dxe sapiaoid Jasn

suoieoldde Jo syse);

nE_,___w_m_wmu e SAlElISIUILPE o) AjUo sBajiALd
Bunyew uonesl|ddy s ’ Nl ash siojelsIuIWpY
co_“mN__mst_>>bw_motoh

e |

oy (N \ 1o BuiBBo| 3noyum aoe(d-ul
uaddey 03 3ey3 Mmojje pue palinbal si
UILIpE O] UOIEAS|S UsUm 1e3]d )| 83el
jedwos uopeoidde ybiH
SYIOMIDU SS3[BUIM 2.N23S 0} J99UU0D pue ‘siauld ppe ‘sbupes
jusweBeuew Jamod pue suoz swiy aBUBYD 0} SISSN PIEPUE]S MO|lY =
SISSN PIBPUELS I0) [[9M MI0M LIBISAS al) oxely -
s|oJjuo9 |ejuaied asn 0] s/BWNSUCD pue dopisap
sebe|inid Jojesiulwpy Ummmcmc‘_-‘_mﬁmn B 0] SA0UI 0] sessaulsng MO||y B0 e

uopes?|3 Jsanbay o3 sAepm

UOIBAS|T [04JUOD) JUNOJDY JOS |0JJUO0D) JUNOD2Y JaSN

UOIIBUIIOJUI JUNOJJE SAlISUSS-UoU aBFeUEBW 0} 9|9 Jou SlE S19sM
310M J,UOP 8UOZ awi} syl Bulbueys &1 solleuads a|dug
Aunosg walshg bunelado
asiwoldwes Aay) ssajun suonesl|dde Lojdap Ajises 1,.ues suoljeiodion
afa|aud pajess|a
alinbal sxyse] uoieinBiuos weisAs Bullelsdo uowwor
sBumas uolleinBliUos JUsIsISUOIU| 01 8NP aseslel Walskg Bunelado
yoea lo} suoneslidde go ey} a1en|easal 1SnW SIOIENSILIWPY 1|
uoneslidde goT au3 uni 03 pexe|al a4 1snw ANIN2es WaIsAS
uni 03 sebajiald paleas|a alinbal suoljeoldde (goT) ssauisng jo au P
opun o} sulysew sy BuiBew-a) alinbal jewy saBueyd aYew Ued s1asn UOI}BLUIOLU| O} S8300Y 8Indsg s|qeuy

uoielodiod —~_
ay] esjwoldwod ued sob; d pajeas|s Bujuuni siesn asidisiug _O “_.COO wwm00< —UC< >“_._“_.Cmﬂu_ % ‘.
sabajiaud
P2IBASIS YNk UNI USym WRlsAs au sbewep ued alemAds pue sasnlip - -

sdopisep pabeuswun = uiwpe se Buiuunl siesn

sabua|leyn




9
£00¢ '‘Hoday yoseasay Joydnp
JLUoealq Alunoaas Jayjo Aue op Aay) ueyj Auanbaiy
910 S9IIASP 3[IqoW JO SSO| pue S|ieww-s jo Buipiemioy
papuajuiun podal sassauisng ‘SUOIJOBJUI SNUIA JaYY,

—
eleq] Jawolsng pue Ausdold [enos|eiu| ajelodion) 198101

UOI}D9]J0I4 UOHEWIO| M

-

sIaye|\ uoisida ssauisng YIAA
puiw-jo-do | s| abexes uonewIo|

Ajjeanjewcine uni ued Jojpne ue o} |lewg mc_boo SS8| Yonw Yyim sMmopUulIpA 01 spolisul
ue Bulpuss se yons syse) ‘ssn aba|iaLd aAljelsiuiwpe uolleoIUBYINe Iaylo pue ‘sus o} plomssed
SB LoNs ‘SiN200 JUSAD LB USUAA SJUDAD O} pal3 SHse | SUIII-BUO ‘SLJOWOIG ppe UED soued piy ] -
1o} Buyoo| a1,noA ] : j . i '
JUSA® ay] pul) pue sboj ul Ssiou, JNC IBY1 O] JBIseT - 2uob s| (|lopow Uofo| SMOPUIAA PO BUY) YNID -
ainjoniiselju| Buibbo meN ainjosiyole uobo| MsN e
Aenuelb s yum ‘ss920y
1990 pue ‘yoBo/uoBoT ‘wajsAs se yons saliobajes spieQ }ews poddns |e joluo)
|19A3]-ybiy poddns AJUo SMOPUIAA JO SUOISIDA SNoIABId UN002Y 18sM 10} sidwoud |enuspalo pue uibo -

aba|iaud aAjeljsiuILIpE BISIA SMOPUIAA Ul papnjoul

JO 9sh ‘ssa90e AljsiBal ‘ssa00k WIRIsAS 9|1 ‘Yobol .
‘uobo] :ssuobajeoqns Bulpne Auew Joj poddng - (dSD) 1epinoid d1nIg 213D PUB SIALQ

ALe|nuBIS) a0 spJen uews Aejd pue Bnid e

Bunipny panosdw| sjuawaAoldw| uonednuayny




— 00T —

JUBPIUOD POSOIDIA

68
Aubeyu| spode ’

uoljenbyuod Jneage
Buluueog spoge
BuuapieH s21M85 e
1dase
WRlID SINYe s|ejuswepun4

18Y00ge (dYN)
10|
aunjoayoe uohoT pauldwiSe UoRoeiold SSE I lie

sjuswsAcsdw|
spieojews Ae|d pue bnide b 1035dle

|lemalld [euonoalip-ige
|OJJUBD) JUNGOTY JSSNe
JSpusga(] SMOPUIpf e

(o2} 8]e}p] g Buysiyd
SS90y -jjue/apolwl pajsjold— Jle
pue Ajpuapi | uoneBimy ANjigessun

’ pue Jeaiy] “." \ 7 1o

Aewwng - |
>.=._30®m B1SIA SMOPUIAA dul|DWl | B]SIA SMOPUIAA

Aljigejieae
20l
P e uswsbebus

900cCe WaswabeBus = osudisjue Juswabebus jusuisbebus

>NU__O_I_ ° peoide 900z 1supede |ladojsase
' 9002 ADZDe  AD LDe 500Z 98de | SO0T 1deSe

Q _ Catel weibold | d10 d1o Ddde
! A JeUlEde

e malnald osudisjue
 —

IBWolsnDe

AEINI 1 9V 11 VAV

<

JuBWsalojUS A21jod JUSWNS0P SI0WeY
sq| 931A9p 2110ads 1daoXa (|8 MO||Y LILLIpE IoMaU pa1sniun
S9SSE[D 92IA3P 2IH109ds 1daoXa ||B MOo|Iy uonoalold Jap|ol B 3|ll s10Way
siaalIp paubis 1daoxa |e xoo|g uojoa30.d USp|o) B S|l}Lesn-nul 2907
sq| 201Aap palyoads 3daoxa [[e 300|g uolosiold 1ap|o) B 8|l 48sn-afbuis (200
19AI8S 90140 Yyouelg
S9SSE[D 92IA9p palidads jdaoxs ||e yoo|g =
1asn pus AQ sSuUOIIe|eISUI S2IA3P ||B X20|9
s921A9p 9b..I0IS 8|qBAOWISI JO UsIIe|[RISul 400|g

WL I3X00TIg ¢S50 [easAyd yim sIasn paziioyin .
suondo S5 ¢BUIUDELW SU) UO SIOJENSIUILIPE IO SIasN 1BY10 e

$901A8( Yse|d gSN JoAQ suloouo) soueldwo) Buissalppy Jsulebe Bunosioid nok ale oypp
uonoslold
uolejjeisuj adlAa(] 104 >O__On_ Q:O._mu uonewiolu] eisiA SMOPUIAA




2 FH=
NIST 800-95 : Guide to Secure Web Services, Draft

NIST is pleased to announce the public comment release of draft Special Publication (SP) 800-95,
Guide to Secure Web Services. SP 800-95 provides detailed information on standards for Web
services security. This document explains the security features of Extensible Markup Language
(XML), Simple Object Access Protocol (SOAP), the Universal Description, Discovery and
Integration (UDDI) protocol, and related open standards in the area of Web services. It also
provides specific recommendations to ensure the security of Web services-based applications.

Table of Contents

EXECULIVE SUMIMATY cecceiiiieeereonmmeeccsocceessssssncccsssscsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss ES-1
1. Introduction 1-1
| AN 1510 3 1 2SS 1-1
1.2 PUIPOSE ANA SCOPE ...vveeviieniieiieeiieeieeie et esttesteesteseteesseesseesseessaessaesssesssessseasseesseesseesssesssesssessseenseenseens 1-1
1.3 AUAICTICE ...ttt ettt sttt et e h et b e e et et e e bt et et ea e et bt et e bt eat et bt entenees 1-1
1.4 DOCUMENE SEIUCTUTE ...eutientietieeiie ettt ettt ettt et et et e e bt e s bt e sueeeateeabeeabe e bt enbeesbeesaeeenteeneeenbeenbeans 1-2
2. Background to Web Services and Their Relationship to Security .............ccuuu..e.. 2-1
2.1 INtrodUCING WED SEIVICES ....evvireiiiiieiieiierieeseesiesteeteeteesseesseesssessseesseesseessaesseesssesssesssessseesseesssessees 2-1
2.1.1 Web Service MESSAZING......cccvveirieirreiireieriereeteesteesteestreesreesseesseesseesseesssessseessessesssesssessssesssesssesnns 2-1
2.1.2 WED SEIVICE DISCOVEIY ...ecuviiiieiieitiiiiieieteetteeteesteesteestreetreeveeveebeesssesssessseesseesseessessseesssesssesssesnns 2-2
2.1.3 WED POTTALS ..ottt ettt st b e s bt et bt et et s bt ebesae et ebeas 2-3
2.1.4 Web Service Roles, Modes, and Properties ..........cccevvveeeieeiiieniienieniesresie e eieesieesieesseesevesnne e 2-3
2.1.5 Coordination: Orchestration and ChOreography ............ccceevveevieeiieiieiieeieereereecreesree e eereeve e 2-5

2.2 EIEMENLS O SECUTILY ...eeuvievieriieiieeiieiieteesteeseestesetesseesteesseesseessseesseesseesseessaesseesssesssesssessseesseesssesnses 2-6
2.3 Web Services SeCUrity DIMENSIONS .......cveviereerieeirieitieriiesieseeseresseeseeseesseesseesssessseessessseesseesseesnnes 2-7
2.3.1 SECUIE MESSAZING ....eeevveeerieeiiieiieeeeiteeeteeeteeesereesseeessseessseeassseessseesssseesssesassssessseessesesssesssssesses 2-7
2.3.2 ProteCtiNg RESOUICES......cccviiiiiieiiie ettt ettt e ette et e st e e e ae e s beesatae e ebeessbaeessseesnsaeensseessseeenses 2-8
2.3.3 Negotiation Of CONIIACTS .....iccierierierieiieeieeteerieeseestesteeteebeeteesseesssessseesseenseesaesseesseesssenssennns 2-8
2.3.4 Trust RelatiONSIIPS .....cccviiiiiiiieciiciiect ettt ettt ettt e v e eve e te e teestaestbeeabeeabeestaesteestnesaseesveenns 2-9
2.3.5 Properties of Secure Software for Web SErviCes ........ccoveiviiiiiiiiiieiiieiiecieeceeeeeeve e eveesaeens 2-10

2.4 Meeting the Requirements for Securing Web SeIrVICES.......c.oecverieerierieniiiieeieeieesieeseeseresnesne e 2-11
2.4.1 Secure Web Service Standards StACK ........ccccvveiiiiiiriienieiee ettt 2-11
2.4.2 Secure Web Services Standards...........cocueeieieriirieienieee et 2-13
2.4.3 Security Architecture/Reference Model for Web Services .........cvevvveviervenienieniinieeieeieenieens 2-14

2.5 COTE SEIVICES ..euveuvieueentieuieteettete it ette e steeate bt eh e et e e bt e at e et sbeemt e st e eate bt sbeemeenbeesteneeabeeatentesbeenbesbeeneenbens 2-15
2.6 Common Attacks against Web SEIVICES ......cviiiieiieiiecie ettt et este st etreereeveesteesteesareeaveeave e 2-16
2.7 Web Services’ Interfaces with Network/Infrastructure Security Architectures..........cccceevveeuveenneene. 2-17
2.8 SUIMIMATY ..eeuetieeiiieeeiiee ettt eeiteeeite ettt e s bte e tteesatteesteesaseessstesansaesaseeesaseesnseeeanseesnsteesnseesnseeeanseesnseeennseenns 2-18
3. Web Service Security Functions and Related Technologies 3-1
3.1 Service-t0-Service AUthENTICAtION ......eeiuiiitiiiieitieiie ettt sttt e ee e b 3-1
3.1.1 WS-Security for AUthentiCatiON. .......c.cccvereiiiiiieieecieeriesterre ettt ste e e seesaesbesnbeessaeseessnennnes 3-1
3.1.2 Security Concerns 0f WS-SECUTILY .......cceciriiieriieiierierierie sttt esteeseesnesnesssessseesseesseessnennnes 3-2

3.2 Establishing Trust DEtWEEN SEIVICES.....c.iciuiiiuieiiiiiieiiieteereesteesteesteeetteeveeveesteesteesaseseseesseesseesseaseans 34
3.2.1 Federation OF TTUSE ....cccevciieiiieriieriieseesteeteete et e et et e st e seseenseesseessaessaessnessnesssesnseenseesseensnensns 3-5
3.2.2 Trust Federation FramewWOTKS ..........cccccviiiiiiiieiieiicrieriesie ettt st snees 3-5

3.3 Distributed Authorization and Access Management ............ccveveerveeieeireerieeseeseeseesreeveesseessessseens 3-8
3.3.1 AUthOriZation MOGELS ........ceciiiiiiieierii ettt ettt et ettt e see et esesse e s e seeneenee e 3-8
3.3.2 Enforcing Least Privilege fOr SEIVICES .......cccveriiriiiiieiieieeriee e ste e ete et sresnseenseeseeens 3-12
333 XACML L.ttt bttt b ettt ettt e bt bt et b e et e it bt et nees 3-14
3.3.4 Role of XML Schema in Implementing Access Control ...........ccccceevveevieneenienieieeeieenieenieens 3-17

— 101 —



3.3.5 Use of Specialized Security Metadata for Access Control...........ccccvevvveerieeecieenieeniee e 3-18

3.4 Confidentiality and Integrity of Service to Service Interchanges...........cccovvvvveriveniieeceecieneeeene, 3-18
3.4.1 Transport Layer Confidentiality and Integrity: HTTPS .......ccoooieiieiiiiiieeeeeeeee e 3-19
3.4.2 XML Confidentiality and INtEEIItY .......c.cccveiviieiriiiiieiieiie e cie et e streseresereereeveesreesreeseneseneens 3-19
3.4.3 SOAP Confidentiality and INTEEIILY .......cccvriviiiriiiiiieiieiie ettt ereeveesveesreesrneeaneens 3-21
3.4.4 Role of XML Gateways in Integrity Prote€Ction...........cccceeeueeiiieriieniienieniesieeieeieesieesieesenesene e 3-21

3.5 Accountability End-to-End throughout a Service Chain ..........cccoveveveiieciienienienie e 3-22
3.5.1 Audit in the SOA ENVITONMENE .......ocuiiieiieiiieieieeiieieete ettt ete st ee st eteste e eseesseenaesesneeneas 3-23
3.5.2 Non-Repudiation of Web Service TranSactions ............cceeeveeeveerieereerveseessessreesseeseeseesnesnenns 3-23

3.6 Availability OFf WEbD SEIVICES .....uevviiiieiieiieiieriteete ettt et stee st e ste st e esseeseestaesseessnesssesnseenseesseensns 3-24
30,1 FaIlOVET ...ttt ettt e h e ettt e b e e bt e b e e s bt e s at e st e et e e beesbeesheesateeas 3-25
3.6.2 QUALILY OF SEIVICE .uveiiiiiiiiiiiieie ettt ettt ettt et ste e st s e ebeebeesbe e beesesesebeeaseesseeseesseestnessneens 3-26
3.6.3 Reliable IMESSAZINE ...ccvvevuvieiieiieiieriiesie st et et eteesteesteessaesebeesseesseesseesssesssessseesseessassseessnesssenns 3-26
3.6.4 Handling Service DeadlOCK ........ccocoviiiiiiiiiiiiiiciiesiee sttt ettt ettt sve e eveesveesveesanesave e 3-26
3.6.5 SEIVICE RECUISION .....iitiiiiiieiiieie ettt ettt e bt e b e sttt et enbeesbeesaeesaneeas 3-27

3.7 Securing the Discovery Service: Secure Interfaces to UDDI and WSDL .........ccccoeevvvciveciieniveinnee, 3-27
3.7.1 UDDI SEIUCIUTE. c...ceuteeiieiiieeiteeie ettt ettt sttt st sttt et e sbe e st s et sateeteesbeesbeesanenas 3-28
3.7.2 UDDI OPETALIONS.....cuuvieiereeetieesirieateeesteesseeesseeeseseeassseassseesssesessseesssessssssesssessssessssssesssesassseessses 3-28
3.7.3 Secure Access t0 the REGISIIY.....ccviriiiiiiiiiiieiecitesee ettt ettt sr e er e e e estaessaesnaessneens 3-29
3.7.4 Service INQUITY APL......cooiiiiiiiieieeee ettt sttt ettt e ssaessbeenseesseesaessaessnessneans 3-29
3.7.5 Service PUblishing AP .......oooiiiiiieeece ettt r e e e v e et e e s te e s tnesaneens 3-30
3.7.6 UDDI and WSDL ......ooiiiieieiet ettt ettt ettt ettt e st e entenseeseensesseennensesneeneas 3-31

B8 SUIMIMIATY ....eeeiiieeiee ettt ettt et ettt e et e et e e sa e e s abte e sbeesnbeeesteesaseeensbeesnsaesasaeesaseesnseeennsaesseeennses 3-32

4. Human User’s Entry Point into the SOA: Web Portals 4-1

4.1 PIOXY AZENLS ...uviiiiieiiiieiiiieeiee ettt e eteeeiteeseveeebee e tseessseaassseessseesssaeassseeasseeassseesssesassseessseeasseeasssesssseenn 4-1

4.2 Using the Portal to Control User Authorization and Access to Web Services .........ccooevevvereveerveennen. 4-2

4.3 Portal Interaction with the SOA’S DiSCOVETY SETVICE .....cevvirriieriierieeriesieeieeieesteesseeseessressseesseenses 4-3

4.4 SUINIMATY ....evveeeieeeteeetteeeteeeteeestreesseeesseesssaeassseassseesssaeassseeasseeassasasseesssesassssasssesansssesssessssesssssesssseen 4-3

5. Secure Web Service-Enabling of Legacy Applications 5-1

5.1 Legacy Web Server Authentication to Web SEeIVICES........ccvvcuvreiieriieriierierieiie et eieeieeseeseesenesene e 5-1

5.2 Authorization and Access Control in Legacy AppliCations ..........cccecvvevieiieiieerienieenieeneeseeeneeneens 5-1

5.3 Extending Non-Web Applications to Be Able to Participate in SOAS.......c.ccceevveevvievieenieniecie e 5-2

5.4 Public Key Enabling Concerns Specific to Web Services and SOAS.........ccoccvvevvevieneeniieneesiennens 5-2

5.5 Accountability for Legacy Application TransSactions ............ccvecvverueereereereerieeieesreesieeseesnesnesnenns 5-3

5.6 Database Security Challenges in SOA ENVIrONMENtS: .........cceevvieviiiiienieiieireereereesreeseesreeseneesneens 5-3

5.7 Maintaining Integrity of Legacy Systems Exposed via Web Services .........coccvvvveriereenieesivesnennens 5-3

5.8 SUIMIMATY ...eietieeeiite ettt ettt ettt e et e et e e st teeeateesabeeeateeesbeesabaeessbeesnseesseeesnseesnsaeeanseesneeesnseenn 5-4

6. Secure Implementation Tools and Technologies 6-1

6.1 Web Services Developer TOOIKILS ......ccviicviiiiiiiiiiiciiiesiiecieectte et teesieeseeeseveeveesveesseesteesraessneesneens 6-1

0.2 XIML PAISETS .....citiiiiiiieiitirie ettt sttt ettt ettt st e bt et e bt e bt e s be e eat e et e et e enaeenbeesaeesaneean 6-1

6.3 Languages for Secure Web Service Development...........cccveeviiiieiiiiiiieiiciieciecre e 6-2
6.3.1 Procedural LangUagES..........cceeiiieeiiieeiiieetieesieeesteeetteesiveesteeetbeesssaeessseessseesssseessseesssesessseesssenns 6-2
0.3.2 XIML <ottt bt et h e e h et b et et e a e et e bt et e bt e st e bt ebeetesteeaten 6-5

6.4 Security Testing: Tools and TEChNIQUES..........cccveriiirieriieiieeie ettt ere e e e e e sraeseaesnae e 6-5

0.5 SUIMIMATY ....viiiiiieiiieeite et e ettt e sttt e st ee ettt esbeeeabeessbeeassseesssaeassaeesssaeassaeessseesssesasseesssesassseeassesesssessssennn 6-7

List of Appendices

Appendix A— Secure Development Scenarios A-1
Appendix B— Common Attacks Against Web Services and Web Applications B-1
Appendix C— ebXML C-1

— 102 —



Appendix D— Glossary D-1

Appendix E— Acronyms and Abbreviations E-1
Appendix F— Print Resources F-1
Appendix G— Online Resources G-1
List of Figures
Figure 2-1. Web Service Messaging EXamPpPle ........cccvvevieiiieniienieniiiiecieeieeeesee st 2-1
Figure 2-2. Web Service Discovery EXample.........cocvvcviviiiiienienieiiisieeieeeesee et eve e 2-2
Figure 2-3. Example Portal INTEIfaCe ........ccccveviiiiiiiiiii ettt st ve e ba e en e 2-3
Figure 2-4. A Web Service ChOrCOZrapiy........ccccvveiieeciieiiieiierierie sttt eieesieesaesenesreesseeseeseessnesnnes 2-5
Figure 2-5. A Web Service OrCheStration...........ccveiieeeriesiieieesieniesreseeereesieesieesseessaesssessseesseesseesssessns 2-6
Figure 2-6. Web Services Security Standards: Notional Reference Model ..........c.covevveiiiiiienecnnnnnn, 2-12
Figure 2-7. Web Service Security ArChItECTUIE .......cecivveiieeiiieieeieecieeeieeeee e v e eveesteesteesereeareeave e 2-14
Figure 3-1. ABAC POIICY FUNCLION ......ooviiiiiiiicieeitesie ettt sttt e e ssaeseaesnnesnne e 3-10
Figure 3-2. Use of SAML and XACML in Implementing ABAC..........cccoveiiieiiiviieieciecee e 3-10
Figure 3-3. RAJAC DECISION TTEE ....ccvviiviieeiieiiiieeitiesteeciee e eveete e e steeseeseaeesveesveesseesteestaesaseesneeaveenns 3-12
Figure 3-4. AN XACML POLICY.....cccciiiiiiiiiiieieeeesite sttt et ettt snbessse et aesaessaessnesnnesnsennns 3-15
Figure 3-5. An XACML REQUESE......ccccuiiiiiiiiiieieeite ettt ettt seaessseesseessaessaessaessnesnnesnsennns 3-16
Figure 3-6. AN XACML RESPONSE .....oeeiviiiieiieiiieeiiieeieeesiteeeteeetveesveeeaseessseessseessseesssssessseesssseessseenns 3-16
Figure 4-1. Web Services Trust RelationShips.........ccveeevieciierienienieiiisie et see e 4-2
Figure A-1. Architectural [llustration of SCENArio 1 ........ccceevvierierieriiiieeiecieee e A-2
Figure A-2. Security Architecture Diagram of SCenario 1........cccccceviiiiiiviiiviienieniecee e A-3
Figure A-3. Architectural I1lustration of SCENArIio 2 ........ccceevvieviieiiiiiiiie ettt ere e A-5
Figure A-4. Security Architecture Diagram of SCenario 2 .........cccceveverceerciienienieenie e sie e A-6
Figure A-5. Architectural Illustration of SCENArio 3 .........cccoieiiieiiiiiiiii e e A-8
Figure A-6. Security Architecture Diagram of SCenario 3........ccccceveviiiiiiiiiiiieniecie et A-9
Figure A-7. Architectural [1lustration of SCENATIO 4 .........cccecveeviieciierierierierie et senesene e A-11
Figure A-8. Security Architecture Diagram of SCenario 4...........cccceveveevieeveeriienieenieeie e A-12
List of Tables
Table 2-1. Specifications and Standards Addressing Security 0f SOAS........ccecvveviiirienienieenie e, 2-13
Table B-1. Types of Malicious Code Attacks Against Web Services........cccoevrevrrerierieeneenieeseesnennens B-12

— 103 —



