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Section 1

Design
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The Business Imperative for the Approach

At current market-to-book ratios, UBS’s market capitalization is mainly
explained by intangible assets

Figures in 140.7

CHF bn
95.3
Total Market Net tangible Intangible Brand Other int.

Cap* Assets** Assets Value*** Assets

*

Figures taken from UBS Financial Highlights; Second Quarter 2006 Report, 15 August 2006
Equity attributable to UBS shareholders

{% UBS *rk According to Interbrand/Business Week Brand valuation, published in Business Week 7 August 2006

**



Assets and Assertions for Key Third Party Deliveries

¢ Consider financial trading assets

— Arights and obligations assertion
— An existence assertion

— A completeness assertion

— Avaluation assertion

— A presentation assertion

¢ In all cases, the controls are shaped by
third party expectations

3 UBS

Assets

Tangible

¢ Physical assets

¢ Financial assets

Total 2"d q06:
~45 bn CHF

¢ The goal is to expand this concept to

Intangible

¢ Client Franchise

¢ Human Capital

¢ Intellectual

Capital

¢ Brand

¢+ Reputation

the remaining assets.

Total 2"d q06:
~95 bn CHF




Evolution of Risk Control Framework

WHERE DO WE COME FROM ...

Hedge

] New Issuer
Credit i

Funding Global BCP
Operational Risk
Risk Mgmt & Framework

Risk
Management

‘98 1999 2000 2001 2002 2003

Ll

N4 Global IT

Fraud
Crisis w * Capital @ Risk
w Earnings @ *
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What is Operational Risk ?

¢ Operational Risk is defined by the UBS Management and Control Principles (approved by the
Group Executive Board in July 2003) as:

2 UBS

“The risk of loss resulting from inadequate or failed Operational Risk
internal processes, people and systems, or from Management and Control Principles
external causes (deliberate, accidental or natural).
The losses may be direct financial losses, or indirect,
in the form of revenue forgone as a result of business
suspension. They may also result from damage to
our reputation and our franchise, which have longer
term financial consequences.”

Operational Risk Management is the responsibility of every
employee in the Bank throughout the performance of their
day-to-day activities.

% UBS



Operational Risk Management and Control Responsibilities

¢ We distinguish between risk managers and risk controllers

¢ Risk managers are held primarily accountable for managing risks, be they
operational, market or credit risks

¢ Risk controllers exercise independent oversight to ensure risk is contained within
the overall appetite of the organisation

¢ Risk control is not a police force, but does ensure that risk/reward decisions are
taken at appropriate levels of management

¢ In order to fulfill this mandate, the key responsibilities of Operational Risk Control
are the following:

Independent verification of the identification, evaluation and response to
operational risks as determined by management

Reporting and monitoring of issues, including escalation, where appropriate

Management of a cross-functional forum to discuss OR issues

3 UBS



OR Control Documentation and Hierarchy of Control

A hierarchy specifies how authority is delegated within UBS Group and therefore how control
is exercised. The OR Control Documentation is part of this and specifies the control
expectations of management /\

e The hierarchy begins with the Board of Directors that specifies the
Organisation Regulations Organisation Regulations for UBS Group. The Organisation Regulations
establish the Business Groups and contain Authorities that specify at which
level certain decisions must be made

Business Group » Business Groups then develop their own regulations that determine how
Regulations and authority is shared within the Business Group. Business Group Functions and
Policies Group Functions Heads at the Corporate Centre then develop Policies that

outline key governance requirements

JL

Operational Risk Control

Documentation: o , o o
e Each Function in a Business Group specifies its Roles & Responsibilities, Control

* Roles & Responsibilities Objectives and Control Standards, and Metrics. These reflect the control requirements
specified in the Policies, Business Group Regulations, and Organisation Regulations. They

* Control Objectives provide a statement about control expectations for any given Functional area. This is the

« Control Standards “Operational Risk Control Documentation”

* Metrics

Desk Level * Below the Operational Risk Framework lies Supplementary
Procedures / Guidance such as Desk Level Procedures, Technical Standards
Technical and Control Plans. These specify how certain tasks should be
Standards / performed. Thus, they can provide detail on how the Control
Control Plans Standards are actually performed.

3 UBS 7 Y




The UBS Operational Risk Framework

Governance

Internal
- OREX
- Training
- Other

External
- Basel Il
- SOX 404
- Other

Policies &
Standards

ORF 3

% BEE
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The UBS Operational Risk Framework

Governance

External Internal

- Basel Il - OREX
- SOX 404

- Other

Policies &
Standards

- Other

- Training

» The Operational Risk Framework requires the

existence of comprehensive underlying Operational

Risk Control Documentation, designed to ensure
that the Bank’s processes operate correctly and
effectively.

» The results of the Operational Risk Assessment
Process (ORAP) identify the current level of
operational risk within the bank and help determine
when changes to the Operational Risk Control
Documentation are necessary.

% UBS ~—
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The UBS Operational Risk Framework

Governance

Internal
- OREX
- Training
- Other

External
- Basel Il
- SOX 404
- Other

Policies &
Standards

ORF

% Data

Collection

<
i !

In order for risk issues to be identified, data must be collected from
a number of sources, known as Risk Identifiers. These include
Self-Certification, Events (Financial, Non-Financial, External),
Metrics (Risk, Performance, or Process Indicators), Audit Reports
(Internal and External), and Top Down and Specialist

%UB Assessments.
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Operational Risk Assessment Process (ORAP) Overview

The Operational Risk Assessment Process (ORAP) consists of four
stages during which issues are assessed: Response

o

« dentification -~
e Evaluation
 Response

* Reporting

@)
N

!
~ I -
1

¢ In the first ORAP stage, potential Operational Risk issues are identified using data
derived from the various risk identifiers.

¢ The second stage focuses on evaluation of the risk issues in terms of their potential
impact on the Bank. Issues are rated red, amber or green.

¢ Based on the results of the evaluation stage, issues may be placed on the Risk Inventory.
This requires determination of an appropriate response (e.g. action plan).

¢ In the final stage, risk issues are escalated and monitored periodically for progress.

% UBS ”



Operational Risk Assessment Process

Risk Identifiers

Metrics Audit Points
(regular) (as issued)

|dentifiers are consolidated around Control Objective and assessed to identify OR issues.

The issues are rated by operational risk managers on a Risk Inventory and action plans
are agreed

Self- Fin Events Non Financial/

Top-Down
Certification (monthly from Ext. Events

(twice yearly) G/L) (ad hoc)

Assessment
(quarterly)

Risk Inventory

1 b SO
prd - =
<& > -
5 o =
o - SO
rad s -
= b = O
| | | | - -~ - L -
Operatiomal Risk- Committee

Operational Risk Control administers the cross-functional OR Committee and

performs an independent validation of the Risk Inventory as reported by the
operational risk managers.

3 UBS
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Operational Risk Reporting Process

Operational Risk Inventories and Reports proceed along defined escalation routes. This can
be broadly illustrated as follows:

Group Executive _
pgoard Quarterly Risk Reports

Business Groups
Group

Group Operational Risk In%/entotry / Risk
Risk Committee eports
Risk Reports Manage_ment/
Executive or . -
Risk / Control Note: Other Group-level specialized
Committee assessments (e.g. SOX 404) will have their own
reporting and escalation structures.

<

Note: Each Business Group will have its
Cross Functional own specific flow to integrate with its
Risk Inventory Sehulilisles business governance

Global Asset Management
Self-certification, Global WM&BB
event data, metrics Individual Functions Investment Bank
etc. Corporate Centre

% UBS y



Group Operational Risk Report

Chapter4 Operational Risk

O VERVIEW

This Group Operational Risk Report identifies, based on the individual reports of the Business Groups, the most
significant operational risk issues within UBS Group requiring Business Group or Group response. The issues have
been grouped into subportfolios that in turn support four broad portfolios. The issues that were included in
these subportfolios have been discussed with the Business Group Operational Risk Controllers, Group Legal and
Compliance Risk Assessment, Group IT Risk Control, and Group Tax Risk Control.

¢ Report sent to the Group Executive Board based on the results of the ORAP.
— General Overview to highlight themes and trends
— Status of Business Group Risk Inventory Issues
— Overview of Financial losses
¢ Portfolios of Risk Issues (each with their own subportfolios) and Group level action plans where
appropriate for Group Inventory Issues
— Business Process and IT Architecture
— Corporate Governance
— Legal, Regulatory, and Tax Obligations
— Risk Representation and Financial Reporting

¢ Presents the board with information that allows them to understand the current operational risks
and make decisions about where risk appetite has been exceeded.

% UBS s



Section 2

Implementation Status
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Operational Risk Framework Implementation Status

¢ Principles — OR Man. & Control Principles v

¢ Structure — Bus. Group OR Controllers & Committees v

¢ Process — OR Assessment and Reporting Process v
¢ System — Operational Risk Application v
¢ Regulatory Compliance — Basel Il and SOX 404 2006/

2007

ORF Implementation — 2006

¢ 2,000+ Control Objectives ¢ > 175,000 Certification Items
¢ 10,000+ Control Standards ¢ 10,000 Metrics being produced
annually

¢ 6,500 Certifiers _ _
¢ 70,000 Financial Events collected

¢ 3,000 Signatories annually

% UBS .



Operational Risk Application

A modular, group-wide application supporting the ORF processes.

Reporting Tool Governance
Reporting on Control Documentation, Base|
Set-Up and Results of the Certification ‘ % ‘
Editor Tool
Storage and Maintenance of the /@\
Control Documentation
(roles & responsibilities, control objectives & standards, etc.) Qﬁ M %
I Set-Up Tool Certification Tog| | certification 5
set-up Preparation of the Self-Assessment of the process .
process|  self-Certification Compliance to the Control Risk Inventory
(certification items) Standards for a specific "scope" & Heatmap
(entity, function, other dimension)

I
[
l Tools
I
I

Identification, Assessment,
Monitoring and Reporting
of OR and SOX issues

Metrics Tool
Maintenance of the Metrics Definitions and
Collection/Reporting of the Metrics Results

Events Tool
Collection and Reporting of OR Events / Losses

S$S920.d Juswssasse

- Other Risk Identifiers
‘%%UB&’ Audit Points, CLC, etc.




Sarbanes Oxley Action Section 404

¢ Sarbanes Oxley Action Section 404 requires a process for assessing the design and
operating effectiveness of internal controls over financial reporting.

¢ The U.S. SEC has provided rules implementing this act.
¢ Financial Reporting controls operate at both transaction and company levels.

¢ The Operational Risk Framework ensures control design effectiveness.

¢ The Operational Risk Assessment Process assesses operating effectiveness.

Internal Controls

over Financial Reporting (ICOFR)

Controls at
Process/Transaction Level

Operational Risk Framework

Front
Office

SOX 404 B

IT

Finance

Operat-
ions

Others

Controls at
BG/Company (Entity) Level

 Governance Framework
» Policies and other standards

« Company level control survey

3 UBS

19



UBS Approach to SOX Design and Operating Effectiveness

OPERATING EFFECTIVENESS DESIGN EFFECTIVENESS
ANl cCrvicon e
Functlon A Function B Function . BG FUNCTIONAL REVIEWS
— ::' _H'}-L P

|.
1=

BG X-EUNCTIONAL REVIEWS
X] @ j (ORC/SRP)

GROUP REVIEWS
Completeness
Task Force

BG SOX 404 Reports GROUP FCT | | GROUP OR GIA
= REVIEW REVIEW REVIEW

ITEMS ITEMS ITEMS

=E v SOX relevant
[ 1«1

YEAR-END BG DESIGN BG CTF
EFFECTIVENESS COMPLETENESS

STATEMENT STATEMENT

SOX 404 Committee Assessment on
Design Effectiveness




Basel 1l and the Operational Risk Framework

¢ The Basel Committee has developed specific rules for how banks must determine
operational risk capital requirements. These rules contain three pillars.

Pillar 1: Pillar 2: Pillar 3;

Minimum Capital Supervisory Review Disclosure on

Requirement to cover of Capital Adequacy Operational Risk
Operational Risk Assessment and Management and
losses Internal Processes Control

¢ The Operational Risk Framework provides the processes to address each pillar.

— Internal financial event data and issues from the Group Operational Risk Report are
guantified to provide both historical and forward-looking views of operational risk.

— The qualitative aspects of the ORF provide a basis for evaluating the capital requirement
in light of the current level of and appetite for operational risk.

— Information collected during the assessment process is used for disclosure.

¢ This ensures that UBS is compliant with the rules
as implemented by its primary supervisor, the Swiss
Federal Banking Commission (EBK)

3 UBS

Eidgendssische Bankenkommission
Commission fédérale des banques
Commissione federale delle banche

oWwiss Federal Banking Commission
21




Pillar 1 - Capital Charge Calculation

¢ UBS Group is composed of a number of different Legal Entities. The approach used to
calculate the capital charge thus varies accordingly, as shown below.

Entity _

UBS Consolidated Group  mmmp AMA
Parent Bank
(UBS AG & Branches) ' AMA
Foreign Banking | Basic Indicator /
Subsidiaries Standardized Approach

¢ The consolidated group-wide capital requirement and the Parent Bank requirements are

calculated using the AMA. This is done at group level. Approval is required from the
EBK.

¢ Local capital requirements are calculated using the Basic Indicator (or Standardized
Approach). This is done by the local entity. Approval is required from the local regulator.

% UBS .



OREX: Operational Risk Excellence

¢

The Operational Risk Framewaork

Basel SOX
requirements requirements

OTHER
regulatory
equiremen
. - ' 14
‘ . |
UBS competitive Regulatory
advantage requirements

3 UBS

17 GEB sponsored initiatives to achieve
excellence in operational risk management
& control throughout UBS, reduce
exposure to financial and reputational
damage, contribute to 2010 growth agenda
and establish and clarify responsibilities

The Operational Risk Framework (ORF)
and OREX enable UBS to meet SOX 404
and Basel Il requirements

While the ORF establishes a structure and
a process for the management of
Operational Risk, OREX is both more
specific and larger since the initiatives go
beyond the scope of the ORF

23



17 OREX Initiatives as Response to GEB Radar

STRATEGIC RESPONSE
¢ Regulatory development

¢ Target business process model
¢ Conflict of Interest (outside of OREX)
¢ OR Communication and Education framework

SHORT TERM RESPONSE
Review Key Third Party Deliverables

Review of Legal Entity governance

Top down alignment of Regulations, Policies and ORF Control Standards
Realignment of IT Risk Management and IT Risk Control functions

Pricing and valuation of complex products

Static data management

Intercompany transactions

(US Withholding) Tax

® & & & O O o o

OTHER INITIATIVES

Fraud global standards

Group portfolio of projects and project management excellence
Standards for metrics (Key Risk Indicators)

Process for top down risk identification

Factor key Operational Risks into business planning process
HR OR Task Force

® & & o oo o
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Section 3

Examples (including Operational Risk
Application)
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ORF in the organisation

Organisation
Regulations

\ 'Implemented by

Business Group
t;UI o
Implemented by

Policies

Implemented by

‘llllll

OR Framework

- Roles and Responsibilities
- Control Objectives

- Control Standards

- Metrics

Technical Standards

- Control plans (& procedures) - Mandatory Group
- IT Build standards Operations Standards
- Accounting policy / standards - Optional Matrix (local)

% UBS



ORF in the organisation — Roles and Responsibilities

Organisation
Regulations
& Risk Authorities

Implemented by

Business Group
Regulations
Implemented by

Policies

E Implemented by
\ 4

OR Framework

- Roles and Responsibilities

- Control Objectives

- Control Standards
- Metrics

Technical Standards

- Control plans (& procedures)
- IT Build standards
- Accounting policy / standards

3 UBS

- Mandatory Group

Operations Standards

- Optional Matrix (local)

Role and Responsibility:

¢ Operations have the stewardship
responsibility for the financial assets of
the organization and its clients.
Stewardship includes protecting the
asset of the organization and its clients
from accidental or purposeful loss or
damage

27



ORF in the organisation — Control Objectives

Organisation
Regulations

i 'Implemented by

Business Group

I Ii;:llt;;ented by
[ Policies ] Control Objective:
- .............................. ¢ To validate the existence of the
el asset, the completeness and
x accuracy of the records by

OR Framework

- Roles and Responsibilities
- Control Objectives
- Control Standards

- Metrics

reconciliation with third parties and
internal parties

Technical Standards

- Control plans (& procedures) - Mandatory Group
- IT Build standards Operations Standards
- Accounting policy / standards - Optional Matrix (local)

3 UBS
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ORF in the organisation — Control Standards

Organisation
Regulations
& Risk Authorities

Implemented by

Business Group
Regulations
Implemented by

Policies

E Implemented by
\ 4

OR Framework

- Roles and Responsibilities

- Control Objectives

- Control Standards
- Metrics

Technical Standards

- Control plans (& procedures) - Mandatory Group
- IT Build standards Operations Standards
- Accounting policy / standards - Optional Matrix (local)

% UBS

Control Standards:

¢ Is there a complete & agreed list of
accounts that are reconciled?

¢ Have all the accounts been
reconciled on a regular basis in
accordance with the related
operating standards?

¢ Are reconciliations performed by
staff who are independent of
transaction settlement?

¢ Is there an exception & escalation
process for reconciliation items in
accordance with the related
operating standards?

29



Technical Standards — Account Reconciliations

3 UBS

o Operaional RER

G Opersiona Rk
Bateikcliraes 102
Tel. 401234 &2 19

Group Opcrations Standards

Apri 24, 2006 .

Standards for Account Reconciliations
Chusruisw

This dooument describes comtrol standards relating to reconciliation processes and must be read in
wonjuirtivn walkn Liee Tolkewineg wnbiul zlermiands

= |5 there a complete & agreed st of acoounts that are recondileds

*  Have all the aicounts been recondiksd on a requiar basis in accondance with the related
opcrating stondords™

= are reconcliations performed by staff who are independent of transaction settlement?

= |5 there an exception & escalation process for reconciliation items in accordance with the
related operating standands

The followding defines the proper and comiprehensive proces:s ifecpde for reconciliation matching,
exnceprian handling and escalston:

»  heatch (reconcie) & relsvant aooounis on a ransaction and position level The differences
identfied at a ransaction or individual azoount posting level must in valus t=rme explain the
differences in the twwo balances being reconcled inchuding reconciling the balance browght
fonwand equak the balance camied forward. The attual balances and the movement n the
bialances for the pericd must be recondled.

»  IMWESTIDSTE LNMATChEd MEMEO0Een Draaks T & Tansacmonaooount postng kel

= FResole unmatched Memsiopen breaks

» honitor staius of regondlistion

» FRzporting of open breaks.

A complete and proper reconciliation reguires the following key procezaes to ba
followaed:

1. Activities within the recondliation lifecyde

1.1 Ensuring completensss and ownarship of acoounts
Fun all acasunl: Damparerey ol earesing @ essenlal. The pesun reconuling e ool sfakd e
different frvm the parann clearing the hreak

1.2, Mstching items

A reconciliation i primarily aimed 3t matching itoms to crowne that the rocords on onc Systom, roport or
aocourtt and another (be it inside or outside the bank) are the same. Typically, this will irvolve matching
pre-determined data fields, which walll invariably indude but not be Fmitad to the value of the items.
e milativn wall tesull in warnabcted it (el refened boes “bredks ™ o “upen© ilereh hal el 1o
he inuestigated and resnluad the aim heing tnansure that the fun rarnrs are tha same 3%er rlearancs
of the break.

2 Recondiliation levels and matching criteria

The activity of matching (recondling) acccunts must be performed on a transacticn/account posting and
postion/balance level, that is, for all tranzactions collectively. Where applicable or mandated by koo
fungtion management, it also can t3ke place on 3 transaction leve! (for each fransaction).

2.1, Position / balance ke
The positicntalance level recondlistion reguires that total balances must matdh, for all scoounts
concemnad!. This is imporiant as it provides a proof that the items identified at a transacdion‘oosting
level as being unmatched are complete, ie. that the sum of the individual items explains in 1ot the
diffierznce betwsen the balances.

=

22, Transacticn/acoownting entryiposting levsl
Thesa are the individusl items that need o be investigated and resofved

A comprahenzive sxcaption and sscalation process for handling rezencziliation
braaks requires the following:

3. Activities within the recondliation lifecycle

The unmatched items nesd to be investigated and will
or 3ooounts being recondiled such that the difference

resuit in a change to one or both of th
liminated

It is impartant that unmatched t=ms are assigned 1o the comect area of responsibility and management
suthanity for dearance, and thet monitoring is performed to ensure dearance actually ooours on 3 tmely
Bbasis.

As lang as items remain wnresobed and investigations are on-going the status is monitored. A break
wan be chused unily wiren e Coamaiunsieocoanl poslings in gueston e o malcied, ol Se
overall positionvbalance difference resabed.

The status of the recondiliations must penodically be reported to management and cther relsvant
parties. These reports will feous on the amount, number, and age of unmatched. Local mansgament
willl d=terming the nature of this status reporting. Local management may also identify procedures for
immegiate escalation, typically when an unmatched item excesds 3 certain valus

4 Evidence of control performance

In principle, evidence must be kept for the following azpect of the reconcliation process

» Input conrols: for exampls, the related sub-ledger, scoount statement and agent satement
must be retained. Typically, this data i archived as part of a standard systems procedure
= Control operaticn: for example, exception reporting must be documented; the report of the
unmatched items must be retained
= Control effectivensss: supsrvizory reviews must be dooumented 3t 3 minimum taice per manth
for a daily contrele. For examgle, minutes of & supsniscry review meeting should be kept
Typecally the specific evidence nesded to meet this requirement is stated in the ORA toc]

' if applicable, appropriste guidelines for how to deal with global systems need to be set by the relevant
functional management.

* According to |6 expeniences, E&Y reguires 25-50 supsnvisony reviews p.a. for a daily contrel.
Suditor's requirements can be metwith a bower freguency of contral, this lower freguency may be
appled

30



Operational Risk Application

A modular, group-wide application supporting the ORF processes.

Reporting Tool Governance
Reporting on Control Documentation, Base|
Set-Up and Results of the Certification ‘ % ‘
Editor Tool
Storage and Maintenance of the /@\
Control Documentation
(roles & responsibilities, control objectives & standards, etc.) Qﬁ M %
I Set-Up Tool Certification Tog| | certification 5
set-up Preparation of the Self-Assessment of the process .
process|  self-Certification Compliance to the Control Risk Inventory
(certification items) Standards for a specific "scope" & Heatmap
(entity, function, other dimension)

I
[
l Tools
I
I

Identification, Assessment,
Monitoring and Reporting
of OR and SOX issues

Metrics Tool
Maintenance of the Metrics Definitions and
Collection/Reporting of the Metrics Results

Events Tool
Collection and Reporting of OR Events / Losses

S$S920.d Juswssasse

- Other Risk Identifiers
‘%%UB&’ Audit Points, CLC, etc.




Editor: Clicking through to control standard 04.26.023.s001

UHA Editor 11.1.0.5

Home
Fead
= Confrols
All
To do
Editable
y CTF

3 UBS

E‘ N3 Investment Rank
04 Wealth Management & Business Banking
26 CHO - Controlling
(12.0.0, approved) Roles & Responsibility

|E| 001 (7.0.0. deactivated, approved) iImpaired positions, non performing loans and actual losses
E‘W Capitalizatinon of internally nenerated compter software

003 (5.0.0, deactivated, aporoved) Accounting and Confrolling of Credit Dervatives

uu4 (200 aporoved) Uehninon of planning process, deadlines and planning requirements (granularity)
005 {400, aporoved) Planning process and content management until sign-off by EC, GEB and BoD
|ﬂ| 006 (2.0.0. deactivaled, approved) Maintenance of the Business Plan over the course of the year

007 (2.0.0. approved) Reporting framework

008 (3.0.0. approved) Timeliness of standard reporting

VDY (200, a0proved) ACCUracy of standard repoming

010 (7.0.0. apvoved) Challenyge by the Business Mdanagermenl

|E| 011 (2.0.0. aporoved) Business Croup sign off CCRE

042 (2.0.0, approved) Publiched Segmental Reporting

013 (4.0.0. approved) Published EWM information

014 (400, aporoved) GLHS Neadoount

015 (2.0.0, gppvuved) Bunus duaudls

016 (2.0.0. aporoved) Restatements

047 (4.0.0. deactivated, spproved) Business Group commentary to Corporate Center

™| p19 (200 aooroved) Former WIdEBR's internal nroce or former WiWSBE
020 (2 0.0 _aporoved) Former Wil&BB's section of Rating Agency Presentation
021 (2.0.0. gppvoved) Sevice Level Agieeienls

022 (300 approved) Murchase price allocation and purchase accounting balance sheet for business cor
0232 (200 spproved) Client asset reporting and Met Mew Monay

ﬁ 5001 (9.0.0_approved) |5 the client asset. Invested asset and net new money reporting on BA level inl ...

32



Editor: 04.26.023.s001 : Details

'] Control Standard Details

Title I3 the client asset, invested asset and net new money reporing on BAlevel inl ..
Heterence Numher 14 75 [173 5007 Farent 1273 (3 00 approved) Chen 3558l repomng and MNal Mew Money
Version 9.0.0 Status approved
lletails S0 C1F Hepaming L ings Stans History
Description *

Ta the client asaesrn, ":'nvp-.-ttpr[%n.-mpt and net new money repartimgy on BA level in 1ine with the expectatinna nf the
|Business Area Controllers?y

[ Aaanniory Noles

— Description of Evidence Requirements ()

|Contxel Input: Market movement report, analysis from C/C Asset Reporting concerning Net New Money [ﬁj
|Control Operation: A pleusibility check has to be performed. The development of the relevant markets (FX, stock market, |_?_|
late.) as well a=s the movements (Metr Hew Monewy, Inwvested Assets as 2 whole) in absolute and relative terms have to be -

|taken inrte aceount. !_\_r!

— lechnical Standards

— Frequency of Execution

—_Lwalnfﬂnrsmpmfnnrirlgﬂm(:omml

3 UBS



Editor: 04.26.023.s001 : SOX

|| Control Standard Details

Title I5 the dienl assel, invesled assel and nel new mmoney iepuiling on BAlevelinl ..
Reference Number 04.26.023.5001 Parent 023 (300 _aporoved) Client asset repoding and Met Mew Money
Version 900 Status approved

Details 80X {r_n} CTF Reporting Lines Status History

E Mappings to GLoKRs/Processes =
Invested Assels: 163 - Analybcal Heview

REMOVE

Sefard

Check Ot

| Contral Standard Details

Title Is the client asset, invested asset and net new money reporing on BA levelin | ..
Reference Number 04250232001 Parent 023 {2.0.0 approved) Client asset reporiing and Met Mew Money
Version 9.0.0 Status approved

Netails {‘j 0% G Reporting | ines Statns: History

E Reporting Lines =
[IA7000] Invested assets - Mote 36 Invested assets and Met new money
[PE703Y] Met new money - Mote 36 Investad Assets and Net new monay

34



Workflow tool: 04.26.023.s001: Certification item

Caortifteation em

Redorence Numbs (04 26,023 50010008

Status Finaised

Signaf-Hiaranchy Signof for (0204315 (FU 26)
lion Dominlk+ = Baer. Andreas

GERE Noden NADRL3 Wil Intemational ' h,

Lingad Enlilies: EDMNRNA3 Glabal Waia Mgl A BB

Conirol Objective Cllrrluutruuuhrlplnﬂ et Hew Mongy

Diescriptian Té ensure chantinvasted assats and mvesiad 556t Movements dre Accirsts on Business Araa and BUsIness Group lavel.

Coditrol STangart

Dieacription of Evidence

Requirements

mﬂmﬂnnmmmmwmmmmmmwmnww-mﬂnm-m
cﬂm .

 Coniral Input Markot envovarmend renart Control Dooraon: A piaunibility chock hias fo b perfarmed The doveloament of it robevant mickeks (FX, sack.
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Metrics Tool: login

Ukabam, Max [ 00142329 ]

Operational Risk Application non-PRODUCTION (V11.50) ORA (swxanten) AIT
[ oRAwerncs |

DRA Metrics 11.5.0.5

Sadi Welcome to the Operational Risk Application ORA
w ltems
Yiew & Edit All data put into this system must be treated in accordance with applicable banking privacy, confidentiality and data
- Results protection rules. Therefore no sensitive or confidential information should be put into ORA. In particular, no Swiss
- Client Data should be included in any comment fields.
w Collection
Edit / Download
Upload For Technical support, news and updates on the ORA applications please visitthe ORA Application Homepage.
: DRA Application Homepage
Review
Yiew & Admin

w Collection Periods
Create Period
Close Period
Reopen Period
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Metrics Tool: Metrics item detail

Matrice Dafinition Datalis
Refarenca Mumber
Hame
Type
Description

Fraquency
Caloulalion Methodology

Conbrol Objedives
Control Standards

Metnics llem Detads

IReterence NUumBper
GCRE Mode

Legal Entily Mode
Alternate Hierarchy e

03.00.md01
Inters (PRI}
Nuanfitative

This Metric Is the calculated oporational sk based on unmatched or mismatched liems arising from the reconciiaton of two sets of related data, between any two Systems within the
anme LINS entity

Monthiy

The calculated risk rating bs based on g weighbed average of;

1otad Breaks (rated as % of Volume)

Total Breaks (rated vs Capacity)

Average Ageing (rated vs Volume)

Avernge Ageing [rated va Valua)

Gross Value of Breaks

Lewvel of Undorstanding

03.05.015, 03.00.005, 03.09.008, 03.09.007, 03.10.001, 03.10.013, 03.00,032, 03.11.015

07.00.005.5004, 03.09.005.5002, 03.00.005.5003, 09.00.0056,5001, 03.09.006.5002, 03.00.005.5007, 03.09.007,5004, 03.00.007.002, 07,00.007 5003, 07,00.007.5004, 07.00.032.5001,
03.09,032.8002, 03.09.032.5003

3.09.mu01.001 8¢

N14952 Investment Bank

EDMHRD02 bnvestmeil Bank

[03.05] M-3057 | andan Cash Fouities

Reference Number=

— Thaeshold

Action Plan Description Progress lipdate: Owmer Employee = DNie Nate = Drig. Due Nate =

Thiteshiold on lbern Lewsl
Threshold Red

Threshold Amber

Threshold Green

Ho

The "red"” risk handing is hased on historical trend data where a stafisfical calculation is applied (where appropriate SPC methodology is applied where the total is less than the
avetage medn plus o standand deviations), Ops have 5 risk ratiogs  high and critical map W red,

The "amber" risk banding is based on historical trend data where a statistical calculation is applied (where appropriate SPC methodaology is applied where the total is less than the
average mean plus one standard deviaton). Ops have 5 risk raungs - medium map to amber.

The "green” risk banding is based on historical trend data where a statistical calculation is applied (where appropriate SPC methodology is applied where the total is less than the
average mean). Ops have 5 risk ratings - minimal and 10w map o qrecn.
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Loss Event Database : Events Overview

# UBS Group Operational Risk - OR Event Database

{

O

ANY REPORT PRODUCED IS RESTRICTED TO EVENTS VIEWABLE BY THE USER

OR Event Database

Year :2006

Home

User's Access Restrictions
ﬂ-———

UserRepors

1B Functionality ¢ 23 | o A
- E'u'EJ"t’[ Fun[ilm"ls Global Asset nE.gEITIE:I‘It ITI
Globs| Waalth Mgmt & BB Operating CC
v Browse Events Industrial Holdings UBS Senice Centres
2002
2002
2004
2005
2006 il Include all records: []
Search Events s !ty :
Security Risk
ORC Assignment Tax Risk E
Upload Events

} Reporting Analyse

- Audit History
b Admin
Logaut
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Loss Event Database: Event Detalil

Event Details

Transaction 1D
Risk Category
Record Date

Error Date

Qrig. Amount

LSD Amount

CHF Amount
Region

Country

Lacation
Business Group
Business Unit
Business Area
Business Sector
Business Segment
Business Function
Account
Accounting System
Linkage Type
Submission Date

l_\[f_,.,)ﬁkuv:iit History

Metrics GT Sell Down April
Transaction Processing Risk
31.05.2006

30.04.2006

1,560,891 [CHF]
1,280,552.46

1,560,891

Switzerland (CH)

UBS AG - Corporate Center
UBS AG - Corporate Center
Corporate Center

Operating CC

Group Functions

Group Treasury

Group Treasury Management
Group Treasury (GT)

51400.0

GCRS

Hon-Linked

28.06.2006 14:33:13

Export | Close |

The operational risk concept, which has been implemented in light of the Basle Il framework, views the pl estimate proc
Comment inherent volume uncertainty as an operational risk, since inaccurate p/l estimates can lead to substantial FX losses. The
therefore requesting an appropriate measurement and accountability of operational risk involved in the monthly FX sell ¢

3 UBS



Risk Inventory : Login

N Wl e ko DR -

CC Employee Maintenance

Rk ActionPlan

Search Prorees

Welcome to ORI

GLAM Read Oniy

Hiek ActionFlan
AN Action phane woceltd i fhe kst months

Al Scduw plwes

1 ypechad el i S bargt ek e Scgion plens ol ugsSated in the sl month

AN Ope FEEK EFME N0l URORDad o Th M emoren B Dpean B0y DRy

ITl Read Onlky

ActioniPian
B opests B S pllans

ol Bl iy Ll o] cmow il i s awd e eallen § iy Lhes Eorsd smon dly

Group Operational Risk

Risk ActionPlan
Al Rk psgians upciaded i laat month AN Aoction plans el e i S baat mondts
iy ey pll s ol e iealied iy b Bl ewgedh

S PR

AN open Fish brswes niol wundabed an Hhe kel soeth

B Read Only

ActionFlan
BN oy B cfwey plbarrs

in e Bt monih bon plans wpchaled in The et moenth

AN 2ohon phans
Al opesn Fisk igsaes tol upadsbed in Hhe et sncrdh Opesn Actes plets riob upsdabead in e ksl oocth

CC ORC

Risk ActionPilan

BN Pk sy ogpeckaled e e Byl anilh BN Sy e ekl e e T ksl et

=l

i stact| & | 5] (B [E] Wekoomme to ORI - Mix_ [3] PoswerPoint st LB5 P |
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Risk Issues Included in the Quarterly Board Report

1.1 Capacity and Obsolescence

3 UBS

BG Issue

IB AMTRACS Vendor Risk Risk tracker ref: A 929
02 Q005

Description

[There are vendor support and technology obsolescence issues for the AMTRACS (settlement engine for US Dollar payments)
application. Specifically, there are (a) One "very high" risk gap for contract management. UBS is the last remaining bank using
IAMTRACS and the vendor (IntraNet) will not support the product past Sept 2007. (b) One "high" risk gap for the lack of
contingency for supplier failure (IntraNet owns the code) (c) Major changes in the core code over the years which affects
supportability of the system. (d)One "high" risk gap for the non-bank-strategic VAX/VMS platform though this is presently still
supported by the bank. HP can sunset support with 18 months notice though this is deemed unlikely for the following reasons:
HP has signed an agreement with the Department Of Defense in US to continue to develop and support VMS for the next 15
years. AMTRACS currently runs on the Open VMS 6.2 operating system (8.2 is the latest). HP currently supports Open VMS
back to version 5.2. There is no confirmation from HP as to when they will discontinue support for the 6.2 operating system
however there are still many clients on this platform. Note: Risk Rated per MORCS risk rating guidelines

IAction Plan

Bank has undertaken mitigating controls (such as program fixes) to [Owner Gordon J. Elliot
close or minimise the gaps. In the long term, this will be replaced by
the GCU system in end 2006. (RFP in progress and the timeframes

and dates TBD once vendor selection been completed). Until the  |[Deadline 31 Dec 2006
system is replaced, a number of residual risks remains and will
become critical if the GCU program is delayed. Interim Measures
are as follows: a)Committment from hardware as well as software
vendors to ensure continued support till system is replaced. b)
Provide Backup/Training for vendor as well as bank staff to avoid
reliance on key staff and improve quality of support ¢) Consider
Outages/Recovery scenarios/improvements against application
requirements; including the implementation of Tolerant Clustering
Services (DTCS) allowing recovery to NY data centre to be reduced
from 8 hrs to less than 2 hrs (Q1 2005).

a1



Section 4

Integrating Qualitative and Quantitative
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The Quantitative and Qualitative are Included in the AMA

¢ UBS’s quantification of operational risk consists of two components:
1. Historical event analysis
— Based on historical information about UBS-specific events.
— Uses an objective set of definitions and categorizations.
2. Scenario analysis
— Generated from UBS's Operational Risk Assessment Process.
— Relies primarily on expert judgement of hypothetical events.

¢ Key principle - risk described as a distribution of possible outcomes.
— Each of the two components output is a loss distribution
— For each component, capital = expected + unexpected loss (UL).

¢ UL is set at the 1-year, 95% level for both AMA components
— Results are more stable and consistent.
— 99.9% equivalence is achieved by
— Simulation of losses well in excess of actual losses in the historical component.
— An upward bias in the scenario component.
— Using a weighted average of the two components
(Note: weighting factor to be determined by EBK).

% UBS p



OR Financial Events — Collection Process

¢ All OR profits and losses within the Bank are booked into the general ledger in
the appropriate OR account as defined per accounting policy.

¢ Events are then analysed and commentary is added (where required), before
being uploaded into the Group-wide ORA Event Database.

¢ Reconciliation to the general ledger is required before upload. Comments may
be added before or after upload.

All Profit '

General ) Analysis and
All Loss —) Ledger Commentary

OR Event Data 1

ORA Event Database

% UBS “



Purposes for Data Collection

¢ OR Financial Event is a risk identifier within the Operational Risk Assessment
Process. Thus, it helps identify potential operational risk issues.

¢ In addition, the collection of data serves two further important functions.

OR Financial Event Data

Monthly 1 1 Quarterly

Calculation of regulatory capital Reporting to Senior Management
requirement using Advanced (Group Executive Board) and EBK
Measurement Approach (AMA) (Swiss Banking Regulator)

¢ The OR Financial Event data is incorporated into the UBS internal AMA model
that determines the OR capital reserve required by Basel II.

¢ The OR Financial Event data is reported on a quarterly basis in the Group Risk
Report to the Group Executive Board as well as to the EBK.

% UBS



Risk Assessment is Primarily Qualitative

¢ Risk issues are identified from the review of the risk identifiers (certifications,
metrics, events, audit reports, etc) by senior functional management.

¢ While the risk identifiers may often confirm their pre-existing views they do
provide a level of objectivity to the process.

¢ Once risk issues are identified they are rated according to a defined scale that
helps ensure a consistent rating of the issue.

¢ This distinguishes between the materiality of an issue based on a Red, Amber,
Green scale.

¢ The risk assessment is guided by quantitative concepts.

46
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3 UBS

Group Operational Risk Assessment Matrix

Group Risk Appetite
Expected Loss

Risk Appetite Range (CHF m)
From To

0 5

Amber 5 25

25 100
100
Expected Loss (m CHF)
Financial Scale (CHF)

Frequency (Probability 50k to 100k to 50m to
p.a.) 5k to 15k | 15k to 50k 100k 500k 500k to Im| 1m to 5m |5m to 10m 150m >150m

year
e ] W i W - [
years
years
10 years
years

Non-Sgnificant Minor Moderate Sgnifi- Major
cant

10m to ‘ 25m to

No significant reputational impact Minor reputational
impact

Possible coverage in || Unpleasant Reputation badly
the pressor market coverage in the damaged
rumour that cannot presswith

be used easily by moderate damage

competitorsto
impact on client
relationships

regulators inspections or aware of serious by regulators
private warnings incidents. Potential || triggered by serious

for public warnings |! and repeated

/ significant fines. market
malfunctionswith
high visibility.

No significant regulatory impact Minor impact on Repeated Regulators made || Intensive inspection
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Use of Scenarios in the AMA — Q2 2006 summary

1.1 Capacity and Obsolescence

BG Issue

IB AMTRACS Vendor Risk Risk tracker ref: A 929
02 Q005

Description

[There are vendor support and technology obsolescence issues for the AMTRACS (settlement engine for US Dollar payments)
application. Specifically, there are (a) One "very high" risk gap for contract management. UBS is the last remaining bank using
IAMTRACS and the vendor (IntraNet) will not support the product past Sept 2007. (b) One "high" risk gap for the lack of
contingency for supplier failure (IntraNet owns the code) (c) Major changes in the core code over the years which affects
supportability of the system. (d)One "high" risk gap for the non-bank-strategic VAX/VMS platform though this is presently still
supported by the bank. HP can sunset support with 18 months notice though this is deemed unlikely for the following reasons:
HP has signed an agreement with the Department Of Defense in US to continue to develop and support VMS for the next 15
years. AMTRACS currently runs on the Open VMS 6.2 operating system (8.2 is the latest). HP currently supports Open VMS
back to version 5.2. There is no confirmation from HP as to when they will discontinue support for the 6.2 operating system
however there are still many clients on this platform. Note: Risk Rated per MORCS risk rating guidelines

IAction Plan

Bank has undertaken mitigating controls (such as program fixes) to [Owner Gordon J. Elliot
close or minimise the gaps. In the long term, this will be replaced by
the GCU system in end 2006. (RFP in progress and the timeframes

and dates TBD once vendor selection been completed). Until the  |[Deadline 31 Dec 2006
system is replaced, a number of residual risks remains and will
become critical if the GCU program is delayed. Interim Measures
are as follows: a)Committment from hardware as well as software
vendors to ensure continued support till system is replaced. b)
Provide Backup/Training for vendor as well as bank staff to avoid
reliance on key staff and improve quality of support ¢) Consider
Outages/Recovery scenarios/improvements against application
requirements; including the implementation of Tolerant Clustering
Services (DTCS) allowing recovery to NY data centre to be reduced
from 8 hrs to less than 2 hrs (Q1 2005).

%%UBS Financial Scale: Once between 5 and 10 years; 50 m to 150 m CHF
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Risk Appetite and Tolerance Occurs at Multiple Points

¢ Risk appetite is expressed through the initial development of the control
documentation. The specification of Control Objectives and Control Standards and
the tolerance bands around metrics express the risk appetite of functional
management.

¢ Risk appetite is also expressed during the assessment process by setting bands
for the rating of the risk issues.

¢ Finally, risk appetite is determined when action plans are developed for risk
iIssues. The due date of the action plan is a qualitative expression of the appetite or
tolerance for the current risk exposure.

3 UBS
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Section 5

Summary and Questions
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| essons Learned

Senior management buy-in is critical
— Consistency and Quality vs. Buy-in
— Ownership of control documentation ensures its sustainability
— However consistency may need to be addressed over time

Structure and culture must be aligned
— Functional versus process views
— Open versus blame culture
Business not regulatory focus
— Know your organization and how this can fit in
— Integrate and consolidate other regulatory requirements

Management focus
— This is not an audit framework
— It should be part of the management supervisory process

Education and Training
— Operational Risk should be integrated into new joiner programs
— Control documentation can be a training tool itself

% UBS
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Ongoing Communication and Education

3 nmarkets Lowrse Player ¥v5 - Macrosoft Internet Explorer

% UBS Introduction to Operational Risk

—ioi =i

* 1. What will you learn today? What is operational risk?

2. What is operational risk?

e

FINANCIAL DAILY NEWS

CREDIT [y MARKET
RISk g RISK [
__ % Z

Reputation impact

Page Z of 23 -

Another important area of risk that impacts financial institutions
is operational risk. Although this form of risk is not new, it has
recently received a lot of attention due to a number of high
profile operational risk failures.

“Today's focus”
OPERATIONAL

Retumtomenu &g || Print 4 | « Back
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Key Points

¢+ UBS Approach to Operational Risk
— Business focused
— An integrated framework used by management and control
— Combines the qualitative and the quantitative
— Risk appetite is ex-ante and ex-post

¢ Scalability
— The framework can be applied by any institution
— Must respect the organisation structure and culture

¢ This is about cultural changes as much as anything else

¢ Questions?

3 UBS
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