APEC 電子商務指導小組Electronic Commerce Steering Group（ECSG）隱私權保護分組Data Privacy Sub Group（DPSG）舊金山會議報告
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1、 會議主辦單位：APEC 電子商務指導小組Electronic Commerce Steering Group（ECSG）隱私權保護分組Data Privacy Sub Group（DPSG）

2、 會議日期及地點：93（2004）年6月8日至9日，美國舊金山。

3、 奉派出席人員：法務部法律事務司專門委員劉佐國。

4、 會議緣由：APEC為推動電子商務相關工作，保護個人資料隱私權益，爰由電子商務指導小組Electronic Commerce Steering Group（ECSG）於2003年間成立隱私權保護分組Data Privacy Sub Group（DPSG），討論個人資料保護及訂定APEC 隱私權保護原則（APEC Privacy Principle）等事宜。該工作小組（DPSG）自該（2003）年起，為訂定APEC 隱私權保護原則，先後舉行數次研商會議，由於我國於1995年即制定施行「電腦處理個人資料保護法」，乃獲邀加入該工作小組，提供我國相關個人資料保護業務上及法制上意見，以協助訂定APEC 隱私權保護原則。隱私權保護分組為能瞭解各國相關個人資料保護業務之執行狀況及法律規定，訂於93年6月8日至9日在美國舊金山舉行會議，討論訂定「APEC 隱私權保護原則草案」之內容規範。由於「電腦處理個人資料保護法」係由本部主管，經與經濟部國際貿易局協商後，由本部代表我國出席該工作小組舊金山會議。案經簽奉核定由職代表參加該會議。，

5、 會議討論主題：如何訂定「APEC 隱私權保護原則」，相關規範內容、理由及執行措施之實體討論。

6、 會議經過：

（1） 本次會議除我國由職代表出席外，參加討論之各國代表計有：美國、加拿大、澳洲、紐西蘭、日本、韓國、香港等國家地區。

（2） 會議由ECSG主席美國籍Ms.Michelle O’Neill主持，會議開始先由各國與會代表介紹該國有關個人資料保護之法制與執行狀況。職以「如何加強隱私權之保護－中華台北之經驗與展望」（The Effective Enforcement of Privacy Protections－Chinese Taipei’s Experience and Views）為題，介紹我國目前有關「電腦處理個人資料保護法」之規範內容與執行概況。（報告內容參考附件一，中英文講演書面資料）

（3） 各國代表報告完畢後，即進行討論事項。本次會議主要討論議題有二，一為「APEC隱私權保護原則之規範理由及說明（Facing Page Commentary）」，另一為「APEC隱私權保護原則相關執行措施（Implementation）」。茲分述如下：

1. APEC隱私權保護原則之規範理由及說明部分：

會議中確定APEC隱私權保護原則包括九大原則如下：一、避免損害原則（Preventing Harm）。二、告知原則（Notice）。三、限制蒐集原則（Collection limitation）。四、利用個人資料原則（Uses of Personal Information）。五、當事人選擇原則（Choice）。六、個人資料完整原則（Integrity of Personal Information）。七、安全維護原則（Security Safeguards）。八、當事人參與及更正原則（Access and Correction）。九、責任原則（Accountability）。經查上開九大原則與我國新修正之「電腦處理個人資料保護法草案」規定比較，尚無扞格或抵觸之情形，亦即我國個資法修正草案規定，應能符合APEC隱私權保護原則之要求。另會中就隱私權保護原則之規範理由說明，進行廣泛之討論。由於討論內容多屬文字上或文法之表達方式，我方並未表示太多意見。惟針對當事人請求查詢事項，該原則原認為資料持有者得以耗費過鉅為由予以拒絕，但我方認為如當事人願意自行負擔費用，應不得剝奪資料當事人查詢自己資料之權利。我方建議經與會代表充分討論後，獲得大多數之支持，主席裁示將我方意見納入該原則之規範內容。有關APEC隱私權保護原則之規範理由說明，詳見附件二，APEC Privacy Framework Facing Page Commentary

2. APEC隱私權保護原則相關執行措施部分：

工作小組除對隱私權保護原則及其規範理由說明進行研商外，另對該原則相關執行機制亦進行廣泛討論，並獲致共識，認為APEC隱私權保護原則制訂完成後，各會員國應執行之措施如下：一、隱私權保護架構應有效落實執行（APEC Privacy Framework to be given effect）。二、指定聯絡窗口（Designated contact points）。三、加強與非政府部門之合作（Co-operation with private sector entities）。四、無差別性之隱私權保護（Non-discriminatory privacy rights）。五、去除跨境傳輸個人資料之障礙（Removal of obstacles to cross-border information transfers）。六、對於侵害隱私權事件，各會員國應有系統之調查通報，分享資源，並簡化程序（Engage in appropriate information sharing between jurisdictions）。七、有效防止或補救跨境隱私權侵害事件（Ensure effective redress for cross-border privacy breaches）。有關APEC隱私權保護原則執行機制，詳見附件三，Part VI Implementation。

七、會議決議：本次會議經過與會各國代表二天之充分討論後，主席指示將獲致共識之意見交由工作小組秘書單位彙整，將「APEC 隱私權保護原則草案」最新版本，於2004年9月份在智利召開之AEEC資深官員會議中，提送電子商務指導小組（ECSG）討論。

The Effective Enforcement of Privacy Protections
－Chinese Taipei’s Experience and Views
(APEC Electronic Commerce Steering Group Privacy Subgroup

San Francisco Meeting 2004.6.8-9)

Preface

The rapid development of information technology has made E-commerce increasingly grow as a vital practice. Personal data, such as one’s name, characteristics, marital status, health history, and financial situation is extensively collected by the government and private sector. Upon being stored and processed by computer, a database is built up and the individual information is widely circulated and applied to all areas. Proper circulation and application of the information will benefit the development of economy, the security of transaction, the maintenance of social order, and academic research. However, any misuse and abuse of it will severely infringe the right to personal privacy. Therefore, it is necessary to regulate the use and the protection of personal data.  In this regard, the Ministry of Justice of Chinese Taipei promulgated and enforced the “Computer-Processed Personal Data Protection Law” in 1995 to protect the proper conduct of personal information in a digitized society, and to express Chinese Taipei’s firm standing on the protection of individual privacy. 

The initiative and principles of “Computer-Processed Personal Data Protection Law”

Since 1990, for the institution of “Computer-Processed Personal Data Protection Law”, Chinese Taipei has actively engaged in a study of foreign legislative cases regarding the protection of personal data, invitation of professionals and experts for seminars, and sharing of opinions with official administrative departments and private sectors. Guided by the eight principles of protection of personal data by OECD, which are limit of collection, accuracy of information, clarity of purpose, limit of application, security and protection, openness, individual participation and responsibility, the Ministry of Justice of Chinese Taipei completed the legislative procedures and advocated for enforcement successfully in 1995. This achievement is a significant milestone for the protection of personal privacy rights.

Review of the enforcement of the “Computer-Processed Personal Data Protection Law”


During the eight-year period from 1995 to 2003, the use of the Internet was prevailing in all aspects, particularly in E-commerce. Personal data were thus vastly collected, computer-processed, and circulated by government institutions and private sectors, which had threatened the right to personal privacy. Recently, several cases caused panic and concern regarding the exposure of large-scale personal data.  Scholars and experts voiced their doubt as to whether the “Computer-Processed Personal Data Protection Law” was strong enough to maintain personal privacy.  In response, the Ministry of Justice of Chinese Taipei held four hearings in 2001 to review the enforcement of the “Computer-Processed Personal Data Protection Law”. The deficiencies of the current law that was considered are as follows: 

1. The current law applies only to public institution and eight regulated businesses, such as, hospital, school, telecommunication, financial, securities, insurance, mass media and information collecting businesses.  Unfortunately, private sectors and individuals, such as in agencies and the service industry, hold a large amount of personal data, and are not stipulated by this law.  An unregulated legal loophole could be created, should any illicit leaking of personal data occur.

2. The personal data to be protected is limited to its files processed by computer. Manual filing systems are not included. 

3. There is no mention of the establishment of a responsible institution to conduct the business regarding the protection of personal data. It only stipulates all official organizations to protect personal data guided by related regulations of this law. A lack of authority and responsibility has hindered the effectiveness of this law. 

4. Insufficient propaganda results in the fact that many private sectors and the public are not aware of the existence of the said Law, nor do they know to seek for compensation or file complaints according to the said law, when encountering illegal collection or use of personal data. 

To correct the problems stated above and for the “Computer-Processed Personal Data Protection Law” to be truly effective, the Ministry of Justice of Chinese Taipei started to amend the Law in 2002.  The draft was completed in December 2003 and is expected to go through the legislative procedure in 2004.

The important aspects of the amended “Computer-Processed Personal Data Protection Law”

The new major amendment of the draft, completed in 2003, replaces and fixes the deficient area of the existing one. Upon that, some new provisions consistent with the current environment have been added.  Key points are as follows:

1. The legal term was amended as the “Personal Data Protection Law”, and the application limit of non-public institution has been removed. The law now applies to all members of industry, including private sectors and individuals. Additionally, manual filing systems are under the same protection as computer-processed data.

2. Except when permitted by regulation, individuals whose personal data is to be collected are offered the right to be clearly informed the identity of the controller and of his representative, the purpose, the category, the application and the source of the data. 

3. Prior to collecting the personal data of a child under 12 years old or of his/her family members’, the custodian’s consent on behalf of the minor is mandatory.
4. When conducting any commercial marketing to the public for the first time, private sectors are required to provide a way for the people to refuse the marketing, free of charge, should they elect to do so. If a person refuses to accept the marketing, use of the personal data should be stopped immediately.

5. Facilitate the public to participate and assist in the establishment of a public interest organization, such as the Privacy Foundation for Personal Data. Under the stipulation, when encountering the illicit collection or use of personal data, the public interest organization can be authorized by the person as representative to file a complaint to the authorities. 
In addition, the Ministry of Justice of Chinese Taipei has suggested setting up an authoritative, responsible agency to be fully in charge of matters concerning personal data protection. 
Conclusions

Although Chinese Taipei has enforced the “Computer-Processed Personal Data Protection Law” since 1995, due to the ever-changing social behavior, problems still existed during the enforcement. Therefore, other than actual enforcement to protect the personal data, the proposed administration in charge should review the effect of enforcement at any time, make necessary improvements immediately and amend related regulations accordingly.  We also believe that without the full cooperation and strength of private sectors, it will be difficult to achieve what the protection law is meant to perform. Thus, in the draft, the Ministry of Justice of Chinese Taipei has amended articles to encourage the participation of public interest organization in protecting personal data and has officially authorized the public interest organization to play a prominent role in the protection of the right to personal privacy. 

As a Chinese proverb states, “Without enforcement, laws are invalid”. Chinese Taipei will actively enforce the protection of privacy and make any necessary amendments as soon as possible. Above all, in protection of personal data, the government is dedicated in strengthening the law by gaining full support from private sectors, fully implementing the protection offered by the law, and avoiding the illegal collection or use of personal data.
如何加強隱私權之保護－中華台北之經驗與展望

（APEC電子商務指導小組Electronic Commerce Steering Group（ECSG）中之隱私權保護次級小組Privacy SubGroup美國舊金山會議演講稿 2004.6.8-9）

1、 前言  

 由於電腦科技快速發展，電子商務日漸被重視，有關個人之隱私事項，例如：姓名、特徵、婚姻、健康、財務狀況等個人資料，均被政府機關與民間企業廣泛蒐集，經電腦處理儲存，建立個人資料檔案，大量且迅速為傳遞及運用。其流通與運用適當者，對於經濟發展、交易安全保障、社會秩序維護與學術研究均有助益，但如有誤用或濫用情事，勢必嚴重侵害個人隱私權。是以，就個人資料之利用與保護作合理之規範乃屬必要。有鑑於此，中華台北於1995年制訂施行「電腦處理個人資料保護法」（Computer-Processed Personal Data Protection Law），一方面在因應資訊化社會之發展，另方面在顯示中華台北重視個人隱私權之保護。

2、 電腦處理個人資料保護法之立法背景與原則

 中華台北法務部為制訂「電腦處理個人資料保護法」，於1990年即積極進 行各項準備工作，包括蒐集外國相關保護個人資料立法例、邀請專家學者舉行研討會、與政府行政部門及民間企業進行座談交換意見等。經彙整各界之意見並參考OECD所揭示的保護個人資料八項原則，即限制蒐集原則、資訊內容完整正確原則、目的明確化原則、限制利用原則、安全保護原則、公開原則、個人參加原則與責任原則，於1995年完成立法程序並順利公布施行，對保護個人隱私權，建立重要且具有意義的里程碑。

3、 關於電腦處理個人資料保護法執行成效之檢討

自1995年迄2003年的八年期間，網際網路普遍被廣泛利用，尤其在電子商務方面。個人資料因而被政府機關及民間企業大量蒐集、電腦處理與傳遞，致使個人隱私權遭受莫大之威脅。由於近幾年來，發生數起大規模個人資料外洩事件，引起了民眾極度之關心與恐慌，學者與專家亦紛紛質疑電腦處理個人資料保護法是否能真正發揮保護個人隱私之功效。法務部非常重視各界之反應，於2001年舉辦了四場公聽會，檢討電腦處理個人資料保護法執行成效。以下是我們認為現行法之缺點：

（1） 現行法僅規定公務機關與徵信業、醫院、學校、金融業、證券業、電信業、保險業及大眾傳播業八類非公務機關適用本法，而許多大量持有個人資料之民間企業或個人，如仲介業、服務業等卻不受本法規範，如發生洩漏個人資料事件，造成無法可管的法律漏洞。

（2） 保護個人資料之客體，僅限經電腦處理之個人資料檔案，人工資料並不在保護範圍內。

（3） 未設置專責機關專門辦理個人資料保護業務，僅規定各公務機關依本法相關規定保護個人資料，因權責不一導致執行效果不彰。

（4） 政府的宣傳不夠，許多民間企業與民眾甚至不知道本法之制訂，發生違法蒐集或利用個人資料之事件，亦不知依本法採取救濟或向主管機關提起申訴。

為了改進上述缺點，使電腦處理個人資料保護法能充分發揮保護個人隱私之功能，法務部於2002年開始積極展開修法工作。2003年12月已完成修法草案，並希望2004年能完成立法程序公布施行。

4、 新修正個資法之重要內容

2003年完成之修法草案，主要是改進現行法的缺點，並依據社會現況，增加了許多新的規定，以期能保護個人隱私更為周密。以下簡述該修法草案之重點：

（1） 法律名稱修正為「個人資料保護法」，刪除非公務機關行業別之限制，亦即任何行業、民間團體與個人，均適用本法。個人資料亦不以經電腦處理檔案為限，將人工資料納入保護客體。

（2） 增訂蒐集資料者在蒐集個人資料時，除符合法規規定得免告知外，須明確告知資料本人蒐集者之名稱、蒐集目的、資料類別、利用方式及資料來源等。

（3） 增訂對未滿12歲之兒童蒐集其本人或家庭成員個人資料時，應另事先取得其法定代理人之同意。

（4） 增訂民間企業對民眾進行商業行銷，應於首次行銷時提供本人免費表達拒絕之方式，本人如表示拒絕接受行銷時，應立即停止利用該個人資料。

（5） 促進民眾參與協助成立財團法人，規定如發生違法蒐集或利用個人資料之事件，該財團法人得接受本人委託，向主管機關提起申訴或向法院提起訴訟追訴違法者之法律責任。

除了以上修法重點外，法務部並同時建議能設置個人資料保護專責機關，將相關個人隱私權保護業務交由該專責機關負責，以發揮最大之功效。

5、 結語

中華台北雖然於1995年即制訂了電腦處理個人資料保護法，但社會的行為態樣日新月異，以致在執行上發生許多問題。是以，政府行政機關除了要落實個人資料保護之執行外，更要隨時檢討執行效果，發現缺失要立即改進，並適時修正相關法規，始足能確保個人之隱私權。此外，我們更相信除了政府行政機關落實執行相關保護法律外，更要結合民間部門的力量，才能發揮更高的功效。因此，在此次的修法草案中，法務部特別增訂促進民間公益團體參與個人資料保護工作的條文，授權民間公益團體在個人資料保護工作中，成為一個維護個人隱私權的重要力量。中國有一句諺語：徒法不足以自行，中華台北今後將積極執行個人隱私保護工作，除儘速修正法律缺失外，更重要的是，政府公務機關結合民間部門的力量，落實個人資料保護法之執行，避免個人資料被違法蒐集或利用，保護個人隱私權益。
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8、 關於電腦處理個人資料保護法執行成效之檢討

自1995年迄2003年的八年期間，網際網路普遍被廣泛利用，尤其在電子商務方面。個人資料因而被政府機關及民間企業大量蒐集、電腦處理與傳遞，致使個人隱私權遭受莫大之威脅。由於近幾年來，發生數起大規模個人資料外洩事件，引起了民眾極度之關心與恐慌，學者與專家亦紛紛質疑電腦處理個人資料保護法是否能真正發揮保護個人隱私之功效。法務部非常重視各界之反應，於2001年舉辦了四場公聽會，檢討電腦處理個人資料保護法執行成效。以下是我們認為現行法之缺點：

（1） 現行法僅規定公務機關與徵信業、醫院、學校、金融業、證券業、電信業、保險業及大眾傳播業八類非公務機關適用本法，而許多大量持有個人資料之民間企業或個人，如仲介業、服務業等卻不受本法規範，如發生洩漏個人資料事件，造成無法可管的法律漏洞。

（2） 保護個人資料之客體，僅限經電腦處理之個人資料檔案，人工資料並不在保護範圍內。

（3） 未設置專責機關專門辦理個人資料保護業務，僅規定各公務機關依本法相關規定保護個人資料，因權責不一導致執行效果不彰。

（4） 政府的宣傳不夠，許多民間企業與民眾甚至不知道本法之制訂，發生違法蒐集或利用個人資料之事件，亦不知依本法採取救濟或向主管機關提起申訴。

為了改進上述缺點，使電腦處理個人資料保護法能充分發揮保護個人隱私之功能，法務部於2002年開始積極展開修法工作。2003年12月已完成修法草案，並希望2004年能完成立法程序公布施行。

9、 新修正個資法之重要內容

2003年完成之修法草案，主要是改進現行法的缺點，並依據社會現況，增加了許多新的規定，以期能保護個人隱私更為周密。以下簡述該修法草案之重點：

（1） 法律名稱修正為「個人資料保護法」，刪除非公務機關行業別之限制，亦即任何行業、民間團體與個人，均適用本法。個人資料亦不以經電腦處理檔案為限，將人工資料納入保護客體。

（2） 增訂蒐集資料者在蒐集個人資料時，除符合法規規定得免告知外，須明確告知資料本人蒐集者之名稱、蒐集目的、資料類別、利用方式及資料來源等。

（3） 增訂對未滿12歲之兒童蒐集其本人或家庭成員個人資料時，應另事先取得其法定代理人之同意。

（4） 增訂民間企業對民眾進行商業行銷，應於首次行銷時提供本人免費表達拒絕之方式，本人如表示拒絕接受行銷時，應立即停止利用該個人資料。

（5） 促進民眾參與協助成立財團法人，規定如發生違法蒐集或利用個人資料之事件，該財團法人得接受本人委託，向主管機關提起申訴或向法院提起訴訟追訴違法者之法律責任。

除了以上修法重點外，法務部並同時建議能設置個人資料保護專責機關，將相關個人隱私權保護業務交由該專責機關負責，以發揮最大之功效。

10、 結語

中華台北雖然於1995年即制訂了電腦處理個人資料保護法，但社會的行為態樣日新月異，以致在執行上發生許多問題。是以，政府行政機關除了要落實個人資料保護之執行外，更要隨時檢討執行效果，發現缺失要立即改進，並適時修正相關法規，始足能確保個人之隱私權。此外，我們更相信除了政府行政機關落實執行相關保護法律外，更要結合民間部門的力量，才能發揮更高的功效。因此，在此次的修法草案中，法務部特別增訂促進民間公益團體參與個人資料保護工作的條文，授權民間公益團體在個人資料保護工作中，成為一個維護個人隱私權的重要力量。中國有一句諺語：徒法不足以自行，中華台北今後將積極執行個人隱私保護工作，除儘速修正法律缺失外，更重要的是，政府公務機關結合民間部門的力量，落實個人資料保護法之執行，避免個人資料被違法蒐集或利用，保護個人隱私權益。

如何加強隱私權之保護－中華台北之經驗與展望

（APEC電子商務指導小組Electronic Commerce Steering Group（ECSG）中之隱私權保護次級小組Privacy SubGroup美國舊金山會議演講稿 2004.6.8-9）

11、 前言  

 由於電腦科技快速發展，電子商務日漸被重視，有關個人之隱私事項，例如：姓名、特徵、婚姻、健康、財務狀況等個人資料，均被政府機關與民間企業廣泛蒐集，經電腦處理儲存，建立個人資料檔案，大量且迅速為傳遞及運用。其流通與運用適當者，對於經濟發展、交易安全保障、社會秩序維護與學術研究均有助益，但如有誤用或濫用情事，勢必嚴重侵害個人隱私權。是以，就個人資料之利用與保護作合理之規範乃屬必要。有鑑於此，中華台北於1995年制訂施行「電腦處理個人資料保護法」（Computer-Processed Personal Data Protection Law），一方面在因應資訊化社會之發展，另方面在顯示中華台北重視個人隱私權之保護。

12、 電腦處理個人資料保護法之立法背景與原則

 中華台北法務部為制訂「電腦處理個人資料保護法」，於1990年即積極進 行各項準備工作，包括蒐集外國相關保護個人資料立法例、邀請專家學者舉行研討會、與政府行政部門及民間企業進行座談交換意見等。經彙整各界之意見並參考OECD所揭示的保護個人資料八項原則，即限制蒐集原則、資訊內容完整正確原則、目的明確化原則、限制利用原則、安全保護原則、公開原則、個人參加原則與責任原則，於1995年完成立法程序並順利公布施行，對保護個人隱私權，建立重要且具有意義的里程碑。

13、 關於電腦處理個人資料保護法執行成效之檢討

自1995年迄2003年的八年期間，網際網路普遍被廣泛利用，尤其在電子商務方面。個人資料因而被政府機關及民間企業大量蒐集、電腦處理與傳遞，致使個人隱私權遭受莫大之威脅。由於近幾年來，發生數起大規模個人資料外洩事件，引起了民眾極度之關心與恐慌，學者與專家亦紛紛質疑電腦處理個人資料保護法是否能真正發揮保護個人隱私之功效。法務部非常重視各界之反應，於2001年舉辦了四場公聽會，檢討電腦處理個人資料保護法執行成效。以下是我們認為現行法之缺點：

（1） 現行法僅規定公務機關與徵信業、醫院、學校、金融業、證券業、電信業、保險業及大眾傳播業八類非公務機關適用本法，而許多大量持有個人資料之民間企業或個人，如仲介業、服務業等卻不受本法規範，如發生洩漏個人資料事件，造成無法可管的法律漏洞。

（2） 保護個人資料之客體，僅限經電腦處理之個人資料檔案，人工資料並不在保護範圍內。

（3） 未設置專責機關專門辦理個人資料保護業務，僅規定各公務機關依本法相關規定保護個人資料，因權責不一導致執行效果不彰。

（4） 政府的宣傳不夠，許多民間企業與民眾甚至不知道本法之制訂，發生違法蒐集或利用個人資料之事件，亦不知依本法採取救濟或向主管機關提起申訴。

為了改進上述缺點，使電腦處理個人資料保護法能充分發揮保護個人隱私之功能，法務部於2002年開始積極展開修法工作。2003年12月已完成修法草案，並希望2004年能完成立法程序公布施行。

14、 新修正個資法之重要內容

2003年完成之修法草案，主要是改進現行法的缺點，並依據社會現況，增加了許多新的規定，以期能保護個人隱私更為周密。以下簡述該修法草案之重點：

（1） 法律名稱修正為「個人資料保護法」，刪除非公務機關行業別之限制，亦即任何行業、民間團體與個人，均適用本法。個人資料亦不以經電腦處理檔案為限，將人工資料納入保護客體。

（2） 增訂蒐集資料者在蒐集個人資料時，除符合法規規定得免告知外，須明確告知資料本人蒐集者之名稱、蒐集目的、資料類別、利用方式及資料來源等。

（3） 增訂對未滿12歲之兒童蒐集其本人或家庭成員個人資料時，應另事先取得其法定代理人之同意。

（4） 增訂民間企業對民眾進行商業行銷，應於首次行銷時提供本人免費表達拒絕之方式，本人如表示拒絕接受行銷時，應立即停止利用該個人資料。

（5） 促進民眾參與協助成立財團法人，規定如發生違法蒐集或利用個人資料之事件，該財團法人得接受本人委託，向主管機關提起申訴或向法院提起訴訟追訴違法者之法律責任。

除了以上修法重點外，法務部並同時建議能設置個人資料保護專責機關，將相關個人隱私權保護業務交由該專責機關負責，以發揮最大之功效。

15、 結語

中華台北雖然於1995年即制訂了電腦處理個人資料保護法，但社會的行為態樣日新月異，以致在執行上發生許多問題。是以，政府行政機關除了要落實個人資料保護之執行外，更要隨時檢討執行效果，發現缺失要立即改進，並適時修正相關法規，始足能確保個人之隱私權。此外，我們更相信除了政府行政機關落實執行相關保護法律外，更要結合民間部門的力量，才能發揮更高的功效。因此，在此次的修法草案中，法務部特別增訂促進民間公益團體參與個人資料保護工作的條文，授權民間公益團體在個人資料保護工作中，成為一個維護個人隱私權的重要力量。中國有一句諺語：徒法不足以自行，中華台北今後將積極執行個人隱私保護工作，除儘速修正法律缺失外，更重要的是，政府公務機關結合民間部門的力量，落實個人資料保護法之執行，避免個人資料被違法蒐集或利用，保護個人隱私權益。

APEC PRIVACY FRAMEWORK

FACING PAGE COMMENTARY
VERSION 2 (ANNOTATED DRAFT) – 4 JUNE 2004

[Amended to incorporate US comments]

________________

Chair’s note:  This draft retains the changes and amendments suggested in the previous draft of 17 May along with additional comments from Hong Kong and Japan  on that draft.  

Where large amounts of revised text has been suggested, both the existing text (labelled as “Version 1 Text”) and the proposed revision (labelled as, for example, “HK’s Proposed Revision”) have been highlighted in light blue in the electronic version which, when printed, will appear as shading.  Where possible, the precise variations from the existing text will be underlined in the block of revised text so that they can be identified easily.

Where economies have suggested large amounts of additional text to that appearing in the first version, that has also been labelled (as, for example, “HK’s Proposed Addition”) and highlighted.

Where the variations are only several words, rather than repeat a whole paragraph those variations will be marked as [original textV.1] [suggested new textUS]. 

As previously noted, discussions on this Facing Page Commentary, and further amendments and inclusions arising from such discussions, will be kept open until the Implementation Section is finalized.

Finally, as a measure of standardisation and following comments from Japan and the US, I have adopted the singular ‘Commentary’ as the term for this document and its contents (as opposed to ‘Commentaries’).  I have also capitalised ‘Principle’ throughout the text. 

Part II – Scope
Version 1 Text:  The purpose of Part II of the APEC Privacy Framework is to make clear the extent of coverage of the Principles.  The background against which the Principles have been drafted is one where some economies have well-established privacy laws and practices while others may be considering the issues.  Of those with already settled policies, not all treat personal information in exactly the same way.  Some, for example, may draw distinctions between information that is readily searchable and other information.  Despite these differences, this Framework has been drafted to promote a consistent approach among the information privacy regimes of APEC economies.  It is not essential for electronic commerce that all laws and practices within APEC be identical in all respects including the coverage of personal information.  These Principles recognise that fact and also take account of social, cultural and other differences between economies.  They focus on those aspects of privacy protection that are of most importance to international commerce.
US’ Proposed Revision:  The purpose of Part II of the APEC Privacy Framework is to make clear the extent of coverage of the Principles.  The background against which the Principles have been drafted is one where some economies have well-established privacy laws that govern domestic privacy practices while others may be considering the issues.  Of those with already settled policies, not all treat personal information in exactly the same way.  Some, for example, may draw distinctions between information that is readily searchable and other information.  Despite these differences, this Framework has been drafted to promote a consistent approach among the information privacy regimes of APEC economies.  Although it is not essential for electronic commerce that all laws and practices within APEC be identical in all respects, compatible approaches to information privacy protection among APEC economies will greatly facilitate international commerce.  These Principles recognise that fact but and also take account of social, cultural and other differences among economies.  They focus on those aspects of privacy protection that are of most importance to international commerce.
US comment

We need to be careful that we strike the right balance here between domestic flexibility and regional consistency.  For that reason, we feel that some additional language (as above) would be important to make it clear that we are seeking approaches to privacy in the region that are compatible and will allow organizations to provide effective privacy protection and devise meaningful solutions for information transfers.]

Principle 1: [PreventingUS] Harm

US comment

To be consistent with the Principles, we need to name this “Preventing Harm”.

Version 1 Text:  The Harm Principle recognizes that one of the primary objectives of the APEC Privacy Framework is to prevent misuse of personal information and consequent harm to individuals.  Therefore, privacy protections, including self-regulatory efforts, education and awareness campaigns, laws, regulations, and enforcement mechanisms, should be designed to prevent harm to individuals from misuse of information.  For example, remedies for privacy infringements should be designed to prevent the harmful use of personal information and be proportionate to the likelihood and severity of any harm threatened by the collection, use and transfer of personal information.
US’ Proposed Revision:  The Harm Principle recognizes that one of the primary objectives of the APEC Privacy Framework is to prevent misuse of personal information and consequent harm to individuals.  Therefore, privacy protections, including self-regulatory efforts, education and awareness campaigns, laws, regulations, and enforcement mechanisms, should be designed to prevent harm to individuals from the wrongful collection and misuse of their personal information.  Therefore, remedies for privacy infringements should be designed to prevent harms resulting from the wrongful collection and misuse of personal information, and should be proportionate to the likelihood and severity of any harm threatened by the collection and use of personal information.
US comment

The language above is an attempt to weave Hong Kong’s language into the existing text, in such a way that makes clear that harms can arise from wrongful collection.  We also sought to avoid, however, making the suggestion that improper collection by itself constitutes a harm.

Additionally, we recommend the insertion of “their personal” in the second sentence to make it clear that we are talking about the individual’s personal information, rather than the general misuse of unrelated information.  

Finally, in the last sentence we have deleted “and transfer”, as we view an improper transfer to be a misuse of information, consistent with the definition of use in the commentary on Principle 4 that includes transfer. 

Version 1 Text: Misuse of personal information includes situations where information is collected or used in an inappropriate way or for an inappropriate reason.  For example, it would include situations where organizations collect or use information in a way that is contrary to their stated purpose.

HK’s Proposed Revision: Apart from recognizing the importance of preventing misuse of personal information, this Harm Principle acknowledges that harm may also arise as a result of the wrongful or improper collection of personal information for example, where organizations misrepresent the collection purpose and use the information collected in a way that is contrary to their stated purpose.  Privacy protections therefore should also be designed to prevent harm to individuals arising from the wrongful or improper collection of personal information.
US comment

[Under the US’s proposed revision of the opening paragraph for this Principle both the above paragraphs would be deleted.]

Principle 2: Notice

The Notice Principle is directed towards ensuring that individuals are able to know what information is collected about them and for what purpose it is to be used.  One common method of compliance with this Principle is for personal information controllers to post notices on their Web sites.  In other situations, placement of notices on Intranet sites or in employee handbooks, for example, may be appropriate.

The requirement in this Principle relating to when notice should be provided is based on consensus among APEC member economies that good privacy practice is to inform relevant individuals at the time of, or before, information is collected about them.  At the same time, the Principle also recognizes that there are circumstances in which it would not be practicable to give notice at or before the time of collection, such as in some cases where electronic technology automatically collects information when a prospective customer initiates contact, as is often the case with the use of cookies.  

HK’s Proposed Addition:  Moreover, where personal information is not obtained directly from the individual but from a third party, it would not be practicable to give notice at or before the time of collection of the information.  For example, when an insurance company collects employees’ information from an employer in providing medical insurance services, it may not be practicable for the insurance company to give notice at or before the time of collection of the employees’ personal information.
US’ Proposed Alternative Addition:  Moreover, where personal information is not obtained directly from the individual but from a third party, it would not be practicable or appropriate to give notice at or before the time of collection of the information.  For example, when an employer provides their employees’ personal information to an insurance company for the provision of medical insurance services, it may not be practicable or appropriate for the insurance company to give notice at or before the time of collection of such information by the employer.
US comment

We are generally comfortable with the concept suggested by Hong Kong in their proposed addition; however, the specific case that is outlined may be confusing.  Is the insurance company actually “collecting” information, or is the employer transferring the information so that the insurance company can perform an activity on the employer’s behalf?  Also, it is unclear whether this would be a situation where it would be necessary for the insurance company to give notice, considering that they may be only holding the personal information.  Given these questions, we have edited the text slightly to assist with possible confusion, and also to make it consistent with Principle 2 – by adding “appropriate” in several places.

Additionally, there are also situations in which publicly available information [isV.1] [would beUS] collected and used where it would be either impracticable or unnecessary to provide notice.  For example, if an organization obtained an individual’s telephone number or address from a telephone directory and then used that information to contact that individual, it would not make practical sense for the organization to provide notice to that individual about the collection and use, since the individual would not have any legitimate expectation that they would receive such notice.  Chair’s Proposed Addition: Similarly, notice is not required under this Principle when information is not collected directly from the individual but from a third party in circumstances to which Principle 3 is applicable.
Hong Kong comment

If the Chair’s Proposed Addition is intended to replace HK’s Proposed Addition, we suggest that examples be added to assist the reader.

US comment

The US recommends “would be” for grammatical purposes, to make clear that possible scenarios are being referenced.

We would recommend deletion of the Chair’s addition.  We think that it is redundant with Hong Kong’s point in the previous paragraph, which we believe to be better placed there.

Version 1 Text: APEC member economies also discussed other, more limited circumstances where it may not be appropriate to provide notice, such as in the collection and use of business contact information or other information that identifies an individual in his or her professional capacity provided and used for intended business purposes.  For example, if an individual gives their business card to another individual in the context of a business relationship, it would not be expected that notice would be provided regarding the collection and normal business use of that information.
HK’s Proposed Revision: The purpose of giving notice is intended to alert or make aware to individuals that an act of collecting personal information is being undertaken.  APEC member economies recognize that there are situations and casual encounters where information may be collected and used in a manner which does not give rise to serious impact on privacy, such as domestic use or where business acquaintances exchanging name cards.  In such cases, it would be unreasonable to expect notice would be provided as stipulated under this Principle. 
US’ Proposed Revision: APEC member economies also recognize that there are situations where information may be collected and used in a manner that does not give rise to an obligation to provide notice, such as in the collection and use of business contact information or other information that identifies an individual in his or her professional capacity provided and used for legitimate business purposes.  For example, if an individual gives their business card to another individual in the context of a business relationship, it would not be expected that notice would be provided regarding the collection and normal business use of that information.
US comment

We believe that some combination of Version 1 and Hong Kong’s proposed revision would be the best solution here – see above.  While we understand the reasoning behind Hong Kong’s proposal, there are several components that cause us concern.  First, we are uncomfortable with the introduction of the term “casual encounters”, and with the way that it is used here.  The exchange of business contact information is not done on a casual basis.  Further, we disagree that the use of business contact information could potentially have a serious impact on privacy if not exchanged “casually”. When business contact information is used for legitimate business purposes it has no impact on the privacy of an individual, and so we would want to avoid making that suggestion.  Finally, we feel that it would be best to retain the example provided in the final sentence of our proposed revision above.

Principle 3: Collection Limitation

Version 1 Text: The Collection Limitation Principle recognizes that providing notice or obtaining consent with regard to the collection of personal information is not always possible or appropriate, as there are situations where for practical, policy, health, safety, law enforcement or business reasons, providing notice to the individual or obtaining their consent would not be considered necessary or appropriate.  Criminal investigation [Law enforcementUS] activities and the routine updating of mailing lists are useful examples.

Chair’s Proposed Revision: This Principle deals with limits to the collection methods that are lawful and fair and recognizes that there are some circumstances where the requirement to provide notice to, or obtain the consent of, individuals would be inappropriate.  The determination of what is ‘lawful and fair’ in relation to collection methods is a matter for domestic, determination having regard to legal, cultural and social factors in each jurisdiction.
HK’s Proposed Alternative Revision:  This Principle deals with limits to the collection methods that are lawful and fair and recognizes that there are some circumstances where the requirement to provide notice to, or obtain the consent of, individuals would be inappropriate.  For example, where a journalist collects personal information of an individual for the purpose of news activity, it may not be appropriate for the journalist to provide notice to or obtain consent from the individual if compliance with this Principle would be likely to prejudice the purpose of news reporting.  The determination of what is ‘lawful and fair’ in relation to collection methods is a matter for domestic, determination having regard to legal, cultural and social factors in each jurisdiction.
Hong Kong comment

We suggest including an example as shown above.

US comment

We would prefer the retention of Version 1 of this text.  We are unsure of the purpose of the Chair’s proposed revision.  In our view, Version 1 adds more useful detail, while the Chair’s language may add confusion.  Also, we are not sure why it would be necessary to make explicit here that domestic considerations factor into what is considered lawful and fair when we have not done so in the other Principles.  Finally, we would like to propose one change to the Version 1 language – we would like to replace “criminal investigations” with law enforcement, since not all law enforcement activity is criminal.

Principle 4: Uses of Personal Information

HK’s Proposed Addition:  This Principle deals with the uses of personal information.  For the purpose of this Principle, ‘uses of personal information’ includes the transfer or disclosure of personal information.
The use of personal information is limited to fulfilling the purposes of collection and other compatible or related purposes.  In considering this Principle, APEC member economies discussed many examples of activities that would reasonably be considered compatible with or related to the purpose of collection.  

Version 1 Text: While APEC member economies were comfortable with a flexible interpretation of compatible and related purposes, there was a concern about excluding entire categories of personal information from this and other Principles.  Instead, APEC member economies agreed that a preferable approach would be to incorporate a concept of flexible application of the Principles that would take into account the varying levels of protection that would be appropriate based on information type and the context of use.
HK’s Proposed Revision:  In applying this Principle, the fundamental criterion is that the extended usage must stem from or in furtherance of the original purpose of collection.  While APEC member economies were comfortable with a flexible interpretation of compatible and related purposes, it was considered that the flexibility allowed by this Principle should not be abused.  Hence, the APEC member economies agreed to adopt a practical and reasonable approach in interpreting the meaning of ‘compatible or related purpose’ as stipulated under this Principle having particular regard to the type of information concerned, the context of collection and the intended use of such information.
Chair’s Proposed Alternative Revision:  Application of this Principle requires consideration of the nature of the information, the context of collection and the intended use of the information.  The fundamental criterion is that the extended usage must stem from, or be in furtherance of, the original purpose of collection. 
APEC member economies recognized the need for a sensible and reasonable application of this Principle.  The use of personal information for ‘compatible or related purposes’ would extend, for example, to matters such as:

· the processing of employee payrolls by a third party; and

· the use of information collected for the purpose of granting credit for the subsequent purpose of debt collection.
US’s Proposed Alternative Revision:  Application of this principle requires consideration of the nature of the information, the context of collection and the intended use of the information.  The fundamental criterion for determining whether the purpose is compatible with or related to the stated purpose of collection is that the extended usage must stem from, or be in furtherance of, the stated  purpose. 

APEC member economies recognized the need for a sensible and reasonable application of this principle.  Therefore, the use of personal information for ‘compatible or related purposes’ would include examples such as: the processing of employee payrolls by a third party, and the use of information collected for the purpose of granting credit for the subsequent purpose of debt collection.
US comment

The US appreciates the efforts of Hong Kong and the Chair to resolve some of the issues raised on this text during the last conference call.  In looking at the various versions proposed, we prefer the Chair’s proposed alternative revision; however, we would propose that some additional revisions be accepted that will shorten the overall FPC for Principle 4, while also making the necessary points raised by the Chair in his text proposal.  Below is what the US would propose be adopted:

“Principle 4 sets out that the use of personal information is limited to fulfilling the purposes of collection and other compatible or related purposes.  For the purposes of this Principle, “uses of personal information” includes the transfer or disclosure of personal information.

In considering this Principle, APEC member economies recognized the need for a sensible and reasonable application that would take into consideration the nature and intended uses of the information, and the context of collection.  APEC economies agreed, however, that the fundamental criterion in determining whether a purpose is compatible with or related to the stated purposes is whether the extended usage stems from, or is in furtherance to, the stated purposes.  Therefore, the use of personal information for “compatible or related purpose” would include examples such as:  the creation and use of a centralized database to manage personnel in an effective and efficient manner; the processing of employee payrolls by a third party; or, the use of information collected for the purpose of granting credit that would then be used subsequently for debt collection.”

The exception under this Principle for disclosure of personal information when permitted “by authority of law and other legal instruments, proclamations and pronouncements of legal effect”, should be interpreted to allow the [transfer andUS] disclosure of personal information to governmental authorities when requested for the purpose of furthering public safety, public policy, national security or national sovereignty, even if an APEC  member economy does not have an explicit law regarding such [transfer andUS] disclosure provided [thatUS] such [transfer andUS] disclosure does not violate any applicable law.

US comment

“Transfer and” was added to make this paragraph consistent with the language added by Hong Kong to the beginning of the commentary on use.

Principle 5: Choice

The general purpose of the Choice Principle is to ensure that personal information is used and disclosed in ways that are consistent with the individual's expectations and choices.  

HK’s Proposed Addition:  An individual’s expectation is of particular relevance especially when he does not have a ‘choice’.  For example, in the case of government registers, an individual has no ‘choice’ in respect of the collection of his personal information by the relevant government acting under statutory authority.  Nor has he got any ‘choice’ in respect of the subsequent collection of his personal information from the government registers by other persons.  In which cases, the individual’s expectation on the use of his personal information will be affected by the treatment of public record or publicly available information accorded by legislation at the domestic level.  In some economies, the use of such information is restricted by the purpose for which the information is made publicly available by the relevant government department (the ‘purpose of provision’).  An example is where the legislation creating the public register spells out the purpose of collection and intended usage.  In such circumstance, an individual may reasonably expect that his personal information will only be used for the restricted purpose.  Stating clearly the intention of public registers is a commendable way of achieving an alignment between purpose of collection and purpose of provision.  However, bearing in mind that the perceptions on the collection and use of publicly available information may vary in different economies because of social, cultural and economical differences, it was considered that this question be best dealt with individually by each member economy according to its own local conditions.  

US comment

The US does not have a substantive problem with Hong Kong’s proposal above.  However, we feel that it is too detailed for inclusion in the FPC, which has been purposefully been kept to a moderate length.  Perhaps a simple fix to the Version 1 text – by adding “lawfully” in the last sentence of Version 1.] [Chair’s note: the sentence referred to appears further below.]

This Principle also recognizes, through the introductory words “where appropriate”, that there are certain situations where consent may be implied or where it would  not be necessary to obtain consent.
HK’s Proposed Addition:  For example, where information is collected [fromHK] [byUS] a third party, where information is provided by an individual on his own volition without solicitation by the personal information controller or where information is collected by the police for [investigation purposeHK] [investigative purposesUS].  

Hong Kong comment

The examples above are provided to illustrate the situations where it is not appropriate to provide ‘choice’ other than the publicly available information example as explicitly specified in the Principle.
US comment

The US can support inclusion of the examples above, with a few minor grammatical changes.

As is specified in the Principle, APEC member economies agree that in most situations [it is notV.1] [would not beJapan] necessary or practicable to obtain consent when collecting, using, or disclosing publicly available information.  

For example, it would not be necessary to obtain consent from individuals when [lawfullyUS] collecting their name and address from a public record or a newspaper.

Version 1 Text:  In addition to situations involving publicly available data , APEC member economies also agreed that in specific and limited circumstances it may not be necessary or practicable to obtain consent when collecting, using or disclosing other types of information.  

US Proposed Revision:  In addition to situations involving publicly available data , APEC member economies also agreed that in specific and limited circumstances it is not necessary or practicable to obtain consent when collecting, using or disclosing other types of information.  

US comment

The use of the word "may" causes a problem for the US because it suggests that different rules apply in similar circumstances.  For example, with the word "may" in this paragraph, we would take that to mean that if one individual had a database of contacts, and another had the same kind of database, it would be possible that the first individual would be required to get consent to use this information, but that the second would not.  Therefore, we would prefer to replace "may" with "is not", so as to make clear that whether or not consent is needed is dependent on the specific situation.
Japan Proposed Alternative Revision:  In addition to situations involving publicly available data , APEC member economies also agreed that in specific and limited circumstances it would not be necessary or practicable to obtain consent when collecting, using or disclosing other types of information.  

For example, when business contact information is being exchanged between business professionals for intended business purposes it is generally impractical or unnecessary to obtain consent, as in these circumstances individuals would expect that their information be used in this way.  Further, in most cases, it would not be practicable for employers to be subject to consent requirements related to the personal information of their employees when using such information for employment purposes.  For example, if an organization has decided to centralize human resources information, that organization should not be required to obtain consent from its employees before engaging in such an activity.  
Version 1 Text:  Where an organization provides information on available mechanisms for exercising choice that is specifically tailored to individuals in an APEC member economy or national group, this may require that the information be conveyed in an “easily understandable” or particular way (e.g., in a particular language).  However if the communication is directed to the world at large, this requirement will not apply.
US’ Proposed Revision:  Where an organization provides information on available mechanisms for exercising choice that is specifically tailored to individuals in an APEC member economy or national group, this may require that the information be conveyed in an “easily understandable” or particular way appropriate to members of that group (e.g., in a particular language).  However if the communication is not directed to any particular economy or national group other than the one where the organization is located, this requirement will not apply.
Chair’s Proposed Revision: Where an organization provides information on available mechanisms for exercising choice that is specifically tailored to individuals in an APEC member economy or national group, this may require that the information be conveyed in an “easily understandable” or particular way appropriate to members of that group in a language commonly understood by that group. However, if the communication is directed to the world at large, it would be appropriate to express it in an international language.  The communication of the information through a notice on a web-site may fall into either category depending on the particular circumstances.
US comment

The US prefers the Version 1 text, as we feel that it makes the central point more clearly.  The Chair’s version, in our view, brings up additional questions that may not be necessarily dealt with here.  However, we have made a couple of adjustments to attempt to clarify questions raised on the last conference call.

Principle 6: Integrity of Personal Information

Version 1 Text:  This Principle recognizes that a personal information controller is obliged to maintain the accuracy of records and keep them up to date.

US’ Proposed Revision:  This principle recognizes that a personal information controller is obliged to maintain the accuracy and completeness of records and keep them up to date.  This Principle also recognizes that these obligations are only required to the extent necessary for the purposes of use.
US comment

Although we have no substantive problem with the above language, the Subgroup may find it useful to consider not including commentary on Principles that require no additional explanation.  However, if we agree to retain commentary on Principle 6, we would recommend the above changes, in order to ensure that the commentary does not read as more restrictive than the Principle.

Principle 7: Security Safeguards  

Version 1 Text:  This Principle recognizes that individuals who entrust their information to another are entitled to expect that their information is held securely.  This is an area where the privacy interests of consumers and the security interests of business overlap.

US’ Proposed Revision:  This Principle recognizes that individuals who entrust their information to another are entitled to expect that their information is protected with reasonable security safeguards. 

US comment

We would repeat the same comment as under Principle 6 – it may not be useful to include commentary for Principles that require no additional explanation.  However, if we are to include language under Principle 7, we would recommend making the above change to the first sentence, which we believe brings the commentary more in line with the Principle.  Also, we would prefer the deletion of the 2nd sentence, as it seems to suggest that this is the only area where the interests of consumers and businesses overlap, and we disagree with that suggestion.

Principle 8: Access and Correction

The ability to access and correct personal information, while generally regarded as a central aspect of privacy protection, is not an absolute right.  This Principle includes specific conditions for what would be considered reasonable in the provision of access, including conditions related to timing, fees, and the manner and form in which access would be provided.  What is to be considered reasonable in each of these areas will vary from one situation to another depending on circumstances, such as the nature of the information processing activity.  Access will also be conditioned by security requirements that preclude the provision of direct access to information and will require sufficient proof of identity prior to provision of access.

Access must be provided in a reasonable manner and form.  A reasonable manner should include the normal methods of interaction between organizations and individuals.  For example, if a computer was involved in the transaction or request, and the individual’s email address is available, email would be considered “a reasonable manner” to provide information.  Organizations that have transacted with an individual may reasonably be expected to answer requests in a form that is similar to what has been used in prior exchanges with said individual or in the form that is used and available within the organization, but should not be understood to require separate language translation or conversion of code into text.

HK’s Proposed Addition:  The copy of personal information to be supplied by an organization in compliance with a request shall, as far as practicable, be readily comprehensible with any codes used by the organization adequately explained.  This obligation does not extend to the conversion of computer language (e.g. machine-readable instructions, source codes or object codes) into text.  However, where the codes represent a defined meaning generated by the organization, such as a credit score of 95 equals good credit, then the personal information controller shall explain the meaning of the number to the individual.
In addition, when an individual specifies a specific language of the information he requested, the organization shall provide the information in that specified language unless the relevant information is currently held in a different language.  In which case, the organization may provide the requested information in its current language without translating it to the specified language.
Chair’s Proposed Alternative Addition:  Access to information should be provided in the same language as that in which the information was provided unless the person concerned agrees to its provision in another language or the cost of providing it in the original language would be unreasonable.
While the conversion of code into text is not required, it would be reasonable to expect that the meaning of code should be generally explained (for example by explanation of a numerical score).
Hong Kong comment

The Chair’s Proposed Alternative Addition raises issues of reasonableness, costs and agreement of the requesting party.  On top of that, an organization with international operations may collect personal information at different places and holds personal information in different languages.  This multiplies the complexity of the issues.  Having regard to the aforesaid, we would advocate, in fairness to the information controller, that an information controller could be regarded as having discharged its obligation by providing information in the language it holds the relevant data.  In the interests of fairness and transparency, this could be made the subject of a prior agreement between the parties, alternatively, specific mention in the controller’s privacy statement.
US’ Proposed Revision:  The copy of personal information to be supplied by an organization in compliance with a request shall, as far as practicable, be readily comprehensible with an explanation of any codes used by the organization.  This obligation does not extend to the conversion of computer language (e.g. machine-readable instructions, source codes or object codes) into text.  Furthermore, this obligation does not require the information controller to translate the information into a language in which it is not currently held.  
US comment

The US generally prefers Hong Kong’s proposed addition; however, we also recommend that we alter the sentence to remove the phrase “adequately explained”.  This phrase causes us concern.  Who would be responsible for determining whether something is “adequately” explained?  Also, we feel that the third sentence is too specifically geared towards one particular instance, and if generalized, would be redundant with the rest of the paragraph. Finally, we have added a sentence to the first paragraph that we believe captures the same point more succinctly as Hong Kong was making in the paragraph beginning “In addition”.

The details of the procedures by which the ability to access and correct information is provided may differ depending on the nature of the information and other interests.  For this reason, in certain circumstances, it may be impossible, impracticable or unnecessary to change, suppress or delete records.

Consistent with the fundamental nature of access, organizations should always make good faith efforts to provide access.  For example, where certain information needs to be protected and can be readily separated from other information subject to an access request, the organization should redact the protected information and make available the other information.  However, in some situations, it may be necessary for organizations to deny claims for access and correction, and this Principle sets out the conditions that must be met in order for such denials to be considered acceptable, which include:

· Situations where claims would constitute an unreasonable expense or burden on the personal information controller, such as when claims for access are repetitious or vexatious by nature;

· Cases where providing the information would constitute a violation of laws or would compromise security; or,

· Version 1 Text:  Incidences where it would be necessary in order to protect commercial confidential information, or information that an organization has taken steps to protect from disclosure, where disclosure would help a competitor in the marketplace, such as a particular computer or modeling program.

· HK’s Proposed Revision:  Incidences where it would be necessary in order to protect commercial confidential information [or information] that an organization has taken steps to protect from disclosure, where disclosure would help a competitor in the marketplace, such as a particular computer or modeling program.

Hong Kong comment

We suggest deleting the words ‘or information’ in the Version 1 text above.  This is to ensure consistency with the explanation on ‘confidential commercial information’ below.

· US’ Proposed Alternative Revision:  Incidences where it would be necessary in order to protect commercial confidential information. Confidential commercial information is information that an organization has taken steps to protect from disclosure where such disclosure would cause significant financial loss or other damage to the business of the personal information controller.  For example, confidential commercial information could include  a particular computer or modeling program.

Where confidential commercial information can be readily separated from the personal information that is subject to an access request, the personal information controller should redact the confidential commercial information and make available the non-confidential information.  Personal information controllers may deny or limit access to personal information, however, when it is not practicable to separate the personal information from the confidential commercial information.
US comment

The US has attempted to edit the above text in such a way that will incorporate the main points being raised by Hong Kong in their proposed addition while still keeping the FPC as succinct as possible.  Also, we are not sure that there should be a requirement that the individual accessing the information would intend to harm the business of the controller; access could be denied if providing it would mean the release of confidential commercial information regardless of the intent of the individual. [Chair’s note: the US position would also be to delete Hong Kong’s proposed addition below.]

HK’s Proposed Addition: “Confidential commercial information” is information which an organization has taken steps to protect from disclosure, where disclosure would facilitate a competitor in the market to use or exploit the information against the business interest of the organization causing significant financial loss.   The particular computer program an organization uses, such as a modeling program, or the details of that program may be confidential commercial information.  Where confidential commercial information can be readily separated from other information subject to an access request, the organization should redact the confidential commercial information and make available the non-confidential information, to the extent that such information constitutes personal information of the individual concerned.  Organizations may deny or limit access to the extent that it is not practicable to separate the personal information from the confidential commercial information and granting it would reveal its own confidential commercial information as defined above or the confidential commercial information of another where such information is subject to a contractual obligation of confidentiality in circumstances where such an obligation of confidentiality would normally be undertaken or imposed.
When an organization denies a request for access, for the reasons specified above, such an organization should provide the individual with an explanation as to why it has made that determination and information on how to challenge that denial.  An organization would not be expected to provide an explanation, however, in cases where such disclosure would violate a law or judicial order.  

Principle 9: Accountability

Different considerations may apply when personal information is transferred to another person or organization. It may not always be appropriate for the personal information controller to exercise due diligence and take reasonable steps to ensure that the recipient person or organization will protect the information consistently with these Principles. Economies may also hold the recipient person or organization accountable and the transferor may be held accountable only in case the transferor has some control over the transferee by contract or other means.

US comment

The US is still considering this language, and will hopefully have an official response at the San Francisco meeting.

Part IV Implementation

VERSION 2 (CHAIR’S DRAFT) – 7 MAY 2004

________________

Chair’s note: This document has been substantially revised in response to comments made at the teleconference on 27 April which sought a more practical focus.  While this draft is an attempt to achieve this, it may not go as far as some members may have wished.  This is due to two principal factors that became apparent in the process of redrafting.  

The first is the appropriate level of detail.  For example, the first measure (giving domestic effect to the Principles) may present different issues in different economies.  No good purpose would be served by attempting to provide more than the most general guidance.

The second factor is the difference between specifying what an individual economy should do independently and what economies across APEC should do jointly.  The former can be contained within this document.  The latter involves practical matters of administration which would need to be the subject of discussion and specific agreement subsequent to general acceptance of the Framework.  For example, such consequential matters to be pursued could include establishment of:

(a) a mechanism whereby Member economies could notify others of their having given effect to the APEC Privacy Principles;

(b) a centralised system identifying contact points in Member economies; 

(c) a pan-APEC information forum or electronic information clearing house for privacy enforcement agencies; and

(d) a joint study of the problems of effective redress for privacy breaches.

Therefore, the measures detailed below are presented as required outcomes rather than any specific processes required to achieve them.

In considering these measures, we need to reach a common view on what it is we seek to achieve with this Implementation section.  What do we want economies to get out of it? What are the specifies that a developing economy should consider? What precedents are available for consideration? (I am indebted to Raymond Tang for these questions - rephrased by me - and suggest we address these in our comments.)

[US Comment: We agree that we need to have a fulsome discussion on the purpose and objectives of this document.  The main question, in our view, is whether this document is intended to lay out a map for economies on what they need to do domestically to comply with the Framework, or whether it is a work program for future international cooperation that will contribute to achieving regional goals.  

One way of resolving this issue may be to consider this document as a mechanism to provide guidance on what it would mean for governments to give effect to the APEC Privacy Principles.  A future work plan could also be attached that would lay out larger projects for APEC to work on in 2005, including, as the Chair mentions, international cooperation on privacy enforcement and the development of a regional approach to information flows that could possibly include a regional approval process for APEC Privacy Codes.

Based on these comments, we would support including on our agenda for the San Francisco meeting discussion both the overall objectives of this paper, along with appropriate mechanisms for additional work in this area.  What do we intend to conclude by November?  And, what would be useful work to do next year that would contribute to the regional implementation of the Framework?

In the comments below, we have sought to replace the term “regime” with “framework” throughout the document, as we think that “regime” implies omnibus legislation or a top-down approach, which will not be present in all of the economies.]

Implementation of the APEC Privacy Framework within jurisdictions is a matter for individual APEC Member economies.  These guidelines are intended to assist in harmonising information privacy protection among Member economies.  They focus on what action economies may take in the short and medium terms.  Further measures may need to be considered following completion of further study.

The overriding objectives of the Framework are to develop trust and confidence in electronic commerce among Member economies and to avoid unnecessary barriers to the free flow of information within and across borders.  As such, these guidelines on implementation address both domestic and cross-border issues.

Seven measures have been identified as being necessary both for individual Member economies to give effect to the APEC Privacy Framework and for APEC as a whole to realise the above objectives.  Having regard to the diversity of circumstances of Member economies, it is recognised that implementation of the Framework in individual cases may require a staged process.  These measures have been ordered with this in mind.

1. APEC Privacy Framework to be given effect

Member economies should give effect to the substance of the APEC Privacy Framework in their domestic jurisdictions.  The means of achieving this may differ between economies and individual economies may consider that different principles may also call for different means of implementation.  

The selection of appropriate options is a matter for domestic consideration.  Examples of different approaches can be seen in Member economies with established privacy protection regimes. 

Regardless of how economies choose to implement the Privacy Principles, however, they should consult with, and give consideration to, the needs of law enforcement and public safety officials to have access to personal information for purposes of preventing crime and protecting national security.  Similarly, the needs for law enforcement and public safety officials to share this information across borders, and to cooperate internationally, should also be taken into consideration.

[US Comment:  We feel that this additional text is very important in terms of setting out what economies should think of in implementing these Principles.]

2. Designated contact points

Known contact points are necessary to allow individuals to engage with those dealing with privacy protections in a  Member economy.  Economies should establish contact points that, at a minimum, provide information about privacy protections  in the economy, individuals’ rights under those protections  and sources of further information.  

The location and number of contact points will depend directly on the nature of the privacy protections adopted by an economy, but will have the ultimate goal of enabling individuals both within and outside the economy to obtain authoritative information easily.  It may be that different sectors of a Member economy, such as the public and private sectors, and/or individual business and industry sectors, require their own contact points.  Alternatively, there may be a central authority or a distributed network of contact points in individual agencies, or some combination of both.  

The extent to which contact points would respond to requests for information, or proactively seek to disseminate information about the relevant privacy protection, is a matter for individual economies.  Depending on the nature of the privacy protection, particular contact points may also serve as the primary point for receiving complaints and enforcing rights.

Member economies should also consider the nature of any supervisory authorities that are established to take responsibility for establishing and administering a privacy protection.  Such authorities may take different forms and may be located either in the public or private sector.  Such an authority or authorities would be vested with responsibility for monitoring, enforcement and complaint resolutions at either a national, sub-national, sector specific or industry specific level.

3. Co-operation with private sector entities

The participation of non-government actors is important to ensure that the full benefits of the Framework can be realised.  Accordingly, Member economies should engage in a dialogue with relevant businesses and industry and consumer groups in their jurisdictions.  This dialogue should be directed at soliciting input on privacy protection issues and seeking co-operation in furthering the Framework’s objectives.  In particular, economies should seek the co-operation of non-government actors in public education and encourage their referral of complaints to privacy enforcement agencies.

The establishment of sector specific or industry specific self-regulatory regimes with dispute resolution mechanisms may be appropriate.

4. Non-discriminatory privacy rights 
There should be no distinction within a Member economy between the rights of redress available to citizens and residents of the economy and those available to foreign citizens or residents.  Additionally, the privacy rights available to individuals should be able to be exercised to the same extent from within and outside the economy’s territory.  This will require a study of possible co-operative arrangements between enforcement agencies.

[US Comment: The first sentence is a little ambiguous – it would he helpful to get clarification on what is meant here.]

5. Removal of obstacles to cross-border information transfers

As part of establishing or reviewing their privacy protections, Member economies should, consistent with ensuring that personal information is protected in accordance with the APEC Privacy Framework, identify and remove any unnecessary obstacles to the free flow of information across borders.  Achieving this may require joint or common action between economies.  Examples may be provided by arrangements for transfer of information required for the completion of commercial transactions.

[US Comment:  We have inserted the word “unnecessary” above, as we can see situations where an obstacle to information flows would be necessary and important, for example, to protect the security of an economy’s citizens.]

6. Engage in appropriate information sharing between jurisdictions

Member economies should co-operate to develop multilateral mechanisms to promptly, systematically and efficiently notify each other of investigations that may affect them or of possible wrong-doing in their jurisdictions, to simplify assistance and co‑operation under these guidelines, and to avoid duplication of effort and potential disputes.  The notification of designated contact points in accordance with paragraph (2) will facilitate the development of such a mechanism by the agencies or persons designated.

7. Ensure effective redress for cross-border privacy breaches 

Member economies should co-operate to ensure that appropriate redress is available against privacy infringements which may have a cross-border dimension.  Member economies should jointly study the problems of effective redress for privacy infringements within the context of free flow of information within the region.  Co-operation in investigations will help ensure effective redress

Chair’s note:  As discussed at the teleconference on 27 April, this measure could most appropriately be pursued through an external study and staged processes.

Implementation Principle

In applying the measures outlined above, economies should have regard to the following basic principle of implementation:

Recognizing the interests of economies in maximizing the economic and social benefits available to their citizens and businesses, personal information should be collected, processed, held and used in a manner that both protects individual information privacy and avoids unnecessary barriers to the free flow of information both within and across borders.  Therefore, information privacy policy should be designed to both advance information privacy protection and to realize the benefits of developments in information management.

[US Comment:  We recommend that this be moved up to the introduction of the implementation section, as it identifies the key concepts to consider in the implementation of this Framework.  Maximizing benefits to the consumer is the paramount goal in having a privacy framework, and therefore, having this as the lead paragraph would make that point.] Chair’s note:  This is the proposed ‘maximising benefits’ principle which we agreed to consider further in the context of implementation.  I am not sure where it could best be included and would welcome any comments.
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