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used a Firewall o _ .
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[f 4-2. FHFOd = B
4.1.3 [FHpud = HEl

ﬁ%k&iﬁj%?lﬁ%\" o SRR R yiﬁ AJER: (concern) [V
AT L*ﬂ]‘”JE? i@rﬁ&glﬁ?‘% ’ﬁ‘ﬂitfu'%‘ﬁﬂ‘lﬁl SRR E o R R
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FOEPP IRV 8L > Y TR IS L A B R Jﬁ”‘" R RNV IV

42 - RO 2 B R
Fre (PR = PR ] B BRI fofop b = R SR E =S
> EI*JF’B%"“"EJ“ [ 5 1PS (intrusion prevention system) 5k ~ FLACHE i 2,
s (Network based AntiVirus system) W31 F“x}’_ﬁm—mﬁ'ﬂ(Web content filtering
systemﬂ SANES D] Haﬁ SLURE D 2 B o Ul AR -
4.2.1 7 GBI AR IPS

PRI GIAAER Y Bk (IDS)Z2 * B = (IPS)HVT -

* R *
PLEDL ~ mirrored traffic AT ELRDE
P ﬁ%?ﬁﬁ‘ﬂ I R OB

ISR PR 1S T IOF AEEORE D T 4
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ZEPAPE o [y E kL FEELES IDST R Uk s (PCE 4 ﬁ‘%& ~ 3= TCP
reset ~ F CIFTE TN SO E‘IJP =he l'”ﬁ%“‘“%ﬁl[’ETYEU% WY [ I’FI RS SRy AR
TUED [ & P R R S SR 2 I - (- P IPS
SR T
fE¥ERY IDS
wﬁgm IPS [

Stateful Firewall
PR TR - ST (out -of-order) ~ * ”&[J (fragmented) & Ei/fy
IP Ffe0 > a2 AR V= B -

T e AR PR ew A i R NSS Group E3LEE 1PS
ot s (1)

I In-line Operation
Reliability & Availability (fail-open, real-time updates, etc)

Resilience (HA clustering, fail-over, €tc)

Low Latency (performance)

High Performance (packet processing speeds with signatures on)
Detection Accuracy (low false positives)

Fine-grained Granularity & Control (what to block)

Advanced Alert Handling & Forensic Analysis

RIEIfelfuRL - IPS Tﬁ:[;g%}ﬁfjmg, ) ﬁ?%‘ﬁiﬁ}@g %Fﬁq%-;&.ﬁ: i

I =N = = '

4.2.2 ﬁl# ﬁ"%ﬁ@[ﬁg%_; AntiVirus

AEMEERS Y (55 =7 fjl 2 VLS = 45 (Host-based)fivfi 2 77 e Ul ﬁﬂi
ig?fl@@ 5. E'T?EJ—F%{ E\ri\’:i"%g’j\ F[J = o I%'?ﬂ#ﬁ‘[ﬂl = {7}‘{4— ’ Pdt *gjjj/wﬁfjmﬁaﬁy [EI Fl
*%’%ﬁﬁﬁﬁmmmwmbpfﬂ%ﬁ??§wwmm&ﬁ%gﬁﬁﬁ
o B r;{{ﬁl’%?*ﬁ I %[ Ewuf&ff ) L PJﬁB PC 3§ & F}ﬂ%‘gg J;{sz&%“ piSTIE
i PC A&t [ ,E’T&EE& = BSR Jfﬁ:ﬁ'jﬁj?\'ﬂ*‘“&?ﬂéﬁ 2o R I'FI?BJ;%:GE? ey
AT Hﬁ’ﬁﬁﬁlﬂ SERFTEI - P I%ﬁf“é&\ﬂﬁﬁﬁ ?

ﬂ%ﬂﬁﬁﬁf 3 Fortlnet E [EFG Antivirusfiy AV difES %JF}J‘ F; F"[EFH f*J team
leader » H4 Z[JfY ﬁ“ﬁiﬂ PR S5FRE G Bt 5 (318 2, (Wild list) Iﬂﬂﬁ

[IF* o AR PCFRY[E “q’jgﬂ i ifé]ﬁfr .ﬂﬂﬁf’%g Bkl “‘*Jf}*J[WI” FHIfY
TS N LR *#%Wm%;WW?J}&wWWﬂ“ﬁF~ﬁ
it }3# BT Rt TRA A - Antivius 58 07 g 2 AR g ey
ﬂ@’%wﬁkﬁw#ﬁ%m
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4.2.3 S rerkEpE(Web Content Filtering)

ey [ﬁi: %ﬁg@[guglw ARG
1 FIZ it )y PERZET (B
I ZRFpy N EN T EFE@H
1 “ﬁl LU E PR {/p?ﬁ N *F-%fégwﬁﬂ il
I [El“ 18 SORILTS R R oL
LRI 2 PO R SRy bt \E}Wﬁfﬁr’!‘ IEdgps webmail iy
web 7y 4[]
I RS Internet & ViE A H) - spyware SRS
LTS EERLEURHEE 9 (OIS 5 PR AR R
‘d* PP TE T AR B R EWQ T R R
1MFEJF‘ VI B st F
fﬁf&i "% Banned Word List
B F’"‘[ﬁ*ﬂ—URL Block / URL Exemption
15? =¥} Pattern Matching

B

1
1
1
A~ FLPIE?[ Category Content Rating and Blocking
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4.2.4 WHBPIEUTM)

“The UTM market isbeing created because it is quickly catching on with
customers and vendors. UTM incorporates firewall, intrusion detection and
prevention, and AV in one high-performance appliance.” -- IDC, 2004

g g@;{ﬁﬁﬁ‘ = [ -ﬁn’ﬁ'ﬂﬁffiﬂj gﬁ% R R
WY R [jcgej;_;}[;’f#gg HWE 2[R F[.igﬁ F‘ I—,lDC%ﬂ [/E%ﬁj"[%&ﬁ
FIITZL(UTM Unified Thread Management)fivi#: FF[} s El c[J SHrETYF = ,jJHu ’ EZF[

FIFG R R AR SRR ST ’EE' '] F*zﬁ'ﬁ’ﬂ [y Pefi
*ﬁﬂu - IDC I E e & 2P0 B PR e s - [12]

Worldwide Threat Management Security Appliances Forecast, 2004-2008 ($M)

2003 2004 2005 200G 2007 2008 2003 | CAGR 2008
Share [ Share
() 1%}

Firewal!vPH $14790 | $1667.7 | $17916 | $186044 | §16225 | $14623 | 224% | 0% 42 4%

UTK #1049 $225.0 $B1T5 8280 | §1.9248 | $1.987.2 6.6% | 80.1% 57.6%
Security

Appliance

Total TM 1 5840 | §1,892.7 § 2 308 1 $2.632.4 j2.848. 3
Security
Apﬁlilrh:q

34495 16 8%

# 4-1.2ZRIYUTM 42 E.%,ﬁl ]
4.3 Frotinet E:EFIUV 20 Tk o

4.3.1 Fortinet % Fﬂhﬁj%‘

LFHF?&L*?BEI?W‘E@ Fortinet FfﬂJ FRE i Pl UTM sy poiki) » 5
1755 1 |7 & i FortiGate i F’*[*FEI SR TSR R OREE e R e 2
’3'3/5"5?3}'} R PR ?[%E*Jﬁt%f’ﬁ&'% o F A R SR A

" RPRHFRG(DP) [ )RS - A FortiGate = ¢ » H i) Al ik - }Hq[ﬁ
B2, (Antivirus) ~ [ };‘Fﬁ (Firewall) ~ 7 [E{ERHI(IDP) ~ VPN - Jfﬁlﬁﬁrg
anti-spam ~ spyware [{RHIFH[S > BRSSP F‘F‘PJ%Q > Fortinet
"’“%’F?liﬂjﬁg*w gt =25 b 2 7o (el 1) & PR
FI J;[ﬁm I%Ufﬁﬂl—j; = %Imﬁ?j
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[l — FEAYRL - Fortinet 1 thzf‘,#ﬁ%ﬁf;{ﬁ’;ﬁ Liﬁj’?ﬂl@ﬁf‘fjg*‘[ﬁa ASIC
K o il S PO BRSO B IR - B D -
ARP[E bﬁ;}ﬂl#ﬂ ﬁﬁ]&fﬂw[ﬁ"'&ﬁp“[?ﬂu@ ﬁ“srﬁtﬁ“ T %";’H’”ﬁ [EERES b
fi ﬂ;,&yF#fo B[S DS [ e AR [N ERRL T BL inline B8 > 26 %"}Hﬁt{i
,r,AE|¢{; Krg] ﬁisr?ygﬂl T kR P [,I—““%-F[J%&?ﬁ' pégﬂjﬁqj;rwﬁlj\
(Reassemble) SRR I ECE - FEBRE MDA

ATEFUL INSFECTION DATA PACKETS ‘-‘
FIREWALL -
Inspects packet headers
only = L.e, looks at the =——l]
envelope. but not at what's
contained inside

.. |
Mot Scanned

Packel “headers” (TO.  Packet “payload”
FROM, TYPE OF (data)
DATA, etc.)

Why Traditional FWs Are Longer Effective With Newer Threats

« Up to L4 inspection only — Src/Dst IP and Port

« No Deep Packet Inspection capatilities to spot malicious payloads

+ Per-Packet forwarding with no packet reassembly

+ Malware is tunneled through trusted ports

« Traditionally deployed only at the perimeter and can't defend against
internal threats

[f 4-5. [k stateful [ il Bhss 5 Ve 0 Al

-

COMPLETE CONTENT PROTECTION
1. Reassemble packets into content

PR TR S LT COM DWRT I A G BTy S T, S

Four scome ard o fonefathers o

gk oy U IrdS COFEEETIL 3 NE Maman

DISALLOWED
COMTENT

ATTACHK

2 Compare against disallowed content and attack lists

SIGMATURES

[ 4-6. FE?J}Iﬁ’ﬁENEE‘}PJ*’Fﬁ’ » T} EBRE - Content-based ElfJ%&?rJ%
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4.3.2 Fortinet Uik %

Fortinet 7 FISH™ (- 2171~ /1] %149 WA (U1 HiNetIDO)
FRH RO L+ 2 RO 3 T
I fogers

Fortinet fiuf - f&#5%% ForIASICS® FortioS » 2 5[k fiHifelf - #
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< SEPCRA T ForiGae % fh 7P -
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R SO 1 RESARRIETE Y FortiGate [ AR i -
I FortiProtect fffs
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FortKalien Tl FoetiClient
Proiectod Hosts  Prodeciod Hosts  Frobocked Hosts

i Famrile.

[ 4-7. Fortinet $E4{i -9 UTM % i)

==

[jil 4-8. Fortinet i+ IPSec ~ Antivirus ~ Firewall ~ IDS E[@];,/e«n—g,{
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ScanAlert = Fortinet fi Jﬂgﬁ\“ﬁji ScanAlert f{gﬂ iy HACKERSAFE 7 “ﬁfﬁﬁ'—lf
g,@%{,{ YR [ g‘tﬂ%%’;rmyﬁ:g@@wﬁﬁﬁ\ S AR Jz}Z}E’!ﬁ_l‘f_J
IR - I LS EI ST 5 Fortinet Ul 6 M 914 i -
iﬁ%ﬂ VAP (UTM) i g - ISEIﬁBinp IDC &P
o *'rbﬁi” i e (L Tl
1. chL_ ScanAlert = Fortinet Hr“"v@ > S 7 R 1DC [ -

Ejﬁﬁfﬁf'%‘l ';I“EIUW’F’J““W%'“BE;E » d53% HiNet IDC '[Lﬂﬁi”?"r o

N

PRS2 - R 2 R UTM

w

J['[;ﬁj%"ﬂ

(7% FHARERRERL SR T A A 1 2l Pl i

1%~ spam

Fuﬁ?ﬁ@ (honeypot)q o I *?WEI f/ﬂh@ Fli-= (SOC) #f-=fiefiae
5 i AL I\F[JLI',[E&IW-_F_;{ » BB HiNet IDC HHH Rk r[ﬁup[;ﬁﬁﬁ,m S Z

21



5.

6.

. Fyodor, “nmap: Network Mapper”,

http://www.insecure.org/nmap/, Sep. 1998

. Renaud Deraison, “Nessus is the world's most popular open-source vulnerability

scanner used in over 75,000 organizations world-wide.”
http://www.nessus.org/, Apr. 1998.

. Sullo and Forrest, “OSVDB is an independent and open source database created by

and for the security community.”
http://www.osvd.org/ , Aug. 1, 2003

. TWCERT/CC i 4" = fi| =3 ( SAS, Security Auditing System ),

http://www.cert.org.tw/service/ VulDB/ , Jan. 2004

CHTD e¥spjd = $ 57 1=, “HiNet SOC: = S?WE%;}*‘[?‘}%;@
oo ’F,J b Jﬁ[ﬁ,%[ﬁij!? http://hicert.chtd.com.tw/ , 2004

Visa company, “CISP Vulnerability Scanning session”,
http://www.visacisp.info/, Apr. 2000

. Mastercard , Industry Standard, “Payment Card Industry Data Security Standard “,

https://sdp.mastercardintl.com/ , Jan. 2005

. ScanAlert, “FIND HACKER SAFE SITES”,

http://www.scanalert.com/directory/2/52/index.html, Feb. 2005

. ScanAlert, “ScanAlert Technology White Paper’,

http://images.scanal ert.com/pdf/ScanAlert Technology.pdf , Dec. 2004

10. TrendMicro, “2004 ?F“[ﬁ" %&?fﬁ?&g ”

http://www.trendmicro.com.hk/html-pccillin/news/news 20041231.htm , Dec. 31,
2004

11. NSS Group, “Intrusion Prevention Systems white pagper”,

http://www.nss.co.uk/WhitePapers/intrusion prevention systems.htm, Jan. 2004

12. 1DC Taiwan, “7 | Wyl 2 [1) 4 o pIFIRIGREA [ 1 v ik 27,

http://www.idc. com tw/report/news 050105.htm, Jan. 5, 2005

22


http://www.insecure.org/nmap/
http://www.nessus.org/
http://www.osvd.org/
http://www.cert.org.tw/service/VulDB/
http://hicert.chtd.com.tw/
http://www.visacisp.info/
https://sdp.mastercardintl.com/
http://www.scanalert.com/directory/2/52/index.html
http://images.scanalert.com/pdf/ScanAlert_Technology.pdf
http://www.trendmicro.com.hk/html-pccillin/news/news_20041231.htm
http://www.nss.co.uk/WhitePapers/intrusion_prevention_systems.htm
http://www.idc.com.tw/report/news_050105.htm

