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一、目的
中華電信無論是在固網、行動以及數據通信網上面均擁有國內最多的客戶，其中越來越多人採用WLAN 技術--在家庭、辦公室、工廠和公共場所。 
WLAN 市場不但年年成長，它也將繼續致力於用戶需求產品和准許企業部署新應用如：作為聲音及其它即時應用。 今天，“集中" WLAN 架構可提供企業行動數據和聲音服務，並且由於它的QoS, 安全, 行動性, 無線電管理之改良及平順過渡到新的標準(802.11e，802.11i等。)未來802.11e 標準可保證無線電在空氣中傳輸之QoS, 特別是為VoWLAN (以WLAN傳輸VoIP) 應用, 並且模擬結果展示它改進了聲音容量和data / voice共存的效能表現。
在這競爭激烈的電信市場中持續保有技術優勢極為重要。職奉派赴法國實習國外廠商提供無線接取網路之經驗與技術，就是掌握技術脈動，提供更佳的服務予客戶。

二、過程

	93/10/24 ~ 10/24
	去程：台北－巴黎

	93/10/25 ~ 10/29
	The practice of supply wireless access network of next generation 

	93/10/30 ~ 10/31
	週休假日、整理資料

	93/11/01 ~ 11/04


	The practice of maintenance system wireless 

access network of next generationn

	93/11/05 ~ 11/06
	返程：巴黎－台北


三、無線區域網路

WLANs 很快就會出現在在家庭、辦公室、工廠, 和公共場所。 隨處可見便宜的SOHO族用WLAN設備迅速促進了SOHO WLAN市場。 但是, 多數企業懷疑無線網路安全於是避開部署他們。由於新產生標準改善了WLAN 安全，很多供應商直接有效的提供了可管理性、可擴充性, 和可靠性的設備，企業WLANs佈建已開始增多。當企業體驗到WLAN好處和便利後，預期市場將持續增加。

3.1 WLAN的好處

2003 年大約50% 企業部署WLANs, 但都被限制在會議室或各自的部門。 今天, 企業開始經驗和評估普遍存在的無線接取之好處。 無線接取可提升員工生產力,增加每天例行任務準確性, 提高組織靈活性, 和改善員工滿意度。

部署WLAN除可以改善當前的營運之外，企業還想利用WLAN 的行動方便性尋求新應用。這些新應用可大大改進工作環境並且降低組織的營業成本。典型應用是WLAN傳輸VoIP (VoWLAN) 。 使用唯一WLAN基礎設施, 可以支援本身的數據傳輸需要以及提供公司聲音網路。 這唯一基礎設施能很大地增加網路的ROI 和改進員工生產力, 同時提供機動環境作其它即時應用。

3.2 WLAN發展

這種機動解決方案在美國及其它室內行動市場低度開發地區快速增長。 在歐洲, 企業 (聲音) 機動性代表大約12% 企業用戶 (根據年度發貨) 。 DECT 將繼續專注聲音機動性; 根據費用和服務，在可預見的將來，這仍然是最佳的解決方案。 在另一方面, WLAN已對整合 (voice + data) 企業機動性需要做好準備。
3.3 WLAN架構

依據IEEE 802.11之WLAN 標準不斷演變，特別是改進安全並且保證無線電在空氣中傳輸之真正QoS。在這些新標準被批准和實施前，WLAN最近湧現了"集中"架構，使能滿足企業data/voice機動性共存之需求。"集中"WLAN也改善效能，支援新的WLAN加值服務如呈現出客戶身處地點附近有那些餐廳、加油站、停車場等資訊。

四、無線網路頻帶
4.1操作局限
允許WLAN 的無執照的操作在 2400-2483.5兆赫頻帶導致了成功發展標準IEEE 802.11/11b/11g，IEEE 802.15。WLAN 操作必須全國性與其它用戶協調，這帶來某些限制。最常見頻道數目限制和EIRP (有效全向發射功率) 局限(如在一些國家室外、室內使用須小於100mW)。 WLAN 發射功率在這些頻帶是微弱的, 因為他們易受強大的發射功率源（譬如微波爐）干擾。
然而， WLAN的短程使用與抗干擾性封包傳輸，意味在許多情況下，對其他用戶而言是透明的。WLAN與不同的短程系統(如WiFi 和Bluetooth) 同時操作，效能可能稍差。
4.2國際動態

ITU WRC 2003 年指配了455 兆赫 5 千兆赫頻帶給全世界WAS (無線接取系統，包括WLANs)。 這些頻帶早已經指配給其它系統(無線電定位) 。 但ITU認為藉某些限制、可同時操作。為保護現在已經有的服務, 一些WAS功能放在某些sub-bands ：使用限制(如只能在戶內)，EIRP 局限，動態頻率選擇(DFS)及發射功率控制(TPC) 。 DFS 作用能使接取點AP查出雷達存在，和在雷達被干擾前釋放該頻道。
ITU這個決定將導致新標準和新部署。 但是，實際操作仍須遵守各國電信法規(如在一些國家不允許IEEE 802.11a 的操作) 。
五、無線區域網路技術標準演進
針對WLAN 在公司企業環境應用主要有以下的標準：
5.1 802.11e 

802.11e 標準正被開發支持即時訊務之服務品質(QoS) 。預期2004 年底該標準將被批准。
5.2 802.11h
小組目標是增加在歐洲室內和室外5GHz頻道之選擇，並提高頻道能量測量和報告機制以降低干擾(DFS) 並且改進發射功率管理(TPC) 。
5.3 802.11i
802.11i 標準己被開發來提供WLAN網路安全。 802.11i 使用802.1x port-based的EAP標準為用戶和設備認證並且以TKIP 作為協定和演算法改進被WEP使用鑰匙之安全。它引進二個新特點, 即根據AES加密演算法之預認證及加密協定。 該標準在2004 年6月批准。WPA (Wi Fi 聯盟提案) 是802.11i 標準子集，包括802.1x/EAP 和TKIP。
5.4 802.11k
IEEE 802.11 工作小組K 專為WLAN定義無線電資源測量。 終端設備和AP 能從其他的終端設備和AP要求資訊、決定本身的狀態和採取的行動。上層也能使用這些測量作適當決定。 802.11k標準將於2004 年底被批准。
5.5 802.11n

2003 年IEEE 802.11 和WiFi 社區達成共識： 802.11需要修正以提供100 Mbit/s throughput應用。這產生了新的IEEE 工作小組802.11n標準。 首批規格可望於2005 年底產生。
5.6 802.11r

在2004 年4月初成立IEEE 802.11 工作小組R (臨時地快速漫遊)以定義標準化的方法使從一AP 到另一個AP之終端設備過渡(BSS 過渡)時間最短。 目標是達到BSS 過渡時間相容於譬如VoIP應用。提出的機制必須完成這目標且不影響安全或現有的服務。
5.7 802.21 與傳輸媒介無關之交遞
目標是能在802 和非802 (行動電話網路等)異質網路之間交遞和相互運作。 

六、無線區域網路設備廠商動向
6.1 IETF CAPWAP 提議

從2004 年1月起，CAPWAP (無線接取點之供裝和控制) 己是一個正式IETF 工作小組。 它當前的努力範圍是為現有的WLAN架構提供詳盡的分類。 但是, 最終目標是為集中WLAN架構之中央控制器和APs之間，定義控制協定。 LWAPP 是其中一個協定提議，被Airespace、NTT Docomo、Legra, Proxim、Symbol和Dlink等公司推舉。
6.2 WLAN 智慧卡集團

這個集團, 絕大部分由智慧卡供應商組成，主要在促進筆記型電腦和PDAs使用智慧卡接取由行動電話公司、無線網際網路服務供應商及公司企業領域提供之WLAN。
七、無線區域網路和其它無線技術
7.1 行動電話網路
行動電話網路為寬覆蓋面聲音和資料應用之關鍵技術。當前, 第2代(GSM 、cdmaOne 、TDMA, 和PDC/PHS) 代表97%以上行動市場。 GSM以GPRS 提供40 Kbits/s頻寬。改善版本EDGE，頻寬為GPRS 三倍。 cdmaOne (IS-95B)資料速率可達到64 Kbits/s 。

7.2 第3代行動電話
由於頻寬大增，第3代行動電話技術將提供用戶新體驗。 UMTS提供384 Kbits/s 的資料頻寬。 在幾年內, HSDPA 將UMTS 資料加速五倍。 cdmaOne簡單演變為cdma2000 1xRTT, 支持資料服務至144 Kbits/s 。 cdma2000  1xEV, 是保留給資料用, 提供傳輸量700 Kbits/s 以上。 在將來, 像UMTS, cdma2000 1xEVDV,整合聲音和高速數據在同一頻帶。
7.3 無繩電話

DECT在企業環境作為室內聲音應用已超過10 年。雖住宅應用(無繩的電話) 驅使DECT 產品材料成本大幅降低, 但由於重複利用WLAN為數據部署基礎設施傳輸VoIP之手機普及，DECT 產品的長期遠景不定。
7.4 公眾HotSpot

公眾WLAN熱點可補行動電話技術不足。在當前任何50,000 熱點如機場, 旅館, 或會議中心， WLAN 提供高數據速率(Mbits/s)。
雖WLAN優勢明顯，然而它的覆蓋面和機動性在公眾應用受到限制。
7.5 全球互通微波接取
WiMAX，尤其是IEEE 802.16e 變形, 克服這些局限, 可在熱點提供寬頻連通。由於先進的技術, WiMAX 提供幾十Mbits/s寬頻無線接取在幾十公里的範圍。其它技術,如行動Fi (IEEE 802.20) 能以有限頻寬應付移動速度高達250 km/h之終端設備，未來前途不定。
7.6 藍芽
Bluetooth (IEEE 802.15.1) 允許個人區域網路（PAN）之無線短程連通。在來年, 歸功於低成本、高效率的電力消耗，低data-rate之ZigBee (IEEE 802.15.4) 可以補Bluetooth之不足。 另一方面,UltraWideBand (UWB) 瞄準短程, 非常高data-rate應用, 但標準(IEEE802.15.3) 仍未底定。UWB 第一個應用也許是替換當前的USB 纜繩，然後可能是家庭網路應用，替換或補全住宅WLAN 。

八、設備實務

8.1 概說
Alcatel OmniAccess 1200 存取點為802.11 無線網路提供最佳的安全、性能表現和覆蓋面。它與Alcatel 4000 WLAN 交換器和Alcatel 4100 WLAN 器具一道提供企業環境強固，高成本效益的無線區域網路 (WLAN) 服務。
OmniAccess 1200 存取點裝備以內建無線電和sectorized 扇形區域指向性天線。可利用任意選用之連接器連通外部天線。 企業採用OmniAccess 1200 存取點，可在多重狀態的802.11 a/b/g 和802.11 b/g兩個版本之間選擇一個。 Alcatel OmniAccess 1200 存取點之各種各樣的無線電能力及部署選擇，充分估計考量所有模式，在任何企業環境下都是適合理想的解決方案。
OmniAccess 1200 存取點是唯一同時結合資料前送和空中無線電監視作用的存取點解決方案。 不需要外加的監視空中無線電節點，可減少部署無線網路的費用。另外也同時簡化無線網路設計、無線網路部署。並且由於對無線基礎設施的每個角落擴大即時監視，大大強化 RF 無線電安全性。
8.2 根據之標準
Alcatel OmniAccess 1200 存取點支援正由網際工程特別工作組 (Internet Engineering Task Force ，IETF) 開發之規格、日漸受歡迎的輕量級存取點協定(Lightweight Access Point Protocol，LWAPP)，保證存取點、WLAN 交換器和器具之間可相互運作。 由於採取這標準協定，各OmniAccess 1200 存取點可無縫整合成一個無線網路並且提供長期投資保障。
8.3零接觸配置和管理
Alcatel OmniAccess 1200 不需要使用者來配置。 部署數千、萬台是非常簡單之事--只要插入任何執行標準乙太網路協定之設備即可。 OmniAccess 1200 透過乙太網路基礎設施自動向Alcatel WLAN 交換器和器具報到。 一旦報到被確認，Alcatel WLAN 器具且/或交換器自動地在Alcatel OmniAccess 1200s上編程所有適當的安全、服務品質(quality of service ，QoS) 及其他政策資訊。 使用Alcatel 的AirView 軟體，Alcatel WLAN 交換器及器具可在這些Alcatel OmniAccess 1200s設備上指定頻道和調整無線電發射功率，以保證RF 覆蓋面和性能表現的持續優化。
8.4安全
Alcatel OmniAccess 1200 、Alcatel WLAN 交換器和器具協力運作，創造出一個完整安全地無線環境。Alcatel OmniAccess 1200交貨產品內建X.509 證明，以防止未批准的通入Alcatel 網路。 此外，當情況需要時，Alcatel OmniAccess 1200 能支持802.1x 認證/ 加密、並且是能以硬體方式支援日漸受歡迎的802.11i 標準。Alcatel OmniAccess 1200 也在RF無線電層安全方面充當一個主動的角色。 經由整合即時空中無線電監視服務，Alcatel OmniAccess 1200 能協助查出和圍困其他非法惡意存取點，防止RF 無線電層之攻擊，保證惡意用戶不能存取敏感公司資源或打亂公司正常活動。
8.5服務品質
Alcatel OmniAccess 1200s 是Alcatel全面QoS 框架中之內在組件。 Alcatel OmniAccess 1200以聰明排隊和角逐管理計劃，提供有效的空中無線電資源管理。 這使Alcatel解決方案非常適合如聲音等即時應用。 Alcatel 的無線QoS能力緊密對照日漸受歡迎的 IEEE 802.11e 標準。 當標準完成，只須通過簡單的軟體升級，Alcatel 無線系統就將百分之百符合這個802.11e 標準規格。
8.6特點和好處
Alcatel OmniAccess 1200 存取點提供許多特點和好處包括:

• 零配置和管理

• 減少部署一無線網路所需的費用和時間

• 明顯簡化每日的操作

• 同時空中無線電監視和資料服務

– 減到最小的設備需求
– 被簡化的無線電網路設計

– 透過完全、即時、遍及一整個網路監視，增加安全性
• 內部和外部天線選擇

– 提供彈性的部署和部署變更之靈活選擇

• 能執行LWAPP 協定
· 保證與現有的基礎設施和第三方WLAN 設備之間可相互運作

資訊技術人員很容易為Alcatel OmniAccess 1200 存取點進行軟體升級。任何變動，都會從Alcatel WLAN交換器和器具自動地對所有 OmniAccess 1200s推送，以達到軟體無縫升級並有效降低成本。 這保證不必勞駕資訊技術人員親手介入干預，即可支援新出現之無線標準。因為軟體完全、即時、自動地保持整個Alcatel系統一致，即可保證與現有的基礎設施和第三方WLAN 設備整個網路之間可相互運作。
九、Alcatel OmniAccess 1200 規格
9.1 802.11a
‧ Data rate: 6, 9, 12, 18, 24, 36, 48, and 54 Mbps

‧ Frequency band: 5.15 - 5.25 GHz, 5.25 - 5.35 GHz, 5.725 - 5.850 GHz

‧ Orthogonal Frequency Division Multiplexing (OFDM)

‧ Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)

‧ Non-overlapping channels: 13

‧ Typical receiver sensitivity: -72 dBm at 54 Mbps, -73 dBm at 48 Mbps, 
-78 dBm at 36 Mbps, -82 dBm at 24 Mbps, -83 dBm at 18 Mbps, 
-85 dBm at 12 Mbps, -88 dBm at 9 Mbps, -90 dBm at 6 Mbps

‧ Transmit Power Settings: 100%, 50%, 25%, 12.5%,  6.25%

‧ Maximum Transmit Power: 50 mW (17 dBm). Maximum power setting will vary according to individual country regulations

‧ Typical Radio Range

- Indoor: 45 ft (14 m) @ 54 Mbps, 110 ft (34 m) @ 18 Mbps, 
165 ft (50 m) @ 6 Mbps

- Outdoor: 100 ft (30 m) @ 54 Mbps, 600 ft (183 m) @ 18 Mbps, 
1000 ft (305 m) @ 6 Mbps

Ranges and actual throughput will vary based upon environmental factors
9.2 802.11b
‧ Data rate: 1, 2, 5.5 and 11 Mbps

‧ Frequency band: 2.4 – 2.4835 GHz

‧ Direct sequence spread spectrum

‧ Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)

‧ Non-overlapping channels: 3

‧ Typical receiver sensitivity: -89 dBm at 11 Mbps, -91 dBm at 5.5 Mbps, 
-92 dBm at 2 Mbps, -94 dBm at 1 Mbps

‧ Transmit Power Settings: 100%, 50%, 25%, 12.5%,  6.25%

‧ Maximum Transmit Power: 100 mW (20 dBm). Maximum power setting will vary according to individual country regulations

‧ Typical Radio Range

- Indoor: 160 ft (49 m) @ 11 Mbps,  410 ft (125 m) @ 1 Mbps

- Outdoor: 1000 ft (305 m) @ 11 Mbps,  2000 ft (610 m) @ 1 Mbps

Ranges and actual throughput will vary based upon environmental factors
9.3 802.11g
‧ Data rate: 1, 2, 5.5, 11, 12, 18, 24, 36, 48, 54 Mbps

‧ Frequency band: 2.4 – 2.4835 GHz

‧ Direct sequence spread spectrum

‧ Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)

‧ Non-overlapping channels: 3

‧ Typical receiver sensitivity: -72 dBm at 54 Mbps, -76 dBm at 48 Mbps, 
-82 dBm at 36 Mbps, -85 dBm at 24 Mbps, -88 dBm at 18 Mbps, 
-90 dBm at 12 Mbps, -92 dBm at 9 Mbps, -92 dBm at 6 Mbps

‧ Transmit Power Settings: 100%, 50%, 25%, 12.5%, 6.25%

‧ Maximum Transmit Power: 30 mW (15 dBm).

Maximum power setting will vary according to individual country regulations

‧ Typical Radio Range

- Indoor: 90 ft (27 m) @ 54 Mbps, 180 ft (55 m) @ 18 Mbps, 
300 ft (91 m) @ 6 Mbps

- Outdoor: 250 ft (76 m) @ 54 Mbps, 600 ft (183 m) @ 18 Mbps, 
1300 ft (396 m) @ 6 Mbps

Ranges and actual throughput will vary based upon environmental factors
9.4 Environmental Specifications (AP)
‧ Dimensions: 6 in x 4.4in x 1.6in (INT antenna) 6in x 5.4in x 1.6in (w/ ext. antenna)

‧ Weight: 1.3 lbs (AP and ceiling clips) 2.2 lbs (AP with optional wall brackets kit)

‧ Power consumption: 10 watts

‧ Operating temperature: 0-50 degrees C

‧ Storage temperature: -40 to +85 degrees C

· Humidity: 0-90% non-condensing
9.5 Agency Approvals
Alcatel OmniAccess 1200

Safety – CSA 22.2 No. 950-95

CSA 1950

EMC – FCC Part 15 class A

EN55022 class A

ICES-003 (Canada)

FCC Part 15, Subpart E

FCC Part 15.247

IC RSS 210 (Canada)

Others IEEE 802.11a, IEEE 802.11b, IEEE 802.11g
十、心得
一個新WLAN 架構概念出現在市場上。 它被命名"集中架構"，對比傳統"分佈" 架構。後者包括以“繁重" 接取點AP為基礎之第一代 WLAN，AP負責所有WLAN 功能，AP直接連線到區域網路交換器。新“集中"架構概念引入一個新設備，例如叫接取控制器，從AP接手802.11之部分功能(MAC+PHY)。由於效能及成本考量，傳統 "繁重" AP 不可能集成全部WLAN 功能，未來趨向將是增加這接取控制器功能。
十一、建議
"集中架構"因不同WLAN 設備廠商而異, 例如, 一些廠商喜歡把802.11 加密功能放入接取控制器，另一些廠商仍把它保留在AP 。
有些廠商會以不同種類的接取控制器分別滿足客戶特定需求(如安全，機動性等。) 這新"集中架構"的目標是改進如無縫的移動性，QoS及安全等WLAN關鍵屬性。

未來，"集中架構"之 AP等設備規格各家廠商不同，同一套規格能找到符合之廠商家數很可能不足。

依此趨勢，本公司依政府規定作業必定面臨前所未有之巨大挑戰，建議相關負責WLAN 設備規格研擬、審查，採購，驗收，供裝單位宜速謀對策，彈性因應。
十二、相關附件
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> Wireless LAN technology is fully part of the Telecom landscape
due to an unequalled bandwidth/cost ratio

> Complementary to wireless carrier 2.5G and 3G data strategies mobile
services: position the WLAN services as an extension of the current
mobile service offering. Hotspots likely to offer high data rates to PCs
and cellular services likely to deliver ubiquitous lower speed connectivity
to PCs and handsets.

> Opportunity to increase ARPU by creating new revenue streams,
reduce churn by providing Remote High Bandwidth Internet Access
and VPN connectivity and leverage on Roaming agreements

> WIFi technology presents mobile operators with an opportunity to tap in
to some of the fixed line operators revenue streams. As such, WiFi
revenues represent incremental revenues that the mobile operator
would otherwise not have access to.

¥
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> What does WLAN provide?
« Wireless Broadband Access while on the move

> Potential targets for these services? E - |
. Business Travelers & Early Adopters "ﬁt |

> What are their main requirements? ; %l'
« Always on connectivity R,,E, :

« Optimize their efficiency while away
from their office/personal environment

« Security through VPN

p
» Market Accelerators A Hotspot consists of an Access
. Easiness of access to the service Point or multiple Access Points
_ _ ] connected to an Access Controller
« Getasingle bill from their own operator





.
> Analysts worldwide hotspots deployment forecast showed huge

discrepancies (4 factor) o

> Alcatel estimate is close to 200.000 hot-spots in 2007
600000

Public WLAN Hot-Spots forecast

500000

| —p— paSKErvilie (U9/ZU0s) |

0 T
2 002 2 003 2 004 2 005 2 006 2 007
v
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PWLAN Market Overview
Market Forecast

. Public WLAN reaches 33% of the WLAN Market in 2006
. An addressable market of more than 2 billion$ in 2007

Worlwide Public WLAN Equipment qulle Operator PWLAN Mark.et
Market (source Lehman Brothers, July 2003) (Equipment Access & Core+ Services)
Source : Alcatel
3 500 "
B oruble 2500 1 W Market Core (Equip. + services)
3000 - W Residential - -
DEnterprise 2000 mMarket Access (Equip + Services)
2500
2000 1500
1500
1000 A
1 000
500 500
2009 29002 295004 O0NE 92°0N0E 9NN T






- Initially designed for enterprise usage, WLAN is to know a major

growth in the Public Hotpots segment.

Enterprise
40%

Enterprise
33%
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> RTWL is a multipurpose offer :

Turnkey ( AAA) : solution 1

- end to end solution
— From colubris to complete OSP

Complete AAA : solution 2
- can be interface to any access network

Interface with any Proxy : solution 3
- SMC, steel belt radius....

Proxy interface with AAA : solution 4

- could be proposed but our solution is not competitive
- Proxy radius are free of charge on the net today

Alcatel solution for Public WLAN All rights reserved © 2002, Alcatel September, 2003 — 9

RTWL can be proposed for fixed or mobile operator to
answer to two types of needs :

> to answer to :

« Service provider needs for :

- the service enables his subscribers to make WIFI .So the carrier
will authenticate the users .The service carrier manages the
database of subscribers and enables them to use his hotspots
and his partner’s hotspot.

« Wholesaling needs ( Brokers or clearinghouse ):

- Facilitates AAA and financial settlement between WISPs and
home entity

- it generates ASN1 CDRs for settlements





AAA server
Solution RTWL_1 S|
“WIMO”
Access Point  Access 7
Controller colubris = 7
e o e e e e ————————— Vd
%; A “:::C- =
= e - _- =
- -
4 A - \
Access Point  ACCess _ — ~ AAA Radius server / PROXY Radius server \
Controller colubgis~ ~ (Home & Proxy on the Same platform N
e~ - - Based on RTWL)
\éﬁi:::c Home Network AAA server
Vodafone”
< > >

Public WLAN Access ()

Partner Operators
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A LD ALTEL

AAA radius server (solution 2)

*Access controller not provided by Alcatel polution RTWL_2
RTWL is opened to any access network

AAA server

SI

Access

f Access
Points
Controller.
T ——————————————
%; A "j::c-
— h// _
- - - ~
-~ AAA Radius server/ PROXY Radius sagyer
Access -~ (Home & Proxy on thesame platform)s
- Based on RTWL R
Points Access - L

Controller -
-

— L -
%g \@;“’Z:C
e

“WIMO”

AAA server
“ Vodafone”

Public WLAN Access

j—>





SI

blution RTWL_3 /

Access Access
Points

AAA server
“WIMO”
AAA Radius %r{er =
Based on RTWL N
Controller

~
-3 // “"‘C
a

- -
Access Access
Points

~
PROXY Radius server N\
Based on Steel Belted Radius ™
- (Service Provider Edition)
-
Controller -
—
EEE‘ . C'

Home Network

AAA server
Public WLAN Access

-
-

-

<
\

N2

—

Partner Operators
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RTWL proxy function interface with AAA
(solution 4)

~
Access Access
Points

AAA server
“WIMO”

Controller

%g = ”““C

- ) N
- PROXY Radius server N\
p ed on Steel Belted Radius ™
APCC_etSS Access _ = "| Solution RTWL_4 Service Provider Edition) 2 =
oints -
Controller -
Home Network
A\

Public WLAN Access

AAA server

Partner Operators

)
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v
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Global data payment chain architecture

| ]
......... Traffic only § li ))

Crirma ~s s 1






CDR
handling
Customer
management

b |FTP CORBA

User
management

Current interfaces

USSD/SMS

OosP
subscribers accounts
centralized management

identification
handling
for Mobile user ;
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SMS authentication
handling

RTWL : two architectures can be proposed

> Proxy + RTWL on one single platform OSP
- one CDR
- one single provisioning
> Proxy and RTWL function on dedicated OSP
- two independent CDRs
- two separate provisioning





Points Access
Controller

Internet

Proxy Radius:
-OSP RTWL

v
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Proxy integrated with AAA on a single OSP

Access
Points Access t :
Controller Serveur AAA et proxy Radius:
%\:;;; "“‘:O:::::: Internet -OSP RTWL2.1
=RV

Anideratalive \ MIMA 2 \Iadatana





Refill -Payment
GW
ATM/bank/...)

Event
collector
history

o]

[92)

Y
m
S
«,
S
®

DPE BUS standalone |

e e o e e —_——_

|
|
Real-Ti )
Real Time Real-Time ESZm e Real Time 1
SMS CallControl control WLan |
|
MAP |
CAP2
or pIe- . | RADIUS |
S — — SN [ Y | Y
: ]
! Access |
! Controllef
SMS-C | l
MSC MSC SGSN Charging ,
Proxy —web server |
' . 1.2 | L
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Functional architecture for complete AAA integrating
proxy function
OSP Alcatel WLAN charging solution ‘CRM

SMP CORBA

DPE BUS | I

RADIUS

Refill with
scratch cards

Subscribers
accounts
prepaid and

postpaid -
AC b






OSP Alcatel WLAN charging solution

DPE BUS

T
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WLAN network Access Control

. Authentication > User self management

« Authorisation - change login / pwd

» Accounting - account creation / interrogation / refill
Charging unit - change language

. time + consultation logs history

+ volume

_ > account user warning (SMS / mail)
Rating parameters

« Profile _ > operator provisioning ( corba)
« Calendar /Time-band . . . . .
. NASid « account creation / interrogation / deletion / refill
User data profile flexibility > SMS account creation (one single profile)
« account type , roaming area , > Settlement
hotspot id charging plan....
User access profile _ > Bonus
« authentification mechanism o
« VSA list ... > Statistic / alarm
AC management > Roaming facilities ( WIFI alliance , WIMO...)
+ |Ip address, hotspotid , interim value > Proxy functions
. V/SA list
Alcatel solution for Public WLAN Al rights reserved © 2002, Alcatel September, 2003 — 25

> Authentication

- The service user can be authenticated according to his login/password
associated to a realm or with his SIM card connected to his device. The RTWL
application presents different ways to assign a login/ password to the
subscriber (refer to account creation online with login/ password assignment

feature).
Authentication type security
SIM based 802.1x
WEB based HTTP/HTTPs
_ User Name/password o
S HTTPS ! - RADILIS - ﬂ
P — r - -
AC Authentication

Wireless Client Server

- EAP SIM

Radius N

Iy — g = -|=|

P






> Authorization

- The RTWL application validates the authorization according to the
user account (account credit, account status, hotspot identity.) and
the access policy ( PAP , CHAP, EAP SIM , VSA list....)

- Each user account profile could have dedicated access policy which
will depend on the Access controller on which the user is connected

> Accounting

- The RTWL receives accounting information in real time from the NAS
(Access Controller, RADIUS proxy) and is thus able to apply different
kind of charging based on the duration and volume information
combined in the rating engine to build a price.

- the RTWL can generate dedicated CDrs for settlement when the
proxy function is on a dedicated OSP. the RTWL can optionally store
accounting logs on the proxy for settlement.

- the RTWL cangenerate CDrs for his subscribers

Alcatel solution for Public WLAN All rights reserved © 2002, Alcatel September, 2003 — 27 ALLC ATEL

> The service provider can create different user account
profiles according to his market requirement

+ Pre paid
- scratch card managed in currency, volume or time
- prepaid account managed in currency, volume or time
- multiple prepaid account: the same account can be used for Voice,
Content, GPRS and WLAN simultaneously
 Post paid
— multiple cost control post-paid: (ex: maximum credit allowed per
month)
— no controlled post-paid: no threshold limit





Web based solution (scratch card):

1) the occasional user creates his temporary account by buying an usual scratch card
in a shop
2) he is getting connecting to a hotspot and ask for account creation
3) he is entering the login / password (hotspot HTML page) and the scratch card number
to make the account creation.
4) then he received information relative to his account
5) he surfs and at the end the account is updted according to his consumption
6) once the whole credit has been consumed, the occasional user has to buy
another scratch card to have a new t‘remp@rrarfy WLAN account or can recharge
the existing one .

L
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> SMS based solution (virtual scratch card):

1) the occasional user (whatever his location) creates his temporary account by
sending a SMS (from his basic mobile equipment) with a predefined SMS string
dedicated to the requested WLAN account profile (amount/period of validity/...)

2) if the account creation is authorized , the OSP sends back by SMS “the login /
password of the temporary account booked for this occasional user

3) he surfs
4) once the whole credit has been consumed, the occasional user has to buy
another scratch card to have a new temporary WLAN account or can recharge

the
H/FPLMN

existing one. th

vs MAP_SMS






1) WLAN account creation via the customer care

2) The WLAN subscriber is getting connecting to a hotspot
3) he is entering the login / password (hotspot HTML page) or be authenticated thanks to his SIM
4) he surfs

5) his account is updated

6) he may reload his WLAN account via IVR, USSD, WEB, ...

Alcatel solution for Public WLAN All rights reserved © 2002, Alcatel September, 2003 — 31

Features list : Account creation
WLAN user cases : postpaid WLAN user

1) WLAN account creation via the customer care

2) The WLAN subscriber is getting connecting to a hotspot
3) he is entering the login / password (hotspot HTML page)
4) he surfs without any time/volume constraint

5) a rated CDR is emitted to the operator billing system

CONSTRAINT Postpaid account SHARED between WLAN access:

1) WLAN account creation via the customer care

2) The WLAN subscriber is getting connecting to a hotspot

3) he is entering the login / password (hotspot HTML page)

4) he surfs with some time/volume limitation ( quota defined per month, ...)
5) a rated CDR is emitted to the operator billing system





> The service user has an account profile and is linked to an
access profile policy . The access policy will depends on the
radius client policy (AC)

> Account profile determines
. account types

application allowed

Realm

access policy

Roaming area

Hostpot allowed

Roaming allowed

> Access policy
 vendor Id ( kind of AC)
- PAP CHAP , SIM authentication
- attributes name and value(15 VSA)
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> Alcatel has developed RTWL which allows support of AAA functions in a
server a proxy mode fully supporting roaming IN and Roaming out enhanced
radius functions .

> The OSP platform participates in the process of authenticating and
authorizing the partners’ subscribers when they use each other's hotspots.

> The OSP platform proxies Radius messages in real-time, based on realms in
between Partner Operators as well as rewrites and/or inserts attributes/VSA.

——V ."'~~.,. WLAN Access
= _‘;l“? = “--.. Network Proxy
AP functionality
Visited Network .E
AAA Relay

Home Operator
(Mobile/AAA RTWL)





> Hotspot Centralized configuration

Each hot spot is declared inside the RTWL application and associated with an
AC specific configuration under the form of a list of AV.-pair depending on the
capabilities of the NAS.

« The RTWL application also assures the authentication of the hot spot in order
to avoid some frauds at this level.

+ the RTWL manages the following AC parameters :

- Ip adress, vendor id, radius client id , hotspotid , access policy , interim
interval

each AC belongs to a hotspot . The hotspot can be composed of one or several
AC . The hotspot can be identified with a location type and a serving location (
location in full text string) and a location country code.

W HOTSPOT = B3
HOTSPOT  Eeip

G

Peme S ool —

CESITpSon =202 MONipo T 2552

Soorgalor Keme [5CF

| TP ——
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> Charging model ,
t d : Per Second l/// ﬂ ///
e ONn uime consume er secon \/\ / J)

(WS
« On volume consumed : Per Kilo bytes,\, \p
208
> Parameters
- 2}\4\

« Origin
- NAs origin Ip adress

. User Profile

. Tariff zones
- Calendar based
- Peak Hours

é\\
YE//’






> Proxy function
- filter client radius request ( ip address , share secret ....)

. forward and format authentication and authorization to a
remote radius server

- enrich or update radius attributes in order to to comply with
the data expected by the home

- authentication according to the realm

- authorization according to the subscriber contract ( roaming
areas, ....)

« accounting

- generation of CDRs with all radius accounting informations for
settlement

- interim is available

Alcatel solution for Public WLAN All rights reserved © 2002, Alcatel September, 2003 — 37 ALLC ATEL

> Roaming

- The ability of an end-user with a Wi-Fi device to use the services of
an operator other than the one with which they have an account
relationship. Roaming implicitly indicates a relationship between a
Hotspot Operator, possibly a Broker, a Home Entity and the end-
user, who has an established relationship with the Home Entity.

+ RTWL is compatible with WIMO and WIFI alliance roaming
agreements

« for roamer In , CDRs in ASN1 format can be generated or
- for roaming out , CDRs in ASN1 format will be generated

_b,.
=V “*--.._ WLAN Access
c’E j? = .. Network Proxy
AP functionality

Visited Network 1:]

AAA Relay





- Counter according to the account type

« Counter relative to the authentication type — Number of successful prepaid session
— Number of session authenticated by Sim — Number of successful postpaid
card session
- Number of session authenticated by login - Number of successful external
password postpaid session
« Voucher profile
- Refill amount, - Roaming counter

— Number of successful roamer IN
session
— Number of successful roamer OUT

— Total number of voucher,
— Total number of voucher used

« Successful / unsuccessful access request session
- OKaccess : access request
accepted

- Counters relative to the agregator
- NOK access : access request refused — Number of session per aggregator

. . . - Counter relative to the charging type
- List of counters provided by the service — Number session charged on volume

relative to Credit usage — Number of session charge on time.....
- Mean credit used during a call

— Total amount of credit used

- List of counters provided by the service
relative to session duration

— Mean time used during a call

v
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> Carrier Class and scalable solution reliable on a state of the art
open platform (OSP)

- from a single proxy enabling roaming transactions to full
prepaid/postpaid AAA server .

> RTWL is a product with a roadmap

> RTWL is integrated in complete end to end solution

> Our customers benefit from the numerous Alcatel’s references to
have a comprehensive set of features included

> RTWL supports WIFI alliance and WIMO agreement for roaming

L
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RTWL Strengths 2/2

> One single point of billing ( prepaid , postpaid , postpaid cost
controlled scratch card, multi account ....).

> User data Profile flexibility ( rating , threshold , roaming , credit ,
area, hotspost....)

> User acess profile flexibility ( PAP, CHAP, list of VSA ...)
> Rating flexibility

> Opened to any Access Controller ( AC management
configuration)





I
> Late on the market
. few references

> Price
- Wwe are in competition sometimes with freeware

> Market not still mature for complete payment chain
> Server radius available on the market since many years

v
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Functionality
RTWL Evolution

A

RTWL 2.3
RTWL 2.0 - RTWL 2.1 \
o “Handover GPRSan
*ratiing time emulti applicatibn acce p *OT!
~roaminig WIFI alliance «prepaid accouint +Sulp accounts .....
o wﬁé «postpaid contéolled account
*dedi prepaid time suser web marjagement
*SMS accounticreation
*Bonus....
*EAP SIM
15/ 03/04 15/04/04 To+1 month |CT Taiwan
Q1’05
T
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- Complete WLAN solution from the hot spot to the operator’s infrastructure

- Roaming from WLAN hotspots deployed by other mobile operators, by
Wireless Internet Service Providers (WISPs), and by Aggregators.

- Access through hotspots operating with the present Web authentication
schemes (username — password) and the evolving port authentication access
points (802.1x).

- Access from user terminals, laptops and PDAs, equipped with GSM SIM
cards

- Simple user experience when accessing different types of hotspots —
commercial (paid access) hotspots, corporate, private/ home and free access
hotspots.
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> Any end-user - Supports any type of end-user:
« subscriber of
- A 2G/2.5G/3G mobile operator
- A WISP/fixed subscriber through WLAN access
« Casuallvisitor

> Any authentication - Supports any type of simultaneous standard subscriber
authentication mechanism (HTTPS, SIM,)

> Any payment - All kinds of payment methods are possible - scratch card , Prepaid
and Postpaid account.

> Any network operator and business model - Full support of roaming - Home and
Visited. Supports Operator sharing of the WLAN network infrastructure. Full support
of revenue sharing models.
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1 SETTING UP THE SCENE

Mobile operators & WLAN technology
An opportunity to control the threat

Mobile operator Subscnber
perspective perspective
> Increase ARPU > More services
- Offer more services on current - Internet access with high
subscriber account bandwidth
> Keep the “Hype” beat « A firstfeeling of UMTS
- Do not let other actors become > No "Yet another subscription
the “hype provider” contract to be signed” feeling
> Prepare subscribers to UMTS - Trust relationship already

present with mobile operator

« The subscriber get used to B
F « Just an additional fee

mobile huge bandwidth

Control the market

« Easier migration of WLAN
subscribers to UMTS

v

WLAM solution oversizw— 3 Al nghisresered @ 2002, Akl
Figure 1: WiFi opportunity

Today, the WLAN hot spot flourishes at some key locations. The WLAN technology offers a
high wireless bandwidth even if the technology does not support the mobility aspects. On
the other hand, some users are investing in PDA and/or notebooks able to support this
technology.

This could be considered by Mobile Network Operators as a threat since the money invested
in these PDA will not be used to invest in 2.5/3G terminals, the equipment offers high storage
capacity reducing the need for mobile high bandwidth, the offered bandwidth is higher
than the one offered for 2.5G and 3G, the WiFi hot-spots operators do not have to pay
expensive licenses and do not face any constraints in terms of coverage.

On the other hand, the WiFi technology can be seen as an opportunity for the Mobile
Operators to control the threat and to bring it as positive incentive for the users to migrate in
the new technology era opened by mobile Internet.

The fact for the mobile operator to offer some WiFi hot spots presents a set of advantages for
the operator and for the user.
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1.1 VALUES FOR THE USER

The value for the user is to benefit from a high bandwidth at some key locations and to get a
first feeling of UMTS capabilities. If the payment of the WiFi session is assured on the same bill
as the mobile services, this offers the user a global view of its mobile usage without the need
of additional subscriptions.

1.2 VALUES FOR THE MOBILE NETWORK OPERATOR

The WiFi strategy for a mobile network operator is a key point today, especially due to the
confusion between “wireless” and “mobility” concepts in the head of the users.

The WIFi is an opportunity for the operator to tease the user for “tasting the speed” in the
wireless world and present to the user the advantages of mobile Internet.

By controlling hot spots, the mobile operator keeps the “hype beat” and does not allow
other actors to be introduced in the area of mobile Internet offering. It is important that the
evolutions in that world are still under control of the mobile network operator preventing the
user to look for other offers somewhere else. On top of that, this move also shows the user
that the mobile operators are also integrating PDA and all related equipment in their story,
increasing the trust relationship with the users about the future.

By controling hot spots, the mobile network operator is also entitled to take significant
market shares, control the prices and smoothly control the introduction of UMTS.

Finally, operating hot spots can increase the revenue spent by the user with a low investment.
The WIiFi technology does not require any constraint (or only restricted ones) towards
regulatory institutions. Moreover, the deployment does not require huge money investment.

1.3 SOLUTION REQUIREMENTS

Since this market is today in an emerging phase, it is important that the solution deployed
copes with following requirements.

Redundant - The solution must support redundant infrastructure.

High level of security — Dealing with Internet technologies and payment, the solution must be
protected by reliable security architecture

Low cost-of-operation — The solution must automate as most as possible all the procedures
and business processes in order to minimize the operation effort.

Scalability — The solution must be able to scale from a few hot spots associated with a
partner to the whole country through extended partnership with 3rd party aggregators.
Flexibility — The solution must be easily adapted to cope with market demand, new business
model and/or adaptation to competitor prices.

This can be summarized by the words “Carrier-grade solution”.

Alcatel offers an end-to-end solution based on a technology deployed in more than 130
different networks for payment of mobile or fixed services with different payment models
(prepaid, postpaid) coping with different business models (person-to-person, premium
numbers, premium content,...) hosting up to 100 millions of users, scaling from one server to
geographically redundant architectures deployed in very large countries.
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2 PARTICIPANTS

User
Uses Wi-Fi Roaming at hotspots and has a billing relationship with the Home Entity.

Content Provider

Content providers provide content and applications to the users of the service. The content provider and the
Home Entity have a commercial relationship where the content provider takes Wi-Fi Alliance Wireless ISP

Roaming responsibility to make content accessible to the authorized users, and the Home Entity guarantees the
commercial terms (i.e., payment).

Hotspot Operator
Operator of Wi-Fi network for public Internet access at hotspots.

Home Entity ( service provider)

Entity that owns account relationship with the user. The Home Entity must authenticate their

user to obtain roaming access at the hotspot. Examples of home entities include WISPs, other
service providers, and corporations.

Roaming Intermediary -

An optional intermediary that may facilitate AAA and financial settlement between one or

more WISPs and Home Entities. Examples of AAA intermediaries include Brokers and
Clearinghouses.

Home entity roaming intermediary Hotspot operator
/: DE— i
- \
i _— o s
. authentication and
: sp
accountlng server
/I Tadius
AAA

WISP roaming overview
The RTWL module can be use as :

¢ Roaming exchange platform
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this answers particulary to roaming brokers needs. The RTWL facilitate financial settlements
between WISP and carriers

¢ For Home entity to offer WIFI service and charge their subscribers.
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3 ARCHITECTURE
Hotspot
¥y
=1y
....................... *
_ ottt I | :.?
s o
3.1 SCOPE

Alcatel has designed a WLAN solution that allows mobile operators to easily integrate WLAN
into their network infrastructure and to complement their data service portfolio.

Alcatel tried to capture the needs of mobile operators. These needs are typically the
following:

v
v

GENERIC -RTWL 2.1

Guarantee a secure WLAN access in a public hotspot environment.

Apply multiple biling options (Prepaid voucher account, multi application prepaid
account, postpaid account , cost controlled postpaid etc.)

Support roaming ( WIFI aliance and WIMO).

Integrate easily WLAN in the existing infrastructure by relying on a standard solution and
interfaces.

The Alcatel solution relies on open standards, from the WiFi access network up to the core
network elements (radius, MAP, SMPP).

The RTWL application can reuse existing database of scratch card managed for prepaid
voice and GPRS

Easiness to access the service

The Alcatel solution supports the following end user 's device categories

WiFi enabled (802.11b) laptop

WiFi enabled (802.11b) PDA

WiFi enabled (web-based) laptop
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3.2 END TO END ARCHITECTURE

Typically, a WLAN network comprises four basic components: the User Equipment, the Access
Point (AP), and the Access Controller (AC) and the Open Service Platform (OSP):
Alcatel allows operators to deploy an end to end WLAN solution by providing:

User Equipment

The User Equipment is a device that holds a standard WLAN card. Currently the most
common deployed User Equipment is the laptop computer. In case the user gets access
using a SIM card, a software client is required in order to interface with the SIM card. In all

cases, a browser such as Netscape or Internet Explorer is necessary to navigate through Web
pages.

Access Point (AP)

The AP is the equivalent of a Base Station as defined by the 802.11 standards. It connects
User Equipment to a wired network and serves as the wireless equivalent of a LAN hub. A
WLAN hotspot with connectivity to the wired network usually comprises one or more APs that
have some area of overlap.

WLAN Access Controller/Router (AC)

The WLAN Access Controller/Router provides the connectivity for the User EqQuipment with the
rest of the network (corporate network, Internet, etc). It plays a vital role during the
authentication and authorization of the user. Based upon the results of authentication/
authorization made by the OSP, it may allow the user to access the network, access some
limited local services or deny the access.

Open Service Platform (OSP)
The Open Services Platform (OSP) is the Alcatel IN platform and offers the following functions:

> Itis a standard AAA server (authentication, authorization, and accounting).
It checks
= the user access rights to Wlan network,
= the identity of the user,
= if the useris allowed to do( authorization )
= it performs accounting
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Access
Points Access B
Controller Serveur AAA et proxy Radius:
[ NP Fl P -OSPRIWIL2.1
ﬂg b @ 4 Internet :IEWIQ
- L
Servers/ Proxy
AAA

Op ateurs WIMO & Vodafone

» lItis also a proxy radius to other AAA server to enable roaming in /out for Wlan users.

Points Access
Controller

= Internet
g e O E—
=

Proxy Radius:
-OSPRTWL

Servers/Proxy
AAA

» It can interface any standard hotspot Wlan equipment

> It supports SIM authentication (the OSP interfaces with the HLR using Map interface )

» It supports authentication based on login/password

> It is a gateway which protects the privacy of the HLR. ISP and other operators cannot
access directly but through the OSP

It can interface with SMSC to support dedicated account creation online by SMS and
service user notification by SMS.

It hosts account and account profiles for prepaid and postpaid users.

It hosts database of scratch cards

It performs online charging.

It generates rated CDRs for postpaid accounts

Its can store the service user logs history.

Y

VVVYY
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3.3 PAYMENT SUITE INTEGRATION

3.3.1 RTWL module

The Real Time WLAN module (RTWL) can be considered as a standalone product or

integrated in the global Alcatel Payment suite which can manage the database of prepaid/
postpaid subscribers.

The Real Time WLAN control module, handles the communications with the access controller

via a radius API. It allows to authenticate the user at the beginning of the WLAN session, to
monitor and charge in real time the WLAN session.

NAS 0 RTwL

¥’ ;I-
( 4, | HotSpot-1>

NAS
]

=

Figure 2: WLAN network overview

3.3.2 Payment suite modules

Alcatel Payment suite is a versatile and modular payment platform that can be used for a
variety of applications. The current payment suite allows the charging of different types of
flow: voice, data, content ... whatever the network used by the user: GSM, GPRS, WLAN...

Furthermore, it is an extensible platform, so that new application modules and payment
methods can be added easily and quickly.
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The RTWL application can be proposed with the following other components:

>

RTDC ( Real Time Data Control)

A Real Time Data Control application enables to rate real time prepaid or postpaid
users user for micro payment transactions (purchases on content provider web sites,
MMS transaction, transaction on charged URLs, FTP transfer....) on GPRS and UMTS
networks. According to the type of transaction or the protocol used, the service
user can be charged on volume/time consumed or on content.

RTPC ( Real Time Packet Control)

A Real Time Packet Control application enables to charge the user for the access
to GPRS/UMTS packet network with camel phase 3. It handles the communication
and performs real time packet control functions, with rating based on consumed
time and/or volume received from the SGSN.

» RTVC : (Real Time Voice Control)

Real Time Call Control application which allows to charge traditional voice and
SMS calls. It performs real time circuit control functions.

» SDP: (Service Data Point)

L

*

GENERIC -RTWL 2.1

This application has in charge the data repository of users (prepaid and postpaid)

The service user can have one single account, which can be used for voice,
content, GPRS and Wlan or can have multiple dedicated account per application.
The SDP for RTWL manages the following other attrbutes

Account life cycle management (management of account states, periods...) for

prepaid or control postpaid user. A prepaid user can activate his account within
an RTWL “call’.

Credit management (credit reservation and account credit update)
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‘encours’ mechanism (call reference determination)
Operator deposit

Bonus attribution

Generation of call detailed records

User notification (SMS or Email).

IRE ( Internal Rating engine)

This application has to rate in real time all kind of events, whatever they can be. .
The rating engine performs the unit price per a unit of volume/duration.

SDP vouchers

The service provider can use the existing database of scratch cards for voice,
GPRS and Wlan account recharge.

Web management

The service user can have a view on his transaction logs. The following information
can be displayed to him thanks to the web management interface.

The service user can select one of the following options:

= Account creation,

= Account interrogation
= Account recharge,

=  Password modification,
» View thelogs,

= Change his language,
= Change his email address
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4 SERVICE FEATURES

Alcatel has developed RTWL which allows support of AAA functions in a server a proxy mode
fully supporting roaming IN and Roaming OUT enhanced radius functions .

The RTWL module participates in the process of authenticating and authorizing the partners’
subscribers when they use each other's hotspots.

The OSP platform proxies Radius messages in real-time, based on realms in between Partner
Operators as well as rewrites and/or inserts attributes/VSA. The RTWL offers a complete
flexibility to support any VSA thanks to the lite SCE which enable the service provider to
modify online the script logic.

In addition, the RTWL module will be configured to accept connection with various kinds of
partners' access controllers ( IP address of access controller, pre-authentication protocol
PAP , CHAP , MD5...., list of VSA supported, interim update value, session 's timeout).

4.1 AUTHENTICATION

The service user can be authenticated according to his login/password associated to a
realm or with his SIM card connected to his device. The RTWL application presents different
ways to assign a login/ password to the subscriber (refer to account creation online with
login/ password assignment feature).

» For Web based authentication,

The RTWL application supports authentication mechanism based on login associated to a
network access identifier that we call a realm .In web environments, any access to a paying
page is intercepted by the Access Controller, which requests the user to authenticate
through a login and a realm . The RTWL application receives RADIUS authentication requests
from the Access Controller, validates the login/realm couple towards the user database and

answers with an authorization response. The login can be the MSISDN of the user if the RTWL
has it.

To limit fraud, the operator may define a maximum number (N) of consecutive Login entry.
By default, the account is blocked when this N consecutive error occurs. The user needs to
call the call Center to unlock his account.

» For 802.1x /EAP authentication,

Optionally, the RTWL application supports authentication mechanism based on a SIM card
hosted by the PDA/Notebook or laptop of the service user. Client software will be necessary
to interface with the SIM card. The RTWL application checks authentication towards the HLR
through a MAP/N7 interface. The authentication will be based on the triplets provided by the
HLR. The Protocols offered are EAP SIM and EAP MD5 .

> Integration with existing external authentication modules

The RTWL application can interoperate with other authentication elements to support other
authentication methods acting as a proxy [This facility may be used to open WLAN network
to roamers]. In this case, the RTWL application delegates the authentication function to other
modules while keeping authorization and accounting function.
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The RTWL application acts as an intelligent RADIUS proxy with the possibility to redirect
RADIUS messages based on the domain towards the right Authentication server,

SMS-C
- RADIUS HLR

! >
HotSpot-n

Figure 3: Integration with external Authentication Module

4.2 AUTHORIZATION

The RTWL application validates the authorization associated to the user account (account

credit, account status, hotspot identity.) and the access policy ( PAP , CHAP, EAP SIM , VSA
list....)

Each user account profile could have dedicated access policy which will depend on the
Acess controller on which the user is connected.

43 ACCOUNTING

The RTWL receives accounting information in real time from the NAS (Access Controller,
RADIUS proxy) and is thus able to apply different kind of charging based on the duration
and volume information combined in the rating engine to build a price.

The OSP platform is designed to collect information about the users’ activities. The OSP
Proxy platform will generate CDRS (Start and Stop).

The RTWL service manages prepaid and postpaid account and can either decrement
prepaid account or generate accounting tickets for postpaid subcribers.

The proxy mechanism described for Authentication and Authorisation also applies to the
Radius Accounting data.

In this situation, the “proxy” Radius (Visited) must generate a CDR of all accounting
messages which could be used for settlement

GENERIC -RTWL 2.1 WLAN SERVICE DESCRIPTION

Ed 03
All rights reserved. Passing on or copying of this document, use and communication of its contents not permitted without written
authorization
Mobile Service Division

12/33






: 8BA 37880 0000 PTZZA Ed. 01

Tesplate ref.

v

4.4 USER ACCOUNT CREATION ONLINE WITH LOGIN/ PASSWORD
ASSIGNMENT METHODS

For security reasons, the account creation online will be only proposed to create Wlan
dedicated accounts.

Two means will be proposed to the service user:

» Buy a scratch card with a retailer and create a dedicated account through the web
management interface.

The web management interface allows the service user to make an account creation
online.

The user buys a scratch card in a point-of-sales. The user can then scratch the card where
he discovers the scrtch card number. The service user will enter a login/password and the
scratch card number through the web management interface. In case of good entry, the
service user will be specified that his account creation succeeded and information

relative to his account will be displayed to him (account credit, activity duration, activity
period...).

> Create a dedicated account from a GSM account thanks to a SMS sending.
This feature makes the use of WLAN access easier since the user has not to look for
scratch cards vendors.
The service user has a GSM account and takes account credit on it to create a
dedicated Wlan account. The GSM account can be prepaid or postpaid and can be
managed or not on the OSP.
The dedicated account can be managed in time or in currency.
The GSM account will be identified thanks to the MSISDN provided in the request.

The user sends a SMS to a specific number. The SMS dialled determines the corresponding
user profile (credit or time, activity period, dedicated hotspots or not....). This SMS will be
billed on the user prepaid or post paid account.

If the account creation is accepted, the Wlan application sends back a SMS to the user
to inform that his account creation succeeded .

The SMS will contain the following information:

= The login/password,

= The account credit or time,

» The end date of activity period

= Roaming authorization inter hotspots....
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4.5 ACCOUNT PROFILE

The service provider can create different account profiles according to his market needs.
Each account is attached to a profile and the service provider can define different account
profiles that will result in different service characteristics for the service user.

The Wlan account profile can integrate the following information:

Prepaid or postpaid,

Tariff scheme,

Warning thresholds,

Default language,

Activity period and inactivity period duration,
Credit in time or currency

Initial credit,

Roaming inter operator allowed

Roaming areas

hotspot allowed

Other application authorization (GPRS content, GPRS data, purchase...))
Access policy

VYVVVVYVYVVVVYYYVY

@

user account profile is linked to an acess policy
PAP

CHAP

SIM authantication

Vendor Id (List of VSA)

YVVYVZ
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The user account profile will determine the following user allowances :

Dedicated Dedicate Multi Cost Postpaid
prepaid d prepaid | application | controlled account
Wian Wilan S postpaid
Account Account prepaid account
managed in | managed account
currency in
time

Account X X
Creation
Online

Web
management

Account X X
Creation
Online
By SMS

Account X X X X X
creation
Creation
customer care

Authentication X X X X X
login/Password

Authentication X X
SIM

Account X X X
rechargeable
with scratch

Transaction Logs | x X X X

4.5.1 WLAN dedicated Prepaid account managed in currency

For regulatory reason or cost control reason, the user can have a dedicated account for his
Wlan consumption. According to his profile, the account will have a defined credit and
activity duration associated to it. The service user will be authenticated thanks to his
login/password. The login /password will be provided either by the scratch card number ,
either by the SMS sent back to the service user during the account creation by SMS.

For account managed in currency, the service will be charged according to the volume
consumed.
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4.5.2 Wilan dedicated prepaid Account managed in time

For regulatory reason or cost control reason, the service user can have a dedicated account
for his Wlan consumption. According to his profile the service user can use his account in
cumulative time duration (for instance: account for two hours) and will have limited activity
duration.

The service user will be authenticated thanks to his login/password. The login /password will
be provided either by the scratch card number , either by the SMS sent back to the service
user during the account creation by SMS.

For account managed in time, the service will be charged according to the time consumed.

4.5.3 Multi applications prepaid account

The service user will not have specific credit allocated to Wlan. One single user prepaid
account can be used for Voice, Content, GPRS and Wlan.

The service user can be authenticated thanks to login/password or with his SIM card
according to his profile.

The user profile will determine if the user has the possibility to activate Wlan application or if
he has to ask to the customer care to enable it.

A minimum credit can be dedicated to voice. If the account credit is under the threshold
limit, all the credit is dedicated to voice. If the account credit is upper the threshold limit, the
credit above this threshold can be dedicated to Wlan. This enables to make simultaneous
voice call and Wlan transaction on the same account.

4.5.4 Controlled Post-paid account for GPRS and Wlan

Controlled Postpaid are users with a maximum credit allowed per month. If a first threshold is
reached, a SMS or a mail warns the subscriber his allowance is near from the limit. If this limit is
reached, the transaction is cut off. Controlled Postpaid account can be use GPRS and /or
Wlan account.

Controlled postpaid has to be created by the customer care.

The service user can be authenticated thanks to his login /password or with SIM
authentication feature

45,5 External Post-paid account

These accounts are also named free postpaid, in opposition to controlled postpaid because
no threshold limit will be defined.

No creation online will be proposed for security reasons.

Authentication will be done only through login/password.

4.6 USER ACCOUNT WARNING MESSAGES

4.6.1 Activity period warning

This feature enable to send a warning to the service user at a pre-defined day-time defined
by the service provider (upper limit) before the end of activity period.
The thresholds are defined by the service provider in the account profile.
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The warning can be according to the operator choice an email, a SMS or an announcement

4.6.2 Inactivity period warning

This feature enables to send a warning to the service user when the service subscriber will try
to make a call or a transaction. This warning is sent to the service subscriber once at a pre-
defined date-time defined by the service provider (lower limit) before the end of inactivity
period.

The warning can be according to the operator choice an email, a SMS or an
announcement .

Warning announcement will be proposed only if the user has an a prepaid voice account
managed on alcatel SDP

4.7 USER ACCOUNT WARNING CREDIT

A credit warning can be sent to the service user at the end of the transaction by SMS or by
Mail if the account balance is less than an upper warning credit.

Note: The service provider can activate/deactivate the SMS or mail facility. (done at service
level). The SMS or Mail messages availability depends on the network configuration.

4.8 USER ACCOUNT RECHARGE

This feature enables the service user to recharge his account. The service user can recharge
using different recharge payment interface (USSD, DTMF via IVR menu, web management).
USSD and IVR menu will be available if the user has a prepaid voice account.

The web management interface proposed in standard is described in chapter 4.

Furthermore, the service user can use different way to recharge his account:

4.8.1 By the service provider,

To recharge his account, the service user can go directly to a commercial agency of the
service provider (e.g. the service user can pay directly in cash). In this case, the service
provider can recharge the account at service management level with positive deposit. The
recharge will be effective immediately and can be associated with activity, inactivity period
duration. The service provider can also make a deposit on the user account without
modifying activity/ inactivity period duration

4.8.2 Using scratch cards (vouchers).

To refill his account, the service user buys a scratch card. Generally, the scratch cards are
sold by commercial companies that have an agreement with the service provider. Scratch
cards of different amounts are accepted. The service user is guided by the application to
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enter the scratch card number. So, the amount of the scratch card is loaded on the service
user account. The database of scratch cards could be common with other Alcatel prepaid
service (voice, GPRS and WiIan). If the account is managed in time, the RTWL will convert the
voucher credit in time on the user account.

4.8.3 Through bank payment (optional)

The service user can recharge his account using his bank account thanks to the credit
interface application.

All the prepaid account introduced in this document ( multi application prepaid account or
dedicated prepaid account ) can be refilled by the service user.

4.9 USER ACCOUNT CREDIT INTERROGATION

The service user can use different way to consult his account credit

The service user can interrogate his account credit using different interface (SMS, USSD, and
DTMF via IVR menu web management).

SMS, USSD and IVR menu will be available if the user has a prepaid voice account.
The web management interface is proposed in standard as described in chapter 4.

4.10ROAMING

4.10.1 Roaming IN

4.10.1.1 Scope

When a user wants to logon a network different from the Home entity, the Visited operator
needs to control whether this customer is allowed to access the service. This implies to ensure
the customer is authenticated and then to check whether he is allowed to access the
requested service.

The RTWL enables to manage the roaming IN, so that an end user whose account is hosted
by another operator may open a wlan session on a hot spot managed by the RTWL
application.

To authorize this kind of call, the RTWL checks the user realm and forward and format the
authentication and authorisation requests to a remote Radius server (the one of the H-WISP).
Using this mechanism of Radius proxy, the V-WISP Radius does not need to have the whole list
of the potential roaming customers as it relies on the H-WISP Radius.

In case of roaming, a simplified treatment is performed at RTWL level. The RTWL keeps the
main information describing the wlan session and finally at the accounting stop request, it
generates an accounting ticket.

Rewriting radius request :
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To provide specific information to a distant AAA server the RTWL may insert special
information in the radius request. As standard behaviour, the RTWL can rewrite the access
request as indicating in the table below :

Radius request RTWL treatment

On access request Ability to rewrite some existing
parameter or to insert specific
vendor attribute.

On access accept Ability to modify some specific
vendor attribute.

Moreover the RTWL service enables to rewrite some specific parameters according to the
following interoperability agreements defined for instance by operators.

WIFI multi operator specifications

Radius request Wi-Mo

On access request Rewrite parameters :
NAS-Identifier
NAS-port-ID

Wi-Fi Alliance

Radius request Wi-Fi Alliance

On access request Insert specific Vendor Attribute :
Location-ID
Location-Name

On access accept Rewrite the logoff-URLs and
Redirection-Url specific vendor
attribute.

4.10.1.2 Procedure

1. The AC sends an access request to the RTWL, the AC is identified.

2. The RTWL service first checks that the access controller is well authenticated, within
the realm it detects that the user is a roamer. Then according to the operator it can
add some specific vendor attributes.

3. The proxy radius function forwards the access request to the distant AAA server.
4. The distant AAA server performs the authentication, the authorization and replies

sending an access accept. It can insert specific vendor attribute. In this case the RTWL
service intercepts the response, deletes the specific vendor attribute that can’t be
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interpret by the AC. The RTWL opens a session to keep the main information about this
call.

5. Then the radius Proxy radius forwards all the accounting request to the distant AAA
server, and notifies the RTWL service.

6. When the RTWL receives the accounting stop, it generates an accounting ticket.

4.10.2 Roaming OUT

4.10.2.1 General

The RTWL service manages the roaming OUT function. An end user hosted by the OSP
platform may open a wlan session on a hotspot managed by another operator.

In this case the end user initiates a connection on a hot spot, the access controller sends the
access request to its AAA server. This server detects that the user is hosted on another
platform, and therefore forwards the request to the AAA RTWL server.

Then the RTWL checks that the end user is authorized to open a roamed wlan session. If the
service user is authorized to roam, a specific charging is applied for this call. Otherwise, an
accept-reject is sent back to the local AAA server.

4.10.2.2 Procedure

1. The AC sends an access request to the local AAA server, it detects that the end user
is hosted on an other platform , also it forwards and format the request to the AAA
RTWL server. It can be done thanks to the realm included in the login.

2. The RTWL service first retrieves operator Identity

3. The home AAA server performs the authentication, the authorization and replies

sending an access accept. It can insert specific vendor attribute according to
operator VSAs.

4. Then the distant proxy radius forwards all the accounting request to the RTWL
service after CDR generation for later biling and settlement.

6. When the RTWL receives the accounting stop, it generates an accounting ticketand
send back an accounting response stop to the AAA visited.
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4.11RECONCILIATION

Reconciliation between parties involved can be made.

For each user transaction, some CDRs are produced to enable settlements between hotspot
provider and the payment suite operator.

The CDRs should integrate the following parameters in order to be able to make
reconciliation between the different parties involved.

Hotspot identity

Aggregator Identity
Payment suite operator

User identity ( MSISDN , login)
Volume

Duration ...

VVVVYYY

Dedicated CDRs in ASN-1format can be generated either by the proxy function for romers
IN , either by the RTWL for the users managed by the RTWL service

4.12HOTSPOT CENTRALIZED CONFIGURATION

The RTWL application also assures the authentication of the hot spot in order to avoid some
frauds at this level.

Each hot spot is declared inside the RTWL application and associated with an AC specific
configuration under the form of a list of AV.-pair depending on the capabilities of the NAS.
Also at the RTWL service level we can manage the following configuration 's parameters:

» define the access controler IP address,

» associate the access controller to a hot spot,

» define the authentication mechanism authorized for each access controller (PAP, CHAP,
SIM authentication),

» define the vendor-specific attributes supported by each access controller,

» define the value used for the interim update interval. During the access controller’s
authentication step, the RTWL specifies in the access accept that, between an
“accounting start” and an “accounting stop”, the access controller must send an interim
update interval every X seconds.

» define the value used for the session timeout. This value sent by the RTWL in the access
accept during the access controller’s authentication, means that the authentication is
available for this duration.

Every account can be associated to a hotspot enabling to dedicate a user to a single place.
Moreover the RTWL stores in database the following information about each hotspot :

» adescription in free text,

» the location type, in order to describe the type of hotspot location such as hotel, airport,
railway,...,

» alocation country code, identifying the country where is located the hotspot,
» the operator that managed this hotspot,
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» an agregator name, this parameter enables to identify a company that uses a the
operator network to connect its hot spot,

» aserving location, that identifies in full text the hot spot location.
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5 SERVICE USER SELF CARE

This feature enables the service user to manage his menu account via a web or Wap
interface. He connects to the management page that is hosted on the web server of the
OSP and authenticate himself with his login/password, with his password only for mobile users
if the WAP gateway inserts the MSISDN.

A timer will be defined for each service user management session.

The service user can select one of the following options:

Account creation,
Account interrogation,
Account recharge,
Password modification,
View the logs,

Change his language,
Change his email address

YVVYVYVVYVYY

5.1 ACCOUNT CREATION

The service user can create dedicated account using the existing database of scratch cards.
For that, after authentication, the user has to select the profile of account chosen, enters the
scratch card number and if the account creation succeeded, the service user will be
displayed the information relative to his account (account credit, account status,).

5.2 ACCOUNT INTERROGATION

This feature enables the service user to get his account credit information and the end date
of activity period. These information will be displayed to him after authentication when he
connects to the management menu through his web browser.

According to the account unit used, the account credit will be display in time or in currency.

5.3 ACCOUNT RECHARGE

The service user can recharge his account through the web management interface using
scratch cards.

5.4 PASSWORD MODIFICATION

This feature enables the service user to modify his password. To perform it, the service user will
have to enter his old and his new password on the corresponding web/Wap page. In case of
good entry, the service user will be informed that his transaction succeeded.

5.5 EMAIL MODIFICATION

This feature enables the service user to modify his email address. To perform it, the service
user will have to enter his old and new email address on the corresponding web page.
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5.6 LANGUAGE MODIFICATION

This feature enables the service user to modify his language. To perform it, the service user will
have to change it.

5.7 TRANSACTIONS LOG CONSULTATION

This feature enables the service user to have a view of his transactions.
The following information can be displayed to user
» the type of transaction made,

the date and time,

>

» the transaction cost,

> The transaction duration
>

The volume consumed if provided by the AC.

For account managed in currency :

Articles description Price Currenc Date Time
y
WLAN accounting description* | 119.08 EUR 02/12/2003 | 15:26:30
( total volume consumed in Bytes )

For account managed in time :

Articles description Duration Currenc Date Time
y
WLAN accounting description* | 00:23:12 Time 02/12/2003 | 15:26:30
( total volume consumed in Bytes)
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6 CHARGING AND RATING

6.1 CHARGING

The charging procedure consists in:

reserving a slice of credit

convert the credit in time or in volume

calculate the price per time unit thanks to the rating engine calculation

allocate the quota duration

Wait for the accounting stops from the access controller to charge the connection

YVVVYY

6.1.1 Credit reservation request

This procedure consists in requesting a credit reservation in the SDP for a given transaction.
All the credit can be booked or part of the credit. The main purpose of this procedure is to
allow several transactions open in parallel on the same account

For duration/ volume charging, the RTWL system determines through the rating engine the
credit slice to allocate.

During a WLAN session we can book a single volume/duration slice. When this
volume/duration slice runs out, the end user’s Wlan session is terminated. The RTWL uses the
encours mechanism to book this slice (in currency) on the SDP.

6.1.2 Volume / duration way of charging determination

An end user can be decrement according to the volume (download and/or upload) or
according to his wlan session duration. The way of charging depends on the user profile
» If the volume based button is set, then the user is charged on volume. In this case
the RTWL service computes a total volume that can be used by the end user. The
Download percent parameter indicates the percentage of authorized volume for
download compared to the total volume authorized. The last percent are the
authorized volume for upload.
» If the Time based button is set the user is charged on time,

The credit reservation procedure happens at session activation if the user browses on
charged web pages.

6.1.3 Tariff determination

The tariff is determined by the RTWL according to some key parameters either provided by
the Access controller (Nas Id...) or stored in the user database (Calendar, profile,).

Each time the RTWL service receives an access request, it computes the unit price per a unit
of volume/duration (if the authentication step succeeded). This rated price is computed
using the parameters defined in the rating parameters

6.1.4 Resource attribution
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According to the tariff determined, the RTWL should derive time / volume allocated and
sends it to the access controller. The resource attribution will be done for prepaid account
and controlled postpaid account.

6.2 RATING

The duration/ price or volume/ price calculated by the RTWL can depend on the following
parameters:

6.2.1 Profile of the users

The profile of the service user is checked at the beginning of a Wlan session to determine if
the session is authorized and more important to apply the relevant charging.

6.2.2 Calendar/Time band

The calendar and time is checked at the beginning of a Wlan session to apply the relevant
charging.

It will allow the operator to o apply a tariff policy depending the day of the week and
possibly have lower tariff for specific days as week-end or day off. It will also the operator to
configure easily the system to provide promotional period (e.g. Christmas period).

The operator has also the possibility to define peak/off-peak tariff during a day in order to

optimize the use of its network or to target specific market segment (young people,
businessman, ...).

6.2.3 Origin

The NA IP address is used to identify the access controller handling the WLAN session. Thus, it

enables to apply different kind of charging according to the hot spot the user is connected
from.
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7 STATISTICS MANAGEMENT

7.1 STATISTICS

Statistics service of the OSP collects information about:
> behavior of IN service users

» service performance

» operator activities

This information is made available to service provider operator by way of a consistent set of
reports. A report is a list of events representing pertinent situations to be reported to the
operator. During the transaction processing, events can be produced. These events are
grouped in a ticket and sent to the Statistics service at the end of the call.

The use of the Statistics service is dedicated to service provider(s). It is based on a
subscription mechanism. A subscription is a collection subsystem that keeps tracks of the
events in a set of counters. The counters set is stored at regular intervals in files, that can be
accessed later through operators command, to retrieve information from the files and
producing graphics on the PC.

There are four types of subscription:

» Normal :
Allows the operator to collect information on events and to display the results.

» Monitoring
A result is sent periodically to the GUI.

» Threshold detection
Allows the user to be warned by an email or an alarm if an event counter has reached a

defined threshold.
7.1.1 Service statistics (specific)

These statistics are captured via object database in contrary with the mechanism explained
in the previous chapter. The statistics are made available via operator command to create
the instance at the desired time and to view them. The service statistics object consists of the
following static or dynamic attributes:

7.1.2 Dynamic attributes

» Financial attributes

= Total remaining credit on all the account

= Credit used on all the account during the month
= Total credit lost

» Account states statistics
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Total number of prepaid users

Number of users in valid states

Number of users in active states

Number of users in inactive states

Number of users in deactivated states

Number of users in blocked states

Number of users in recharged suspended states
Number of new users activated during the day
Voucher statistics

Total number of vouchers

Total number of voucher used

Total number of voucher suspended

Static attributes

Account profile
Account profile name,

Total number of users,

WLAN session Result.

OK : wlan session

NOK radius info : invalid/unexpected radius request

NOK authentication scheme . invalid/unexpected authent scheme
NOK authentication : authent failed

NOK authorization : authorization failed

NOK user : unknown user

NOK intern. sess. error : session error ( Nno more, creation error, dpe
dialog timeout ...)

NOK AC timeout : no accounting request received from the AC
NOK other : any other error

Successful / unsuccessful access request
OK access :access request accepted

NOK access : access request refused

List of counters provided by the service relative to Credit usage

Mean credit used during a call
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Total amount of credit used

List of counters provided by the service relative to session duration

Mean time used during a call

Counter according to the account type
Number of successful prepaid session
Number of successful postpaid session

Number of successful external postpaid session

Roaming counter
Number of successful roamer IN session

Number of successful roamer OUT session

Counters relative to the agregator

Number of session per aggregator

Counter relative to the charging type
Number session charged on volume

Number of session charge on time

Counter relative to the authentication type

Number of session authenticated by Sim card

Number of session authenticated by login password

Voucher profile
Refill amount,
Total number of voucher,

Total number of voucher used
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8 BONUS

8.1 SPECIAL PROMOTION

Alcatel product offers the possibility to build rapidly promotional campaign (e.g for
Christmas, ...) without modifying existing prepaid packages/voucher already launched in
the distribution channel.

The operator may define, per profile basis, a period for which every prepaid activation will
generate automatically an extra initial credit. Same facility for refill during this promotional

period is offered. The value of this extra credit depends on the prepaid account/voucher
profile.

8.2 LOYALTY REWARD

To avoid churn, Alcatel product may offer the possibility to provide credit bonus to users at
the anniversary date (or any periodic duration : e.g every X months) of its account activation.
The bonus attribution may depend on the profile of the user and the consumption of the user.
Indeed the operator has the possibility to attribute the bonus only in case the credit
consumption during the year (or every X month) is above a certain threshold.

With such a tool, the user is incited to keep the same prepaid account all around the years
(periodic duration) and to have a certain level of communication.

8.3 HEAVY USER REWARD

To increase revenue per user, Alcatel product enables to encourage important consumption
by distributing credit bonus for Heavy users.

Indeed, the service provider may decide to attribute automatically a bonus to a service user
when he has reload for more than a certain number of time during a certain period.

The bonus attribution may depend on the profile of the user, the frequency of the refill but
also on the refill amount.

With such a tool, the user is incited to recharge regularly and to use voucher with high credit
value to benefit from important bonus.

8.4 ACTIVE USER REWARD

The interest of every operator is to increase the number of active users and avoid too long
inactive period. Alcatel product enables to encourage people to recharge quickly when the
activity period is exceeded. The end user receives credit bonus if he recharges less than X
days after becoming inactive.

The bonus attribution depends on the profile of the user.
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ANNEX 1 : RTWL 2.1 SERVICE FEATURES LIST

RTWL 2.1

Type accounts managed

- Dedicated Wlan prepaid account in currency
- Dedicated Wlan prepaid account in time

- Multiple application prepaid account

- Multiple Cost control postpaid account

- external postpaid account

Account creation

-creation via SMS to premium number

-creation with scratch card number through web
management

- creation via customer care

Account authentication mode
Web based username / password
Sim based authentication over 802.1x

: 8BA 37880 0000 PTZZA Ed. 01

Authorization
Accounting

Bonus

Tesplate ref.

Charging unit
-time
-volume

Rating parameters
-Profile
-Time-band

-Origin ( NAS IP adress)

Web management
Change login password
Account interrogation
Account creation
Account refill

Change language
Account recharge

Reconciliation

Statistics

Proxy function

Roaming
- roaming operator
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- roaming Hotspots \
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