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RSN EABEZHREARTRAUBAAESTANIZEEHALE
AR BERZERATHEAUGAE LB E ST HLBRESNS
% EREFPERMEH I ZZHE -

KA F] John DeRidder % 77 B diibm Rt E % AN PiE
FRIREEE (£ R telwg20/LGS/09) - Mr. DeRidder % 7~ » B %
FEIMHHRHBAE BERABREIRE T35 R XAKEY L E
RARERBFA"EREEHARARRE - B8 BHRESS
B BARMEFHOHENEERERBRARREETEZLTE
dit M ARERIERAUI AR T ZRAEMILYE > TH
BREESGEBHELABILZIARARSATRAGEE - HHR
LB B -G BHMAKEGTER WIO RSB AHH HEHBENZ
TlEuE -
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RAPIE BRI S S B FE B 44 » 3% APEC TEL k&
I EET - LSG RIERTALEBIBHGHBTRER
$FEzEE -

LSG B AN EE LRI NBREEEE A REEEIIAE
MY BPEALLBER R TR ALY B » B
%A BB EFE R L9 WTO-LSG B &84 iy F £ %
TFEEEHEHOEHRENRERBE T T @ ZARHAL

BEARKMBMEHRAFELEEEZNTS  ERARGREES
B—PHEEER  FRREIBEFER  HAHRESG TR - &
RSB A B RAR APEC X THFRE > RER KW BAE -

. AR OPER BT - R85 5 48 Bk ik (Effective
Compliance and Enforcement-Draft Guidelines and Practices)

Wik BARAP A ET-EREGHFSATRT Z" XHE
£ (4R telwg29/LSG/08) » X 3.8 14 ¥ i > e ¥ /e iE §
RBRRESCHERBI IR ORRBARERASGIEETRF
Z EBRBERAR -

- F2HEEXHOLHERTRRANE £ 4L TEL 30 €3
TRE S EERAZBEFHHR&ERAIN G4 TEL3 855
K TEL 3277 > 45 B 5 4+ R B 368 A 545484k TELMIN 6 3f & 435

>
S

. EEAOY¥®EB(VPN)ER RS L E @

B fE INTUG A2 4R 2 telwg29/L.SG/03 %> F) 854 8 B BT — 4%
WHEINGN)H € ZREK > B - mEA - FH - KE-#R8 -
2B AN INTUG B4 2 a8 & £/ @

(1) FIEXRICHFRIEREFAZRAEEL  ULEERD
¥wWus s APEC 8@ BHMEZEMNEH  HHAANTER
TRPYEFRE -

(2) BERASANSTEL S8 HEBBMEA > UE LI L5085
BEAMHENM-

(3) % H#E% TEL30> 83 ZHM NGN#F € R £
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(=) B
1. BEE3PHAE

L 4% o B TP B A8 91 4k 3% 3t it £ (Regulatory Skills Training Design
Project) &R > 3t EAREE — AP L R HITRBLIRE L - X
HEABERBIERZTE > QEFAGRER - T 258
f ~ 3%~ AE - PR FHMBA -

DR EMEER R AKEPHKRERER > EAFABERGMEAK
REARB R B HEREE R ITR A @9k E4E -  PRERBHEESE
IREOIELN » BHFOIFLAIIGREHRT -

ENKRRIAEZELEN  BEANFAGNKEA S HRDSG &) Rl4=K
Mr. Leo van Neuren 2t L % -

2. &%

INTUG(Ms. Rosemary Sinclair) #o % B(Joe Welch, MCI)#f 3% &2 #&
HVF B3R a8 (OECD)#u APEC & BBz S8 &% - RHOHH
BIBARERBET  SEEBRHANIREEZZITEABAZE
M-
ERTBIETIHOAL > AREHFPRBREEHALRR4E
e REs > RECERAFARAEARLHMEEREDNY S
F o AREBRBEREESETRBEISKEAHENRED 2HRG
W IR T 035 WIE E IR -
MREERARFOERET  FRBREKRE Z7FB > B
EXERUBRALES - 48 hodt > BEIRHM - SR EF2BEN
BRI BMEe £ -
A RAREMPARAZ T RBRBAMZRE SHTE
BALAB—BAEER AEBBAERBKRRZERY AT #
TARRARFECBZEHBEA N RBRAZIEFH -
® F 4 F % 3t £ (Leased Line Information Gathering Project)
LSG FIENT—ReHRFakE £ o — P4 hiEa
AT TUAENQBAMREGEHRBREBELA
HEIERGES) ARREEERAETN  ARAFREARL
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BT EAAEN A EAGE b N ARETURAEEE
MRGEE - F5EFEBE EwAst T8 INTUG £ E#R
AT QIERN-FHh - KK PR -BLA- LBRAHH -

(m)~ 3 EFHIRE

1.

MRA % %) %48 € 3 38 % (MRA Task Force Report)

MRA % £/ ¥ % €315 W (telwg29/LSG/17) - B 7T % & 3
ERAE XRBEREALERLBEAE -

PR AMEENSQ004)F 2 A4 TEL /B N EREAALAFE 8
BATHRE PR XRETHEN ik ASEAN Z ZEHTiE
A —PeERZAETE -BESFRA ¥4 17 BEEEELH
MRA % —FBERZ 47 > 5 BR L L8 MRA £ —BEZHAT -
BIEREHOMRA TLATSRE XL ERMATHARERT -
BATHABLARBEZENTEXBEFONITFEEF LG AP
REHEBEERANAEZABEAT Bt BAAE R/ A% ERIT
TR EEREIMLE  2HASHAE UGN E
MRA TTiAHz#E 4% - FE ) afFRaatEdla
(LSG) » BB AR IA(TELREANEBAELSREEER
& ¥3E ¢ 3% (TELMING)# b 37 MRA Z 32 F & & 4% -
F—R MRA &% /€3£ TEL30 AT 8T > L0 FEE
H—REM-_RFERFMHEAE UHHEFRMRAE — _BK
BEOHIT - BB EFEREEENEAHEFSEIMTEL2 €3 %
WP HE -
A.MRA P&t 2R
MM 3R4 HRDSG MRA # — & a4kt 3t R P47
B o M E Mr. Neuren Fo 7 £ 4t AR 3zt — @R 5 AL
o BMEAMAERE  LERITE —RAEOERREERN
B A MRA B PRIk T £ 84T -
B. MRA %412 4 44845

MRAMS 2 4 CEXEEBR L EEHB&ER  MELA
¥ RE_PRREERHEE I M Annexes I to IV
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*ﬁz?&ﬁ%ﬂ~mﬁ BHIEEEBRBMREN - A
RAFHESRAAE ERFHRREMHFTIZIV LR
B e 4R R AF B ﬂﬁﬂMrNMmﬁAéﬂﬁ’uﬂme
ZHATc BN MRAMS A — B &3t E > A AETEHEA &

REMBERAEER DELREBWMBHFELEER
HEHHEE LI - i BEHRE ZEBREEHER
BEH & PEEFIREN APEC @3b3%3t — 24 ¥ 8 - &
BUEZRLAREBEABRAMB/IZEIVEHER®EE -
ERATHA APEC R EZ R BB EZTiH% BIEH
E

C. ERFEFRMEMNE

B4R % d TILF & & 32 A3+ & £ ¥ & Colony Park Group
A HAFE N B EEROR T T RBRERIT 4]
ZIBRAE - BHT—EBMRAREZHMEIA HFéa
408 %3 932 APEC-APT B 4513t & - 553t 45 324t —
BRAREZFHEBRLZESEFT -

(B)~ M ERER
RAEVMITERRAPEC K448 £ A8 E8E &
BREEAMZEE -
LSG E] &E# TEL30 BB —35 NGN st € 2R £ » #4F MRA
R AR EFE R EHEFR -

()~ £R4TEHE
BHEARELSG BATHR L EEMARS > A RFEEERN -E 5
B BEBBSEAPRN - e VHERTH TR RMEIEMKL
g BRT RGBT BTRA -

() £ FgE

BEANRCTHRERY  RBBASHAITH LA FLE R THFT -
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=~ 44kngHEEoa (DCSG) #4

(DCSG & #0284 http://www.apectel29.gov.hk/documents.html
#Development )

DCSG # 3.8 £ 45 3 % A Ms. Diane Steinour £45> S| Z £ A (F# 4
b BHEAEN  TRAMRSRHKR) HEFEAREHR -
(—)s=mF3R

1\

TEL #4x 3% % 7% ( TEL Digital Divide Activities )
(X 43 © telwg29/DCSG/07, 08, 09)

F o 3% £ 478 & B (Digital Divide Blueprint for Action) ; #
8,4 =18 x4 : TEL ;&% 4% (Matrix of TEL Activities ) ~ H 4
2848 M E$ 35 (External Stocktake 2003-2004) ~ 43S 4%
B/ & R %3t (Monitoring Internet Access) °

VBB A EY TEL MR MBIEEMEHRE N
R REA S £ RIE AR AT R ERA ICT ¥
RiERz B 42 (B 2000 £ 2005 44248 PR 485 BB A O pR,
REA4 0 R 2010 FATRESEHEBRZAMAFRYRR A AR
WBEREE ) BHERBNEEE D TEL KERHKT
TELLMING & 3% °

DCSG 8| B EARLE L ZAXHZEXEHER  BHLEL
R MG ERBEARBRENEH -
TEL B3 %%

BBEBRXTIHEBRARYE T TELMING €35 0 FRZHARIL—
dE M AERIT-HRETHEZEZIZRMEELE  wE
A -#BE- AR 2T TEELELRTRAESRMAZAR
Bt BEEEPH DCSG €4 R & @ SRS R\ BT
BREMABER -

TF — % #88(NGN) £ TEL
# M £ R3S T TEL €3#% 85 & LSG £ DCSG 3 B #9
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NGN #t3¢ & —F > DCSG iRk MF%2 % > 2R AR BBL
3t £ 32 £(IPv6 & Cyber Infrastructure)3j #1 NGN & £ X
A B -

(ZD)FERTF — T REWAREA
Aot d P ¥ &bikE TIPv6 2 E HA(The IPV6
Deployment Status in Chinese Taipei) ; ( X #4435 DCSG/11a)
b B A MERE TS aa R Bz IPv6 25 & (IPv6 Development of
Research and Academic Community in China) ; ( X #F % %%
DCSG/25)~ #d 3k % "xDSL & NGN 432 % (Implementation
of xXDSL Network and NGN Network) ; ( x4 4 %% DCSG/02) -

(£)DCSG 3t %
T~ M3t ERAFFRE

¢y

)

3)

& 3% F Bl 49 28 Boeld 22 3% 3t £ (Regional Cyber-
Infrastructure)(3# B) ( X # % 3% DCSG/23a)

A3t EERARESEFERBETEZAE > BTN
TEL30 & TEL32 3R &89 — 35 @m3t & - 33t 4
¥ 35 APEC £ &R £48) £ 4 20,000 7t - DCSG F) & i@
@ E -

APEC 1Pv6 %1% /& A =+ £ (Killer Applications for APEC IPv6
Environment Project Proposal)( ¥ # 4 3b) ( X435k
DCSG/11)

AT HRBAITHENICIIPv Atz yraz B LEE
B R AT AR Y 0 5 A8 APEC S &K 8 R B IPv6 &
HRRAZME4E > LR R EZREAZAEIRE  +E
RELIERMIAN G AEARARHE R4 - St E
FA3TH TEL31 €K 05 547 IPv6 #3¢ & » 34 F 3% APEC
BB A 24BN E 4 20,000 T o 3 E % DCSG 88 o
APEC & -+(APEC e-Inclusion : Bridging the Digital Divide)
(hgEKR) (X #4%3%E DCSG/15)

A ERITRMAN L ETRAEAR 0 UEREH MG
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R RR 2 G EE B B REALTAARNEMEE
BAY  URERBA—RARIALTLE -

A3t ERKRB  DCSG RB B EF AN TREHRE - £
T FXHAE0E PEGIR > 8 b @ B oAt
EX TR

2~ #ATTSE

ARDCSG €N EEEBES ' ARARBITPHETRALM
FREERERR - FRBITTHEZTOREFR
http://www.apectel29.gov.hk/ documents.html#Development °

= - WHRHRAS B (BFSG) %
(=)~ Mz

¢4 4 BFSG 7 % A Yong-Suk Lee R 3FBiIP R SFER ML &K & &
WY RFBRASGH - B0 5N L4845 &) 2 £ A Dr. Frank
March & #%d $ Mr. Tran Quang Cuong R B E A

(=) ~BFSG =%

1. eSTG & CERT #3t € © F:MR4 /4 £/§ Mr. David Hickman 32
BB AT RIS N AR T RS - B KBFSG A
FERTERZIEHHE BARLS TELTY ) A TERR
2EHEME M, (CSIRT) » £FhFEEEETEM  Ei &L BFSG
Fl &M TR TEL €3 > BHMAIXHOEFRIETH -

BFSG £ %M €2 RERRE » X FEN TEL30 BHLRXZ
EFRemesh-

2. EFALHEGFH 4 & PECC X % Prof. Obi 324k Bi# & BFSG #2
HRDSG Ff &-4F Z 3% kA3 2T Bsramtst M & mah
BFSG Z & A#Z KX E A APEC TEL 2 55 /a1 ah st
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_%2 °

BFSG # % #3424 % -
()~ #MHHE: £ -
(w)~ BATRAT V695t &

1. E-FAuEUR T4 F £ (e-Government Work Program) : 3% 7 3% 4 B #>
ZEWEE > BEFUBRARERE— P B ANEHRZ
A TBA -

2. RIBAEZHBHESEFCESG  AZEHERAN -#R - 25
T RERAREEEMERRE - RAMAEHTTHATZ
¥ H4% - BFSG 3% b— 4% -

3. EFALBUF AN BRME-E F1b K% 958 (e-University Network
in HRD for e-Government)(# B/PECC) : & £ 78 & PECC X % Prof.
ObiRMAEXER  TELERN G PRBRTHAZLERAAPEC
AN BB RE A a(HRDWG) 4 X -

4. APECebXML #t3t & ' HBRLEHLMANEFHEN > £ % BMC
REFTHZESRETEIEMF L RJARTENSF
721-23 B 28457353t € - BFSG4E2 h—3% > BEALHK
BEBBEBEHLMA -

5. 23k B2B 7 i%(Global B2B Interoperability)(2 Bl) : AOEMA ##
AEXRENY DA IARERCARRLL2ARZEE - A

6. 3 4ortit € (Awareness Seminars) : #¢ F -k TEL € 3% A [F  AOEMA
¥ONTREBRERASRIT _GMEE ) RE®RZ - KER
TR

7. 493k B (Website Accessibility) @ /&M By 4E 4 &9 APEC B EZ & » #F
FRZHEFE4 A APECEHE LA - AEBFHL -
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8.

E FE#4F 2 5 4 3% 35 (e-mail practice for a culture of
security)(AOEMA) : ACEMA # B Al At Ex T - #AUFHE
BARATPNETHAEAREREPEA email 2 &% - KREHFHE

r‘ic

9. APEC TEL #93 4 3# (APEC TEL WG Website Maintenance) : &

EKBFSGHAG PHAMAEBEBBATEXHEEZ AL L
L EREFRYILE R - BESGHNA R PREZARNR -

() -HARERATE

1.

RN A R SPAM # & 2 A & (Australia’s Role in Combating
SPAM) : MM RZRITEB BR TR ETH4HZSH -

2. B A& K SPAM Z ;& #)(Anti-spam activity in Japan) : B K343 B

HARBREFEHAZ T X - MRS RABR R IHAAALEH
2 B R > INTUG RI ER4 ABRPIRA ey TR M -

B A& BFSG i £ EF B #45 N QECSG) i H > 8
A BRER HHABTEARNES

(X))~ A EH

1.

I AR

(1) BFSGZE AL ER M A RBIZ T MG ER Hilkip
EFREET BB BIBEARNATEEXTEL 2 &84S
NRZBES—E R BHNRRIABE - BEA
REBP&R-F ¥ B R4 5 48 BFSG A £ R ey
WA OFEHMEE - BHEEA - X4t - RFID $9[S 4042
2% - EFHBRAERR  BERPSBRAP IO EZ @R
REHEFA -

(2) kRt —F o APEC B A2 MG RT O -

(3) WM& BEF M2 E = F APEC & FLHA %R it &
0 FS A AE SR RAT  BFSG @ A R 4L a3 $R
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TEL T4/ ax Xk 4m3%4e > TEL AR AF3H35 e 8
)-8

2. MNEFRDHENMBSEE  AMARAREY "T@RILEE
FRPUEENBETE ) RATATHERE B AASEEBET
—H—R BB REWE —BEREAR AFEE KER
B ST AAERREAEFEEMES
SRR % - IS EEFRAE -
MAT—REBZHM: AR ERBERFELSE SR
TFT-REBZHFAMNTHERE > ARECHENTE TEL €348
ATF—REBZ THERTE  BEAFiEKE K BFSG #4554k
&0tk RAHRENE P AT b — AR 8 R 4A(broadband) &
&G (wireless)Z #tit € 45 5 Bt "BFSG ZEAZBBRAEFT &
2 KBFSG il A% B AEERLELRAZIEN HEHh
5& o

3. BEAI L BFSGREREFTRTEEELENINERBTER
A MR TELMINS S k55 PR 8 a1 -

W~ ANBERAZEHRF o4 (HRDSG) #4%
()t ERE
L~ EFAuEAF AN FRMAE- EFIuR LM% £ (e-University

Network in HRD for e-Government)
Rt EF —PEBAe B TEL27 2003 £ 3 A HRB\ZEFEK -
2003 4 AEAAZBRUGRML 22 Eh AR E 1M
B2003 498 128%2004 4538118 - xmEfpaisa
A& JICA ~ &B TOT Academy > % & & TOT - CAT ~ PTD ~
NECTEC ~ AIT & MICT 20 18 & B & 2 5 ho, L2k 322 A
ARF S BEEZUBRBRAMNGRFERLEAR - JHEFE WK
RBaFEBR B FEE - HHRAHE S BeEEERL
Bl 481 > #433] 2004 & APEC ¥ = A 4481 £ 4 66,700 7T »
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2\

% &5 B K Waseda University, ITU-CoE & H 4 % 8148 5 24 44 8 £
4 120,000 7042 & 1 8h $147 - SOM & ] & B A& Waseda University
1548 B AR K 75 #9182 A “APEC e-Government Research Center” %
BRI o Rt E 4L 2004 5 AR AFH TEL2) AW EF1ib
R e BEFR2E o Fd B AR IICAESR LB #ME
TAHERE -8 AHGPR 9 AHMA  BALEE - Eop
BFERN 2004 5 12 A TR B =S BAFH 2005 £ 1 A B -

APEC MRA # =P ##.47-HRD 3|4 3t % (APEC-MRA HRD
Project: Training Program Design for Phase II Implementation)
AHENEEAHEITIRERSH > BRRHRD FHME > 4o
it~ SR L DIkHHF > k4T APEC TEL MRA %=
Pefk o MR EARE WP RIHEC TR L EF A TEL29 L
) & @ AR 4 R84 TEL30 42 B - K3t T AL 7 2004
# 2 ATAE 2004 9 ARA 53] APEC ¥ A B £ 4
18,000 T -

PN A ¥ S 438 5 2 91 4t £ (SME Internet Safety Training
Program)

At E 145 R 249 (Safety Net)E M4 » ¥ APEC & &
A NPT R AL PIRAE T D4R DR P FAF Ao 5800 B I &
¥ R %4> ¥ (small and micro enterprises) T #2335 B FE L
GfraFufze GEdRESE  RetE - FAE% - AW
PATZATEME -
BAHREREAFZENEFBEIRERERAES - K3t
FAe s 2003 £ 3 AR 2004 4 A & R 458 APEC 24
&#i8h %4 20,000 7T -

At E B RFRARVER PDF TH B F @R - F# 6 ERE
W P RETREL BT RAF L CEERSE, AHARE
BRI EERBRERDE S LERELR -
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~ APEC % 8 #A13 & B %53 £ (APEC Smart Community

Development Project)

A3t E R KA E K324 TEL30 # o3k B ¥ R A3t 48314
BAMGEHET ERRAME AR ERETNECEN TR
HERNBEAETRAMNE - BEFEANE - RELBHE
7 APEC %5 BRI & B3 & -

At £ % — Rust & s R TEL30 HRDSG F #5484 > 4%
RAESEER  REABRITHREAARNETITHG RS
;g- o

At AL 2003 £ 3 AFARL 2004 4 4 B & %0458 APEC &
SR SHBYE 4 30,000 T e

B 39 % 4% 9 3% 313t £ (Regulatory Training Design Project )
A EHBCGIREMH HHSBLENEERE KA D
EER MR F T2 HRD F K EHFIREMAR -
AFNZCHARLE HHUHBIENRBBERTHAMFRIEAN
BITZHRSMRFECHTEREERRES A AL E -
QA d MR AN T ZIREH - Lo TRE GBI
BtEREHREE -

At E A 2003 F 12 A T2 2004 45 A 4 % .45 8] APEC ¥
J A B E 4 18,250 T -

- TEL & F & & se42 # 3+ £ (TEL e-Commerce Skills Standard

Project)

AHENREARBIETHHRHABRERE S wEAR
BIEFE KM FH - PREABBEER -

A3t ER 2003 FRAA ARG ERBMETHHERBEBRERE,
AIEHEMRE RBRRENIHSAGEEREITTHY
BREREFS HKAZTHEN e - BEFHHHAE

32



EARCEANRRABIE G5 REH % -

~ API 41 < A J1 B R B % 3+ £ (Human Resource Development

Program of APII Cooperation Center)

AN ZHEGHARTERIrFEEIBNM K LG g il
e B AN ERMBELE -

A#E -  OHEHMZBARETRRIEGCANETRMEH 2
( International information and telecommunication human resource
development program) *» B KX T — KR ERZ A B3t £
Fellowship program for next generation telecom leaders °

4 2003 i MR A MR TR AN BRAE T EHRHE 12
AFREBRRIR 139 A H P 60%R B APEC € B 48858 F)oF »
%%zTﬂﬁﬁfﬁﬁ%#ﬁi 70%% Bk E APEC # B4
AR -

Azt £ EFH T £ 4 nk<http://www.apiicc.org> B 4F -

£t J& 7 9 4k 24 B ¥ & 5T £ (Vendor Training Material Database
and Information Technology Awareness, Training and Education
Materials)

FBEARARLSAFZEETEHN TALAEN LRIF, 2@
http://apec.isu.edu’ # #3F L L HEBREE S HH ALY T EHE,
4o A B # T 1% 3% $lapec@cob.isu.edu. § 48 o SR K F A HOE At
ERLBEABARIANCHIANTREHREEL - HRAPESLIL
REPHNEAFELPESET RS ZFRIEAARE S - ZEAXR
THEARENARLEE BTLSEEBERRMESEN -

B MALATHF AT # % W (EQuPACT: An Alliance for IT Literacy
and Skills Development )

PECC # 4 B A7 sb3t £ 2 B & : EQuPACT,TRIO & B B 8] %7

BRTHASEICT Ea 4 i e Y RAFBEER
‘,‘/‘FO
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BEAREANEERFNE AR CEMZRFRSIR LS
# o

10 ~ &1z & 345338 (Telecoms Info Technology Forum, TIF)
AHEONRBEHBATRERGEAEREY  HYREE -

(=)t &
1~ EE¥¥ 9|4k 3h47 31 £ (Regulatory Training Implementation Project)

A EHIATIRER - S84 B S M B TR (regulatory
agency) » X F 94k B 3¥ A B (regulatory staffs)if B @B FF
32 &-F84E /1 » ©.3% compliance monitoring, enforcement,

publiccommunication, inquiry, investigation, arbitration °

2~ APEC # & FARFH i & ¥ < % & 3+ £ (APEC Telecenter
Development Program)

AFETEXS2G4AHBEBRHATES LD SEIRER A% £ 4T
% 4% APEC #Ma# & ¥ w(ADOC)Z ET ek - RAI
EHEBE R IESHEIR  EAM T EHRRERG S
Wik ANF _MRENGERTEENR (RS wE) 2ER
EENRBIERE T < -

3~ P& AR E M E Wi-Fi i &3 £ (Wi-Fi Connectivity in Rural and
Remote Communities)

A EOFEAMERUE L — A E B R BEBE
@_ °
CRERBBRPIPURPEHE B ER R ELBEFELN T EL—
B OHWRETEESR BRI KERARALBEZHR
% EmBERARL—FERE -

B~ RK I agBRAMEE

(B3t & B X B {44t http://www.apectel29.gov.hk./
doucuments.html)

— - BERAMRIE ST L3834 T 4 (Incident Response & Forensics
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Workshop)

GBAM S BATHR  bE

THMARRERTRER ST &
2004 =3 A 21 A
FAERERE T v F4% (Hong
Kong Convention and Exhibition
Center(HKCEC))

PHEABEM - HWA L @ HEE ZROIE i
o mHEg Fk Httw
® HMEé& FEH BHAX
0 RAEXFALLER TREHE EFE#
e REH ¥ tiEE
o IHREEM Bk KkE
HEeEAB(HEEETEGEO HATwESER AR EEET -
BRKBHSE) ® A -BHEFT -HEFHEE XK
EhHRaENEREBE CEEE
BRRBESE -
FHIH EERA AREHREZRLEENX CERT 4%
B E R REATH T -

ETRHB2ER

1.

TRBEFTRRA - MPREHR
® XHERMMRAN | WEHER
ZEARERRAEEZ IR
B> BERERRBLSEFRAR
& A B 3 RBERMEB 2R
BEEBBAMERRS L2

ggo

@ FRBAFIZAEERAZIHR
ARAIER - o D BREHERES
BRAEBZREHRA ©E
BBALEBBBBHRIZET TR
BZAENBANABRRE -

® ZXIATEP] - BAnik CERT 2
PoEERZ A BRSELS
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HNEBRR L A4 ¥
¥ BAREREZEREY
BB MEFASREFTRZIRK
FEEE O BB E R AR AR
B BT RN BILEE
HEFz o

® 235 CERT ¥ mwBEAEHE N
% ; #3 APCERT % CERT ¥
25944 % 1 (POC) ; 32 3 APCERT
MEBRRAZ K EHEREE
BAMSE > UHFHRELRE -

® APCERT X /% Graham 2 3§ & 4@ %
XA BAZ CERT &4 4 e
APCERT % - £3# £ H
CERT/CC #. %1% 8h -

2. 2#B%8)TF—E(APEC TEL30)— %
ZHEE EEHAA CSIRTs &
Wireless 424~ o

ARGATHABREATCEB BT e AHLB200 A H PR
B APEC 4 BEHMK A4 100 A > ki b RB8HREMR (X8
B BEN) SARGE R R AMER 0 AR LB EARIEE S
Pz ik ENRA GG S Iw ABAZB 100 A -

AEETCIBZENALEI APEC @Bz MABT ML Y B2 S
o> RAEBEEEENEAAAL CERT #EMARABRAZ IS EH
W B F4EE 2 % (Forensics) kM T B2 5 A -

HBFAERTENENEE LT LA TNELREARE
i~ BB LENBRYSE  AEERRTELEGHRIABRSLE » E4F
BHRHBRETALLRARASEZIER -

B3 H 3 3R ¥ CERT -~ Forensics B A& H Moy &% 9 > TRIT
J& 3% € (Panel Discussion) * & T RERME » T 2 FLR4Fo T -
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EAEN © &0 FMBERAIT)ERA F e & 2 A d iy
CERT : ¥t 5 &% CERT &5

EHEBE EABEETH RN EEHER 2 CERT 4 %
LB TR
BREZEMMSET -
(=) ~ A MM ERE T
1.7 B A X % #& © Guidelines on the Management of IT Evidence

2.3 HE N - Ajoy Ghosh > /=B F 4L University of Technology » &% +
—HTHRLRAR - BENRLRABALZIER - BASFHALATANG
Standard Australia’s Handbook 171 : Guidelines on the Management of IT
Evidence X 4 -

IAEBE -

AHREZLARARMNZTALSH ZHEFE R Standard Australia’s
Handbook 171 : Guidelines on the Management of IT Evidence X # » IT &
BITHA-—BEMAFRZEE > AhRFTIHE - TR ENAL
BG LRAFEZAOFEA  CHERER  EARIGFEATERNT
FHEFARGEER - AXMSLKEF 246088 X BLEARG S X
E i

L3%H

A 4R P 5 A 3% Handbook TR KB sl AR ARMAE L BT RERT R
EZBMEEZEE -

()~ EHER-FTEELBELR
178 B % X % 48 - Computer Forensics- The need for diverse Tools

2.8 & M &  Paul Jackson, Hong-Kong Police, The Government of
HKSAR: 1988 £ A2 TR HLEREE R WATBET TR RMAER
WIE AERBRBRRIVGMEABZAN RS > LHLZTHE
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BXHERRESN  LERBEFERERSE M BB A%—ﬁ@ A
ShE AR DItk 0 B R B BS 4 Law Enforcement Agency Z A & 3

ggi o
. RERE

TRERBREITRELSEHAEI AN TEAEBZFTHRAL
R RBRLEFTEEZRI - LHELREGEBIERTHE > T H—18
BRI ATHMAENZER I AEA-RA L EFATREEERL
AL BT AN TAHA -

® {hA LA Internet Streaming video

® 547 Internet B ¥ 4%

o KERIEMTIE

® JriE Windows $E 52 45

EWXBRMBMASAF > TEAREXITNEALHARES -
4, F A -

ABHRAZH S TRERGZRARF\[EMEIETRERTRTZAAME
B2 5% o

(2)~ BREEH FHE T w-8 KRARKRFE

1.78 B 3t X % #8 : ISAC-Current Activities and Future Plans

2.3 FE N8  Koji Nakao ' EBEBN B AT TR ER M T -
3RERE:

BAN2002 + 2 EER X ISPRRARBRELFHAES FHES
M Z Ml o

Telcom-ISAC Japan 35 #&

1. 2003 43 et portal 3532 ISP B2 ST @MARER
AHZ BB R BN E
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2. & portal 4835 324% & % & % F A Telcom-ISAC Japan 4k & A%

3. BEIFHALEALYL b AL ISP 2 F Wide-area Monitoring system
2 EHRE Sensor BEH R EBRFAED A ISP TRFH - RFEHE
J& Incident Handling System °

4. 2003 AR I 3B A HHH P
5. 2003 ##e3 3 # JPCERT/CC > NIRT - Telcom-ISAC Korea & ¥ 4%
6. 3231 Telcom-ISAC Japan %38 » #H#& B P HERALEF £

8 3T Telcom-ISAC Japan % #; €, & portal 4935t E M A G EF M > ERN
MRS EESSN TR 2004 £+ B B A S%HF K& o Telcom-
ISAC Japan #1 B & B ) % NIRT $2 JPCERT/CC % #7144 - Telcom-ISAC
Japan $1 £ B & 3% Bl % Telcom-ISAC B 45 5-1% -

4.3 %K 6
Telcom-ISAC Japan < 4% £ Bl 3 3 NSOC 2 £ -

(m) > ERERTAALTHLEAS

1.48 B % X % #8 ' Computer Forensics as a tool for Criminal Investigation

2.3 £ -8 : Collines Leung, Hong Kong Police, The Government of
HKSAR > k£ A FBE I HERLENRIFIALER > ARV ERBETLE
HEH TR TASE MBS R VKR - 2002 FREEIEERREAEE AR
(International Organization Crime Evidence, IOCE)$i47 & - 2004 i %
CISSP 3% -
3.NERE

AREIERMOS  ERLREEANE THREBREAE - BB
EWz AR EREST TFER - TRERTKREN - FHE
Rdsikz R R R R ZHBH -

THRC X AR °
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1 JEREXAER (BE)

2. fFAIE

3. BREZAFTRSHERBIRAFR

4. HEIMEFK

5. ®fEEMN

N E e

L o EmEE  SedHed: ETRA - THAA%

2. WREWA S L HAE O AR AR T R
TR S A

3. FRERARAGAES LM BEAFARLHALLA—THE
BxTF #EEa sk igEE 24 log- TFHM4 A ICQ
KELARERALEZIALSE—FT2ER

T RS4RI A TE 815 B
I g ERey AN
B R AT

¥ ftm XL
#HEH %

]
MHERAFE
B N~EmE

8. RIBMAMZIEHR
9. B¥xmiE
TS T1F3E B
. EHRGA #HRAHR

> N

N oow
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3R
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£: &3
5. EBLREN R ER

6. XMFLELERRIE

FAEIERT IR

1. 1993 4323 + A NEBRITH T2 %
2. 2001 6 BARAHELES

3. 2003 49 AEMERTRELHEN
B TRER RS

1. R ERG4ER

2. ERSERTRT

3. BRI ETHMEBEFLEELFM

4. TGS T BER

5. BIPSHEREEEI%

6. BRI/ &/ &R/ B |
FAERERTHREN 2002 49 A EXELH
BERIHNTESYH (£4)

RRHEF & - HK$2,500,000 (USD320,512)

Tai Po Forensics Viewing Suite : HK$100,000 (USD12,820)

]

Hardware & Software (1999 — 2003) : HK$9,865,000 (USD1,264,743)
AR 22 B RERER

ERETHRED

® Multi-level Restricti :
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— Source code shared by police and HKU

eyt

® i © (HK$160,000/USD20,510)

® R FAEALAZM - (HK$210,000 / USD26,925)
4.2%K6 :
AERETHEAZESRRELRERTREZX LS
(B)~ £B -~ A~ B RR#EE CERT &% 5%

FEZCERT » FRAMERAFHREBAEREE - £ F

# B CERT/CC Fi$2 & Security Analysis Program(SAP) 4 i% 3% tool £
2B R4 ¥41A Silk Tool (http:/www.cert.org/analysis/silk.html) # 3%
EL¥WEBHS2 B BR EREI 2 Header 9 ER > A h@EB 2 E
EFOBRERMABREBZITE  WAREPIREFTROFH > Mkt
W ERAEREERZANE -

APFe#) CNCERT/CC /# B AT1H5# » & T CNCERT/CC 4£ K4 &3
FTHR I AL RBBRARAN  RLEZABRAREZIR -

B & 2004 45 % 4% by $1EH 22 313 88 2 B 4% 5% L4 Proactive & 7 ik

T 35 25 j&k 3 (Vulnerability Handling) ; A # 3% F # F 4 & 3£ (Incident

Handling) L ¥ ¥ 4% 3% & #3,(Traffic Monitoring) Z A R Z & °

B TH#HRE KICERT Rz s > thig 4 369 % B AT E & 4T
Telecom-ISAC 3t £ > # March, 2002 by Article 16 of Infrastructure
Protection Act ;x4 » 12 & ISP s24Auw A\ Telecom-ISAC » LA 1% [E) 48 /) 48
BEH  »EERUITREEANRZATS -
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Z~EFREEEDERHR

AREFLE%E 4 (e-Security Task Group, eSTG) €353 A 22 B
A CHNEARETIFRE - EABTY  THRLREACEZYEAR
B EFRL2EE VAN EIFELAARLIZ L ARBHBAES

( Director of Strategic Partnerships, US Department of Homeland Security )
Sallie McDonald 4% -

(—) & F4& %) 3% 5 (Electronic Authentication)

1. APEC #f &% & 3h4t3#1 APEC TEL #7# % £455~ : TAPEC # &
W45 TEL T @3 FE TR ZFaM o> LRRTEL T
HFEZEN  AAARITERECEFEANZBRMEINS ©

AE BT  APECTEL EFR 23R a1 gigemR
TFHAMEZBELHEFRAEE (Draft Guidelines for
Schemes to Issue Certificates Capable of Being Used in Cross
Jurisdiction eCommerce) @ #-% (2003) # 10 B & APEC TEL #
28 REHBREAEE LERLTELEHEUNERTNERMEE
ER -4 (2004) 3 AKB M APECTEL %29 R®#K T > &
eSTG X AMLEZHFRMELEENLEFRREFFRZIAX
BIERR SRR OF LR FRAB LI AR AR LRSS
% e

LRSS RANZETIBEMGAREERTTFEYS F XARKTRLEK
BRA PKI ZHFRETRAAS FRAKARY —AETFRE
ERBEEBELEOLBHREF ETFX2ERIAERA LR
AR EAN— &MY B2B B2G, G2B & B2C EFHHFXR
5 mABANESEMR RS RABRELLD ASHEORHAT

USRI ENEIRUAOIERMN o E R FH - PERE
Mk ERERELSERORATTRET REMLBRERS
B e T2 2 me (The European Telecommunications
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Standards Institute, ETSI) 8 445 BRI AZ B AR B S 21K -
HERBANENRES X UBEBREZE IETF RFC 2527 ##% A X
o E&BABZRBRMRRY AEENELESFEWEFHEH
#) APECTEL # 30 RgRPEALBMETREAANZ ©

Aa B X TR

http://www.apectelwg.or [28tel/estg/telwe28-E -

. ARBEBELEMUEFE (Electronic Authentication) % S8
AEFRPER AR TREMBRELE A TFTHHBE -

e PKI Bl Zif : PAA YA AREH (F:4)

B & # Tradelink N3 R EAMBNZEHHH B (Pan Asia e-
Commerce Alliance, PAA) & -Fi& B £ % Ar4%4769 PKI 48 Z AR
%2 4% Tradelink 2 PAA 5t 8 1 £ 5 69 @ B AR #5 ¥ 55 - PAA #) PKI
MEAREREIZREFSTRARLE R —EMEBEEEH
RS TIEH8 PKIBELZ@EH - 2001 547 PAA BBEHREHE
# .3 (Certificate Policy Authority ) & 3L » $4KZH R ¥ PAA &
BOBERBEH (CA) BITER » sEL B CA R IEM
HARLBENFETHARMEMBEBT  LEAAHBBETY
CA #8#rmHA PAA B -BATPAAGBE YO FH -6~
Mihovk ~ BB - PRARRRBAEL 6 ZEEMRMBT PAA R
?]' °

AR F & - http://www.apectel29.gov.hk/download/e

o E-Trade TF%¥4#H (#H)

B $2 B F 1@ 3 (Ministry of Information Communications, MIC )
RERBETFILEINEFEZTHARE - BRI EAENEE
PKI %24 > OH8BRETTFRZTE 2EME A PKI £2H47E -
URBRAETFEETHRAL4H - FE2REFREXHHRHE
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Boyis mARFBRERARAEFAELA4MBEAARYE R
LEHE MICRARZKATFLE L ARHEN TR LD
PR EURABEARPBOERE =BT -

IR T JIwWww. te]29.g0ov.hk/down

FH#E S PKI HRAN (PESL NI A X¥BRPER)

B NI ZE¥HBRMBETREARSEANAENISPIMAIFIS PKI
MAMESHRERRAA -BXLEFHENLZBEEPKI FE 44t
BHEBEeHTHE LI DN PKIAERRAEER NI 24
HENPKIAAMBER - ZAEATHANOBRELER TR TR
BN EEY PKI B8 ~3E - #HHHR - THEHI @YY
BREBE > O3 EA PKI ~ %% PKI ~ BCA ~ 4 & PKI fv #4389
BEMBEREERERSE - ZHERYE  RHAURATTARE
AEEBEF K HBAARPKI THAOER A ERNRE L
WhaIMA EBRAEHEIREEAEFR RSB AN X »
BIRTISHETFRENER -

fA4RF 3% © htp//www tel29.gov.hk/download/estg_22.

%# e-CERT BB (F3&)

BESHRELBEREF ORETZRETETRE (e-CERT) RHFER
KRG EE - FAMEES CHETARB 41 ¥k e-CERT &8 Afv
SE¥RPF > % e-CERT BT B ~ & feF (smartcard) X,
USBHREFFTAMEF - BATEF B¢ e-CERTRERAIET ST
b BIEHBBIT - KREKERG - AR FTHEAT FHHEH -
BAZREMREN EFLBN K LELBHARZE - HE—F
#/& e-CERT 993 > FHHAESH TRIAKASHBBEERF
5473 (smart ID card) S EHENZ - ST FREHNEE
HRER R TIHEFREBESRE - bt FHEFARLERE O EKRME
1 M e-CERT &3 6 B 47 X 4% > 635 PKImodule % ¥ $1 § A\ #58)
TR

4R T & © hitp://www.apectel29.gov.hk/download/estg_09.pdf
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e TFRUBMHBEN — UPELILBRABRELG (PHE:
TR EmEE)

FHEREALEREZUNEBRNBARAREAFRABENE FAER
BRA AAEETANLEAREPKI 58X A%H > ERNAINE
B ORI - ER® - BEHENSRBHASETRA  E
WEAERABRBEZ)E RS AMMEAEER - RAR
BB FRGRBALRAETIHNRROE B L REEHMT
KOHEEHREMIAEMABETFTURERKX - URETRES
UERAEGERE -

4% T ¥ ° http://www.apectel29.gov.hk/download/estg_23.pdf

3. APEC @& H T FREBEHFRKARS

 HEEFERAEHMREELTFREAMBRAERRN -

) B M % M 48 e & 4 ik A (Security Of Information
Infrastructure and Networks)

. BERR/EBZ T Los Cabos v § 589 APEC S kA ¢ &%h 4
MR e -~ WL EA M EAFR ki TEL T4/ an@s
PRI ERPEENRFT A ENEZGH LA THRETRE LEX
TEL T#/ @RI FEABE LE—F AT - FREEHET
#F) TEL 34 3# %23 CERT 4 (CERT Network) #4# 5’ B &
IHERTLAFFIHEERNAEES - URARSZAIH LA
B RioEFoi8 M F 9k -

. &7 GBDe @ %57 GBDe s 4 %ws: sy — P
RAREHRAROADHEKMLELSTFHHEHSY > QR LAY
AN B EBEERE GBDe REKEAXBRELFNE I RS
XActy s B EEZERBRERTTRERS - BEHEHR
IEE - FMHE%AB - &K GBDe 12 £ 228 OECD 4 #
My HizddE TERBARNPIALSFTEALNASE -
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3. AMMERKRK AR B AT APEC TEL TR AH L @alskst &
B S EBRMBRLEITY  CHALERR - HARFEZ
HRESHOUER > PRIWECHIH N B (Papua New Guinea) #5314k
BRELEN=EA MM o b APEC TILF &% %3545 CERT A
FTIRFEFEHEFEREBARFRNCE LB BRATEHFOE
BET-FH REMMENEOEBREHELTENLITE - i
CERT A3l TR EB ORI AL THRLEFHE
J&-]~%2 (computer security incident response team, CSIRT) -~ &
CSIRT #4% 32 -

4. BEHERRE

e AR LR H 2B EL2IF] (National Cyber Security
Division, Department of Homeland Security ) X, %% £ 8 B AT ¥
WHRDEREMABZEE T ENZ O LAHRCEIRAER
%8y CERT ¥.5» BFENFRARBHL RAEELWOBELE
B PRE TAE -

e #E MIC K&ANG»E (2003) £ 12 A HRIHEREARSE
%34 P& (Korea Internet Security Center, KISC) 3% P w3
EREHAARBRIENER FHER AR RR T RRHEE
BREGHEE I KISC LB L TANBAHNELRFHE
REE SR AFI -

5. RBEBALREE HH T ¥ (Ministry of Economy, Trade and
Industry )#§ Tomohiro Innami # #g Vulnerability Analysis Activities
AR P A5k BB ey 552 (Vulnerability) 2R T@ 4,69 AHER
MEEHPERE - AMBATEL A S BRRIE BREAMK
A RE I EF 89553 54 Fu( Vulnerability Analysis Center) »
3b Aa 5% B ol B4 kB8 55 25 B NG A -

6. B KX Ministry of Public Management, Home Affairs, Post and
Telcommunications ( MPHPT ) Eiji Makiguchi 8| f§48 7 B A K 3241
B4+ (Spam mail) 9 > BT 54 B A HIBEH 9 RIAR
A - B AT B RGMIBERHF RO E MK PC BIETERMB > £
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BH@RREEERSH  HBREINR - BRHEAFCH 2002 F
FITH MR L 0 FHIHIREF A - Eiji Makiguchi 3B EF - 78 4%
4.7 ~ ISP & Email marketing groups v3 7 & & IE SR FLHF 69 32 3% -

7. £ Bty Corey Schou ##% #i#& T APEC TEL 26,27 Hi# &ML A
B 3% (Accerditing ) #93f 3% » 3£ /> & 45 CISSP ( Certified
Information System Security Professional ) ~ SSCP ( System Security
Certified Practitioner ) ~ CISM ( Certified Information Security
Manager) -~ CISA (Certified Information System Auditor) - GICA

( Global Information Assurance Certificate ) -~ Security+ -~ ISSPCS
( International System Security Professional Certification Scheme ) %
ARt ERNELABRE -

(=) ERILH

£ B 5 #3F (Department of Justices) #j Richard Downing f 4R &
A% e, 58 48 B 3548 - Richard Downing f§4k &5 248 % #9 Cybercrime
Legislation and Enforcement Capacity Building Project > 3t £ 85 $2 &
2003 £5 A RIFHEPITE 2004 /& - BAHECRARE — K
IAE > A 2003 £ 7 B 21-25 A% B 2 284 Conference on the
Strengthening International Law Enforcement Cooperation to
Prosecute Cyber Criminals, Hackers and Virus » £8 R g 17 fA &%
By 120 E AR SH -
HEMF-_RRAACEMEET L BRENHBIE ZRYER
B HR TR B T BT REE M AR
# e

(=) 2¥%2
£ B Fat & £ B K2 ek 1 25 % A7 Software Engineering Institute,
SEI)# 3. T B 40 4 &9 CERT 4 4% - A=k & 3% F  CMU & Jeff Carpenter
#§3R T OCTAVE ( Operationally Critical Threat, Asset, and Vulnerability
Evaluation) B 3F##2 4 > OCTAVE # 5 e & & ~ &F 255
BT E 2 ABRNE - R—BBAN AM AN RITRE G FO S
i o
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& Andrew McE Mason A # # /¥ GEE6) B IR DHE
Andrew McE Mason 45 3 » /¥ 81 K A 40 4% @ B F] 45 09 2 2 A%,

B o Aetpsh 2 R 24 oW BEABRERL RSB BRAL
B RIE P NOERSHEIAITE o AR T4 H Awareness-raising 4
POLERDFAOEEMNE -

=~ TFT—REBEEH £ 43 (Regulatory Roundtable-Next
Generation Networks)

AREOREFALZEHN 3 A 22 0£FBRAB TR PR
T EEAEREFESAEMLAUMan-Ho 422 R £ AR 8+ 4
BaAROTRETARRE (LEM) BAAREH - R ERA
B 39 B R & 4 # T 4K, 498 (Next Generation Network, NGN)48 ff] & w9
BEEFA»RE EARL > EHARASEHEFI RS eH4aH
FSoT

(—) TEREABHVERLRERBEGIED

i hudk F i@ %5 & B Dr. Tan Geok Leng L Are you ready for the
Next Generation Network? - what is NGN and what services it
brings” 2 #84% B $2 % (3% telwg29/RR/10) » & 4t H{E 4N F
T Remn (PSTN) ~ kT8 T ML (PLMN) REK
4% (Internet) #9454% ~ NGNs &4 B #7588y /) A R B X 4

( Circuit Switching ) #1441 3t 4% (Packet Switching ) P &4 sk 4
BEHEEFT —HRERA - &Kk > Hivdk Dr. Tan 455 — ik
Bl NGNs F7eTSE4T 4 6 & 484 ABCK 69 IR A5 3242 82 NGNs &
RIS RIMERFBRBHFEE LR BSMRMmERak
A fE 8 R AR KA -

Ep B, TELKOM 7 8} #2528 F £ & Dr. Wiseto Agung EL“NGN:
Service Provision and Opportunity” % 8 4% & 3R & ( 3%
telwg29/RR/03) » MR A K F S FR - MARMLHZEF0 B3R
P B 45 X534 57 Bl 7 NGNs 48R 69 8 R - /245 %145  NGNs R
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)

BB REE B4 f NGNs ArAcIiftey — b A K 5% (4 g
# (basic and enhanced services) - Mr. Agung %4 # %3 5 1%
Fo A& - B R AR B A - SRR R L Ao
Mt BRE[RGEEELBAERGEZLAE -

% B QUALCOMM /&) By B23F P £ & Ms. Samantha Craig 12
“Types of CDMA NGNs” % A8 4% 48 % ( 3% telwg29/RR/09) &
— & CDMA2000 fv WCDMA 23K M 55 B ¢4 f5 4R - sl Fr i 43
B REhG A P 58 RIEE THAK CDMA @B AETH L
BEGRETRAEA RIS THLEERTREASMHE -2
BRTRBRERAHNBATE -

/mE K Nortel 23] 432 Mr Kenneth Lo 3L“NGN Services
Anytime Anywhere” 2 8812 i1 4k % ( 3% telwg29/RR/07 ) > 380 T
— 4B BT X B AR 3B AR FE NGNs 35 & 2 4024 4 ~ RS fo @ ix »
EHBFEL - BRGES - BALHER - SRE - RAK
B EXEHRBEEEGFO T AL 0 BEERIBMRMEE
FHE -

PEELTERMARRERAB NI EARAOFRIE
3 LA“ENUM - enabled IP Telephony Services” & %842 41 4f & (2%
telwg29/RR/06) » 347 ENUM #H &8 > —£ 28 IP Fi %
PSTN/IP 443X B AR P ARt Z%emmiks - EER
ENUM &) Z ik B AN IP 89 S W B MAB R EE LY
NGNs EX 2R EZHRBHE X L2 - 4 F] 057 48 8 39 % B4R,
& DNS 22t ~ AP B ~ R X LM 5o 5555 7T 154 % 48 B
BEIFIRAE -

APHTHERARZ Y

INTUG 2z K & % £ & Ms Rosemary Sinclair 32 “User

Expectations of NGNs - the critical infrastructure for the

networked society” 8832 H 38 % (¥ telwg29/RR/04) > 42 & |

INTUG HHRBEATHRBE TERAREEHES - LAE
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R4 B AER P TiEfohaniy s NGNs (98 R E 48
Ml - b B A P RE R RER P HTHRER I MY &
¥ NGNs fE A B R AR BB > THEMR - LB HEH
(spamming ) Z %4 ~ # RERAZ W@@iBiE (Any-to-Any
Connectivity ) 44T > AP FERUBRREHERAH#N L
i o B BURPIITH o B2 B A+ AR AR NGNs #3558 B 15
o EEAR R FF MR A AR BRI S -

PRELELTANAIERLE AR S HBARMEEZRAEAL
“Enrich Life with Mobile Services as Society is Networked” & 2
RAEME (GFtelwg29/RR/05 ) Flile B A EEAT S8 HE
KBRAMELEL MIRADLE S M 2832 ¥ 478 @8
AAS  RETHROBHEF TR RES OIS > LiFE
KRBT @R -

R B TR E% 2 B ITHLE

AEBAENEEEE ¢ (FCC) AR A& A Kk Mr Donald
Abelson L “The Regulatory Treatment of the Internet in the
United States” & #84% H 4R % ( 3F telwg29/RR/02): 5% FCC A
HIrERERELS BB SRR G RN £ LR E R
s BUR R E BIATEARE 85 - #d5 i FCC i EASHMK
R IP b RFH AR ERERAERAOEE B ERANR
B LRBAHEER - A ERSPPEEF @ - BRI GER
BRI RAT B T 58] 2B E T4 &4 > Abelson sk 4 F) 8%
RAREARENBEAAASEE Eh(ErE SHERAE - 8
HERAER - BBRBEAAREGEREGBEFETNGLEH -

R R AL B30 A RIRMIFP e 8144 & Kk Ms. Fay
Holthuyzen 32 “Innovation, Interoperability and Choice: next
generation policy challenges now” % 88 3% & 4R & ( #
telwg29/RR/11 )+ :A Ballarat & H 2857 58 R B AR RFITH 0 B
e B A M Ao AR B SR FFo 3 B A4 IR B Bk T4
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FRMoFay &+ HEB1EH T NGNs 4T A = KB R0 E
RS GIEE LM BT - FARA GBI -
& BARAs - BABREPIRF) S BFFAEG  RBALY A
BT AN - BEERALETHF) o LU MAGe C AT
® sk BENE BRERXEPHEE) WRABANEE
FERBRMBRENERERR LR FIFREEBEA(E
7T — 1B @ EF BT 5] F B 7E R E A AS B A AN M e 4B B8 o

BBREEHEEMEE Mr Sang-Mok Mok 3L “Regulatory
issues of NGNs” 4 8842 i} # & (3% telwg29/RR/08 )+ 35 i NGNs
BAMBAXEH - 5 ERBPHEAN IP HERERARER
451 - R4 NGNs &9 W358 8y R AT B R IRB 25 £
A EBRATEBNRYE - EHNEEPSEHMBANNEEE
SEBRAAAFE— 3w

BHR G EENE S MK B ¢ B E KR K Mr. Zamani Zakariah
L “Malaysia:The Transition into the Next Generation Networks”
BRARERE (Ftelwg29/RR/12) > 5 F T HREBE TR
BBERAEAESRETENESHBEEE ¢ ARERAAIRR
MERHRHER - MRS TR A BRFHONE > BT
HFHLRERRRBIHEL - AE - HB - HRE - L
R REAMBRE B BREDEANE LI BEBEE S
fiBF R I T BAERIB A L MR AT

() RRTAE

£ B4R 82 NGNs ¢9#% B B3 ¥ TEL 45/ a Feymads $4o
M TAE K BB 0 185 NGNs 48 B34 35 R EA B 2 €354 B
LR -

£B ~ Aok RIRR TEL 45 @afm—38 &%
— 45693 E % &R NGNs 3158 H3 A4 HEREH W
RE - RFEEPARERAE -



BN RARER LA ATHREARNMALENE S
Moo

HRATHLEERBAFANEREFARZA LI E MR
BMERRM -

INTUG @& Ease4t# NGN BHEAMTEANAMBRBHZT
£ BABRAHKENTENPHACELRANERSMREREA R %
HHE ABELATLRA LA AL -

RGE ERBETHRPRYPFTARSEARALBEBEARER S Ho
HRPG S B RBEEN - A B M AR LR
ARE R EHRAEZIWBY - 13t BoF AT A BB RER T HRABZ
BB E oA ERE L -

THREBINGNS) A B E B RFPITHE - DERFEHHET
Mo B Ao & - NGNs B R ot BFTA S @@ iR L%
XHAwmEEEom > B A dibis o @dii APEC TEL #45#
72 NGNs R E 89k & o 1948 8- 485 58 3543 DT A AR 4o s 5 0F i
ERRAE - BE AP HARE -

A4F NGNs ¢ T a7 TELMING # 15 & 43 4 2 5 12 B 5 M &
e H £ A A il § 5B H A1 § o M A g 2L 4 NGNs
BEFGAG TFERRHE A REERY TR ELERIRE TELMING -

W~ BEREREALZARY EE E /)8 &% (MRA Task Force Meeting)

ARHEN3 A 23 8 A£FBRIT & MRA B % A Mr. Andrew Kwan
I A TEAEEB =t omRE S ARERETERELH
s APEC TEL MRA Z 4T R ~ 85 5 F - R3T L —k # BB ELHK
B4 AT MRA #9307, ©
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APEC TEL 29
Policy and Regulatory Update

Chinese Taipei

March 2004

I. Telecommunications Developments

A.Telecommunication Market

Chinese Taipei’s telecom market has been gone through the dramatic
changes after Type I telecom businesses were all opened up, one after
another. Among those, the mobile and international telephone markets have
become the subjects of intense competition. The statistics on telecom market
in Chinese Taipei are illustrated in Table 1.

Table 1. Telecom market statistics as of Dec. 31, 2003

T
Fixed line 13.37 million 59.11%
Mobile phone 25.09 million 110.99%
Internet 8.76 million 39.00%
Broadband Internet | 3.04 million 34.71%

B.The Assessment of the Economic Impact of Telecom

Liberalization

The second assessment of the economic impact of our
telecommunications liberalizations released in Dec. 2003, has shown that
consumers have benefited from a surplus of NT$ 222,49 billion in the mobile



phone services over 1998-2003 and NT$ 23.69 billion in the international call
service over 1999-2002.

Additionally, telecom liberalization has produced a vast array of spill-
over effect. An investment of NT$ 1.00 in telecommunication service sector
is estimated to give rise to an output multiplier by NT$ 2.79.

C. Establishment of a Telecommunications Technology Center

In order to tackle the ICT technology development , and to provide test and
certification services for ICT industry, DGT has been approved to establish a
TTC on Jan. 28, 2003. The TTC will be a non-profit government-funded
organization. In addition to being a technical arm of the DGT, it will also be a

national-level certification center.

The preparatory office of TTC has been established on August 11, 2003 to
conduct the establishment affairs, and its registration of being a non-profit
corporation was completed on February 16, 2004.

D. Progress of Establishment of the National Communications
Commission (NCC)

Two bills, “Communications Basic Law ”(CBL) and “Organizational
Statute of National Communications Commission” (Statute of NCC) have
been submitted to our Legislative Yuan for deliberation in Sep. 2003. The
CBL provides the legal basis for establishing of NCC and stipulates common
principles for communications services while the statute of NCC sets forth the
organizational structure and operations of the NCC. The Legislative Yuan
completed the CBL deliberation on Dec 26, 2003. The statute of NCC is still
under the deliberation process.

I1. Promotion of Online Economy

A. On-Line Service

According to survey statistics from the Institute for Information Industry
(IIT), the online penetration rate of households was 57% in August 2003. In

3



addition, a survey conducted by the III in August 2003 revealed that the ratio
of broadband households to all online households in Chinese Taipet was high
at 73%. Of all broadband users, the ratio of digital subscriber line (DSL) users
to the total broadband population had risen to 66%, from 30% in December
2001. The ratio of narrowband users to total online population, by contrast,

dropped from 63% to 26% over the same period.

According to the “Internet Connection Bandwidth Survey” conducted
jointly by ACI-FIND of 1II, TWNIC and NCA (Net Consumers Association),
Taiwan’s total international bandwidth for Internet traffic reached 44,923
Mbps at the end of 2003, up a total of 20,119 Mbyps with a growth rate of 81%
compared to that of previous quarter.

B. Progress of the IPv6 Development

In response to the fact that wireless technology and the 3G industry will
bring about the filling up of all IPv4 addresses at an early date, Chinese Taipei
is working hard to lead domestic enterprises to become involved in IPv6 as
soon as possible. A government-led IPv6 steering committee was established
in October 2001, to push for the R&D, standards & testing, infrastructure
development, and application & promotion of the IPv6 Internet environment in
Chinese Taipei. In April 2002, The Industrial Technology Research Institute
(ITRI) formed “IPv6 Forum Taiwan” to promote the development of IPv6
technology in Chinese Taipei. Moreover, a budget of NT$300 million has been
allocated for relevant projects, starting from 2003 to 2007. The Internet
environment in Chinese Taipei is expected to be thoroughly upgraded to be
IPv6-compliant in 2007.

The production IPv6 addresses allocated to Chinese Taipei have amounted
to 13. To further increase local community’s awareness to IPv6, we plan to
build two IPv6 showrooms in Chinese Taipei. By now, the first one has opened
to the public, and rolled out all kinds of demonstrations of IPv6 products and
appliances. Moreover, it also provides the public with an environment to surf
Internet over IPv6 network. As we know, it is the fifth one in the world. In
addition, as of Feb. 2004, Chinese Taipei’s six Ipv6 products were granted Ipv6
Ready Logo from the Ipv6 Ready Logo Committee.



C.e-Government

Recently, two more certification authorities were established in Chinese
Taipei, including the Bridge CA and XCA. The Bridge CA was launched in
February 2004, which is to provide cross certification service among PKIs and
CAs. The XCA was established to provide certification service that is not
covered by current CAs. The XCA and previously established GCA, MOICA,
MOEACA and GRCA comprise of a complete e-government PKI. The
MOICA provides certification service for citizens. As of February 2004, more
than 310 thousand certificates have been issued.

To alleviate the digital divide between urban and rural areas, Chinese
Taipei continued to establish telecenters in remote areas in 2004. The
government collected three thousand used computers and gave them to
disadvantage groups in March 2004.

An e-government common platform project was launched in 2002. Its first
stage development will be finished in April 2004; at the same time two kinds
of e-government cluster services will be ready for delivery, including an

integrated business registration service and an innovative travel service.

D. The Anti —Spam

Most spam can now be considered illegal in Chinese Taipei. Spamming
fraudulent content violates the Civil and Criminal Codes. Sending false or
misleading headers or subject lines of spam violates the Fair Trade Law or
Trademark Law. The violation of an ISP's terms of use is accounted
breaching of contract. Additionally, Chinese Taipei’s Criminal Code
stipulates it illegal to gain unauthorized access to a person’s computer by way
of password or network flaw or to impair the functioning of a computer by
purposefully sending a high volume of messages. The Computer-Processed
Personal Data Protection Law prohibits most private entities from collecting,
processing, transmitting or using anyone’s “personal data,” and even those
who may do so must act within the “permitted purposes” precinct. However,
no court has ever reached any verdict against spam yet.

In line with the worldwide trend toward blocking spam, the Preparatory



Office of National Communications Commission is empowered to draw up
the related regulation against spam. The draft regulation against spam is
expected to be tabled in June 2004, aiming to protect on line users from spam.

Promotion of Info-Communications Security
A. Cyber Security

In July 2003, TWNCERT joined FIRST (Forum of Incident Response
and Security Teams), the largest international computer incident handling
cooperation forum with 114 full members. TWNCERT is also one of the 15
full members of APCERT (APCERT now consists most of CSIRTs here in
Asian Pacific region). Currently, TWNCERT is working with Japanese
Security Operation Center (JSOC) in “Honey Pot” system. JSOC and
TWNCERT will have more understanding of hackers’ behaviors which will
be very useful in detecting the intrusion from malicious users.

B. Compendium of IT Security Standards.

BS7799 is one of the major efforts of IT security standards in Chinese
Taipei. The following are current status of BS7799 in Chinese Taipei:

® So far, 10 companies and government organizations are certified by
BS7799-2:2002 in Chinese Taipei.

® The guideline for accreditation of the organization of ISMS
certification and registry established in Sep. 2003.

ISO 15408 implementation in Chinese Taipei:

® The domestic version ISO 15408 part2 established in the end of
2003.

® The domestic version ISO 15408 part3 is under approving.

® Plan to establish the Common Criteria laboratory by 2006.
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Regulatory Update
- China

In 2003, telecommunication market in China maintains a fast growth
momentum. The total number of telephone users reached 532
million, with a penetration rate of 41.3%, of which, the fixed line
users numbered 263 million, and the mobile users amounted to 269
million, which for the first time exceeds that of fixed users. Internet
subscribers increased to 79.5 million.

Progress on telecommunication regulations in China:

I Telecommunication Law

The Ministry of Information Industry(MII) has accelerated its work
on ICT legislation, especially on telecommunications, and is
currently in the process of drafting Telecommunication Law.

I Telecommunication Regulation

» To strengthen interconnection regulation, MII has released the
PSTN Interconnection Settlement and Tandem Building Costs
Sharing Method and the Rules on Argumentation of
Telecommunication Networks Interconnection Disputes;

» To improve supervision on quality of service, MII has published
the Telecom Service Specifications and Rules on Supervision and
Spot Check of Telecom Service Quality as well as customer
satisfaction evaluation scheme and indicator system at both
ministerial and provincial levels.

IIT Telecom Resource Management

» In January 2003, the Method on Managing Telecom Network
Numbering Resources was released to improve the management
of numbering resources, and later, 7Telecom Network Numbering
Plan was released to provide guidance for better allocation of
numbering resources and for more efficient planning and use of
resources by telecom businesses.



» To improve the usage of frequencies and suit the needs of
industry development, continued efforts are being made to revise
the existing Radio Management Rules of People’s Republic of
China.

IV Telecom Restructuring

In 2003, the work on business and asset separation and network
interconnection between China Telecom and China Netcom has
basically been completed, and progress has also been made on the
internal merging of China Netcom Group. A competitive framework,
which enables China Telecom and China Netcom to penetrate into
each other’s fixed line markets in the northern and southern parts of
China, has taken shape. Currently, there are more than two operators
operating basic telecom services and nearly 8000 operators
providing value-added services in China.
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APEC TEL 29
Update' on Regulatory and Policy Developments
Hong Kong, China
(Position as at 8 March 2004)

The licences of the existing 2G mobile services will expire in 2006. The
Government issued a public consultation which ended in October 2003. The
Government will initiate a second round of consultation views collected in the
first round. In the first consultation paper, it was proposed to offer "right of first
refusal” to the existing 2G licensees. This would provide a stable investment
environment and minimize potential disturbance to existing customers of 2G
services. However, spectrum which were not efficiently utilized should be
subject to competitive bidding to ensure better utilization of spectrum.

B. nection

Following the first consultation on “Review of the Regulatory Policy for
Type II Interconnection” which ended August 2003, the Government issued the
second consultation in December 2003. It was proposed to withdraw Type 11
interconnection obligation for buildings which were connected by at least two
self-built customer access networks. This proposal would protect consumer
interest by ensuring that consumers having a choice at present would continue to
have a choice, and at the same time encourage operators to roll out self-built
customer access networks. The proposal is therefore pro-consumer and pro-
investment.

C. Regulation of M 1 Acquisii

The Telecommunications (Amendment) Ordinance 2003 was passed by
the Legislative Council in May 2003, providing a comprehensive and clear
framework for the regulation of mergers and acquisitions of carrier licensees in
the telecommunications market. The Ordinance aims to promote effective
competition and assist the industry in making informed business decisions on

The web sites of the Communications and Technology Branch of Commerce, Industry and Technology
Bureau (CITB) and the Office of the Telecommunications Authority (OFTA) provide more mfonnatmn on
all the subjects covered in this Update. Their web addresses are www.info.gov,hk/citb/ and

www.ofta.gov.hk.




merger and acquisition matters. Under the Ordinance, there is an ex post
regulatory regime whereby the Telecommunications Authority (TA) is
empowered to sanction against completed mergers and acquisitions which have,
or are likely to have, the effect of substantially lessening competition. There is
also a channel for the carrier licensees and the proposed acquirers to seek the
TA’s prior consent on a voluntary basis. Compared to an ex ante regulatory
regime whereby licensees must seek TA's prior approval before proceeding with
a merger and acquisition, this regime will help minimize the compliance burden
on the industry. Decisions of the TA are subject to appeal to the
Telecommunications (Competition Provisions) Appeal Board.

OFTA is now consulting the industry and the public on the relevant
guidelines. We aim to bring the Ordinance into operation in early 2004 when the
guidelines are finalized.

D. Reduction of Li fee for Fixed Carrier Li for E I

i n il i icenc

In December 2003, the Government proposed to reduce the annual licence
fee for fixed carrier licences for external services from $0.5 million to $0.2
million. On mobile service, a reduction of licence fee per mobile station from
$24 to $20 per year has been proposed. It is expected that the new fee structures
will come into effect in May 2004.

Aiming at making Hong Kong a leading digital city in the globally
connected world of the 21st century, we promulgated the first Digital 21 IT
Strategy in 1998, which was subsequently reviewed and updated in 2001. Since
the issue of the first Digital 21 Strategy, we have made great strides in putting in
place the right environment, infrastructure, skills and culture to encourage the
development and adoption of IT by the community. The Hong Kong community
is now a mature and avid user of IT.

The challenge now is to sustain the momentum created in the last five
years and continue to harness the benefits of IT for business, the community and
Hong Kong’s position in the world. In March 2004, we issued an updated Digital
21 Strategy which mapped out eight main areas of action in meeting this
challenge:



» Government leadership

» Sustainable e-government programme

e Infrastructure and business environment

« Institutional review

» Technological development

e Vibrant IT industry

e Human resources in a knowledge economy
« Bridging the digital divide

The 2004 Digital 21 Strategy sets out a sustainable programme of
measures with the aim of realizing the full potential of IT to accelerate Hong
Kong’s transition to a knowledge-based economy, and to provide the impetus to
economic growth and prosperity.

F.  E-government

Under the 2001 Digital 21 IT Strategy, e-government was positioned as a
key strategic initiative for the Hong Kong Government to lead by example in the
use of e-business, both in conducting internal business and delivering public
services. The use of e-business not only allows Government to improve
efficiency through technology exploitation and service improvement, but also
drive the wider adoption of information technology in the business sector and the
wider community.

By the end of 2003, we have achieved our overall targets to provide an e-
option for 90% of public services which are amenable to the electronic means of
delivery and conduct over 80% of Government procurement tenders through
electronic means. The next stage of e-government will focus on service quality
and cost-effectiveness. In particular, it should seek to create value to customers
as well as to the Government.

Specifically, we should, through obtaining a better understanding of our
customers’ needs, drive up utilization of our e-government services. In particular,
we will consider introducing lower pricing for e-services, which generally
involve fewer manual processes than the traditional channels. Other measures
such as increasing user-friendliness, introducing service convenience and
priority for e-services and implementing customer relationship management
(CRM) features will also be examined. We will set out clear CRM policies and
guidelines, introduce measures to obtain customer feedback and assist
departments to target improvement of utilization of e-services. We will also

(78]



focus on “joined up” initiatives across Government departments and the re-
engineering of Government operations and processes through our e-government
programme. Once a critical mass of e-service users has been created, there will
be room for Government to consider rationalizing different channels of service
delivery and scaling down the provision of less cost-effective channels, where
necessary and justified.

In addition, we are taking advantage of one the world’s highest mobile
penetration rates to introduce m-Government. Many government departments
are already using wireless technology to enhance the efficiency of their daily
operations, e.g., HongkongPost is using a GPRS-enabled collection and delivery
system. A whole range of government news, information are accessible via
wireless devices. Citizens can make use of interactive-SMS technology to make
appointment booking to replace their identity card. More m-Government
services using 3G and other wireless technologies are being explored.

The Electronic Service Delivery (ESD) Scheme

Our flagship e-government project, the Electronic Service Delivery (ESD)
Scheme (www.esd.gov.hk), provides interactive and transactional public services
online in a one-stop and customer-oriented way. In December 2003, it was
selected as a winner of the Asia Best Practice Award in the category of e-
government in the World Summit Award, in terms of e-content and creativity. In
addition, its innovative public-private sector partnership model has provided a
readily available infrastructure for the private sector operator to offer value-
added e-commercial services at the same portal. This unique feature has further
facilitated e-government and e-commerce development in Hong Kong. Meeting
the objective of pump-priming e-commerce development in Hong Kong, the
ESD operator was selected as the Best E-=Commerce Service Provider in Hong
Kong by a renowned financial magazine in December 2003.

The ESD website now provides over 180 online public services from over
50 government departments and public bodies. Many of these are joined-up
initiatives. To cater for the needs of both citizens and businesses who move
homes and offices, we have enabled them to notify twelve Government
departments and a number of telecom companies and charity organisations about
their change of address using a single online form at the ESD website from April
2003 onwards. The appointment booking service for applications for travel
documents and extension of stay was introduced in January 2004.

We pay continuous efforts in promoting the usage of ESD services. One
option is by introducing differential pricing. From the third quarter of 2003 until



end July 2004, a wide range of statistical and other government publications sold
online are priced 25% lower than those sold through traditional channels. This
pilot discount offer is attracting more usage to the online bookstores. We are
working towards a permanent discount scheme. On the other hand, from January
2004, all softcopies of statistical publications are sold at 25% less than the
equivalent hardcopies. Coupled with other promotional efforts, our ESD services
continue to gain popularity. As a result, the average daily hit rate of the ESD
website has increased by 57% compared with a year before.

Multi-Application Smart 1D Card

We have rolled out a new generation of identity card in June 2003. It takes
the form of a smart card with multi-application capacity. In addition to using the
card for traditional immigration functions (as a means of identification), holders
of the smart ID cards may choose to use their ID cards for library services. They
may also opt to embed onto their ID cards, a one-year free digital certificate
issued by Hongkong Post to carry out secure online transactions. Moreover, it
can be used for automated immigration clearance in around end 2004 and can be
used as a driving licence in around 2006. We have also reserved capacity in the
chip of the smart identity card for an e-purse function. Since each of 6.9 million
population in Hong Kong is required to carry an ID card, this initiative is creating
a critical mass of citizens who are ready to make use of e-services. It will in turn
drive the development of further applications and wider adoption of e-business in
the community, bringing about tremendous market opportunities for service and
application providers.

Joined-Up Projects

Joined-up government is a priority of Hong Kong’s e-government agenda.
Apart from the one-stop change of address service mentioned above, examples of
other joined-up projects that we are taking forward include a Business Entry
Portal, a Common Look and Feel for Government websites, a Property
Information Hub and an Integrated Criminal Justice System.



In early February 2004, we rolled out the Business Entry Portal
(www.business.gov.hk) through the ESD Scheme. This is providing one-stop
access to a wide range of business information. Businesses can search for the
information they need according to their business cycle — from starting a business,
obtaining finance, expanding a business, to managing a business. There are also
value-added services, such as business news and a directory service. In addition,
there are opportunities for adding private sector-provided business information
(such as bank loans) into the portal.

To give Government websites a consistent online brand image and
improve navigation and information presentation from the user perspective, we
promulgated the Common Look and Feel (CLF) website design initiative to all
bureaux and departments. We have already revamped the most popular
Government websites with CLF. We aim to revamp all Government sites with
the CLF in a progressive manner.

The Property Information Hub aims to provide a one-stop access to
property-related information that is held by different Government departments.
The project is likely to benefit businesses in the property sector, the general
public and other market participants. It will improve the overall transparency
and efficiency of the property market in Hong Kong. We hope to introduce the
first phase of its services in 2005.

The proposed Integrated Criminal Justice System is an important project
for enhancing the efficiency and accuracy in transferring information between
the departments and agencies which are involved in the criminal justice process.
The aim of the project is to improve the information flow through the system -
from arrest to identification, prosecution, trial, correction, rehabilitation and
release. We are now conducting the necessary business and privacy studies
before actual implementation.

Institutional Arrangement

To further make use of information technology to create value for both
customers and the Government, we are reviewing our institutional arrangements,
including establishing a Chief Information Officer (CIO) function. This will
ensure we have the necessary structure, resources and expertise to better serve
the community in the next wave of e-government activity.

G. Implementation of the Electronic Transactions Ordinance



The Electronic Transactions Ordinance (ETO), largely modelled on the
United Nations Commission on International Trade Law — Model Law on
Electronic Commerce, was enacted in January 2000. It gives legal status to
electronic records and digital signatures and establishes a voluntary recognition
scheme for certification authorities (CAs) operating in Hong Kong.

Within the legislative framework, we have established a local public key
infrastructure (PKI) supported by CAs. The Government has taken the lead in
establishing a public CA through the Hongkong Post which commenced
operation in January 2000. The Hongkong Post CA is a recognised CA under the
ETO.

Private companies, both local and overseas, are free to set up CAs to serve
the needs of the community and application for recognition under the ETO is
entirely voluntary. We have established a Certification Authority Recognition
Office (CARO) to deal with matters relating to the voluntary CA recognition
scheme. The CARO processes applications for and renewal of CA recognition,
and monitors compliance of ETO and code of practice by recognized CAs. Up till
now, two private companies, Digi-Sign Certification Services Limited and
HiTrust.Com (HK)) have been granted recognition under the ETO.

With a clear legal framework and the PKI, both the public and private
sectors have developed various applications of electronic public service and
electronic commerce in Hong Kong. Hong Kong has developed a web-based
public service delivery portal and government procurement system. PKI
technology is also adopted in the flourishing Internet banking service and online
stock trading services. The legal and physical infrastructure has successfully
built up a trustworthy environment for electronic commerce to flourish in Hong
Kong.

To ensure that our legal framework for electronic transactions keeps pace
with e-business developments and technological advancement, we introduced in
June 2003 a set of amendments to the ETO to update and improve the Ordinance.
We aim to complete the legislative process within the 2003-04 legislative
session.

The Government is planning to introduce digital terrestrial television
(DTT) broadcasting into Hong Kong. It is conducting a second public
consultation on digital terrestrial broadcasting, which ended on 5 March 2004.



The consultation paper sets out the Government’s proposals for launching DTT
in Hong Kong, which mainly focus on arrangements for licensing of multiplexes
and transition from analogue to digital television broadcasting, as well as the
market-led approach to the adoption of DTT technical standard. In particular, the
Government proposes that the two existing terrestrial broadcasters (ATV and
TVB) shall start simulcasting their existing four programme channels in both
analogue and digital forms in 2006 with a view to achieving territory-wide digital
coverage by 2008.

As for digital audio (DA) broadcasting, the Government maintains its
position that the introduction of DA broadcasting should be market-led. The
existing sound broadcasters should be allowed to continue their existing
analogue AM and FM broadcasts under their respective licence conditions. The
Government welcomes applications for launching DA broadcasting trial services
and has made available L.-Band frequencies for DA broadcasting implementation.
Subject to spectrum availability, it may also consider applications for using Band
III frequencies for DA broadcasting.

I. . view i a i

The Government is reviewing the broadcasting regulatory regime in the
light of technological convergence. The objective is to ensure that the regulatory
regime remains an effective tool to facilitate the development of the industry in
the converging environment. The scope of the review covers the regulatory
ambit, room for further streamlining of regulation and media ownership, etc. We
plan to consult the public in 2004 on the outcome of the review.

J.  Hong Kong’s Cyberport

The Cyberport is an important information infrastructure that we are
developing at Telegraph Bay in the Southern District of Hong Kong Island. This
project is progressing well, and is being completed in phases, between 2002 and
2004. The first two phases were completed and the remaining two phases will be
completed by early and mid 2004 respectively. Upon full completion, the
Cyberport will provide about 100,000 m? of first class office space for
accommodating over 100 companies of different sizes; a Cybercentre containing
a mix of cyber-related educational, entertainment and retail facilities; and a 5S-star
hotel of 173 rooms to accommodate international visitors.

The state-of-the-art infrastructure and campus-like environment at the
Cyberport will attract, and thus create, a strategic cluster of like-minded



companies and a critical mass of professional talents specialising in information
technology, information services and multimedia content creation. These
companies will be served by a world class telecommunication infrastructure
(comprising an optical fibre network and a wireless local network) capable of
providing abundant broadband capacity to serve all parts of the Cyberport and to
provide a seamless link between the Cyberport and the rest of the world.
Cyberport companies will also benefit from a wide range of high-tech facilities
(such as audio-visual equipment, data centre, high-tech business centre and
exhibition and demonstration areas) and many useful services (such as interface
with universities and liaison network with venture capitalists). The pleasantly
landscaped low-density environment at the Cyberport will induce innovative
thinking and creative synergy among the like-minded professionals.

Acting on the advice of a committee comprising local, international and
industry experts, we have now succeeded in recruiting a total of 28 tenants
comprising companies such as PCCW, CSL, Centro, Sonera SmartTrust,
Microsoft, GE Information Services, Sybase and a number of small and medium
sized IT companies. The aggregrate take-up rate for all those office space which
are completed and ready for leasing is about 63%.

The Cyberport companies will bring along with them like-minded
professionals at the Cyberport. They will apply, use, experiment, create and
develop applications, services and contents and push back frontiers in their fields.
This is also a place for grooming of professional talent. The University of Hong
Kong, together with six industrial/corporate partners namely Cisco, Hewlett
Packard, IBM, Microsoft, Oracle and PCCW has set up a Cyberport Institute in
the Cyberport in September 2003. This Cyberport Institute will provide
market-driven programmes to nurture talent for Hong Kong.

To promote the development of wireless and mobile applications in Hong
Kong, the Government has funded the establishment of the Hong Kong Wireless
Development Centre (HKWDC) in Cyberport to provide central testing facilities
for wireless application developers and to assist them in marketing their
innovations locally, overseas and in the Mainland. The HKWDC was opened in
December 2003. Separately, a Digital Media Centre is being set up in Cyberport
to provide advanced post-production facilities and technical support for digital
content creators. The Centre will be completed in March 2004.
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Contribution by Australia

Plenary Session

AUSTRALIA: REGULATORY UPDATE

HIGHLIGHTS

On 10 March, the Minister for Communications, Information Technology and the
Arts announced changes to the portfolio, which aim to maximise the benefits of ICT
to the community, business and to the delivery of government services. These
include the creation of an Australian Government Information Management Office
and establishing an Office for the Information Economy within Department of
Communications, Information Technology and the Arts (DCITA). The changes
take effect from 8 April 2004.

The 2002-2003 Telecommunications Performance Report released by the ACA
showed that telecommunications reforms have added a further $12.3 billion to the
Australian economy by 2002-03.

On 26 June 2003, the Government introduced legislation in the Australian
Parliament to allow for the full privatisation of Telstra, the largest
telecommunications carrier. The House of Representatives passed this legislation
on 21 August 2003. The Bill was introduced into the Senate on 21 August 2003, but
on 30 October 2003, the Senate failed to pass the Bill. The Government
reintroduced the Bill into Parliament on 4 March 2004.

There are currently over 100 licensed carriers operating services in Australia.

The first accounting separation reports were published by the ACCC on

22 December 2003. The accounting separation regime requires the preparation and
publication of regulatory accounts, as if there was vertical separation between
Telstra’s wholesale and retail activities. The ACCC is required to submit further
accounting separation reports on a six monthly basis, with the next report due in
mid-April 2004.

In December 2003, the Australian Government initiated a review of the Universal
Service Obligation and Customer Service Guarantee pursuant to section 159A of the
Telecommunications (Consumer Protection and Service Standards) Act 1999. The
review is being conducted by DCITA and will include a focus on the costing,
funding and contestability arrangements of the current universal service regime.

The ACA is currently undertaking a review of payphone policy in accordance with a
direction made by the Government in July 2003.

The ACA will commence a review of the Network Reliability Framework (NRF) in
the first quarter of 2004 in accordance with a direction made by the Government.

The Spam Act 2003 was passed by the Australian Parliament in December 2003
with most provisions taking effect in April 2004. Both the legislation, and the
National Office for the Information Economy (NOIE) Final Report on Spam on
which it was based, can be accessed through the NOIE spam page
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TELECOMMUNICATIONS
2002-2003 Telecommunications Performance Report

The 2002-2003 Telecommunications Performance Report released by the ACA showed
that telecommunications reforms added a further $12.3 billion to the Australian
economy by 2002-2003. This means that the Australian economy is estimated to be
$12.3 billion larger than it would have been without liberalisation in
telecommunications.

The Report also highlighted that by 2002-03 the reforms in telecommunications had
underpinned the creation of approximately 54,000 extra jobs. For the period 2003-2003
the reforms resulted in real consumption benefits of $5.7 billion, benefits to small
business worth $1.8 billion and the output of the telecommunications industry increased
by 97%. The full Report can be found on the ACA website at

JIwww v _home/publications/r formance/2002-
03/report.htm

Telecommunications carriers

Infrastructure (carrier) licences are available on application from the industry regulator,
the ACA. There are no limits on the number of carriers. Licence fees are based on
cost recovery principles. Carriers must have an industry development plan that has
been approved by the Minister for Communications, Information Technology and the
Arts; carriers whose capital expenditure and revenue does not exceed specified limits
may apply for an exemption from this requirement. The provision of content services
does not require licensing. There are currently over 100 licensed carriers operating
services in Australia. They are listed at:
http//www v.au/ac i i
um

Currently the Australian Parliament is considering legislation that will amend the
Telecommunications Act 1997. Under the proposed amendments, the carrier license
process will be changed, for national security reasons, and applicants for a carrier
license will undergo a security assessment prior to the granting of a license.

Telstra Privatisation

The Bill to allow the Australian Government to sell its remaining shareholding in
Telstra, was originally introduced into the Australian Parliament on 26 June 2003. The
Bill was passed by the House of Representatives on 21 August 2003, and was
introduced into the Senate the same day. The Bill was referred to a Senate Committee
for consideration. The majority report of the Committee recommended passing the
legislation, with some minor amendments. However, on 30 October 2003, the Senate
failed to pass the Bill. The Government reintroduced the Bill into Parliament on 4
March 2004.

Under the Telstra Corporation Act 1991, Telstra is subject to ownership restrictions that
limit foreign groups to 35 per cent of Telstra's listed capital and a maximum holding of
5 per cent for individual foreign entities. The proposed legislation does not change the
current limits on foreign ownership of Telstra.



The Government introduced the sale legislation after its comprehensive response to all
39 recommendations of the Regional Telecommunications Inquiry. That response
included A$181 million worth of initiatives to improve existing telecommunications
services, ‘locking in’ ongoing service improvements and ‘future proofing’
telecommunications in regional, rural and remote Australia. It should be noted that the
expenditure of these funds is separate from the privatisation process.

The Bill provides that Telstra be required, under a licence condition, to maintain a local
presence in regional Australia and to prepare, and submit for approval, a Local Presence
Plan. It also provides for regular, independent reviews of regional communications
needs. This will be done by the Regional Telecommunications Independent Review
Committee at intervals of no more than every five years.

New Licence Conditions for Telstra

A license condition guaranteeing the provision of the minimum equivalent throughput
of 19.2kbps over Telstra’s fixed line network on request for dial up internet access
services has been imposed on Telstra as part of the Government response to the
Regional Telecommunications Inquiry.

Improvements to competition regulatory regime

Pursuant to Part XIB of the Trade Practices Act 1974 (the TPA), the Minister for
Communications, Information Technology and the Arts issued a direction to the ACCC
on 19 June 2003, to make record keeping rules requiring Telstra to implement
accounting separation of its retail and wholesale activities.

The accounting separation regime requires the preparation and publication of regulatory
accounts, as if there was vertical separation between Telstra’s wholesale and retail
activities. This provides transparency to the regulator and to the market, to assist in
determining whether Telstra is unfairly discriminating between the price that it charges
competitors for wholesale services and the price that it charges its own retail arm.

The first accounting separation reports were published by the ACCC on 22 December
2003 and included three key aspects:

e A current-cost valuation of Telstra’s assets, compared with the historical or original
cost of these assets;

e An analysis designed to reveal whether there is sufficient margin between Telstra’s
retail prices and the prices it charges access seekers to use its network (plus related
costs); and

e Key performance indicators on non-price terms and conditions that measure the
difference between the percentage of Telstra wholesale’s business and residential
customers and Telstra Retail’s business and residential customers which met the
performance standard.

The ACCC is required to submit further accounting separation reports on a six monthly
basis, with the next report due in mid-April 2004.

The ACCC is also required to prepare and publish a six monthly report on competition
in the corporate sector of the telecommunications market, with the first report to cover
the period July to December 2003. This report is expected by June 2004.



Amendments to the Part XIC of the TPA in 2002 also required the ACCC to publish
model terms and conditions reflecting the prices that carriers could expect to pay for
access to ‘core’ interconnect telecommunications services, including the Public
Switched Telephone Network, the Unconditioned Local Loop Service and the Local
Carriage Service. The ACCC published model price and non-price terms and
conditions for the ‘core’ services on 3 October 2003.

Review of universal service arrangements

In December 2003, the Government initiated a review of the universal service
obligation (USO) and Customer Service Guarantee pursuant to section 159A of the
Telecommunications (Consumer Protection and Service Standards) Act 1999. The
review is being conducted by DCITA and will include a focus on the costing, funding
and contestability arrangements of the current universal service regime. As part of the
review, DCITA is also considering whether the current arrangements are impeding the
development of competition in regional, rural and remote Australia and whether
network extension and trenching costs are impeding access to USO services generally.
Further information on the review, including copies of submissions received, is

available at www.dcita.gov.au
DCITA will report to the Minister on the outcomes of the review before 31 March 2004.

Review of payphone policy

The ACA is currently undertaking a review of payphone policy in accordance with a
direction made by the Government in July 2003. The review will focus on the
effectiveness of the provision of payphones under the universal service arrangements
and will examine arrangements for determining the location of payphones, including the
criteria for installation and relocation of public payphones.

This review is in addition to the wider review of the USO being conducted by DCITA,
and will address the payphone component of the review required under s159A of the
Telecommunications (Consumer Protection and Service Standards) Act 1999. The
ACA is due to report to the Government on its findings by 31 March 2004.

Review of the Network Reliability Framework

The ACA will commence a review of the Network Reliability Framework (NRF) in the
first quarter of 2004 in accordance with a direction made by the Government. The NRF,
which commenced in January 2003, is a three-tiered compliance and reporting
framework that aims to improve the reliability of Telstra telephone services.

Digital Agenda Act Review

On 1 April 2003, the Attorney-General announced that lawyers Phillips Fox had been
selected to undertake a consultancy to inform the three year review of Copyright
Amendment (Digital Agenda Act) 2000. The Digital Agenda Act came into effect on 4
March 2001, updating the Copyright Act 1968 for the digital environment. Among
other changes, it introduced a new technology neutral right of communication and
extended, as far as practicable, the current exceptions to the exclusive rights of
copyright owners to the digital environment. Phillips Fox has recently submitted its



report and the Government is considering its response. The full Governmental review
of legislation is due to occur in 2004.

Anti-SPAM Activity

The Spam Act 2003, which sets a new benchmark for national anti-spam legislation,
was passed by the Australian Parliament in December 2003. Both the legislation and
the National Office for the Information Economy (NOIE) Final Report on Spam on
which it was based, can be accessed through the NOIE spam page
JIwww.noie.gov. rojects/ / i

The legislation has attracted widespread support from both the anti-spam and the
business communities as it provides a balanced approach to permitting responsible
direct marketing and other business activities whilst providing a strong response to
spamming activities.

The main features of the anti-spam strategy being adopted are;

e National legislation, to be enforced by the Australian Communications
Authority, banning the sending of commercial electronic messaging, without
explicit or inferred consent (an opt-in regime);

e Civil sanctions for unlawful conduct including financial penalties, and an
infringement notice scheme, which take effect on 11 April 2004;

e The requirement for all commercial electronic messaging to contain accurate
details of the sender;

e Banning the distribution and use of e-mail 'harvesting’ or list-generating
software for spamming, and

e Working together with international organisations to develop global guidelines
and cooperative mechanisms to combat the global spam problem.

A major education program is now being initiated to ensure businesses are fully aware
of and complying with the legislation.

THE INFORMATION ECONOMY

The newly created Australian Government Information Management Office (AGIMO)
will focus on promoting and coordinating the use of new information and
communications technology to the delivery of Australian Government programs and
services.

The AGIMO will:
e work with government agencies to develop standards to integrate services across
agencies;

e develop Government e-procurement processes including managing the AusTender
system, which enables online access to Australian Government

» business opportunities, tender documents and electronic tender submission;

e promote whole-of-government telecommunications arrangements and volume
software sourcing arrangements;



e manage the roll-out of the Fedlink system, which enables secure online
communications between Government agencies;

o develop an e-Government Authentication Framework to assist people in
verifying electronic communications; and

e manage Gatekeeper, the Government's accreditation system for certifying digital
signatures.

The Office for the Information Economy (OIE) in DCITA will assess the drivers of the
global information economy.

It will:

e examine the impact of information and communications technology on the business
environment and productivity growth;

e coordinate the finalisation of the Government's Strategic Framework for the
Information Economy;

e manage a range of research and analysis activities, such as statistical and
econometric analysis, commissioned research and case studies;

e monitor and investigate community access to the Internet and the role of ICT skills
in overcoming limited electronic access;.

¢ provide a coordination role on e-security matters;

e implement the Australian Government's approach to countering spam; and

e work with industry to develop approaches to accelerate the productive uptake of e-
business throughout the economy.

RELEVANT WEB SITES
Department of Communications, Information Technology and the Arts:

http://'www.dcita.gov.au includes specific issues relating to intellectual property
National Office for the Information Economy: http:/www.noie.gov.aw/;

J/www.govonline.gov
Australian Broadcasting Authority: http://www.aba.gov.au
Australian Communications Authority: http://www.aca.gov.au/
Australian Competition and Consumer Commission: http://www.acce.gov.aw/
Innovation Action Plan: see http://www.jsr.gov.aw/iap/index.html
Federal Privacy Commissioner: http://www.privacy.gov.au

Attorney-General’s Department: http://w
includes publications on electronic commerce law

Tel:Info: www.telinfo.gov.au includes specific information about telecommunications
services and entitlements for people in regional Australia.
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VOLUNTARY REPORT — CANADA
APEC TEL 29
Hong Kong - 21-26 March, 2004

This report consists of five sections. The first section addresses broad policy initiatives and
frameworks that influence policies relating to telecommunications, information technologies and
electronic commerce. The second section focuses on policy and regulatory developments in
Canadian telecommunications. The third section addresses current Canadian spectrum activities.
The fourth section includes some links pertinent to the Canadian ICT industry. The fifth and final
section addresses some of Canada’s international commitments and initiatives.

Broad Policy Initiatives

A.

Broadband

Canadians are among the world’s leaders in Broadband use. Since January 2001, the
Government of Canada has repeatedly stated its commitment to provide Broadband
access to all communities in Canada. This commitment was based on the recognition that
broadband will help further Canada’s development in the twenty-first century, just as other
communication technologies have in the past. To advise the Government of Canada on
how best to achieve this objective, the Minister of Industry established a National
Broadband Task Force (NBTF). In its June 2001 report The New National Dream:
Networking the Nation for Broadband Access, the Task Force proposed a policy
framework and an action plan for extending broadband networks and services to First
Nation, Inuit, northern, rural and remote communities that are unlikely to be served by
market forces alone, without some form of government assistance. The Broadband for
Rural and Northern Development Pilot Program was consequently launched in September
2002 and received $105-million in funding to carry out its mandate until 2005.

Selections for the pilot program are being made through a two-step process. First,
communities submit proposals for funding to support the development of a business plan.
Successful communities are eligible to receive up to $30 000 for this purpose. Additional
funds will be available on a competitive basis to eligible communities to implement their
business plans. The level of contribution will be subject to the quality of the submissions
and the availability of funds. All submissions for funding components are assessed by an
arm's-length National Selection Committee with members from academia, government,
the private sector, health, education and community organizations.

Less than a year into operations, the mandate of the Broadband for Rural and Northern
Development Pilot Program has moved dramatically closer to realization. Competitions for
both rounds of funding have generated intense participation from communities across
Canada. The pilot program has also acted as a catalyst for additional investments in
Broadband. On October 5, 2003, Infrastructure Canada, Industry Canada and the
Canadian Space Agency announced the $155-million National Satellite Initiative. The
National Satellite Initiative will expand satellite capacity to Far North and Mid North
communities, as well as remote communities which cannot receive broadband services in
any other feasible or economic form than satellite communication.

The Government of Canada’s Broadband for Rural and Northern Development Pilot
Program and the recently announced National Satellite Initiative are playing a central role
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in connecting rural and remote communities and, therefore, ensuring Canadians are
among the world’s leaders in Broadband use. More information on this program is

available at www.broadband.gc.ca.

E-commerce: Household shopping on the Internet

According to the 2002 Household Internet Use Survey, Canadian households spent just
over CAD $2.4 billion shopping on the Internet, on everything from airplane tickets to
books. This represents a 35% increase from CAD $1.8 billion spent online in 2001, a
growth rate that far exceeds the 4% increase in the number of households that accessed
the Internet from any location in 2002. An estimated 2.8 million Canadian households
actively participated in e-commerce in 2002, up from 2.2 million in 2001. These
households accessed the Internet from various locations, not just home. In total, they
placed 16.6 million orders. For every $10 spent by households on internet purchases

in 2002, $6.36 was spent on Canadian websites. In 2002, Canadians spent

CAD $884 million of their e-commerce dollars at non-Canadian websites.

Statistics Canada released this report in December 2003. Further information is available
at: www.statcan.ca.

Canada’s Policy Initiatives for Building Trust and Confidence in the Internet
Personal Information Protection and Electronic Documents Act (PIPEDA)

The Personal Information Protection and Electronic Documents Act (PIPEDA) came into
full effect on 1January, 2004. PIPEDA applies to all personal information collected, used
or disclosed by private sector organizations in the course of commercial activity. Its privacy
provisions are based on the Canadian Standards Association's Model Code for the
Protection of Personal Information. Key among the Act's provisions are:
= organizations are required to seek the consent of individuals prior to collecting,
using or disclosing their personal information;
= organizations must protect personal information with security safeguards
appropriate to the sensitivity of the information; and
= individuals may access personal information about themselves held by an
organization and have it corrected, if necessary.
The legislation was previously applicable to federally regulated industries, such as banking
and telecommunications, and applies to provincially regulated businesses as of
January 1, 2004, except in provinces that have developed substantially similar legislation.
Further information is available at: hitp:/privacyforbusiness.ic.gc.ca/epic/internet/inpfb-
cee.ns tedinterE/h_he e.html.

Authentication

As part of its ongoing work to build trust and confidence in the Internet, Canada is in the
process of releasing a set of Principles to guide the development and use of authentication
in Canada. Developed collaboratively by Industry Canada and a working group
representing suppliers, users, consumer advocates, academia, professional associations
and provincial governments, the Principles are a further building block to make a safer,
more secure Internet. Other building blocks include Canada’s policy for the use of
encryption technologies, consumer protection measures for the electronic environment
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and legislation to protect Canadians’ privacy online.

On a technology-neutral basis, the Principles identify the functions and responsibilities of

participants in authentication processes, provide a framework for assessing and managing

the associated with these responsibilities and establish benchmarks for security, privacy

and complaint-handling matters. The Principles will form the basis for codes of conduct,

guidelines and other voluntary initiatives that are tailored to the requirements of specific

industries and government. Further information on this initiative can be found at:
://strategis.ic.gc.ca/authen

Spam

Industry Canada is currently finalizing a six point joint industry-government action plan to
curtail the rising volume of unsolicited commercial e-mail (spam). The department has
been working and consulting with industry stakeholders since 2002, when the volume of
spam began to rise significantly. The elements contained in the proposed action plan have
emerged from these discussions and consultations.

The action plan reflects a toolkit approach that calls for better enforcement of existing laws,
improved and more transparent industry practices and the use of technology to validate
legitimate commercial e-mail communications. It provides for specific actions by both the
government and private sector stakeholders and sets a clear timetable for implementing
these measures.

Policy and Regulatory Developments in Canadian Telecommunications

For a complete overview of the telecommunications services, please refer to Industry Canada’s
reference tool Telecommunications Service in Canada: An Industry Overview. This reference tool
can be accessed on Industry Canada's website at:

http://strategis.ic.gc.ca/T elecomServicesOverview

A.

Status of Competition in the Canadian telecommunications industry

The Canadian Radio-television and Telecommunications Commission (CRTC) released
its third annual report on the status of competition in the Canadian telecommunications
industry in November 2003, providing an assessment for the year 2002. The report is the
third in a series of five annual reports requested by the government.

The report indicates that, while Canadians overall enjoy more choice and improved prices
in the telecom services available to them, telephone competition is still weak in certain
areas, particularly the local wireline market, where the competitors have made little
progress in 2002. Incumbent phone companies continue to hold over 95% of both lines
and revenues.

Meanwhile, as local revenues and the number of lines decreased over 2002, wireless and
high-speed Internet markets experienced double-digit growth, both in terms of revenues
and number of subscribers.
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Highlights include:

* Total service revenues for 2002 were approximately CAD $32.2 billion, nearly a 1%
increase over the previous year.

» Many companies launched new or revised business plans after the elimination of
$8.3 billion in long-term debt and $4.6 billion in write-downs and restructuring costs.
Capital expenditures, excluding a 2001 Industry Canada spectrum auction, were
down 25% in 2002.

The report provides information on the telecommunications industry including the
regulatory regime, key players, the status of competition, its effect on customers and the
status of broadband infrastructure roll-out across the country. Copies of the full report can
be found on the CRTC Web site at www.crtc.gc.ca.

Broadcasting Policy Monitoring Report

The CRTC issued its fourth annual Broadcasting Policy Monitoring Report in December
2003. The report provides information on the status of the broadcasting distribution
undertaking (BDU), television and radio industries in Canada. It also identifies a number of
social issues including programming standards, accessibility and cultural diversity, as well
as the status of Internet use. Respecting BDUs, competition for cable services comes
mainly from Direct-to-Home (DTH) satellite distribution undertakings and multipoint
distribution systems (MDS). As a result of competition, the share of the large cable
undertakings (Class 1-3) rose from 93.5 percent in 1999 to 78 percent in 2002.
Approximately 82 percent of Canadian households receive basic service from a BDU.

Subscriptions to DTH services totalled 2 million and their share of the market reached 21
percent in 2002. Subscriptions rose by nearly 440,000—or 29 percent—from 2001 to 2002.
This growth was derived mainly from former cable subscribers and new subscribers in
areas without cable access. The number of subscribers to digital services (including cable
TV and DTH) increased from 3 million to 3.6 million between June 2002 and June 2003.
By the end of November 2003, the rates of 4.7 million, or 70%, of the subscribers of the
large cable undertakings (Class 1) had been deregulated.

Regulatory framework for the distribution of digital television signals

In November 2003, the CRTC released a regulatory framework (CRTC 2003-61) that will
govern the distribution of over-the-air digital television services by broadcasting
distribution undertakings (BDUs), as well as the distribution of other mandatory, optional
and discretionary services that provide high definition (HD) programming. In general, a
BDU'’s regulatory obligations and authority to distribute digital signals will match those that
currently apply to the distribution of analog versions of these signals. Except as otherwise
provided under a condition of license, BDUs must carry the primary signal of Canadian
over-the-air digital television signals identified in the regulations. The CRTC expects all
BDUs to implement the upgrades necessary in order to comply with the priority carriage
requirements for digital signals. In order to make better use of smaller BDUs limited
distribution capacity, the CRTC will consider granting exceptions to these requirements in
limited circumstances by condition of licence. The CRTC also concluded that a BDU can

apply to cease carriage of analog signals once 85% of the BDU’s subscribers have the
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ability to receive digital services. The CRTC indicated that it will launch two follow-up
proceedings. The first will establish a licensing and distribution framework governing the
transition of pay and specialty services to HD. The second proceeding will examine the
regulatory framework governing the carriage of HD services by direct-to-home sateliite
undertakings.

Canadian Spectrum Activities

A.

2300 MHz and 3500 MHz band spectrum auction

Provisional licence winners of the 2300 MHz and 3500 MHz band spectrum auction were
announced in February, 2004. Twenty-two companies made successful bids and are
eligible to receive licences upon final payment. Following the start of the auction on
February 9, 2004, 392 licences were allocated with bids totaling over CAD $11.2 million.
The confidentiality and authenticity of all bids conducted over the Internet were ensured
through the use of Canadian public key infrastructure encryption and digital signature
technologies. The allocation of this spectrum will enable carriers to extend and enhance
wireless broadband access and services in both rural and urban areas throughout Canada.

Further information is available at: http:/strateqis.ic.gc.ca/spectrumauctions.

National Antenna Tower Policy Review

In March 2003, the National Antenna Tower Advisory Committee was formed to undertake
a policy review regarding tower siting in Canada. The Advisory Committee is expected to
submit a report in the spring of 2004, outlining policy recommendations for improvement to
Canada’s antenna authorization processes. Further information is available at:
www.antennareview.ca

Canada’s ICT Industry

SourceCan

SourceCAN (www.sourcecan.com) is a free e-marketplace that matches Canadian products and
services with thousands of business opportunities posted by domestic and foreign corporations
and governments. Through an international tender feeding system, small and medium sized
Canadian companies can source bids, post opportunities and pursue strategic partnerships, all
within a secure online trading environment. SourceCAN offers firms a comprehensive and up to
date Canadian capabilities database, exposing Canadian businesses to the global marketplace.
SourceCAN is working to fulfill the Government of Canada's commitment to improving
connectedness, industrial development and global trade.
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International commitments and initiatives

A. WTO - Agreement on Basic Telecommunications

Since the ABT was signed in 1997, Canada has adopted all necessary measures to
implement, and in important areas, to exceed its obligations under the WTO Agreement.
In fulfilment of its obligations:

e Canada has removed foreign ownership restrictions in the areas of global mobile
satellite services, ownership of submarine cables and satellite earth stations.

* Teleglobe's monopoly on facilities for overseas services ended on October 1, 1998.
Teleglobe’s special ownership restrictions were eliminated at the same time.

e Telesat Canada's monopoly on domestic and trans-border satellite
telecommunications facilities was ended on March 1, 2000, and;

e An open regulatory regime for international telecommunications was established
and Canada opened its overseas satellite market — one year ahead of the
commitments made within the WTO agreement.

¢ In March 1999, the government made amendments to the Radiocommunication
Regulations in order to remove the requirement of Canadian ownership and control
that applied to fixed and mobile satellite earth station licence holders.

WTO - GATS - Trade in Services negotiations

Canada has made its initial offer available online at: www.dfait-maeci.gc.ca/tna-
nac/TS/offer-en.asp

B. FTAA

Canada has made its trade objectives public (available online at: www.dfait-

maeci.gc.ca/tna-nac/FTAA/ex-io-en.asp).
C. World Summit on the Information Society

The first phase of the World Summit on the Information Society (WSIS) attracted 50
Heads of State/Government and over 11,000 delegates from governments, private sector
and civil society. Canada was one of the largest contributors to the event. The Canadian
pavilion, Summit forums and award events effectively highlighted Canada's information
and communications technology (ICT) success stories in e-development, e-trade, e-
learning, e-culture and e-government. The main side events sponsored by Canada, in
particular the Global Forum on Indigenous Peoples, were also well attended and gave
promise of ongoing partnerships. The final Declaration of Principles and Plan of Action,
adopted by consensus, were in line with Canada’s efforts to promote the concepts of
building effective partnerships among government, the private sector and civil society to
harvest the benefits of ICTs for development. In addition, Canada was pleased with the
success of interventions on core values for the Information Society, such as inclusiveness
(particularly in terms of gender and youth), mainstreaming ICTs in development programs,
freedom of opinion and expression, independent media, cultura! diversity, and on finding a
way forward on internet governance.

Page 6 of 7



Canada will again be an active participant in the second phase of the World Summit on the
Information Society, to be held in Tunis 2005. Canada believes that WSIS should focus on
poverty reduction and development through partnerships (community-led) and
mainstreaming ICTs. Canada has also joined the WSIS Bureau as a WEOG
representative.

ltis increasingly evident that ICTs can play a critical role in reaching the UN's Millennium
Development goals — WSIS helped show what was possible with some of the world's most
creative minds and talented people. It keeps the hope alive that there can indeed be a
“liberation technology" that can bridge the digital divide. For more information on
Canada’s involvement with the WSIS please visit: htip://wsis-smsi.gc.ca .
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Policy and Regulatory Update by Japan

Important actions of Oct 2003-Mar 2004

1 Final Report from "Roundtable on Info-Communications Software”

Since March 2003, MPHPT has been holding the "Roundtable on Info-Communications
Software” (Chair: Mr. NAGAO Makoto, former president of Kyoto University), an
advisory group to the Director-General for Policy Planning (in charge of info-
communications), with the purpose of deliberating upon basic directions concerning
digital content, ICT security and human capacity building that target various current
topics and solutions thereof. The Roundtable has compiled its findings as a final report.
The outline of the final report is as follows:

1. Issues to be recognized

1. Issues to be recognized

Preparation of broadband network
envircnments {infrastructures) has
been steadily in progress. Actual use
thereof is, however, still in its infancy.
To this end, it is indispensable to
enrich content in terms of quality and
quantity.

Numbers of faultsitroubles and
unauthorized accesses are on the rise.
Along with increasing and widespread
use of the Internet in the society.
information security measures shall be
taken.

L ’ i |

Although human resource development in the ICT field has been actively
promcted, the number of engingers/technicians in the fields of content, security,
ete. is still insufficient.

Compreheansive policies for fields other than infrastructures shall be deployed.

{1} Proposals of new policies for digital content
{2) Strengthening of information security measures
{3} Implementation of survey on actual situation of shortage in ICT human resources

2. Challenges to be met for promoting ICT software and basic directions

(1) Proposals of new policies for digital content
10 measures for new content policies
1. To consider content as civilization
2. To develop comprehensive policies for content



To raise the national level of abilities for expressing/transmitting content
To strengthen policy measures for supporting pop cultures

To promote human resource development

To expand industrial foundations for producing content

To reform the distribution system

To establish a safe and secure environment for consumers

To encourage communities to establish their identities

10. To deploy policies for technologies from the viewpoint of content

(2) Strengthening of information security measures

1. Preparation of safe and secure network infrastructures
2. R&D on security technologies comprising foundations of safe and secure
infrastructure
3. Establishment of distribution/collaboration centers of security information for
supporting safety and security
4. Strengthening of user security measures for enjoying safety and security
5. Realization of networks with ease-of-use for enjoying safety and security
(3) Strengthening of human resource development in the ICT field
1. Improvement in effectiveness of ICT education from elementary to upper secondary
Schools
MPHPT will request MEXT to introduce subject "information,” and provide MEXT
with knowhow on preparation of questions concerning ICT-related qualification
staff.
1. Future figures of shared roles among ICT educational institutions
MPHPT shall consider support for getting ICT basic education entrenched in
niversities so as to establish practical ICT education as one sector of scholarships

0% N AW

2 "Study Group on Mobile Number Portability’ Convened
On November 10, 2003, MPHPT held the "Study Group on Mobile Number
Portability (MNP)" with the objective of deliberating upon MNP, from the viewpoints
of improving users’ convenience and of promoting competition among mobile
telephone carriers.
Mobile Number Portability: A mechanism that allows a user to retain the same
telephone number, regardless of the subscribed-to mobile telephone carriers.

1. Purpose

The "Mobile Number Portability (MNP)" is expected to bring about merits from the
viewpoints of improving users' convenience and of promoting competition among
mobile telephone carriers. Since a considerable amount of costs is required for
introduction of portability, it is vital to fully consider user needs and effects thereof.
To this end, the Study Group, as an open forum, was established for the purpose of
deliberating upon MNP based on a range of opinions.

2. Major topics
1) Analysis/evaluation needs concerning MNP
it) Basic concepts on introduction of MNP



ii1) Desirable methods for realizing MNP and for sharing the costs thereof

3. Schedule

Following the first meeting held on November 10, 2003, the Study Group plans to
compile its findings as a report around February 2004.

3. Announcement of "Basic Approach Concerning Evaluation of Competitive
Situation in the Telecommunications Business Field" and "FY2003 Details for
Implementation of Evaluation of Competitive Situation in the Telecommunications

Business Field"

On November 18, 2003, MPHPT released the "Basic Approach Concerning the
Evaluation of Competitive Situation in the Telecommunications Business Field" and
"FY2003 Details for Implementation of the Evaluation of Competitive Situation in the
Telecommunications Business Field."

On October 7, 2003, MPHPT released a draft "Basic Approach” and draft "FY2003
Details for Implementation” for inviting public comments based on the report (July 2003)
of the "Study Group on Methods for Evaluating Competition in the Telecommunications
Fields as IP Evolves" (Chair: Dr. SAITO Tadao, Professor Emeritus, the University of
Tokyo). These "Basic Approach” and "FY2003 Details for Implementation” released this
time were formulated based upon the public comments filed through the due procedures.
The outline of these "Basic Approach" and "FY2003 Details for Implementation” are as
follows:

1. Purposes
1. Grasping of increasingly complex competitive situation along with the evolution of
IP/broadband introduction
1) Flexibility in constructing networks is improved through repeated regulatory reforms
in the telecommunications business field.
ii) New entries, services and operation methods are successively increasing along with
the evolution of IP/broadband introduction.
iii) Due to changes in the structures for providing services and in relationships among
service providers, progress of competition varies by service and area.
2. The shared recognition of competitive situations, transparency of administration and
foreseeability are improved.
i) Formulation of broader consent concerning data, etc. and methods for analyses,
competitive situations of market are analyzed on a fact basis and published
i1) Improvement in transparency of administration and in foreseeability.

3. Ensuring of international harmonization
i) Following in the footsteps of the UK, which now has "competition review" in place,
EU member states will adopt "competition review."
ii) In the US, competition assessment reflecting variances by service/area is being
implemented.
iii) In the global telecommunications business field, it is vital to ensure international
harmonization in policies.



I1. Basic stance
1. Evaluation of competition is to be implemented by the administration as part of the
process of planning, developing and promoting policies.
2. Contents include "Decision of objectives for analysis,” "Definition of market" and
"Analysis/evaluation of competitive situation.”
3. The following points shall be noted so as to improve transparency:
1) Explain indices for analyzing competitive situations and the evaluation process, and
the like.
i1) Announce methods for analysis of data, etc. as much as possible
ii1) Procedures for invitation of public comments shall be employed. Public comment
procedures will be taken upon publication of the Basic Approach (draft), Details for
implementation (draft) and results of evaluation, respectively.

I1I. Flowchart concerning implementation

Flowchart on implementation

Released on :Dctober 7, 2003 for inviting public comments
Announcement of the final versions on November 18, 2003

. —) End of March &
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To be implemented every fiscal year of evaluation.

IV. Objectives to be analyzed in FY2003

The objectives market segment in FY2003 is "Internet connectivity.”

Reasons are as follows:

1. The Internet connectivity markets are changing drastically.

2. In terms of policy measures, broadband and fiber-optic networks are used for Internet
connectivity and are focus of attention.



3. As for the Internet connectivity market, Japan is a leading country, running ahead of
the U.S. and Europe. Thus, Japan shall develop an original approach for analysis of this
domain.

4. In this service domain, different services are provided as one package or various
services are integrated as an inseparable package. Analysis of individual services in the
Internet connectivity market is a difficult task. Upon development of methods for
competition evaluation, this market segment is suitable for developing definitions, for
analysis/evaluation and for finding rational solutions.

V. Market definition

1. Market definition is to be implemented focusing on one market where identical
services are transacted.

2. Markets are defined by i) setting a minimum unit of service among services for end-
users as a starting point, ii) compiling services as one service group comparing with the
minimum unit of service with similar and neighboring services, and iii) deciding a
boundary of the market across service providers.

3. These works are part of a preparatory process for analysis of a competitive situation
and will affect results of said analysis.

4. Markets will tend to overlap with each other doubly or triply. Accordingly, the market
structure is neither systematic nor concrete unlike the Japan Standard Industry
Classification (JSIC).

V1. Analysis/evaluation of competitive situation

1. Quantitative indices shall be analyzed in a multifaceted manner.

Grasping the factors that lead to the situations.

2. Indices shall be calculated by defined market, on a one-by-one basis.

3. Concrete indices, etc. analyzed according to the following flow:

1) Quantitative indices shall be analyzed for obtaining a bird's-eye view of competitive
situation.

ii) Analyze trends in the number of contracts and shares of revenues, magnitude of entry
barriers, the number of providers, trends in the numbers of new entries/withdrawals.
iii) Analyze qualitatively, including factors that lead to the situations concerned as
indicated by quantitative indices.

VIIL. Analysis on qualitative factors

1. Competitive situation in a market between a telecommunications carrier and end users
is strongly affected by transactions among telecommunications carriers. Thus, analysis
on influences of transactions among telecommunications carriers is important.

2. Algorithms for qualitative factors are generalized as much as possible in order to apply
to the Basic Approach and the Details for Implementation.

3. To this end, in particular for FY2003, algorithms were carefully developed on
analyzing qualitative factors. Concretely, in the course of analysis, i) it was deliberated
whether the algorithms have generality that could be applied to various markets in the
"Internet connectivity” domain, then 1i) applicability of the algorithms to other domains
was tried.



VIIL Analysis/evaluation of competitive situations; Feedback to policy

Methods of judging competitive situations suitable for
individual policy measures

. [Japan]
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4. Outline of "Guidelines for Radio Spectrum Reallocation"

On July 30, 2003, a report entitled the "mid- to long-term outlook of radio spectrum use

and roles of the government" (Report on Inquiry No.7: "Radio Policy Vision") was
submitted by the Information and Communications Council (Chair: Mr. AKIYAMA
Yoshihisa). Based on the report, in order to realize a ubiquitous network society through

wireless broadband environment, MPHPT developed the guidelines for implementing a

drastic review of spectrum allocation in the future.

The outline of the guidelines is as follows:

I. Background and purposes
The Government:

1) aims at i) realizing a more comfortable and higher quality of life through realization of

a wireless broadband environment, and ii) revitalizing Japan's industrial/economic

activities through expansion of the ICT market;

2) upon realization of a ubiquitous network society, implements drastic review of

spectrum allocation without adhering to the existing regulatory frameworks, so as to




ensure spectra necessary for facilitating introduction of core radio systems comprising the
wireless broadband environment; and

3) upon the implementation, prepares basic regulatory frameworks for the concrete
revisions of "frequency assignment plan.”

I1. Contents
Concrete contents of the "guidelines for spectrum reallocation” areas follows:
1) To ensure spectra necessary for facilitating introduction of the following core radio
systems comprising a ubiquitous network society:

Mobile communications systems:
Within five years, to ensure a bandwidth of 330 - 340 MHz mainly in the 1.7-GHz band
and 2.5-GHz band. Within five to 10 years, to ensure a bandwidth of up to 1.38 GHz
mainly in the 5 - 6 GHz band.

Wireless LANs, NWA systems:
Within five years, to ensure spectra meeting demands for a bandwidth of 480 MHz
mainly in the 5-GHz band. Within five to 10 years, to ensure spectra meeting demands
for a bandwidth of up to 740 MHz mainly in the 5 GHz band to be ensured.

RFID, UWB, household electric appliance with ICT functions, etc.

To be studied in consideration of needs, technical requirements, trends in R&D, etc.

2) Main issues of fundamental view for implementation of drastic review of spectrum
allocation

Encourage licensees to return redundant spectra not being used efficiently

Reallocation of radio spectra, which are used for radio systems actually replaceable
with fiber-optic cables, etc., to other radio systems such as mobile communications, for
which radio spectrum use is indispensable

Swift reallocation of radio spectra to new radio systems with higher demand

3) To promote measures for facilitating spectrum reallocations

Should reallocation need to be completed in a short term, e.g. three years from the
formulation of a radio spectrum reallocation plan, incumbent licensees will be forced to
dismantle radio facilities that the licensees purchased and constructed in the past and to
purchase and construct alternative facilities.
The Council recommends that MPHPT conduct studies on establishment of a scheme to
compensate incumbent licensees for reai]ocation costs such as a portion of the remaining

book value and the dismantling cost of the radio facilities, etc.



Take leadership in discussions on radio spectrum at ITU, etc.

S. Terrestrial digital broadcasting service has started

In December 2003, terrestrial digital broadcasting has started in Tokyo, Osaka, and

Nagoya. Number of potential households in these area is approximately over 12 million.

(Kanto area: Approximately 6.9 million households of direct reception + Cable TV

reception; Chukyo area: Approximately 2.3 million households of direct reception +

Cable TV reception; Kinki area: Approximately 2.8 million households of direct

reception + Cable TV reception) Number of shipped devices are approximately 607,000

units (as of end of February). The broadcasting in these areas will become full-power in

2005 and broadcasting in the other areas will begin in the end of 2003 after changing

analog-TV frequency. In 2006, service will be served in all prefectures in Japan and

analog broadcasting will be discontinued in 2011.

Terrestrial Digital Broadcasting Schedule
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1 Distribute free softwares to block indecent spam mails(2003-11-10)

The Ministry of Information and Communication(MIC) has developed a software, whic
h can block more than 90% of indecent spam mails sent to adults, children, and adolesce
nts, in order to raise public awareness online etiquette and protect people from indecent
spam mails. It is available for free over the Internet starting from November 10, 2003.

This software called 'Indecent Spam Filter ° has a special feature of blocking pornogra
phic images, Korean porn sites(URL )set up overseas and nasty words. It can be downlo
aded from several websites such as www.mic.go.kr , www.icec.or.kr, www.kado.or.kr,
www.kisa.or.kr, www.kispa.or.kr, www.cyberparents.or.kr, and www.naver.com. It is als
o available in CD-ROM and will be distributed to public organizations for the disabled a
nd teenagers.

2. Establish the Korea Internet Security Center (2003-12-17)

The Ministry of Information and Communication(MIC) has established 'Korea Internet
Security Center' under the Korea Information Security Agency(KISA) on December 17,
2003 to detect security breaches, in particular, hacking and virus attacks at the early sta

ge and to effectively cope with them.

With the cyber attack on January 25, 2003, the MIC realized that it is essential to establ
ish a comprehensive and active system of collecting and analyzing information on virus
attacks, and came up with a basic plan for the establishment of the Korea Internet Securi

ty Center last March.

The Korea Internet Security Center is designed to monitor private information and co
mmunication networks for ISPs, and it monitors network traffic 24 hours a day, shares i
nformation with other organizations, and detects and analyzes potential security threats.
Also, in case of emergency, it issues a public warning and alert and provides technical s

upport for swift recovery.

The center is expected to help Korea respond pro-actively to security threats like the on

e occurred last year.



3. Open an open-source software portal site (2004-2-11)

The Ministry of Information and Communication(MIC) has established an open-source
portal site ( http://www.oss.or.kr )on February 11, 2004 in order to facilitate the develop
ment and usage of open-source softwares. The website is consisted of 3 sections for user

s, and developers, and resources.

Firstly, a users site( http://user.oss.or.kr )provides basic information about open-source s
oftwares such as open-source industry's latest news, recent research trends in the local ¢
ommunities and in the global market, and seminars.

Secondly, a developers site( http:/developer.oss.or.kr )provides not only the developme
nt environment, but also a mailing list, which allows developers to easily share informat
ion. In addition, it provides CVS(Current Versions System) to make version managemen

t easier .

Lastly, a resources site ( http://data.oss.or.kr ) includes documents such as seminar prese
ntations and excellent open-source softwares both in Korean and foreign languages. Thi
s section is expected to provide easy access to latest materials through site mirroring of t

he overseas prominent sites such as sourceforge.net in the near future.

Unlike closed-source softwares like Hangle and MS Office, open-source software with
its source code open, such as Linux, can be freely reproduced and redistributed and eas
ily upgraded. Since open source software programs were led by private companies, ther
e were limitations to expanding software sharing. Yet, it is highly likely that Korea will
establish open-source software portal sites like German's BerliOS, contributing to the e

xpansion of open source software.
3% BerliOS : A German open-source S/W portal site set up by the German government,

in which 5,000 developers have participated and developed about 900 open-source S/'W
s.

4. Open a website for information security (2004-3-1)



The Ministry of Information and Communication(MIC) has opened a website for informat
ion security called ‘KrCERT( http://www.krcert.orkr ) on March 1, 2004.

The website run by the Korea Information Security Agency (KISA) provides much info
rmation about Internet security. This includes potential problems discovered in domestic
Internet networks, worms- viruses, vulnerabilities, information of overseas and domest

ic major DNS, top 5 types of attacks, and top 10 target ports and protocol.

Also, KISA has launched services provided by ‘CERTCC-KR’ for information shari

ng with other leading companies and organizations' CERT.

With links to other related security websites, 'KrCERT" website has provided lots of sec

urity related information, including one stop service regarding Internet security.

Therefore, Information Service Providers(ISPs) can identify the comprehensive situatio
n of the networks, and operate networks in a more stable way.

The MIC will continue to support KrCERT website to become a hub for information ex
change and an internet security center so that it can provide information about security bre

aches in real time and respond to them swifily.

KR-Cert websites has 3 URLS, http://www.krcert.net, http://www krcert.org, and http://www.
krcert.or.kr.

5.Approach the era of 30M Internet users in Korea (2004-2-11)

According to an annual survey done by the MIC and the Korean Network Information C
enter last December, most of the major indicators of informatization, including the num
ber of Internet users, rates of computer and internet penetration, the number of e-mail h

olders, and the number of hours spent for Internet access have all evenly increased.

The number of Internet users in Korea stands at 29.2 million, accounting for 65.5 percen
t of the population as of December 2003, 6.1 percent up from the previous year. At this r

ate, the number is expected to reach 30 million within this year.



It is noteworthy that the number of users over 30 years old, regarded as a poor user grou

p, have increased dramatically, compared with that of people in their 20s.

Of all the age groups, teens and those in their 20s are still the predominant users as 94 p
ercent of them uses the Internet. Those in their 30s and 40s, categorized as a poor user
group, recorded 80.7 percent and 51.6 percent, respectively in the Internet usage rate, 1
1.3 percent up for 30s and 12.3 percent up for 40s from the last year.

Among the total population, 71.7 percent of males and 59.2 percent of females use the 1
nternet. This represents a 6.5 percent rise for males and 5.6 percent rise for females fro
m 2002.

Office workers and students were the professional groups that showed the highest usag
e rates of 92 percent and 97 percent, respectively. Housewives are also enthusiastically e
mbracing the Internet, marking a 13.1 percent rise from the previous year to achieve 50.

3 percent user rate.

In addition to the numbers representing the degree of informatization such as the numbe
r of Internet usage, there are other indicators showing Korea's move toward an informati
on society including patterns of computer and Internet usage, and usage patterns of onli

ne shopping and contents.

55.9 percent of users are using computer for over 10 hours a week. 76.5 percent of resp
ondents cited Internet/e-mail as the primary reason for using computer, followed by play
ing games( 59 percent) and data management( 41 percent). 46.9 percent of the people su
rveyed are using the Internet for over 10 hours a week.

They use the Internet, mainly for information search(72.8%), games(52.5%) and e-mail
(51.3%). In addition to these purposes, a growing number of people in their 10s, 20s and
30s uses the Internet as an aid to various activities, including economic activities (onli
ne shopping, banking), communication(chatting, messenger service, community particip

ations), and education.

The MIC has attributed the success of Korea's informatization to government-led progra
ms, including IT training and measures to bridge the digital divide. The MIC will contin
ue to provide IT training programs to about 550,000 underprivileged people.
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To Cover Activities From October 2003 Through March 2004

THE EXECUTIVE BRANCH

IPv6: A Commerce Department task force studying issues related to Internet Protocol
version 6 (IPv6) invited interested parties to file comments on the costs and benefits of
a transition from L.P. version 4 to I.P. version 6. Comments were due on March 8, 2004.
Commenters were invited to provide information on a variety of topics, including IPv6
characteristics that will either enhance or possibly degrade network security, and affect
network access and “traceability.” Comments were also sought on the expected costs of
upgrading and replacing hardware and software, and of maintaining security during
transition to the new standard. The task force, called for by President Bush’s National
Strategy to Secure Cyberspace, is co-chaired by the Commerce Department’s National
Telecommunications and Information Administration (NTIA) and the National
Institute of Standards and Technology (NIST) and will operate in consultation with the
Department of Homeland Security and other federal offices and agencies. The task
force will issue a report of its findings and recommendations to the President later this
year. www. ntia.doc. gov/nt1ahome/frnot1ces/2004/IPV6RF CFinal.htm &

Broadband Over Power Lines: In February, NTIA stated formally that broadband
over power lines holds promise to be the "Third Wire" into American homes - a
competitive, facilities-based, cost-effective new way to deliver high-speed Internet
services to American citizens. The NTIA is pleased that the FCC is moving forward on
broadband over power lines. The Commission's proposed rules, as informed by the
NTIA interference analysis, will provide policy makers with the rigorous technical data
and measurements that will be necessary to accurately and fairly judge the prospects of
this excmng, mnovatlve new use of existing infrastructure.

In February 2002, the U.S. Government launched the E-Authentication Initiative whose
stated goal is to enable trusted electronic access to Government systems while
preserving the trust and privacy of the American public. To do so the initiative is
focused on meeting the authentication business needs of the E-Gov initiatives, building
the necessary infrastructure to support common, unified processes and systems for
government-wide use. Thereby helping to build the trust that must be an inherent part of
every online exchange between the American public and the Government. The E-
Authentication Architecture makes use of Security Access Markup Language (SAML)
to assert identity in a Federated environment.

In December 2003, the U.S. Government’s Office of Management and Budget released



the E-Authentication Guidance for Federal Agencies, which provides definitions for
four levels of identity assurance in conducting electronic transactions. The guidance is
intended to aid Federal agencies in determining their identity assurance needs when
conducting web-based business. The definitions for each of the four levels were
influenced by existing definitions published by the United Kingdom’s Office of the E-
Envoy. The guidance can be found at http://www.whitehouse.gov/omb/memoranda/
fy04/m04-04.pdf. In support of this guidance the U.S. National Institute of Standards
and Technology has drafted the NIST Recommendation for Electronic Authentication,
SP 800-63, a companion technical guidance to the OMB document that identifies the
minimum technical requirements at each defined level of assurance. It is important to
note that this guidance includes the use of UserID/PIN/Password solutions as well as
cryptographically based solutions for identity assurance. The NIST recommendation is
available at http://csrc.nist.gov/publications/drafts/draft-sp800-63.pdf.

A key component for success of the E-Authentication initiative is identifying the level
of assurance provided by a particular electronic identity credential. In response to this
need, U.S. Industry has developed the Electronic Authentication Partnership, an
industry-led, long-term strategy aimed at developing rules and guidelines for assessing
and asserting the level of assurance inherent to individual electronic identity programs.
Information concerning the Partnership is available at http://www.eapartnership.org/.
Membership in the Electronic Authentication Partnership includes the Liberty Alliance,
Internet2, and WS* programs, all of which are industry-sponsored federated identity
initiatives. -

At the RSA Conference in San Francisco, California, eleven companies partnered with
the OASIS Security Services Technical Committee and the U.S. Government E-
Authentication Initiative to demonstrate interoperability using SAML 1.1 for the
exchange of authentication and authorization information. A press release concerning
this demonstration is available at:
http://www.oasis-open.org/news/oasis_news_02 25 04.php.

The Federal Bridge Certification Authority (FBCA) is a component of the overall E-
Authentication initiative, providing assertion of the level of assurance inherent to the
Enterprise PKI solutions cross-certified with it. The FBCA basic and medium
assurance certificate policies equate to Level 3 in the OMB Guidance, while the FBCA
high assurance certificate policy equates to Level 4. The FBCA continues to provide
interoperability among discrete Enterprise PKI domains. There are now eight
organizations cross-certified with the FBCA including the first U.S. state participant,
the State of lllinois. In addition, an on-going project between the National Institutes of
Health and the Higher Education community (EDUCAUSE) continues to demonstrate
the viability of Bridge-to-Bridge interoperability, allowing the validation of PK1
signatures by employees of the National Institutes of Health, based on digital
certificates issued by a University to a member of its faculty. Full path discovery is
performed using a bridge-to-bridge relationship between the FBCA and the Higher
Education Bridge Certification Authority. In addition to the Higher Education
initiative, the Aerospace Industry is exploring the use of a Bridge to enable cross-
organizational trust in the Aerospace community and cross-certification with the
FBCA.

Finally, the U.S. Federal Government has launched an initiative to standardize the

(8]



issuance of identity credentials to Federal employees, contractors, and other affiliated
personnel that will result in integrated physical and logical credentials across the
Federal enterprise. The result will be a smart card used as a physical badge and
carrying logical access capabilities including PKI. The U.S. Government’s Smart Card
Interagency Advisory Group and the Federal PKI Steering Committee have teamed up
to develop policy and guidelines for implementing this initiative. The final drafts of
two new policies are now available: The Common Federal PKI Policy and the
Common Smart Card guidance have been published by the newly formed Federal
Identity Credentialing Committee, www.cio.gov/ficc/.

-Securi

Computer Emergency Response Team (CERT): In 2003, the Department of
Homeland Security’s National Cyber Security Division established a new US-CERT
capability to ensure a national 24x7 response and readiness capability. The Division is
responsible for implementation of the President’s National Strategy to Secure Cyber
Space.

Critical Infrastructure Protection: In December 2003, the President issued
Homeland Security Presidential Directive 7 (HSPD-7) on Critical Infrastructure
Identification, Prioritization, and Protection. The directive updates the U.S.
government organization for physical and cyber infrastructure protection, calling for
the creation of a Critical Infrastructure Protection Policy Coordinating Committee to
advise the President’s Homeland Security Council on interagency policy related to
physical and cyber infrastructure protection. The Directive also tasks the Department
of Homeland Security (DHS) with developing a national plan for critical infrastructure
protection (CIP) by December 2004. The Critical Infrastructure Information Act
of 2002 allows the Department of Homeland Security to receive and protect voluntarily
submitted critical infrastructure information which may contain proprietary and
confidential information not otherwise available to the Federal government and not
customarily in the public domain.

Spam Legislation On December 16, 2003, President Bush signed into law the
Controlling the Assault of Non-Solicited Pornography and Marketing Act of 2003
(CAN-SPAM Act), which establishes a framework of administrative, civil, and
criminal tools to help America's consumers, businesses, and families combat
unsolicited commercial e-mail, known as spam. The new law is a pro-consumer
measure that allows consumers to choose to stop further unsolicited spam from a sender.
It also provides a protection against spam containing unmarked sexually-oriented or
pornographic material.

EXECUTIVE BRANCH SPECTRUM ACTIVITIES
U.S. Spectrum Policy Public Meetings: The Department of Commerce has arranged

a series of public meetings designed to gather information from the private sector and
state and local governments about better ways to manage the nation's airwaves. NTIA
hosted the first meeting on December 9 and co-sponsored a February meeting with the
National Academy of Sciences. NTIA also is planning a third meeting in cooperation

with the former Public Safety Wireless Network (PSWN), now part of the Department



of Homeland Security (DHS) Project SAFECOM. The public meetings will be the first
opportunity for interested parties from outside the federal government to participate in
the Bush Administration's initiative to develop a U.S. spectrum policy for the 21st
century promoting economic growth, ensuring national and homeland security and
fostering new technologies. The President's spectrum initiative requires the
Commerce Department to prepare legislative and other recommendations to (1)
facilitate a modernized and improved spectrum management system; (2) create
incentives for more efficient and beneficial use of spectrum and to provide a higher
degree of predictability and certainty for incumbent users; (3) develop tools to
streamline the deployment of new services and technologies, while preserving national
security, homeland security, and public safety, and encouraging scientific research; and
(4) develop means to address the critical spectrum needs of national security, homeland

security, and public safety. www.ntia.doc.gov

Unlicensed Devices: NTIA invited interested parties to file comments on an expansion
of the 3650-3700 MHz band to unlicensed devices for (rural) wireless broadband
applications such as WiFi while protecting federal operations in those bands from
interference or other adverse effects. Comments were due February 27, 2004.
www.ntia.doc.gov/osmhome/broadband &

iadoc. al fmotices/2004/R WBPTFinalLl

Frequency Assignment Coordination Website: NTIA has established a website to
facilitate frequency assignment coordination between federal and non-federal
operations within the 70, 80, and 90 GHz bands. When fully operational, non-federal
users of spectrum will be able to receive in minutes, as opposed to weeks or months,
approval to operate in the 70, 80 and 90 GHz bands opened for commercial use by the
NTIA and the Federal Communications Commission (FCC).. At these “millimeter
wave” frequencies, data can be transmitted at extremely high speeds.

/it i v/W

Frequency Alocation Chart: Revised as of October 2003.

FEDERAL COMMUNICATIONS COMMISSION

Web site: http://www.fcc.gov/headlines.html

February 12,2004

FCC Proposes Rules for Broadband Over Power Lines

The FCC proposed changes to technical rules that will foster broadband deployment
using the untapped capabilities of the nation’s power grid, while safeguarding existing
services against harmful interference. The Part 15 rule changes, proposed in a Notice
of Proposed Rulemaking, set forth procedures to measure the radiofrequency energy
emitted by equipment used to provide broadband service over power lines and establish
particularized interference mitigation requirements. By facilitating access to
broadband over power lines (BPL), the Commission takes an important step toward
increasing the availability of broadband in rural and underserved areas because power
lines reach virtually every home and community in the country. In areas in which



consumers already have broadband access, BPL enhances competition by providing
another broadband alternative. These changes will also facilitate the ability of electric
utilities to dynamically manage the power grid itself, increasing network reliability.

February 12, 2004

FCC Rules That Pulver.com’s Free World Dialup Service Should Remain Free
From Unnecessary Regulation

The FCC ruled that Pulver.com’s Free World Dialup offering will remain a minimaily
regulated competitive option for consumers. The Declaratory Ruling emphasizes the
FCC’s long-standing policy of keeping these Internet services free from burdensome
economic regulation at both the federal and state levels.

February 12, 2004

FCC Moves to Allow More Opportunities for Consumers Through Voice Services
Over the Internet

The FCC initiated a major proceeding to examine opportunities that allow consumers
greater choices created by voice services provided over the Internet. It is also designed
to provide a measure of regulatory stability to the communications marketplace and to
further promote the development of these Internet-based services. The Notice of
Proposed Rulemaking recognizes not only that Internet services should continue to be
subject to minimal regulation, but also that mechanisms to implement important social
objectives, such as public safety, emergency calling law enforcement access, consumer
protections and disability access, may change as communications migrate to Internet
enabled services.

February 12, 2004

FCC Opens Proceeding to Streamline and Improve Network Outage Reporting
The FCC adopted a notice that proposes to require wireless, wireline, cable, and
satellite telecommunications providers to report information electronically to the
Commission about significant disruptions to their communications systems. For ease
of reporting, the Commission proposed the use of an electronic template that would be
used by communications providers to provide the requested information via the Internet.
Taken together, these proposed actions would facilitate more reliable
telecommunications throughout the United States and promote Homeland Security.
This builds on the telecommunications industry’s effort to date to improve outage
reporting.

February 2, 2004

FCC Releases Tenth Annual Report on Competition in Video Markets

The FCC released the tenth annual report on competition in video markets. This report
examines the status of competition, discusses changes that have occurred in the
competitive environment over the last year, and describes barriers to competition that
continue to exist. This report also examines the status of competition in the market for
the delivery of video programming over the past decade and at various intervals in
between.

Overall the report finds that, due to technological advances and investment in new
platforms for delivering video programming, the vast majority of Americans enjoy
more choice, more programming and more services than any time in history. In
addition to an increase in the number of video channels, cable operators and other
multichannel video programming distribution (MVPD) services also now offer
advanced video services and many non-video advanced services. Cable television
remains the predominant technology for the delivery of video programming. Ten years
ago, cable operators served almost 100% of the nation’s subscribers. Today, cable’s
share has fallen to approximately 75% of all MVPD subscribers.

Direct Broadcast Satellite (DBS) TV service has become the most significant national
competitor to cable. Most consumers have the additional choice of at least two national



DBS providers that provide service similar to that of cable operators. DBS now serves
almost 22% of all MVPD subscribers.

January 29,2004

Caller ID Rules for Telemarketers Are In Effect

Beginning on January 29, 2004, the FCC required all telemarketers to transmit caller ID
information when making telemarketing calls. Providing this information to those
receiving telemarking calls will, in many cases, let consumers know in advance who is
calling and allow them to make a do-not-call request, if desired. The Commission’s
caller ID rules for telemarketers were adopted in July, 2003 as part of its Telephone
Consumer Protection Act (TCPA) proceeding. The Commission’s rules provide that
caller ID information must include either calling party number (CPN) or automatic
number identification, and, when available by the telemarketer’s carrier, the name of
the telemarketer. CPN can include any number associated with the telemarketer or
party on whose behalf the call is made, that allows the consumer to identify the caller.

January 27, 2004

FCC Proposes To Fine Clear Channel Communications $755,000 For Apparent
Violations Of Indecency and Public Inspection File Rules

The FCC issued a Notice of Apparent Liability for Forfeiture against several
subsidiaries of Clear Channel Communications for apparently airing indecent material
over several broadcast stations during several days. The Commission proposed the
statutory maximum forfeiture of $27,500.00 for each of 26 apparent indecency
violations. This forfeiture is the highest ever proposed against a broadcast licensee.
The Commission proposed the statutory maximum forfeiture amount because of Clear
~ Channel’s history of transgressions relating to the broadcast of indecent material over
stations licensed to its subsidiaries.

January 15,2004

FCC Proposes to Fine WCSS $560,000.00 for “Slamming” Violations

The FCC proposed a forfeiture of $560,000 against World Communications Satellite
Systems, Inc. (“WCSS”) for apparent violations of the Communications Act and the
Commission’s rules and orders prohibiting slamming. Slamming is the illegal practice
of switching consumers’ preferred long distance or other telephone service providers
without their consent. After receiving a large number of consumer complaints, the
Commission’s Enforcement Bureau, along with the Public Utility Commission of
Texas, launched an investigation into WCSS’s practices. The Commission found that
WCSS apparently submitted preferred carrier changes for 10 consumers on 13
occasions without their authorization and verification. The Commission found that in
one of those instances, WCSS apparently misled the consumer by asserting that it has a
verification tape for the switch when it apparently did not have such a tape. Because of
the egregiousness of WCSS’s behavior, the Commission proposed a forfeiture of
$80,000 for that violation, as compared with $40,000 for each of the other 12
authorized carrier changes. WCSS is a reseller of long distance telephone service,
located in Champaign, Illinois. The consumers whose service was switched without
authorization are all located in Texas.

December 22, 2003

FCC Releases Data on Local Telephone Competition

The FCC released summary statistics of its latest data on local telephone service
competition in the United States. Telecommunications service providers file data on
lines in service to end-user customers and mobile wireless telephone subscribership
twice a year in the Commission’s local competition and broadband data gathering
program. Reporting of state-level data is mandatory for carriers with at least 10,000
switched access lines, or at least 10,000 mobile wireless telephone service subscribers,
in a state.



End-users customers obtained local telephone service by means of some 155.9 million
incumbent local exchange carriers (ILEC) switched access lines; 26.9 million
competitive local exchange carriers (CLEC) switched access lines, and 147.6 million
mobile wireless telephone service subscriptions.

Nationwide, mobile wireless telephone subscribers increased 6% during the first six
months of 2003 from 138.9 million to 147.6 million. During the full twelve month
period (ending June 30, 2003), mobile wireless subscribers increased by 13%.

December 22, 2003

FCC Released Data on High-Speed Services for Internet Access

The FCC released summary statistics of its latest data on the deployment of high-speed
connections to the Internet in the United States. Facilities-based service providers file
data with the FCC on the amount of high-speed connections in service twice a year
pursuant to the FCC’s local competition and broadband data gathering program.

The FCC adopted the local competition and broadband data gathering program in
March 2000 to assist the FCC in its efforts to monitor and further implement the pro-
competitive, deregulatory provisions of the Telecommunications Act of 1996. The
FCC uses data from this effort to evaluate the deployment of advanced
telecommunications capability.

High-speed lines connecting homes and businesses to the Internet increased by 18%
during the first half of 2003, from 19.9 million to 23.5 million lines, compared to a 23%
increase, from 16.2 million to 19.9 million lines, during the second half of 2002. For
the full twelve month period (ending June 30, 2003), high-speed lines increased by
45%.

Of the 23.5 million high-speed lines, 16.3 million provided advanced services.
Advanced services lines increased 32% during the first half of 2003, from 12.4 million
to 16.3 million lines. For the full twelve month period (ending June 30, 2003),
advanced services lines of all technology types increased by 56%.

High-speed connections in service over asymmetric digital subscriber line (ADSL)
technologies increased by 19% during the fist half of 2003, from 6.5 million to 7.7
million lines, compared to a 27% increase, from over 5.1 million to 6.5 million lines,
during the preceding six months. For the full twelve month period (ending June 30,
2003), high-speed ADSL increased by 50%.

November 13, 2003

FCC Begins Inquiry and Proposed Rulemaking Regarding “Interference
Temperature” Approach for Interference Management

FCC adopted a Notice of Inquiry and Notice of Proposed Rulemaking that sets forth
and seeks comment on a possible new way to qualify and manage interference among
different services. Termed “interference temperature”, this model for addressing
interference takes into account the actual cumulative radiofrequency energy from
transmission of spectrum-based devices, and would set a maximum cap on the
aggregate of these transmissions. In contrast, the current approach for managing
interference focuses on specifying and limiting the transmit powers of individual
spectrum-based devices as the chief way to prevent interference. The “interference
temperature” approach may facilitate more intensive use of the radio spectrum, creating
the opportunities for new services and improving the predictability of any interference
to existing services.

November 13,2003

The FCC Adjusts Universal Service Rural Health Care Rules to Broaden the
Benefits of Telemedicine Program

The FCC adopted new rules to improve the universal service program for rural health
care providers. The program helps rural health car providers obtain access to modern



telecommunications and information services for medical and health maintenance
purposes. The six-year-old program provides discounted telecommunications services
to rural health care providers at rates equal to the rates charged for similar services in
urban areas.

November 13, 2003

FCC Expands E911 (Emergency Calling) Rules

The FCC adopted an Order and Second further Notice of Proposed Rulemaking
revising the scope of its Enhanced 911 (E911) rules and clarifying which technologies
and services will be required to transmit E911 location information to public safety
answering points (PSAPs), Phase I of E911 requires carriers, upon the request by a
local PSAP, to report the telephone number of a wireless 911 caller and the location of
the antenna that received the call. E911 Phase II requires wireless carriers to provide
the precise location of a 911 caller within 50 to 100 meters. The FCC established a
four-year Phase Il deployment schedule for carriers, beginning in October 2001 and to
be completed by December 31, 2005.

November 13, 2003

FCC Makes Additional Spectrum Available for Unlicensed Use

The FCC made available an additional 255 megahertz of spectrum in the 5.470-5.725
GHZ band for unlicensed devices. The additional available spectrum for U-NII
(Unlicensed National Information Infrastructure) devices will enable continued growth
and innovation in wireless broadband services, including services offered by wireless
internet service and underserved areas. Although they are a relatively nascent industry,
their deployment rates have been increasing rapidly.

November 10, 2003

FCC Clears Way for Local Number Portability Between Wireline and Wireless
Carriers

The FCC reaffirmed that wireline carriers must port numbers to wireless carriers under
its current rules. The Order provides guidance to the wireless and wireline industries on
issues related to “intermodal” local number portability. The FCC clarified that porting
from a wireline carrier to a wireless carrier is required where the requesting wireless
carrier’s coverage area overlaps the geographic location in which the wireline number
is provisioned, including the rate center to which the phone number is assigned.

October 16, 2003

FCC Adopts Third Generation (“3G”) Rules Making 90 MHz of Spectrum
Available for Broadband and Advanced Wireless Services

The FCC advanced its efforts to provide new and existing wireless operators with
additional spectrum resources and issued rules that will enable wireless providers to
offer an array of innovative products and services, including wireless broadband
Internet access. This action provides service rules for the 1710-1755 MHz and 2110-
2155 MHz spectrum bands. As determined by the FCC in November 2002, these bands
can be used to offer a variety of new and advanced wireless services, including voice,
data, and broadband services-popularly referred to as third generation, or “3G”,
services- using high-speed fixed and mobile networks.

October 16, 2003

The DTV Transition Moving Forward

FCC said that the transition to digital television is moving forward as 1,061 TV stations,
representing 81 percent of all commercial stations, are currently on the air with a DTV
signal. The FCC noted that broadcast stations have made significant progress and that
most of the remaining stations, have stations that filed a request for a third extension.
Of these, the FCC granted 104 stations with an additional six months to begin
broadcasting a digital signal. Seven stations were denied extensions and issued letters
of admonishment.



October 8,2003

Global Croessing Transaction Approved

Global Crossing received approval to transfer control of its FCC authorizations and
licenses to GC Acquisition Limited (New GX). In a joint decision, the International
Bureau, Wireless Telecommunications Bureau and Wireline Competition Bureau
found that granting this application would be in the public interest, subject to certain
conditions. Global Crossing subsidiaries hold FCC domestic and international Section
214 authorizations, interests in submarine cable landing licenses and certain radio
licenses. Through its subsidiaries, Global Crossing, which is organized under the laws
of Bermuda with principal offices in New Jersey, owns and operates a global fiber optic
network that provides, integrated telecommunications services. The Bureaus found
that the continued operation of the Global Crossing subsidiaries will benefit
competition by preventing discontinuance of service and providing customers choices
among providers of telecommunications.
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SINGAPORE’S POLICY AND REGULATORY UPDATE
APEC TEL 29 (MAR 2004)

REVIEW OF THE TELECOM COMPETITION CODE

To further enhance competition in Singapore's telecom market, the Infocomm
Development Authority of Singapore (IDA) is currently reviewing the Telecom
Competition Code. First introduced in September 2000, the Code sets out
competition guidelines with the aim of accelerating competition in a liberalized
telecom market. IDA expects to complete the review of the Telecom
Competition Code in mid 2004.

This first triennial review of the Code is aimed to ensure its relevance in
today's market environment. The proposed revisions will result in less
regulation in market segments that have competition, and to enhance
competition in segments that have yet to achieve effective competition.

In market segments where there is competition, IDA will scale back its
regulatory role. Key revisions proposed by IDA include taking a less
prescriptive approach towards consumer protection. For example, telecom
licensees will have the flexibility in how to collect customer information, but will
still be required to obtain customer consent prior to usage. Other proposed
revisions include relaxing advertising rules so that licensees have increased
flexibility to market their services and equipment, and allowing non-dominant
licensees to resolve disputes through commercial negotiations. The approach
adopted is to rely more on market forces and industry self-regulation, as these
are more effective in sustaining competition in the long term.

However in markets segments that are not effectively competitive, IDA will
continue to monitor developments and maintain regulatory oversight. This is to
ensure that strategic areas or facilities essential for competition will be
accessible by competing players.

in addition, IDA is also proposing modifications to the Code, such as
reviewing the definition of a dominant licensee to one which has contro! over
telecom facilities that are costly or difficult to replicate, or has the ability to
restrict output or raise prices above competitive levels. This proposed revision
would be in line with international practices. Another proposed refinement to
the Code is specifying the process licensees follow to request reconsideration
of IDA's decisions. This will increase clarity for licensees.

Details of the proposed revisions to the Code are in IDA's Telecom
Competition Code Consultation Document. This is available from the IDA
website at http://www.ida.gov.sg, under the "Policy & Regulation/Consultation
Papers" section.



REVIEW OF THE ELECTRONIC TRANSACTIONS ACT

IDA and the Attorney-General's Chambers (AGC) are in the process of
conducting a review of the Electronic Transactions Act (ETA)' and the
Electronic  Transactions (Certification  Authority) Regulations ('CA
Regulations'). This review aims to keep Singapore's e-commerce legislation
relevant and robust. Proposed revisions will fine-tune the ETA and align the
ETA to international developments and on-going work by the E-Commerce
Working Group of the United Nations Commission on International Trade Law.

As the first stage in a three-stage public consultation exercise that will be
carried out over the course of the year, IDA and AGC have issued a joint
consultation paper on 19 February on electronic contracting issues. The
second stage will address exclusions from the ETA and the third stage will
focus on secure electronic signatures and certification authorities. The
issuance of these joint consultation papers is part of on-going efforts to
provide a platform for industry and members of the public to share their views,
to take into account industry trends and developments.

IDA and AGC target to conclude the review of the ETA by the first quarter of
2005.

STREAMLINING OF TYPE APPROVAL PROCESSES FOR TELECOM
EQUIPMENT

As part of its effort to facilitate market access for telecommunication
equipment suppliers, IDA has simplified its approval processes for two
categories of telecom equipment - low power radio devices and high power
analogue radiocomm equipment on 15 December 2003. With this move, it will
be faster, cheaper and more transparent for telecom equipment to be
approved and licensed for sale and local use.

IDA’'s type approval and licence application processes were also recently
awarded the 1SO 9001:2000 Quality Management System certificate. This
certificate is awarded for organisations that have implemented business
systems that assure quality, consistency and transparency in its services to its
customers.

With the move to relax type-approval requirements, low power radio devices
presently under the Type Approval Scheme will come under a simplified
Equipment Registration Scheme. The change means that suppliers only need
to register the equipment with IDA and declare conformity with IDA's
stipulated technical regulations. As such, suppliers no longer have to submit
test reports and the manufacturer's declaration of conformity before their

' The Electronic Transactions Act (ETA) was enacted in July 1998 to create the legisiative framework for
electronic transactions in Singapore. The Act gives legal recognition, predictability and certainty to
transactions on the Internet and facilitates electronic-commerce. It provides for the legal recognition and
usage of electronic signatures and electronic records, and also covers the duties of cetification
authorities, duties of subscribers and the regulation of certification authorities.
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equipment can be approved. This allows suppliers to get their product to
market earlier, at lower costs and with less hassle.

In addition, high power analogue radiocomm equipment, currently under the
Equipment Submission Procedure, will no longer need to be submitted to IDA
for testing prior to type approval. Such equipment will now fall under the
Manufacturer's Declaration of Conformity Procedure. Suppliers and
manufacturers can now test their equipment themselves by using accredited
laboratories.

With the relaxed requirements, savings are passed on to telecom equipment
suppliers. The move will also cut the approval processing time by at least half;
from 10 days now for low power radio devices to three days and from 10 days
to five days for high power analogue radiocomm equipment.

For further details of the revised infocomm equipment approval schemes and
procedures, please refer to IDA's Guide for Approval of Telecommunication
Equipment available on the IDA website (hitp:/www.ida.gov.sg) under the
sections "Policy & Regulation”, "Telecommunications Equipment Standards &
Approval"”.

NEW ALLOCATION OF FREQUENCY FOR RADIO-COMMUNICATION &
WIRELESS DEVICES FOR CONSUMERS

To support the growth of Singapore's infocomm market, IDA has allocated the
446 MHz and 5 GHz bands for low-powered walkie-talkies and wireless local
area networks (WLANs) respectively. IDA has also reduced its Dealers
(Individual) annual licence fee from S$400 per premise to S$250 per premise.
These moves are in keeping with Singapore's continued commitment in
creating a conducive business environment and to keep abreast of world
telecommunication trends.

IDA has allocated the 446.0-446.1 MHz frequency band for low-powered
walkie-talkies on a non-interference, non-protected and shared-use basis. The
move will allow equipment suppliers to introduce innovative and cost-effective
low-powered walkie-talkie into the market. This in turn, will present consumers
with a wider choice of devices for their wireless communications needs.

In addition, IDA has increased the bandwidth for WLANSs. Previously, only the
5150-5250 MHz and 5725-5850 MHz bands were allocated for WLANs
deployment in the 5 GHz band. IDA has now also made the adjacent 5250-
5350 MHz frequency band available for WLANs deployment with a power limit
of 200 mW (e.i.r.p). Further, WLANs operating in this 5250-5350 MHz bands
will be required to implement frequency-sharing mechanisms to prevent
interference with other radio services.

Lastly, IDA has also increased the current power limit for the 5150-5250 MHz
band from 100 mW (e.ir.p) to 200 mW (e.ir.p) to be in line with the
recommendations by the International Telecommunications Union (ITU). All in



all, these moves will help to meet the growing demand for wireless LANs in
Singapore. The additional spectrum will result in better performance and allow
for more flexibility in implementing WLANS.

In addition to the spectrum changes, IDA has also reduced the annual Dealers
(Individual) Licence fee by 38% for suppliers dealing in non-type approved
telecoms equipment. The move which is effective immediately, translates to
total annual cost savings of about $$200,000 for all 1,350 IDA licence-holders.
The dealers will only need to pay an annual licence fee of S$250 per premise
instead of S$400 previously. The move aims to ease business costs in view of
the current economic situation and is part of IDA's regular review to streamline
its licensing fee structure.

For more information on Singapore's spectrum allocation, please refer to the
IDA website (http://www.ida.gov.sg) under the sections "Policy & Regulation"/
"Spectrum & Numbering" / "Spectrum Information". For more information on
Dealers (Individual) licence fees, please refer to the section "Policy &
Regulation” / "Licensing" / "More" / "Guidelines on Licensing Schemes" /
"Telecommunications Dealers Licence”.

SPECTRUM ALLOCATIONS FOR WIRELESS BROADBAND TRIALS AND
COMMERCIAL DEPLOYMENT

IDA has allocated the 2.3 GHz and 2.5 GHz spectrum bands for trials and
commercial deployment of wireless broadband on 23 February 2004. This
move is timely as various wireless broadband technologies are now ready for
trial or deployment. When deployed, these new technologies could provide
Singapore with an additional broadband infrastructure, thus giving consumers
more choices and options when going "broadband”.

Companies interested to conduct trials for wireless broadband technologies in
Singapore can approach IDA for details. IDA will also be seeking industry and
public inputs soon on developments of wireless broadband, to better position
Singapore to capture business opportunities in new areas.

NEW PREFIX ‘8’ FOR MOBILE PHONE NUMBERS

As the rapid growth of mobile phone usage is fast depleting the current pool of
unused mobile phone numbers beginning with '9" in Singapore, IDA will issue
new phone numbers beginning with digit '8' to mobile phone operators by end
March 2004 to gear up for the continual growth wireless applications and
usage. This new number range will complement the existing mobile phone
numbers with prefix '9'.

Currently, there exist only 160,000 mobile phone numbers starting with '9' left,
whose usage includes emergency, paging and trunked radio services. The
move to introduce mobile phone numbers with prefix '8' will create 10 million
new numbers that IDA will gradually distribute to mobile phone operators.



As the new mobile numbers beginning with '8' will work in the same way as
existing numbers beginning with '9', users need not change any settings on
their mobile phones or purchase new handsets to support the new mobile
phone numbers.
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APEC TELECOMMUNICATIONS AND
INFORMATION WORKING GROUP
29" MEETING

Draft Chair’s Report, Version 1 (May 5, 2004)

INTRODUCTION

Hong Kong, China, hosted the twenty-ninth meeting of the Asia Pacific Economic Co-
operation (APEC) Working Group on Telecommunications and Information (TEL).
Eighteen economies of the APEC region were represented, including Australia; Brunei
Darussalam; Canada, China, Hong Kong, China; Indonesia; Japaﬁ; Korea; Malaysia;
Mexico; New Zealand; Russia; Singapore; Chinese Taipei; Thailand; United States of
America and Viet Nam. Also attending were the Director (Program) of the APEC
Secretariat and representatives of five Guests: APLAC, AOEMA, GBDe, INTUG and
Macao, China.

Ms. Salma Jalife from Mexico chaired the meeting.

OPENING OF TEL 29 .-

The TEL 29 Meeting was preceded by a number of workshops, meetings and a roundtable:

Sunday, March 21, 2004 Incident Response and Forensics Workshop
e-Security Task Group Meeting )

Monday, March 22, 2004 Regulatory Roundtable — Next Generation Networks |

MRA Task Force Meeting

Tuesday, March 23, 2004 Broadband Workshop

e-Government Workshop

The first plenary meeting of TEL 29 was opened officially on the morning of Wednesday,
March 24, 2004 by Mr. John Tsang, Secretary for Commerce, Industry and Technology
from the government of the Hong Kong Special Administrative Region.

In his opening address, Mr. Tsang welcomed all participants to Hong Kong and expressed
his wishes for a fruitful meeting. The Secretary also shared some views, particularly
relevant to Hong Kong, as food for thought for the discussions at TEL 29. These views
were related to three subjects; the first was productivity growth due to the increased use of
ICT’s. The second, the impact of rapid technological advancements. And the third, the
value of mutual cooperation.

On the first subject, he said that the use of ICT’s is crucial to enhance productivity and to
strengthen business environments. He recognized that this also applies to the public



services, for example, by means of e-government programs. An important challenge is
therefore to improve the quality and effectiveness of these programs.

On the second subject, Mr. Tsang noted that with extremely short technological cycles,
business models need to be constantly re-invented. Furthermore, policies and regulations
require a strong level of flexibility to keep up with the advancements in technology. He
described the Digital 21 strategy as an example of how Hong Kong has addressed these
rapid technological changes.

Regarding the third subject, Mr Tsang reaffirmed the value of mutual cooperation. He said
that TEL 29 should go forward on the promotion of access to ICT’s, e-security and e-
government initiatives, free trade agreements in the region, mutual recognition
arrangements and human capacity building efforts.

O % O % O %

The TEL Chair, Ms. Salma Jalife, thanked the Secretary Mr. Tsang for his opening address.
She also thanked Hong Kong, China, for hosting a very well-organized event. She then said
that, after almost 15 years of existence, the TEL Working Group is living in some way its
adolescence. In its first meeting held in Singapore, only nine member economies,
comprising 33 representatives, participated. In TEL 29, there are 18 economies, 5 guest
members and more than 300 people participating.

Ms. Jalife praised the fact that, in spite of strong differences in culture, language, history,
and geography, TEL members are continuously finding new ways to help their societies
communicate better. In fact, TEL economies are perceptively moving from the Asia Pacific
Information Infrastructure into the Asia Pacific Information Society. Consequently, in her
opinion, TEL 29 initiatives should help to move forward into the next phase of the World
Summit on the Information Society (WSIS) and, more importantly, towards the next
Ministenial meeting, TELMIN 6.

The Chair thanked again Mr. Tsang and promised him that diversity, creativity and
mnovation of all participants will result in positive outcomes for TEL 29. The Secretary
then departed.

O % 0 % O %

The Chair introduced the members of the presidium: Program (Director) from the APEC
Secretariat, Ms. Monica Ochoa; the Vice- Chair, Dr. Inuk Chung from Korea; and her
Assistant, Mr. Pablo Hinojosa. The Chair lamented the absence of Dr. Amon Tubtiang
from Thailand, also Vice-Chair.

REVIEW AND ADOPTION OF AGENDA

A.

The Chair opened the floor for comments on the proposed agenda. There were no
comments from members and the Agenda was adopted as follows:



A. Review and Adoption of Agenda
B. Introductory Remarks
C. APEC Secretariat Report on APEC Developments
D. Adoption of TEL 28 Chair’s Report
E. | * | Steering Group and Task Group Meetings and Reports
1.- Business Facilitation Steering Group
1.1.- Electronic Security Task Group
2.- Human Resources Development Steering Group
2.1.- e-Government Workshop
3.- Liberalization Steering Group
31.- MRA Tagk Fgrc
F. | * chussmn“\nmoval ofNe\x Project Proposals/Priority Setting
G. | ¥2| Recent Regulatory and Policy Developments (Presentations by Economies)
H. ief Voluntary Stateme v Observers and Guest
1. | * | Discussion of Future Meetings —~ TEL 30: TEL 31; TEL 32; TEL. MIN 6
J. | * | Other Business

Items with (*) were discussed in the second Plenary meeting on Friday March 26, 2004.
Items marked with (%2) mean that discussions took place during both Plenary meetings.

B. INTRODUCTORY REMARKS

The Chair, Ms. Salma Jalife, talked about her views on the present and future activities of
TEL. Highlights of her discourse are provided below:

=> From APII to APIIS

TEL has to accomplish the transition from an Asia Pacific Information Infrastructure into
the Asia Pacific Information Society. TEL should find practical solutions to work in this
direction. APEC fora in general and APEC TEL in particular should work with efficiency
and excellence to become the model region to follow.

> Executive Committee

The Executive Committee of TEL consist of a new group of people. These people will
share their creativity and experience to allow TEL to achieve its objectives; both taking into
account the actions and directions addressed by the Ministers of Telecommunications and
also the priorities set up by Leaders to accomplish the Bogor Goals for a liberalized region.

> Work Priorities of Steering Groups

Convenors of the four TEL Steering Groups need to ensure that the objectives of all of its
projects correspond to the recently adopted 11 _APEC SOM policy priorites and 4




ECOTECH prionities. Attention should also be given to the conclusion of previous
TELMIN directives and plans of action. It 1s important to find those areas where work will
need to be extended. Additionally, Convenors need to encourage reflection in their own
Steering Groups on new input for Ministers in terms of a Plan of Action or a Pathfinder
initiative with the aim of setting the foundations to enter into the Information Society. The
coexistence of Next Generation Networks, Wireless Communications and the Internet
together with the traditional circuit switched networks ought to be an imiportant focal point
of this reflection.

= Dissemination of Information

Workshops surrounding the program of TEL meetings have proved to be (and will sure
continue to be) very useful. However, it is important to find altemative means to
disseminate information such as the exchange of experiences through network applications
such as Webinars and Virtual Forums. This will help to reduce the costs of the meetings.
Efforts to improve the different means of inter-sessional communications should continue,
for example, upgrading the process of presenting Regulatory Update Reports.

=> Cooperation with other Fora

TEL need to find ways to raise awareness on its work. For example in the WSIS process
and the WTO Doha round.

=> Participation of members

TEL members need to be conscious to respond to surveys and questionnaires, to update
matrixes and databases in order to be able to measure current status and evolution of the
APEC region’s telecommunications and IT environment. The success of TEL in finding
practical solutions to the needs of the region, depends highly on the collection of relevant
and accurate information. Without this information it might be impossible to measure the
digital divide and to respond to Ministers’ appropriately. ’

O % O % O %

The Chair reviewed shortly the objectives and work done by TEL. A summary of this
review is presented in the matrix shown in APPENDIX 1.

C. APEC SECRETARIAT REPORT ON APEC DEVELOPMENTS

The Chair called upon Ms. Monica Ochoa, Director (Program) from the APEC Secretariat,
to review recent developments of APEC. A full copy of her report can be found at Document
PLEN/09 and Presentation PLEN/09a.

The Director commenced her presentation by mentioning the new initiatives agreed last
year in Thailand in the 11th APEC Economic Leaders’ Meeting (11th AELM) and the 15th
APEC Ministerial Meeting (15th AMM). These initiatives are inclined towards promoting



free and open trade and investment in the Asia-Pacific region and also include
complementary measures related to counter-terrorisim.

The Director said that APEC imitiated the year 2004 in Chile with the theme “One
Community, Our Future”. In February-March, Senior Officials decided in Santiago during

SOM 1, the following eleven annual priorities:

Policy Priorities

Cross-Cutting Priorities

1. Support for the WTO

2. Inclusion of FTAs/RTAs discussions
within APEC’s work Agenda

3. Implementation of APEC Security
Commitments

4. Implementation of the APEC Trade
Facilitation Action Plan

5. Finalization and Implementation of
APEC Transparency Standards

6. Implementation for the Structural
Reform Action Plan

7. Preparations for the Mid-Term
Review of the Bogor Goals

8. Capacity Building

9. Development of a Database on
Implementation of APEC
commitments

10. Interaction with APEC stakeholders
11. APEC Reform

These priorities for 2004 constitute an important criteria for fora ‘to develop and rank
funding proposals of APEC projects. Additionally, for CTI and ECHOTECH projects, the

following priorities may also apply:

ECOTECH Priorities
(agreed by Ministers in October 2003)

CTI Priorities
(agreed by CTI in February 2004)

1. Integration into the Global Economy;

2. Counter-Terrorism Capacity
Building;

3. Promoting the Development of
Knowledge-Based Economies;

4. Addressing the Social Dimension of
Globalization

1. Support for the WTO;

2. Trade and investment facilitation
(including IPR);

3. Implementation of the APEC
Transparency Standards;

4. Implementation of Pathfinder
Initiatives;

5. Contnbution to the APEC Structural
Reform Action Plan

The main task for all working groups is to work out specific policies and measures to

implement these priorities.




On the subject of management issues, the Director informed about decisions taken in the
Budget and Management Committee Meting (BMC) of July 2003. With regards to the
Operational Account, she said that for 2004 the budget was US$2 million. Members agreed
that they would not consider projects from fora which exceeded 10% of this budget
(US$200,000). With regards to the TILF fund, she said that there was no guarantee that the
contribution from Japan in 2004 could be maintained at the existing level (#?). Also that
Japan invited other member economies to contribute to the Account; however, no new
contributors came forward. BMC also indicated that future project proposals will be
scrutinized more thoroughly and will be evaluated based on the SOM and CTI priorities.

Continuing on the subject of project funding, the Director said that concurrently with the
TEL meeting, the BMC convened in Singapore to decide on urgent projects which were to
be implemented after April 2004. The money available in the Operational Account was
US$ 125,830 and the money available in the TILF Special Account was US$ 632,223.
Those projects which exceeded US$20,000 will had to be sent to SOM for inter-sessional
approval. Projects will be ready for implementation by mid to late April 2004.

For 2005 projects, the Director informed that they will be considered by BMC 1I (24-26
August 2004). Completed and ranked projects from the TEL should be submitted to the
APEC Secretariat by Friday, July 30, 2004. The Director would be pleased to comment on
projects prior to the deadline.-

Other issues that the Director addressed in her intervention were the following:

e Project Overseers are reminded of the need to give adequate time to identify
participants and speakers being funded to attend workshops. It can take several weeks
to process their travel and for them to obtain visas.

e Project Overseers should contact the Secretanat on a regular basis, at least once every
two months for the duration of the project.

e The Evaluation Report should be submitted to the APEC Secretariat within eight weeks
of the completion of the project with comments from the forum small group and the
Chair/Lead Shepherd.

o The BMC would review the Guidebook on APEC Projects in a number of areas

e The new APEC Secretanat website, now conveniently located at www.apec.ory, is

available for use by APEC fora to communicate the benefits and outcomes of the
process to appropriate audiences in member economies.

D. ADOPTION OF TEL 28 CHAIR’S REPORT

Since there were no comments to this document, the Chair’s Report from the 28th Meeting
of TEL was adopted.



STEERING GROUP AND TASK GROUP MEETINGS AND REPORTS

j ON
1. Business Facilitation Steering Group (BFSG) Meeting

The Chair asked the BFSG Convenor, Mr. YS Lee, to present his report. A full copy of his
report can be found at Document PLEN/28.

The Convenor said that the BFSG meeting was very successful and it encompassed an
enthusiastic participation from member economies. He briefly summarized BFSG activities,
comprising the eSTG meeting and the CERT workshop. With regards to BFSG on-going
projects, he informed that the Steering Group approved with satisfaction nine reports.

No new project proposals were put forward by the BFSG. However, the Convenor
requested the organization of a one-day meeting of the eSTG and a one day workshop
covering ‘wireless security’ and ‘Computer Security Incident Response Team (CSIRT)’
themes, both at TEL 30.

Finally, the Convenor made the following recommendations to the Plenary:

e That all new TEL project budgets seeking APEC funds be reviewed to ensure that the
cost of uploading the relevant documents on the TEL website is reflected.

e That TEL, through the TEL Chair’s office, should disseminate the results of the project
BFSG/10 “e-University Network in HRD for e-Government”, by Thailand and PECC,
to the HRDWG of APEC.

e That there should be a TEL representation at the 2** APEC High Level Symposium on
e-Government to be held in 2004 in Mexico.

O % O % O %

The Chair, Ms. Jalife thanked the Convenor Mr. YS Lee for his report and confirmed her
disposition to participate at the 2nd High Level Symposium in Mexico. Ms. Jalife then
invited Mr. David Hickman, Chair of the eSTG, to give a report on his Task Group meeting.

1.1.  Electronic Security Task Group (eSTG) Meeting

Mr. David Hickman, Chair of the eSTG, referred to his written report, included in
Document PLEN/28, and commenced his oral presentation by mentioning the Incident
Response and Forensics Workshop, held on Sunday, March 21, which dealt with issues
relating to computer attacks and vulnerabilities, the proactive actions taken by various
CERT teams to fight against these attacks, and the forensics methodology and tools to
investigate these incidents.



Mr. Hickman also informed about the activities that occurred during the eSTG meeting,
such as those related to electronic authentication and security of information and networks.

On the first topic, electronic authentication, Mr. Hickman talked about the progress report
of Project eSTG/20 “PKI Interoperability Guidelines”, whose aim is to facilitate cross
border e-commerce by providing a basis for the legal recognition of electronic signatures
from other jurisdictions. He said that it is hoped to have an agreed set of guidelines by TEL
30.

Also on this topic, the Chair of the eSTG alluded to a number of presentations given at the
meeting concerning the use and evolution of PKI, electronic signatures and e-certification
in different APEC economies.

With regards to security of information and networks, he mentioned that wireless security
and Computer Emergency Response Teams (CERT) were given prominence. On the latter,
he said that the project of CERT Awareness Raising and Capacity Building has completed
initial in-country training in Thailand, Vietham and the Phillipines. As a result of the
allocation of new funds from APEC TILF (and additional resources from the United States),
training is now ensured also in Mexico, Peru, Chile and Russia.

Regarding Project ESTG/07 “Cybercrime Legislation and Enfocement Capacity Building”,
Mr. Hickman indicated that both, a survey and a database have been completed (link?).
One-on-one capacity building assistance is planned to four more countries (Thailand,
Chinese Taipei, Vietnam and Peru).

Finally, the eSTG Chair reminded the agreement, cited by the BFSG Convenor, to organize
in TEL 30 a full-day meeting of the eSTG and a full-day workshop covering ‘wireless
security’ and ‘CSIRT’.

O % 0 % O %

The Chair of the TEL, Ms. Salma Jalife, thanked Mr. Hickman and asked him to clarify if
the workshop costs were guaranteed by a sponsor. He answered that the United States will
fund the CSIRT workshop, but was not sure about the degree of its support.

2. Human Resource Development Steering Group Meeting (HRDSG)

The Chair of the TEL asked the HRDSG Convenor, Dr. Lang-Chee Chang, to present his
report. A full copy of his report can be found at Document PLEN/28.

The Convenor asked the TEL to endorse three new project proposals agreed by HRDSG:

1. Project HRDSG/13, “Regulatory Training Implementation” by Australia, which is
seeking US$144,000 from APEC TILF Special Account.



2. Project HRDSG/Q7, “APEC Telecenter Development Program™ by Chiriese Taipel,
which is self-funded.

3. Project HRDSG/09, “Wi-Fi Connectivity in Rural and Remote Communities: Bridging
the Digital Divide” by Canada, seecking US$33,550 from APEC Central Fund.

Also; Mr. Chang requested the preparation of two workshops at TEL 30: a half-day APEC .
Smart Community Development workshop (proposed by Canada) and a full-day APEC
Telecenter Development Program workshop (proposed by Chinese Taipet).

With regards to Project HRDSG/04, “APEC-MRA HRD Project: Training Program Design
for Phase II Implementation” by Australia, Mr. Chang said that it is expected to be
completed in September 2004.

With regards to Project HRDSG/0S “e-University Network in HRD for e-Government” by
Thailand and PECC, the Convenor said that the first activity during 2004 was the e-
government workshop at TEL 29. This workshop will be followed by an on-line lecture,
supported by JICA.net and destined for Phillipines (July), Indonesia (August), Vietnam
(September) and Thailand (later).

To conclude, the Convenor asked other Steering Groups from TEL to provide feedback to
Document HRDSG/10 “Matrix of TEL Activities - HRDSG”. This matrix is based on the
Program of Action of TELMIN 5 and is expected to be submitted for TELMIN 6.

Ok Ok O %

The Chair of the TEL, Ms. Salma Jalife, thanked Mr. Chang for his report and permitted
Prof. Toshio Obi, to give a brief summary report about the Workshop on e-Government,
held on Tuesday, March 23.

2.1. Workshop on e-Government

Prof. Obi said that the workshop was very successful. It comprised a full-day of activities
and there were 48 participants. It was a very good example of cooperation between
different Steering Groups, since both BFSG and HRDSG actively participated in this
workshop. There were 11 speakers from different economies.

One of the main conclusions of the workshop was that e-government, together with (killer
content) are core competencies of TEL. This working group should become a focal point
for the formulation of e-government policies in the APEC region. [?]”

Another issue of relevance was the continuity of coordination and cooperation between
BFSG and HRDSG to enrich the APEC e-government work program.



Also raised was the need of a systematic ClO regional training program and the future
creation of an APEC CIO council meeting.

Such topics as outsourcing, Open Source Software (OSS), accessibility, usability, public-
private partnerships, information security, the shift from infrastructure to applications and
policy reviews were also discussed during the workshop.

As a final point, Prof. Obi informed that a follow-up e-government workshop will be held
in November in Tokyo.

3. Liberalisation Steering Group Meeting (LSG)

The Chair of the TEL asked the LSG Convenor, Mr. Colin Oliver, to present his report. A
full copy of his report can be found at Document PLEN/25.

The Convenor thanked the hosts from Hong Kong for the organization of TEL 29. He
began his report by saying that the LSG supported the proposal for a workshop on Next
Generation Networks (NGN) and requested two half day sessions for the MRA Task Force
at TEL. There were no new project proposals from LSG requiring APEC funding.

Regarding the Regulatory Roundtable on Next Generation Networks, held on Monday,
March 22, he said that this was a very successful event organized by Hong Kong: The next
step would be to take the work addressed at the Roundtable forward by having a workshop
at TEL 30. For this workshop, he recommended a less formal approach to facilitate open
participation; for example, a classroom style rather than open square setting.

On Document LSGA15 “Progress towards Adopting and Implementig the WTO Reference
Paper”, he said that a draft report prepared by Canada has been circulated. Economies are
requested to verify their information and provide comments to Canada (Susan Johnston) by
the end of April, in order for the TEL Chair to submit the report to the Committee of Trade
and Investment in mid-May.

On Document LSG/16 “Best Practices to Implementing the WTO Reference Paper Guide”,
he said that a draft of the paper will be circulated inter-sessionally to all economies for
comments, and there will be a discussion at TEL 30. The final document will be presented
for discussion and endorsement at TEL 31 and will be presented to TELMIN 6 for
ministerial endorsement.

Regarding Project LSG/02a “Stocktake of Progress Toward the Key Elements of a fully
Liberalised Telecommunications Sector in the APEC Region” and Document 1L.SG/]1
“Liberalization Stocktake — Next Steps”, both by Australia, the Convenor said that the
purpose is to revisit the Reference List of elements for a Fully Liberalised
Telecommunications Services Sector adopted by Ministers at TELMIN 2 (1996), to assess
its scope an recommend if there are necessary adjustments or additional measures. The
LSG agreed that the project, in charge of the Australian APEC Centre, had been successful,



confirming that the key elements are still relevant. LSG also agreed to allow further two
weeks for economies to provide additional comments to the report before its publication.

On Document LSG/08 “Effective Compliance and Enforcement — Draft Guidelines and
Practices”, Mr. Oliver said that the paper is now at an advanced stage. A further draft will
be circulated at TEL 30. The final document will be presented for discussion and
endorsement at TEL 31 and will be presented to TELMIN 6 for ministerial endorsement.

Based on the proposal from INTUG LSG/03 “Virtual Private Networks — Survey of current
Regulation in APEC Economies”, LSG agreed to create a short-term Task Group to
devetop and conduct a survey on VPN regulation in APEC economies. A report will be
compiled for TEL 30 and will work as an input for the NGN workshop.

On the information exchange front, the Convenor mentioned an interesting presentation
from INTUG and USA about pricing of leased lines (see Document ] SG/06). LSG agreed
to form a project group to develop a proposal for TEL 30 to advance further on this issue.

Related to the MRA Task Force Meeting, the Convenor reported that there is yet no
nomination of a Vice-Chair for this Task-Force. Also Mr. Oliver said that China had made
an announcement that it is prepared to implement Phase I in August 2004. Additionally, he
briefly reported on the current status of Projects: MRATF/04 “APEC MRA-HRD Training
Program Design for Phase 11 Implementation”; LSG/05 “MRA Management System
(MRAMS)”; and the “Standards Equivalence Project”.

Figure 1

His final remarks were dedicated to the Collective Actions (Figure 1), which comprise LSG
priorities with particular attention to the areas of: a) good regulatory practice, b) trade
issues and c) developing business models and technologies. At TEL 29 there was no need



to amend the current LSG Collective Action list; however, it will be reviewed again at the
next meeting.

0% O % O %

The Chair of the TEL, Ms. Salma Jalife, thanked the LSG Convenor for his report.

Then China made the comment that it is important to be careful on how to proceed with the
subject of NGN’s. In its opinion, APEC TEL should not focus too much on this issue since
it is not yet sufficiently developed in most economies. The risk with NGN’s is to obtain low
participation and distract resources from the TEL. In light of the coming TELMIN, the
subject of broadband should have more attention.

The Chair of the TEL said that it is important to continue developing new discussions,
however, it must be clear that the subject matter of [NGN’s] is still in brackets. The TEL
should agree in what NGN means and what should be the expectations. After thorough
examination, then TEL will decide on the future course of action. For discussions at TEL
30, the Chair suggested to work inter-sessionally in a proper agenda.

3.1 MRA Task Force (MRA-TF)

The Chair of the TEL invited the MRA-TF Chair, Mr. Andrew Kwan, to make
complementary remarks with regards to the MRA-TF meeting. A full copy of his report can
be found at Document LSG/##.

Mr. Andy Kwan expressed hope that by TEL 30 a proposal will be made to embark into a
new MRA. This would be an additional or a second approach to help further the
liberalization of trade of telecommunications equipment.

4. "Development Co-operation Steering Group Meeting (DCSG)
The Chair of the TEL asked the DCSG Convenor, Ms. Diane Steinour, to present her report.

Ms. Steinour reported that close to 43 delegates attended the DCSG meeting. She informed
that there was good cooperation from delegates and that they provided positive feedback to
project reports and new proposals. The Convenor gave an account of the following topics:
digital divide, broadband, NGN’s, and e-inclusion.

On the digital divide topic, three Documents were discussed: DCSG/07 “Matrix of TEL
Activities in Support of the Digital Divide Blueprint for Action”; DCSG/08 “Digital
Divide Blueprint: External Stocktake’ and; DCSG/QY “Monitoring Intemet Access”. The
Convenor asked all economies to pay attention to these documents and provide advice
inter-sessionally. As more accurate information and statistics are reflected in these
documents, better information will be provided to Senior Officials.



With regards to broadband, the Convenor said that based on the outcomes of the third
Broadband Workshop, held on Tuesday, March 23, DCSG approved the creation of a group
to draft key principles to promote rapid deployment of broadband. The group will work
inter-sessionally and will bring draft principles to DCSG at TEL30 for approval and
ultimate adoption by Plenary for the attention of TELMING.

Related to the topic of NGN’s, DCSG supported two projects including three workshop
proposals: 1) DCSG/23a: “Asia Pacific Grid Workshop for Building New Regional Cyber-
Infrastructure”, by Korea, comprising one full-day workshop at TEL 30 and requesting
$20,000 USD to host another workshop at TEL 32; ii) DCSG/11, “Killer Applications for
APEC 1Pv6 Environment Project Proposal” by Chinese Taipei, which as component of this
project, includes a full-day seminar/workshop at TEL 31 (requesting $20,000 USD in
APEC Central Funds).

Also on the NGN topic, DCSG reviewed Document DCSG/27 “Advancing Work on Next
Generation Networks”, but decided not to endorse a joint workshop at TEL 30 with LSG.
The Convenor explained that DCSG believes more exploratory work is needed in a greater
level of detail on NGNs, and the two endorsed workshop proposals will promote this
exploration. DCSG also will keep holding open and permanent discussions and information
exchange on NGNss.

Her final remarks were dedicated to the e-inclusion activity. The Convenor informed that
Canada presented a proposal for two workshops at TEL31 and TEL32 (see Document
DCSG/1S “APEC e-Inclusion, Bridging the Digital Divide”). However, the DCSG
expressed concern that it was not yet familiar with the target audience of the workshops.
DCSG decided that Canada and other interested economies will prepare exploratory
activities for the TEL30 DCSG information exchange session on this topic and will bring
its proposal back to the table for consideration at that time..

0% O % O %

The Chair of the TEL, Ms. Salma Jalife, thanked the DCSG Convenor for her Report. She
noted that the agenda of this Steering Group’s meeting was very large and therefore
appreciated the hard work done by the Convenor and Deputy Convenors. She also
understood that some issues in the agenda could not been discharged because of lack of
time. Being one of these issues a project report from an APEC funded project, the TEL
Chair, due to accountability reasons, allowed time in this unique occasion for presenting
this project report during the Plenary session.

Korea (Mr. Taesang Choi, from the Electronics and Telecommunications Research Institute,
ETRI) then presented his report on Project DCSG/20, “Flow-based Internet Traffic
Measurement and Analysis”. This project consists of a system to measure and analyze
flow-based Internet traffic. Today it is in its third phase, where a second workshop (first in
TEL 28) will be programmed for TEL 30. The final report of the project is expected in
October-November of this year.



O % 0k O %

Australia (Mr. Colin Oliver), asked Korea (Mr. Taesang Choi) about the potential uses of
the project, for example, commercial arrangements. Also it showed interest about security

settings.

Korea (Mr. Taesang Choi) said that the project may also be helpful for security purposes
and he would like to share an on-line demonstration.

The Chair of TEL said that if there is residual time after the Plenary, then she will consent
to this demonstration.

DISCUSSION/APPROVAL OF NEW PROJECT PROPOSALS/PRIORITY
SETTING : I

A short presentation was made, comprising new project and new workshop proposals:

New Projects

DCSG

1Pv6 Killer Applications, Chinese Taipei [TA  $20,000
HRDSG

Regulatory Training Implementation, Australia TA $144,000
WiFi Connectivity, Canada OA $35,550
APEC Telecenter Development Program, Chinese Taipei  |SF

All these projects were approved by the Plenary and will seek a total sum of $164,000 USD
from the TILF Account and $35,550 from the APEC Operational Account.

New Workshops
TEL 30 .
BFSG | CSIRT + Wireless Security f-day
BFSG | ESTG Meeting f-day
DCSG | Regional Cyber-Infrastructure, Korea f-day
LSG MRA TF Meeting 2 h-days-
HRDSG | Smart Community Development, Canada h-day
HRDSG | Telcenter Development Program, Taipei f-day
_TEL 31
DCSG | 1Pv6 Killer Applications, Chinese Taipei [f-day




TEL 32
DCSG lRegional Cyber-Infrastructure, Korea | f-day

All these workshops were approved by the Plenary.

O % O % O %k

The Director (Program) of the APEC Secretariat, Ms. Mdnica Ochoa, made some initial
comments on the outcomes of the BMC meeting, held in Singapore in parallel with the
TEL meeting (March 24 - 25). She said that all projects seeking TILF funds, should have a
substantial element (at least 50%) of self-funding. Also that projects which include an
event/meeting element, are restricted by $50,000 USD coming from APEC. There should
be a competitive bidding for the venue and efforts to keep hotel costs down. The APEC
Secretariat is keen to provide any support to review proposals and accommodate them to
the new criteria, in order to put them forward for re-consideration.

O % O %k O %

USA (Ms. Elizabeth Shelton) expressed some concerns about the lack of a proper balance
between the different proposals agreed by the Plenary. Without having any comment
against any project, she proposed to find innovative ways to pair down the cost of the
proposals and distribute them more equally between all Steering Groups. She suggested
that for the next meeting, TEL should agree on new procedures to allocate funds more
equitably.

G. PRESENTATIONS BY ECONOMIES OF THEIR RECENT REGULATORY

AND POLICY DEVELOPMENTS

The Chair invited member economies to present brief updates of their recent regulatory and
policy developments.

Australia, Phillipines, Hong Kong, China, Brunei, Canada, Korea and Chinese Taipei
made short presentations on the first plenary meeting on Wednesday, March 24. New
Zealand, United States, Viet Nam, Singapore, Malaysia and Mexico presented their reports
at the second plenary meeting on Friday, March 26.

Most economies provided an electronic copy of their reports which have been loaded onto
the TEL 29 website.

H. BRIEF VOLUNTARY STATEMENTS BY OBSERVERS AND GUESTS -

1.- INTUG



The Chair of the TEL invited Ms. Rosemary Sinclair, representative from INTUG, to
present a brief voluntary statement. A full copy of her statement can be found at Document

Ms. Sinclair said that INTUG is very encouraged by the work of TEL because it is oriented
towards the promotion of effective competition in the telecommunications sector. She said
that users in the Asia-Pacific region have benefited significantly from TEL in the last 14
years because today there is more choice, greater innovation and better prices.

With regards to broadband, she said that the recent Workshop held on Tuesday, March 23,
was excellent. Some of the case studies presented in this workshop reflected interesting
issues from the end-users’ perspective. She suggested the creation of a database on
broadband contemplating statistics from different services (DSL, cable, fiber to the home
and wireless), such as speed’s availability, prices charged and the provision mode (business
residential).

>

Crucial for the provision of broadband services is the supply of national and international
leased lines. INTUG strongly encouraged economies to take steps to measure the
performance of incumbent operators in their provision of leased lines. This is necessary in
order to ensure that they are provided in a non-discriminatory manner, including price.

On the topic of mobile services, Ms. Sinclair informed about. a recent position paper by
INTUG aimed to help companies reduce their spending on charges for international
roaming charges. Additionally, she encouraged all economies to ensure that prices for
termination of calls to mobile networks be cost-oriented. Where competition has
not achieved this, then regulatory measures are necessary.

Finally, Ms. Sinclair said that INTUG will continue to work with OECD, the European
Union, ITU and CITEL to improve regional cooperation and international understanding of
the nature of the telecommunications industry for the benefit of users.

0% 0% O %

The Chair of the TEL deeply appreciated the input from INTUG. She observed that most of
their proposals somehow deal with the need to gather relevant information and measure
different telecommunication services. She acknowledged that having good databases and
statistics of services, costs and regulatory regimes is an important opportunity area for the
TEL. She encouraged all the Convenors to introduce these ideas into the work of their own
Steering Groups.

2.- GBDe

The Chair of the TEL invited Mr. Tomohiko Yamakawa, representative from GBDe, to
present a brief voluntary statement.



Mr. Yamakawa introduced two documents related to the CEO GBDe Summit held in New
York in November 2003 (PLEN/07 and PLEN/08). This summit entailed discussions
between govermnments, businesses, consumers and international organizations. The main
topics were: emerging trends, information society vision and future work of GBDe.
Recommendations had been agreed on six issues: Internet payments, unsolicited electronic
communications, ADR and trustmarks, future of-the Internet, broadband, cybersecurity and
RFID.

Mr. Yamakawa also spoke on the inevitability of convergence and it’s various dimensions.
He recalled, for example, Document BB/02, “The Ubiquitous Society”, presented by Japan
in the Broadband Workshop.

Finally, GBDe spoke on its intention to introduce a proposal in eSTG for a half-day
workshop on e-commerce.

0k O % O %

The Chair of the TEL welcomed GBDe’s initiatives and wished for a further exchange of
ideas. She recommended Mr. Yamakawa to discuss his workshop proposal within the
BFSG.

Japan (Mr. Eiji Makiguchi) appreciated the statements made by guests and also recognized
the importance of including the private sector, for example, GBDe, in the organization of
workshops.

3.- APLAC

The Chair of the TEL invited Mr. John Mitchell, representative from APLAC, to present a
brief voluntary statement. A full copy of his statement can be found at Document PLEN/20.

He commenced his intervention by noting that few people are conscious of the nature and
activities of a laboratory accreditation. He said that a key aim of APLAC is to minimize the
volume of testing that is necessary for manufacturers to market their products in the APEC
region. One of the most significant influence of APLAC in TEL has been the development
of a Mutual Recognition Arrangement between accreditation bodies. He said also that
APLAC has been the first sponsor of the MRA Management System and invited others to
join this effort as well.

4.- AOEMA

The Chair of the TEL invited Mr. Yuichi Tosaki, Vice-Chairman of AOEMA, to present a
brief voluntary statement. A full copy of his statement can be found at Document PLEN/19.



The representative spoke on the importance of SME’s and how they can develop an
efficient communications strategy. For this to happen, he said that it is important to count
on good advice, first, on the options and implementation strategies, and second, in security
matters. He confirmed that AOEMA is committed to help TEL to provide this advice
through training, education and awareness-raising strategies.

0 % O k O

Ms. Salma Jalife joined AOEMA in stressing the significance of SME’s and thanked its
support to TEL.

5.- Macao, China

The:Chair of the TEL invited Mr. Vai Hong Fong, representative from Macao, China, to
present a brief voluntary statement. A full copy of his statement can be found at Document

He thanked TEL for the renewal of Macao’s guest status, and presented a brief
update considering recent developments in the regulatory front.

6.- PECC

The Chair of the TEL invited Mr. David Parsons, representative from PECC, to present a
brief voluntary statement.

He informed that PECC was given the task by SOM .to monitor and assess the
implementation of the e-APEC Strategy. The assessments of this strategy will be reported
to SOM and various Ministenials. He invited TEL to consider some issues such as: security
and trade, e-government, information economy and human capacity building. Any
information that TEL could give in these lines will be must welcome. Specially useful
would be the provision of case studies (stories of success), in different APEC economies,
which could be included in the document that is being prepared by PECC.

O % 0% O %

The Chair of the TEL thanked PECC for its contribution and encouraged Steering Groups
to contribute to the e-APEC Strategy.

DISCUSSION OF FUTURE MEETINGS - TEL 30; TEL 31; TEL 32;

TELMIN 6



Singapore (Mr. Muhd Hannafiah) confirmed that the next TEL meeting will be held from
the 19™ to the 24™ of September in the Singapore International Exhibition and Convention
Center.

The Chair of the TEL, Ms. Salma Jalife, said that she is expecting an official confirmation
of the host for TEL 31.

Korea (Dr. Inuk Chung) informed that this economy will be very glad to host TEL 32.
Dates and venue will be announced soon.

Regarding the next ministerial meeting, TELMIN 6, the Chair of the TEL informed that she
is still discussing the issue with three potential economies which will probably host this
important meeting. As soon as she has confirmation of one of these economies, she will let
all know.

J. OTHER BUSINESS e .

Dr. Inuk Chung, Vice-Chair of the TEL, made some remarks on the progress and endeavors
of the working group. He said that the Chair, Ms. Salma Jalife, has been working hard to
secure a host for TELMIN 6. In the meantime, he encouraged each of the Steering Groups
to start preparing for this event and work on identifying roadmaps for the future.

Dr. Chung moved for an improvement of the mechanisms to propose projects in TEL. He
proposed to give the procedures more consistency, formality and efficiency. Also he asked
all economies to submit new project proposals in advance of the meetings, in order to have
sufficient time to review them and make proper consultations.

Regarding TEL Website, the Vice-Chair said that in spite of having two big sponsors, there
are still additional slots available for sponsorship. He reminded also that it is necessary to
include the cost for the uploading into the website in all projects.

O % O % O %

The Chair of the TEL thanked the Vice-Chair and complemented his remarks by
establishing the following priorities for the setting of the agendas of each of the Steering
Groups, Task Forces and Task Groups:

Priorities for setting SG, TF and TG Agendas
FIRST Progress Reports from On-going Projects
SECOND | New Project Proposals (with proper format)
THIRD Discussions, Information Exchanges, etc.

She also spoke on the need to improve the procedure of submission and consultation of .
Regulatory Updates. This will be worked inter-sessionally.



Then she congratulated the Executive Committee for its hard work and thanked all the
economies for their participation.

As her last remark, she expressed sincere appreciation to Hong Kong, China, for
successfully hosting TEL 29. She thanked the Commerce, Industry and Technology Bureau

(CITB) and the Office of the Telecommunications Authority (QFTA) for their support for
hosting this meeting.

0% 0% O %

The meeting adjourned at 13:00 hrs. on Friday, March 26.
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