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18 69 714 BV SRAY AT S bk B4R ©— 4R
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24523 > X, — P Nyquest BuA% R 12 &2k &% 47 » B4R
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BEABIEA SV BER AL ZREED THMA
TR, L ERBHELBRFENGRE » RRH AT
FREOBRBIAEIZSHOHERE  F F TAFE
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(w) AP EETFREYFAEM PG ABGLRIET
B9 8 R FF—Adobe Photoshop CS L 14 E R &
A& kg% —MoreHits 4 :

1 -~ HBEZENHNETREHVEREIERFRAK
(Rescaling) &9 P8 » M A% 8918B 2 F B oA
WEHEEL Bl AR AmESBSE AP A SdEw
PZEZHBERETRE, MR LR REBEL SR
#5] Bokko @ ARBRETREANIEAITZ M4
Bl BRARBEFHEAAT RIEFRALEREN
B FRUALABAAES L LS BAE TS
MANNIEORRER > BZX Ao %% (Analytical
Image)
2 ~ AL FH Ik
(1) —#&m™m% A A color channel {E4% — 18] L&
FHREMC BB RAE R B
REe B RARMBG  MEg—FKE
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(2) A T AIRZah+e
B R - fedt (Level) &9 — % NMERS
BEg RYRA:EE - SREMR - TREH
AL E R EER 0 ARFRERLR -

(3) BHMAET R (Localize) lasso tool #2f4yr &
BEBRICEA RFARR > AR E L KEEF
HES, -

(4) RREBEEEIA  AHBIHIE BRI EFEE Z Ho il
EE BERIEANBRILERBREN T AR
AFRE M E LR eRECR R 635 83k
Rk wwss HAFHE R RERBR T XA
Bk SRR T ELXRERELEROEF
FRRE > AR REH# BT RBEE
RRBAEELZEERIPHPMA -

(5) e AZEEeE xS (dodge and burn) @ 7T #
— B IR A HEAE T T LS 5 AE R
YRS T EAE 0 MR AENME R AL
BUNER A RR B FE BUBER 0 BT B R AT R1EK
® 2% % » A1 A dodge and burn &9 E & -
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B RMATHARA BB BREGHEE -

(6) mABMEEARA  REILR  HFLYGL
B s B ER T RS ein s Him
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st ER#RA plug in#y F X > AHEBLESHH
Adobe Photoshop #Br =T A #hi# A More Hits &
BT

(R) XTEE -~ B~ E > AR BEYER -

1 ~ALAMNFEBAMEINRLL R SGEH
{1 E k4844 > Nikon d100 » sABRIF&4E 58 6 218 -
EHRBATEEAT R RGEAD A B miak o £3%
BT AR FHRESZFRAF/OBE BHANETSH
FRBLBBAB/YGT FRA—RERAETHE
Zik —REAASALBIR 0 B —3RAF

2 ZARHGHERABRGTFELAY S > T B ERIF
FHEMNBEAE

S~ BB BLIFRATE B HIB R LY
TEfT3EY > MR BT ALK -

4 ~ BF/EBEPER T EDSIE - b RO > b bihIE
LeyFem o UAIFBHBeEE -

(X)) ERRAEMHEAYER T AR THIFER

1 ~ R3F2 b MIAMI-DADE BB E B RE > 2HFR
A EREEN LR AT EITHIERRL » ik
BT —MAREEH > —RREAKET  BITEHRE
WE R EANERF T F T RN EERRS
AR B AT S RPFFI P RREY F 5y »

2 AR 045 55 39 2B SRR AR
FRER BEHE-RGFRMEEIR T UFBHRISE
B 2R R% —RARBEAZEBILLE RBEBBLRE
WHAE 0 T R AR S o

15



S BRTHERGF L -ARHEIR AGHMEMAERS
(1) ABEBEZEZTABMRILEHE -
(2) REAROBYED @ Flo it FRERE -
=~ A kTS e (SPIE) %28 # B K3t 4 (Security and

Defense Symposium)° X ENEH :

(—) 2BAMELAHHHBEMBET BERARH AHboihgsh
128 NG RBIR B (Infrared Thermography or
Infrared Imager) X #%4r s 424 # (Infrared
Camera) > 73#| R 4o RGBS » BLA A EH/BANETE
RPR AR ) — A%t - s (Infrared) & Exkikz —
% 0 BRSO E X A% A #4841 (Thermal Radiation) °
HEABABENN0.T5un~100zm =R > 0.75~ 15um
ZHBAABRE AN LS GAEE - ANABRYRE R

HEEEAS 0.40um £0.75um 2R B ALiBHEE
BRASMERIE RO T A 0 BPAAE &k 0 ASRREIE
BIERE B AW LM AT LI E L R IEST RS

C BEPBFE > LABB IS RATZ B F B
m%maﬁuﬁit%ﬂﬁ%ﬁﬁﬁ,@%ﬁﬂ%%ﬁ
Ar@m AAREFHREAT LR BYEEESHATYS
ERBEA > BATABORALR - BRES - SHRHAE -
BREERAEAE ERAENAUGILE S TF 2R
MEEEZFERA S KGR ATZ BB IMEK T
A F&%’Jﬁ—/ﬁi?‘?ﬁ TG BA B AAREIRZALERE
Pz BEdr B EEG  HNEHE - REALTF -

(=) 3 i%%%ma_;u BATF AR B
1 - $E44A S maes (Multi-Biometric/Fusion): #I

A 4sbhsg ~ 2D~ 3D A P E RS AR a9k A o
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2 ~ ¥5% (Fingerprint) : G353 EX P A PRNFEL
B BHARR - EAMENLLE T X - BN
LHEH -

3~ A (Face): Q3 ABTHMER -~ £X - 8 -~ 28 -
BB B TR aENR - AR PR H K -

4 ~ B4~ AWM EMAEIE (Privacy, Security, and
Performance Evaluation) : &3&3r B8 RI#EH F K
FErEE R EFXERRAAFIZ - BAETEE A
Ty ik AR

T A4 ER (Behavioral Biometrics) : €353 %
WM ZRLNBHBIREER - %Hhf -

6 - &£ 4448 (Liveness Detection) %o F 3 & 47 4K 37
R AP LB AR A B REHE - FITFHFEK
Prk b g A T PEOE Bk Nk #gde (wevelet) 18
BERE IS BT B

7 ~ 3D B3r (3D Face) @ @& A G 4] EJA3E 14 BH 18 R 7E

MEf ~ A B R4S = aley 3D A ~ IRIRTLAK 2R
G e L S 4 S BY IR ST P AR B E LB B % R
HRS BB E

S8 -HibAMmER o T EXABREN - L E AT
Rk~ LA~ £ ERF KB E AR ER
ik o

(Z) v 2hEFPERERR EENG:

1~ %A - SLBERAEBRLZLHNEB > 255 RE
MR ER | Bk 2RO TRAVBEHEER

2~ e stdn 455 3 - WALSH ~ HADAMARD ~ COSINE ~ HOUGH ~
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HOTELLING #% i ey N 48 ~ 8 ~ S L&HER -

3 HgEBILRBER HIL - RE A& - AR EFE
BARBAAT ENQBARER > ZRMYE > SR KRR
RBHENBRER > HAE8%R - FHERIBREH
%Rk B AR AR IR K 25 69 /& A B INVERSE ~
WEINER JE & %69 E R > 7 1 48 FF SR M B IR 25 4o B AT
¥k~ YP Rk -

A ~ BAZEA) 0 BRI A6 4E T AE AL PR H Y Ag ) BT
EABAFAESRT & F A4 A MORPHOLOGY &9 7 /&R
T MBI > RSN R R TR TR
BB A > BEREBAYREE PSR I -

=~ %3 A% (University of New Haven) # B4xif M F
sk #AE (Dr. Henry Lee’s Institute of Forensic
Science): £MABMEEWRAE » TENEH °
(=) BREHEFEZ ENTREABZNOAHNETRENR

Il B NI LR EAM LR MR8y IBIS F38A8
L A% WEBEAKYABELE > HALAMKAGTS
KAEBL ALY > 8 HEEBRSE 2 ABRIFEM R
BEHRRT TSR ABETAELMRE *

1 -BEXFRBEE -

2 BRAEREZBGKRR -

3 AT AR EEASR T RNERE  FRFHFERY
AR —ROFIELE B TR GEHFRBRASF
B ZSARABRABHETHREARY  URAEAH
BRI -

(=) 38 AFIS 3 B2t ¥ T s b H A BN TRILE
OB 418 R B IR AT 18 60 48 RS AL 0 4T ¥ bR o
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LEBHALEALRE TATHHARGHKK RTHY
WBRNBRAERBIEN BT E > TR -
(=) MEBRFRA -

1 - AAPEFRZNHREBENOHNETRENREGAEA
WP EPRAE 0 B TR EA B AR RN 1986 £
WHBREMEBA — LR FHHBEZERAL
RIEITRR R 2R B THBRAITRGRBRA T
R EEE MG LABRA R BB
E ZABEERTIABORE  THTEAER
R EHHRBE -

2~ P AR BEAR BAAHCEAR T BRI R -
T PP mBR EE R QB B PR &S
JEFR A PRBRAT 8 12 B B b R AEFo B 4oty
ABMLH  EERMEREENAHFAR B CHF
YR AR MNBEE M A AN > ETHR
Bk e Ml NP A ER T2 F kD K
R RESRE eIt g -

3 BEMAMETREN AL @I EHMBIEIRAF 4R
s ERAENG AR REBTES TS
UBBHERAEE > HBARE RS -

(w9 ) B8 & Hhr -

1~ #BABRME ) k2% REBTE R ABMEHL
RABFE EHENNCE—FTHEZRNEHER
SRey A fa RIFE R AL -

2~ EHNEMaRF AL EEULREEMNATR
FAAFRIR — R AR IR A bW 8] A
4 &> oL CD-R Ak A7 452 eg St 48 4% » & 2L DVDR 4
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REIF LR 09344 0 8% CDR & DVDR eak ey 451t A
BEFA—RLEXE28 > THLGEMETRNE
K> RBEEERTHAINTHTAEL BN
):rl‘\ o

[ : A DVDR A fsr it ettt (FAHRR: MAnd))

2

ZARIENN S

— ~ #rib (Digitalization) BB &%) 0 £ — A A8 & P
TR - A R E ol A Rt eg AL &
Yo TR T FE RS REE o 2ATRE > ik
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FAREAMRE—EHBLAALTHAFLREZFHER A
BHBEARRORLZERRAHBMAOFTXER  ERENRE
—EAEARRNRELEFRAFERKNEMHER ERBAR
BREZTFEFREAATHOKEZR > GE —RARMLHE
T o BT B AR b oY BURME 0 BRAERIE  AIRTREE
#FAH > X— F nyquest BRIL BB LEHRM > REHTEAR
5 BRHEREQBEINAT A —EBEHHFRA
FHLZ2ABEZHMHE  REREM > BATRHE=F
gHGER AN —ETETLEEA A TREL
URMEFRANRFREZT RN FAMOEREA L
o RERFHEBR AT OBEF -ETFEF AE
ERRFHBEREBEF  AAAAWERERELLRAGTH £/
Wk FEER  REREERMC (AR B AR HA
B EEAR ) BRI AR AR NGB BRFHHR
BEEAMBEBEBRNER AT EeAEELEENER AR
S KEZT » BAANTARA A > AT BRAR )
B4R T 4R B AT AT R0 9 B B AL HA K FIYT %
BB R —IAFFRARESE B ib@ b E A Aol
HKATAA A —ERHARAMMA S S L R
ATUATHXE.7 0 a¥HB2t HRARTFESR
) 8% A B B Rl A7 AR B &Y B Rl 6 18] $LBP A BRAR R ZE F 89 ER
HIEE -

BB EBARHEAOREFR  BE URBT &R
By RIEE K > TR B RIFBIER > 284
ATFFER,, RARL THENER ) A& TH&MAFEY
HBR, ARABI—EF 0 B AL F B Fo BAlIAHRA 6 B
SEEA M > B R FRIRP > EA _EHEEZ MeyE
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B ARG IESE (FE) AN > ST RARKY
K EANZNY  MEBRMABRMEREZIWH—F KX
FEERA B —EATH  KRERFRARZHRIXERE 8%
BREGOEALEBRMOBRERELBRTHHEEL F @
B MBMAFEEI S BERGANET > MERh
S BRI BENBEIMEBELBRAESVRE
o A RRE TRAFEZHER ) LERBHERAF
EAHEE  REIAEZHBRBIBEIRBIHOBER
B AR THGE TRRHER,-

=~ AR BGAE BRsHUEAR TSI R 4
I AR T o B B W B o HAT 1R A 4B R A 15 AT R
BHELE BRIb UM R e AR - £ EZ AR
kA A MAEARXTHRCFLER AR MGTEEM
qo BB F N 0 ¥ OB AR E R 5 AR LR AE
Z¥ o RV EB OETF 0 RERZGEHFGILE  HAFTN
B AR E AN AL S @ o Flledi s RS B
P~ SHBSEP ~ X E4EF ~ T EEY ~ AR - wIF A AN
R 0 e

g ~ Dr. Russ Zitb ey Biemy4e Ak (Forensic Use of
Digital Imaging) +/@#2% » — AL eH T/eB Rt
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+ =~ M5k A -BRER (CCTV) 2 ER R %2+ UK
(—) USDOJ, Office of Justice Programs (0JP), National
Institute of Justice (NIJ)

www. 0jp. usdoj. gov/ni j

(=) The Appropriate and Effective Use of Security
Technologies in U.S. Schools, A Guide for Practical
School Security Abplications by Mary W. Green,
September, 1999

http://www. ojp. usdoj. gov/ni j/pubs-sum/178265. htm

( =) Law Enforcement and Corrections Standards and
Testing Program, Video Surveillance Equipment
Selection and Application Guide, NIJ Guide 201-99 by
D.J. Atkinson, V.J. Pietrasiewicz, and K. E. Junker,
February 2000

http://www. ojp. usdoj. gov/ni j/pubs-sum/179545. htm

(m ) Police Scientific Development Branch, UK Home
Office
-Digital Imaging Procedure Version 1.0
© CROWN COPYRIGHT 1998 - FIRST PUBLISHED 2002 PSDB
Publication number 02/2002
http://www. homeoffice. gov. uk/pcrg/psdb/publications/d
1gimpro. pdf

( &) Assessment of the ADVIS, IMPRESS, VIEW Video
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Enhancement System for the UK Police Service
J Rason, T Kent, I Sall, P Gugenheim, S Walker
© CROWN COPYRIGHT 2000 FIRST PUBLISHED 2000 PSDB
Publication number 1/2000

(7<) CCTV: Making it Work. Guidance on Recruitment and

Selection Practice for CCTV E Wallace, C Diffley
© CROWN COPYRIGHT 1998 FIRST PUBLISHED 1998 PSDB
Publication number 8/98

(4 ) CCTV: Making it Work. Training Practices for CCTV
Operators C Diffley, E Wallace
© CROWN COPYRIGHT (1998) ISBN: 1 84082 045 4 PSDB No:

9/98
http://www. homeof fice. gov. uk/pcrg/psdb/publications/c

ctv-9_98. pdf

() CCTV: Making It Work. Time and Date Displays A
Griffiths © CROWN COPYRIGHT 1998 FIRST PUBLISHED
1998 PSDB Publication number 13/98

(/) CCTV: Making it Work. CCTV Control Room Ergonomics

E Wallace, C Diffley© CROWN COPYRIGHT 1998 FIRST
PUBLISHED 1998 PSDB Publication number 14/98

(+) Guidelines for the Handling of Video Tape P
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Mather © CROWN COPYRIGHT 1998 FIRST PUBLISHED 1998
PSDB Publication number 21/98

(+-— ) Performance Testing CCTV Perimeter Surveillance
Systems J Aldridge, C Gilbert © CROWN COPYRIGHT 1995
FIRST PUBLISHED 1995 PSDB Publication number 14/95

(+=) CCTV Operational Requirements Manual Version
3.0 J Aldridge © CROWN COPYRIGHT 1994 FIRST
PUBLISHED 1994 PSDB Publication number 17/94 ISBN 1
85893 335 8
http://www. homeof fice. gov. uk/pcrg/psdb/publicatio

ns/or_manual. pdf

(+=) UK Home Office Crime Reduction Programme
http://www. crimereduction. gov. uk/cctvminisited. ht

m

(4w ) Crime Reduction: Closed Circuit Television in
Public Places: Its Acceptability and Perceived
Effectiveness Closed Circuit Television In Public
Places: Its Acceptability And Perceived
Effectiveness reports on results of an examination
of public attitudes to CCTV issues.
http://www. crimereduction. gov. uk/cctv3. htm
19/77/2001
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(+ %) Crime Reduction: Understanding Public Car Parks,
Crime and CCTV: Evaluation Lessons from Safer Cities
Police Research Group — Crime Prevention Unit Series
Paper No. 42 (1993) by Nick Tilley
http://www. crimereduction. gov. uk/cctv2. htm
19/7/2001

(47 ) Crime Reduction: Closed Circuit Television in
Town Centres: Three Case Studies Police Research
Group - Crime Detection and Prevention Series Paper
68 (1995) by Ben Brown
http://www. crimereduction. gov. uk/cctvl. htm
19/7/001

(++) Crime Reduction: Transmission Guidance Guidance
1ssued by the Home Office on the transmission of CCTV
1mage data.
http://www. crimereduction. gov. uk/cctv2b. htm
15/6/2001

(+\) Crime Reduction: A Consistent Approach to
Gathering Evidence Guidelines on how police may
interact tactfully with CCTV operators when
gathering CCTV tapes for evidence of criminal
activity. http://www. crimereduction. gov. uk/cctv24.
htm 9/7/2001
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(+ ) Crime Reduction: CCTV Initiative: Round Two
Schemes that intend to use Digital Recording
Information on the operational requirements and best
value for using digital recording.
http://www. crimereduction. gov. uk/cctv23. htm
16/5/2001

(=+) Crime Reduction: CCTV and the Human Rights Act
The implications for the use of public space
surveillance of the European Convention on Human
Rights
http://www. crimereduction. gov. uk/cctvl3. htm
19/7/2001

(=+—) Crime Reduction: Digital Images as Evidence

Information and advice on the use of digital images

as evidence.
http://www. crimereduction. gov. uk/cctv27. htm

15/6/2001

(=-+=) International Association of Chiefs of Police

(TACP) www. theiacp. org

(=+ =) Use of CCTV/Video Cameras in Law Enforcement
http://www. theiacp. org/documents/pdfs/Publication
s/UseofCCTV. pdf Uses and interests of over 200

responding law enforcement agencies using CCTV today.
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It also highlights some of the practical
considerations and policy issues police executives

must consider when employing this technology.

(=-+w ) Police In-Car Video Camera Evaluation
http://www. theiacp. org/research/index. htm The IACP
will be conducting a comprehensive evaluation on the
installation, use and impact of police in-car video
cameras in 47 state police and highway patrol
agencies. This 18-month project, commencing in June
2002, will examine and ascertain the impact of in-car
cameras in four critical areas: police officer
safety, agency liability, community perceptions of

police, and police professionalism.

(=—+2%) Security Industry Association: (SIA)

www. siaonline. org

( =+ 7<) SIACCTV Surveys Survey on Evidence of Digital
Images
http://www. siaonline. org/page. asp?c=ig_cctv_srvy_
intro Recently, the SIA CCTV Industry Advisory Board
formed a sub-committee to investigate the issues
around digital evidence and the impact it has on the
court systems both here in the United States and

globally.



(=—-++«) The Focus - CCTV Newsletter
http://www. siaonl ine. org/page. asp?c=ig_cctv_news

The CCTV Industry Group quarterly newsletter, Focus.

(=-+,) 2001 Closed Circuit TV Market Report
http://www. siaonline. org/page. asp?c=storeproduct_
19 MR-CCTV-2001 "Cameras everywhere" may well be
the best motto for this growth industry. It is
becoming a favorite tool in law enforcement;
municipal infrastructure, education, retailing,
medicine, commercial monitoring, residential
monitoring, and a host of other market applications
now made possible by video and communications

technology.

(=) 1998-1999 CCTV for Public Safety Report
http://www. siaonline. org/page. asp?c=storeproduct_
59 PSR-CCTV-1998 This third in a three volume series
details CCTV for public safety application in an
additional 37 U.S. cities. The 1998 report, designed
to assist law enforcement and public safety
officials in understanding how CCTV technology is
being used and defined in the public sector, is
designed to offer real-world examples of CCTV
application successes and failures. Each example
outlines why a program succeeded or was sent back to

the drawing board. The 1998 report also provides and
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summarizes examples of how state and federal
legislation is defining the public sector use of CCTV
technology. (355 pages) The 1998 report comes with
a Privacy Supplement that details the legal and
civil-rights issues associated with CCTV
application in the public sector. This comprehensive
resource document not only details CCTV privacy
issues in the U.S., but also around the world. (75

pages)
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#| ~ Broward Sheriff's Office :Z2#&# 425 (# )

BACKGROUND

The Digital Capture and Computer Enhancement of Developed
Latent Fingerprint Evidence

The Broward Sheriff’s Office Crime Scene Unit has acquired the equipment
to provide for the digital capture and computerized enhancement of latent
fingerprint evidence. In addition, members of the Broward Sheriff’s Office
Crime Scene Unit and Latent Fingerprint Section have been trained in the
technology to take advantage of this equipment in a laboratory environment.

The imaging system shall consist of three platforms, one portable, one
capture station, and one laboratory based. The portable system shall be
utilized by members of the Broward Sheriff’s Office Crime Scene Unit to
capture latent fingerprint evidence during an investigati‘on at a crime scene.
The capture station shall be utilized by members of both the Broward
Sheriff’s Office Crime Scene Unit and Latent Fingerprint Section for the
capture of latent fingerprint evidence for the purpose of fingerprint
evaluation and/or examination. The digital lab will be utilized to manage the
entire imaging system, and enhance and print digitally captured images.

The use of this equipment shall be governed by the Broward Sheriff’s Office,
Crime Scene Unit Standard Operating Procedures Technical Manual. Only
those employees familiar with the Standard Operating Procedures (SOP)
Technical Manual and having completed training in the operation of the
system’s, shall utilize this equipment for the capture and or processing of
latent fingerprint evidence.

In addition to each employee being properly trained and being familiar with
the Standard Operating Procedures, each system shall be password protected.
The computer systems will have security levels established in addition to the
individual passwords issued, which will be overseen by a System
Administrator(s) who will have total access to the system.

The assignment of the System Administrator will be at the discretion of the
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Broward Sheriff’s Office Crime Scene Unit Supervisors.

The utilization of this equipment and the development of the (SOP)
Technical Manual shall be guided by established Federal Rules of Evidence
and existing Court Case Law in regard to electronically recorded evidence,
and the use of digitally captured and processed latent fingerprint evidence.

The use of this technology shall not preclude any employee from
utilizing standard methods for the purpose of recovering latent
fingerprint evidence, but should be utilized as any other tool
currently in use by the Broward Sheriff’s Office Crime Scene Unit

to recover latent fingerprint evidence.

MISSION STATEMENT

To capture high quality images of latent fingerprint evidence using digital
imaging equipment, thereby providing the ability to digitally enhance those
images of latent evidence, documents, blood spatter, bite marks, footwear
impression, and tire impressions that may be of marginal value. To be able to
validate the integrity of both the original and enhanced versions of each and
every image that is captured and acquired into the Digital Imaging System. To
prepare testimony and documentation for courtroom proceedings for every
step involved in the capture and enhancement of digital images taken and
processed by the Broward Sheriff’s Office, Crime Scene Unit, Digital Lab.

OBJECTIVE

The BSO Crime Scene Unit and the Latent Fingerprint Section shall utilize
forensic imaging for the capture of latent fingerprint evidence when
necessary, in the same way as conventional photographic techniques are
currently used.
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Every Crime Scene Unit and Latent Fingerprint Section employee will
familiarize themselves with the Standard Operational Procedures (SOP)
and Training Manuals concerning the handling of digital images to be used
as latent fingerprint evidence.

The -equipment used by BSO personnel to digitally capture and enhance
latent fingerprint evidence, documents, blood spatter, bite marks, footwear
impression, and tire impressions shall include only those items approved
by the Broward Sheriff’s Office Crime Scene Unit.

The decision to utilize forensic imaging technology during an investigation
shall be guided by the type of case involved, the quality of the original
latent fingerprint evidence, the ability to recover the impression intact
using conventional methods, and the potential for improved quality
through the use of forensic image processing.

Maintain the highest standard of work product as dictated by the Sheriff’s
Office. Policies and Procedures Manual as well as the Crime Scene Unit
Standard Operating Procedures Manual.

COMMUNICATION

1. All communications between the supervisor of the Crime Scene Unit
and the Forensic Analyst shall be clear and concise.

2. To facilitate open dialog and information dissemination between Digital
Imaging personnel and members of the Latent Fingerprint Section, the
Forensic Analyst will meet regularly with individuals from that unit to
ensure the quality of the images being digitally captured and enhanced
are expectable for comparisons.

3. The Forensic Analyst shall communicate with supervisors keeping them
abreast of upgrades.

QUALITY ASSURANCE/QUALITY CONTROL

1. The Crime Lab QA: Coordinator will oversee the Quality Assurance and
the Quality Control of the Digital Imaging Lab.
2. It is the responsibility of anyone working in or for the Digital Imaging
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Unit to report any quality control problem to the QA coordinator
immediately so that the appropriate action can be taken.

3. The Forensic Analyst will have the responsibility for maintaining all
quality control documents. The QA coordinator and/or the Crime Scene
supervisor will handle updating and reviewing these records.

4. As part of the Quality Assurance Program each person designated to do
digital imaging will be required to satisfactorily complete a digital
imaging competency test and an annual proficiency test.

5. All irregularities or problems associated with the digital imaging
components will be immediately reported to the supervisor of the unit.

SAFETY

1. All safety procedures established by the Broward County Government,
the Broward County Sheriff’s Office, and the Crime Scene Section,
which includes State and Federal regulations will be followed by the
Digital Imaging Staff.

2. When handling evidence, which poses a potential biohazard, or
evidence, which has been treated with fingerprint powders and/or
chemicals, personnel using digital imaging equipment will wear the
appropriate personal protection equipment provided by the unit.

3. A First Aid Kit shall be maintained within easy access to all unit
personnel.

STAFFING

1. A System Administrator/Forensic Analyst will be responsible for the
maintenance of all the components of the system, and will contact the
appropriate vendor when maintenance / repairs are required which are
beyond the administrator’s knowledge and ability level.

2. Only the Forensic Analyst and those individuals that have been
assigned by the Crime Scene Supervisor, and have been properly
trained as an imaging specialist will be allowed to perform image
enhancements to original images.

3. The Crime Scene Supervisor will have authority over all digital
imaging personnel and will be responsible for staffing of the Digital
Imaging Unit.

1014



SYSTEM AND IMAGE SECURITY

1. The door to the Broward Sheriff’s Office, Crime Scene Unit Forensic
Imaging Section shall be closed and locked when not occupied.

2. Access to the Forensic Imaging Section shall be controlled via the
Johnson Controls Card Key Access device only, and the standard door
lock access shall not be overridden except in a case of emergency.

3. The Broward Sheriff’s Office, Crime Scene Unit Forensic Imaging
Section shall utilize the PC Pros “More Hits” Forensic Image Tracking
System for archiving, tracking, processing and output of latent
fingerprint images.

4. Only those employees trained in the PC Pros “More Hits” system will
operate or have access to computer components and files within the
“More Hits” system. Those employees shall then be issued an
individual password to gain access and utilize the “More Hits” system

5. The PC Pros “More Hits” Forensic Image Tracking System shall have a
System Administrator assigned by the Broward Sheriff’s Office, Crime
Scene Unit Supervisor. That individual along with any designated
Assistant System Administrator(s) shall be the only employee with total
control over the system access and maintenance.

6. An employee’s level of system access will be determined by the System
Administrator(s), based upon the employee’s level of training and
involvement within the system.

7. The System Administrator(s) shall maintain Control Logs in regard to
system access, archiving of system files, system back up and
exportation of image files for viewing and or processing by another
“More Hits” system.

8. All images utilized for latent fingerprint comparison purposes shall be
processed only within the PC Pros “More Hits” Forensic Image
Tracking System, so as to provide tracking and integrity of the
processed images through the system software.

9. All image adjustments utilized within the PC Pros “More Hits”
Forensic Image Tracking System shall be entered within the tracking
history, so as to allow the repeatability of the individual processes used
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by the operator. The terms and format used to designate the adjustments
shall be standardized throughout the agency.

10. All documentation for archived files and exported files shall be
retained within the Broward Sheriff’s Office Crime Scene Unit Forensic
Imaging Section Logs.

11. Forensic image processing shall only be performed after proper written
request is made via a Broward Sheriff’s Office Crime Scene Unit
Forensic Image Tracking Form, by the employee requesting the
processing.

12. The modem attached to the “More Hits” system is designated for use
by “PC Pros” Technical Support personnel for remote system
diagnostics, and will not be utilized for internet use. The modem shall
remain tumned off unless requested by support personnel for those
periods required for remote system diagnostics.

13. The “More Hits” system is equipped with an auxiliary power back-up
system to prevent power surges and loss of data in the event of a power
outage. The “More Hits” system will not be utilized at any time with the
unit disconnected.

14. The Forensic Digital Imaging System’s components and or software
will be operated exclusively by the Forensic Analyst or the System
administrator. Any request by unauthorized employees to utilize any
part of the system, must be approved by the Crime Scene Supervisor.

EQUIPMENT

Field Kit

( 1) The equipment utilized for the capture of digital images by Crime
Scene personnel in the field may include, but not be limited to the

following items:

e Fuji S1 digital camera
e Nikon D1 digital camera
e Nikon D1X digital camera
e Nikon Lenses
28-85 mm macro zoom
60 mm micro
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. 1 GB micro drive

0 PCMCIA Type II compact flash storage cards
. Portable battery power supply

o AC to DC power adapter

. Laptop computer (Dell Inspiron)

. Tripod

. Tripod Accessories

o Electronic flash equipment

J LCD monitor

. Portable battery power supply for monitor

Capture Station

The equipment utilized for the capture of digital images in. the
Capture Station by Crime Scene personnel may include, but not be
limited to the following items:

. Kodak DCS 420 digital camera
J Nikon D1X digital camera
. Nikon D1 digital camera
. Fuji S1 digital camera
e Nikon Lenses
24-50 mm zoom
28-85 mm macro zoom
35-105 mm zoom
60 mm micro
50 mm
e PCMCIA Type Il compact flash storage card
e Portable PCMCIA card reader

. SCSI interface cable connection to computer
. Evolution 5000 PC computer

. Ethernet connection to Digital Lab

. 17” color monitor

. Copy stand w/adjustable lights

J Alternate light sources

. Laser
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° Flatbed Scanner

Digital Processing Lab

The equipment used by the Forensic Analyst to capture, enhance, and
archive images in the Digital Processing Lab will include but not be limited to
the following items:

e “PC Pros” brand PC based Pentium 4, 2.00 Ghz tower
computer running a windows XP operating system

Lacie 80 GB external hard drive.

Ethernet connection to Workstation

“Viewsonic” P815 21” color monitor

“Seagate” internal tape drive

e “Microtech” internal PCMCIA card reader

e “Toshiba” internal compact disc (CD-ROM)

e “Plexwriter” internal compact disc writer

o “Agfa Duoscan” T1200 flatbed scanner

e “Kodak” Model 8650 dye-sublimation printer

e “Kodak” Model 8660 dye-sublimation printer

e “Lexmark” Model Optra S 1855 laser printer

e “HP” Deskjet 952c¢ Inkjet printer

e “US Robotics” 56K external modem

e “Polaroid” SprintScan 35 Plus film and negative scanner
e “Smart Pro” Triplite UPS (Uninterruptible Power Supply)

BASIC UNIT STRUCTURE

The Digital Imaging System will consist of three basic components.

The Field Kit will be used to capture digital images of latent
evidence at crime scenes. A 5 inch LCD monitor will be
available to view images at the time of capture. All images
that are captured in the field will be immediately acquired
into the MoreHits Forensic Image Tracking database, located
on the Digital Imaging laptop, in the Mobile Crime Scene
Response Vehicle. The individual that captured the original
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1mages will be responsible for acquiring the best quality
images into the MoreHits database. In addition an archive
“CD” will be burned at the scene of all the images captured.

The Capture Station will be located in the Crime Scene Unit laser
room and used to capture and acquire images of latent fingerprints and
other latent evidence into the MoreHits database. A Nikon D1x digital
camera will be mounted on a copy stand and tethered directly to a
computer. Each time the shutter is fired the captured image appears on
the monitor. This technique allows the Crime Scene personnel to
adjust lighting, filters, or perform other chemical processes in order to
capture the best possible image of the evidence.

Also attached to the computer will be a flatbed scanner allowing
Crime Scene personnel to acquire documents and other two
dimensional objects into the image database. This workstation will be
configured so that each Crime Scene investigator will have their own
password to start Windows 2000, and a second " password to gain
access into the MoreHits Forensic Image Tracking software. After the
Crime Scene investigators have finished capturing images, they will
acquire them into the MoreHits Database from the same workstation.
The acquired image will be automatically sent to the Main Digital
Processing Lab server via an Ethernet connection between the two
computers. Once the Crime Scene personnel have finished acquiring
their images they will log off the workstation.

The Digital Processing Lab is where all of the images that have been
captured are stored in the MoreHits Forensic Image Tracking System
server. The Forensic Analyst or other designated imaging personnel
will analyze all of the captured images and determine which images
are in need of enhancement and which images just need to be archived.
All image processing, including image enhancement will be
performed and documented by the Forensic Analyst or designated
imaging personnel only. The image enhancement history and all other
data associated with each image are stored in the database. After all of
the images in a case have gone through the enhancement process a
1to1 (life-size) print is produced of each enhanced image and a copy
is forwarded back (o the Crime Scene personnel that are working the
case. As cases are completed or as workload dictates all images
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(original and enhanced) and the data associated with those images are
archived onto a CD. Each CD is assigned a volume number and is
filed in locked safe in the Digital Lab. The Forensic Analyst and the
Crime Scene supervisor are the only personnel assigned keys to the
safe. The Digital Lab is also connected to the Fuji print station via
Ethemet. This connection is password protected and can only be
activated from the Digital Lab, and by the Forensic Analyst.



Field Kit Equipment

The equipment utilized for the capture of digital images by Crime Scene
personnel in the field may include, but not be limited to the following
items:
e (1) Fiji S1 camera body
e (1)  60mm macro lens
e (1 24-50mm zoom lens
e (3) 128mb “Flash Cards”
s (2 1 GB. Micro drives
e (8 AA batteries
e (1) S1 AC power adapter
e (1) Remote release cord
e (D Monitor patch cable
1) 62mm Orange filter
(1) Nikon SB28DX flash unit
€)) Flash extension cable
)] Monitor Kit
e (1) Laptop Kit
e (1) Portable Video Light

Fuji SI Camera Setup at Crime Scenes

e Choose and attach the appropriate lens to the S1 camera body.
(The 60mm macro is the lens of choice for fingerprint

images) :

e Set the exposure MODE to Aperture Priority.

e Set the FOCUS control switch to M for manual focus.

e Set the APERTURE to the smallest setting on the lens.

e Set the FRAME ADVANCE control switch to S for single frame
advances.

e Setl the IMAGE QUALITY (or compression setting) (o
RGB/TIFF. Each image will be approximately a 17mb,
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uncompressed, TIFF file.

e Set the WHITE BALANCE to A for auto white balancing.

e Set the ISO sensitivity to 200
(higher settings introduce noise into the image, and should be
avoided).

e Insert a blank FLASH CARD or a blank MICRO DRIVE media
into the camera (THE CAMERA MUST BE TURNED OFF.)

e Secure the camera to the TRIPOD.

e Attach the REMOTE RELEASE to the S1 camera body.

e Secure the MONITOR to the tripod and attach the monitor
battery.

e Attach one end of the MONITOR CABLE to the S1 camera body,
and the other end to the monitor’s Video-In jack.

Image Capture at Crime Scenes

e Position the tripod for close-up photography.

e Frame the image in the camera’s viewfinder to include the
fingerprint and a portion of the scale. (metric scale recommended)
(This may require moving the camera in and out, in order to fill
the frame properly)

e [lluminate the fingerprint with the appropriate light source.

e Using the remote release, take a test shot.

e To save this image, press the (FUNC) button. The word (REC)
will flash in the rear display panel as the image is recorded onto
the Flash card or micro drive media. No other camera functions
are operable during this process.

e Using the Exposure compensation control on the S1, increase or
decrease the exposure when taking addition shofs.

¢ Notes should be taken after each image is captured, of its location
and any other necessary information.

o  When the Flash card or Micro drive media is full, turn the camera
off and remove the card.
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(WARNING: Care should be taken in the storage and handling of the cards.
They are small, fragile, and an electronic recording media. And as such they
should never be stored in or exposed to extreme heat, near a magnetic field, or
subject to a static electrical charge)

Acquiring Captured Images at Crime Scenes

e Insert the Flash card or Micro drive media into card slot 1 on the
MoreHits Forensic Image System Laptop computer, located on
the Mobile Crime Scene Response Vehicle.

e Utilizing the “Easy CD Creator” software on the laptop, burn a
CD of all images contained on the Flash card or Micro drive
media.

e Remove the CD (date & initial) the top of the CD with a
permanent ink marker. Mark the CD as “Card Archive”

e Package the CD in a protective sleeve, seal with evidence tape,
(date & initial) the tape.

e Maintain custody of CD until it can be forwarded to the Forensic
Analyst for permanent storage.

e Activate the Fuji “EXIF” viewer software by double clicking the
“EXIF” icon. All of the images on the Flash card or Micro drive
media will be displayed.

e From the “EXIF” viewer display, select the images to be acquired
into the MoreHits Forensic Image Tracking System database.



Acquiring Images into MoreHits at Crime Scenes

Log On to MoreHits.

Click on IMAGE) Select (ACQUIRE) Click on (FILE).

At this point an “Import File” window will appear.

Click on the (MoreHits Images) icon

Double Click the Image number that is to be acquired.
The image that you have selected will now appear in the “MoreHits
Forensic Image Tracking Systems” image-acquiring screen.
Once the image is loaded into “MoreHits,” the (Enter Case Number)
dialog appears. The default value is the last entered case number. If this
is a new case, type over the number and click (OK.) The case number
entry shall follow standard Broward Sheriff’s Office protocol
(XXH##-##-H##H).
The (Create Case) dialog window will then appear.
Click (YES) when prompted to create the new case.
Select (Category Type) and highlight the appropriate selection.
The (Image Source) will automatically read (Existing File).
Click on (Calibrate Image).
Click on (two markings 1cm. Apart)
In the (Select Distance) enter (1)
Click on (CM)
Click on (OK) and (Close).
Click on (Display Fingerprint Info)
Select the appropriate variables that apply to that image. Some are
chosen by scrolling down a list of, choices and clicking on your choice,
and others are chosen by clicking and dragging a choice to the
appropriate box. After all selections have been made click on (OK).
In (Image Description) indicate the item of evidence #, the location the
print came from, and/or any other note to yourself, as if documenting
the back of a print lift.
In (Case Title) scroll and click on (the appropriate title.)
Click on (Save)
After all of the images have been acquired,Log Off of MoreHits.
From the desktop screen Click on the (MoreHits Images) icon.
Select all of the images in this file and delete them.
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From the desktop screen Click on the (EXIF) viewer icon.

Select all of the images in this file and delete them.

Remove the Flash card or Micro drive media from card slot 1.

Place blank Flash card or Micro drive media in the Digital Field Kit
case.

Fill out the Forensic Digital Imaging Tracking Form and forward it to
the Forensic Analyst for further action.



Digital Imaging Tracking Form

Browsrd County Sheriffs Office Crime Scene Unit

Date Acquired Type of Offense : BSO case number
YN
Acquired By CSU Lead # of Images  Invert
AOA D M%ma CAPTURE DEVICE
igital Camers [1]
Agency Name: (]
Agency Case #: Film Scanner {1}
Agency Lead: IMAGE CAPTURE LOCATION
LA EXA Digital Capture Station { ]
X Lifts Digital Processing Lab [ )
Comments:
EVIDENCE
Submitted By: Date Submitted:
Released To: ReleaseDate:
" N I
IMAGE PROCESSING l

Date of Processing:

Comments

Date of Printing: Number of Images Printod:

Fonwarded To: '
Comments
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Importing Cases Acquired at Crime Scenes

Upon receiving the Card Archive CD containing all of the original
captured images from a crime scene, and the Forensic Image Tracking
Form, The Forensic Analyst will be responsible for performing the
following task:

e On the MoreHits Forensic Image System Laptop computer, Start and
log onto MoreHits

e (Click on the Image Tab.

e Select from the drop down menu (Export MoreHits Case).

e Select from the (Export case window) the case number to be exported,
and click the arrow to move the case number into the 7o be copied
window.

e Click OK.

e Close the MoreHits program.

e Start the Easy CD Creator software by double clicking it’s icon on the
desktop.

*» Burn a CD of the (C:\Morehits\export) folder.

e Delete the contents of the (C:\Morehits\export) folder.

e  Shut down the laptop.

e Place the CD containing the exported case into the CD reader of the
Digital Imaging Lab computer.

e Start and log onto MoreHits.

e C(lick on the Image Tab.

e Select from the drop down menu (Import MoreHits Case).

e From the Import File menu locate the CD containing the exported case.

e Highlight the case number and click Open.

e Verify that all images and case information has been acquired into the
data base.

e Verify the Authenticity of each image.

e (lose the MoreHits Program.

* Remove the CD containing the exported case and place it into a
protective sleeve.

e Package the CD in‘a protective sleeve, seal with evidence tape, (date&
initial) across the tape.



DIGITAL CAPTURE STATION

Evidence Handling

. The collection, packaging, and custody procedures for the
handling of evidence collected at a crime scene are documented

in the.

BROWARD COUNTY SHERIFFS OFFICE, CRIME SCENE
UNIT, STANDARD OPERATIONAL PROCEEDURES manual.

. When handling evidence all Biohazard procedures will be
followed.

Capture Station Equipment

The equipment utilized for the capture of digital images in the capture station
by Crime Scene personnel may include, but not be limited to the following
items:

. Nikon D1x digital camera
e Nikon Lenses
24-50 mm zoom’
28-85 mm macro zoom
35-105 mm zoom
60 mm micro
50 mm
e PCMCIA Type Il compact flash storage card
e Firewire cable connection to computer
e Evolution 5000 PC computer
e FEthernet connection to Digital Lab
e 17 color monitor
e Copy stand w/adjustable lights
* Aliernate light sources
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e Laser
e Flatbed Scanner

Nikon D1x Digital Camera and Computer Setup

. Mount the appropriate lens on the camera body, keeping in
mind that the focal length is approximately 1.5 times as long as
the marked focal length of the lens selected. (Example 35mm =
52.2mm approximately a “normal” lens for a 35mm format). It
should be noted that the f-stop is not affected in the same way.

. The lenses that are in use by the Broward Sheriff’s Office
Crime Scene Unit are listed as follows:
. Nikon 24-50mm zoom = approximately 36-75mm
. Nikon 28-85mm macro zoom = approximately
42-127.5mm
. Nikon 35-105mm zoom = approximately 52.2-157.5mm
Nikon 60mm Micro = approximately 90mm

. Nikon 50mm = approximately 75mm
. The Nikon D1x digital camera is mounted onto a copy
- stand.
. - An AC power cord is attached to the back of the camera.

e A tethered connection between the Nikon DIx digital
camera and the workstation computer is made with a (Firewire
interface cable) which transmits data between the two units. As
images are captured with the digital camera they can be
visualized on the computers monitor.
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Image Capture

Basic Camera Settings

e The exposure “Mode” should be set on “Aperture Priority”

e The lens should be set on “f-11” or a small aperture if needed

e The “Exposure Compensation” setting should be on “O”

e Position the evidence and a scale in the field of view.
(metric measurement preferred)

e Move the camera up or down to fill the field of view with the
fingerprint and scale, limiting excess background.

e To “Bracket Exposures” it is recommended that the “Exposure
Compensation” be set in the (+) direction to (LIGHTEN) the
image, and in the (-) direction to (DARKEN) the image.

Note: By using the “Exposure Compensation” settings to
bracket the exposure, the aperture can remain small resulting
in a greater depth of field.

e (Click on the “MoreHits” Icon

e Select (Your name)

e Enter (Your Password)

e Click (OK)

e After MoreHits starts click on (Image)

e Move cursor to (Acquire)

e Select (Twain Setup)

e Select DCS camera

e (lick on (Image)

e Move cursor to (Acquire)

e Click (Twain)

. The (Enter Case Number) dialog appears. The default
value is the last entered case number. If this is a new case, type
over the number and click (OK.) The case number entry shall
follow standard Broward Sheriff’s Office  protocol
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(XX##-#H#-#HHH).

o The (Create Case) dialog window will then appear.

. Click (YES) when prompted to create the new case.

e This will activate the “Kodak Driver Interface”. The screen will
now have a (Contact Sheet) displayed of all the images that are
on the “Compact Flashcard” in the DCS420 digital camera.

e To take a picture move the cursor overtop of the (Camera Icon)
and click

e The image will appear as the next in-line “Contact”

e To see an enlarged version of this image click on the arrow next
to word (View), then click on (Preview)

e To return to the contact view click on the word (View), then
click on (Contact Sheet)

e The camera settings data is displayed on the right side of the
screen for the selected image.

Image Acquisition

Acquiring Individual Images

e (lick on the image. The selected image will have red outline.

e Click on (Acquire)

e (lick on (Done) This will close the “Kodak Driver
Interface” and open the selected image in MoreHits.

e Select (Category Type) and highlight the appropriate
selection.

e The (Image Source) will automatically read (Existing File).

e (lick on (Calibrate Image).

e (Click on (two markings 1cm. apart)

e In the (Select Distance) enter (1)

e Click on (CM)

e (Click on (OK) and (Close).

e Click on (Display Fingerprint Info)

e Select the appropriate variables that apply to that image.
Some are chosen by scrolling down a list of choices and
clicking on your choice, and others are chosen by clicking
and dragging a (choice) to the appropriate box. After’ all
selections have been made click on (OK).
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In (Image Description) indicate the item of evidence #, the
location the print came from, and/or any other note to
yourself, as if documenting the back of a print lift.

In (Case Title) scroll and click on the appropriate title.

Click on (Save)

Click on (Utilities), then click on (Authenticate)

To acquire another individual image return to (Image)
(Acquire) (Twain) and repeat the above steps.

When finished log out of MoreHits

Acquiring Multiple Images (Same Case#)

Hold down the (CTRL) key and click on the images that you
want to acquire. The selected images will have red outline
around them.
Click on (Acquire)
Click on (Done) this will close the “Kodak Driver Interface”
and open “MoreHits” displaying the first image in-sequence
that you selected.
Select (Category Type) and highlight the appropriate
selection.
The (Image Source) will automatically read (Existing File).
Click on (Calibrate Image).
Click on two markings 1cm. apart

In the (Select Distance) enter (1)
Click on (CM)
Click on (OK) and (Close).
Click on (Display Fingerprint Info)
Select the appropriate variables that apply to that image.
Some are chosen by scrolling down a list of choices and
clicking on your choice, and others are chosen by clicking
and dragging a (choice) to the appropriate box. After all
selections have been made click on (OK).
In (Image Description) indicate the item of evidence #, the
location the print came from, and/or any other note to
yourself, as if documenting the back of a print lift.
In (Case Title) scroll and click on the appropriate title.

"Click on (Save) The next image in sequence will now be
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displayed.

e Repeat the above steps starting with (Category Type).

o After all of the selected images have been acquired, Click on
(Utilities), then click on (Authenticate)

e Log out of MoreHits

Log Information

A Log will be maintained in the Digital Lab by the Forensic
Analyst detailing case status throughout the imaging process.
The Forensic Analyst will add additional information to the log
entries, as individual cases have been enhanced, printed, and
archived. This log information will act as a reference for the
Forensic Analyst and the Crime Scene investigators to track the
progress of cases that have been entered into the MoreHits

Database.

Below is a list of the information that will be entered into the Log Book:

Info Entered By Crime Scene Personnel:

e Date images were acquired

¢ Type of Crime

e BSO case number

e Name of Investigator acquiring images
e BSO CSU lead investigator
e Lab number

e AOA case number

e Agency Name

e Agency case number

e Agency lead investigator -

e Processing information

e Capture location
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e Capture method
o Comments

Info entered by Forensic Analyst:

¢ Date of enhancement

e Enhanced check-off box

¢ Printed check-off box

e Date of printing

e Number of prints

¢ Distribution (who were the prints forwarded to)

e Comments

e Archive date (when was the case archive to CD)

e Volume # (the number assigned to the CD containing
the case)
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IMAGE PROCESSING DIGITAL LLAB
(Forensic Analyst/Systems Manager)

General Guidelines

It shall be the goal of the Broward Sheriff’s Office, Crime Scene Unit,
Forensic Imaging Section to provide latent fingerprint evidence imaging at the
highest quality possible, while maintaining the highest level of image integrity,
utilizing industry standard computerized photographic equipment and
techniques. When applied to latent fingerprint evidence of poor visibility,
these techniques can offer enhancements to improve the visual quality of an
image with, greater accuracy, repeatability and less time expended

All images that are captured digitally either in the field or in the
workstation will be stored in the Digital Lab computer. This is accomplished
by having the Capture Station computer and the Digital Lab computer
networked together. Crime Scene Personnel can capture images at the
Capture Station using the digital camera or the card reader. At the same
Capture Station Crime Scene Personnel can acquire the images into the
MoreHits database, which is located in the Digital Lab via the network. Once
the images have been acquired into the MoreHits database it will be the
responsibility of the Forensic Analyst to digitally process those images. Each
step of the process must be carefully documented. All enhancements are
performed on exact copies of the original images. At no time during the
enhancement process will any area of an image be (Deleted or Altered) in any
way. All enhancement processes are accomplished by adjusting the (Values) of
each pixel (picture element) that make up the total image. As each adjustment
is made to an image, the difference between the adjustment and the original
image is recorded as a numeric value. If all of the recorded numeric values
were applied to another identical copy of the original image the enhancement
can be duplicated. The process of recording the enhancements will allow the
Forensic Analyst to duplicate the enhanced version of any image that has gone
threw the Broward Sheriff’s Office, Crime Scene Unit, Forensic Imaging
Section.
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Image Enhancement

e No original images will be enhanced, a copy of the
original will be made and enhancements shall be
performed on that copy. The “Original” will serve as a
“Control” for any subsequent processed image(s).

e The copy 1is generated automatically when the
enhancement tab is selected in MoreHits.

e The copy is opened in Adobe Photoshop software, by
MoreHits automatically when the enhancement tab is
selected.

e Along with a copy of the original image, the MoreHits
(Image Enhancement History) dialog box is displayed.

e The Forensic Analyst will apply whatever enhancement
he feels will show the most detail in the image.

e After applying the enhancement to the image, the (Values)
are recorded into the (Image Enhancement History)
dialog box. .

e Some images may only need to be converted from a color
(RGB) format into a (Grayscale) format. This single step
is also recorded in the (Image Enhancement History)
dialog box.

e When all of the enhancements have been completed and
documented, the enhanced image and the enhancement
history for that image are returned to the MoreHits
database.

e After each image associated with a single case goes
through the enhancement and documentation process, the
case can be archived.

» The case is then archived for permanent storage. All of the
images (originals and enhanced), case information, and
the enhancement history are permanently burned onto a
CD.

* During the archive procedure the images that are selected

~ to be archived are removed from the computers hard
drive. .

* A marker indicating that the images and data associated
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with that case number have been archived to CD volume #
(----), is displayed instead of the images. '

e Archived CD’s may contain several cases depending on -
how many images are acquired for each case.

e Archived CD’s are stored in a locked safe located in the
Digital Lab. Access to the CD’s are limited to the
Forensic Analyst and the Crime Scene Unit Supervisor.

Image Distribution

The Digital Lab is equipped with the ability to produce various types of output
media. Below is a list of the output media currently available from the Digital
Lab:

e Dye Sublimation (Color prints)

¢ Dye Sublimation (B&W prints)

e Fuji Digital Printer (Color and B&W)
e HP950C Inkjet (Color prints)

e Laser (Black & White Proof prints)

e CDR compact disc

e 3 127 floppy diskette

Fingerprint Images

. All fingerprint images that are to be forwarded to the
Latent Unit, will be printed (1tol) scale.

o All fingerprint imagés that are to be forwarded to the
Latent Unit, will be printed using the Dye Sublimation
Printer.

128



. All fingerprint images that are to be forwarded to the
Latent Unit, will be retumned to the Crime Scene
Personnel working the case.

All other Images

e Printer selection will be determined by the Forensic
Analyst depending on the quality requirements of the
printed images.

e  Proof quality prints will be produced by using the laser
printer, the inkjet printer, or the Fuji digital printer.

e Photo quality prints will be produced using the Dye Sub or
the Fuji digital printer.

e If a CD or floppy disc is requested, the Forensic Analyst
will record the serial number of that disc.

e All case images recorded on CD media for the purpose of
viewing will include a copy of the MoreHits Forensic
Image Viewer. ( The Viewer allows agencies that don’t
have MoreHits to view MoreHits images and case
information)

e The Crime Scene Supervisor must approve all email
transmissions of images.

Image Quality Control

. The Forensic Analyst will monitor the quality of the
images that are captured and acquired to ensure that Crime
Scene Personnel are using the imaging system to its fullest
potential.

e The Forensic Analyst will report any problems directly to
the  individual that may need assistance.

e The Forensic Analyst will provide individual training to
Crime Scene Personnel on any new techniques and/or
procedures.

129



Image Archiving

One of the most important functions of the MoreHits Forensic Image Tracking
System is archiving. During the archive process, image-data is written to a CD.
The Archiving procedure transfers original and enhanced images (from the
before and emhanced folders) to the temporary archive folder. Once the
archive function is complete, images are transferred to CD using “Easy CD
Creator” software and a CD writer.

The Forensic Analyst will perform the archiving procedure as caseload
and/or hard drive storage space dictates. CD bums for the purpose of
archiving will always be performed as a “single session burn”. This is done to
eliminate the possibility of data corruption that may occur if CD’s are written
to in “multi session burns”. After a burn session the CD is labeled using a
permanent marker with a volume number. The Forensic Analyst will maintain
an archive CD log. A consistent Backup program (using tape storage media
that are rotated and replaced on a regular basis) will be conducted to prevent
the loss of any data that has not been archived to CD.
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IMAGE PROCESSING for OTHER AGENCIES
(For Forensic Analyst/Systems Manager)

Evidence Handling

The collection, packaging, and custody procedures for the
handling of evidence are documented in the BROWARD
COUNTY SHERIFFS OFFICE, CRIME SCENE UNIT,
STANDARD OPERATIONAL PROCEEDURES manual.

All evidence received for processing in the Digital Lab will
have the following forms completed:

1. Property Receipt Form BSO RP#54

2. Submission Of Evidence Form BSO CL#15
The Forensic Analyst will fill out a Digital Imaging
Worksheet.

When handling evidence in the Digital Lab the Forensic
Analyst will ware the provided protective gloves.

Whenever evidence may pose a biohazard because of the
presence of blood or body fluids the protective gloves must be
removed prior to entering case information using the
computer keyboard.

Whenever evidence may pose a biohazard because of the
presence of blood or body fluids, it will not come in physical
contact with any of the Digital Lab equipment.

When applicable the agencies representative should remain in
the Digital Lab maintaining custody of the evidence.
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Image Capture Devices

Flatbed Scanner

e When acquiring large images of a reflective nature, the flatbed
scanner should be used to capture the image.

e Generally images that are scanned on a flatbed scanner are at
true-life size or a 1:1 ratio due to the fact that the flatbed scanner
utilizes a linear array to capture the data, rather than an area
array.

o The Agfa Duoscan T1200 flatbed scanner interface has
predefined scanning resolutions, which include a setting at 1200
pixels per inch (PPI) but not 1000 (PPI). Images scanned on this
device should therefore be captured at the 1200 (PPI) resolution.

e When placing a reflective original to be scanned, open the top
cover of the scanner revealing the reflective glass surface. Place
the original face down on the reflective glass plate with the top
side against the middle of the front ruler. Then close the cover
before scanning.

e When placing a transparent original for scanning, pull out the
Universal Transparency Plate from the front of the scanner. Place
the original, emulsion side down, into an appropriate sized slide
holder and center the holder on the universal transparency plate
so that its topside is directed towards the calibration slit. (The
calibration slit is an approximately 1/2 inch wide window nearest
the front of the universal transparency plate)

e Make sure to press the slide holder against the Universal
Transparency Plate to guarantee that the original is flat. Then
replace the Universal Transparency Plate into the scanner with
the “AGFA” logo facing up
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Note: Optical performance of a (CCD) scanner is always best near the middle
of the scan area. However, the specified scan quality is guaranteed for the
entire scan area.

Agfa Duoscan T1200 Twain Driver Selection

e  Start the (More Hits) program from the desktop icon and wait
until the (More Hits) Forensic Image Tracking System
program window opens.

e Click on (Image) inside the (More Hits) Forensic Image
Tracking System menu bar, Select (Acquire,) (Twain Select) if
this is the first use of the scanner for the work session.

e The (Twain Select Source) dialog box will open with the
Twain Drivers that are available for use. Select the Fotolook
32 Twain Driver from the list, and click (Set-Up.)

Twain Select and Scanning

e Click on (Image) inside the (More Hits) Forensic Image
Tracking System menu bar, Select —(Acquire)-(Twain) and
the (Agfa'Fotolook Preview) interface will open.

e Set the input (Pull-down) menus in the interface to the
appropriate Original: (Reflective) Mode: (Color RGB), Input:
1200 PPI, Scale to: 100%, Range: Automatic

e Load the reflective or transparent original per the

aforementioned procedures

Click (Preview) to scan a low-resolution image to judge

orientation and position. Cropping extraneous image data can

be performed at this time. The less extraneous data, the
smaller the file size and the more efficient it is to work with.

If the image is in the proper orientation / position, click (Scan)

to capture the image.
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e Close the Fotolook interface, the image will appear in the
(More Hits) Forensic Image Tracking System (New)
image window.

“New” Image Data Entry

a. On the “New Tab,’; enter the following required information.
Your entries are used for several different reports, including
the 1:1 lift card.

e Image category and source

e Fingerprint information

e Image description

¢ Outside agency information (if appropriate)
e Crime category

b. Once the image descriptors have been completed,
images of fingerprints, and palm prints must be calibrated for
size. On the “New Tab, click the “Calibrate Image” button to
display the “Image Sizing Dialog.”

c. Once the dialog box opens, click the mouse in the image
to define the first calibration point (pick a point on the scale in
the image) Note that the image can be calibrated in either
inches or centimeters.

d. After marking the first point, finish the operation by
clicking on an end point along the ruler. Once the end point is
defined, the “Enter Actual Distance Dialog” box appears.
Type the actual distance (for Example .75 for 3/4”) and click
“OK.”

e. At this point you may rotate the image for proper
orientation, however, the rotations are limited to 90° and 180°
movements

f.  Prior to saving the image, double-check all your information
on the “New Tab” for accuracy. Information can be changed
at this point but not after saving the image.

g.  Click “Save” to save the scanned image and
complete the image acquisition process.
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Polaroid SprintScan. 35 Plus Film Scanner

When acquiring an image from standard 35 mm film stock into the
“More Hits” System, the Polaroid SprintScan 35 Plus film scanner may
be utilized. The Polaroid SprintScan 35 Plus film scanner is designed
- primarily for 35 mm slide scanning, however, the unit has the option to
scan from a negative strip of no more then six, 35 mm frames that are
held in a specially designed carrier. When loading the slide or the
negative carrier, the emulsion side of the film stock should be placed
facing the back of the unit, away from the operator, and up side down

Twain Driver Selection

a.

Start the “More Hits” program from the desktop icon and
wait until the “More Hits” Forensic Image Tracking System
program window opens. :

Click on (Image) inside the “More Hits” Forensic Image
Tracking System menu bar, Select (Acquire,) (Twain Select)
if this is the first use of the scanner for the work session.

The (Twain Select Source) dialog box will open with the
Twain Drivers that are available for use. Select the
(SprintScan 35 32bit) Twain Driver from the list and click
(Set-Up.)

Twain Select and Scanning

a.

Click on (Image) inside the “More Hits” Forensic Image
Tracking System menu bar, Select —(Acquire) —(Twain) and
the Polaroid SprintScan 35 Plus Control panel and Preview
window will open.
Set the input (Pull-down) menus in the control panel to the
appropriate Film: (Slide / Negative), Image Type: (Color /
B&W), Media: (Landscape (Horizontal)/ Portrait (Vertical)).
Next set the resolution to a minimum of 1000 pixels per
inch (PPI), and Scale: to 100%.
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d. Load the slide and or filmstrip carrier to match the set-up

parameters.
e. Click (Preview) to scan a low-level resolution image to judge

orientation and position.

f. If the image is in the proper orientation for the
set-up parameters, click (Scan) to capture the image.
g. Once captured, the Polaroid SprintScan 35 Plus interface

will close and the image will appear in the “More Hits”
Forensic Image Tracking System (New) image window.

“New” Image Data Entry

a. On the “New Tab,” enter the following required
information. Your entries are used for several different reports,
including the 1:1 lift card.

e Image category and source

e Fingerprint information

¢ Image description

e Outside agency information (if appropriate)
e Crime category -

b. Once the image descriptors have been completed,
images of fingerprints, and palm prints must be calibrated for
size. On the “New Tab, click the “Calibrate Image” button to
display the “Image Sizing Dialog.”

c. Once the dialog box opens, click the mouse in the image
to define the first calibration point (pick a point on the scale in
the image) Note that the image can be calibrated in either
inches or centimeters.

d. After marking the first point, finish the operation by
clicking on an end point along the ruler. (Metric Preferred)
Once the end point is defined, the “Enter Actual Distance
Dialog” box appears. Type the actual distance and click
“OK.”

e. . At this point you may rotate the image for proper
orientation; however, the rotations are limited to 90° and 180°
movements
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f.  Prior to saving the image, double-check all your information
on the “New Tab” for accuracy. Information can be changed
at this point but not after saving the image.

g. Click “Save” to save the scanned image and complete
the image acquisition process.

Image Enhancement

e No original images will be enhanced, a copy of the
original will be made and enhancements shall be
performed on that copy. The “Original” will serve as a
“Control” for any subsequent processed image(s).

e The copy is generated automatically when the
enhancement tab is selected in MoreHits.

e The copy is placed into Adobe Photoshop software, which
also starts automatically when the enhancement tab is
selected in MoreHits.

e Along with a copy of the original image, the MoreHits
(Image Enhancement History) dialog box is displayed.

e The Forensic Analyst will apply whatever enhancement
he feels will show the most detail in the image.

e Atfter applying the enhancement to the image, the (Values)
are recorded into the (Image Enhancement History)
dialog box.

¢ Some images may only need-to be converted from a color
(RGB) format into a (Grayscale) format. This single step
is also recorded in the (Image Enhancement History)
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dialog box.

e When all of the enhancements have been completed and
documented, the enhanced image and the enhancement
history for that image are returned to the MoreHits
database.

e After each image associated with a single case goes
through the enhancement and documentation process, the
case can be archived.

e The case is then archived for permanent storage. All of the
images (originals and enhanced), case information, and
the enhancement history are permanently bumed onto a
CD.

e During the archive procedure the images that are selected
to be archived are removed from the computers hard
drive.

e A marker indicating that the images and data associated
with that case number have been archived to CD volume #
(----), is displayed instead of the images.

e Archived CD’s may contain several cases depending on
how many images are acquired for each case.

e Archived CD’s are stored in a locked safe located in the
Digital Lab. Access to the CD’s are limited to the
Forensic Analyst and the Crime Scene Unit Supervisor.

Image/Evidence Distribution

The Forensic Analyst and the requesting officer will determine the
appropriate media for image distribution depending on the final usage of the
images.

At the time of completion the Forensic Analyst will make -arrangements via
telephone with the requesting agency/individual to pickup the images and to
transfer custody of the original evidence.

Image Archiving -
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All images captured utilizing the film or flatbed scanner will be
archived following the archive guidelines outlined in page #22.

SYSTEMS MANAGEMENT DIGITAL LAB

(Forensic Analyst/Systems Manager)

System Maintenance

Service and Repair Records

Daily Maintenance

e Warranty information and operating manuals for all

of the hardware and software associated with the
Digital Imaging System will be filed in the Digital
Lab.

An equipment repair and maintenance log will be
maintained in the Digital Lab.

Only PC Pros, Inc., personnel or their designee will
perform service to the “More Hits” Computer
System.

e A systems check will be performed daily of both the

Weekly Maintenance

Capture Station and the Digital Lab. This will be
conducted by the Forensic Analyst in the Digital Lab
via the network connection between the two
computers.

Any images remaining on the compact flash card in
the Capture Stations digital camera will be deleted.

A (Logon Logoff) log is automatically recorded by
MoreHits and could be accessed by the Systems
Administrator, should the need arise to document
such events.

e The Forensic Analyst will perform a weekly Tape

'
[ ]

Backup of major systems file.
The tapes used to record the files will be recorded
over after a ten-week rotation of tapes.
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Monthly Maintenance

e All of the computer equipment will be cleaned and
checked.

e Color calibrations to the monitor and printers will be
performed to ensure consistent results.

Annual Maintenance

e At least two times per year, unless otherwise needed,
the system will undergo a period of remote system
diagnostics.

e Only PC Pros, Inc., personnel or their designee will
perform system hardware and software installations,
or upgrades on the “More Hits” Computer System.

Logs and Records

Statistics

A log will be maintained in the Digital Lab.

The log will available to all Crime Scene Personnel to
check the current status of their cases.
The MoreHits Forensic Image Tracking software
automatically tracks the identity of those individuals that
(log-on/log-off) to the system. The date and time of each
(log-on/log-off) is also recorded.
Only . the Forensic Analyst or other personnel with
administrative access to the system can view or print the
log.

The Forensic Analyst will formulate the monthly/annual statistics
based on the following data:

e Number of images Acquired
e Number of images Enhanced
-o  Number of fingerprint (Hits)
e Number of B.S.O. cases processed
e Number of A.O.A. cases processed
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Training

1.

e Number of Digital Projects (non-criminal)
e Number of hours (attending) training

e Number of hours (giving) training

e Number of hours attending court

Any employees working with images that are digital or will be
digitized, will first participate in training in the following areas -
unit -procedures, basic digital imaging technology, image capture
procedures, and if image processing will be utilized, the “PC Pros”
“More Hits” Image Tracking System.

Every Crime Scene Unit and Latent Fingerprint Section employee
will familiarize themselves with the Standard Operating
Procedures (SOP) / Training Manual concerning the handling of
digital images to be used as latent fingerprint evidence.

The level and type of training required by individual employees

utilizing forensic imaging techniques shall be determined by the
Broward Sheriff’s Office Crime Scene Unit Supervisors, based
upon the employee’s individual level of involvement.
Those employees utilizing forensic imaging will familiarize
themselves with the internal tracking form utilized by the Broward
Sheriff’s Office Crime Scene Unit for requesting and tracking
image processing (enhancement).

Proficiency Testing

All Crime Scene Personnel utilizing the digital imaging system shall be
trained and tested for competency and proficiency in the standard operation of
the relevant imaging technology. The Forensic Analyst will provide a formal
training program for those personnel utilizing the imaging system. This
training will be repeated as necessary when significant changes to hardware
and/or software are made, or when instructed by the Crime Scene Supervisor.
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Demonstrations/Presentations

It will be the responsibility of the Forensic Analyst or designee to
demonstrate the Digital Imaging System’s capabilities to those individuals and
or groups that have been approved by the Crime Scene Supervisor.

Court

A copy of all original and enhanced images along with the enhancement
history information will be made available as evidence for court. If requested
a PowerPoint presentation will be made and presented in court to explain the
process of digital image enhancement.
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PURPOSE

The purpose of the Standard Operating
Procedure is to establish guidelines for the
proper collection, handling, processing,
storage, and preservation of images, either
film based or digital based, by the Forensic
Imaging Unit.

DISCUSSION

It is of the utmost importance that images
documenting crime scenes be preserved to
maintain their integrity as evidence. With
the advent of digital technology, it is even
more imperative that all measures be taken to
preserve the chain of evidence, and to

provide images to investigators and
prosecutors in as timely a manner as
possible.

DEFINITIONS
A Forensic Imaging Supervisor — The

supervisor of the Forensic Imaging Unit.

B.Forensic Imaging Technologist - Members
serving in the Forensic Imaging Unit.

C.Forensic Imaging Unit — A Unit within the
Forensic Science Section, which handles all
the video and photographic needs of the
Section.

PROCEDURES
A.  System Security

1.Forensic Imaging Technologists will
maintain a Chain of Custody log of film or
memory cards received, by entering the -case
information provided by the submitting member.
This information will included the report / case
number, the date, and the photographer.

2.Access to all hardware and software
utilized by the Forensic Imaging Unit to record,
manage, store, and process images will be

restricted to the Forensic Imaging Unit
Technologists, the Forensic Imaging Unit
Supervisor, the Forensic Science Section

Manager, and the Division Commander.

3.Passwords will be required on all
computers, to gain entry / access, for network
connections, and sensitive software applications.

4 All portable storage medium, including,
but not limited to, floppy disks, compact ‘disks
(CD-ROM), zip disks, Digital Versatile Discs
(DVD), or any other such medium, will be
secured in locked storage, with access restricted
to Forensic Imaging Technologists, the Forensic
Imaging Supervisor, the Forensic Science Section
Manager or his designee, and the Division
Commander.

5.No original negatives or digital images
will leave the Imaging Unit without due process
of law, and with the expressed authorization of
the Forensic Science Section Manager or
designee.

6.When Forensic Imaging Technologists
are not present in the Forensic Imaging Unit, any
and all film or portable digital storage mediums
to be submitted to the Forensic Imaging Unit, will
be placed in the lock box, located outside the
entrance to the Forensic Imaging Unit. Case
information will accompany the submission of
film or images. Access to the lock box will be
limited to the Forensic Imaging Technologists,,
the Forensic Imaging Supervisor, the Forensic
Science Section Manager, or the Division
Commander.

B. Digital Image Files

1. Upon receipt of a portable storage
medium containing original digital image files
from Forensic Science Specialists, Pinellas
County Sheriff’s Office (PCSO) personnel, or
outside law enforcement agencies (i.e. contract

FlU-2



cities), Forensic Imaging Technologists will
transfer said images to a secure terminal ands
when sufficient in number, they will be recorded
on to permanent, non-volatile medium (such as
compact disks that are not re-writable), in their
original form. This becomes the "electronic
negative" that all copies are made from. No
alteration or deletion of original images will be
allowed.

2.Images will be stored and indexed
under the respective report / case number or event
title.

3.Images taken as part of a follow-up
investigation will be indexed under the report
number and given an ascending letter character to
show it is an addition to the original case file of
images.

4. Enhancements will only be applied to
copies of the original image. Enhancements to
crime scene images will be limited to those
processes which would be applied in traditional
film dark rooms.

A.Correct contrast / brightness
B.Correct color balance

C.Enlarge or reduce image size, or a part
of it

5.Under NO circumstances will an
enhanced image be substituted for the original.
All enhanced images will be saved as a separate
file. They may be permanently stored on
Compact Disk (CD) with the original image, but
will be given an individual file name and
specified as a copy.

C. Film Files

1. Any and all film taken by a Forensic
Science Section Specialist will be maintained and
secured by the Forensic Imaging Unit.
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2. Any items collected as evidence from a
crime scene or citizen that requires processing by
the Forensic Imaging Unit will first be turned into
the Property and Evidence Division. The
requested process will be documented on the
Evidence Label. The Property and Evidence
Division will notify the Forensic Imaging Unit of
the evidence, at which time a Forensic Imaging
Technologist will check the item out of Property
for processing.  Once the item has been
processed, the item will be returned to the
Property and Evidence Division.

3.Film submitted by PCSO members other
than the Forensic Science Section members, or
from law enforcement agencies that contract with
the Pinellas County Sheriff’s Office, will be
maintained in the Forensic Imaging Unit.

4 Film submitted by other law
enforcement agencies for processing will be
returned to the submitting agency upon
completion, unless the Forensic Science Manager
or designee approves storage within the Forensic
Imaging Unit.

5.All film submitted to the Forensic
Imaging Unit by Specialists, will be accompanied
by a "Film Slip" listing the date, report number(s),
report type(s), and photographer's name.

6. All film submitted to the Forensic
Imaging Unit by an outside agency, will; be
accompanied by a Forensic Imaging Unit Request
Form, where all pertinent information requested
must be supplied.

7. When a Specialist submits film to the
Forensic Imaging Unit, it will become the
responsibility of the Forensic Imaging Unit.
The film will be developed, printed, or put on the
website when required, and then cut and filed.

8. The cut negatives will be maintained in
secured cabinets in the Forensic Imaging Unit, or
within. the secured archive storage area, within
the Forensic Science Section, Technical Services'



Building, or as designated by the Division
Commander.

9.Negatives will be stored by report
number and by the year of the report. (i.e., all
2001 report negatives together, all 2002 report
negatives together, etc.)

10.Images on film will be scanned with a
digital scanner prior to being printed by the
Forensic Imaging Unit. Film that is requested to
be printed without being digitized, will be sent to
an outside photo lab that is approved by the
Forensic  Science Manger for printing.
Enhancement of film will be restricted to the
same enhancement processes as with digital
images.

D. Distribution of Images

1. When requested from the original film
or digital images, copies will be loaded to the
Imaging Unit web server, so they will be
available to investigators, and prosecutors, within
twenty-four hours, when possible.

2. As a matter of operation, all submitted
cases, which pertain to the following types of
criminal investigations will, without request, be
copied and placed on the Intra-Net website:

Active Homicide Investigations.

Sexual Battery Investigations.

Child Abuse Investigations.

Cases involving Domestic Violence.

Fire / Arson Investigations.

Traffic Investigations involving the Major
Accident Investigation Team.

Narcotics Investigations.

the ‘Intra-Net website is
/ Government

3. Access to

limited to Law Enforcement
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- limited access to

Agencies that can hardware connect to the
Sheriff's Office Local Area Network (LAN),
which is inside the county security "firewall."

4. All petsons who are authorized to view
images will have a security file which allows
the website for viewing
purposes only.

5 No alteration of the images is allowed
by way of this access. Security Levels are
assigned based on the individuals or Units need
for access, (i.e., a burglary detective will not have

-authorization to view the active homicide cases of

a homicide detective).

6. Requests for prints can be made by
completing the form at the bottom of the secure
web page, which is then transmitted to the
Forensic Imagirig Unit, where the requested
images will be printed.

7.When a request from the Public
Defender’s Office or private attomeys for images
is received, it must first be verified that an
"Answer to Demand for Discovery" from the
State Attorney’s Office is on file in the CIJIS
computer terminal system.

8. All requests for images from attorneys,
insurance companies, private citizens, or other
organizations must be approved by the case agent
or State Attorney’s Office, and verified by the
Forensic Science Manager or his designee.

9. Images will be printed on an as needed
basis for trial and ongoing investigations.
Emphasis will be placed on secure electronic
transfer whenever possible.

10.A fee for photographic prints or digital
image files created for private attorneys, citizens,
insurance companies, and any others determined
on a case by case basis, will be charged to the
requester, at a rate established by command, to
cover production cost.

11. Persons receiving images, in any
form, from the Forensi¢ Imaging Unit, must
present proof of identity, unless that person is



known to the Forensic Imaging Unit Technologist
releasing the images.

12.  Release of photographs and / or
images to PCSO members, other than to the
assigned case agent for the purpose of ongoing
investigation or prosecution, shall be approved by
the Forensic Science Manager or designee prior
to the release.

13.  Release of photographs to
members and / or non-members who are the
subject of an open investigation, or matters where
the Pinellas County Sheriffs Office may be
involved in civil litigations (i.e. member involved
departmental vehicle crash), must be approved by
General Counsel's Office.

E. Equipment Management

1. The Forensic Imaging Unit will be
responsible for the photographic equipment
assigned to the Forensic Science Section.

2.The Forensic Imaging Unit will
maintain a record of all photographic equipment
that is assigned to Specialists as authorized by the
Forensic Science Manager.

3. All non-assigned photographic
equipment will be stored, at the direction of the
Forensic Science Manager, within the Technical
Services Building.

4 Forensic Imaging Unit Technologists,
Forensic Science Shift Supervisors, or their
designee, will issue all non-assigned equipment.
A log will be maintained as to the Specialists who
were issued the equipment. This may include,
but is not limited to:

35mm camera kits.

120mm aerial cameras.

Spare digital cameras.
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Spare compact flash portable storage
mediums.

Video camera kits.

5. Forensic Imaging Technologists will
work with the Purchasing Division, to coordinate
the timely repair of any photographic equipment,
which becomes inoperable or damaged through
the course of use. Said repairs to be approved
by the Forensic Science Manager.

6. Forensic Imaging Unit Technologists,
when directed by the Forensic Science Manager,
will assist in the gathering.of information for
research and planning of technologies and / or
equipment to provide the most efficient and
up-to-date operation possible.

7.Forensic Imaging Unit Technologists
will perform required maintenance and
calibration on all equipment as recommended by
the manufacturers and the maintenance will be
documented in a logbook. Maintenance will
include but is not limited to:

Film Developing Mini-lab

Running control strips at the beginning of
each shift.

Performing daily pre-check.

8.Performing monthly maintenance to
include cleaning processing racks and cleaning or
replacing replenisher filters.

Film Scanner

Clean air filter weekly.

Replace light bulb when necessary.

Printers\Monitors

Calibrate according to manufacturers

recommendations.
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Sun Sentinel Newspaper Article
Fingerprint technology faces test in court

By Paula McMahon
Staff Writer

froster Delerber 1R 02

When detectives were investigating the 1996 shooting death of a Pompano Beach
man, they found faint handprints on duct tape wrapped around the body. But, at the
time, the prints were useless to identify the killer.

That changed last year, when the Broward County Sheriff's Office turned one of the
smudges into valuable evidence by using two controversial forensic techniques that
prosecutors say reveal hidden clues. Using digital photography and computer
software, technicians uncovered a print that was almost invisible to the naked eye.
Some experts say the print implicates Victor Reyes, 33, who already had been
charged in 1999 with the first-degree murder of Henry Guzman, based on other
evidence.

But defense attorneys say the fingerprint technology crosses the line between
uncovering evidence and creating it.

Both methods are on the cutting edge of new forensic tools that are just beginning to
be tested in the nation's courts. They are so new that only two appeliate courts, in
Ohio and Washington State, have ruled that one of them -- digitally enhancing
fingerprints -- is scientifically reliable enough to meet legal standards.

The other method, "dodge and burn," which is used to lighten or darken images
digitally, has not yet been tested in the courts.

At Reyes' first-degree murder trial early next year in Broward Circuit Court, both new
technologies will get their first serious challenge in Florida. Reyes' Fort Lauderdale
attorney, Barbara Heyer, has launched the most aggressive attack yet, cailing it
"junk science.” The trial judge has ruled it can be used.

"I think it's very suspicious that you have something that is of no value and suddenly
you enhance it and it becomes of value,"” said Heyer. "It is very clear that this type of
thing can be manipulated.”

The software used to enhance the print is the same that some tabloid newspapers
use to create seamless "photographs” of space aliens hanging out with celebrities.
Time magazine used a similar program to alter a police mug shot of 0.J. Simpson
and make his complexion appear darker on its front page in 1994.

Heyer said that shaws the software is not a scientific tool, but an unreliable art form
that could be used to misrepresent reality or simply create things.

Added to the mix in the Reyes case is that the print on the duct tape has
disappeared. It wore off the tape because it was processed and examined so many
times.

The partial print from the duct tape, which experts say matched Reyes' palm, went
from being useless, to a match for Reyes, to nothing but a digitally captured image.
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"It's nonexistent because it's gone now," said Heyer.

Two FBI experts and one Broward examiner.say the palm print matches Reyes'.
Another Broward examiner says she will not identify it.

BSO forensic analyst David Knoerlein, who enhanced the print, was not allowed by
his supervisors to discuss the specifics of the Reyes' case. But Knoerlein says that
enhancement and "dodge and burn" are phenomenal forensic tools.

"There is a big difference between altering and enhancing," said Knoerlein, adding
that BSO has strict rules about what can be done to an image. Only certain staff
members can access the system and it automatically logs the user and length of use.

Starting with a digital image of a barely visible fingerprint on a check, the software
creates a copy and then saves the original image and gives it an encryption code
that Knoerlein says would detect if he made alterations.

He goes to work on the copy, which is saved in a separate computer folder and
assigned its own encryption code when Knoerlein finishes his work. He uses Adobe
Photoshop, a computer program for graphic artists and photographers, and another
program, More Hits, developed for law enforcement by a forensic analyst in Tacoma,
Wash.

Knoerlein says what he does is like adjusting the contrast on a TV set and trying to
make the picture clearer.

The new methods have come in most useful in lifting fingerprints from surfaces such
as bed sheets, duct tape and plastic garbage bags that, in the past, could not be
dusted with powder. Using a digital camera, a crime scene technician can take a
digital photograph of the print. Then Knoerlein uses the software to remove
repetitive patterns like the weave of a fabric and make the print more visible.

Using "dodge and burn,”" Knoerlein can take parts of the image and make the ridges
and valleys of a fingerprint appear darker in places where they are too light, or
lighter in places where they are too dark. As if by magic, print details appear and can
be used by a fingerprint expert to compare against a suspect's prints to see if they
match.

Some agencies, including the Broward Sheriff's Office, have guidelines on how the
software can be used. Knoerlein says he never uses some of the program tools like
the eraser, which he calls "a no-no, because that would be considered an alteration,
not an enhancement.”

The software has some safeguards to identify if someone tampers with images. But
Knoerlein and Erik Berg, who developed the More Hits program, acknowledge that
just having procedures on the books is not enough to guarantee the system is not
abused.

Like many aspects of law enforcement, it comes down to the integrity of the

individuals involved, said Knoerlein. He only enhances the prints that are then sent
on to a print examiner, who is qualified to decide if the print matches the suspect.
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One of the biggest questions about the new technology is: Could a skillful technician
create or copy a suspect's fingerprint and frame someone by making it look like that
fingerprint was at a crime scene?

"I don't think I could recreate a fingerprint," said Knoerlein, pointing out that he
never sees the suspect's fingerprints. The system might be more vulnerable where
print examiners have both sets of prints and also are responsible for enhancing the
prints, he said.

"Could it be done? Probably,"” said Knoerlein. "But it would take a lot of skill and a lot
of time."

Berg says a person could be framed if someone in law enforcement took a legitimate
fingerprint and claimed to have found it somewhere linked to a suspect.

But it was also possible to do that in the "old-fashioned" system, when police used
powder, tape and Super Glue to capture fingerprints.

Technicians did similar things in the darkroom when they used black-and-white film,
said Knoerlein. In fact, the term "dodge and burn" comes from the old days of
darkroom developing when photographers would use their hands or a piece of paper
to cast shadows on parts of a print and expose other areas of it to more light.

That was done under much less controlled circumstances, said Knderlein. In the
computer program, analysts note the changes they make and that documentation is
saved with the evidence.

But Reyes' attorney, Heyer, says that's not good enough.

Because the dodge-and-burn process is so subjective -- like sweeping a paintbrush
across a canvas -- no technician can exactly replicate the work of anether technician,

Heyer said.

"There are no proficiency tests, there are no independent studies to say that this
works or that it's reliable," Heyer said.

Dr. Jim Ongley, a Broward assistant public defender and former assistant medical
examiner, calls it pseudo-science.

"They call it science, but the halimark of science is the ability to reproduce the same
result. If a scientist in Fort Lauderdale and a scientist in California can get the same

outcome from the same raw material, that is science," said Ongley. "This is cosmetic
fraud.”

Broward Circuit Judge Stanton Kaplan has ruled the evidence can be used in Reyes’
trial, so it will be up to a jury to decide whether it can be used to send Reyes to
prison for life. If convicted, Reyes will appeal the use of those techniques to Florida's
appellate courts.

Prosecutors Deborah Zimet and Tom Kern have other evidence -- the motive appears
to be drug-related, the victim's blood was found at Reyes' home and a convicted
criminal initially gave a statement that he saw the shooting. That witness, now
serving a federal prison sentence, has stopped cooperating with prosecutors. The
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victim also told his girlfriend during a cell phone call shortly before he died that he
was going to Miami with Reyes, an acquaintance, Guzman's girlfriend said.

As forensic experts work to make the system invulnerable to attack, Knoerlein said
he hopes that it will soon be standard to have software automatically record
everything done to a print. He also wants crime scene technicians to use encrypted
cameras that record when an image was captured and whether any alterations were
made to it.

In Tacoma, Berg is enthusiastic about the strides made in digital enhancement of
prints and how much time it saves law enforcement. It has cut processing time from
six hours to 10 minutes, he said.

But in his day-to-day work for the Tacoma Police Department, Berg said he prefers
to use the old-fashioned methods unless he's faced with a difficult 'surface for lifting

a print.

"It's like my toolbox got bigger,"” said Berg. "If I come up with a fingerprint with
powder and it's clear -- there's nothing better.” -
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COURTROOM STRATEGY
Cops gain new fingerprint tool

An appeliate court has approved new methods of enhancing hard-to-read fingerprints.
Software helps separate the print from a distracting background,

By WANDA J. DeMARZO

wdemarzo@herald.com

When Fort Lauderdale crime scene investigators scoured the apartment of murder victim
Michael Sortal, they could harvest only a bloody footprint on the floor and a partial palm
print on a blood-soaked comforter.

In the old days, that would have been insufficient to make an ID. Not anymore.

A new computer program called More Hits allows investigators to make prints that in the
past would have been unreadable. Using More Hits, Sortal case investigators were able to
photograph and duplicate the prints, feed them into a computer, then clean the image --
removing background patterns and extraneous squiggles -- until they could be compared
with clear prints of a suspect or suspects.

They had a match. Two suspects were arrested.

Defense attorneys have attacked this process as "junk science,” but the court system
doesn't think so. In September, the Fourth District Court of Appeal upheld fingerprint
"enhancements' used in the Sortal case as valid.

The Sortal case marked only the second time Broward prosecutors have used enhanced
digital imaging in court. Having it upheld by the court of appeais was a relief for the Crime
Scene Unit of Fort Lauderdale police.

Fort Lauderdale was the first agency in the Southeastern United States to have
successfully admitted digitally enhanced images into evidence at a criminal trial.

= [100.0] standards."

The new software allows police to pull a partial or smudged print or even one on patterned
material so it can be enhanced and possibly matched to a suspect.

The software is used by Fort Lauderdale police, the Broward Sheriff's Office and Miami-
Dade police.

MIAMI RAPE CASE

The enhancement program is not utilized by the Miami Police Department and might have
been a useful tool for police investigating the seven rapes and four attempted rapes now
attributed to the Shenandoah rapist.

During their investigation of the serial rapist, Miami police later acknowledged having
partial prints from a crime scene, but said they could not find enough identifying markers
to match them to a suspect.

The suspect was caught not through forensics but when police staking out another suspect
spotted him driving a car that matched the description of the rapist's vehicle.

Miami police officials did not respond to four e-mailed requests for comment.

DIGITAL SOFTWARE

Partial prints, enhanced with the digital software, can yield unique characteristics or
"points," such as arches, loops and rolls not visible to the naked eye, said David Witzke,
vice president of PC Pros, the company that manufactures More Hits.

Every time someone touches something -- a screwdriver, a knife handle, he leaves a print.
The visibility of the print depends on the pressure the person used when he touched the
object, the type of object -- was it porous, how much was the person perspiring when he
touched the item? -- Witzke said.

160



LIGHT OR DARK PRINTS

"The pressure exerted by the person determines if the print is light, faint or dark enough
to be seen by the naked eye,"” he said. * *One usually finds partial prints at crime scenes
because people don't roll their fingertips in black ink before they commit a crime."

And, although a person can't see the print in its entirety, it doesn't mean it's not there,
Witzke said.

"With the More Hits program, we're finding more and more prints and matching them to
suspects than ever before," Witzke said. * *Just because we can't seen the print doesn't
mean it's not there. Miami could have used the program. It could have helped them."
The computer software was developed in 1995 by Erik Berg, a forensic supervisor with the
Tacoma police in Washington, who testified at a hearing in the Sortal murder case.

Berg said his system is no different from changing the contrast on a TV set.

"I've changed what you see, but I'm not altering the image. I'm clarifying it,” Berg said.

' “It's like when you have a closet with three bulbs and there are shadows in the closet
you want to get rid of. You remove one of the buibs."

THREE IN NATION .

The Sortal case is one of only three in the country that have resuited in a guilty verdict.
Two other state appellate courts, in Ohio and Washington, have ruled that the digital
enhancement of prints is reliable and meets legal standards.

The system was used in a landmark 1996 Washington murder trial that hinged on bloody
palm prints on a bedsheet.

The prints were obscured by the fabric's pattern, but Berg's software was able to bring
them up more clearly. A suspect was convicted of rape and murder.

The Ohio Supreme Court ruled that digital enhancement of prints found on the bedspread
of an Ohio woman raped and murdered in 1997 could be used in court. A suspect was
convicted and sentenced to death.

AFTER SLAYING

Fort Lauderdale installed its system in April 2001, a month after the slaying of Michael
Sortal, a warehouse manager found dead in his apartment.

He was naked, with a plastic bag over his head and a belt around his neck. Police collected
genetic material from his body.

The evidence led them to two Fort Lauderdale suspects, Geoffrey Kennedy, 28, and Kevin
Hoffman, 27.

AT LOCAL BAR

Police said the two met Sortal, 47, at a local bar. Detectives think the two Fort Lauderdale
roommates preyed on gay men.

Using the enhanced method, investigators working in Sortal's apartment were able to lift
prints matching those of Kennedy and Hoffman.

Kennedy, convicted in January 2002, was sentenced to life in prison. His appeal was
denied.

Hoffman's trial is expected to start soon.

BSO installed the program three years ago. Investigators used it in an attempt to make a
case against Victor Reyes, a suspect in a 1996 Pompano Beach homicide.

FAINT HANDPRINTS :

Detectives investigating the shooting death of a Pompano Beach man said they found faint
handprints on duct tape wrapped around the body. At the time, the prints were useless.
That changed when BSO enhanced a smudged print that was almost invisible to the naked
eye. A technician changed the tone of the print and came up with a design matching that
of Reyes.

Reyes' attorney, Barbara Heyer, argued the technique was "junk science," unrehable and
easity manipulated.

Reyes was acquitted.
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Jurors didn't question the enhancement method, rather they were concerned about when
and how the fingerprint came to be on the tape.

BSO says there's nothing fake about the evidence. The print itself is not altered during the
enhancing, the agency says.

APPEAL EXPECTED

"We anticipated that if [Reyes] had been found guilty, Heyer would have appealed the
case on the fingerprint enhancement," said BSO crime scene Sgt. Jim Kammerer.

So, when the Kennedy case came up on appeal, "this is ultimately what we have been all
waiting for," he said. * " Essentially, if it passes the court of appeals, then it's pretty solid
evidence."
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Digital photography poses thorny issues for justice
system

By Brian Bergstein, Associated Press
When Victor Reyes went on trial for murder last year, the technology
that fingered him was supposed to be a star witness.

Police in Florida had used software known as More Hits to determine
that a smudged handprint they had found on duct tape wrapped
around a body — but originally couldn‘t decipher — implicated Reyes
in the 1996 killing.

The judge let prosecutors introduce More Hits' digital enhancement.
But the defense called it "junk science," and had an art professor
testify that the process resembled how Adobe Photoshop can be used
to make trick-photo illustrations.

Reyes was acquitted.

Jurors said they based their decision mainly on the notion that the
print didn't prove Reyes was the killer — not on the legitimacy of More
Hits' method. And a Florida appeals court later ruled that More Hits'
technology — used by 215 U.S. police departments — is acceptable.

Still, some defense attorneys learned a lesson: Get more aggressive
about challenging digitally generated evidence.

"Now whenever you hear the word enhancement, an antenna goes
up," said Hilliard Moldof, a Florida defense attorney who is questioning
digitally enhanced fingerprints in two cases.

Or in the words of Mary DeFusco, head of training for the Philadelphia
public defender's office: "I thought digital was better, but apparently it's
not. We're definitely going to take a look at it."

As more police departments abandon cHemically processed film in
favor of digital photography, the technology could be confounding for
the justice system.

Film images are subject to darkroom tricks, but because digital
pictures are merely bits of data, manipulating them is much easier.

And although willful evidence manipulation is rare, forensic specialists
acknowledge that a poorly trained examiner incorrectly using
computer enhancement programs can unwittingly introduce errors.

"What you can do in a darkroom is 2% of what Photoshop is capable
of doing,” said Larry Meyer, former head of photography for State
Farm Insurance Co.

Courts have consistently allowed digital photographs and
enhancement techniques. But some observers say such methods
should endure a more thorough examination, as have technologies
such as DNA analysis.



"There have been relatively few challenges to the use of digital
technology as evidence and in most of them the courts have looked at
them in a fairly superficial way," said Edwin Imwinkelried, an evidence
expert at the University of California-Davis law school.

Concerns about the impeachability of digital photographs are one
reason many police departments have been hesitant to ditch film for
crime scene photographs and forensic analysis.

In fact, some people who train law enforcement agencies in
photography estimate that only 25 to 30% of U.S. police departments
have gone digital — despite the huge cost benefits of no longer
having to buy film and the ease with which digital pictures can be
captured and disseminated.

The police department in Santa Clara, Calif., bought 30 digital
cameras recently but is holding off on giving them to detectives and
technicians until the department specifies ways to lock away the
original photos as evidence "so there can be no question that anything
was changed," said Sharon Hoehn, an analyst for the department.

George Pearl, who runs a civil-case evidence service in Atlanta and is
a past president of the Evidence Photographers International Council,
sticks with film partly because he doesn't want to explain on a witness
stand if he used a computer to adjust the contrast and other settings
of a digital image.

"Even if it was honest adjustments,” Pearl said. "Juries, they're all
skeptical and they're all sitting there waiting to jump on something
that's wrong."

Some law enforcement officials also worry about the limitations that
still plague digital photography.

Digital pictures can't be blown up as clearly for courtroom diéplays as
well as film photos. Or the compression needed to store a digital file
on disk can make the image blurry or blocky, potentially obscuring key
details.

"Digital imaging for the most part has a long way to go to meet the
quality of film," said Richard Vorder-Bruegge, an FBI forensic expert
who chaired a panel that wrote guidelines for law enforcement use of
digital imaging.

For example, he said, a negative shot on traditional 200-speed film
can produce the equivalent of 18 megapixels of resolution. Only highly
specialized, expensive digital cameras approach that now; most that
consumers buy are less than 5 megapixels.

Vorder-Bruegge concedes that a top-notch photographer with plenty
of time "could do an outstanding job" with a 1-megapixel camera. But
such skills are in short supply in many police departments, especially
smaller ones.

Consequently, he believes cops should stay with film for capturing
close-up details of footprints and tire tracks.
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Many people in law enforcement believe Vorder-Bruegge's
assessments are too conservative. They say that with proper training
and stringent procedures, digital photos should not be problematic.

For one thing, blurriness or other errors in digital imaging are nowhere
near severe enough to "fool an examiner into misidentifying a
fingerprint,” said George Reis, a crime scene investigator in Newport
Beach, Calif., where police began converting to digital a decade ago,
saving more than $6,000 a month in Polaroid costs. Reis helps other
police agencies make the digital conversion through a business he
runs, Imaging Forensics.

In Oregon State Police's forensic laboratory, which has been all digital
for about five years, original pictures of fingerprints and other
evidence are encrypted so they can't be changed, and burned onto a
CD, giving the lab the equivalent of a film negative to reference later.

Any enhancement, such as lightening or darkening elements of the
picture — something traditionally done in film darkrooms as well — is
performed on a copy of the image, not the original, said Mike
Heintzman, the lab director.

Erik Berg, a forensic supervisor in Tacoma, Wash., and the developer
of More Hits, said digital photos can allow for even more security than
traditional means of stowing film negatives in a drawer.

"I have the ability to lock down one or more digital files to a point
where | can ensure not only who can or cannot look at it, but for how
long, whether or.not they can print it or distribute it," he said. "l can
also prove whether or not it has been tampered with since it was
created."

Perhaps most importantly, software such as More Hits or Adobe
Photoshop now can automatically log changes made to an image, so
the alterations can be reproduced by other people. The function was
not deployed during the Reyes investigation in Florida.

Barbara Heyer, who defended Reyes, concedes that if used properly,
the logging function can improve the acceptability of digita! evidence.

"Until there's a history of (what was done and when), not only will |
attack it, it should be attacked," Heyer said. Otherwise, "you are
relying solely on the word of the person doing the work. That's not
something | would like to do when someone's facing life in prison or
death."
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(AP) -- When Victor Reyes went on trial for murder last year, the technology that fingered him
was supposed to be a star witness. koot

Palice in Florida had used software known as More Hits to determine that a
smudged handprint they had found on duct tape wrapped around a body -- but
originally couldn't decipher -- implicated Reyes in the 1996 killing.

The judge let prosecutors introduce More Hits' digitai enhancement. But the
defense called it "junk science," and had an art professor testify that the
process resembled how Adobe Photoshop can be used to make trick-photo
illustrations.

Reyes was acquitted.

Jurors said they based their decision mainly on the notion that the print didn't prove Reyes was the killer — not on the
legitimacy of More Hits' method And a Florida appeals court later ruled that More Hits' technology -- used by 215 U.S.
police departments -- is acceptable.

Still, some defense attorneys learned a lesson’ Get more aggressive about challenging digitally generated evidence

"Now whenever you hear the word enhancement, an antenna goes up," said Hilliard Moldof, a Florida defense attorney
who 1s questioning digitally enhanced fingerprints in two cases.

Or in the words of Mary DeFusco, head of training for the Philadelphia public defender's office: "I thought digital was
better, but apparently it's not. We're definitely going to take a look at it "

As more police departments abandon chemically processed film in favor of digital photography, the technology could be
confounding for the justice system.

Film images are subject to darkroom tricks, but because digital pictures are merely bits of data, manipulating them is
much easier.

And although willful evidence manipulation is rare, forensic specialists acknowledge that a poorly trained examiner
incorrectly using computer enhancement programs can unwittingly introduce errors

"What you can do in a darkroom is 2 percent of what Photoshop is capable of doing," said Larry Meyer, former head of
photography for State Farm Insurance Co

Courts have consistently allowed digital photographs and enhancement techniques But some observers say such
methods should endure a more thorough examination, as have technologies such as DNA analysis

"There have been relatively few challenges to the use of digital technology as evidence and in most of them the courts
have looked at them in a fairly superficial way," said Edward Imwinkelried, an evidence expert at the University of
California-Dawis law schoot
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Concerns about the impeachability of digital photographs are one reason many police departments have been hesitant to
ditch film for crime scene photographs and forensic analysis.

In fact, some people who train law enforcement agencies in
photography estimate that only 25 to 30 percent of U.S. police
departments have gone digital -- despite the huge cost benefits of no
longer having to buy film and the ease with which digital pictures can be
captured and disseminated.

The police department in Santa Clara, California, bought 30 digital
cameras recently but is holding off on giving them to detectives and
technicians until the department specifies ways to lock away the original
photos as evidence "so there can be no question that anything was
changed,” said Sharon Hoehn, an analyst for the department.

6 eao State Pdlice latent - ¢ " George Pearl, who runs a civil-case evidence service in Atlanta and is a
H:’:?;“H n:ndoe;c\?ie?n en :i'"i‘taf’i‘:l:‘";er ] past president of the Evidence Photographers International Council,
erl sadig 9® o2 sticks with film partly because he doesn't want to explain on a witness

::‘"g::gr:":)?:gzz“a can at the forensics lab stand if he used a computer to adjust the contrast and other settings of
' ) a digital image.

“Even if it was honest adjustments,” Pearl said. "Juries, they're all skeptical and they're all sitting there waiting to jump on
something that's wrong."

Some law enforcement officials also worry about the limitations that still plague digital photography.

Digital pictures can't be blown up as clearly for courtroom displays as well as film photos. Or the compression needed to
store a digital file on disk can make the image blurry or blocky, potentially obscuring key details.

“Digital imaging for the most part has a long way to go to meet the quality of film," said Richard Vorder-Bruegge, an FBI
forensic expert who chaired a panel that wrote guidelines for law enforcement use of digital imaging.

For example, he said, a negative shot on traditional 200-speed film can produce the equivalent of 18 mega pixels of
resolution. Only highly specialized, expensive digital cameras approach that now; most that consumers buy are fess than
5 mega pixels.

Vorder-Bruegge concedes that a top-notch photographer with plenty of time "could do an outstanding job" with a 1-
megapixel camera. But such skills are in short supply in many police departments, especially smaller ones.

Consequently, he believes cops should stay with film for capturing close-up details of footprints and tire tracks.

Many people in law enforcement believe Vorder-Bruegge assessments are too conservative. They say that with proper
training and stringent procedures, digital photos should not be problematic.

For one thing, blurriness or other errors in digital imaging are nowhere near severe enough to "fool an examiner into
misidentifying a fingerprint," said George Reis, a crime scene investigator in Newport Beach, California, where police
began converting to digital a decade ago, saving more than $6,000 a month in Polaroid costs. Reis helps other police
agencies make the digital conversion through a business he runs, Imaging Forensics.

In Oregon State Police's forensic laboratory, which has been all digital for about five years, original pictures of fingerprints
and other evidence are encrypted so they can't be changed, and burned onto a CD, giving the lab the equivalent of a film
negative to reference later.

Any enhancement, such as lightening or darkening elements of the picture -- something traditionally done in film
darkrooms as well -- is performed on a copy of the image, not the original, said Mike Heintzman, the lab director.



International Association for Identification
1997 Resolutions & Legislative Committee

James Gettemy, Chairperson

RESOLUTION 97-9

WHEREAS the members of the International Association for
Identification assembled at their 82nd Annual Training Conference in
Danvers, Massachusetts on August 1, 1997, wish to formally recognize that
just as color film was a normal progression of the technological evolution of
imaging from black and white film, electronic/digital imaging is a normal
progression of the technological' evolution of imaging from silver-halide
based film, therefore be it

RESOLVED, that the International Association for Identification
recognizes that electronic/digital imaging is a scientifically valid and proven
technology for recording, enhancing, and printing images and like
conventional silver halide based photography, it is accepted by professional
commercial photographers, law enforcement photographers, and the
identification community.

Further, like silver-halide based photography, the quality and
reliability of an electronic/digital image is dependant upon the technical
specifications of the equipment, the quality control procedures, and the
training, experience and ability of the photographer or imaging specialist.
And be it further

RESOLVED, that a copy of this resolution be published in the
Association's official publication.

Robert C. Sanders

Robert C. Sanders
Recording Secretary
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