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摘要

IETF為國際上重要之網際網路技術與標準制定組織，本組織為開放性質，參與者包括網路研究、設計、維運、網路產品廠商、網路服務提供者等，藉著參與會議可了解網際網路於各領域的技術演進，以及未來可能的發展動向，參與會議中IPv6及下一代網際網路相關技術的研討有助於掌握國際上相關標準技術的發展動向，以幫助我國IPv6與寬頻網路技術發展，符合時代與技術潮流的方向。

IETF依各研究性質分為不同的領域(Area)，各領域中又細分成不同的工作群(Working Group)，目前共有數十個工作群，會議中各工作群就各相關議題同時並分開成不同的議題(session)討論。由於會議議題廣泛，職選擇著重參加與IPv6及其應用的網路技術相關之重要工作群。

IPv6的運作標準早已大致完整，相關的研究已逐漸朝向管理、運作效率的提昇，以及各種應用的發展，許多網路應用領域（例如VPN）也漸漸著重研究如何順利演進至IPv6的環境。IPv6許多便利及自動的特性，期望能在現實環境中得到發揮，進而簡化並改善現有網路的許多複雜問題，但是現實使用環境中仍應先觀察廠商支援情況，作為市場接受度的指標。

由於亞洲地區發展網際網路的時間點落後於美歐等先進國家，在IPv4位址的取得也相對短缺，台灣目前上網率雖然高，但所擁有的網路資源仍較缺乏，而參與IPv6相關活動仍較不積極，我國應持續注意IPv6的國際動向，爭取較多的資源，以避免在邁入IPv6世代時又落後於其他先進國家。
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出國目的

IETF為國際上重要之網際網路技術與標準制定組織，本組織為開放性質，參與者包括網路研究、設計、維運、網路產品廠商、網路服務提供者等，藉著參與會議可了解網際網路於各領域的技術演進，以及未來可能的發展動向，參與會議中IPv6及下一代網際網路相關技術的研討有助於掌握國際上相關標準技術的發展動向，以幫助我國IPv6與寬頻網路技術發展，符合時代與技術潮流的方向。

IETF依各研究性質分為不同的領域(Area)，各領域中又細分成不同的工作群(Working Group)，目前共有數十個工作群，會議中各工作群就各相關議題同時並分開成不同的議題(session)討論。由於會議議題廣泛，職選擇著重參加與IPv6及其應用的網路技術相關之重要工作群，於後述之章節中報告。
1、 會議過程
本次會議在美國Minneapolis舉行，為期六天，共十四的session，近百個working group。會議的第一天有例行為新參加者舉辦的簡介、撰稿說明、技術演講、歡迎餐會。之後便開始各working group的會議，每個working group依需要有1~2.5個小時的時間可討論，主要進行方式由該working group的主持人帶領，介紹議程並適時聽取、表決參與者的意見以作為標準制定過程的參考，Working group內若有更新狀態的文章、新消息或變動等就會依序由該作者簡報，或者提出目前該領域急待解決的問題，供參與者共同努力，與會者可隨時提出疑問、表達支持或反對的意見。

由於本次主題甚多(議程表詳如參考資料第二項)，且每個時段同時均有多個工作小組進行討論，故主要均挑選與IPv6相關的工作小組參與討論。
2、 會議心得

本次參與舉辦於美國Minneapolis第58屆IETF研討會，參與會議心得簡述如下：

1. Security Tutorial

此議程是講解Security技術及應用服務之基本技術教學課程，內容涵蓋對稱式與非對稱式加密觀念、數位簽章、身分認證技術應用、CA的應用介紹、PKI簡介等課題。上述教學課程涵蓋Security基本運作原理，及延伸應用於IP網路相關技術與實務操作，藉此課程將讓相關領域學習者可有一個蓋括性的了解。IPv6中引入IPSec為其中一部份，以保障安全性的網路傳輸，因此有必要隨時了解Security技術領域的發展，與此領域於IPv6網路的應用。

2. Multiprotocol Label Switching Working Group

本working group主要在建立標準的方式以使用label-switched路徑於各種不同的網路技術中，如Packet-over-Sonet、Frame Relay、ATM、以及LAN的技術（如Ethernet、Token Ring）；此外也定義所需的MIBs及相關必要的功能。由於目前MPLS基本運作標準都已底定，因此主要著重於：

- procedures and protocols for multicast protocol extensions for 
point-to-multipoint TE, including soft-preemption
- Define requirements and mechanisms for MPLS OAM
- Define an overall OAM framework for MPLS applications
- MPLS-specific aspects of traffic engineering for multi-areas/multi-AS
  in cooperation with the CCAMP WG
- Determine (with CCAMP) what procedures are appropriate for evaluating
  proposals to extend the MPLS and GMPLS protocols, and document these
本會議主要提出部分draft的更新與修正，由會議的討論中並可了解目前此working group的更新主要在於讓MPLS能完整的支援 IPv6，並順利的運作，因此若這些方向進展順利，未來IPv6的骨幹網路的發展亦有可能建立於MPLS上。

3. Multicast Security Working Group

本working group主要在制定一個標準讓Internet上的通訊群組能將資料傳輸於安全的環境中。因此對於群組使用的group key management、 group policy management以及容量擴展性、key distribution等問題都是研討的重點。本次主要有更新討論的文章為：GSAKMP、MSEC Group Key Management Architecture 、 MIKEY、MESP: A Multicast Framework for the IPsec ESP。
4. Mobility for IPv6 Working Group

此working group著重於制定允許當IPv6主機於Internet上移動時，仍能持續使用其home address，並順利的解決路由及通訊的問題。目前並未有RFC產生，此次會議列入討論的draft如下：

- Mobility Support in IPv6 
draft-ietf-mobileip-ipv6-24.txt
- Using IPsec to Protect Mobile IPv6 Signaling between Mobile Nodes and Home Agents 
draft-ietf-mobileip-mipv6-ha-ipsec-06.txt
- The Mobile IPv6 MIB 
draft-ietf-mip6-mipv6-mib-00.txt
Mobility一直是IPv6中重要的應用，由於此應用需要消耗的IP位址較多，且IPv6的引進又可解決三角傳輸的問題而進一步提昇傳輸與路由效率，因此相關標準的動向及廠商支援程度可再持續注意。

5. IP Security Protocol Working Group

IPSec主要是希望於Internet上建立安全的傳輸環境，由於Security的領域甚廣，因此針對一些重要應用希望能盡快解決，本次會議中仍著重於下列領域的問題與解決方案的探討：

· Changes to IKE to support NAT/Firewall traversal
· Changes to IKE to support SCTP
· New cipher documents to support AES-CBC, AES-MAC, SHA-2, and
  a fast AES mode suitable for use in hardware encryptors
· IKE MIB documents 
· Sequence number extensions to ESP to support an expanded sequence
  number space.
· Clarification and standardization of rekeying procedures in IKE.
6. IP Version 6 Working Group Working Group
有關IPv6基本運作機制大致已經完成，目前的工作多以提昇運作效率以及MIBs為主，主要著重的工作方向有：

· Complete Prefix Delegation requirements and publish. 相關工作有:  
1. Work with the DHCPv6 working group to write a DHCPv6 option
for IPv6 prefix delegation.
2. Develop Proxy Router Advertisement solution for prefix delegation and publish. This enables a simple site border router to re-advertise downstream a prefix it hears on its upstream link. The Multi-Link subnet work will be used as the basis for this.
· Complete revision of IPv6 MIBs (combined IPv4/IPv6 versions) and
publish.
其他方面的工作則包括：

- Complete work on "A Flexible method to manage the assignment of bits 
of an IPv6 address block".
- Revise "Aggregatable Unicast Addresses" (RFC2374) to remove 
TLA/NLA/SLA terminology and publish.
- Revise "Basic Sockets Extensions" (RFC2553) and publish.
- Revise "Advanced Sockets API" (RFC2292) and publish.
- Complete "Default Router Preferences, More-Specific Routes, and Load
Sharing" and publish.
- Update to ICMPv6 (RFC2463) and publish.
- Complete "Node Information Queries" and publish.
- Update Auto Configuration (RFC2462) and Neighbor Discovery (RFC2461)
and publish.
- Update "Privacy Extensions for Stateless Autoconfiguration" document 
(RFC3041) and publish.
- Complete work on IPv6 Node Requirements and publish.
- Complete work on Flow Label and publish.
- Explore and document the issues with site-local addressing. Determine 
appropriate limitations on the use of site-local addresses, and 
document those limitations.
- Complete work on Scoped Addressing Architecture and publish.
- Update IPv6 over PPP (RFC2472) and publish (may be done in PPP 
Extension w.g.). 
- Review Point-to-point link support in IPv6 and decide if any IPv6
specifications need to be updated.
- Complete work on "Link Scoped IPv6 Multicast Addresses" and publish.
7. Layer 3 Virtual Private Networks Working Group
此Working Group主要探討如何利用L3 路由技術建立Provider-provisioned模式的VPN，目前主要的解決方式有三類：

· BGP/MPLS IP VPNs (based on RFC 2547)
· IP VPNs using Virtual Routers
· CE-based VPNs using IPSEC
其運作模式的標準也逐漸陸續完成，目前許多討論已轉向如何順利支援IPv6的運作環境。此次主要納入討論的draft有：

· Service requirements for Layer 3 Provider Provisioned Virtual Private Networks: 
· BGP-MPLS VPN extension for IPv6 VPN 
· Network based IP VPN Architecture using Virtual Routers 
· Virtual Router Management Information Base Using SMIv2 
· Definition of Textual Conventions for Provider Provisioned Virtual Private Network (PPVPN) Management   
· Framework for PPVPN Operations and Management 
· CE-to-CE Member Verification for Layer 3 VPNs 
· Security Framework for Provider Provisioned Virtual Private Networks 
本次IETF會議除IPv6相關工作群之外，亦有其它相當重要之工作群召開會議，這些工作群日後亦將無可避免地與IPv6工作群有互動，值得日後加以注意。

3、 觀察與建議

IPv6的運作標準早已大致完整，相關的研究已逐漸朝向管理、運作效率的提昇，以及各種應用的發展，許多網路應用領域（例如VPN）也漸漸著重研究如何順利演進至IPv6的環境。IPv6許多便利及自動的特性，期望能在現實環境中得到發揮，進而簡化並改善現有網路的許多複雜問題，但是現實使用環境中仍應先觀察廠商支援情況，作為市場接受度的指標。

由於亞洲地區發展網際網路的時間點落後於美歐等先進國家，在IPv4位址的取得也相對短缺，台灣目前上網率雖然高，但所擁有的網路資源仍較缺乏，而參與IPv6相關活動仍較不積極，我國應持續注意IPv6的國際動向，爭取較多的資源，以避免在邁入IPv6世代時又落後於其他先進國家。

IETF會場中提供WLAN服務，因此與會者可隨時使用筆記型電腦上網參閱、搜尋相關資料作為參考。會場中幾乎人手一電腦的使用WLAN，可見得此服務也已深入生活，成為生活工作的一部份。圖一及圖二為會場的參訪留影。
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圖一








圖二

網際網路技術不斷發展，許多原本認為不可能的服務也漸漸深入生活的一部份，我們應該持續掌握世界技術潮流的方向，以便趕上甚至影響其發展以創造對我國最有利的競爭環境，

4、 參考資料與網站

1. IETF組織首頁：http://www.ietf.org。

2. 議程表：

November 9-14, 2003
SUNDAY, November 9, 2003
1030-1700 IEPG Meeting - Salon A
1200-1900 Registration - Ballroom Foyer, 3rd Floor
1330-1430 Newcomer's Training - Salon B
1330-1500 Editor's Training - Conrad C
1330-1500 Intro WG Chairs Training - Conrad B
1500-1700 Security Tutorial - Salon B
1700-1900 Welcome Reception - Salon D 
MONDAY, November 10, 2003
0800-2000 IETF Registration - Ballroom Foyer, 3rd Floor
0800-0900 Continental Breakfast - Ballroom Foyer, 3rd Floor
0900-1130 Morning Sessions
	Salon F
	APP
	apparea
	Applications Open Area Meeting

	Salon A
	INT
	hipbof
	Host Identity Protocol BOF

	Rochester
	OPS
	ipfix
	IP Flow Information Export WG

	Salon D
	OPS
	mboned
	MBONE Deployment WG * 

	Salon B
	RTG
	ccamp
	Common Control and Measurement Plane WG

	Salon E
	SEC
	msec
	Multicast Security WG

	Salon C
	TSV
	tsvwg
	Transport Area Working Group *


1130-1300 Break 
1300-1500 Afternoon Sessions I
	Salon E
	APP
	lemonade
	Enhancements to Internet Email to Support Diverse Service Environments WG

	Rochester
	INT
	ipoib
	IP over InfiniBand WG

	Salon B
	INT
	mip4
	Mobility for IPv4 WG

	Salon D
	OPS
	v6ops
	IPv6 Operations WG *

	Salon F
	RTG
	forces
	Forwarding and Control Element Separation WG

	Salon A
	SEC
	ipsec
	IP Security Protocol WG

	Salon C
	TSV
	avt
	Audio/Video Transport WG *


1500-1530 Break (Refreshments provided) - Ballroom Foyer, 3rd Floor 
1530-1730 Afternoon Sessions II
	Salon C
	APP
	iea
	Internationalizing Email Addresses BOF *

	Salon B
	INT
	mip6
	Mobility for IPv6 WG

	Salon D
	OPS
	netconf
	Network Configuration WG *

	Salon A
	RTG
	ospf
	Open Shortest Path First IGP WG

	Salon F
	SEC
	pkix
	Public-Key Infrastructure (X.509) WG

	Salon E
	TSV
	dccp
	Datagram Congestion Control Protocol WG

	Rochester
	TSV
	rserpool
	Reliable Server Pooling WG


1730-1930 Break
1930-2200 Evening Sessions
	Salon E
	APP
	geopriv
	Georgraphic Location/Privacy WG

	Salon B
	INT
	eap
	Extensible Authentication Protocol WG

	Salon D
	OPS
	dnsop
	Domain Name System Operations WG *

	Rochester
	OPS
	rmonmib
	Remote Network Monitoring WG

	Salon C
	RTG
	rtgarea
	Routing Area Meeting *

	Salon F
	SEC
	ipsp
	IP Security Policy WG

	Salon A
	TSV
	pwe3
	Pseudo Wire Emulation Edge to Edge WG


TUESDAY, November 11, 2003
0800-1800 IETF Registration - Ballroom Foyer, 3rd Floor
0800-0900 Continental Breakfast - Ballroom Foyer, 3rd Floor
0900-1130 Morning Sessions
	Rochester
	APP
	calsch
	Calendaring and Scheduling WG

	Salon A
	INT
	pana
	Protocol for Carrying Authentication for Network Access WG

	Salon B
	OPS
	psamp
	Packet Sampling WG

	Salon E
	SEC
	ltans
	Long-Term Archive and Notary Services WG

	Salon D
	RTG
	mpls
	Multiprotocol Label Switching WG *

	Salon F
	TSV
	rddp
	Remote Direct Data Placement WG

	Salon C
	TSV
	sipping
	Session Initiation Proposal Investigation WG *


1130-1300 Break
1300-1400 Afternoon Sessions I
	Rochester
	APP
	ldapbis
	LDAP (v3) Revsion WG

	Salon B
	INT
	send
	Securing Neighbor Discovery WG

	Salon D
	OPS
	dnsop
	Domain Name System Operations WG *

	Salon E
	OPS
	ipcdn
	IP over Cable Data Network WG

	Salon C
	RTG
	pim
	Protocol Independent Multicast WG *

	Salon F
	SEC
	enroll
	Credential and Provisioning BOF

	Salon A
	TSV
	enum
	Telephone Number Mapping WG


1415-1515 Afternoon Sessions II
	Rochester
	APP
	ldup
	LDAP Duplication/Replication/Update Protocols WG

	Salon C
	INT
	magma
	Multicast & Anycast Group Membership WG *

	Salon E
	IRTF
	gsec
	Group Security Research Group

	Salon B
	SEC
	secsh
	Secure Shell WG

	Salon F
	TSV
	alias
	Access Link Intermediaries Assisting Services BOF

	Salon D
	TSV
	nsis
	Next Steps in Signaling WG *


1515-1545 Break (Refreshments provided) - Ballroom Foyer, 3rd Floor
1545-1645 Afternoon Sessions III
	Salon B
	APP
	trade
	Internet Open Trading Protocol WG

	Salon E
	INT
	dna
	Detecting Network Attachment BOF

	Rochester
	OPS
	imss
	Internet and Management Support for Storage WG

	Salon A
	OPS
	multi6
	Site Multihoming in IPv6 WG

	Salon C
	RTG
	ssm
	Source-Specific Multicast WG *

	Salon F
	SEC
	sasl
	Simple Authentication and Security Layer WG

	Salon D
	TSV
	midcom
	Middlebox Communication WG *


1700-1800 Afternoon Sessions IV
	Salon E
	APP
	opes
	Open Pluggable Edge Services WG

	Salon D
	INT
	ipv6
	IP Version 6 WG *

	Rochester
	OPS
	entmib
	Entity MIB WG

	Salon A
	OPS
	multi6
	Site Multihoming in IPv6 WG

	Salon B
	SEC
	mobike
	IKEv2 Mobility and Multihoming BOF

	Salon F
	SEC
	smime
	S/MIME Mail Security WG

	Salon C
	TSV
	rmt
	Reliable Multicast Transport WG *


WEDNESDAY, November 12, 2003
0800-1800 IETF Registration - Ballroom Foyer, 3rd Floor 
0800-0900 Continental Breakfast - Ballroom Foyer, 3rd Floor 
0900-1130 Morning Sessions
	Duluth
	APP
	imapext
	Internet Message Access Protocol Extension WG

	Salon C
	GEN
	nomcom
	Operation of the IESG/IAB Nominating and Recall Committees WG *

	Salon E
	INT
	ipdvb
	IP over MPEG-2/DVB Transport BOF

	Salon A
	INT
	l3vpn
	Layer 3 Virtual Private Networks WG

	Salon B
	OPS
	multi6
	Site Multihoming in IPv6 WG

	Rochester
	SEC
	krb-wg
	Kerberos WG

	Salon D
	TSV
	avt
	Audio/Video Transport WG *

	Salon F
	TSV
	iptel
	IP Telephony WG


1130-1300 Break
1300-1500 Afternoon Sessions I
	Salon E
	APP
	crisp
	Cross Registry Information Service Protocol WG

	Salon C
	GEN
	problem
	Problem Statement WG *

	Salon D
	INT
	ipv6
	IP Version 6 WG *

	Rochester
	OPS
	bmwg
	Benchmarking Methodology WG

	Salon F
	OPS
	netconf
	Network Configuration WG

	Salon B
	RTG
	rpsec
	Routing Protocol Security Requirements WG

	Salon A
	TSV
	sip
	Session Initiation Protocol WG


1500-1530 Break (Refreshments provided) - Ballroom Foyer, 3rd Floor
1530-1730 Afternoon Sessions II
	Salon A
	INT
	l2vpn
	Layer 2 Virtual Private Networks WG

	Salon C
	INT
	nemo
	Network Mobility WG *

	Salon F
	IRTF
	ans
	Ad hoc Network Scaling

	Salon D
	OPS
	v6ops
	IPv6 Operations WG *

	Salon E
	SEC
	sbsm
	Session Based Security Model for SNMPv3 BOF

	Salon B
	TSV
	xcon
	Centralized Conferencing WG


1730-1930 Break
1930-2200 IETF Administration Plenary - Salon A/B/C/D
   - Introduction to the format and Agenda (Harald Alvestrand and Leslie Daigle)
   - Current Status Overview
      - IETF Chair Welcome
      - IETF Report
      - IAB Chair
      - IRTF Chair
      - RFC Editor
      - IANA
   - IETF Evolution
   - AdvComm report and discussion
   - PROBLEM and IESG's proposal for reform efforts
2230 Late Night Session
	Rochester
	PGP Key Signing


THURSDAY, November 13, 2003
0800-1800 IETF Registration - Ballroom Foyer, 3rd Floor
0800-0900 Continental Breakfast - Ballroom Foyer, 3rd Floor
0900-1130 Morning Sessions
	Salon A
	APP
	simple
	SIP for Instant Messaging and Presence Leveraging Extensions WG

	Salon E
	INT
	dhc
	Dynamic Host Configuration WG

	Salon B
	OPS
	grow
	Global Routing Operations WG

	Rochester
	RTG
	vrrp
	Virtual Router Redundancy Protocol WG

	Salon F
	SEC
	pki4ipsec
	Profiling Use of PKI in IPSEC BOF

	Salon C
	SUB
	tewg
	Internet Traffic Engineering WG *

	Salon D
	TSV
	nsis
	Next Steps in Signaling WG *


1130-1300 Break
1300-1500 Afternoon Sessions I
	Salon A
	APP
	simple
	SIP for Instant Messaging and Presence Leveraging Extensions WG

	Salon D
	INT
	dnsext
	DNS Extensions WG *

	Salon B
	OPS
	aaa
	Authentication, Authorization and Accounting WG

	Salon E
	RTG
	idr
	Inter-Domain Routing WG

	Rochester
	SEC
	inch
	Extended Incident Handling WG

	Salon F
	TSV
	ippm
	IP Performance Metrics WG

	Salon C
	TSV
	speechsc
	Speech Services Control WG *


1500-1530 Break (Refreshments provided) - Ballroom Foyer, 3rd Floor
1530-1730 Afternoon Sessions II
	Rochester
	APP
	webdav
	WWW Distributed Authoring and Versioning WG

	Salon C
	GEN
	newtrk
	New IETF Standards Track Discussion BOF *

	Salon F
	INT
	mipshop
	MIPv6 Signaling and Handoff Optimization WG

	Salon E
	RTG
	manet
	Mobile Ad-hoc Networks WG

	Salon B
	SEC
	saag
	Open Security Area Directorate

	Salon A
	TSV
	sipping
	Session Initiation Proposal Investigation WG


1730-1930 Break
1930-2200 Plenary Presentation - Open Minds, Open Mic - Salon A/B/C/D
   - Introduction - Harald Alvestrand
   - Topical Presentation
   - Open Architecural Work Session
   - Opportunity for Plenary Comment (open mic)
      - IESG
      - IAB
FRIDAY, November 14, 2003
0800-0900 Continental Breakfast - Ballroom Foyer, 3rd Floor 
0900-1130 Morning Sessions

	Salon A
	APP
	xmpp
	Extensible Messaging and Presence Protocol WG

	Salon B
	OPS
	capwap
	Control and Provisioning of Wireless Access Points BOF

	Duluth
	OPS
	radext
	RADIUS EXTensions BOF

	Salon D
	TSV
	mmusic
	Multiparty Multimedia Session Control WG *

	Rochester
	TSV
	nfsv4
	Network File System Version 4 WG
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