DEHERES
(HEPER] © #E)

B=RAITEERERH USIM Sig BB s

IRGHER - PEEETEHEESAH
HEA: B BRE

H £ HERE - REANE
HEIHE BRI - 2508
HERHART © 92.10.11 =F 92.10.24
R HE  92.12.30
s A AREARE - iy



R A5%:C09204292
~n B HBE & E R E
HE 4 St &

B8
BE " E=RITHEERHUSIMETG
F IR
hEEEFETEREES AT
W& N B
BHE,(02)3316-6172
HEAR:

IREAEE hEEFTEEESLOT HEREER BER
A8y SEEETEEESAT IMER BE
HEER: 'E
HEHE: 25
HEHE: EERNFI0HILH-EERNREI0R 24 H
WEHE: RERNREINZHBEINOH
SEER/E: H6,/BfS H6,/EfE
R  USIM,SIM,UICC
NAERGE: HESRSIM(Subscriber Identity Module) & R 2 GSM{TEIE S BRI —1E/)MEAL
£1 - (HaHL 2 — (AR RGTH - A PR (UE)E RS A E Y
(Access) %At FEHIARMATIREL L 2RI FNERH] » IR OU)SIMEAT
HEECEASFREER > RETEEEFNLEHEE  BETEEER
W B  ITEIERS < IR E L E B EE S (Voice) IR A Bu® (Data) iRHS
IR R T EASREEIRES » SBTEIEREGAIEERTERIGER
RITENBEIREREZFVRFES: - IWERESREEEEU)SIMEHEE

1% - AEEFUSIMEHUICCR Fr B E AR & Gemplus 22 8] Z OTARE
%6, ADERRFERHEAEELE -

AXETEC LEEHEREHAME

http://report.nat.gov.tw/cgi-bin/cat_modify 2004/1/7



b=
HE B S TR
BTS2 « SB=ITEIERS R USIM BT E &S
H#_42
‘it DElE

HABERT S M BRBR A AR
HABRI A B4/ AR A p B BT /AR PR

SR/ R E(STTERE S0 FI/EHERR/FHR/02-33166596

YA ETEIRE A T/ INEE/FHR/02-33166488

HEER - (1 F8R2 #EL13 H5Ellé EELS Hi
R - 92410 1M HER4E10F 24 HEMEZFH

HEHP 92412 H30H

SFE - 3GEERE
BRgEE - USIM, UICC, SIM
AR

HESR SIM(Subscriber Identity Module)+& R 2 GSM fTEEELE R —E /N
ERRAET - HAL R —ERHRGETTH - F P ki (UE)ZE 8 AR 5 B
(Access)Ri#ft » FEHAMATIRENILZR2FBRIMFRES] » DIRU)SIM RFTfEGFE
NG REER  RETEEERANLT2RE

BT TR AR B - TRV ERE IRKE L E FFEE (Voice) IRESEA
R (Data) R B5HIRF(R - RLER T EABERES - S| TEINERBHIFERE
FHERARRITEBE IR R GBI EE, - LRSS ER(V)SIM K1y
BHEME-

FEERE USIM B 5 UICC R A FERBHT R, Gemplus /AF]Z OTA FEFIZE
5, ADE RftFREHEAEE LR -



BERTBEEREUSIME R BRS

1. B®Y 1
2. B 1
3. 8 1
3.11CC + UICC ~ USIM - SIM 2
3.2 SPECIFICATIONS 3
3.3UICC 3
3.3.1 Physical, Electrical Characteristics 4
3.3.2 {HEiE 4
3.3.3 HMERPEEEE 6
3.3.4 ZBHARIER 8
3.3.4.1 Command APDU structure 8

3.3.4.2 Coding of Instruction byte 9

3.3.4.3 Response APDU structure 9

3.3.5 &2 10
3.4USIM 10
3.4.1 USIM Profile 11
3.4.2 Phonebook 11
3.4.3 Security feature 12

3.5 USAT 13
3.5.1 Profile Download 13

3.5.2 Proactive UICC 17
3.5.3 Data Download to UICC 19
3.5.4 Menu Selection 19

3.5.5 Call Control by USIM 20
3.5.6 MO Short Message control by USIM 20
3.5.7 Event Download 20

3.5.8 Multiple card 20

3.5.9 Timer Expiration 20
3.5.10 Bearer Independent Protocol 20

3.6 SECURITY OF UISM 21
3.6.1 FERNHEEE T2 B algorithm 21
3.6.2 The Milenage algorithm 22
3.8.3 RiEITHBECATIRE 22
3.6.3.1 Generation of quintets in HLR/AuC 23

3.6.3.2 Authentication and Key derivation in USIM. 23

3.6.3.3 Generation of re-synchronisation in the USIM. 23

3.6.3.4 Re-syncrhonisation in the HLR/AuC 24

3.6.4 FEREERF 24

3.7 INTERWORKING BETWEEN THE ME AND THE UICC 25
3.7.1 Interworking between the ME and the ICC 25
3.7.2 Authentication and Key agreement in mixed networks 26
3.80TA IhEE 31
3.8.1 EmEREEIN6E 31

3.8.2 &l Applet EHIDIRE 32
3830TARE 33
3.8.4 OTA L2 34
3.9ADE f{EfER 35
3.9.1 ADE fiifr 36
3.9.2 &% ADE 36

3.9.3 ADE LhRESRER 37
3.9.4 ADE B shieiig 38

4. BH 39
5. ZEHH 40
6 . ABBREVIATIONS 40




BERTEEREARUSIMBREERS Page:1 of 41

1. H®Y

BESR SIM(Subscriber ldentity Module)& R 2 GSM {TBIE L R —F/
IRARET - HAltLE—(ERRRBHREITTH - H P imak i (UE)ZE B M4 77 B2
(Access)##f » #5HAMATREN L RFRF INEHH] - LUKk SIM KATEZ
EAG I RBEN - BT HREAN L2 RE

FEE1TBI AT B - TTB RS IRFE L EHFEE (Voice) IRESEA
B4R (Data) IR BRI - RIBLER T EASEEIRES - BETRIINEIRBSHIBIRTH
BHEER AR A TR E SRR LB AR RS -

RBRARK SRR IMEIRE T K AR HR (5 L 2RO e FIBAR B0 - 3GPP
FRUETE GSM AHEHT SIM R T TR DURCH I —REVTERESI K
B .

ANRIB=RITEEE AR/ RA 3GPP 124y WCDMA fTE/EER
# » USIM(Universal Subscriber Identity Module)£S HAZ¥E > B RERBITTHE: - A&
EEEZ HNEIERE USIM £l » ZIESHEA -

2. BHE

FEEREBPEEEROARAT 92 £ 10 A 2 HEAZFSH
92A3501705 8EEK - b4 FHTEIERE R S RS RRE Nokia A R HE( 5
=RITHEESRH USIM £59i5] -

HEBELREBRRE 08T - ARSI Nokia A E]ZHRESE
sl USIM 2858 - HHRRAE - RIMKEBRHETE - S/HERC OTA 1y ADE
FERBREBE =% -

3. R

MS £ PLMN(Public Land Mobile Network) &t (2% 1) B RiREET
4 » 1 ME % SIM(RO9 fRALI£TEES USIMMMER - FRMRFE DGR -

#ER USIM U %R PLMN RifZepn—(EE AR50 - ERERHEE
BAFEASG I EERA - WEFEBRRR 2 (Security) EFBTR L EEL 2
®#A » ik UICC &9 Multi application FEFIERSESS - # USIM FERITEUSE 500
DR R 2 BRE TR RARE ZHE -
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AT & g4z USIM B3 FRER SRS -
psTNPS TPsIN T Gi" Tl G
1
CS-
MGW
PSTN [
R YN
G
VLR [ VL .
‘f" £ Bi 5 SGSN
MSC server Jc MSC server
=
CS-MGW
RNC

ME

kLM—MEﬂ“ or _-[‘ Cu

SIM USIM]

MSJ

[E 1 :Basic configuration of a PLMN supporting CS and PC serivices and interfaces

3.1 ICC-:UICC- USIM- SIM

2C fTEBEE R GSM HEHEE] 3G iy WCDMA RifiZeHs - F Fimak iy
SIM R B AR ST R ARBSHOTE R A AT insa » sERH X EAER AR -
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B2 3G HEHE THHAE SIM -HEVIRNE - RRENER - AHTE Sust B E 6
B EERIER AR ESRE -

ICC(Integrated Circuit Card)E—#% Smart card BU%#E. » i UICC £RIE
3G MEMATHIE - ALIEEC ME SN 3G RAftkHs< ICC & : SIM RHIZ
2G JHHEFHIE - FLISEC ME 87PN 2G Rk ICC + -

UICC kK Universal § UICC FajLI3E%{E application - T #H
3G A #Hy USIM application 4} » ] DT HAIIERE AR - A0fT8heE T
TEIRBEAERE -

SIM +RE—ERERNZ KR - & {EFEES# Physical & Logical ft
HYE i (entity) -

3.2 Specifications
i USIM R H-RFEfETS UICC 2 X EREAT ¢

(A) Card physical and logical related specifications

® 3G TS 31.101 : UICC-Terminal interface; Physical and
Logical Characteristics

® 3G TS 31.102 : Characteristics of USIM application

® 3G TS 31.111 : USIM Application Toolkit(USAT)
(B) Security algorithms related specifications

® 3G TS 33.102 :Security Architecture

® 3G TS 33.105 - Cryptographic Algorithm Requirement

® 3G TS 35.206 - Specification of Milenage algorithm

® 3G TS 35.205 - Specification of Milenage algorithm
(C) OTA related specifications

® 3G TS 23.048 Security Mechanisms for the (U)SIM
application toolkit

® 3G TS 23.040 Technical realization of the Short
Message Services(SMS)

3.3 ulcc

3GPP TS 31.101 %1 UICC kA& B RmiEistE - 82 ME i
FX 3G Rifiz MS T - HEBERMATAT

(A)  UICCFREmBFE

() VICCRAEBRIFHE
©) e

O #EIRERF
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(E) HERZMEHREE

UICC R ZIEMESHRAME » BRATFIFFAESfE UISM FERFEZS) - 1o
HLARIRFATERELN Banking S FERITER » H-RAZRBEREAE 2 Fow -

» 3G Card Platform (UICC)

Plastic Roaming V
GSM, UMTS, CDMA,
W-LAN...

+——— Digital signature
End-to-end secure
cormnmunication

Banking Application

I Storage of purchase certificates:

EMV Standard for Eyronay Sonas, Mauiss boudht online

Mastercad Visa

@ 2 : UICC ZE#EEErEE
3.3.1 Physical, Electrical Characteristics

UICC &z Physical §§{:75ici% ISO/NEC 7816-1 2 ISO/NEC 7816-2 #
%5 » 575 ID-1 UICC }% Plug-in UICC Ffl N~} #ifg -

UICC 82 ME 5LfEiRY Electrical M HI4k#% ISONEC 7816-3 i > STEA LIS
5V, 3V & 1.8V =B TFERBS K EF -

TEYERE bR - ME BALIRIE TIFEREH VICC - ZiBllEs
HE UICC g ATR [EIFE » ME &R AR S YRS E < TIFERE -

3.3.2 {HmHE

HIft UICC B2 ME B{ESHE#RI A —E RIS AR R(ICC AEHERRHES
—B) » BESEREET S TTIRER - FrA8E 5 2 @ R BELL half-duplex BY5 30
BT - HAalE . Protocol stack 21T 3 AR
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Terminal Uice
Application Layer Application Layer
USAT Layer USAT Layer
Transport Layer Transport Layer
Data link Layer Data link Layer
Physical Layer Physical Layer
—& A

1

______________________________

[& 3 : UICC I/O protocol layers

UICC Xig T=0 k& T=1 MEHRAME&EEGE - T=0 R MR
half-duplex 3FE[R]47 Character based B E + T=1 &=\ {H#EGE £ half-duplex
FEE]4 Block bassed M E

T=1 B T=0 WEESENEREZRE - T=1 BEr SR - i T
SERRERE] - FTLAIRE R AT ERYEF#EE - LA—i ME 8 UICC Bia 2 FER
ME > RFEEA T=0 M\E&EHE -

ME Ei UICC Wt ER KL, Master-Slave R EH » ME £ Master i »
UICC £ Slave i - Master i#83i&n<y » Slave igH|ElEG<S#HITEER - BB ME
B UCC 2@ 4 B Command-APDU » i1 UICC EIREW &1 & B
Response-APDU : ®ifE APDU &£ APDU pair » HASHIMER 1 £FE2-

Z 1 : Command APDU #5#%

Mandatory header Optional body
CLA [INs [P1 [ P2 Lc [ Data field [Le

# 2 : Response APDU #51#

Optional body Mandatory Trailer
Data field Swi [ sw2

#kigk Master iR TR E A RTALURREER UICC HEEIZEA » T=0
Y Transport @R EAIIGRSEE THINERETR -

% 3 : Format of Command APDU

Command APDU Response APDU
Case 1 Header SwW_
Case 2 Header Le Data SW
Case 2 Header Lc Data Sw
Case 4 Header Lc Data Le Data sSw
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3.3.3 EEAUBHEIGE

(7 UICC R AR AR T E MF 15l kit SR PR —
i E SRR, SRR 0 L E R0 2 ) AL =8
PIRAEHS » LURAS T2 ML R SRR - UICC FRISRREIEBIENS
BHE 4 -

l MF I
EF DiR
ADF1
ADF2 T
|EFPL| l DF TELECOM | | EF 010 |

eSS
e ] (=] | (o] [

4 : Example of an application structure

FrAHURE R 434 MF - EF - DF » ADF Z£PufeE - MF 53 UICC
AR B S5 - H T DF B EF f83% © DF R—#ti:HekfEs -
H T nIH Al DF B EF #2355 T EF ERE—MEEE - HUSEHFR

ADF S5k Hi B # S BLE I  DF J EF SR E AR
ZPEEREE - UISM R GSM FERITEENRBIHEE 3G K 2G R HEUIRE < FE
Fif2=t - H USIM ) ADF FE R SRR 50/ N TS 31.102 5 -

EF f&Z 2 22184 Transparent, Linear Fixed, Cyclic & =& (& 5) - AL
FENEREZER -

Transparent #ZEEEERLL Byte SE A HENEREER - FRIIEFILL
87 Offset ({18 RFINEFHRE HERH -
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Linear fixed Cyclic fixed

Record 1
Record 2

Record n

B 5 : EF file sturcture

Linear fixed f K77 HEEM: - EEERHRE » Ll Record BB~ &HE
X » THEFEUA Record BB - FEFERIN - fE2EMY Record {8IZREfEE 5
MISEEEEEN TR -

A Cyclic fixed FEE LR EEN: - BEEHEEE > Ll Record S8
L BRI ER  BRYEFEMHBLL Record S 8] L2 fAEE R # %A Record
FERERETE E 5 MR B B2 BT - record FEIERBEIE TR W ERFNEN

£ MF B$## T » EFor, EFpL, EFicco B5a&EIMEREZE » DFteLecom RS E
EEE -

#FEFATE\E 4 - ADF1, ADF2...55 - iZill EFor fZIEEEN EZ FEF
3 - & UICC Rl A ME - iRBEI R ATREEF# - UICC REBRE MF
1% FERARIREE—{8 ADPU #5489 Class %% UISM 52 GSM FEFIFE: - Class
F"AOTHF - 2 GSM JEFITES > Class £3"80"K“00"HF » 53242 USIM fEFIRER -
(F¥iH 6) -

& 6 : USIM application selecture procedure
—REREHRRERARIMERE » (ERRG OB A LAY IRIEETE - A
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TR LA 5 (R A SR VB - T — AR RHE SRR & LU B i 5 7 =k
FHHERENBE - UICC BRI ERRFH » #tEH CPU > ROM
EEPROM - RAM - {ESERMEAEMGA T S8K - BERGHM: - (HHMRE - FRAR
RESIH— BB SR - HEMAEEEFENSERERS KB
FEFRENEFRRHIE R SEBEEREA - REEIEEMAEN ADF £
% FERERAEEBT -

3.34 RO DREAER
TR ERAH Command }; Response APDU HHIERE#T -

3.3.4.1 Command APDU structure

# 4 : APDU Command format

Code Length Description Grouping
CLA 1 Class of instruction Header
INS 1 Instruction code
P1 1 Instruction parameter 1
P2 1 Instruction parameter 2
LcO or1 Number of bytes in the command data field Body
Data Lc Command data string
Le Oor1 Maximum number of data bytes expected in response of

the command

# 5 ! Coding of Class byt

B8 | b7 | b6 | b5 | b4 | b3 | B2 [ b1 | Value | Meaning

0o [0 [0 O |- |- |- - ]'oX The coding is according to ISO/IEC 7816-4
[13]

1 01110 |- - - - ‘AX' Coded as ISO/IEC 7816-4 [13] unless stated
otherwise

1 (0 (0 |0 (- |- |- - | 8X Structured as ISO/IEC 7816-4 [13], coding
and meaning is defined in the present
document

- - - - X X |- - |- Secure Messaging indication (see table
10.4)

- = ] de - e X X - Logical channel number (see clause 10.3)

# 6 : Coding of Security Messaging Indication

b4 | b3 | Meaning

0 {0 { No SM used between terminal and card

0 |1 | Proprietary SM format

1 | x | Secure messaging according to ISO/IEC 7816-4 [13] used
1 0 | Command header not authenticated

1 1 | Command header authenticated
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£ UICC I LAHEFF 4R 2G SIM LUK USIM ifEfEFIfE » Ry
AREH Command Class TEEF!] - SIME Class byte ££"Ax", USIM# Class byte

Box" K"8X' M -

UICC 7 ATR 1Y Initial B¢ Soft Reset f2fF#% » #5H3E—{E Command Ay
Class E2IEHERR Application, 7R Class #5E"AX"HI3EH GSM #J SIM
Application ; #[152 Class #555"0x"5¢"8x"HIER USIM Application - Application
—#RE » 7E%MH Application Session f2FFrh ik H#aZ HAhHY Application
-

3.3.4.2 Coding of Instruction byte
F£EE TS 31.101 #E2 Application Independent #5455z H Class B g4y

% o
¢ 7 : Command and Code table

COMMAND CLA | INS
Command APDUs
SELECT FILE 0X | 'Ad4’
STATUS 8X | 'F2
READ BINARY 0X | 'BO'
UPDATE BINARY 0X | 'D6'
READ RECORD 0X |'B2'
UPDATE RECORD 0X | 'DC'
SEARCH RECORD 0X |'A2
INCREASE 8X | '32'
VERIFY 0X |} '20'
CHANGE PIN 0X | '24'
DISABLE PIN 0X |'26'
ENABLE PIN 0X | '28'
UNBLOCK PIN 0xX |'2C'
DEACTIVATE FILE 0X | '04'
ACTIVATE FILE 0X | '44'
AUTHENTICATE 0X | '88
GET CHALLENGE 0X | 's4'
TERMINAL PROFILE 80 10
ENVELOPE 80 'c2'
FETCH 80 '12'
TERMINAL RESPONSE 80 '14'
MANAGE CHANNEL oxX |70
Transmission oriented
APDUs
GET RESPONSE 0X |'Co'

3.3.4.3 Response APDU structure

F# 5 UICC [A1f Command APDU g Ei: 5% APDU 452 - S Data
ML A EESEH® Command EEEERIESERINE °
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3.3.5 ZafdEl

UICC Rz &2l yifkiR ISO/IEC 7816-9 fRte » FE A B ZAIRY FCP 2
I ERA'8R’, '8C HE AB =R E KL 2Bt -

RIRZBHE - VICC AEEHFRMZ 2 BT LAH Compact format -
Expanded format DLk Access rule referencing =fE A=, - WL 2 BUHRE
FERAW— eSS ER LERZEBESENEEENE -

L2 TR Access mode K Security condition RF{EIERE 2 BREHH
B » Access mode Z2EUELE H %A W ITEI(E - 40 Read, Write,
Delete % » “R[F UICC K& FAY Access mode WEEARIF] ; Security condition
RIEESTTXENE(Access mode FTatERVEIE) TR » IR EHERT
HURRRES °

T5I#£ 9, 10 & 11 4331E =% Security attribute 2 i&=0&i6 -

%% 9 : Compact format of security attribute

7% 8 : Response APDU format

Code | Length | Description

Data | Lr Response data string
SW1 {1 Status byte 1

Sw2 |1 Status byte 2

Tag L AM SC SC
‘8C’ ‘03 ‘03’ ‘10’ ‘00
¢ 10 : Expanded format of security attribute
Tag |L | AM_DO | AM_DO | SC_DO | SC_DO | AM_DO | AM_DO | SC_DO | SC_DO
tag tag tag tag
‘AB’ See See See See
ISO/EC ISO/IEC ISO/IEC ISO/IEC
7816-9 7816-9 7816-9 7816-9

¢ 11 : EFarr Attribute referencing file format example

Record Record content(Access rule)

number(ARR)

‘01’ AM_DO || SC_DO1}} SC_DO2 || AM_DO || SC_DO3 || SC_DOA4...
‘02 AM_DO || SC_DO1 || AM_DO || SC_DQS5 || SC_DOS...

FCP tag="8B’ L="03’ value="File id of EFarr, record number

34 UsSIM
USIM 1% 3G UICC R &85 bz FEFIRE RS - 758 USIM fERIE= - UICC

TABLUSEALMARE TS - IEHE N 3G R -
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FRECAHEAN 3G RAREs - USIM FERIZER T BT TS 31.101 UICC
MEFTRTAERRIE LA USAT $544% » g s 7 HEAURE S BRIEE Profile -

USIM 2 0FA MR RHFER UICC B9 MF iR E &% T8y UISM ADF
Hek, DUTREMEEEIAS RS -

3.4.1 USIM Profile

USIM A& R I BRI T34 -
(A  HBFESEIER -

® |MS]|-
(B) REEEEEA

©)

©)

(E)

(F)

(©)

(H)

@ Service Table

® Cell broadcast related information

® Short message and related parameters
® Emergency call code

P P8R R AFRVEFRAHBN A

® PIN, ADM ZE%0E

® ARR

MR E B AHBN &R ¢

® K, Ki, Kc, OPc, c1-c5, r1-r5

NEBS BEIUHERN A A

® Capability and Configuration parameters
® HPLMN search period

® BCCH information: list of carrier frequency to be used for cell
selection

OTAERNEER

¢ RIFLREWINFEHHEETENR
HA R ERR

® SMS configuration parameters
® Forbidden PLMN

FFRAR -

o HEIEH

o fHIAMKFECHK

® H/ZEEROSK

3.4.2 Phonebook

B EIRAREEE# . ThRE - USIM EEEEIREE MBS THISH
REEREFTThEE |
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A
(B)
©
©)

(E)
(F)
(©)

(H)
)

HHATERS © ILIhRERI AR — A T RUE S A ERERS -
EBIATE ¢ BLIREARFG T ML ESE -
RHHETHRE © PETIREFTHE A Rl R RN ERS AP EE -

B | BRT —REREES - EE - E-mail RAFREHEEA
HETLERA -

E-Mail H#izh

HEvLHbHE

BEABRAKRES | MMRUSIMEEABEHHIES - BEEMAR
A KIE##E A £ 650004 -

HREBEEEETIRE | WIRUICCRABFFAIHIES » VICCA&FERARER
AT B H R EREE -

EEEEEIP INRE * HLRE TR I B B E R -
UISMESE# AT S 5 (R BS B SRS TR -

R IRRTAFTERERE MohhE - B AL AR SEREHEHEETIR
(FHBH EF #7£5% 12) - FH Phone book FHZIE EF fHZKUHSAE EFeer 1E
& [FIRFEE S RS EFaon IR FERASR - BRERIZIN EF fREEEEENE
BEEAHHHERPE=E - ADE—H G » WAl ER EFw #1T
HEEREIE G T LUZIE R, Record Identifier S5 55 - HEEEA R
HasE EF Rk 254 {8 Record BRI - AILITE EFeer fU@SIE & LIE
17898 - Bl SR EREEE S RSB LA R R ERRE T RIS -

[ 7 RERR S EEOIE - APEEEMEAR 254 AR - IR EHME
EFaon 1R ZEH SEAERRRIRY BF £ ISEEBEE I LA 4 A5R%  35 4% Email iz
it HFEERARER SR - tWERHETIEE -

¢ 12 : EF files for phonebook

File name Type 1 | Type 2 | Type 3

EFpsr Phone book reference file

EFass X Additional number Alpha String
EFaon X Abbreviated dialing number
EFanR X X Additional number

EFeman X X Email address

EFext1 X

EFcas X Grouping information alpha string_‘
EFcre X Grouping file

EFap X Index administration phone book
EFesc X Phone book control

EFsne X X Second Name Entry

EFuip X Unique ldentifier

3.4.3 Security feature

FRERGRIR  STRAFAEBRA L 2] - USIM L/ARC & 1R BAHEREREEE K 0
WEDIRE - I TN 3.6 HIERAA -
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3.5 USAT

USAT £5 TS 31.111 FR&ERTES » $2{ USIM Application &2
RSB RAEY - DU TR i@ - USAT aYRGEHE UISM 18 DUZERI 4%

EEYE » B3 Handset-Independent i FEFIRZ, -

3.5.1 Profile Download

BEREtAIE/\FIFHEE USIM T]LUER R - Profile Download #$#f0
rofile A T &5 USIM FEFRRZ R, {8 USIM

#F ME B fH H AT S24R USAT BEDEI P
AR S FHETIRERRE LB TS -

HI#iFTE 2 ME 9 Profile TR0 :

First byte (Download):
[t

Second byte (Other):

[PB[b7TbE[b5[b4Tb3[b2]bT]

Third byte (Proactive UICC):

L

I I_SMS PP

Profile download

data download

Cell Broadcast data download
Menu selecti

Bit=1if SMS PP data download is supported

Timer exoiratiol
Bit = 1 if Call Control bv USIM is supboorted
Bit = 1 if Call Control bv USIM is suoported

Command result

Call Control by USIM

Bit = 1 if Call Control by USIM is supported
MO short message control by USIM

Bit = 1 if Call Control by USIM is supported
UCS2 Entry supported

UCS2 Display si gported

Bit = 1 if Display Text is supported

Proactive UICC: DISPLAY TEXT
Proactive UICC: GET INKEY
Proactive UICC: GET INPUT
Proactive UICC: MORE TIME
Proactive UICC: PLAY TONE
Proactive UICC: POLL INTERVAL
Proactive UICC: POLLING OFF
Proactive UICC: REFRESH

ME Ef{FH
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Fourth byte (Proactive UICC):

[ =

Proactive UICC: SELECT ITEM

Proactive UICC: SEND SHORT MESSAGE
Proactive UICC: SEND SS

Proactive UICC: SEND USSD

Proactive UICC: SET UP CALL

Proactive UICC: SET UP MENU

Proactive UICC: PROVIDE LOCAL
luEORMATlON (MCC, MNC, LAC, Cell ID &

Proactive UICC: PROVIDE LOCAL
INFORMATION (NMR)

Fifth byte (Event driven information):

[PE[BT[Ee PSP B3 R2]PT ]

Proactive UICC: SET UP EVENT LIST

Event: MT call

Event: Call connected
Event: Call disconnected
Event: Location status
Event: User activity

Event: Idle screen available
Event: Card reader status

Sixth byte (Event driven information extensions):

__ Event: Language selection

Event: Browser Termination

Event: Data available

Event: Channel status

Event: Access technology changed
Event: Display parameters changed

Event; Local onnection

RFU, bit =

Seventh byte (Multipie card proactive commands) for class "a"

[

Proactive UICC: POWER ON CARD

Proactive UICC: POWER OFF CARD
Proactive UICC: PERFORM CARD APDU
Proactive UICC: GET READER STATUS (Card
reader status

Proactive UICC: GET READER STATUS (Card
reader identifier)

RFU, bit=0
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Eighth byte (Proactive UICC):

Ptroa)ctive UICC: TIMER MANAGEMENT (start,

stop

Proactive UICC: TIMER MANAGEMENT (get

current value

Proactive UICC: PROVIDE LOCAL
INFORMATION (date, time and time zone)

Bit = 1 if GET INKEY is supported

T SET UPIDLE MODE TEXT
RUN AT COMMAND (i.e. class "b" is

supported)
Bit = 1 if SETUP CALL by USIM is supported
Bit = 1 if Call Control by USIM is supported

Ninth byte:

"L Bit=1if DISPLAY TEXT is supported

SEND DTMF command

Bit = 1 if Proactive UICC: PROVIDE LOCAL
INFORMATION (NMR) is supported

Proactlve UICC: P OVI E LOCAL

MATION (I

Proactwe UICC: P O lD LOCAL
INFORMATION (Timing Advance)

Proactwe UICC: LANGUAGE NOTIFICATION

Proactive UICC: LAUNCH BROWSER

Proactive UICC: PROVIDE LOCAL

INFORMATION (Access Technology)

Tenth byte (Soft keys support) for class "d":

[ Soft keys support for SELECT ITEM
Soft Keys support for SET UP MENU
RFU, bit =
RFU, bit = 0
RFU, bit=0
RFU, bit = 0
=0
0

RFU, bit =

Eleventh byte: (Soft keys information)

[TTTTTTT demmmmscliet s
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Twelfth byte:

Thirteenth byte:

b8]b7|b6 [b5[b4]|b3[b2[b1]

Number of

Fourteenth byte: (Screen height)

Fifteenth byte: (Screen width)

Sixteenth byte: (Screen effects)

RFU

Seventeenth byte:

[___Proactive UICC:
Proactive UICC:
Proactive UICC:
Proactive UICC:
Proactive UICC:
Proactive UICC:
Proactive UICC:
Proactive UICC:

OPEN CHANNEL

CLOSE CHANNEL

RECEIVE DATA

SEND DATA

GET CHANNEL STATUS
SERVICE SEARCH

GET SERVICE INFORMATION
DECLARE SERVICE

[__CSD supported by ME
GPRS supported by ME
Biuetooth supported by ME
IrDA supported by ME
RS232 su?ported by ME
channels supported by ME

Number of characters supported down the ME
displag as defined in 5.3.1
RFU, bit=0
Screen Sizing Parameters supported as
defined in clause 5.3

Number of characters sugported across the ME

[ | | —l l T display as defined in 5.3.
Variable size fonts Supported

[ Display can be resized as defined in 5.3.3
Text Wrapping supported as defined in 5.3.4
Text Scrolling supported as defined in 5.3.5
Text Attributes supported as defined in 5.3.7

gV:iadéh reduction when in a menu as defined in
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TCP
— UDP

RFU, bit=0

Eighteenth byte:

L Proactive UICC : DISPLAY TEXT (Variable
Time out)

Proactlve UICC : GET INKEY (help is
supported while waiting for immediate response
or variable timeout)

USB supported by ME

Proactive UICC : GET INKEY (Variable
Timeout

CALL CONTROL on GPRS
RFU, bit=0
RFU, bit=0
RFU, bit=0

Nineteenth byte: (reserved for TIA/EIA-136 facilities):

Protocol Version, coded as indicated in
l l I TIA/EIA-136-123 [29]
RFU, bit=0

3.5.2 Proactive UICC

ME i UICC 2z EfEHERP YT (Half Duplex) = » @& L
Master-Slave By =0T - ME LL Master A% UICC TFZEap4» iff VICC
DA Slave A& EIERIEER - ALAYEEHRD T UICC FERZH G HHIAE ME
i ME [5] fE AR B S SRS -

Proactive command HJE&EHRALEEE VICC FE2H a4 ME  ffiifa ME
[ R R RS A B -

HAEEEE UICC EEhRHdma ME ARE » 7 UICC IEH5ERK ME &y
SHF - D91 xx"RF ERIEIRERS(Status word){{"90 00"IEH[EIHERS » BR T [EIFE
UICC IEH5EK ME fa534t, thRREEAN ME & UICC B SEfRs ME Emﬁliﬂ
17 » ME 2B RS » B Fetch 4 i UICC ENEIZ&ITHIMN S
B HEIITE % » DL Response sy 3 TAE R E24 UICC -

HEEIFERE"91 xx"HEE — Byte("xx")B[liZ Proactive command Hyap3{
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L,

ADN PBC SNE uiD
1 1 1 1
—11p
254 \ 254 254 254

11
\ GRP
1
254
EXT1 GAS
E 1
Lz | L X_]
GRP1
1
/
A 28]
ADN1 PBC1 EMAIL1 SNE1 UID1
(1 1 1 1 [ 1 1
| B — 11> : —11 : ‘ : :
254 254 254 254 254

/

[& 7 : Example of a Phonebook
Proactive Command {ES f 4Bz 13 A -

11
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¢ 13 : Proactive command list

Value Name
‘01" |REFRESH
‘02 |MORE TIME
'03' |POLL INTERVAL
'04' |POLLING OFF
'05' |SET UP EVENT LIST
'10' |SET UP CALL
'11* |SEND SS
'12' |SEND USSD
'13' |SEND SHORT MESSAGE
'14'  |SEND DTMF
'15' |LAUNCH BROWSER
'20' |PLAY TONE
'21'  |DISPLAY TEXT
'22' |GET INKEY
'23' |GET INPUT
'24' |SELECT ITEM
'25' |SET UP MENU
'26' |PROVIDE LOCAL INFORMATION
27" [TIMER MANAGEMENT
'28' |SET UP IDLE MODEL TEXT
'30° |PERFORM CARD APDU
'31" |POWER ON CARD
'32' |POWER OFF CARD
'33' |GET READER STATUS
'34' |RUN AT COMMAND
'35' |LANGUAGE NOTIFICATION
'40° |OPEN CHANNEL
'41' |CLOSE CHANNEL
'42' |RECEIVE DATA
'43' |SEND DATA
'44' |GET CHANNEL STATUS
'45' |SERVICE SEARCH
'46' |GET SERVICE INFORMATION
'47' |DECLARE SERVICE

3.5.3 Data Download to UICC
THIMEEEARIBMETRELRE UICC MH - mEMSERLL UICC
Envelope 43Uk, By ME E #5275 UICC RH -

® SMS point-to-poaint or Cell broadcast
® Bearer independent protocol

3.5.4 Menu Selection

UICC ZEi&"Set up menu” Proactive command 2L ELS ME » i HoHE
IR user £ ME HUEIERE SRS UICC » DUt USIM FERRE=E—S R

HIHA -
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3.5.5 Call Control by USIM

AR ME BARSTIR BLIAMSRIRUTHREC 4 USIM 58l - QIR A FHIERS
B USSD HHRF - RS EFIIGRERMPATE Cell EASLMRIE
USIM FEFIFES - DI USIM IR IREE B 6 FREETT L IE RV B 1 -

3.5.6 MO Short Message control by USIM

B Call control by USIM ##HIMHEIRIIER - ME BABSTIRILIERHIRITHRELD
REM USIM FE) - AR A FEREREE - SBREAGRERMFFTE Cell &
RSeHRAE USIM RERIFZS - DIt USIM BUSIREETE (4 FIEEfT B IERVSHREHE -

3.5.7 Event Download

IHTE S "Set up event list” Proactive command - # ME §#{REEZ A
[o{#45 USIM - "Set up event list” sp<33%5E ME JREEESTHIEE » T ME RUIREED
FHIFIA UICC & Envelope f4y{#iRfG USIM FERIFES -

ME FIEZBRAVRIERFLIT -

Event

MT call

Call connected

Call disconnected

Location status

User activity

Idle screen available

Card reader status
’La_nguage selection

Data available

Channel status

Browser termination

Access technology changed
Display parameters changed
Local connection

3.5.8 Multiple card

BRIt ME /1455 UICC RAYTHAE - TiEL: UICC RABIFITAHE
HIRERIESE -

3.5.9 Timer Expiration
IS AT UICC FIF ME FRERHEtRY Timer Thig, LDIGtRERERMA -

3.5.10 Bearer Independent Protocol

HIEH RS S "Open channel” , “Close channel”, “Send data”, “Receive
data” and “get channel status” % Proactive command - [ F; "Data
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available”, "Channel status™Z Event download #54y, 1§ UICC mJLLZER ME
b ry N Gilil e T S M= g ST L

3.6  Security of UISM
i USIM 1Y Security [iRE - ¥k MS SLRMERRNVFEEE - FI PRI
SoBEEFUMAINEEFEE -

R FRIREEAE - SAE LR ARTEERY PIN B DB T8 - RIR
A7 PIN BUAERR AR > UISM &G TR R BEERE UICC RAMIE IR
PR -

ER MS HEAMHNREZERGHINFBENEBREEFREEN
Algorithm and Key Agreement(AKA)f2F -

3G ##iZ AKA BHIER Milenage SE3E5848 » B 2G MEIISTESEIEE: -
BT ZHHITHEE *

(A)  SERREEE

B/E 2G REAIEESME R User inslad  FT3MEH0 AUTN SEH8in e
MR - HLR/AUC #5H AUTN BHE G9EFHE UISM - USIM HIFEH:R
[EIERER) RES FEHAH 54> ©

(B) Signallingfin&

1£ Radio access interface &7 DATA &S » a2t ¥t Signalling il
& LRSS —EHIRE -

(C)  FERMFRREREH

Milenage FZFE4EAERT AMF TR S EEERIROBG] - /e USIM 7
TR FIE Milenage BEHIERFARER LR - BLIRERET A2 AKA 2R
2 -

(D) =R

FEHZEAREE OP #5LA K c1-¢5, r1-r5 % Milenage ZHAMESH - A
FIRHER R AL EINRERIEH - AR A =R E - AR MIe N T RER%
HIL2ME -

3.6.1 FHBRAERE T2 B algorithm

RRREZZXAERIN/BEFES  HWNEBETHELARBZ2HEE
Algorithm ZITF :

(E) UISM
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® K, OP (per subscriber)
® IMSI (per subscriber)
® Milenage algorithm

(F) ME

® {8, f9 algorithm (KASUMI)
(G) RNC

® {8, f9 algorithm (KASUMI)
(H) HLR/AuC

® {MSI (per subscriber)
® K, OP (per subscriber)
® Milenage algorithm

% AKA F2/77E HLR/AUC R USIM ZEIATT « TI#ESERIZE RNC R
ME RJ#4T °

3.6.2 The Milenage algorithm
Milenage algorithm FALIZE4 f1, 1%, 12, {3, 14, 15, 15* SR BELGZK
B HIRREE 8 39 -

RAND
OP.
SQN||[AMF|[SQN|JAMF Ex
OPC% OPC—>€? OPC*GP OPC+€? OPC—>€"3
rotate rotate rotate rotate rotate
by rl by r2 by r3 by r4 by r5
cl =€‘P< c2->4 c3 ? c4-’€? cS"Q?
Eg Ex Eg Ex Ex
OP, OPC% OP, OP. OP.
f1 f1* 5 f2 f3 f4 fs5*

B 8 : Milenage algorithm structure

3.6.3 RMTHACSIIRE
B HERE R T R TTAF £ B HLR/AUC, & USIM » ZITAHARRCERY
PRI -
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3.6.3.1 Generation of quintets in HLR/AuC

HRL WEREERE R - IR T EHHIFTE MAC-A, XRES, CK, IK %28 i#
MAHAHHBRZRIE L AUTN - Bty RAND A fO B4 -

r RAND

H K K K
I__;___ ! jemeam= AMF v y 3
LG o e sON i e ] [ el ]

A | } ! v

v . v

AK SQN @ AK MAC-A XRES CK K

AUTN = SQN [® AK]|} AMF || MAC-A
Q= (RAND, XRES, CK, K, AUTN)

[B 9 : Generation of quintets in the AuC

3.6.3.2 Authentication and Key derivation in USIM
USIM 1 %] (RAND, AUTN)#% » & Bl # %138 5 SQN - th | R REsE
HLR/AUC Z &4 - WiEMat 8 XMA-C, RES, CK IR IK -

H RAND
5 - SQI\‘I$AK X N
.---;---| E .--.7'._.l A y y L
} - 1
R S - R 2
1] 'l
‘o T T
AK XMAC-A RES CK K

# 10 : Authenticatin and key derivation in the USIM

3.6.3.3 Generation of re-synchronisation in the USIM
USIM KSR B RATERE 2 811% - K F B #E 4 re-synchronization token,
AUTS -
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RAND__ ,
1
1
SQNys e R L -
K : '
y v |--!--- |__j___‘
AMF* fi* » i 7 ! oxor |}
-__._..._.I ’.__I——_‘
' 4 ]
v .~ v
MAC'S AK SQNMseAK

[ AUTS = SQNys [® AK] | MAC-S 1

11 : Generation of re-synchronization token in the USIM

3.6.3.4 Re-syncrhonisation in the HLR/AuC
2] USIM [E:RHY(AUTS, RAND)# » HLR/AUC K N BISHITRERS » dELLE
MAC-S £ XMAC-S -

& 12 : Re-synchronization in the HLR/AuC

3.6.4 HEMFEEEF
(@ Authentication and Key Agreement Zf2F41 FEFT S



FEERTBEERHUSIMERE BRE Page:25 of 41

B 13 : Authentication and key agreement procedure
3.7 Interworking between the ME and the UICC

3G TTEIEFARM/IH 2C REZFHEHE, RERFHRFOE BT
IOT #4#1 : 534t 7 User ity MS thAaRHRAIERET, 3G #Y UICC REIK 2G By
SIM RERFTLAEA 26 L 3G FHEF -

HREH - ERARRILRE, DURAFHRFRERFSREES, DIER
M BEBOROBGR, RERAIRB IR AR ZER -

LAUT B # A [FRY 58 F BRI AT RERIAE & AR IR SR A -

3.7.1 Interworking between the ME and the ICC

2G 5 3G Fifd ME.DIX SIM £ UICC iR T5IuRE A RERI RO
R

U] 3G ME and UICC
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# UICC #5C 3G BTy, 0R 3G Wmy, AR 26 iy -
& UICC $£iC 2G/3G ST, WIRE(E MS RILUEZAN 2G HOFERRHERS ,
USIM B T3 IRSIEBR B TIREL/EBARY , LASRHEAHRRTORE -
(1)  Service n® 27 : "GSM Access”
EYHETRUEER 2G BSS HEREIHIGRIE, HEER# USIM s

2G Access AT Ko INFHHRS - L 2RYEEKE @ HHiFRY USIM /58T
{E4"3G + Kc mode” -

(2) Service n° 38 : "GSM Security Context”
EEERITHE VAEE 26 VLR/SGSN #i# 2G HLR/AUC BERENF, I
HIRERE USIM $1{T 2G 1 AKA 27 -

Hi#% 2G VLR/SGSN &8t 3G BSS s###, BH] 2G VLR/SGSN Rréi 2G
BSS @i, FLAE n° 38 RESPHERE, n° 27 fREL G RIRSEAR -

HZZEREIERE » Y USIM FJ5E TIE/E Virtual 2G mode” -
(J) 2G ME and UICC

{5 2G ME T LU A UICC, UICC BRT #2{it USIM FERE=SY, MRS
GSM fERE -

(K) 3G ME and SIM

3G ME HifA374% 2G SIM g 3G UICC R FRYSHE , i DAL S HY MS 7]
LIBEEY 2G B 3G R#fE - ER, AL 3G R RERRHE GSM FELIITHEE, T
H 400 3G RAfsE b BRI E -

(L) 2G ME and SIM
BEREAE &R MS B AR BEREN 26 #dRg -

3.7.2 Authentication and Key agreement in mixed networks

MS AU#8RE AKA 273 K ICC, ME, ICC, BSS, VLR/SGSN L/ K HLR #i&
Tl - TSI RTRER 26 B 3G KRR © Ll » Fra s i S ENR
B%A 321 - HIRFEEARAIRERHESED - B - 2G ME RJREHHEY 3G BSS
JofF - LA ICC/ME & BRVBIER AT RER S BT A0 T IUERRR A -

(A)  With 3G ME and UICC

FEAECTER RIS 8 % - (B2 - AR Case 312G VLR/SGSN f&ik
1 3G BSS #4#¢ : Case 5 iy UICC/ME R37i% 3G #y AKA 125 - B2 2G #Y
HLR/AUC $EELIEHL & Case 7#9iET 8 Case 34Hd » 2G VLR/SGSN #1482 3G
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BSS #H -

HAEH S AR R BRI USIMEIn® 27 502 n° 38 fRESE7H 4 EH USIM
#9"3G + Kc Mode™ 52" Virtual 2G mode" s 2 /RS HD 2G/3G ##15 ME -

HRASAEN 26 $ERgHE 3G MRS RIERILAINE - mEMEREE HLR
TR ETHEAGE LENE - FTUIEE EEAHETTE R G Case 1 ~ Case
4 F; Case 8 WHH&TE - (HZ - IRERAFEBEVELY  $iEBRTEESL
B -

¢ 14 : Possible Interworking scenarios of a 3G ME/UICC with different network environments

Case | ICC | ME BSS | VLR/SGSN | HLR/AUC | Service | Figure 1
1 3G 3G 3G yes A
2 2G 3G 3G es 1) 3 B
3
4 2G 2G 3G es 2) 3 [¢]
51 3¢ | 36
6 2G 3G 2G es 2) 3 E
7
8 2G 2G 26 yes 2) 3) D
Note: 1) requires service n® 27 supported by the USIM
2) requires services n° 27 and n° 38 supported by the USIM
3) only with 2G/3G dual mode ME
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3G HLR/AuC 2G HLR/AuC
CK, IK 2 K¢
S > RE;
RAND RAND
XRES XRES RAND RAND RAND RAND
CK, K CK, K RES RES RES RES
AUTN AUTN W Ke Ke Ke Kc
3G VLR/SGSN 2G VLR/SGSN 3G VLR/SGSN
ICK,IK-)Kc Kc > CK, IK
A r A A
CK Ke Ke Ke Ke CK
K K
y y y
[ 3G BSS | ! 2G BSS I ' 3G BSS 1
RAND RAND RAND RAND RAND RAND
AUTN AUTN
RES RES SRES SRES SRES SRES
[ 3GME Kc 2 CK, K J
4 A y A A 4
CK CK
K K Ke Ke Ke Ke
y yl| Xe v
lc](,n(-)]( ' CK, IK = Kc| CK,IK > K¢ CK, K 2 Ke CK, IK 2 K¢,
* > lRes-> seeyl
3G ICC (UICC) USIM Application
A B C D E F
N J J
~ v
UMTS GSM

Security Context

Security Context

[& 14 : Possible Interworking of a 3G ME and UICC with different network

environment

(B)  With 2G ME and UICC

ERF#A 3G #y UICC REL 2G ME M A B - HLEAR UICC 44

IR SIM FERIRES -

AEHIMATE » Case 1,3, 5, 7 KFS 2G ME #1482 3G BSS ##% - Lt

4 BRESTHEPIETEFLE -

¢ 15 : Possible interworking scenarios of a 2G ME /UICC with different network environments

Case | ICC
1
2
3 3G
P!
5 with
[ SIM
7 Appl.
8
Note: 1) No service if UICC does not contain a SIM application
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3G HLR/AuC 2G HLR/AuC
ICK,IK > Kel
RES > RES
RAND
XRES RAND RAND RAND
CK, IK RES RES RES
AUTN Ke K¢ Ke
3G VLR/SGSN 3G
TR 2G VLR/SGSN VLR/SGSN
XR RES.
N
Kec K¢ Ke Ke
N
r 2G BSS l
RAND RAND RAND RAND
SRES SRES SRES SRES
r 2G ME ‘I
y N y
K¢ Ke Ke K¢
3G ICC (UICC) SIM Application
G H 1 J
- S
~
GSM

Security Context

B 15 : Possible interworking scenarios of a 2G ME and UICC with different network
environments

(C)  With 3G ME and SIM

ERPBA 2G 89 SIM KA 3C FHGEARE B TR TREEEH -
K 3G BSS MRk 3G Y VLR/SGSN F3# » FrLiAEF Case 3 S HE I HE:
£ -
F 16 : Possible interworking scenarios of a 3G ME/SIM with different network environments

Case | ICC | ME BSS VLR/SGSN [ HLR/AuC | Service Figure 3
1 3G 3G yes K

2 2G 3G es 1 L
5] 26 | 36 m 2G or 3G
4 2G 2 yes 1)

Note: 1) 2G/3G dual mode ME required




BEATHEFERAMUSIMERRERS

16 : Possible interworking scenarios of a 3G ME and SIM with different network
environments

D)

2G or3G HLR/AuC

Case 3 A& ®4: -

< 17 : Possible interworking scenarios of a 2G ME/SIM with different network environments

With 2G ME and SIM
EHFHEA 2G ME A 2G SIM RiFELEHM 2G MS, FTLIAE Case 1 &

Security Context

RAND RAND RAND
RES RES RES
Ke K¢ Kec
2G
3G VLR/SGSN VLR/SGSN
Kc 2 CK,IK
A r
CK K¢ Ke
IK
A
| 3G BSS ] r 2G BSS
RAND RAND RAND
SRES SRES SRES
| Kec 2 CK,IK 3G ME
A A y
Kc Kec Ke
2G ICC (SIM)
K L M
— g
~
GSM

Case

ICC

IR IC N

2G
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2G or3G HLR/AuC

RAND RAND
RES RES
K ¢ K ¢

3G 2 G
VLR/SGSN VLRI/SG SN
| A|
Ke Ke
[ 2G BSS l
RAND RAND
SRES SRES
I 2G M E I
T -
h_4

2G ICC (SIM)

N o

TNV

GSM
Security Context

[& 17 : Possible interworking scenarios of a 2G ME and SIM with different network
environments

3.8 OTA e

OTA THREHRAEARH SMS-PP BE SMS-CB RS EALMEST USIM
ZIRHETETHRE 0 TS 23.048 i EHIEEE RS HE Applet 20 EHR
E °

FAEEGIRCLILIIRER - R T AR E R iR EE AR - UICC Rui/A
HHECEHEEALS -

OTA HEITHRERVR MBI RFREET S - 24T USIM EimS2Be8FEET] -
DA R IMERE 2 UARES T - (E R REE R E P2 RO IR -

HER OTA SRHISREL 75T ICC REHRR  (HENBRRM L 2RITE
EIERMM S - ARBEHEL2HEERE  DREERK - FILASIRET)
BEER R T HLARHENEER -

3.8.1 EmEFEHIIME

EimEREEIIRES Input 82 Output WI%R - ATEERT UICC RZBEER
& RETUDENEAR - HgeRanuTE -
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(1) SIM input Command

Operational command
SELECT
UPDATE BINARY
UPDATE RECORD
SEEK
INCREASE
VERIFY CHV
CHANGE CHV
DISABLE CHV
ENABLE CHV
UNBLOCK CHV
INVALIDATE
REHABILITATE

(2) SIM Output Command

Operational command
READ BINARY
READ RECORD
GET RESPONSE

3) USIM Input Command

Operational command
SELECT
UPDATE BINARY
UPDATE RECORD
SEARCH RECORD
INCREASE
VERIFY PIN
CHANGE PIN
DISABLE PIN
ENABLE PIN
UNBLOCK PIN
DEACTIVATE FILE
ACTIVATE FILE

(4) USIM Output Command

Operational command
READ BINARY
READ RECORD
GET RESPONSE

3.8.2 jmi Applet ‘EHThEE
Applet 23\ TEHAFEF AT TEIFTR » T2 RH TYISENERF . fia5eHK
1R Applet B AT EEEEH—ER DT » THEAHZS BEFREERK -

BUREEERE—HK - Applet BEEHEIIIELARA KMHRE -
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5) Applet Input Command

Operational command
DELETE
SET STATUS
INSTALL
LOAD
PUT KEY

(6) Applet Output Command

Operational command
GET STATUS
GET DATA

3.8.3 OTAH#E

AENEREALL SMS-PP fiEA TR #{T OTA ThlEZthE - T B RMAIREHY
Protocol layer =EH °

SMS-GMSC /
SME SMS-IWMSC MSC/SGSN
[] CI ] [] [j
P >
SM-AL <
SM-TL <
SM-RL < > < > >
SM-LL < > —> < >

Figure7:-Protocol-layer-overview-for-the- Short-Message-Serviceo

T £ SMS-DELEVER Transport layer Zi#EHKR, » #EHK=H TP-PID
Protocol Identifier 1§ £2'7F i € = L E AL (U)SIM Data Download F -

& ME BRI AR % - NG FLUEH - MREED VICC iy
ENVELOP(SMS-PP Download)fi 4248 UICC 417 1 4 UICC IOEIEARS -
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Z% 18 ! Basic elements of the SMS-DELIVER

Abbr. Reference P (note 1) | R (note 2) Description

TP-MTI TP-Message-Type-Indicat M 2b Parameter describing the

or message type.
TP-MMS [ TP-More-Messages-to-Se M b Parameter indicating whether
nd or not there are more
messages to send

TP-RP TP-Reply-Path M b Parameter indicating that
Reply Path exists.

TP-UDHI |TP-User-Data-Header-Indi 0] b Parameter indicating that the

cator TP-UD field contains a Header

TP-SRI TP-Status-Report-Indicati (o] b Parameter indicating if the

on SME has requested a status
report.

TP-OA TP-Originating-Address M 2-120 |Address of the originating
SME.

TP-PID TP-Protocol-ldentifier M 0 Parameter identifying the
above layer protocol, if any.

TP-DCS |TP-Data-Coding-Scheme M 0 Parameter identifying the
coding scheme within the
TP-User-Data.

TP-SCTS (TP-Service-Centre-Time- M 70 Parameter identifying time

Stamp when the SC received the
message.

TP-UDL  |TP-User-Data-Length M | Parameter indicating the
length of the TP-User-Data
field to follow.

TP-UD TP-User-Data o] note 3

NOTE 1: Provision; Mandatory (M) or Optional (O).

NOTE 2: Representation; Integer (1), bit (b), 2 bits (2b), Octet (0), 7 octets (70), 2-12 octets

(2-120).

NOTE 3: Dependent on the TP-DCS.

3.8.4 OTA L2

BRZZWAEMER - OTA BHINVER S L 2RIINE K PTERE] o A
HI5BEAE SMS 2B HhEEE TP-UD &4 Command Header RE. - REBE
Command header 7RG E MEEHILI R R Z 28 -

(A)
(=)
©
D)
(E)

SPI

Kic

Kid
TAR
Counter
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(F) PCNTR
(G) RC/CC/DC

FEf SMS-PP #j UDH

2% 19 : Relationship of Command Packet in UDH for single Short Message Point to Point

SMS specific | Generalised Command Comments

elements Packet Elements
(Refer to table 1)

UDL Indicates the length of the entire SM.

UDHL ='02' The first octet of the content or User Data part of
the Short Message itself. Length of the total User
Data Header, in this case, includes the length of
|Ela + IEIDLa + IEDa (see figure 2), and is '02' in
this case.

|Ela CPI="'70" Identifies this element of the UDH as the
Command Packet ldentifier. This value is
reserved in TS 23.040 [3).

IEIDLa =00 Length of this object, in this case the length of
IEDa, which is zero, indicating that IEDa is a null
field..

|EDa Null field.

SM (8 bit Length of Command Length of the Command Packet (CPL), coded

data) Packet (2 octets)(Note) | over 2 octets, and shall not be coded according to
ISO/IEC 7816-6 [8].

Command Header (CHI) Null field.

Identifier

Length of the Length of the Command Header (CHL), coded

Command Header over one octet, and shall not be coded according
to ISO/IEC 7816-6 [8].

Security Parameter see detailed coding in TS 23.048.

Indicator (SPI)

Ciphering Key Key and algorithm Identifier for ciphering.

Identifier (Kic)

Key Identifier (KID) Key and algorithm Identifier for RC/CC/DS.

Toolkit Application Coding is application dependent.

Reference (TAR)

Counter (CNTR) | Replay detection and Sequence Integrity counter.
Padding counter This indicates the number of padding octets used
(PCNTR) for ciphering at the end of the secured data.
Redundancy Check Length depends on the algorithm. A typical value
(RC), Cryptographic is 8 octets if used, and for a DS could be 48 or
Checksum (CC) or more octets; the minimum should be 4 octets.

| Digital Signature (DS)
Secured Data Application Message, including possible padding
octets.

3.9 ADEjnfErER
USAT(Universal SIM Toolkit)2 3G 178/ EE5MER USIM £2 L MEE RN T
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E > §1#EEEH emome HIESEHIZER GSM SAT(SIM Application Toolkit)5H
B2 ~ IR - EE 2  EFAIRE - 3B 3G TEIEERER USIM sk
FHEMWIER R USAT HUREHERHEIR f emome BRRNEBHIRES

BT STK FEFRAE SIM R RITHRANIEE I F R MU B HRERE B E K
BEEE LT IRRR R TR S - o B AT 8RR AREs
B S 8 - AL STK AYFEFI RN BIFEH ARIRRE] - OTA BIlizft—gAaH#
M TSR R ARE R T2 - FTDAAR 3G 1TBERRRIESE OTA
R Rl -

AREEFEE 3G TTEIERGHFAR Nokia ARIEHZ OTA ERAER
Gemplus 22 F]#y ADE ZE i - DUTEIEREA ADE BYZERE S ZhEE -

3.9.1 ADE &/

ADE )& 44 £ Application Download Enabled » & Gemplus 22 BEIRIE S,
HAH A Control Blocks ByEA3kE 7 USIM 2 FEFfES, » ADE Kernel dfiffigt
Eafs F BRI B B#EfT— %5 Control Blocks HIBEEE(40 T & 18) -

Get Input

NextlD=0x0002 ———
Select ltem

[ 0x01 | 0x0003 |

Type:1

NextiD=0x0003
Type:4

NextID=0x0004

Get Input Display Text

=X

Z 18 : Connections of Control blocks -

3.9.2 £{UEE% ADE

AT STK FERIAE SIM R ETRENIER R BB A R FR R
SYEE LRSI SEREEI TRYIREEE - T B RIfT BRIk
BN GRE A FrEL STK WYREFRNZEIFEH KRR - Gemplus A F]HY ADE
BESLEN AT SEARATARAR G - 2R USIM FEREABIR TR -



FoRITEESE RHUSIMB R B S Page:37 of 41

3.9.3 ADE niygsaed
ADE THREZRREIR AT

GemConnect ADE Server

Services Subscriber Users Statsstics
[51:3 12153

. Transactions i SMS-C
+ Drivers |
Core ADE
Modules

B 19 : Gemplus ADE IhEEZERE R

EEIIRERAWT -

QY

(B)

©

OTA(Over The Ain iR &

® Allow remote ADE services download, update and removal
® Automatic OTA synchronization of subscriber environment
® Optimized OTA protocol based SMS layer

AR

® Comprehensive Services Repository

Services attributes and implementation management
Services Testing

Service life cycle management

Comprehensive Subscriber's database

Management of services portfolio per subscriber

SIM card characteristics and available resources
management

TP ERTEALIREES

® GemConnect ADE allows subscribers to directly manage
their owner portfolio os services
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D)

(E)

IRESHERERG AR N TE
® GemConnect ADE Solution provides Service Provider
Support

® Authorized Service Providers can develop ADE services -
upload ADE services in the platform services repository and
perform end-to-end testing of their services

RHEERT FiRBiARET

® Relevant data generation for statistics and reports
generation can be activated at any time

® Subscribers and Services information repository

® These data allows ststem and subscribers profiling on
various topics such as : number of transactions performed
on a given period - top most downloaded service and latest
services transaction per subscribers.

3.9.4 ADE ®{ ThEEl

(A)

(B)

(©)

(%)

DAWebSELRE 2 fE & N H

® A full set of Web-based MMI is provided : Customer care
GUI for Telco’s Customer Care Services + Operations and
management GUI for platform administration - Service
provider GUi - Subscriber’s self care fully customizable GUI

® English and Chinese languages support
507 3E0bt ]
® Service provisioning : through GUI and APls

® Users provisioning including subscriber : GUI and AP
interfaces enables the assigning of a subscriber to a SIM
card

® Subscriber : OTA/Web registration by subscriber

® Capabilities beyond creation include query, modify and
delete of data

BREHAEE

® GUI, Wireless and AP!s allows request submission to the
GemConnect ADE Platform

® The GUI Interface provides facilities for request submission
including : Subscriber List Construct based on subscriber
attributes and services + Subscriber Information Display

® GUI interface offers monitoring of ongoing requests

® Following parameters are shown per requests : submission
date -~ sneder of the request - subscriber's MSISDN - type of
the service and status of the request

® Requests can be filtered with respect to each of the above
RS FWAHLNE
® SMSC from Logica, CMG, Nokia, Sema
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® SMPP interface de facto standard is full supported
® CMPP and SGIP interfaces
® Others can be supported o demand
(B) fo#k
@ Powerful and configurable logging tool

® System information messages(including errors) are output to
dedicated log files in a structured formats.

4. #EFH

7 SIM A USIM IR > BIZR GSM 1TEIEEE(E 2G A 3G HyMERkEE
IR®s - B=ATEERER AR ITEEE R E ST -

A5r/3E] emome BEHEIREG CAETEIMMEAREBS HHE BN — > 3G Rk
SEMESREF M DL B KR 3K Bearer independent protocol £ &5 Bk #EF - #8 3G
SEERIRMEL MBI UICC -R#y Multi application 3M4E7R 5 » AH{SHRAEIEAS
BHE—ENSETEIMERARERRE  WEBARAEST -

RERT RS - FRE=R{TEEFEMEREEE WLAN(Wireless Local
Area Network) # s B & B E - USIM # WPKIi(Wireless Public Key
Infrastructure) B JSR-177(Security and Trust Services APl for J2ME
Technology) 3 % 2 I F 8% 2 NME AR A 2 i B R SR AHBR B (LT < TR
B -
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15.

6.

BEEE

3GPP TS 21.111  USIM and IC card requirements

3GPP TS 22.038 USIM/SIM application t toolkit(USAT/SAT) ;Service
descriptionl

3GPP TS 23.002 Network architecture

3GPP TS 23.040 Technical realization of Short Message Service

3GPP TS 23.048 Security Mechanisms for the U(SIM) application toolkit

3GPP TS 31.101 UICC-Terminal Interface; Physical and Logical
Characteristics

3GPP TS 31.102 Characteristics of the USIM Application

3GPP TS 31.111 USIM application toolit(USAT)

3GPPTR 31.900 SIM/USIM internal and external interworking aspects

3GPP TR 33.909 Report on the design and evaluation of the Milenage
Algorithm Set

3GPP TS 33.102 Security architecture

3GPP TS 33.105 Cryptographic algorithm requirements

3GPP TS 35.205 Specification of the MILENAGE Algorithm Set: An
example algorithm set for the 3GPP authentication and key generation
functions f1, f1*, 2, 13, f4, f5 and £5*;Document 1: General

3GPP TS 35.206 Specification of the MILENAGE Algorithm Set: An example
algorithm set for the 3GPP authentication and key generation functions
fl, f1*, £2, f3, f4, f5 and £5*;Document 2: Algorithm Specification

Training Documents of Gemplus

Abbreviations

In addition to (and partly in overlap to) the abbreviations included in TR 21.905,
for the purposes of the present document, the following abbreviations apply:

AK Anonymity Key

AKA Authentication and key agreement
AMF Authentication management field
AUTN Authentication Token

AV Authentication Vector

CK Cipher Key

CKSN Cipher key sequence number

CS Circuit Switched

HE Home Environment

HLR Home Location Register

IK integrity Key

IMSI International Mobile Subscriber Identity
KSi Key Set Identifier

KSS Key Stream Segment

LAI Location Area Identity

MAC “ The message authentication code included in AUTN, computed
using

MAC ; The message authentication code included in AUTN, computed
using f1*

ME Mobile Equipment

MS Mobile Station

MSC Mobile Services Switching Centre

PS Packet Switched

P-TMS!  Packet-TMSI
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Q

RAI
RAND
SQN
SQNHE
HLR/AuC
SQNMS
SGSN
SIM

SN

T
TMSI
UEA
UIA
uicc
USIM
VLR
XRES

Quintet, UMTS authentication vector

Routing Area Identifier

Random challenge

Sequence number

Individual sequence number for each user maintained in the

The highest sequence number the USIM has accepted
Serving GPRS Support Node

(GSM) Subscriber Identity Module
Serving Network

Triplet, GSM authentication vector
Temporary Mobile Subscriber identity
UMTS Encryption Algorithm

UMTS Integrity Algorithm

UMTS IC Card

User Services Identity Module

Visitor Location Register

Expected Response



