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摘

要

此次所參與之1st ASEAN IPv6 SUMMIT 2003為一IPv6相關技術教學與研討會為馬來西亞主辦，此會議主要目的為推動IPv6在東南亞地區的建設與發展，希望透過此會議能讓各國分享彼此IPv6相關研究與建設的經驗，並對馬來西亞大眾推廣IPv6相關技術與運用。參加該會議可助於拓展我國及東南亞各國的交流之機會，了解目前IPv6相關標準的制定現況與未來發展，作為推動IPv6標準測試之參考； 本次出國的任務為參加馬來西亞吉隆坡舉行的1st ASEAN IPv6 SUMMIT 2003會議及章程內容的討論。此議程主要有針對IPv6的初學者介紹IPv6相關的基本觀念，課程包括IPv6 Basic、Addressing、Operations、IPv6 與IPv4的過度時期機制、IPv6 Broadband Access、IPv6的路由以及IPv6的Mobility技術的介紹。及針對IPv6的進階者介紹IPv6開發的介紹，課程包括IPv6 概關介紹說明IPv4現今所遭遇的問題及為何要發展IPv6技術、現今IPv6發展的狀況、IPv6寬頻的應用、IPv6 Multicast的運作方式及訊息格式相關技術介紹。研討會的議題為大會甄選各國的IPv6各項技術論文發表，論文主題包括各國IPv6網路建設與發展的現況說明、IPv6 市場的分析、IPv6 Multicast Routing Protocol 技術、IPv6 Mobility的運作方式，以及我國代表趙克立先生介紹我國目前IPv6的發展經驗；此外，此次亦同時參加Asia Pacific IPv6 Task Force 成立籌備會會議。此次會議，除了了解馬來西亞相關政府單位的推廣與發展現況，對未來我國與馬來西亞在IPv6相關議題的合作上有莫大之助益。
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1.  出國目的

行政院國家資訊通信發展推動小組（ＮＩＣＩ）已於今年五月則成立「IPv6產業發展聯盟」，致力於國內IPv6之研發，期能提升國家競爭力，爭取未來商機。目前全世界先進國家皆已相繼投入IPv6技術之研發與推動，投入之金額及力量與日俱增。現在不僅僅是世界先進國家在投入IPv6的發展，目前東南亞國家中的各個國家如馬來西亞也都開始積極推動IPv6的建設與相關技術的研究，也相繼建立完成了IPv6實驗網路，馬來西亞政府及當地的電信及網路ISP業者(如Maxis，Jaring，NTT MSC)均全力投入IPv6的研發與建設；由此可見，IPv6的技術與運用已逐漸受到世界各國的重視。

此次所參與之1st ASEAN IPv6 SUMMIT 2003為一IPv6相關技術教學與研討會為馬來西亞主辦，此會議主要目的為推動IPv6在東南亞地區的建設與發展，希望透過此會議能讓各國分享彼此IPv6相關研究與建設的經驗，並對馬來西亞大眾推廣IPv6相關技術與運用。參加該會議可助於拓展我國及東南亞各國的交流之機會，了解目前IPv6相關標準的制定現況與未來發展，作為推動IPv6標準測試之參考；此外，此次亦同時參加Asia Pacific IPv6 Task Force 成立籌備會會議。
2.  考察、開會過程
92年10月18日             由桃園中正機場啟程赴馬來西亞吉隆坡

92年10月18日             到達馬來西亞吉隆坡

92年10月20日至10月22日 出席2003 Global IPv6 summit會議

92年10月24日             由馬來西亞吉隆坡搭機回桃園中正機場

92年10月24日             返抵桃園中正機場

3.  考察、訪問心得

本次出國的任務為參加馬來西亞吉隆坡舉行的1st ASEAN IPv6 SUMMIT 2003會議及章程內容的討論。由於本次課程主題甚多，且每個時段同時均有二個主題在進行，故無法全程參與僅能以部份課程心得簡述如下，及Asia Pacific IPv6 Task Force 成立籌備會議結論如下：

1. IPv6 Awareness - Tutorial for beginners

此議程主要針對IPv6的初學者介紹IPv6相關的基本觀念，此課程目的讓剛接觸IPv6的人能夠對IPv6的基本運作、路由的方式及訊息格式做詳細的介紹。課程包括IPv6 Basic、Addressing、Operations、IPv6 與IPv4的過度時期機制、IPv6 Broadband Access、IPv6的路由以及IPv6的Mobility技術的介紹。

2. IPv6 Deployment - Tutorial for advance users

此議程主要針對IPv6的進階者介紹IPv6開發的介紹，此課程目的讓已經有IPv6基本概念的人能夠對IPv6的開發相關技術有更進一步的認識。課程包括IPv6 概關介紹說明IPv4現今所遭遇的問題及為何要發展IPv6技術、現今IPv6發展的狀況、IPv6寬頻的應用、IPv6 Multicast的運作方式及訊息格式相關技術介紹。

3. Conference 

此研討會的議題為大會甄選各國的IPv6各項技術論文發表，論文主題包括各國IPv6網路建設與發展的現況說明、IPv6 市場的分析、IPv6 Multicast Routing Protocol 技術、IPv6 Mobility的運作方式，以及我國代表趙克立先生介紹我國目前IPv6的發展經驗；由此次研討會的主題來看Mobility一直是IPv6協定中重要議題之一，也可能是推動IPv6發展一個很重要的應用。因為相對於IPv4 mobility，IPv6 mobility能提高網路的運作效率，同時又可以解決三角路由問題。另外，有關IPv6 mobility運作時的安全議題也是重點項目之一。
4. Asia Pacific IPv6 Task Force 成立籌備會議：

會議開始時由參加會議的人員做簡單的自我介紹，之後由主席說明今天會議的流程後便開始討論有關Asia Pacific IPv6 Task Force 成立籌備的相關事項，會中針對會議的章程草稿的內容逐一討論與修改，會中並討論各會員國如何分享各國IP6發展的文件、IPv6推動的相關工作、Logo的製作、各會員是否應收費等等議題，以下為本次會議討論的結論：

4.1 章程草稿

AP6 TF helps IPv6 production-level deployment and promotion in
countries and
 sub-regions in the Asia Pacific region by doing the followings.
 1. Work as a liaison for other Asia Pacific organizations and
 provide recommendation documents regarding IPv6 deployment
 as an IPv6 experts group.
 2. Share and discuss countries' strategy. for government,
 companies and promotion organizations.
 Task Force members are expected to reflect discussion results
 to real deployment in each country and region respectively
 3. Facilitate companies promoting their products/services/applications
 by planning events/ML/web sites for overall market development
 4. Develop "Deployment Guideline"
 A smooth deployment scenario tips for
 Home/Enterprises/ISPs/Mobile-operator segments
 5. Investigate and publicize IPv6 deployment status
 metric identified/measurement
 Questionnaires
 6. Promote high-level awareness activities through events
 targeting to CEO/COO/government officials.

 Primary operations:
 (1)ML
 (2)Web Page
 (3)v6summit in AP

 Membership
 Open for every individual and organization who are willing to
 contribute IPv6 promotion Asia Pacific-wide and/or in their country

 Advisory Board
 *TBD
 list the person who have a great influence and knowledge
 by recommendation of steering committee members

 secretariat
 IPv6 PC JP will support the management of basic framework
 of this task force for FY2003 (i.e., till March 2004).

4.2 會議結論

article 1
. should avoid conflict of interest with other v6-related
communities in AP, such as APAN.
=> removed "sub-regions" and "as an IPv6 experts group"
article 2
=> added "IPv6" in between "countries'" and "strategy"
article 3
. may conflict with the interest of existing IPv6 Forum-like
organizations
. tf should play a neutral role, should not push the market and
become a marketing tool.
=> rewritten to "facilitate the means to promote IPv6 and related
technology and productization, eg. planning events/MLs/Websites for overall
IPv6 deployment 
article 4
. deployment includes transition, but would be better to point out
. every country's status and goal may be different, so the guideline
to be produced should be general
=> rewritten to "Provide General Deployment and Transition
Guideline"
article 5
. OK
article 6
. OK

Primary operations
. Having TF member meeting once a year with v6summit in AP is not
enough
=> added "(4) TF meetings (held in quarterly, may via
tele-conferencing)"
Membership
=> changed "promotion" to "promotion/deployment"
Advisory Board
. Each country can recommend one delegate 
. . OK
Steering Committee
. Each country can recommend two or three delegates
. OK
Secretariat
. OK

Other discussion:

Membership Fees
. TF is open to every entity and should not involve membership fees
. TF should be operated in a volunteer-based manner
WGs
. WGs should be problem solving-oriented and not last for a long
time
. can create Special Interest Group (SIG) for wider participation
=> TF will have WGs and SIGs
President
. TF will be a flat organization, no president or leader

Tasks to be done by the next meeting
1. each country to suggest delegates of Advisory Board and Steering
Committee
2. TF and TF member Logo to be created and proposed by My6
3. a Core-team wg to facilitate the preparation works/decisions
before the official TF operation in Feb. 2004
. proposed members: Winston Seah, Fu-Ching Wang, Nick Kraal, Takashi
Arano, Hyoung-Jun Kim
以下為此次會議活動中相關照片：
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圖一 會場照片
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圖二 IPv6課程照片
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圖三 IPv6課程照片
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圖四 會前討論
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圖五 研討會照片
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圖六 研討會照片

4.  建議意見

參加該會議得到的心得是雖然目前全世界對於IPv6相關技術的發展與推動都相當積極投入，但是由於目前尚未有IPv6的殺手級的應用出現，因此，IPv6現今的發展是學術研究的熱度大於廠商開發與IPv6相關軟硬體的熱度，造成IPv6雖然吵的名聲很響亮但網路業者始終不敢很積極的去大量建設IPv6網路。但是以目前網際網路的蓬勃發展的趨勢與民眾對網路日趨的依賴以及蓄勢待發的3G服務，將來無線網路的需求一定會相當的龐大，相對各設備對於IP的需求也會大幅增加，屆時龐大的網路的路由技術與網路效能也會更顯得重要，此時IPv6的技術將會能更積極的被運用；所以我們要走在前端，先行掌握IPv6各項技術，以備隨時應付最新的網路需求；而今我國政府對IPv6的技術研發與建設雖有一定的經驗累積，但透過這次會議與其他國家相互分享與交流經驗，吸取他國的發展經驗，對我國發展IPv6有事半功倍的幫助。因此，建議往後我們應該更積極參與國際間各項IPv6相關的會議。

五、附件：重要之投影片資料
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- Integration of IPv6 brings benefits but it has also a cost

ROI not - yet - easy to evaluate
- Additional business models needs to be created and demonstrated

Create a Win-Win situation where IPv6 services are beneficial for the
overall community (ISP, End-Users and channels)

Nobody accept to pay more just to do what is available today through
IPv4 and NAT, but add new services/capabilities and the potential is
there.

- Examples

Adding IPv6 to End-Sites — eg. Home/SOHO/Schools - with a single IPv4
global address

Can add IPv6 to implement Server’s applications (eg. Web), Peer-to-Peer
(Video conferencing, Instant Messenger, ....

Enable deployment of new generation of devices that require global
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- All software vendors officially support IPv6 in
their latest O.S. releases

Apple MAC OS X, HP (HP-UX, Tru64 & OpenVMS), IBM
zSeries & AIX, Microsoft Windows XP, .NET, CE; Sun
Solaris,...

BSD, Linux,...

- 2003 and beyond: Call for Applications
Applications must be agnostic regarding IPv4 or IPvé.
Successful deployment is driven by Applications

- See playground.sun.com/ipvé and
www.hs247.com for latest update
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Japan is leading the worldwide deployment
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Ethernet-to-the-Home,...)
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- How to get address space?

Real IPv6 address space now allocated by APNIC, ARIN and RIPE
NCC (Registries) to ISP

APNIC 2001:0200::/23 & 2001:0C00::/23
ARIN 2001:0400::/23
RIPENCC  2001:0600::/23 - 2001:0B00::/23
- IXCs 2001:0700::/23
- 6Bone 3FFE::/16

- 6to4 tunnels 2002::/16
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[image: image18.png]* Broadband.
— Content rich, video, voice, digital photography and music.
+ Utilization of the Internet for ‘mission-critical’ communications
— IPSec VPNs, interoffice voice traffic, etc
+ Interconnectivity of non-PC based equipment.
— IP phones, building automation systems.
* End-to-end communications/peer-to-peer (P2P)
— No more server-client model
— Sensors, MS Messenger, network file sharing and games
* Ubiquitous communications
— Hotspots, mobility, 3G, PDAs





[image: image19.png]+ Network Address Translation (NAT) complications.
— Effective temporary solution but introduces complexities in network design
and transparency for end-to-end communications.
Breaks the globally unique address model
Breaks address stability.
Restricts ‘always-on’ and ‘plug-and play’ environments.
Breaks peer-to-peer model
Breaks some security protocols
Breaks some QoS functionalities.
* No host based and end-to-end security.
+ Limited IP addresses allocations
— IPv4 cannot scale considering current population and economic growth

» Poor mobility solution e.g. triangular routing issue

+ Poor Quality of Service (QoS) solution and routing efficiency for
the current Internet infrastructure

« Basically showing its age.
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Why IPv6? An Introduction

+ Limitations of IPv4 and future extensions are addressed.
«  Worked on for the last 7 years by the IETF (Internet Engineering
Task Force).
* Addressing schema is based on a 128-bit address length.
— Virtually unlimited global IP address:
- Population of the world: 4,294,967,296
- IPv4 addresses 6,000,000,000
- IPv6 addresses 340,282,366,920,938 463 463,374,607 431,768,211,456
(67 billion billion addresses per cm? of the planet surface.)
« Changes not only in address length but also IP header format
and information processing
— Hierarchical routing, streamlined header architecture, auto-configuration.
— e.g. IPv4 address: 203.115.225.25, 192.168.100.1
IPV6 address: 2001:c18:b401:1:201:2ff-feBa:d62b, fe80::250:8bff.fe5b:99a2




[image: image21.png]+ Plug and play function ‘automagically’ supported.

— Serverless auto-configuration and reconfiguration via neighbor discovery
and router advertisements. Improved operational efficiency.

— Ability to interconnect very small devices in large numbers, with mobility and
security functions, etc.
+ Inherent IPSec security features.
— Provides in-built end-to-end security
+ QoS is a standard and being further developed
» Designed to support mobility —-mobile IP (MIP6)
— The ability to ‘roam’ from network to network without loosing end-to-end
connectivity
+ Home address : Maintains connectivity.
+ Care-of address : Maintains route-ability.
+ Other extensions but not limited to:
— Multicast/anycast, routing efficiency, and other future applications.
— Future proof options.
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+ Perhaps the most important aspect of IPv6 is the larger IP
address allocation available.

» The Internet is still expanding.
— 320 million users in 2000 to projected 550 million user in 2005

* Increase in user based connected devices
— 405 million mobile phones in 2000, over 1 billion in 2005 e.g. 3G.

— 1 billion cars in 2010 and 15% expected to use GPS, locality based
applications, and sensors.

+ Potential growth for new non-PC Internet based applications
— TV, camera, radio, fridge.

« Growing geopolitical and economic drivers.
— Driving for a new global knowledge based economy.
— Sustainable economic growth by remaining competitive and dynamic.

— Stanford University, MIT, Xerox, and Apple each have more IPv4 addresses
than the whole of China. IPv6 addresses readily available for all

IPV6 i
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[image: image24.png]+ Recognizable and streamlined.
+ Reduce common-case/flow processing cost of packet handling.
+ Keep bandwidth overhead low in-spite of increased size of header (due to 128-
bit address length).
+  Flexible and extensible support:
—IP Protocol Type in IPv4 replaced as optional Extension Headers.
— Extension Headers can be chained together.
+ Fixed header length. No need for Padding Field
« Fewer fields in header allows for faster processing
— No header checksum calculation.
— Upper layer checksums mandatory.
+  64-bit alignment header/options
« Efficient option processing
— Only processed when present and mostly processed at destination.
+ No fragmentation in the network.
— Reduce router load and layer 3 switching of IP
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IPv6 Header Fields

Field

Size

Usage

Version

4 bits

Denoting IP version 6

Traffic Class

1 byte

Priority of transmission. Facilitates the handling of real-time
data, etc. Provides Class of Service (CoS/QoS).

Flow Label

20 bits

Flow identification for packets requiring same treatment.
Facilitates the handling of real-time data.

Payload Length

2 bytes

Specifies the payload -the length of data carried after the
IP header in octets. 2 byte size limits payload length to
64KB; IPv6 supports a Jumbogram Extension Header.

Next Header

1 byte

Identifies the type of Extension Header; similar to Protocol
Type Field in IPv4.

Hop Limit

1 byte

Maximum number of routing hops permitted.

Source Address

16 bytes

Address of originating host or router.

Destination Address

ommunity

16 bytes

Address of destination host or router.
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*
Extension Headers can be ‘chained’ and include hop-by-hop, routing,
fragmentation, authentication, and encrypted security payload options.
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[image: image30.png]+  Checksum in IPv4 header format will calculate only header checksum

— Computation done f there are changes in the header. As the TTL value decrements at
every hop, re-computation of this field is done.

— Decreases efficiency of the router.
+ Options and Padding fields are checked at every router hop.
— Aswith checksum, this increases router processing time per-packet.
— Taking into consideration the exponential growth in bandwidth, this will lead to
degraded router performance.

+ InIPv6 there are no header checksums. Transport and data-link layers already
perform ‘checksumming’. The removal of this feature improves faster IP packet
processing

+ No Options field in IPv6 and replaced with Extension Header. The removal of
the Options Field results in a fixed length 40-bit byte IP header.

+ No fragmentation procedure by routers.

— IPy6 fragmentation and reassembly is an end-to-end function.

— With path MTU discovery in IPv8, only the source host performs the fragmentation
process (unlike in IPv4 any host in the routing path can perform fragmentation).

— The removal of this procedure will speed up IP forwarding in routers.





[image: image31.png]IPv6 Addressing Model

+ No real change from the IPv4 model
+ Addresses assigned to interfaces.

— Interfaces can have multiple addresses.
+ IPv6 addresses can be classified into one of three categories:

Unicast:
Uniquely identifies an interface of an IPv6 node. A packet sent to a unicast
address is delivered to the interface identified by that address.

Multicast:
Identifies a group of IPV6 interfaces. A packet sent to a multicast address

Is processed by all members of the multicast group.

Anycast:
Assigned to multiple interfaces usually on multiple nodes. A packet sent to
an anycast address is delivered to the nearest one of these interfaces.

IPV6 ciovl




[image: image32.png]IPv6 Addressing Syntax

+ IPv6 address are assigned to interfaces, not nodes.
— A node can be identified by any of the address of any of its interfaces.
+ Asingle interface can be assigned multiple IPv6 addresses of any type (unicast,
multicast, anycast). Further information is specified in RFC2373.
+ Atypical IPv6 address consists of three parts, the global routing prefix, the
subnet ID, and the interface ID:

Global Routing Prefix Subnet ID Interface ID

longth=n bits m bits 128.nm bits (in most cases 64-bits)

Used to identify special Used to identify a link Used to identify an interface
address or address range  Within a state. on alink. Needs to be unique
toasite on that link. Usually the EUI-64

format of the NIC.

Slobial

IPv6





[image: image33.png]« IPv6 address have 128-bits, or 16 bytes which is divided into eight 16-bit
hexadecimal blocks separated by colons:
~  2001:¢18:b401:1:201:2f fe8ad62b
+  Abbreviations to this address are possible.
~ Leading zeros in a 16-bit block can be skipped and replace by a "
~ FE80:0000:0000:0000:0203:B3FF:FE1E:8329 can be abbreviated to
+ FEB0:0203B3FF-FETE 8329
+ Adouble colon can replace consecutive zeros, leading zeros, or trailing zeros
within an address and can only be used once.
— Ahost always uses a 128-bit representation of the address even when it is simplified
and expands it with as many zeros as are needed to get a 128-bit address.
— 2001:0C18:0000:0056:0000:ABCD:EF12:1234 can be abbreviated as:
+ 2001:0C18::0056:0000:ABCD:EF 12:1234
+ 2001:0C18:0000:0056::ABCD:EF 12:1234
and not as
2001:0C18::0056::ABCD:EF12:1234





[image: image34.png]IPv6 Prefix Notation

- Aformat prefix is the high-order of

bits of an IP address used to ide
the subnet or a specific type of
dress

- Similar to the way IPv4 address are
written in CIDR

+ The prefix length specifies

most bits or the

the prefix

on appends the pr

a foreword slas|

ddress/prefix length

+ For example allocations from
regional Internet registries (RIR) are
currently in the form of a /32
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[image: image35.png]+  Similar to RFC1918 private IP address in IPv4.
+ IPv6 allocates two separate addresses for link- and site-local use.
— A link-local address is for use on a single link and should never be routed.
Uniquely identified by the format prefix FE80::/10.

+ Used for autoconfiguration mechanisms, neighbor discovery, and on networks
with no routers.

— A site-local address contains subnet information within the address. Can be
routed within a site, but routers do not route packets with site-local
addresses outside of the site. Uniquely identified by the format prefix
FECO0::/10.

— Both address types can be used without a global prefix.

1111111010 “ Interface ID Linkiocal address.
10bits sabits FEB0

1111111011 Subnet ID Interface ID Siteocal address
10-bits 16-bits. 64-bits FECO
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