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FI) Increase core densitﬂ

2) improve
interconnect density

3) Minimal to no Edge and-aggregation
disruption

B TAZ [PREMAH MO EENET  REHIRLENETRAE
BASBEERABAERERSROTA - AU DS B45 POP LM R TH

WA AN e B 475 — 154 7T & 40Gbps tHAE S EHRGFETHAE
Ao A RELA & 12410/12416 M % > XEFMAYAPLFh °

SWitch Fabric Cards

\

Clock and Redundant Line
Scheduler 12400 uses 4x1.25G
Cards 12800 uses 4x5G



= ~ IPv6 R &L
1~ AR EEA

AEENTEBAGMAAEMRE? (—) BARERGEA LS 2002 F092
+ =459 2004 =FEfEh L+ wfE - (=) PDA ~ Pen-Tablet & Notepad %1% A
#2004 £ =—F% - (=) 7HFZA—1EAPF - (w) 3| 2008 +FAREAE
—fEHEH TR S REALERERER () LEHARERTXER
R EE - TRTEFIP MuFRHB L -

100.00% e
90.00% &
80.00%
70.00% #
60.00%
50.00% 4
40.00% £
30.00%
20.00%
10.00%
0.00%

1980 1985 1990 1995 2000 2005 2010

1981 - [IPv4 protocol published
1985 ~ 1/16 of total space
1990 ~ 1/8 of total space
1995 ~ 1/3 of total space
2000 ~ 1/2 of total space

2002.5 ~ 2/3 of total space



Asia Europe  Americas

A& T IPv6 & Keyuglesg

[Pv4 g2 IPv6 42 IP R IEMBOAREI ATk ht e E
IP Service {Pv4 Solution IPv6 Solution

. 32-bit, Network
Addressing Range Address Translation

Autoconfiguration DHCP

IPSec IPSec Mandated

Security
works E

Mobility Mobile IP

. . Differentiated Service, Differentiated Service,
Quality-of-Service Integrated Service Integrated Service

IP Multicast IGMP/PIM/Multicast MLD/PIM/Multicast
BGP BGP,Scope ldentifier




_|Pv4 Header IPv6 Header

g ™ - field’s name kept from IPv4 to IPv6
[«}) & - fields not kept in IPv6

Q@ - Name & position changed in IPv6
1 ™ New field in IPv6
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SA Agent | IP Phone

Switch
SNMP

ATM
Router

ATM
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Synthetic

Traffic Multi-Layer
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Management Netflow
Station % Call
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11. IR %% %38 © Service Level Agreements (SLAs) BR#B ERLLHZR R A
BB RS R 3% 0 A3/ o

WwtEAT BEFPHBUEAEHERERAREFZRIE - SLAZEER
BRERIEY B G - ARE > 4738 SLA % ? SLA (Service Level Agreement ) & %
PHRFEREFEZ M4 (Contract) PR & E (Quality of Service ) F
LLE R Ay ie ko AR > 4+ X & SLC & ? SLC (Service Level Contract) # 4=
RRRAGREE AR E P R ARG R - SLC &4 %18 SLA > B3f
RAEAT—18 SLA > #&ZE R SLC > d3b#iZ > SLA BZR K 52 ~ R 1L
25 ERREEBELRRHBRHEREEHIAAB/BE LG ER - HE —BFaH
R AEAEE SLA > tFAR—EREE S ITH -

A5 ERBGEBRAABRELERETE  HE—HEAYATE THHERY > H%
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Business
Service

Traffic Management
Plus

End-to-End abstraction

{Hardware Application

Service 1 Service 2

SP1 SP2 Vendor1 Vendor?2

§m=ﬁ&mﬁ&mﬁﬁ&°
R AR R RS HRTS - KRR~ BB U -
ER AR RG ~ me - Hak e

”)D i A4
lement 2,
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13. & £ K R & R BARF;

(Mean) Time to (Mean) Time
Restore Service to Repair

{(Mean)
Provisioning Time

B|EERB

14. BIH 9RAS QI E ~ 843% ~ AT ~ A HATHAM - BEMRFR
WA BRFS 6 3 05 R ~ 5 SRR T FEENR - SRS FoRBLEHE
BAM -

Regional Retall
Corp. HQ/Data Center Aggregation

Enterprise
Domain

Enterprise

Domain Domain
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15, Bierefg ~ T/Esb M - RASREE - VAT ERRNRE -

W~ AR I KA BRARK - AREME QoS B M - ENE
MEM E SLA Frfgeg AR A THAMN - Hakk  @KEE - ERTBEBINY
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16. 5T A+ (Availability) :

TREREER > ANAEZIARSHOIFR - TUAREXET
Availability=(Uptime)/(Total Time)

A=(MTBF)/(MTBF+MTTR)

MTBF : Mean Time Before Failure

MTTR : Mean Time To Restore

HobafE HEREZNBRLRE BB ERTHY ELRHEABBHALTH -
& 8l % 7k % ICMP ping ~ Echo Protocol ~ Application Probe
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17. #téLi& % (Packet Loss) :

HOWHELANRRH G BGEBN DA B M RHBEHOARN @ - b B #
WA A B e ARG R AT ) BE B o BRI Aok
A F1 A SA #1) (SAAgent); & &3 — BT - £FFFEEEE (sender)
Fo B ME % (responder) EiF—% > ¥t EH SV e ekEE -
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18. #8#s 3£ 8 (Network Delay ) :

¢ ar
o -

e - o s w -
- - -
- o e e

1
1
i
.

.

P = Propagation Delay S = Serialization Delay

Wt BRI B OK — BB B — A EBARFTAR & L& & 0ER] -

Network Delay = Propagation Delay + Serialization Delay

19 3% 3¢ & (Propagation Delay ) & 45 — 18 E F Bk 4 — B34 26 2] A — B3R 25218
WE BB E IR o 24 5eH (Serialization Delay ) % 35 k9 4518 48
By REmMER QLA TRMREANGHET - RIE - THREFR] -

Ry iEE [1]) ¥e5 454 £ Network Time Protocol [2) ICMP ping & & &
8% F4) ICMP ping with round-trip time [3) Cisco ping MIB [4] SAA (Service
Assurance Agent) R H B M SAA and Applications (IPM) -

19. £ 1 N AR R LE 64 IR T4

Content
Delivery |
Services it

Content
Delivery
Networks

L2L3[
Networks

Mobile Fixed Cable DSL Dedicated/ ISDN/Dial Sérvers

Wireless ATM/FR
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m ~ QOS MRA & Y 3

&)

The problem we are trying to solve is to give
"better” service to some at the expense of
giving worse service to to others — QoS
fantasies to the contrary, it's a zero sum game
- Van Jacobson )

N

#ET2 QOS BERAFEAEE NI - BERASKNIRBE— B RBHFRE
#% A Policy Management - ©R —HE P X S 2B EE - £RER AL
(roles)” HIXHRME LS > HIE LY RBBAN S ERHE L - BRI U Kb ds
AR AL BER A% T AR AN TREATANEL Ui
%t A - QPM (QOS Policy Management ) f A B FH & 2 a ey Rl E R - &
BHUNIP THEEABRKATRAATRAONR  BEHRRITRAEAELE F3TH

[@Pdisias " [ el Pokcies _u

Cisco QoS Policy Manager

& Coloring. DSCP=AF31(26}
. 4% AccB000=>IP-Phones { = Coior H 323 biaffic to DSCP28 ... Coloting, DSCP=AF31(26}
8 AccB000=>SoftPhones ™ Color MGCP traffic to DSCP26 Colalfng, DSCP=AF31(26)
4 f ) g&mo‘ g ml:olcu CTi uaffic to DSCP26 Coloring, DSCP=AF31(26)
-+2% AccB000_GE=>Dist
% AccDistK-VoiceVLAN
gh Dist(|0S}VoiceVIAN
Dist{l0S)=>6K-PFC
+g8 Dist{l0S)=>Non6KPFC
& Dist(I0S)=>RouterwAN
pr Dist=>Acc6K-PFC ;
g Dist=>AccNon6KPFC i,'
& Dist=>RoutetWAN -
& Dist_GE=>RouterWAN
g RouterwAN=>Non6KPFC
g WAN-ATM-VistualT empl
% WAN-FR-Interfface Group Contains | 1. . Type: eth Card Type: Non-VIP
-4 WAN-FR-1.5M-DLCI
@ WAN-FR-128K-DLCI
@ WAN-FR-266K-DLCI Trust State: Untrusted. Trust-ext: None. Qos Style: Port Based
i WAN-FR-512K-DLCI

{Protoc...

Model. Cat6000

{Mapped Software Version: 5.5

QoS Property of Device Group "Acc6000=>VolPControl”: 2Q2T/1P2Q2T

% WAN-FR-64K-DLCI
S WAN-FR-768K-DLCI
Gt WAN-MLP-High(> 768K)
WAN-MLP-Slow{<=768k)
@ WAN-PPP-High{>768k]
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I %o Ko e o QOS » 73 R B BMA 6 H M » SRA A1 — K 60 £ 3R
% » L34t QOS Ml -

V' Catalyst
Cisco
Router
Enforcement Classification
Order Entry,
Finance,
Manufacturing
Wik — R od £ 3 Mk
QoS #HitM¥

QOS ey TR A L4k AHEHGBIE ~ - METEFAHT - B LHEFY
ZE2HF - ABEESEXORF RSB AEETRG R REAE -

Admission Congestion Link-
Control Management Efficiency
51 Management

@

FILTERING QUEUEING DROPPING LIMITING FRAGMENTING
ACLs PQ/ICQ/WFQ TAWL LIMITING LFl
IPP/DSCP P RTP PRIORITY WRED GTS/FRTS FRF.12

P RTP CBWFQLLQ RSVP cRTP
NBAR 202T/1P2Q2T CAR

RSVP WRR POLICING

TRUST
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NetFlow

MEASURES: Device Interface Traffic Rate
by s/d IP Address, Port Number or AS

Sampling:  Observed
Collection: Embedded
Scope: Device/Link

Perspective: Network

ART MIB
Application Response Time SNMP MIB

MEASURES: Response Time of Live
Application Traffic to Server Device

Sampling:  Observed
Collection:  External Probe
Scope: End-to-End

Perspective: User/Network

SA Agent
Service Assurance Agent

MEASURES: Latency and Jitter Between
Source Router and Specified Target

Sampling: Synthetic
Collection: Embedded
Scope: End-to-End

Perspective: User/Network

QoS: DSMON, CARMIB
Class-Based QoS MIB

MEASURES: Amount of Traffic by QoS
Service and the Routers Handling of
Queuing

Sampling: Observed
Collection: Embedded
Scope: DevicelLink

Perspective: Network

B F HAT L5
[1] “9%%% & Net Flow

[2]) AR 1% 241 Service Assurance Agent
[3]) 7 A R /&%) ART MIB Application Response Time SNMP MIB
[4] QoS : DSMON - CAR MIB - Class-Based QoS MIB -

3. WERE

HEBAEAUTACEEEEB L £Z LRRMA 2.8 éhiefrht 3.8 R%E 4.
Byt S.HE=ZRIHE 6.ToSbyte 78iAN T - TR A EGH » UEHE—HEAN
mAERAHRREAHNA > BAABAINAMEN BN - FRARALLEBEED
A CRBE -  ARFLOBEABENR - WO BN - £ERGEA LFR

R EHE S OB REH -




4. RAFPRFBLLA

Increasing Service Value

Jitter

HTTP

FTP

Connect Frame Relay

s - oL | s ,MPLS VPN
uppo ) Aware
(To3)




Corp. HQ/Data Center Regional

Aggregation

ASBESAMERGBEMNE  IMAERBAGREEABRY S - StHARHH E
BRSNS £ IP A ey QoS BT SR B - ABERTH M
FREREHGFT S -

5. A RRERTFR :

N
N\ Catalyst

6500

Servers




#7352 RMON ¥4 T o #8385 #7448 (NAM Network Analysis Modules )
A HERMEBRR SR THEB R - ART EREENZTELENAMA - BEH
l@ﬁz;%ﬁﬁ%ﬁﬂl@%&ﬁéﬁﬁﬁﬂgﬂaﬁ ° ‘

Application Level Responé-é’Time

Client Latency Server Latency

— —

Network Flight Time

ART MIB Z o M 4#7 TCP 1.0 BA FAT G 4oty B o933k > T & 25 U b
Z W E e

6. DSMON :

R &4 BB %) B AR R F) 69 MIB - 4 — DS g54% (DSCP DS Code Point) {8~

AT E BT REI R IZ - DSMON 84 4 & F # DSCP 2Lk € 493 4% -

BIE BRSO H 0 B P DSCP # » B &R 3% E QoS k% - % iE K QoS
¥k 85 > DSMON T BT THMH -




%45 A DSCP 8514 QoS A A F 4 A ey o 4 M DSMON #EE AT #IH :
@ 1. Diff Serv 4 #8238 6935 8 % tb D A 2R 8] & A&k QoS #9 4 BL
@ IR0 E DA BRI R AR R R YIS o

O BEERWEHNEEDEEIRAHEALAE @Ei 3y -

7. DSMON MIB 3 4t 22 44 B

Protocol
Stats

Protocol Net. Host
TopN
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LRAFLRIENRBEERMES (—)BEIARIMES OGBELEERAR -
(=) BGP ~ EIGP ~ OSPF & IS-IS Z £ K18 - (=) NI WBEL R ERE
Bz AR (W) PHBQRFHBER T EIME -

e Rz dF K
BB
S 2 AR
CHE TE R P
BGP 2z ZHu 4 ¥

L ok

28 by ) € 4 A o $ ok Fa] 2 B
%~ BHMERZFEAEL
AER HEPETRTHL
B4R B BIRAS T BT %
ZAE M - IR R
BFeTf5it A B A 3] E &9
BEERKER -
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4 7 3% 3% Rl 2 B

1% — & E Fo fLEE R
IR H — MBS d B
&L hk A B o 4% B 3%
BBEZBBAAER
DOS » K& #3%#% &b
% - %1% DOS X2
AR LB A RS HAL
sl L BB H
#HHEE -

Flood This Port
with Fake Routing B
Protocol Packets,

Causing Resource
Exhaustion

B RERFHAEwE
(p8) A~ » BB
ORBETRBORARESN
A AERERMNTER L
BL > TREP LMB Y38 i
o ERAEBRXERR
o hol (p9) Fiwc» ¥ A
FHTCP EEZH/EALB
Z R EES KR -
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2. PERG

Normal Traffic Flow @R
Redirect to Black hole

PR ARE
HE W FiE
TARER - Bl
HRERAETH
AR E
BERRGER
# o

Normal Traffic Flow

Redirect to Monitor

Forced Loop
HBRFEHTHRILEER
P HY B A £ 2R 6 A
BN kLA TR P
HREM - ARFEAT

A PR D
. R E SR ERHAE
B ¥R TR © 23 b Ak AR 4R
R R A K et B
F XL JBAF B F K
EANMEB P o
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R e — 1B
Bd Behsa ks PR
FIERHEE B
SNMP % ¥ X k& &
4 fk o

elnet to the Router
and Reconfigure
>

;

ABRERARBER G

BRe94L - 3 B IE NG
ESoN Ee kR aL Ry
W E NS RME&
AEfE s Riiakd \
A%-HIGP M3 @i Modify Data

T RERAIR M F 4R 1R Inject False
BaBhesak mAH Information

LG EVIER: RS-
hEEHE -
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BB b MO S ARG E MRS IEN o N R B R e RAE
OSPF ~ IS-IS ~ EIGRP - BGP #4 % 3% MDS5 & % %338 B- - MDS5 4£.eBGP #4975 £/ #3
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5. BGP TTL Security Hack :

Transmits All

Packets with a

TTL of 255

Doesn’t Accept

Packets with a TTL
Lower than 254

A eBGP

Packets Generated ;
Here Cannot— |
Reach a witha TTL
Higher than 253

BTSH & — M #] A LAf%3# BGP &% 28 %, % & BkIE 0y s % - EBGP &) 53544
R AR LA 255 6 TTL %3¢ 6, > 3t B 4648 TTL &4 254 &, 253 #h3 & - ARk

AR REL [ BGP 435 B 692kt > FAE A 4 AEARAET — 3R R e & - ARebag it
A & BTSH &.4%& BGP: CSCea29206 ~ OSPF: CSCea59351 ~ EIGRP: CSCea59358 ~
NTP: CSCea59361 -
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6. E%HBEHBE 32 BE
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SR ERE R ER o R BARR LR B A & &R A B G R% e4EA
BHBEER - R TH6E » LTS3 BGP s s &uk > (5 A MDS &
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SABREREFABOW T AR -BGP AR M B d Bey i@ sd
— 18 BGP 3 #3584 » sIFE R A 5 — AL 4 4% (AS) —# -
BRABEEAS% (AS) BEBBERUEBERABHEANRE R BB O BAREK
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FRBZ AT o MALERE LAEE L% GHE » THEdRaERLE
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SR EB RS EREEERSE B ARG - HINE AR dnihnd
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Bz A E M E -
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WBSBMERAEENBOEN  BEBOOBEREBEHREEE {247
:}%ﬁf&ﬁ& Aol EER B G R RAE RO E R BRIk E (1) %%
— B TRERLLAS (AS) AHREELLE B K (2) BEKETHRHEY
ﬂ%@%wﬁ Wi B e R S 0 (3) BN A% (AS) TR
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BAEABGP M R A& -
&7 soBGP #%:t LA T #eh— % 44 > B A7 soBGP %ﬁ%ﬁ‘@d“"‘&
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(=) 2 EAHAXGER > THLERBILEZLELR A EH BT L
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() REEERBM  ERAXMBFHGER  AHFBRFABERSER -8
AR B R BT T e
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ML F{E% soBGP Y e A4 B 693 BA » BB Fm) RE T 6 ~ A H#ER -

R A% (AS) BB - ABEFEFAHHAL -

Certificate

Exchange

soBGP Processing

RSB arEAEERL [1) 2774 eBGP 352 (AS F4 %) M #huyE [2])
WEFEHF R AT —18 eBGP ik i@4oEE 7 AT E &Y soBGP % - 5 — eBGP & #
BaoE L ERAPITESER HEMEF LT RBERLRS -
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Certificate
Exchange

soBGP Processing

WL AS SLURBRFH 2R IBGP 2L 8 AS B NHFARES -
SFAR B BATH AN RBERFREIMEHEHFE - 4% & % 1L RADIUS

WIBFIRE o A AR AT B

Certificate
Exchange

soBGP Processing
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soBGP Processing

REBELFTifo X LAEYE =% (third party) ZEH Bk - 3
18 AS A4 URMBEME AS FHidsio - AEERAAABNRERLSF > REXW
FIENBI RS KRB HEMEBE -

HMEFM R ASM T > A BAL— KR - N —EXERTFE
FEAREAT A ) AS BUATE A M AL > B XA F L&) B T - SoBGP 7KSE
HE X AR > 12 IA AR A A B R o) M AR e 6
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45



42474 B AS_PATH ¥ X EX TR&A# 5 Mm% > T &% aggregation ; & —1&
PARAEL - HHARE M TUBMMAENSEME » b—FRRAEH RS AS 2|8
— W EEE AR F -

8.BGP Z £ ¥ :

R L TN

“‘.\ '0...'
o ASB5500 .,

EGChihmey ASLEE £ AS65500 th 2 B L& A H B ik THEHE-
ABRLELMEHEGHENE  ACAD LR AEEEHILLE - BTFEENU

ALFXLECARD L@ BRE #F L LBREE LRI H REWHRE
MABFRTHIBREELEBEHE L LIRS -

46



PR L bbbl | TV
v %y
L\ e
8 ",

. »,

) »,
0 A865500 '~

\d

ip route E nulld
L]

router bgp 653500
redistribute statie

.,
., o
', «
RATTTTRL LA

FAREAEA LRI —F 0 UMRBEERE —EEBERELE0RTY
B RS E bk £ A B4R 3] A kiBEABGP-CH D B4t b &
FlA BB EE - Bl HERIIBREY > THEESFERARTHEK
B -

47



R\ L T
N

" AS65500 .,

.,

‘Q

“‘

ol Y
aE
)

% N

1 N

\ A
Create Blacklist

CSCeab0907 #§ AL H R R EA — B BGP 22 H A VRF AR Z 4 8
Lo RBETEALHAAER MA—LERBMAE®  wibER CHD

MBHALEEZLEL o b # G MR €4 CHo DK - RBMA
HEBRERXTERILLE  MAHOKKESE -

48



“‘.u“““\u....
.

L) Yo
=" AS65500 ™
AN »,
“' Q~.
N -,

Create Blacklist
Entry Here

Packets Sourced
fromG Are

Dropped Here

)

!
\

.’.‘iﬁit\““

o BEAZNABMAGEALE R DB ERIFERKN - EIDSRES — A ¥
EHEHEER LIRS R RN CHREANLREY BGP Bd 0 3l R
BROHOLEB I SSB O RERKEE - RO T LRSS P -

49



9.BGP a4 &

150

‘.a‘fﬂi"'i"...

A365500 3‘

A365501

"h““-“‘

CSCeab0907 4% 4.3 BGP B h#k M B A — B AL A ARG VRFALE L - A
Fo B2 83 10.1.1.0/24» A xRk 4# 5 100,B B2 5 150 A &

R d HEdB-

50



LR L L
o e LN

" AS65500

Best Path to
10.1.1.0/24

>,
‘\
LY
LY
LY
.

-

.
-
-
s
»
b
-
-

*

X

*
N
s
’Q
\d
\d

A B
RPF Check Fail { # Best Path to
: C 10.1 1.024

A365501

'.‘lw\\\\"‘

wE A B¥EE RRF £4 & BAREREELEd Co AAd 10.1.1.1
BEHOMHEEHBRATHELZYH BAHAHERBIERBETNSEFE BBER
BB EH ABKEE - AADAI T XRE L QBB E HFTHRAEL—R
o eXB AAHRAK eI HENRA -

51



.““‘|‘!l.|§|.‘.
» L

& AS65500 ™.

Best Path to
10.1.1.0/24

Je{.* Best Path to
SiP.C 10.1.1.0/24

.,
o,

‘\
“
LY
.

10.1.1.0/24 }

AS65501

b

. S
“rnanansst®

f£ AS65500 P9y B s B ibBe h BAEL G L ERBF AZ T A 10.1.1.024- % A
BRI R €4 1011024 K E LG4 B e VRF- EH 84 A
XikF > B EHe RPF B E G 4 569 VRF B b 015 AR AT -

52



B gnads

IP Y B2 W RIERBR > R ZEHRE > @B
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