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1 Introduction IP Quality of Service

FeERHAIHES - — RS REELBZEST Internet MARREITE R HZERLY) - bR 7Y
MBI - IS E TR MR RS, 5391 VOIP B EA & 3R F Bk Ak B
% - SRTTT EI A Internet 4% HBEHR (L8 T R (Best-Effort) BT - dBEIFARE
XM T - 57T IR P R ERRMERIIRES - BFERE T IP QOS Ky -

1.1 IP QOS a5z

WA KBRS TR TR

(MR BT B P HERS R IR R &
PEOLIRE RS R A B PR - AR LSRR A ZREE AR
BRHRFR AR -

REtEE - £ R FWERERBERIRETEZ FZFR

1.2 QOS &R

Best-effort service

EREENMEARE  EAREHFERENREEEK R
EERFEIERN - B2 B Internet EHEARH -

Differential Service

BB SRR FAR (Class of service)  BRENREFARACA
BSHIEREES - SERERRESE R SUER soft QOS -

Guaranteed Service

e ELRRTA S LMES T A EFT RSB TR WIRTFHE R
B AIEERE - DRSS TR - EREIREE F SR hard
QOS -



1.3 B EH]

QOS H9 % HH SR LB ITRUMERS - (EUEFEER TR IFHIMERE? — M mT LUR
% (Bandwidth)  $H4EE (Packet Delay) ~ &8 7 R (Jitter) & B & (Packet
Loss)& /i M {EE & -
® Bandwidth
DA B RO R T R R8s - REREME PR K -
® Packet Delay
A T AR RAVGEER T - BXEUGE S IR AR
150ms DA FAVIGERFE - BRI S E s iRE B -

Cumulative Transmission Path Delay

Sateflite Qadity
Higgh Gualit, Fax Refry, Broadeast

] Ha 200 300 400 S0 B0 700 800
Terse (msec)
Detay Targel (roax}

ITU’s G.114 Recommendation = 0-150 msec 1-Way Delay
B —. FEEEEER
® Jitter
NIGEICRR R RN 2 BUNEERNES A -
® Packet Loss

BERERE AR EEL - #EHRNEREEEREL -

7 1. HAERRY QOS TR
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2 ‘Differentiated Services Architecture

QOS FZHAEHR LR (Guaranteed) 2 & [ (Differentiated AR 75 - CREZHRFS K
PRk S B R Ry QOS - Diffserv iEABS RN RIER - WECERF
CBINER - TN AR @FRARES < S8 BRI -

2.1 Diffserv Z2#%

DiffServ ZEf& ]k T [BI KR - B2% = 8 H At Diffserv WIS BEHH
%555 Edge BEH% » HEMIMNEIRAZEEEHSE Core BRHIZR - QOS #§
4%I{E Edge i3] 1757 0%FAER 8% (Traffic Conditioners) 3R E5{F 43 SE B AR T
BIEPCR MR IZERE I S3E Core B8 FH 2 AR% € PHB(Per HOP Behavior)
BRI BO MRS E R

Y

_ DiffServ Domain B

-

Premium  Gold  Siiver  Bronze Bil Bucket F’

Poli Sh, TCBL Q, WRED Packet "color" in DSCP PHB
olicer, Shaper, LLQ, color” in
MQC - Clariﬁcahon & Marking s e P LLQ/WRED

2. DiffServ ZEf#[E




ThREE SR & FEFDhRE B
Traffic  |[{EHEFEF Edge #%| Classfication ~ | \RIBEACE
Conditioner |FHESHIEIAS T Shapping -~ Policing | ¥}3% % DSCP
PHB 3 A DiffServ A fiff|Resource Allocation ~| {518 DSCP &

BEigHs Drop Policy PRARSRITIEATE

2.2 DSCP

FEEERY 1P 525 EEIFIAT TOS(Type of Service)dy#: » {EHTHIB FHZ %
% LB 5 B - I ABETR > RS A& RHEE  SORS (Rt —2 8-
{HFE# Internet HFER » (LI AR - B3]IL T & EEHRBH - H
DSCP(Differential Service Code Point){RFEFH /2 DiffServ HyIREE o

Bits: ’

P4 TOS
byte

N_-— DR s et
RFC 1122 2600

RFC 1349
Bits (0-2): 1P+ Precedence Defined  Bits (3-6): The Type of Service Defined
11 - Kelwark Conleed G000 {ak cormal)
110 - Indernstvietk Sontn 000 {reinapize delay)
- CRIVICECP 00 ireaxiereze Prcughouly
A0 - Flash Gvenide QD imaximize refusty)
011 - Flash 00 {minimize monetary oost

W0 - hmeeiale
401 - Priny
X0 - Reuling

[&. [PV4 2 TOS




DS-Field

Class Selector i h
Codepoints g Currently
: E Unused

N’

Differentiated Services Codepoint (DSCP}
RFC 2474

[&. DSCP

'3 Network Boundary Traffic Conditioners:
Packet Classifier, Marker, and Traffic Rate

Management

Queuing &
Dropping

»\Clussificatio

v/

n

Shaping |

[E. Classifier, Marker, Policing, Queue and Shaping
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3.1 Classifier

AR T F A 2 AR S BN FI R AR

Incoming/outgoing interface

All/any IP traffic

Standard or extended access control list
IP RTP ports {real-time traffic)
Source/destination MAC address

DSCP or IP precedence value

(If trusted and marked appropriately)
MPLS EXP (experimental bits)

(If trusted and marked appropriately)

Network-Based Application Recognition (NBAR)

3.2 Policing & Marking

MEFER

CIR—Committed rate

PIR—Peak rate

CBS—Committed burst size (max)
EBS—Excess burst size (max)
PBS—Peak burst size (max)

Tp—Current size of PBS bucket

3.2.1 A single Rate two color Marker

PRBIFVEIE— SR EEN » R SR e R R ES

G B E SIS W T



= &
B oR i
L -5
[ AL
{ i\:ﬂﬁ B 1593
Lo 1
] fe ot e B iy em
S i Ko
hy

—— A
’
) G

[&.A single Rate two color Marker
3.2.2 A Two Rate Three Color Marker
£ st =HEML » BTG EAEE -

&
P
A
g,vm@
; ? |
e & .
Bkt o o
ey
-

[&.A Two Rate Three Color Marker

3.3 Queuing & Dropping

3.3.1 Queuing
FHERRHN queve FE I ET EEHHE FREAR » TJHLURE
B hasans - Hhe — R AR RGBS (FI40: VOIP) -

3.3.2 Dropping
—IRTE - EAREEN T 2%, RN aeminE - t—H=8
£ Tail Drop - {HE% EF71EFHZE - ATREDITHEIRY SR - &
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Queue & Dropping

3.4 Shaping

Shaping #RENEL Policy IRAIE i Ua BLE R ERIE L - EfFEEHEE

A Queue ALUMASE LM - PR EEK -
|

i
Tralfic Rinv,'“ i

Trafhe

fraths

:Tratfic Rate

Paticing
H £
2 z :
= [ S—T S M
Shaping i
Time Time

. Policing Eil Shaping HYELEE



4 Per-Hop Behavior: Resource Allocation

B Eh 2l F %78 Queue KRB Z AT K, WHELIPIBIELEMESFHR. T
SR 53E R Queue ©

® FIFO(First In First Out)
1ER 8RR T Queuing 730K, FIFO BB TEL A=, EMUBHKEIRER
SeARNEFFUEHIER. & Queue HUETRRF IR BMERI U -

[ [ [ ]
/ FIFO Queue \

3 2 1 1 2 3
[&]: FIFO Queue

® PQ (Priority Queue)
PQ RFBHEEABEEIRIE LIRS, HEEBREEET BT EERE
o3 -

® WFQ (Weighted Fair Queue)
REFVES 53 5 TSR (Voice, Video, Data). {RTNEHEEHE Queue & 53HCEL
B -



[&. WFQ(Weighted Fair Queue)

® LLQ (Low Latency Queue)

K52 PQ B WEQ iZFFPELLFE EIRE R W S 545 MR .

Low-Latency Queuing

Priority Queue

Class 1

Class 2

Class 3
Class-default

Low-Latency Queuing
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5 Per-Hop Behavior: Congestion Avoidance and

Packet Drop Policy

AR Queue BB ERARRNL AT FHVEHIEM U B Queue HUREE. {4
_E#9 FIFO # Queue 3 {3 FH i BE R R Bl 3 75 5\(Tail Drop), & Queue W&k, i
RREBIENEMD. MR ER B AT A #EE 5 EHY TCP(Transmission Control
Protocol )i ZE Z2 47tk 5 X0 B FIE RICRUE.

TCP Slow Start

TCP Hy%%i% 3 (i % 25 %5 (Congestion Window)ZREATTHEZEPAH]. E—EH#THY
TCP $135BAMANRF, EEFRERBEEEER 1 8/ B(segment- 5EH
512bytes Y, 536bytes). B E < EFER EFEERKEIMERIR W SRHIR A A E.
— B — (SO R, TRE A/ NSRS 2. that i 3R vl S BIRERR
AT, SEAREES 2 (ST MRECEHE, MEA/NUHERGR(1.24.8...). HEMATIE
FiEsg, EREd/NEML. B2, E—82 T EEMERRRAR, HEA/
RHEES 1. EREHR. ZEER, FTERE B TCP HHERRsERIREX.
Higk B A8~ Global Synchronization 3742,

Congestion Avoidance

51k Global Synchronization F3R &, EREVEEREERER, MEL CHEE
Z175. ¥4A T RED(Random Early Detection)iy A%, 73R8 #E IR, JelAREM
FH IR LIARE, SO TR E AN DI TERE R, WRh L.



Behavior of Lc‘)p_‘g} ‘[CP Segsiqn

TERT TR

EotT

45

40

Congestion Avoidance Phase
35 .
Linear Growth

30
25
20
15

10 Slow Start
Exponential Growth

o

o

10 20 30 40 50

<

[&]: Behavior of Long TCP Session

Avoiding Global Synchronization!

i
i
]
H
- Queue
100% Utitization
»  Time

3 Traffic Flows Start Another Traffic Flow
at Different Times Starts at This Point

Avoiding Global Synchronization
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6 Integrated Services: RSVP

Intserv (Integrated Service) FJEHERIF—(EAIZMHAYITR. Hrfr RSVP
(Resource Revervation Protocol) BIZHAITT . B, RSVP 2DLE
Set AR I ES U B R H Y. ERTRERS LA e DR & RIFTAE
IR AR SR L T RS R R T S UF TR R,

RSVP HERE

RSVP Hy{EE 435 PATH K, RESV —fEASEEA S8 PATH ERROR, PATH
TEARDOWN, RESV ERROR, RESV CONFIRM K, RESV TEARDOWN %5 7, {f

BEEFL.

A. PATH
FRHETHRPATHRAL, AAATHRE EHEIUET P, Port FIRTTRAVSEEL R R{EAE
EREER. WEHEAN T, RIFFTRRCHLEYE. —ERR
ENER IR, Rl PATH TEARDOWN FRE S AIFTHSES I 2 B e
FRAERR MR H & RA G HERBE .

B. RESV
B IE] PATH B9 R1R, GcleBEERRREAEH. & EBEE G
ok, HI[EME RESV CONFIRM ALMEFHRESHFEET R, e E
B RESVAR, &AIRGARRSL. —H, BIFRLEEEE, Hl#H RESV
TEARDOWN 1 5 £541.
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T B a0 e
100 msec Delay f:?’ } /puttimedia
4 ,} s Station
Handset o i Need 16K

Multimedia Server
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7 QOS in MPLS-Based Networks

QOS & VPN {—{@E FZHERS>. F11IP QOS HRHFIRIZ AR FIfEft DiffServ K

Guarantee Service fif& Hz0. VPN & F o Fpghes FEgaT

CAR } CDR fif&

VE P AR IS B e 3% e S MBS 4] CAR T EE ST NS Fpg e as < FRHE, 1
CDR £+ 8 A BE HH B8 UR I 25 AR, FE B #RIgHss AR WFQ K WRED

F TR

VPN Green
Site 1

MPLS Cos
Uses WFQ/WRED based
on the Cos bits

CAR: Committed Access Rate
CDR: Committed Delivery
Rate

VPN Green
Site 2

20
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HER QOS K E®: QOS ThEE

1 | AOREHZE HIE 10 R FRSHER(CE) MRS T 549,30 VB
B4 IP Precedence. JH-{E & ##5 %U%E (| MPLS COS {E L.
HEIE2: FiRSIREENE R HEECE) HRBER TS
#9,58% e MY MPLS COS.

2 BERSHEs IR RAE N BREEhER ELL WFQ K WRED /3
HHFAE MPLS COS HYEAKS

3 |HORRHER MPLS COS HY{E##ESIF] IP Precedence.

4 HIORRHEE L CAR(Commit Access Rate) Frag/R Bl < R
%.

8 Committed Access Rate

ThhE:
o (RERTEMERHERIGRM:, PREEL ARG E MEEFF.
® FIFHELE IP precedence 3¢ QOS group G, {EHEAINER
o HERAIfEMRIE incoming interface, IP Precedence, QOS group E{
IP access list
® #i{Fu]E transmit, drop, set precedence, set QOS
ik
Task Command
(Optional) Specify a rate-limit access access-list rate-limit acl-index {precedence |
list. mac-address |mask prec-mask}

(Optional) Specify a standard or

extended access list..

access-list acl-index {deny | permit} source
[source-wildcard]

access-list acl-index {deny | permit} protocol
source

source-wildcard destination destination-wildcard
[precedence

precedence] [tos fos] [log]

Specify the interface or subinterface.

21




This task puts the router in interface interface fype number

configuration mode.

Specify the rate policy for each particular class of |rate-limit {input | output} [access-group
traffic. [rate-limit] acl-index
| gos-group number] bps burst-normal burst-max

conform-action action exceed-action action

Verify the configuration. show interfaces rate-limit

1 REEE T3 REEER 20M, fCET burst £ 24000bytes, JlFEHERAIES
2

interface Hssi0/0/0

description 45Mbps to R1

rate-limit input 20000000 24000 24000 conform-action
transmit exceed-action drop

ip address 200.200.14.250 255.255.255.252

rate-limit output 20000000 24000 24000 conform-action
transmit exceed-action drop

#if 2

o [HRFTHR web IAKS, HEREMRIHEE AHE .2 IP Precedence=>5 R
HEISMYED.Z IP Precedence=0.

o (HABHEIRAN L FTP 24, AEE IP Precedence=5 JFRHIE S HIE .

o [RHIFTAHERZ HMUSEE R 8M, normal burst= 16000bytes, excess
burst=24000bytes, {H2FFSTREAIE AL E IP precedence=5, WERFE
O£,

interface Hssi0/0/0
description 45Mbps to R2

rate-limit input access-group 101 20000000 24000 32000
conform-action

set-prec-transmit 5 exceed-action set-prec-transmit 0
rate-limit input access-group 102 10000000 24000 32000

conform-action

22




set-prec-transmit 5 exceed-action drop

rate-limit input 8000000 16000 24000 conform-action
set-prec-transmit 5 exceed-action

drop

ip address 200.200.14.250 255.255.255.252

!
access-1list 101 permit tcp any any eq www

access-list 102 permit tcp any any eq ftp

Router# show interfaces hssi 0/0/0 rate-limit

Hssi0/0/0 45Mbps to R2

Input

matches: access-group 101

params: 20000000 bps, 24000 limit, 32000 extended limit
conformed 3 packets, 189 bytes; action: set-prec-transmit 5
exceeded 0 packets, 0 bytes; action: set-prec-transmit 0
last packet: 309100ms ago, current burst: 0 bytes

last cleared 00:08:00 ago, conformed 0 bps, exceeded 0 bps
matches: access-group 102

params: 10000000 bps, 24000 limit, 32000 extended limit
conformed 0 packets, 0 bytes; action: set-prec-transmit 5
exceeded 0 packets, 0 bytes; action: drop

last packet: 19522612ms ago, current burst: 0 bytes

last cleared 00:07:18 ago, conformed 0 bps, exceeded 0 bps
matches: all traffic

params: 8000000 bps, 16000 limit, 24000 extended limit
conformed 5 packets, 315 bytes; action: set-prec-transmit 5
exceeded 0 packets, 0 bytes; action: drop

last packet: 9632ms ago, current burst: 0 bytes

last cleared 00:05:43 ago, conformed 0 bps, exceeded 0 bps

23




9 Modular QoS CLI (MQC)

55 EFQOSHIELE, MQC BQOSE 45 ={E5 BE: traffic class definition,
policy definition J: policy application

Step 1: Traffic class definition

- REFBHIAER, i class-mapiEay

Step 2: Policy definition
- BE RSB IRmarking, policing, shaping, queuings¥, {#

policy-map#§4y

Step 3: Policy application
""" fpolicy HERIZERAT LSRATMEIVC(Virtual Circuits) #HE AR
¥, {# Fservice-policy$g4y

BEARFEE
class-map [match-any | match-all] class-name
policy-map policy-name
service-policy {input | output} policy-name
PolicylyEEY
Marking ---
set {ip | mpls | cos | atm-clp | ..}
Policing ---

police avg-rate Bc Be conform—-action action

exceedaction action violate-action action

24



Shaping ----
shape {average | peak} cir [bc] [be]

Queueing ----
priority {percent percentage | bandwidth-kbps}
or

bandwidth {percent percentage | bandwidth-kbps}

Congestion Avoidance ----

random-detect [dscp | dscp-based | .. ]

10 SAA(Service Assurance Agent)

TheE:
® SAA 2 RTR(Response Time Reporter)? #4454, BIESLBIaH
RTR
o FLIE R4 SLA(Service Level Agreement)Z28, 4[] response
time, network resources, availability, jitter, connect time, packet loss
& application performance.
®
AHRE(ERS:

A. Configuring the Operation (Required)

Configure a Jitter Operation

Step |Command Purpose

1 rtr number Specifies an SA Agent
operation and enters RTR
configuration mode.

2 type jitter dest-ipaddr { name | ipaddr }|Defines a UDP Jitter
dest-port port number [source-ipaddr |operation.

{ name | ip addr}] [source-port port
number ] [control { enable | disable}]
[num-packets number of packets]
[interval inter-packet interval]

25




B. Configuring Optional Operation Characteristics (Optional)

C. Scheduling the Operation (Required)

Command

Purpose

rtr schedule number [life

seconds] [start-time

{pending | now | hh: mm [ month
day | day
month]}] [ageout seconds]

Schedules the operation by
configuring the time

parameters.

D. Verifying SA Agent (Optional)

show rtr application

show rtr

show rtr operational-state

O O O O

show rtr configuration

collection-statistics

Hifl:

&30 Router B | Router A fJ Jitter {H
%€ RTR=5
destination ip=172.24.132.100 udp port=99

send 20packets at 20 ms intervals

enable RTR responder on Router A for the Jitter Operation to run

26



Figure 4 Jitter Operation
1P Host 1

1B

Ciscovorks Router B

RouterB(config)# rtr 5

RouterB(config-rtr)# type jitter dest-ip 172.24.132.100
dest-port 99 num-packets 20 interval 20

!

RouterB(config)# rtr schedule 5 start-time now

27



Case Study

EHl—:

=N 4 &. <

= R T manend e
CE ﬁ.@ AN T
(= - o

IEFSED: MMt Mt =R %E R Premium, Business, Best Effort
® Premium: Max BW, low latency, no loss
® Business: Min BW, low loss

e Best Effort: No guarantees

28



CE-to-PE QoS for Frame Relay Access CE Outbound

PE Lw

WRED &

R
FRTS CE — \
FRF.12 ﬁ% @

¢RTP

REEEPVC BILLQ, DUREE R RSRE R e 2 2 T AR
FEF WRED $#{T dropping policy Fi@neaps s =R
IR&FEHCIRAEME bursting above CIR

o TH{EHEER FUIEIEE

(edjEEi=gE)

class-map match-all PREMIUM
match ip access-group 101
class-map match-all BUSINESS
match ip access-group 102
!
policy-map OUT-POLICY
class PREMIUM
priority 128
set ip dscp ef
class BUSINESS
bandwidth 256
set ip dscp af3l
random-detect dscp-based
class class-default
set ip dscp O
random-detect dscp-based

29



interface Serial0/0.1 point-to-point
ip address 10.10.1.2 255.255.255.0
frame-relay interface-dlci 16
class FR-class

!

map-class frame-relay FR-class
frame-relay cir 512000
frame-relay bc 512
frame-relay mincir 512000
service-policy output OUT-POLICY
frame-relay fragment 512

frame-relay ip rtp header-compression

CE-to-PE QoS for Frame Relay Access

PE Inbound
PE Inbound /ﬂ”
Police {C
Marking ore

PE
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!
class-map match-all PREMIUM
match ip dscp ef
class-map match-all BUSINESS
match ip dscp af31l af32 af33
!
policy-map IN-POLICY
class PREMIUM
police 128000 4000 4000 conform-action transmit
exceed-action drop
class BUSINESS
police 256000 8000 8000 conform-action transmit
exceed—-action set-dscp-transmit af32
violate-action set-dscp-transmit af33
class class-default
set ip dscp O
! 1
interface Serial(/0.1 point-to-point
ip address 10.32.14.2 255.255.255.0
frame-relay interface-dlci 16
class FR-class
!
map-class frame-relay FR-class
frame-relay cir 512000
frame-relay bc 512
frame-relay mincir 512000
service-policy input IN-POLICY
frame-relay fragment 512

PE-to-P QoS, PE Outbound

31



Bh{E:

® fR#ginboundiymark 433EEAME

o FLLQEEMBEE R M E

® JEF WRED #fT dropping policy RI@fIEER{# H=HK
HHEY

PE Outbound (POS)

1
class-map match-all PREMIUM
match ip dscp ef
!
class-map match-all BUSINESS
match ip dscp af3l af32 af33
!
policy-map OUT-POLICY
class PREMIUM
priority 16384
class BUSINESS
bandwidth 65536
random-detect dscp-based
class class-default
random-detect dscp-based
!
interface POS1/0
ip address 10.150.1.1 255.255.255.0
service~-policy output OUT-POLICY
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PE Outbound (Ethernet)

1
class-map match-all PREMIUM
match ip dscp ef
!
class-map match-all BUSINESS
match ip dscp af3l af32 af33
!
policy-map OUT-POLICY
class PREMIUM
priority 16384
set cos 5
class BUSINESS
bandwidth 65536
set cos 3
random-detect dscp-based
class class-default
set cos 0
random-detect dscp-based
!
interface FastEthernetl/0
ip address 10.150.1.1 255.255.255.0
service-policy output OUT-POLICY

PE Outbound (MPLS)

!
class-map match-all PREMIUM
match mpls experimental 5
!
class-map match-all BUSINESS
match mpls experimental 3 4
!
policy-map OUT-POLICY
class PREMIUM
priority 16384
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class BUSINESS
bandwidth 65536
random-detect
class class-default
random-detect
!
interface POS1/0
ip address 10.150.1.1 255.255.255.0
service-policy output OUT-POLICY

PE Outbound (ATM)

1
policy-map OUT-POLICY
class class-default
random-detect
!
interface ATM1/0/0
no ip address
bundle BOSTON
protocol ip 10.23.45.2 broadcast
encapsulation aalb5snap
pvc-bundle 0/35
service-policy output OUT-POLICY
vbr-nrt 5000 3000 500
precedence 4-7
pvc-bundle 0/34
service-policy output OUT-POLICY
vbr-nrt 4000 3000 500
precedence 2-3
pvc-bundle 0/33
service-policy output OUT-POLICY

precedence other
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P-to-P QoS, P Outbound

e
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® RE({# Hinboundfypolicy

e

interface P0S2/0
ip add 10.64.12.1 255.255.255.252
tx-cos OUT-POLICY

1

cos-queue-group OUT-POLICY

precedence
precedence
precedence
precedence

precedence

0
3
5
0
3

queue 0

queue 1

queue low-latency
random-detect~-label 0
random-detect-label 1

random-detect-label 0 3000 5000 1
random-detect-label 1 6000 8000 1

queue 0 5

queue 1 10

queue low-latency strict-priority
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P-to-PE QoS, P Outbound
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PE-to-CE QoS for Frame Relay Access
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class-map match-all PREMIUM
match ip dscp ef
!
class-map match-all BUSINESS
match ip dscp af31l af32 af33
!
policy-map OUT-POLICY
class PREMIUM
priority 128
class BUSINESS
bandwidth 256
random-detect dscp-based
class class-default
random-detect dscp-based
!
interface Serial0/0.1 point-to-point
ip address 10.10.1.2 255.255.255.0
frame-relay interface-dlci 16
class FR-class
!
map-class frame-relay FR-class
frame-relay cir 512000
frame-relay bc 5120
frame-relay mincir 512000
service-policy output OUT-POLICY
frame-relay fragment 512

frame-relay ip rtp header-compresssion
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