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LREEEN THAHERZALTEN  FHEAHRARRE &

TEHZ MG HHTLERES - BV REEY > UHAR Y

PUNN
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PRI E  AIZELETHRLEE F(S0C)? ARE R
) BREZ— BP RS2 5 A ISP o) AT&T £ #A FHEHB A B 8 4o
THRGRERBOHE AR BEESHREBRERG MG
BEEERER ERITHFETHRBEANR SRR TRELNE
ZES4 S QNBEFHREORR > RAEBRESEREFHE
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Management(SIM) ; &g Hsir & A > B SIM & — B #H#h5 > &R B
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REUE B EROGE B ERSTZ - BR AR FREEAR
FHF - ZHEREBERGEREARINEE > RIAEKRY IR
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IHRMEBLEHEBP A RARERREORT A 2R
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Ao KEARATERE
BEARZEINTE TAB RS PHERMBMN, > TEH
MERBRA+—F+At+—BEA+=_F+A=-t+=—BAH+=
R AREBREFA ¢
(1) # 8 TAT&T SOC deployment and operation 4

(2) # B T Managed Security Service and SOC Infrastructure

Training 4

(3) 78 FlIncident Management and Security Response Training ;



S~ W RS ¥ & (ISP) % 2 3l

3.1 #38

AT& T4 6,4 Voice over IP ~ Managed Internet Services ~ Web
Hosting ~ WorldNet s & $2 H 4 & 33 370 5 #h 438 L a9 ARAS » A3
FRBEAFHEBARFHT LERARGELETAPEUARA P
38 % 0 &R R rLET ARFS 5% % (Denial of Service, DOS) B & 435 X
FeL 7 AR 75 % # (Distributed Denial of Service, DDOS) - s #A—#& &9 F P
3% AR (1) 4o B KAE AR R R SMEREHIEE - B E M AR
8 8Bk 3B ey S AT B AT AR R - 12 H A DOS/DDOS #3558 47
£EE . B bR DOS/DDOS 2 86 L 4T A% IE ¥ B EIR @B
BB ¥ & 0o ) R A8 R B BER o MISPH M DOS/DDOS s # ¢ kR 42
29 B F895 > 2 i R34 DOS/DDOSH B4R R  shafemss » B E R
5 » BILAT&T# dyDOSMHR K B o9 F - RGN MERAEZ EE
FBITHFEGH(BERIER)E— SO TH  LEEBHENMEERR
B3 ~ AT 0 e m iR HDOS/DDOSH B E 4 eh HEfp > 3 HAEH T —
R A EFHFEITRRA -

BN ATETHN %2 Loy & K& btk b B8 4938 R AR 09 BLES
LIAMKISPH A R RBARMOZSHE  BlaMeZanE
8448 43 F) ISP #yHiNet% 3 -

32 AT&THy %2 H 4
DOS/DDOS & 2 #48 X, 7 4 & va #: R IP £ k{2 3% 85 DOS 3¢

B~ OB IP Akl kAR % ¢ DOS % ~ kIR IP A ab{B 3% ¢ DDOS 3%



2 4R TP Ak kAR % ¢ DDOS 5 % > HniE b B ey By > AT&T
R o B —)T 2 5 A ZIAHIE
(1).78 5 (Prevention)

N RIS A T2 B AT&T rrik ey e 2 3 B 2 Aok

AT THB AN AREN AR E  2E0ATHEMSE T L

Anti-spoofing for management blocks Anti-spoofing for management blocks

Access-list to block access to infrastructure space Access-list to block access to infrastructure space
Max AS limit checks Spoof Prevention(Filter/uRPF)

Route filtering (MARTIANS,RFC1918) Route dampening

Routing limiting Max AS limit checks

Route filtering (MARTIANS,RFC1918)

- Customers
‘Broadband Headends ~

I Security best practices configured on routers

Secure access to equipment
Configuration change auditing
Restricted access to NM services(SNMP,NTP...etc)

Common
Bcakbone

Ingress packet filtering

Firewalls

Route suppression(Footprint Reduction)
Strong Authentication

Secure Remote

IDS Sensors access

Best Practices

Data Centers
Operation Centers ™y

M B — A5k

€ Spoof prevention at the edge
> ZBAEMEETEBER Loy — LR RS HIMRE R

IP 43 1t (Spoofed Source IP Address) #3161, 1% 478 J& - 5] 4» RFC
1918 4% %3 T =18 49 49 TP Address-10.0.0.0/8~172.16.0.0 /16 ~

172.31.255.255 /16 ~ 192.168.0.0/24~192.168.255.255/24 - $& 4



A EPEME A BT LS 35 = B 48 F5 TP Address B4 LR &
AEEEBIEE T K B A RRALAE R B ¢ M bk

238 = £ IP Address #9 3t (L 4R B 3%AR BB R EF ©
@ Packet selection at the edge
> BBAMGEEEBER LY LRARG]  HPNEANER

N3 EBITHEREIE - SloHNMAEREHS - e
A—ALERNDEERFHEH S EEN @ [P Address &
A EAE A P TR B RME A RS
ICMP #f 61,4838 > B b #7 B 893 Ak A 38 b TP Address #)7
Fo RAH ICMP 9 8B ST R A — A 83 . R B ATH

BmRHENFURAEE > RAEERBH BHE
@ Packet rate-limit at the edge
> B EREBER L HIR SR e 0 BATIR RS

(Rate - limit) - £ ICMP # echo #f & (&3t & Ping 35 4°) & 147 >
e B H BB E P TG ) R R ARIE 5% 0 BT A
Mg g R E# ICMP ¢ echo # L BT EEH] > NB A B

ICMP & echo #t .77 # 47 49 DOS/DDOS 5 % -
4 Route suppression and dampening

> i b IR R A ¥ 4 S BGP B € ey g 0 4
1% %% e F& %] (Route Suppression)&#) & &, » R & %, K 44 3% 48 A&

(Mis-configuration)F 3% pg 6944 2B B R % ; BB & B
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(Route Dampening)#) 7 R, > R T8 55 B # & & & (Flapping) A7 i&

R TR IR o
4 Routing protocol protection

> ot A AL MBS AR A ¥ F K BGP 3% i K 6938 81 > TR

Fif 8 W 0 3% b3 (Routing)# B ; #AT 48 9% L 9B i & &
%303 4 48 (Authentication Key)#9 7 X #ATH @ X 4% > UBE %,

HBE G THEELE KA A HABGIHhCIEE1B

# A5 3% & (Static Route) & R 3% & » LA £ N dih 223 A

P

(2).78 2l (Prediction)

Incident
Response
Team

Intelligent
Gathering
(External)

Intrusion
Detection
Sensors

Dark
Address
/ Space y
w
Traffic Intelligent Proxynet
Analysis Gathering Quartering
System (Internal)

Pt BB —: FA 8 4% 1

DATA

Distributed
CORRELATION
Packseytsttigwture - DATABASE




BEhRe % ENmE Bl E oW % %(Traffic Analysis
System) ~ A2 1# 8] & J& % (Intrusion Detection Sensor) ~ 41 6,343 % 4
(Packet Capture System)% » T oA R E % LA R TaRLEHE
FREFE N L BESMBIESLT - A TUAHEEES EEL
AT A B (RARANTHERIT T BAMAEINETHEBZE S
AT — RO KIRATREE A - 1250 7T IATAR T e £ AU B X~ 5
BOBRERDRTHRE G B LA EGHIE -

#ZRRATROLERE > LAY T HIREEHHE
€ Analysis of port scanning and enumeration

> — R EBARBEEGA A TH I RBINBETHERR >
TR EMN I AT R AR TR BRB R BITRL -
UZ AT ERBEFAHS  EERIBR ARG HER LGH
fo AR 0 3 3E O EARE 135 09 R AR AT R SR

% M E XM IP Address ZRFM RIS o B btk 5153
HBRTRAEIMNAL NEHEAREES - HOHRALTE
BEHRCEBAHR B52KGRFE T BETHRTH
BEB AR EA A RN REBERBEXTURTA

ﬁ o
@ Detection of distributed agents
DREIMAL  ARAARES - HOBRAKFEERT

10



EREFARENE NS BETRIAEE LR FRENEIRLH

HIER o B E B ey SE .
& Trojan tracking and Quartering
> RSB EIRBERANRERX > BTHS

Honeynet (3 Honeypot)&g# 4] » #47 K B2 X 496 He SLIHR -
EoELETE KRERANERERITA BN R T B

FERAOTAESATEA  HFhoBRMHEARLLENTH -

(3).48 8] (Detection)

Threat Areas
(Peering edge, DSP edge

Threat Areas
(Peering edge,DSP edge)

Peakflow 585 Peakflow
Sensor Sensor

Customer
Edee

Peakflow
Collector

PDA
Pager

Protected
Customer

Blackhole
mitigation
based on SLA?

ion o3y’ Telephone Telephone

MIS Customer care

MIS Abuse .
-------------------------- Human Intervention

Remote
triggered
blackhole?
Packet Filter
mitigation
——Human Intervention— based on
Anomaly Data?

e B8] o <4 ) % 1]

11



f AT&T 64 488642 » 4 £ % Arbor A 4 & & Peakflow %45 > £ B
EOZABREEBAETHETOMEMAA > & DOS/DDOS 5% #
BAod ReAhFNREREFHEEENE  TUAEBELKX
BEFHOHME  FHRE > RIOERBIAL XBEGER - o
%R A H BHRAHE — B & IP Address # ICMP 3t 8,428 — B B&

B RS ENEBMAEL  CHRIRBHENYTE

(4).3%.42 (Mitigation)

% DOS/DDOS A B A 2 0F > I T AR B E LA B @B > 1
LB ANBAR A% H BRI P XA H QTR BB
PR E B2 MERE > B b8 AR iREE 69306 R s L

RAOBE > 20 ATHESES X
@ Blackholing
> #3804 A 3 643 %% Null 0(Blackhole)#y 7 X, » g%

AREBOTE > ABRBE LA BREAR R E IR BENET
0 EREANTHERA
> WAREMAFARFREEZRG G EH -
> XAER PR XMAE ERY IR PR -
> a R A 8 BT (DDOS) s ¥ 34 & % 9k B & TP Address

KAZ & 6 K5 % TP Address ©

12



Attack packet

External Transient
of Attack

Remote Triggered Distributed Blackhole
Centralized device can be accessed to set trigger.

Frt BB} w9 : 78k $2 4% %1 -blackhole
& Packet filtering
> £BN b B LR R4 F E(Access Control List)#) 7
RGP A o Tk B 3t 6,38 8 48 (Packet Filtering) » £ £ AN T ik
A
> %36, % Bl & TP Address ©
> 8RS B (DOS)IEF A K
> I SLEBPRAR R XM B EAE
F % & Blackholing # 47 & Packet Filtering £4i5 > & R H A 84T 4 &
TRIZE  EHMBIEZE B A RBIARR P AT RAFHT

MELAFMGEEABRGER U REERYEE -
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L EHE

M4 ] 703 32 4% %1 -Packet Filtering

(5).38 % ( Prosecution)
4% 3% 3%, 3% (Prosecution) # £2 - B 2R AE R 45 (SR ARIR) % 3 2 44(3%
WMBFZBABE > BRABIRGE  BILREHFE > A YH

WBRRBETEE - AT EERLRNRB LERHTHAMEER:
@ Traceback abilities
> 1% 46918 #(Traceback) 7 X, » PR FZBR BB —F —F 4

BE - FERAEH > AATEREFHITEGEHITER
B 2EB RS RENHE R TR EEHE -

BB AN GFIE -
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Legal N

Compliancy
\GV

Data I
Correlation Honeypot
Database Packet Capture
Supporting Data

Detection Collaboritive
Report ~ Data: - »

Fi B 2

@ Peering/Customer collaboration

> THRERTAAMREFHFHERLEBCT REEEME
T EEERRSAMREEGFH LR EBT T REHE
BUEATA g0 BB B B PR AP T SR B BAR AT A 0 AR
UHERERELHGBERRE-—EHOTIRAH - 2
BRHELSGLEXRRPHNE BBERAROTX > KEF

AR
& Peering/Customer cooperation

DHRABRFHRIFARANESE  LLAEBELAEY
PEIER A AR RIFHER - AHZFRFR /AR
AN TRREE ) A - REREARELZLAMBOE

FRb o o A2 A B AAR R A EQ@BREEY » §X

15



BEMBFAES  BAARARE  BIRAZXLRAPHEA
EHAEN C AMRRENARRIBSEE  HAAEFH

#yi8 B BERAR A FTBh & o
4 Supporting data
DL REEBARENTNRAEBAARFHHRITBE

HEFF btk BT THABRERAMAIESE RS

&5 SAAE B A8 B R F2 A A AR ST BB B ARIE -
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B Trp@do,; (SOCO)ZE
4.1 438

AAEH AHEER T2248d o, R? TZ248F.o,

RRABEBAFENE? TRogEF o, SOOMERERFZ—RELE
HEPHAREZERE  OHEH L RBOKREEE - PHREARE
MELRB  URARBAPAMERREOERE - LFXHA
TR LA I IBBEABRTREH? 222 A LB KB RAE
RAZABLEZL2EE  BREAAREERABULTHYL LY
HOETALAETRENEREDFH R LBALSROLEE
FRANBREEFH - HRN—ROBEANBE M T BRFERIEHRL
REAEEZAR S EME T HEH AL T ML 2FH
BAEEHBRRMGWARE - AR 2 — 4 FRBEHF o Tg
PEEFC MERNERRREES R LG ENLERAE - AW BY

)2l

w

&

CH ML BB RREEANRDFH -ABAHERATACRE
T TREEET S, PEERAL TREEE T HEIAA
NBEEENREMERA > FHERRE - LEEALEY Tt
AHBCEBERERT RN T o mRe 2l ¥ 28 2R (MSS)

MmRRE -



42T RGP, HEE

AEENBETY  RMABMIEXEEZPHARRERT

g

2z
BT I EFE I — ERaRNEREE W ENLTLEXREHR

telo

BAERE S LHERXGEMALNFHLEELREA > wITHBER
EEESHALERINE - BXEBHRGBFHLE E—FHBH
B 5 #7 (Correlation Analysis) g RIBR A R EEERAEY T ERE
W, EHEAREFRARKRGITY  AAFTBRTEME T2
P, FEHRBOB R BEETR2EEFO,RTAHK
SR EFx— -

MENE A TREEETC, AEREP T RREFHRT AL
B BALAREEF ZHAMRBEHREREET N My Kih - AZ
AR % 4 (IDS) ~ ZRHMEEMAFH IR ERBER LR T L4
Mstaxth > BlobieiZ 3k o) F4F ok(event log)fi & T B gr
o RE-FHEE - SWEAFH > Bh TREEETC, AR

RUEIZEEFAREZFAGET X -
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RadaEs
A BB 5 AT

Internet

ok ANRRAGSK BERS%  VPNRH  RAREARS
ME AR EE PR

AR E T 0 £ F 2 T K 14K 5L (Symantec) A 3] #
Calterian ~ Incident Manager (IM) #2 netForensics 7 3] 49 Security
Information Management (SIM)X =& T AN Z ER2EZ P oM@
RTE EMATRAFHREOAENEE S oML
FHOMBY - AATREFLNDTLFH  ARBEEN QRAEHA
RPTALFUNERAGREREH @OMEEE A LR 48 &
B o FEA e BRIABRRAFLE 43 BN - Rl 0 A#AT

Calterian ~ IM ~ 2 netForensics SIM Z # ik % £ 4 Ltb 3 AT » 2L 48 3t
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BEAZFHOPERATIRNEA LFE RN > EHRAF 43 Hit
BEAFHEBRESR -

ME s TEREFR ) IPRBLEALE AT A4 ERE &
A TEMHRE) BB LAKEBELRBH CHEEAS B X
M BEFB AL S ABAMNAL.. EE)RAGERRFIE RSN
W FH sk BFeid T EMRALy (Normalization)f2 F s s £ » 3§ 4
HEENSIHRGBRAZERXNEHS BEB TFHBIIL, BE
MFH R T HBSEX RS RATREELNET LT R —

TEFE A A B AL B IE N @ RIMEH BT RFRGEREA U]

MEFMHEHRIRGBMARL  UHYAEMABRFFROE BHERE -

MEBt: TER T, 2 SasmhizE
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BTRAAAM R THEB RRA -
2 FEHRERE ATARELERBI A NELOMMAGOFTHL
o THROAEFTXFEEERMB EEE "TRIEEZX ) (Agent) -
RAG AR FH LG Ry TREZX ) 2 dRE
2R A FHEFHRELIIT TEMRI, 9T -
~> R {b(Normalization)Fs £ © & B 2 & 23 00 T4 &bk
EAREBABE TR XRRE S T RRT — BBk E
EROAERE FRERAEIN SN ASFHLEHERILE —
BABHRERX  WRERXTHEESEZRBEHOB KA (P ¢
XML -~ Database) » i F 4 &4k b9 4R (w © F 48 1D~ 85 F ~ 20K
FHHBEE) WRERFBZ S ERIL -
2 FEHHIRE ABRENFHRGEBRBRRIEYS  BEBR
IR R TREELAGETRFE AU T RERZA:
B 5 A (Aggregation) : J§ A & E bk 69 4 sk E 4R R & 1E
Loy 3 > fldo P HR S BHBRERNER » HBTFRBAR
B B ARERR -

W37 BBt (Correlation) : @ EH MMM EHRATAHELEE
2 THRFY, R — 0T 0 RILMBEG A BN

VLT E
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L ARBFARLRGRA  RR 69 RIRTT L B Ak A
Rt THARBTEALAERZFHORNGAE — KR
M o B R # AR (pattern) B > B A — AR B
THEEEMFEHESA—BEERFR -

. REFHREMGE  BEETRFHTES BT
TRZFEARENME  AATHELFHORER
R OBBERENRABELRF S -

9,484,668 logs & alerts

from customer’s devices —
@lization & C@
potential events ~ —J

Meets Severe Criteria

67,394 aggregated attacks
for comprehensive analysis -

Data-Mining & Cluster Analysis

MEA: TEZFH, 2REALE
A MBI 2 RA2 T AL F 4 Lok (event log) B 48 ¥ #]
BTHAEEREMSF  mBE M ELFRE R BTHRAFE
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£ o) FHHIEE @B E TR A MY UA TR
2oyl -
> R EAb(Visualization)Fy £ © REAAMAR LA B F AL DKE

MA@ NERERTRAESIERHEZN IS NE > TRER

% 38 B 2 HK BB 09 5 2 48 36 (security portal) © BAR T A6 9 R4

EWK -

BhHFHLHORE - FE oM B ZLEFHGMBEZAL
HERFM 6 H B 5T 5 B R AR X 8 % False Negative £ 4 6942
K & # %, False Positive & 4 98 X, o F73F &) # % False Negative £ 4%
AR MBIE A SRR H T L FHERS B A £ B AR
WG ASRIE  LHBN TR AT HORERAL
FIRENER TERXBFEABMFE-—FOHERRE LB
AERBEM—MFTHELEHNERLZENES ML RATERE
HEEREAR BP9 Calterian 3t & 4% A B MK X ; & % False
Positive & 4 894 X, 2 K 12 F K £ 47 #4188 %, False Negative & 4 #94 X,
AR CLBERFHRBMMRA KO ARD AR AALHEE
BV REFSH BRANORE BRI NTEN N L BB
FIEA BT RAE T 09I R PP T AT » Mo B 26 50T BB & 07T A5

HARASARII AR MBEHERAENRESM4  BPRILY
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IM 22 B netForensics 89 SIM #8245 A 344 & -

BB PRORVBEL BRFHRY AR THEHREFY
WATHA R FRBRGME  ERBVEIABYEPBETHRDER
BEMBEERE, HN AR ARGAP AIREEALFHST
BMALME b TR2ER T ) BEHTFH(RAL)SE

ITEMIRE - AT RZGHRRAEY -

43 BR T AL
BTRAONEZHERAAEEZ TREBEE T O (SOC) W MEF

A TERFS, 2IPRATEEF LOURRILE - AT A 3 MBS

BT RN

» Symantec Calterian * e % P74 5 %6 2 Riptech 2 &) pra g ey T &
42 % P R # 5 (Managed Security Service » MSS)# ik % % - #48 4
HARRIVBANLLRFZ 45 ERAERLE  £—F
TARERGE TRL2EE PO, (SOOVHRERATE -

» Symantec Incident Manager (IM) : =] Bp B $ & ¥ & & 69 2 2% Ff
EAZFHREBITHMBESW > UBNEXF 8% BH R
EARIBS - AT REBELFUIR - ¥ BT LF U4
AL HE - B EH A R R FUARRITEH GRS 0 R

ERELFHRBAFELRE - TRAHELGBERAH -
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netForensics Security Information Management (SIM) : SIM #& &
ERPETARE - oW EECEFTAARSE B FH L%
BRI FHGMBNE  CBMBHRERFAFZER 8
AR T A RN EEE  RAAMA B R R S

EJE -
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% 1 Calterian ~ IM ~ netForensics SIM = 3% 4 kb &

tL#38 B Symantec Calterian Symantec Incident netForensics SIM
Manager (IM)
A4E R s B A ¥ & 3 £ R |SESA Agent/ Collector| R & & £ ¥ 3% 5 £
# Rimporter ¥ X324 B EAEAST 6 M A2
X 5 (Agent) XA MmE
netForensics T 4% 32 2
Ry’ BEFEHAEY
IAE o
FRE2 TRER REETRHORET - RFBKZFTRBR RBEBRZ THER
KNy H%E (syslog...)&9%&%8 - (syslog...) 8 & 45 -
BEFHGREM (M SSLE4TE My [4%M SSL AT E e |REM e R 25
—f TRERK, WE- Ho % o BITEH G E
P A 2 R (IPSec) -
REFHHRE (@E% RS 1. @
2. %
FEHAER »  Check Point » Symantec ESM > Cisco Secure PIX
FW-1/VPN-1 Bndge v5.5 »  Cisco Secure IDS
» CISCO PIX » ISS RealSecure |» Cisco Secure ACS
» NetScreen »  Workgroup > Cisco IOS
»  Symantec Manager 6.x Firewall / IDS /
Enterprise » RealSecure ACL
Firewall Network Sensor [»  Cisco VPN
»  Symantec 7.0/6.5 Concentrators
VelociRaptor > RealSecure Host > Cisco Routers,
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