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— -~ BESOCHIELIhRE T &2 A4t Security Information Management
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AMTEERERLEL RGBT RYEIRETRNL L E TR FE
MR EER SR 0 BLERTRERS A =4

— B F AEY ISP &y AT&T T Mo fT & RS 483 ¥ #(ISP)
NOC ¥ wHiRs i AR EFARLETHEEE P
(SOC) ' #BERASFHEBREENE T > HELZRBEKSY S
B 4T B8 38 &4 6944 4 547 ~ Data Mining 22 B 48 B ticketing
system % % #3088 0 F)B53) i Arbor B E EEAIT A EHEK
BB QBT EERER ERITOIFETHIBREAN
B ERBETRELGOETERFN  BELFHBEF)HHRR  BA
BB BLEREPBER -

=~ 2 SOC ey sohsk T & %% 2 4 4 Security Information
Management(SIM) ; 445 > B SIM & — B, EH » &%
BBAERRENEREMBER  LOREFHEEIERTZHXR
[5] & SIM(Symantec Calterian ~ Symantec IM and netForensics)4F 4
e A 38 SIM R B & o ) B 235 3% A 48 B 47 2 SOC
P KT > .35 A& Washington D.C. #) Symantec #v New York 4
i NetCom » sAEpss4E A SIM 9 B AR > 2% 8 £ B SOC MRF
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BB A BB DARE T LIRFEER 0 DR AR B ESE A A8 B4
WREE HiNet REE T ¥ FE 50 2T 44 Symantec A
M BRI 2R SOC B EMK » AR D IXRBAR
PIBCBASRAL F R BN RAS o (B4 MHék— ~ MR =)

= - # K& Symantec Security Response Center » 28 L ¥ & R 3%
BMATHEE/ EEAN EHEAMBRLAAHBRABERN &
HHUHERREEN  FHBAMERRRE EITEHZ W4T
SHMEREN RMAEFALNERFHY  RPHETEES

VrHE o REBERTROTZFNR  BMRREBIE - SUFA

£ L4 ENE > RENNHME - FREMAHL MSS IR R
SIM A F X340 pd k— 52 a1 HEL:

MSSP(Managed Security Service Provider): AT&T ~ NetCom ~ Symantec

Software: Netforensics
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AGIEZ NEIRE REE MSS fg¥5/SIM FEF
AT&T Telecom/ISP 4 NOC 82 SOoC FEFHFY AT&T MSS JR¥E
® £ TelecomVISP » FH ISP|@In-house Development SOC|®Tier 1 cutomer service (900 A)
R HEE BT 2R Kt worldwidely
®  AT&T SOC {REETHES 17| @NOC £ SOC Hi A& Y58 & @ Tier 2 (400 A) in St. Louis
B BB St. Louis [OFE AR S EHE BN M
®  33{=pk Data Centers | B HHt DoS/DDos T ®SOC HEARED Tl
St. Louis - Virginia + San| ZE#&H! CCNA
Diego » H:i1 Virginia - San
Diego B FIEP L
Netforensics [Software SIM K#5 &R Ry MSS AREs
®  £5 Software Company » {@ BN LT AL reference site: NetCom
i) Collection & O MSSP (J925%F)
2003Networld+Interop Normalization : ®{ii Ffj Netforensics SIM and CA
Best of Show Awards ®Aggregration 51| Service Management ZE 5}
Security domain Winner |@Correlation : @32 {it Security + Fault -
> ZILHLARERE®E | Performance -~ Change ~
» rules based and Configuration + Report 495 &
) stgtis.tical FRIRES
®Visualization @3 Tier Operation
®Report & Database ® All process based on BS7799
@3 level SLA
Symantec  |Security Product/MSSP SIM SOC FEF MSS fR%s
®  £5 Security Product 5 $Z(® Symantec Calterian : B3| @SOC Operation : 535 4 {f
f#ft MSS ( Managed] PIEFTHEHZ Riptech 22| teams(Customer Service
Security Service) BJAT]|  EIFTHFSH T ELEHAR| Manage Engineer - Analyst +
# 4 ( Managed Security| Infrastructure),#£5H#4 40
Service * MSS) f##R 7| Engineer+25Analyst

£ - BERGILERE 30

AT ~ 4 EHRFREISER

WRgE  2—EHuT

DBBRHEET Z2HET

BB Ry (SOC)

HTEEBRARK B

statistical BRBAHT

Symantec IM : £— SIM

B

> REBHERERALZ
Collection &
Normalization

> Aggregration

> Correlation :

> TR LB AR R

» rules based JREBAHT

Visualization

Report & Database

R G IRE/ B ER

EE

Security Response Center

9600 & =, more than 2500
security devices

OB HEEMFINBUTF SOC

O#15 BS7799 K SAS70 Type I
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O{fk SOW & SLA {2t REIZE#HK
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AREEADABEA > F—EARBARERZ B - F=
B TRERAANE - FZEALA AR EBIRG E4(SP) BA
HHEEHERS > RELERER LAETHIEEEY > &M
¥} [ B7 AR A% (DOS) 4 4 & 4 #4 X I8 B7 AR 7% (DDOS) 74 % 42 41t — 8 4
BB ET R  FREARMLEAN TREETHEFEF O
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£ 8w

M U A 6 % R RS AT - K% T R RN
IHBEBFAEFTERT BREFRE BT B HEBLEFH
FERAHBEBHRL LT T MK > # CodeRed ~ Nimda ~ SQL
Slammer - Blaster % # & B R B EH ERNEF > 2T HBE
B BB ARTHABEARESHE c ARA = FREFEL GG
MEARZGS  THREBGHES  ARBELEAMNHEREHSY
EREE BRBENEN FEERATREAWREEER &
EAERFARRIEBRAROBER LT ERE - R HAER
WBHRBRRARE  BATHKE LEBEB TR0 EE%
EFREWREBAREBR LR E o -

BHAS B EREMO T RRABRN > BHS L RERY
EREBIER  WTAREY - S FPRAHRIBMN TR EMR
# o AEREREBERGORE > HASRARINFEEHEFR -
BERBABENES  FREBEIE - 5BEERREE > A4
FHEUETHERERERARKN ¥ EARRMLEAGSE £
ARERALFERNHETRL AR FHET BRI RER » #H7T
MARE-—FRB/ICAS QN ERRDEERR SR IERAS 2R
EHERELNRAE - BEHFE  BRAFHERLIHEMAS > U
ABRABBERDHHRARERES -

PEEFHES A 6



A TR
108128 (241 8) TR(6h > LRERS)
108138 (E#4—) %3 AT&T St. Louis Data Center

108148 (E# =) TR(ER LH->%B1EDC)

10A158 (281 =) %% Netforensics& NetCom

10168 (2 #m) %3 Symantec Virginia SOC

108178 (4 %R) Symantec NYS SOC#& E &85 F
104188 (2% TR BEDC >% 45 H)

10208 (24 ) 435 Symantec Security Response Center
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%~ EREBREEHISP)REE A K
3.1 #3:

AT&TH 4 81,4-Voice over IP ~ Managed Internet Services ~ Web
Hosting ~ WorldNet A & $1 R 46 5 838 0 B 8@ Loy iRfs - L4 F
RBEFREHREBARFHT > CRAARFLEAAZLEURAP B
B 48 % 0 AR A rAET AR FS 7% % (Denial of Service, DOS) A & »#4 X fa
¥ AR i # (Distributed Denial of Service, DDOS) - &g —#& 85 B £ 3%
RABRBH L BEINERAA A R)ERT L ERHORYE
Bk B o SRR AT B AT BRI SRS 0 2 H 7 DOS/DDOS # 47 &k
P54 o B HNDOS/DDOS 2 # # 4 34T A 3L IF ¥ 10 4R 4 15 48 28 MR B
¥ E W R AG R S PER o MISPHMDOS/DDOSHU# ty HEFR 42 £ 9% B
%85 0 2 A S DOS/DDOSK £ 4 M F4E% > 6 EX 5 0 B
SEAT&TH# B DOSA B K B ey £ - R RN @GR L E f 84T
HESH(AERIERE- T TR LEEBHNARETHOGKT
AW $Eik $DOS/DDOSH £ F4 a3k - B AEH T —Reh B
FHEATRA |

HAATETHA R4 LW E LR RGO L AEBEBARE &
MAKISPE A ERBA MO E2AE > RitlaMe T3 ¢
4% F) BISP #yHiNet® B -

3.2 AT&T#y 2224
DOS/DDOS #ys5x 84 X, 7T 5 A w #&:

1. & IP frhbfi& & DOS st #
PEEEREA AT 8



2. KRB IPAruk k{869 DOS 4 8
3. RRIPALabfRi ¢ DDOS 4 ¥
4. B IP it k8% ¢y DDOS 4 #
R F A BBy AT&T 931G B —)T 85 A B IEE%
(1).7a2 F5 (Prevention)
AR RB AT Z BB > ATRT AR E bR RS

AT THELAG AR IR HBR  ERZSA TR %

Anti-spoofing for management blocks Anti-spoofing for management blocks

Access-list to block access to infrastructure space Access-list to block access to infrastructure space
Max AS limit checks Spoof Prevention(Filter/uRPF)

Route filtering (MARTIANS,RFC1918) Route dampening

Routing limiting Max AS limit checks

Route filtering (VARTIANS,RFC1918)

frgsen I Security best practices configured on routers
“Y Secure access to equipment
Configuration change auditing

Restricted access to NM services(SNMP,NTP...etc)

Ingress packet filtering

Firewalls

Route suppression(Footprint Reduction)
Strong Authentication

Secure Remote

IDS Sensors access

Best Practices

BB — TR

4 Spoof prevention at the edge
DR BAMBEEBRER L — L R2EHRS HMRE RRIP

43 1 (Spoofed Source IP Address) #4#f &, 47388 ° #]4w RFC

hEEERES AT 9



1918 4% %8 7 =18 49 £& ¢4 IP Address-10.0.0.0 /8 ~ 172.16.0.0 /16 ~
172.31.255.255/16 ~ 192.168.0.0/24~192.168.255.255/24 - 32 4t #&
SENIMER BT 15 =B TP Address #9360, R B 3%
EEBREBERE T B R Bt RIRM A R B &) 3bfra iz

= F TP Address #93f A4 B M BRFEREE -
@ Packet selection at the edge
D EBEEEEBER L) - B RERS HRNEANEB A

HHOLBITHEREGE - FloHNMERREGE  fe4H—
B LR @EERFHRB S > @)@y IPAddress KA L
ZEMANIIEHIHTRJ/EFER RRAEFH ICMP &
4838 0 B LEH B 493 ht A8 2k TP Address #975 & 4o RAB
ICMP 89§68 » KTRA A RH ERAEANHRAKEH
FRER  RAEERBEHENLE -

& Packet rate-limit at the edge
> AMGEERBER EHIT AL e RTREMRS(Rate
-limit) o 2 ICMP &) echo 3t & (&t & Ping 5 2) A6 > £ ¥
BB E T ATAE b R B 5ABE 5% 0 B BbiE T A 49 1f
F L4 ICMP &) echo 33 /TR EE #] > @ £ 4 ICMP &
echo 3t .47 #4749 DOS/DDOS s % -

& Route suppression and dampening

> H R R AR B IRE & & BCP B difh X ey &k > &
FEEEREA AT 10



i® % & F& %](Route Suppression)#) &, » Rt % H4d3Ram &
(Mis-configuration)#f & i 69 44 R B B R K ; A B By
(Route Dampening)#y % &, » R FAF B % & & & (Flapping) A7 i &

R KA -
& Routing protocol protection

> H @R AR £ 4 % BGP 3 i i K #3848 0 R
i Bl B 3% &3 (Routing)# B ; # AT 4 BRB L) B i > £ 8
383 £ 44 (Authentication Key)# 7 X #47 3 . %4 » 218 £ %
BEHETHRELR HN—BAPHHBR GHTEEEHE
# & (Static Route) ¥ X% & > U@ AR BIFEZLBAL T
& -

(2).78 Rl (Prediction)

 Distributed
Packet Capture .

Honeynets
System o

\ ;

Proxynet
w

Intelligent

11

Rt B —: TR R M



BoaR2E BNHE R B %5 & #(Traffic Analysis System)
A2 18 BBk & % (Intrusion Detection Sensor) - 4 &, 3432 % % (Packet
Capture System)% » STIA AL E @B L AT TR BRHE - BEFHES

E A B WS A4 0 TN R A AT
B(RAEAN)ZGH BT TR BAFREPGETHELZLLBMT—R
W RATREA > B TURATAEZ L O BEX - ABYBREX
INRTREBESH B LA RABE -

EERATROLERE R AMEIT I REHE
& Analysis of port scanning and enumeration

> —ROHEBRARBEHA > FEHIRBMERTHFH > R
THZERGPFRAETRZELFREBRBEBRTRE 2
ZAHERKEEAD EERIIR AR THEAR LA
WA THRBHYEMRE IBSHEDRABTHEEFRE L
F ¥ ey IP Address ZIEMEF ) - ALAREFRHEHBEFR
Bt AG NERRABRRE HOBRAKFELEL A4
HE DS BEAREE T SLETHRTUAEBR AR EH

BPEB AN BEBRBELZTUARIEE -
4@ Detection of distributed agents
DREMNAEGL AFHEAIBREE HOBRAAELEERT

ERRFAREOE N BTHITHERBLTARENIRIH Y
hEEERERA AT 12



W A BRI LH -
& Trojan tracking and Quartering
> HAEL R FRABEERAOREREKX > BTEB

Honeynet (2, Honeypot)# ##] » BT R 52 X &8 PR > &
S EARTH KEBXAHERABRADNERI THEEIE

RO TRERATA  EoRMAHERLZLHTH -

(3).18 Bl (Detection)

Threat Areas
(Peering edge,D:

_________________________

Blackhole

mitigation W & Telephone

based on SLA? MIS CﬁStomer care

i MIS Abuse
-------------------------- Human Intervention
___________________________ |

Remote

: triggered
A E blackhole?
E Packet Filter
1]

1 Workstation  Bridgeton NOC , mitigation
! +——Human Intervention— based on
"""""""""""""" Anomaly Data?

it B8] v 4R R M )

B AT&T 854838 » 12 % Arbor FF & # & Peakflow 2545 > £ B

hEEERIRSAH 13



Rt AR BN E BT oM BAA R > § DOS/DDOS 24 %
il RbHEORPEBFHLERE  TUAEBEAKRE
EXHeHDH  WHRE  ROABIAPL LU EHERN - sl g
ZaE EHRSHE — B Z IP Address & ICMP 3 &,48:8 — B EE 14

o B S ERLBLIBRAL  CRIEBHELTH -

(4).7% %8 (Mitigation)

% DOS/DDOS A 844 2 85 > B T AR B EL LR EHBI > B3
HERNBAF — ARG BHEMA P RAARH A EBBE N
BOBHeXBNERE > B LAAKREEGHFEAREARY

BE ERTATHAMEY X
4 Blackholing
2 F B A3 623 %% Null 0Blackhole)ty 7 &, » i % %

BRBEOBE  DBRELAREBR LY TR G BN EYE
o ERBANTHERR

> BABREIBAGARERBEZRAH EH -

> AR PR AR ERYG SR T ET -

> R BT (DDOS) » s # 4t & % 3k B & IP Address

AR & B KE . IP Address -

PEEERIBESAH 14



Attack packet

External Transient Externa Transxent of
of Attack A ack

Common
Blackhole Router

Bcakbone

Remote Triggered Distributed Blackhole
Centralized device can be accessed to set trigger.

B 1] w9 138 32 4 #1]-blackhole
@ Packet filtering
> FHiBNR B B LR T IREE ) H E(Access Control List)# 7
K5 P A o ¥ 31 61,3858 35 (Packet Filtering) » ¥ %38 A 7 F ik
W, o
> %3 & % E & IP Address °
> ¥R A EDOS)FEF AKX -
> T BPIRAE R AR M E K EE
X % & Blackholing # #7 % Packet Filtering $ 4 * & H 1 H( R/ A&
TR iiﬁ%ﬂﬁ&%iﬁé%&%ﬁ&&‘fﬁﬁ B3 0 RAFH

HWALAMGEABOER AR AHEBGBE -

hEEERRS AT 15



A4 E,

ernal Transient of
Attack

External Transient
of Attack: S

Mt B 2.k 8 4% %1 -Packet Filtering

(5).38% ( Prosecution)
42 3% 7% #% (Prosecution) &) £2 /- B 4R AE 348 (R ARIR) % 50 2 = (3%
W)X BBE  ERARNREL  ARBREASTE > A%

RRARITIES - BT EHRAARYRA > LBELETHAMEEL
@ Traceback abilities
> H4uyit #(Traceback) F X, > FRABBBEE—F—FaH

EAERBER A ERAF NIRRT A -
EEBLARPEEINHE > FETHREHEBAE > P T8

BAN A -
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Legal
Compliancy
’ Group :
g I Honeypot
, Packet Capture
Supporting Data

TR s

Dgteéﬁbn Collaboritive .
Report Data

',Hi‘t‘Célinhters

@ Pecring/Customer col "B 7~ ###

> TEREBTEAMREFHFHEREBE T UEH 24T
A BREBTHAMEREEOEFTCREBETREHE
A g7 BB 233 DR EB R T IR A  AFAH S
REBZLHBBIRARE L LT AHRH - 2ALLL
¥ERRPUNE BBERMEOFT X > BB T2 RBRE

BEZDHER -
@ Peering/Customer cooperation

DHNARFHOREZARANESE L AEBELREP
BEE S FARERRFOBR - LA R PR L AR LA
ey TERRETE RR - REREBEETEEOERT
o EZRBEAR KRR AENEREEE » AR FHS

BAN BRARNRE -BLALEZRAFPMALREES
BRI AT 17



AHRRENGAARIBLEE AR FHGHLEEAHR

HEHMB &
4 Supporting data
DLARSBBAREGEARLBAL FHREBRE - 4

BaFmsh RTTHABLRERBHRESTHIL > &7

AR B e MR B2 R RS B k3R o
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B FRRDETHESE (SO0 B R

414838

AANRE > AHEER T22&E F¥EFE +.9(S00); & ? SOC
RAHEBFEMHB?HTmZ  FRRVBERETELIIBRYE  Lx 84
B REBAFERBEBHFRES > RETLOREANFHE
3 ~ Access HIBREF MK RIEAB ORHRHELRBHREER
BERFHRE  EMAREENZLRS RARMALPAWE NS
EHRBET -

CHXAARH LAY IR ILEEAERTRB? LEARE
BKBEANBR AR AR B LR SR E  BERGEAAABHBABUS
HOLEEEM APLLALERENEAR LTS B UEAS
FRLEBFHANBREFH - HN—RUBEAERT > BRAA
B ZEERBMAELZRAR — L EREPHB R AEHERE
EFM BAREHAARRGARE BB R —AEERBROE
FIIASOCH X BB RRVMBEE ARG REL XD ENELH
ERA > AMBEP EEARL L RARRETRREEHS -

MEHNTREREREELZN?EE2RALLEMAFZEYL SOC
FAREANREBHBRERERA > L PO ER - @B RREHH

know-how ZAERRE—DETR A BLRAAHBOEMES
FEBEERALH 19



FEREEENRA g MSS)HEHE -

a3

42 T2 v ¥ £ F9(S0C), HREE

ASHHEBR T BRIRBIEEIMATEESP W ERRER
SOC WA AMYE @ EXORNFEEFHERLZLAHEHERMHE
3 BRERGAALNFHRGEEREA  LITARBAEEE)
BAELRANE - HBXEBOBRBEFH L& &— T EBHBHE W
(Correlation Analysis)s RIBRF > HHAETY TERFR, BHEE
XA BIRIRITH & SOC S HAT & 2 A ML £ 2 —-

MEANEFATREETHERERE T OO0, £AF TR, ERRE
RO RZALE  GALARFEL ZHMBBOROKEER > @
By Kt ~ NMEAAR 4 4(DS) ~ RREMLBB O LR ERBEL LS
XD G MR - B ibde & 5204 o) T4 bk (event log)i it 2
22 R PHREEFESOC) > hiE—FH k¥ - 2MARFAH > B

HSOCRATHEGRBEIZAIAKOREZHRADEF R -

TEEEEERSOHE 20



ERadE S
BB oA

FHRELLAH

EREF®HIW
BLEME

FHERCR & i
Z2ETHEEET O

VAN S WA

Internet

Lomrod 00 ol el o
Ay G G

ks ANRARASK HEASK  VPNIA  RRECRE
MBI TE2®PBEEE $.o(S00),; B

A RAERBETY » £F1E 2] T & P4 L (Symantec) 2 3] #)
Calterian ~ Incident Manager (IM)—#&#2 netForensics 2 &) 8 Security
Information Management (SIM)% it 3t =# T A # & & SOC correlation
BWZBAFTE BRBRATEAFHLEOAENEXE -
Normalization/Aggregation/correlation 447 ~ A TR BAHE L F
¥ BRBEEENOHRANLEINRERABRTERFUNTE
HEREFEST BHBEREFBURBER » FaltLBIBEBRR
RF LA 43 H 69N o R B 4 # 47 Calterian~IM~ #2 netForensics SIM

hEEERRS AT 21



Z AT ROLLBRAT 0 LAAREEE R F U IRA S ARA E
HENWA > MEHM AT LLLREATHEABRAES o

MEBLA TEXFUR, IPWBAFEALE > £TH5 4 ERE > 4
AT FHRE R LARSAER AR HEAS B
PEFEER  ARAANLZL.. FHRAAEIRREBEESMOFH
fosk B ed T EHRAL ) (Normalization)f2 B e A% > J§ 846 B8
FHasRmARELROEG BEB TEAGI, RENES £
Bl A M2 25 A TERBEANTRFR ) Rk —EREH
HEMEEEN & RREB T L FUNERRA U3 0 T4 25

ZHRLMMAR > AHBIBMABFE R o R SLEIE o

hEEEHRS LA 22



BTRAAEMRKZS TAFEB BRHA -
S>FHAEMER T A A AL L FAABMI A NE L AMRBH THL
o TRORLREFXAFABRA B LRE TRIERLZK ; (Agent) -
R RBRFH BB RSBy TRERLX 0 28 KT
X o EREFH LT T ERL, Bk -
- EMAt(Normalization) 5 £ © N E MBI ZE X RBH T4
AEAAARAOEFRARANE  FIRAE TR T —BRERES
MAOBRE > FTRERAEINEAHVAGFHLGEHERLESL R
FRHARERN R ER X TG E RBFHE K (4 XML -
Database) » 1 4 &8k 9 ML (ko © F4F ID ~ 85/ ~ OB~ 448
WE) WRIELFBZ B LR -
> FHBARE AR REHFHLKSOHMEES  BEEE
SRS FATRAREANTEFY S AU T RERSF
W & % (Aggregation) : A B ERIE 0 E4 SRR KR
ey RIE > fldo : FR SR EMNEE » BT FURY AR
BRI AEEER -

B 2y B8 (Correlation): & FH MM FHATAHERE L
PERFU ) RN - — Mz > ASHBMEY B BT XA
A

TEEFERESAH 23



L BBEFLATEGORA ARG FRT A BB 18 A H41
o TP R FEAEETRETRGBRAER E — BN -

H B4 a9 AR (pattern) B - B 5 A — &9 A] 0 3T

u\v

M EHLELA—BERFR -
i REFHRERGWE  BETXFHLEHE BT
RZBEOBREREME  IATHERFHORENZ

Mo RARFHRITATRFR -

9,484,668 logs & alerts

from customer’s devices

Normalization & Correlation

1,328 potential events
for futher analysis

Analysis by SOC
o T
l«—]

X like customers
67,394 aggregated attacks

for comprehensive analysis
Data-Mining & Cluster Analysis

MEAN: TEZSEMH, 2ARARE

& o B Bt M 69 5T 0 RAZ T AL F 4 & sk (event log) 3R 4¢P ] B

mﬁ BREMN EMBMERTFRHE N B THRATEES
B BIES S 24



8 B FI BT D B R RO S RAB S A T EI TR R ek
] o
> R Ab(Visualization) £ - 42 AB M A B SLBP B BB K AER
nE o NEBANTRER T RPFESEGEESNE  TRERSE
3 E 2k RS & 2 48 36 (security portal) » BAR R B 093 L K
% o
BHFHEEHRE X oh B L FHOMBIE2%
N E R EM e FIE T 5 & R X B % False Negative & 4 g4
AR & %, False Positive & 4 8944 R, - F7 35 &9 % %, False Negative & 4 #)
BAZEMBMHLAATHERFHFBE I TENBAETH
EREHMBEAKRIE - LbHBHEH  ERZETHORERR L7
RENEE TR BEEABFE-—FOHERRE > HEBRAR
TRBEM—HTHRATI AN FS > AHBRATEREY
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