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摘要

目前各電信業者最大的營收仍然來自於語音服務，如何讓相關網路設備建置成本降到最低則是電信業者的第一個課題。另一方面，整合語音、影像、視訊、及文字資料於單一的電信環境中，並提供簡單、容易、可靠的多媒體應用服務是業者亟需努力的方向。隨著寬頻到府、光纖到府，激增的頻寬需求與各式各樣加值應用服務不斷的推陳出新，使得都會網路也面臨革新。不但在提高頻寬、整合語音、數據之外，還要能夠提供多重加值服務。由於技術日漸成熟的多協定標籤交換(Multiprotocol Label Switching  ： MPLS)技術可提供更具彈性之應用，針對上述問題似乎能提供很好解決方法。遂成為目前熱門的話題。

本次出國實習內容主要學習關於Juniper ERX在多協定標籤交換(MPLS)上面的應用及MPLS網路技術的探討，包括BGP/MPLS虛擬私有網路(VPN) 與MPLS訊務工程(Traffic Engineering)的技術。另外，除了區域網路(LAN)與都會網路(MAN)外，由於在通訊接取市場，Ethernet的地位似乎也呼之欲出，因此對於Optical Ethernet相關的網路技術，特別是Metro Ethernet的技術趨勢及相關產品內容進行了解。
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前言

目前各電信業者最大的營收仍然來自於語音服務，如何讓相關網路設備建置成本降到最低則是電信業者的第一個課題。另一方面，整合語音、影像、視訊、及文字資料於單一的電信環境中，並提供簡單、容易、可靠的多媒體應用服務是業者亟需努力的方向。隨著寬頻到府、光纖到府，激增的頻寬需求與各式各樣加值應用服務不斷的推陳出新，使得都會網路也面臨革新。不但在提高頻寬、整合語音、數據之外，還要能夠提供多重加值服務。由於技術日漸成熟的多協定標籤交換(Multiprotocol Label Switching  ： MPLS)技術可提供更具彈性之應用，針對上述問題似乎能提供很好解決方法。遂成為目前熱門的話題。

本次出國實習內容主要學習關於Juniper ERX在多協定標籤交換(MPLS)上面的應用及MPLS網路技術的探討，包括BGP/MPLS虛擬私有網路(VPN) 與MPLS訊務工程(Traffic Engineering)的技術。另外，除了區域網路(LAN)與都會網路(MAN)外，由於在通訊接取市場，Ethernet的地位似乎也呼之欲出，因此對於Optical Ethernet相關的網路技術，特別是Metro Ethernet的技術趨勢及相關產品內容進行了解。

研習行程及課程

本次實習時間自民國九十一年十月二十七日至十一月九日為期十四天，本次實習行程及課程如下：

91年10月27日：行程，搭機赴美國舊金山。

91年10月28日~11月7日：研習Metro Ethernet技術趨勢及產品內容。

研習ERX MPLS課程。

91年11月7日~11月9日：返程，搭機返回台北。

第三章Metro Ethernet技術趨勢及產品內容

3.1 都會網路發展趨勢

乙太網路Ethernet因具有架構簡單、價格便宜與傳輸速度的優點，因此在LAN的市場，Ethernet一直是最廣泛採用的技術。在許多應用如Content Server Aggregation、Internet Exchange、Cluster/Grid Computing及Campus Backbone，等均需高效能的交換設備，以提供急速成長的訊務及資料交換，而Ethernet技術的演進由10/100Mbps逐漸提昇至1G/10G Ethernet，正契合這些服務的需求。

傳統Ethernet受制於傳輸距離的限制，使Ethernet的應用領域過去一直侷限於區域網路的範圍內，近年來隨著Optical Ethernet的發展，使得傳輸距離可以延伸至70公里以上。傳輸技術的進步使得以克服距離的限制，其應用也逐漸跨出區域網路的界限，提供MAN (Metropolitan Area Network) 技術有新的選擇。加上各項技術如10GE WAN PHY界面、Ethernet-over-SDH的支援，使Ethernet應用的範圍更可延伸至WAN的領域。除了Optical Ethernet的發展，目前高效能L2 Switch、IP routing及MPLS設備發展愈趨完備，使得Ethernet在MAN、WAN的領域裡甚至接取網路均成為重要的發展趨勢，目前Metro Ethernet已成為提供新服務的重要代表。

目前各種新穎的應用充斥整個市場，從整合性語音、數據、影像通訊到MP3檔案交換應用服務，許多新的服務層出不窮。事實上，連語音服務也逐漸整合到IP packet網路之中，當商務活動日漸頻繁的同時，語音服務需求當然急劇大增，然而以Circuit Switch方式提供之語音訊務成長並不大，而是改以IP封包方式提供。各類應用已逐漸偏向以數據通訊形式為基礎。早期剛開始時在現有之語音網路附帶提供數據服務，但經過實際演變結果，數據訊務需求量已大於語音，並且更快速的大幅度超前。

但是傳統的都會網路基礎是架構在同步光纖網路(SONET)上，這項技術是在1980年代中期所設計，當初的目的是要攜載語音而非資料。SONET是一項多工技術，這意味著它可以執行精密的分時多工（Time-Division Multiplexing；TDM）電訊階層。雖然這個方式對語音來說很適合，但是對資料來說卻是相當不合適的媒介。電信業者必須把資料流塞入固定的通道之中，最慢的VT-1.5通道的執行速率為1.7Mbps，次慢的STS-1則躍升到51.84Mbps的速度，而在這些通道中沒使用到的容量都被浪費掉了。隨著公共網路上資料通訊至語音通訊的比例的增加，這些效率不彰的問題更加突顯出來。

同時人們除了通訊頻寬要求越來越大，但是希望所付出之價格卻要求更低。而以上這些特點，皆非昨日高價位SONET技術可以提供的。

3.2  Ethernet的特點

Ethernet曾經只被認為是一種短暫的技術，預估很快地會被Token-Ring 、FDDI等技術取代，但是結果卻顯示Ethernet界面持續發展，並成為最廣泛應用之通訊傳輸媒介。

為何Ethernet可以在多種市場佔一席之地，其原因在於幾個主要的原因： 

· 擴展性：Ethernet已經成功地持續從很低的速率1Mbps擴展到10M、100M、1Gbps並達到10Gbps高的速率。而更新的發展，可望Ethernet仍可輕易的提昇到40G、80G或甚至100Gbps。這些速率的提昇須歸功於高效能之交換設備的發展，使得Ethernet的最佳效能可以一再提高。

· 經濟性：Ethernet相較於其它SDH、ATM、Frame Relay等技術，其價格低廉是它最大的競爭優勢。尢其當頻寬提昇時，其它技術須付出複雜昂貴的代價，而Ethernet郤仍能保持低價位高頻寬的特點。

· 界接容易：許多設備都具備Ethernet界面，使相互間的界接非常輕易，而且Ethernet隨插即用的特性，而且可以由低速輕易地升級到高速界面，對於網路整合界接提供單純簡便的方式。

另外值得一提的是，Ethernet在過去也曾逐漸嘗試應用於廣域及都會(Metro)的環境，但早期只有少許成就，而主要原因有：

· 頻寬與需求不匹配：早在1990年中期，曾試將Ethernet應用於WAN/MAN的領域，如校園網路例子，然而當時的企業市場卻尚未有大量的頻寬需求。

· 交換效能有限：早期Ethernet交換設備效能未能滿足WAN/WAN所需之頻寬需求。

· 無服務等級：Ethernet尚未有精細的Qos、Cos機能。

· 供裝距離有限：早期Ethernet技術傳輸距離均低於2公里的範圍，此距離不足以應用於Metro的環境。

因此當時的其它技術如Frame Relay、 FDDI、 FDDI II、ATM和SONET陸續被採用於WAN/MAN的領域，大部分的製造商對於此類技術的推展也較積極。然而這些當時所謂的新技術，由於標頭比例過重而漸喪失吸引力，而Ethernet在交換器效能提升、供裝距離延長以及服務等級可以提供下，情況有所突破，再者兼具低價位的特點，使得Ethernet重回主流之中。

相對地在LAN的市場上，Ethernet一直就處於主導的地位，其它傳統的WAN/MAN所使用的技術由於建設方式複雜、標頭比例高及其circuit式的特性，從未在此取得任何優勢。

3.3都會網路發展契機

由於用戶使用頻寬的需求愈來愈大，而且在LAN環境，Ethernet頻寬的成長相當迅速，對外的都會網路頻寬若不提昇，將成為通訊的瓶頸所在，因此都會區域的頻寬需求以往未有今天般的迫切。

目前都會網路市場的擴展，曾先須解決的問題是：現階段的SONET技術太貴。若是與相同等級的Optical Ethernet相較，SONET貴了約2到3倍的價格，若要提供服務到用戶端所花代價很高。因此對於都會網路市場，Optical Ethernet是一個很好的解決方案，結合高速的界面和交換設備滿足都會網路市場激增的頻寬需求。

由於以下幾項因素，可以預測都會網路可利用Optical Ethernet獲得更快速的發展。

· Gigabit Ethernet已經標準化，在各企業及服務提供者已經採用。

· 10/100Mbps Ethernet在企業及服務提供者已大量使用，同時在一般住宅市場使用率非常高。

· 光纖到社區可提供更高頻寬的服務以滿足需求。

· Ethernet供裝距離目前已可涵蓋都會網路範圍。

· Terabit級的高效能交換設備已陸續提供，而未來更高速率的光交換器正快速發展中。

· 10G Ethernet標準已在最後完成階段，可望將Ethernet的效能提升到另一層次。

3.4  Metro Ethernet 技術發展關鍵


Metro Ethernet技術發展關鍵在於必須提供高效能、服務種類須具擴充性，而且網路必須可靠及安全。

3.4.1 高效能考量

Ethernet 由於高效能的特點，使其保持領先的優勢

(1) 匯集層交換器須可提供高密GE界面: 

Metro Ethernet網路基本上可分為骨幹、匯集及接取三部份，一般用戶大都先連接至10/100Mbps接取交換器上，這些接取交換器透過Gigabit Ethernet (GE) 的界面連接至匯集層的交換器，在此匯集交換器須具備高密度GE埠以及高交換效能，並且可透過10GE界面與骨幹交換器界接。

 (2) 高效能10GE界面: 

10 Gigabit Ethernet的標準，IEEE 802.3ae草案初步制訂完畢。IEEE802.3ae工作小組主要是在10 Gigabit Ethernet的實體層(Physical Layer，PHY)上制訂了幾套不同的光纖通訊系統，並分類有LAN PHY與WAN PHY兩種。兩者主要的差別是WAN PHY方面比LAN PHY多了一層所謂的廣域網路介面層(WIS- WAN Interface Sublayer)。WIS可提供簡化的SONET封包功能，使出去的Ethernet封包在管理上能與SONET/SDH相容。
10 Gigabit Ethernet另一個主要特色是首次採用了WWDM (Wide Wavelength Division Multiplexing)技術，有別於Gigabit Ethernet時代僅有TDM (Time Division Multiplexing)技術，容許1275nm、1300nm和1325nm，以及1350nm等四道光波長分別以2.5Giga bps (OC-48)的速度於光纖中傳送資料。所謂的XAUI (10 Gigabit Attachment User Interface)即在規範這些光與電的轉換介面。
各形式的10 Gigabit Ethernet皆採用一對光纖以利全工(Full-duplex)作業，所傳輸的距離可從短短的幾十公尺至40公里的長途距離。例如，10Gbase-EW (Extended-reach with WAN PHY)採用1550nm LD，搭配單模光纖(SMF- Single Mode Fiber)，其傳輸距離可達40公里。10Gbase-LX4 (Long-reach，10Gigabit)利用了1310nm附近的4道光波長，搭配多模光纖(MMF- Multi Mode Fiber)或單模光纖，傳輸距離可達300公尺至10公里。而幾十公尺的短傳輸(Short-reach)距離則僅只需要850nm的VCSEL (Vertical Cavity Surface Emitting Laser- 垂直面射型雷射)搭配多模光纖(MMF- Multi Mode Fiber)即可。

高效能10GE界面對於都會網路骨幹部分將是必備的界面。在都會網路的POP點內訊務交換可經由10GE LAN實體界面溝通，而POP點之間的訊務則透過10GE WAN實體界面溝通。

(3) 可提供Ethernet Over SONET/SDH和WDN等多種界面

許多服務提供業者現有之傳送網路為SONET/SDH，為減低建置成本，若可提供Ethernet和IP可於現有之SONET/SDM網路的傳送功能是相當重要的。如Ethernet   over SONET/SDH (EoS， ITU X.86)， Packet Over SONET/SDH(PoS) 以及與SONET/SDM相容之10GE WAN實體界面都是經常使用的界面。像利用Ethernet over SONET/SDH以OC-3C和OC-12C用於接取設備與骨幹設備間的連接，而10GE WAN實體界面可使用OC-192C   /STM-64c鍵路用於POP點之間或都會網路間的連接.

當都會網路服務成長時，DWDM傳送網路就比SONET/SDH具吸引力，例如DWDN環路經過POP點及高用量用戶大樓，使用Optical ADM 設備可將其中載於某些波長的GE鏈路解出，提供給高用量的客戶。而POP點之間的許多10GE WAN實體界面鏈路也可以經由Optical   ADM將OC-192C解出，以提供更高寬頻寬或更長傳送距離的需求。

(4) Link Aggregation (IEEE 802.3 ad)

Link Aggregation 的功能將數條實體鍵路集朿成一邏輯上的高頻寬鏈路。此功能在都會網路經常使用在POP點之間以提供.備援功能並提供較大的頻寬。

3.4.2 服務種類具擴充性

都會網路現有的服務包括VPN、INTERNET服務甚至是TDM式的專線若都可在相同網路上提供，多樣化的服務特點可以更具競爭優勢，取代傳統的傳送網路。

(1) L2 Virtual Private Network (VPN)

L2 VPN 在Metro Ethernet可另稱為Transparent LAN Service (TLS

服務。此服務可使多點之用戶彼此互聯，並具備透通特性，用戶也可以使用私有的IEEE 802.1Q VLAN互連。在都會區可形成點對點、點對多點或網狀互連的架構。

服務提供者可以選擇使用的技術有幾種方式:

· Ethernet over SONET/SDH或WDM: 此種方式為點對點，且頻寬為固定。

· VLAN Stacking: 此方式為多點連接，且頻寬為彈性

· Ethernet over MPLS: 此方式可為點對點或多點對多點相連，且頻寬為彈性提供.

VLAN Stacking 雖然非為標準化方式，但與L3技術比較起來，它的維護方式比較簡單，且由於基本上已具統計多工的特點，因此VLAN Stacking 成為 L2 VPN最簡單便宜的提供方式。

所謂的VLAN Stacking是在每一個碼框封包中，在原來的VLAN ID外另加第二個VLAN ID，以區別不同用戶的訊務，如圖3所示。VLAN Stacking可以讓服務提供者指定第二個VLAN ID分配給4000個不同用戶，而每個用戶可以使用第一個VLAN ID做為自己內部使用的4000個不同VLAN。在用戶的封包進入接取設備時，第二個VLAN ID即附加上去做為識別該用戶之用，而在離開接取設備時，該VLAN ID即去除。

Eo MPLS在L2 VPN服務中使用的情況愈來愈普遍，目前在IETF draft主要有EoMPLS point-to-point (Draft Martini)及Multipoint (Draft Kompella)。用戶的Ethernet封包在服務提供者的MPLS網路傳送時，會外加MPLS標籤，網路不須對所傳送的封包內容有所了解，因此MPLS在服務多樣化的提供較具優勢，而且在同時提供L2及L3 VPN的情形下，服務提供者的網路只須使用相同的基礎網路架構。

EoMPLS可以克服VLAN Stacking 4000個用戶數量的限制，MPLS標籤的欄位為20bit遠大於VLAN ID的12bit如圖4所示，最重要的是MPLS標籤是本段標示方式(local Significance)，使得其擴充性遠遠超過VLAN ID的方式。MPLS也提供多層式籤標方式。

MPLS支援路徑中斷時備援路由快速切換功能，提供使用戶訊務保護、訊務規劃及備援保護的功能。MPLS也可支援L3路由規約 (如OSPF) 及籤標資料傳送規約 (如LDP、RSVP)，因此在網路管理方面比單純依賴STP的L2網路更佳。
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Figure 4: Organization of Ethernet frames in MPLS




(2) Internet Access及L3 VPN

利用不同的VLAN可以使個別用戶連接到ISP，以提供Internet Access服務，用戶到接取設備即使只有一路實體鏈路，仍可以利用不同的VLAN提供Internet Access、L2 VPN或L3 VPN服務，如圖5所示。骨幹網路配合使用MPLS技術時，擴充性會更佳，因為VLAN就可成為本地標示(local significance)特性，網路不會受限於VLAN ID 只有4095的限制。不同地區上網的用戶可使用相同的VLAN值，在與ISP之界面處轉成不同的VLAN值即可。
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Figure 5: EOMPLS can provide both L2 VPN service and




(3) 等級化服務(Differentiated Service)
對於 Metro Ethernet 服務，提供等級化服務及計費的方法是相當重要的。服務提供者有10/100 Ethernet、GE、10GE全速率頻寬或者以較小的頻寬供用戶選擇，例如使用Committed Access Rate (CAR)的功能，用戶瞬間頻寬可超出至一定程度，而平均速率保持不超過特定值。藉著利用精細的頻寬控制及QoS機能，可提供等級化服務，加上訊務流量紀錄的功能，計費的機制可以很有彈性且精確。

服務提供者可以定義幾種不同等級的服務，如金/銀/銅等不同等級品質。訊務等級分類的方式可以依通訊埠或封包內容區分，如依來源位址、目的地位址、VLAN ID做分類。分類化後可結合限制頻寬功能，對不同類別訊務給予不同頻寬。同時分類後的訊務，也可以IEEE 802.1P、IP Diffserv或MPLS Exp方式標示類別。分類為不同類別的訊務，在頻寬擁塞時能以Weight Random Early Detection (WRED)方式丟棄封包。

(4) 對於語音/影像服務提供的低延遲、低顫抖特性

服務提供者一般而言都需要在同一網路上同時提供數據、語音及影像的服務，而語音及影像比數據訊務更需低延遲及低顫抖的傳送特性。在網路設備啟用ACL (access control list)或Qos功能時，設備的效能必須不受影響，以保持低延遲及低顫抖的特性。通常網路設備是以純硬體方式處理及傳送封包，才能達到需要的品質。

3.4.3 網路可靠性

都會網路必須是可靠安全才能提供用戶穩定服務品質。網路的容錯保護機制必須藉由各交換器或路由器監測節點或網路的失效情形，並具自動快速恢復的機制。網路的穩定性由系統內各組成元件之可用性決定，而網路的安全性須靠限制功能以防止非法用戶攻擊或誤動作的行為。

(1) 保護機制

由於Ethernet 原始是應用在LAN的環境，在使用於都會網路的場合時，遭遇以下的限制：備援恢復時間過慢。Ethernet利用Spanning Tree的運作機制，在路徑故障時提供保護，然而恢復連線之時間需耗費數十秒，如果網路越大時，所須的時間將更久。相對於SONET的自動保護切換時間只須50msec，Ethernet切換恢復時間太久，對於語音、影像或其它敏感的服務很難提供良好的保證品質。目前除了Spanning Tree的保護方式外，還有其他幾種已實現或發展中的技術標準，可提供較佳的保護機制：

· IEEE 8021.s (Multiple Spanning Tree)：

可以提供在VLAN的環境下有多個Spanning Tree，比原先只有單一個路徑有更多的保護，當然所花費的代價是管理上比較複雜。

· IEEE 802.1w (Rapid Reconfiguration of Spanning Tree) ：

提供一種較快速收斂的運算方式，它可加快恢復時間到約一秒大小，對於ㄧ些服務已經夠用，但是與SONET的恢復時間50msec比較起來還是太慢，無法符合某些服務的需求

· IEEE 802.3ad (Link Aggregation) ：

提供同一群組鏈路低於一秒之斷線保護。除了備援保護外，此技術也使用於增加鏈路頻寬及平衡負載。

· IEEE 802.17 (Resilient Packet Ring)︰

可提供次於50 msec之備援保護。

· MPLS提供貝彈性擴展性之解決方案：

如可建立備援LSP 、提供快速路徑轉送 (Fast Reroute)及LSP preemption 等功能。這些方式可以讓服務提供者對不同服務等級提供不同的備援方式。

(2) 障礙維護機制

Ethernet規格並無內建障礙告警維護機制，不像SONET有信號遺失告警(LOS)、遠端信號告警(RDI)等可以用來執行障礙區間判斷。同時Ethernet也沒有品質監測機制以監視誤碼率(BER)，除此之外，有關OA&M功能如折回測試功能也無法提供，而這些功能對於障礙判斷是非常有用的。

目前相關品質監測、OA&M功能的技術標準正於IEEE 802.3ah Ethernet in the First Mile (EFM)工作小組討論中，主要有兩種方式選擇中：一種提案建議使用Ethernet的前導欄位(Preamble)，另一種提案建議使用以碼框方式提供。

3.5 參訪廠商相關資料

數家於Optical Ethernet/MPLS領域有特殊表現的廠商，如Atrica、Force10、Laurel及Juniper等，以下為這些廠商對於市場、技術標準及產品的相關資料摘要。

3.5.1 Atrica

Atrica主要著重於提供Optical Ethernet 產品，以應用於都會區網路市場如

· Ethernet Internet Services

· Optical Ethernet Private Line Services

· Optical Ethernet Transparent LAN Services (TLS)

· Optical Ethernet Metro Core Transport Services

目前該公司現有之產品為A-8800/A-8100 Optical Ethernet Core Switch及A-2100 Optical Ethernet Edge Switch。

· A-8800/A-8100主要為提供高效能MPLS交換功能之骨幹設備，可支援1G/10G Ethernet、DWDM及OADM等界面，交換效能可達150Gps。其MPLS功能可支援百萬條路徑，保護切換時間50ms以內，可取代現有之SONET/SDH transport架構或與之相容共存。

· A-2100為L2 switch之接取設備，可支援10/100 Ethernet、Gigabit Ethernet及TDM界面。


利用以上設備構成網路，配合該公司之供裝軟體ASPEN (Atrica Service Platform for Ethernet Networks)所提供的GUI或API界面，可快速供裝下列服務及界面: 

· 提供point-to-point、point-to-multipoint、multipoint-to-multipoint服務：Fast Ethernet 及Gigabit Ethernet界面。
· 提供Circuit Emulation服務並且保證頻寬： T1/E1、T3/E3、STM-1/OC3及STM-4/OC12之TDM界面。
3.5.2  Force10 Networks

Force10主要的產品為E1200及E600兩種，為具備L2 switching 及L3 Routing功能之高效能Switch/Router設備，可提供1G/10G Ethernet、Ethernet over SDH、POS等界面，其交換效能分別可高達1.2Tbps及600Gbps。

如此超高交換效能使其產品可應用於

· Content Server Aggregation

· Cluster/Grid Computing

· Internet Exchange

· Metro Ethernet service

該公司產品之主要特點為

· 其1.2Tbps Non-blocking Switch Fabric之建構方式不同於一般的Optical Backplane解決方案，改以Passive Copper Backplane解決高速交換的問題，由於沒有使用昂貴的光-電、電-光轉換元件，因此製造成本大為降低，並同時避免主動元件可能造成的單點障礙問題，這也是 Force10於同類產品中頗具競爭力的主因。

· 不論傳送封包大小不同或是任何複雜功能啟用時，傳送效能均可保持Line-rate，並保持低延遲及低顫抖時序之穩定特性，對於下一代Streaming Media及相關應用可提供最佳交換網路。

· 可提供可高達336埠Gigabit界面或28埠10 Gigabit界面。

3.5.3 Laurel Networks

Laurel主要的產品為ST200，可做為IP/MPLS網路之edge設備。此產品除Layer 2 transport over MPLS功能外，同時具有L3 Routing及MPLS IP VPN功能，並可支援多種界面如ATM、Frame Relay、POS/PPP、Cisco HDLC、TDM、Ethernet、X.86 Ethernet Over SONET/SDH等，其交換效能可達160Gps。

Laurel另提供整合供裝軟體LPS (Laurel Provisioning System)，可提供快速供裝及維護功能。其GUI界面便於操作，同時也提供API界面可與業者自己的OSS系統整合。

藉由Laurel的產品可提供的服務主要為:

· ATM、Frame Relay及Ethernet 網路服務: 藉由Layer 2 transport over MPLS的技術，此產品可將原ATM、Frame Relay及Ethernet Private Line Service於同一IP/MPLS網路傳送，除將原有之ATM、Frame Relay網路升級外並可降低成本。

· MPLS IP VPN服務 

· Internet Access服務

Laurel產品主要特點為

· 該公司與Level (3)通訊公司充份合作，領先業界將IETF Draft Martini實現並應用於實際之商用服務，提供Multi-Service Over MPLS。目前Level (3)營收大為提高，有望擺脫先前提供傳統ATM、Frame Relay傳統服務時，營收困頓不前的狀況。

· resilience保護切換時間小於16ms，該公司強調為目前業界中最佳效能者。

第4章 ERX MPLS Configure Basics課程介紹

4.1 課程目的

Juniper主要產品為高效能之IP骨幹路由器，2002年併購Unisphere後，

預計對於edge router的產品將有更強的支援。Unisphere ERX1400為多功能之Edge設備，除可做為BRAS，收容XDSL服務外，亦可做為Edge Router，提供IP VPN、MPLS等服務。

ERX MPLS Configure Basics課程之目的旨在學習如何利用Juniper ERX構建基本的多協定標籤交換MPLS網路。在課程中將介紹MPLS基本的概念，除MPLS基本功能外，相關的主題如BGP/MPLS VPN、MPLS Traffic Engineer有進一步的實習，透過實際地設定路由協定OSPF (Open Shortest Path First)、 BGP (Border Gateway Protocol)與各種信號協定方式如：LDP (Label Distribution Protocol)信號協定與RSVP (Resource Reservation Protocol)信號協定，來建立基本的MPLS 網路，進一步設定具備訊務工程(Taffic Engineering) 的MPLS 網路，並且完成BGP/MPLS VPN (虛擬私有網路)的建立。

4.2 課程內容

· 4.2.1︰多協定標籤交換(MPLS)技術簡介

· 4.2.2︰MPLS Downstream On Demain LSPs

· 4.2.3︰MPLS Topology Driven LSPs

· 4.2.4︰BGP-MPLS VPNs

· 4.2.5︰MPLS Traffic Engineering

4.2.1 多協定標籤交換(MPLS︰ MultiProtocol Label Switching)技術介紹

4.2.1.1 概說

Multi-Protocol Label Swithing (MPLS)是一項新的傳送標準技術，藉由將標籤貼在訊務封包上，以在網路上傳送訊務。 此技術在發展過程中，主要須解決的三項問題：(1) ATM到IP網路互連問題 (2) 增進骨幹路由器之傳送效率 (3)實現具服務品質(Qos)之路由。 MPLS並不只侷限於IP網路，但其他的網路層通訊規約不如IP重要。在此，多種通訊規約的意義在於：可以在不同種類之第2層界面上提供單一傳送機制及Qos功能。

重疊模式(Overlay Model)

目前現有許多網路服務提供者(ISP) 的網路使用的是重疊模式網路，其核心網路中使用ATM交換機而IP路由器在邊緣端(如圖示)。 對於IP路由器而言，ATM交換機是屬於透通的，與IP路由器彼此分屬於不同的網路，這意味著我們必須解決ATM交換機與IP路由器之間網路互連(Inter-working)的問題。
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因為連結狀態(link-state)路由協定(如OSPF和ISIS)，節點需要與鄰近節點互連建立關係，因此重疊模式需要路由器之間建立虛擬電路(VC)以互傳訊息。ATM VC 路徑須事先建立，且為了效率緣故，路由器必須使用VC路徑直接與其他路由器連接，而這種方式需要建立完全互連網狀方式(fully-mesh)之ATM VC 路徑。因此，隨著網路的成長，其所需要VC的數量將成幾何級數成長([N2-N]/2)，並且嚴重影響網路的發展與擴展性。
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多協定標籤交換(MPLS)架構將重疊模式改變成同質性網路(peer-model)，使網路成為單純的標籤交換環境，解決了虛擬電路(VC)幾何級數成長的問題，大大增加了網路的擴充性能。藉由MPLS快速之標籤交換達成IP封包在網路中的快速傳送，提昇了網路效能與穩定性，而這種方式使交換器有能力支援多種通訊協定，服務提供者原有之交換網路基礎建設可以保留並節省投資，同時保有第2層設備原有之效能及訊務控制機制，而且更增加了網路的彈性。

4.2.1.2 多協定標籤交換(MPLS)架構 
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MPLS名詞定義︰如上圖4.3所示。

· 標籤交換路由器LSR (Label Switched Router)︰ 位在MPLS網路內，依據封包的標籤值、而非其IP封包頭的內容轉送該封包到目的之網路設備。

· 標籤交換邊緣路由器 LER ( Label Edge Router) ︰ERX設備主要做為LER設備的角色。界於MPLS網路與非MPLS網路之間，主要工作是將進入MPLS網路之IP封包貼上標籤後送入MPLS網路區內(Ingress LSR) ，或欲離開MPLS網路前將MPLS網路封包的標籤拿掉 (Egress LSR)。

· 標籤交換路徑LSP (Label Switched Path)︰在MPLS網路中由進入端到輸出端之間所形成的路徑，此LSP是單向性。

· 傳送服務對應等級FEC ( Forwarding Equivalence Class)：俱備相同傳送目的地、相對應服務或某些特定因素的封包，被視為具有相同的傳送特性，享有相同的傳送對應等級，可以是ㄧ整組方式或細節特定方式。

· 標籤分配規約LDP(Label Distribution Protocol)：一種信號協定使用於LSP彼此之間用來協調如何傳送MPLS標籤對應FEC之方式。

多協定標籤交換MPLS處理技術是整合傳送(Forwarding)技術與網際網路的路由協定(Routing Protocol)技術所發展出來的網路處理技術。一開始主要是希望透過ATM高性能之細包交換(Cell Switching)技術優勢來協助達成。引用與ATM交換技術類似之VPI/VCI作標籤(Label)之交換技術來載送IP封包到達它的目的地。原本傳統網路在處理IP封包是採取遂級方式一個節點一個節點做路由選址傳送到目的地(Hop by Hop)。MPLS用嶄新的方法來處理網路封包傳送工作。在各級節點上，它是透過目的地IP位址與標籤(Label)之轉換映射而得到各級節點的標籤傳送表(Label Forwarding table)。在IP/ATM網路環境中，其MPLS的標籤就是ATM交換機的VPI與VCI(但是MPLS的標籤也可以是訊框傳送的DLCI …)。簡單的說：MPLS就是希望將第二層的快速交換機制整合至IP層，建立具有彈性而且利用快速之標籤交換優點來達成IP封包在網路中的快速傳送訊務，以提昇網路效能與穩定性。這也是MPLS原始發展的動機。

MPLS運作方式
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如圖4.4所示，當一個IP封包進入MPLS網路時，入口路由器會先檢查進入MPLS網路的IP封包頭(Header)，再根據此IP封包頭找出其相對應服務等級(FEC)之標籤，然後將此IP封包貼上此標籤後送入MPLS網路區內之下一站(next hop)。位於MPLS網路內部的LSR收到貼上標籤後的IP封包時，該LSR是依據封包的標籤值與目的地IP位址之轉換映射而得到標籤傳送表(Label Forwarding table)，進而透過硬體交換轉送該封包到目的地、而非透過其IP封包頭的內容轉送該封包到目的地。當貼有標籤的IP封包到達MPLS網路之最末端時，出口路由器會先拿掉標籤然後檢查IP封包頭(Header)，再根據一般IP路由表找出其下一站，封包則是延著此LSP作傳送。很明顯地， MPLS機制並不去檢查IP封包的內容，取而代之的是透過LSP的建立與標籤的置換(如下圖)，封包則是延著此LSP作傳送。MPLS LSR設備僅使用標籤判定下一個路由器節點，路由建立類似ATM或Frame Relay 虛擬路徑，如此簡化了封包傳送過程，進增進效率及彈性。

MPLS標籤包含4-bytes的資料標籤分成四個主要欄位，其中20位元標籤值 (Label Value)主要是LSR用來查詢下個傳送界面、下一個新標籤值等，以決定下一站時使用；實驗用的3個位元是設計於對應IP封包頭的內容中的TOS (type of service)值；ㄧ個位元之S欄位用來標示註記是否屬於標籤堆疊的最下層；8位元的TTL(Time To Live)存活時間則等同於IP封包頭的內容中TTL欄位，用來偵測是否造成迴路。
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由於MPLS的機制並不檢查每個IP封包的內容，在核心網路設備只做貼上標籤、查詢輸出標籤及界面並將新的標籤貼上以及去除標籤，完全不需檢查網路層的訊息，封包傳送方式單純化，因此效能可大幅提高。

另外MPLS對所有的訊務可提供單一化的傳送機制，在傳統的IP路由器需要有3種不同的傳送機制，分別對unicast、multicast和QoS應用的IP封包有不同方式的處理。對unicast IP封包而言，路由器在它的傳送路由表中找尋目的地位址最長符合者(longest match)，如果相符就以路由傳送表所列的界面傳送封包出去，若不相符則再與傳送路由表次長的子網路做比較的動作，並依此類推。在今日路由表愈來愈大的情形，動作將過於繁複。

對於multicast封包而言，傳送機制是不同的。有些情況必須完全符合來源及目的地位址。對於IP QoS應用，除最長位址相符的原則仍然使用，同時必須再符合TOS欄位相同者。但以MPLS而言，完全無須考量訊務形式，只用單一種傳送機制即可達成。

如圖4.6所示，封包在入口之LER設備依FEC比較結果分類，LER設備在標籤資料表內找尋適當的標籤值與輸出界面，然後將輸出用的標籤貼在封包上，並由輸出界面送出。每一個LSR設備將進來的標籤取出並在它自己的標籤資料表依此標籤值與輸入界面決定輸出標籤與輸出界面。而最後一個出口LER設備將MPLS標籤去除掉，並依一般的傳送機制轉送封包。

BGP協定的省略
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網路效能的提昇外，MPLS另一個特點是簡化網路的複雜度，在核心網路不須執行BGP的協定。在傳統Hop by Hop的網路中核心網路所有路由器需要知道完整路由表，以執行各點傳送IP封包。藉由MPLS我們可以免除這種要求，核心網路所有路由器只須有相關路由資料，可以建立MPLS LSP路徑到達BGP節點即可，因此只有LER設備需要知道完整的網際網路路由資料。在圖4.7的例子可以看到路由器A、B、F執行BGP，彼此間互換訊息並與外界互換EBGP訊息。其中每個設備都有完整網際網路路由資料，路由器C、D、E只有執行IGP，只須知道自己網路(AS)內的路由即可，僅藉此建立與LER設備連通之LSR路徑，所有的訊務進入此網路都會以標籤貼示，訊務透過在LER之間所形成的LSR 內傳送，因此內部的路由器不需知道所有的IP路由資料，減少了管理及設定複雜度。

4.2.1.3 多協定標籤交換(MPLS)服務

MPLS一次路由，多次標籤交換帶來網路效能的提昇透。過MPLS衍生出來的訊務工程(Traffic Engineering︰TE)、服務品質分級(Quality of Service︰QoS)、虛擬私有網路(Virtual Private Network︰VPN)等服務技術則提供了更多更好的服務。

MPLS服務—訊務工程(Traffic Engineering)

MPLS主要可提供訊務工程 (Traffic Engineering)。一般傳統的IP網路的IGP如OSPF、ISIS用來決定網路內最佳路由。在圖4.8的例子以IGP為基礎的傳送方式會將所有要到目地的訊務經過路由器C與路由器D間的路徑，這將造成在路由器C與路由器E間的路徑使用率過低。MPLS訊務工程可以讓我們設計LSP路徑不必循著IGP最佳路徑，例如可以規劃語音類別的訊務走路由器C到路由器E的路徑。MPLS訊務工程可以使訊務由特定LSP路徑傳送，以提高頻寬使用率、區隔特殊的應用或依不同QoS做不同方式傳送。


[image: image11.wmf]圖

4.8   

MPLS Services 

-

Traffic Engineering

Source

Source

Destination

A

B

C

D

E

F

Copyright 

©

2002, Juniper Networks, Inc.


MPLS服務 – 虛擬私有網路 

MPLS可以應用在虛擬私有網路 (VPN)上。虛擬私有網路具自己的路由領域，但是使用公眾網路來傳送訊務。MPLS LSP路徑可以建立隧道穿過公眾網路來傳送私有的訊務，如圖4.9所示，在LER設備LSP路徑建立後，從A公司的訊務分穿過公眾網路卻不會和網路其它訊務混雜在一起，A公司自己的路由表及IP位址配置完全與公眾網路分開。
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4.2.1.4 MPLS LSP建立方式 

如圖4.10︰LSP由LSR、LER再配合LDP(Label Distribution Protocol)信號協定所建構形成。
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在圖4.11中LSP由設備A、C、E、到F，建立了LSP路徑。以下是MPLS實際上設計與實現的問題︰

· LSP是何時建立?

Control Driven : MPSL LSP建立是依據網路拓撲資訊。當FEC、LSP路由資料更新或隧道建立時馬上建立。

Data Driven :須等到有訊務進來參照FEC才建立LSP。

· LSP是如何建立 ?

Ordered Control : LSP在出口端的LER設備開始建立，然後逐步往進入端的LER設備，如果端到端的LSP路徑無法建立，這路LSP路徑最後為不成功。

Independent : 每一個相鄰LSR設備互通FEC之標籤訊息，若LSP路徑不能由端到端建立，則只有部分路徑成功。

· 誰指定標籤值?

下游節點LSR設備告訢它的上游節點自己配定給FEC標籤值。

· 標籤值何時指配?

On Demand : 當建立LSP時指定標籤值給FEC

Unsolicited : 即使無建立LSP的要求，相鄰的LSR設備仍到處送出FEC的標籤資料。

· 標籤值如何維護?

Conservative : 假設標籤的容量有限，所以FEC的標籤對映是暫時存放，當LSP不存在時，原指定標籤回收，並可以重新再利用。

Liberal : 標籤很多足以供FEC做固定式的指配。

ERX支援以下兩種方式

Downstream Unsolicited with Independent Control 

Downstream on Demand with Ordered Control

建立MPLS的LSP有兩種基本方法：(1)使用LDP(Label Distribution Protocol)信號協定來建立LSP。(2) 使用CR-LDP(Constraint-Based Routing Label Distribution Protocol)信號協定來建立LSP。前者是Hop-by-Hop Routing方式來完成。後者則是明確路由(Explicit Routing)方式，且有CR-LDP與RSVP兩種。

(1) Label Distribution Protocol (LDP)
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圖4.12為MPLS標籤如何利用標籤分配規約(Lable Distribution Protocol, LDP)來指配標籤。在此例LDP使用Downstream Unsolicited with Independent Control，又稱為Topolgy Driven LSP。

當路由器A有一項新的IP路由資料增加時，它會自動在FEC指定此新項目之MPLS標籤。路由器A同時產生LDP 標籤對映訊息(MAP)，並傳送到它的LDP鄰點。此對映訊息通知鄰點任何往1.1.0.0/24的訊務可使用此標籤。

在網路核心部分，IGP將新的路由分佈到網路所有的路由器，相同地這些路由器依序指定標籤給FEC並傳送MAP訊息給它們的相鄰節點。

值得注意的是，當路由器收到鄰點的MAP訊息，但不是它的IGP的下個節點時，例如圖19中路由器D收到路由器F給它的關於1.1.0.0/24 的MAP訊息，有兩種處理方式: (1) Liberal模式使路由器保持此標籤/FEC對映資料，在網路拓撲改變時收斂速度可以較快 (2) Conservation模式使路由器D丟棄此標籤訊息。

分佈標籤並未建立LSP，MPLS LER設備仍必須設定指定何種訊務可做標籤式的交換動作。

若有訊務工程其它的需求，MPLS可以依這些需求如高頻寬、低延遲設定穿過網路的其它LSP路徑。

(2) Resource Reservation Protocol (RSVP-TE)
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RSVP原始使用為IP QoS整合服務架構之信號通信規約，現在被修改以提供MPLS分佈標籤的方法。


藉由RSVP-TE，LSP建立的要求是置於RSVP 的PATH訊息內，而標籤指定的訊息包含在RESV的訊息內。RSVP-TE永遠使用Downstream on Demand with ordered control，也就是下游節點指定標籤，但是依PATH訊息的要求才配出標籤值，而且LSP的建立是以出口端往入口端的方向逐一建立，如圖4.13。藉著RSVP-TE，最後只會有一完整路徑或無路徑兩種情形，如果在路徑上有某些節點無法指定標籤時可選擇LSP在特定時間到後就失效，或永遠等待標籤的指配。

當訊務工程的需求不單純是依循IGP的最佳路徑，而需要考慮其它限制時，RSVP-TE 可以提供各種訊務需求(如路徑頻寬、QoS、延遲)的溝通方式。

(3) Constraint-based Routing for Label Distribution Prototol (CR-LDP)
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圖4.14使用此種方式與上例類似，但為使用CR-LDP方法。CR-LDP是LDP的延伸，當需要提供LDP，並以Downstream on Demand的方式時可以使用這種規約，
另外CR-LDP可用來配合特別的訊務工程限制(如限定路徑、頻寬需求)。注意Label Request (REQ)訊息運作方式類似RSVP的PATH訊息，有關頻寬或限定路徑的訊息都在此REQ內。而Label Mapping (MAP)訊息則類似RESV訊息，為使用確認資源分配以建立所需的LSP路徑。

4.2.2.1 設定遂級方式一個節點一個節點盡力傳送的MPLS


在本單元將介紹如何在ERX上作MPLS基本設定以支援相關的MPLS功能，使用路由表決定到達LSP端點的最佳路徑，並藉此建立遂一節點盡力傳送的MPLS路徑。所謂LSP端點指的是以下種方式

· MPLS入口路由器與出口路由器。

· BGP的下一站。

· 如果MPLS網路結合OSPF，則指OSPF邊界路由器。(ABR)
· 如果MPLS網路結合IS-IS，則指IS-IS第二層路由器。(ISIS level2 router)

MPLS的基本設定

欲利用ERX 建立基本的MPLS網路，設定上可以分成四部分︰

· MPLS Global Configuration Tasks
· MPLS Interface Configuration Tasks

· MPLS Tunnel Configuration Tasks

· MPLS Tunnel Profile 
(一)全域設定(MPLS Global Configuration Tasks)︰在虛擬路由器(virtual router)底下啟動MPLS，並且設定虛擬路由器相關參數。
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範例︰

ERX1MPLS︰pe1(config)#mpls

ERX1MPLS︰pe1(config)#mpls lable-range 1100 1199

ERX1MPLS︰pe1(config)#

(二) 介面設定(MPLS Interface and Tunnel Configuration)︰設定虛擬路由器之後，必須在介面啟動MPLS，並且設定此介面之MPLS相關參數︰選擇建立LSP之信號方式及建立隧道(best effort hop by hop MPLS tunnel)。
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範例︰

首先建立ATM的sub-interface並啟動MPLS，選擇建立LSP之信號方式(如LDP、RSVP等)，接著使用靜態路由建立隧道(best effort hop by hop MPLS tunnel)。

ERX4MPLS︰pe1(config)#int atm6/1.30

ERX4MPLS︰pe1(config-subif)#mpls 

ERX4MPLS︰pe1(config-subif)#mpls rsvp
ERX4MPLS︰pe1(config-subif)#exit

ERX4MPLS︰pe1(config)# interface tunnel mpls︰to-pe2

ERX4MPLS︰pe1 (config-if)#ip unnumbered loopback 0


ERX4MPLS︰pe1 (config-if)#tunnel mpls label-dist rsvp-te

ERX4MPLS︰pe1 (config-if)#tunnel destination 2.2.2.2 

ERX4MPLS︰pe1 (config-if)#^Z
ERX4MPLS︰pe1 (config)#ip route 2.2.2.2 255.255.255.255 tunnel mpls︰to-pe2

然而，當使用靜態路由建立MPLS tunnel時，會影響網路的擴充性。為使網路更有彈性，還可以利用MPLS與動態路由協定(IGP)結合，建立動態的tunnel到LSP端點。例如LER結合OSPF建立動態MPLS tunnel時，LER將自動建立到OSPF邊界路由器的tunnel。另一方面欲從路由表選取路徑來建立MPLS tunnel時，利用autoroute announce 指令可以選擇所要使用的路由協定，並且可以autoroute metric設定該路由協定的參數。完成基本的設定後，即可以利用幾個指令(如show mpls, show mpls interface, show mpls tunnel)檢查是否設定正確。
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ERX4MPLS︰pe1(config)# interface tunnel mpls︰ospf-pe2

ERX4MPLS︰pe1 (config-if)#ip unnumbered loopback 0


ERX4MPLS︰pe1 (config-if)#tunnel mpls label-dist rsvp-te
ERX4MPLS︰pe1 (config-if)#tunnel mpls autoroute announce ospf

ERX4MPLS︰pe1 (config-if)# tunnel mpls autoroute metric absolute 25

ERX4MPLS︰pe1 (config-if)#tunnel destination 22.22.22.22 

當路由協定可以定義出端點時即可設定成動態方式建。profile內容中必須設定(1)動態tunnel的目的地，除了IP位址外，還可以使用端點主機名稱或是邊界路由器，如IS-IS Level 2 router 或OSPF ABR；(2)使用ip profile定義介面特性；(3) 定義何種路由協定及其特性。
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範例︰

ERX4MPLS︰pe2(config)# prifile lab2

ERX4MPLS︰pe2(config-profile)# ip unnumbered loopback 0

ERX4MPLS︰pe2(config-profile)#exit

ERX4MPLS︰pe2(config)#mpls tunnels profile OSPFABR

ERX4MPLS︰pe2 (config-tunnelprofile)#tunnel mpls autoroute announce ospf

ERX4MPLS︰pe2 (config-tunnelprofile)#tunnel mpls autoroute metric absolute 25 ERX4MPLS︰pe2 (config-tunnelprofile)#tunnel mpls label-dist rsvp-te
ERX4MPLS︰pe2 (config-tunnelprofile)#tunnel ip profile lab2

ERX4MPLS︰pe2 (config-tunnelprofile)#tunnel destination ospf-bdr
ERX4MPLS︰pe2 (config-tunnelprofile)#
4.2.3 建立拓樸驅動之交換路徑(MPLS Topology Driven LSPs)
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在MPLS網路裡LDP是基本的信號協定。它有下列四類訊息來協助建立LSP：

· 鄰居搜尋(Peer Discovery)訊息：LSR透過週期性的封包(UDP port 646)將哈囉(multicast HELLO)訊息傳送給所有LSR鄰居之LDP Port，藉此來宣告整個網路LSRs維持的連接情況。

· 交談管理(Session Management)訊息：此類訊息包括LDP Peer間交談所需之建立(Establish)、維持(Maintain)與終止(Terminate)訊息。當LSR鄰居透過HELLO，使彼此間建立LDP Peer間交談時，將使用TCP port 646確保可靠的LDP session。LSR亦
使用INITIALIZATION訊號交換LDP運作時的 交談參數， 

包括LDP版本、維持存活時間(keep alive)、標籤指配方式、標籤範圍等。一旦了解LDP 交談參數後，LSR將交換LDP ADDRESS
 訊息使 下一站(next-hop) 能 

對應到鄰居的
LSR ID。另外LSR鄰居彼此間則交換KEEP  ALIVE訊息以維持  

交談的存在 

。

· 標籤指配(Label Distribution)訊息：LSRs透過此類訊息來建立它們的Label Distribution Table，也就是根據FEC(Forwarding Equivalence Class)透過此類訊息來建立/改變/刪除LSP。此類訊息如Label Request、Label Mapping、Label Release等。

· 提示波(Notification)訊息：此類訊息用來提供狀態與錯誤資訊之告知。

上述四類訊息是LDP在LSP處理程序上所借重的。這些訊息除了透過訊息ID來區分外，其內含參數則透過TLV(Type-Length-Value)來編碼。
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標籤分配訊息是建立MPLS LSP的核心。圖4.16為MPLS標籤如何利用標籤分配規約(Lable Distribution Protocol, LDP)來指配標籤。在此例LDP使用Downstream Unsolicited with Independent Control，又稱為Topolgy Driven LSP。

當路由器A有一項新的IP路由資料增加時，它會自動在FEC指定此新項目之MPLS標籤。路由器A同時產生LDP 標籤對映訊息(MAP)，並傳送到它的LDP鄰點。此對映訊息通知鄰點任何往1.1.0.0/24的訊務可使用此標籤。

在網路核心部分，IGP將新的路由分佈到網路所有的路由器，相同地這些路由器依序指定標籤給FEC並傳送MAP訊息給它們的相鄰節點。

值得注意的是，當路由器收到鄰點的MAP訊息，但不是它的IGP的下個節點時，例如圖4.16中路由器D收到路由器F給它的關於1.1.0.0/24 的MAP訊息，有兩種處理方式: (1) Liberal模式使路由器保持此標籤/FEC對映資料，在網路拓撲改變時收斂速度可以較快 (2) Conservation模式使路由器D丟棄此標籤訊息。

分佈標籤並未建立LSP，MPLS LER設備仍必須設定指定何種訊務可做標籤式的交換動作。

若有訊務工程其它的需求，MPLS可以依這些需求如高頻寬、低延遲設定穿過網路的其它LSP路徑。
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分配標籤給路由表中每一筆路由及接收對應來自所有鄰居的路由的標籤，無法對路由表中每一筆路由自動地建立端對端LSP。ERX定位是LER，當它傳送訊務到LSP時需要在LSP上建立IP interface，目前Internet的核心網路路由器可支援數拾萬筆路由，若LER針對每一筆路由建立一個IP interface將非常沒有效率。

ERX結合access-list 與IP profiles使在以拓樸驅動之交換路徑上能以動態方式建立IP interface，如此允許MPLS傳送訊務到選取之目的地，並且讓LER可以處理在此LSP上收到的IP訊務，如圖4.17。 

    以下簡單介紹ERX Topology-Driven-LSP的基本設定與範例： 
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範例︰

ERX1MPLS︰pe1(config)#mpls

ERX1MPLS︰pe1(config)#mpls lable-range 1100 1199

ERX1MPLS︰pe1(config)#mpls topology-driven-lsp

ERX1MPLS︰pe1(config)#
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ERX4MPLS︰pe1#config t

Enter configuration commands, one per line.  End with ^Z.

ERX4MPLS︰pe1 (config)#int atm 6/0.60

ERX4MPLS︰pe1 (config-subif)#mpls


ERX4MPLS︰pe1 (config-subif)#mpls ldp

ERX4MPLS︰pe1 (config-subif)#int atm 6/0.70

ERX4MPLS︰pe1 (config-subif)#mpls    




ERX4MPLS︰pe1 (config-subif)#mpls ldp    





ERX4MPLS︰pe1 (config-subif)#^Z

ERX4MPLS︰pe1#
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設定格式  #access-list ‘name’<action> <IP Address> <Wildcard Mask>

ERX5MPLS:pe1(config)#access-list lsp permit 192.168.1.1 0.0.0.0

ERX5MPLS:pe1(config)#access-list lsp permit 192.168.1.2 0.0.0.0

ERX5MPLS:pe1(config)# 
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ERX4MPLS︰pe1(config)#profile RouterA

ERX4MPLS︰pe1(config-profile)#ip unnumbered loopback 0

ERX4MPLS︰pe1(config-profile)#virtual-router pe1
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ERX4MPLS︰pe1(config)#mpls topology-driven-lsp ip-interfaces access-list mpls-du-pe1 host-only

ERX4MPLS︰pe1(config)#mpls topology-driven-lsp ip-profile RouterA 

 ERX4MPLS︰pe1(config)#^Z
4.2.4 建立BGP-MPLS虛擬私有網路(VPN)

MPLS服務 – 虛擬私有網路 
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RFC2547bis BGP/MPLS虛擬私有網路技術讓網路服務提供者得以在其MPLS骨幹中利用BGP路由協定交換路由資訊來提供ipv4虛擬私有網路服務，並且由MPLS負責傳送資料封包。該MPLS骨幹架構組成如圖4.20所
示分成兩種不同功能的路由器︰

· 提供者端邊緣路由器（PE）：直接連接至用戶端設備（CE），該路由器執行BGP4，有能力啟動及建立MPLS LSP路徑，並透過MP-BGP路由協定相互交換路由資訊。PE路由器接收並維護與其直接相連之虛擬私有網路之路由資訊。

· 提供者端內部路由器（P）：不直接連接用戶端，該路由器並未執行BGP4，完全不需要參與虛擬私有網路路由交換，也不必知道用戶端虛擬私有網路之路由資訊，但必須要有能力建立MPLS LSP，提供MPLS傳送資料封包的服務。

必須是屬於相同虛擬私有網路群組的用戶端網路才能穿過MPLS骨幹彼此通訊卻不會和網路上其它訊務混雜在一起，而用戶端則可以同時屬於一個或多個不同的虛擬私有網路，也可以同時存取虛擬私有網路與公眾網路。
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每個PE均會針對與其直接相連的虛擬私有網路建立各別的路由傳送表，或稱之為路由傳送請求(VPN Routing/Forwarding instances：VRF)。以ERX設備為例，一個VRF是指在虛擬路由器（virtual router）內個別獨立的路由表，每個虛擬路由器可以支援許多個VRF，因為VRF是個別獨立的，所以使用私有位址(private ip)成為可能。

PE透過ip介面的設定指配給連接此介面的用戶端一個VRF，當封包從連接用戶到達時，PE依據接收的介面決定該使用那個VRF傳送封包，所有經由此介面所學習之路由資訊將只存在於此介面所相對應的VRF上。
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以圖4.22為例，當CE1欲傳送資料到10.1.1.0/24時，PE1將查詢對應VRF找出下一點，得知欲通往10.1.1.0/24的下一節點是PE2，代表10.1.1.0/24的MPLS標籤為17，路徑則是經由PE1到PE2之間所行形成的LSP1，封包依序按設定好的LSP1穿過MPLS 網路流向PE2。

首先，PE1查詢標籤表並在資料封裝前加上標籤堆疊（Label Stack），再貼上第一層標籤（底層）17與第二層標籤（頂層）11傳送至下一點P1（第一層標籤代表目的地10.1.1.0/24；第二層標籤代表路徑通道LSP1）。接下來P1將收到的封包頂層標籤11取出、查詢標籤表與置換新標籤21傳送到與P2連接之介面，P2以類似方式將頂層標籤置換成新標籤21並送到PE2。

PE2先取出頂層標籤13再取出底層標籤17，利用底層標籤17得知該封包屬於CE2，比較還原封包與VRF後決定其輸出之介面將封包送達10.1.1.0/24。
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MPLS 可以使用標準的IP路由協定學習如何轉送MPLS封包，例如使用OSPF或 ISIS等內部路由協定在PE彼此間建立LSP然後使用BGP4宣告虛擬私有網路的路由資訊。圖4.23顯示兩個PE間建立了IBGP連線GP並在LSP內交換虛擬私有網路路由資訊。虛擬私有網路A中PE與用戶間建立EBGP連線交換虛擬私有網路路由資訊。當Site-1透過EBGP宣告本身的路由時，PE1將資訊附加於VRF送到IBGP的鄰居PE2，PE2記錄此虛擬私有網路於VRF並繼續將封包送到Site-3；虛擬私有網路B則使用另一種方式，PE與用戶間並不是建立EBGP，而是使用IGP來交換路由資訊，但在核心網路仍然透過BGP4交換虛擬私有網路路由資訊。

值得注意的是BGP4必須使用新的附加規定(BGP-MP RFC2858)，如此才能讓BGP重疊於虛擬私有網路上。MP-BGP包括路徑屬性Route Distinguisher (RD)，在位址上加註唯一的附籤(Tag)用以確保路由的唯一性，使得私有IP可以重覆使用。另一附加規定是延伸性群組值(Extend Community value) Route Target，如圖4.24，用以定義虛擬私有網路。
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ERX BGP/MPLS VPNs設定範例與架構：
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ERX4MPLS︰pe2(config)#profile mpls-pe2
ERX4MPLS︰pe2(config)#ip unnumbered loopback 0

ERX4MPLS︰pe2(config)#access-list mpls-du-pe2 permit any any 

ERX4MPLS︰pe2(config)#mpls 
ERX4MPLS︰pe2(config)#mpls label-range 1100 1199

ERX4MPLS︰pe2(config)#mpls topology-driven-lsp ip-interfaces access-list mpls-du-pe2 host-only

ERX4MPLS︰pe2(config)#mpls topology-driven-lsp ip-profile mpls-pe2 
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ERX4MPLS︰pe2(config)#interface atm2/0.10

ERX4MPLS︰pe2(config-subif)#mpls

ERX4MPLS︰pe2(config-subif)#mpls ldp
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如之前所描述有兩種方式(IGP或BGP-4)可將路由資訊從用戶端植入VRF。BGP 並非在各別VRF上執行而是在所有PE路由器執行。

BGP從VRF宣告路由進入IBGP Peer時，該IBGP Peer使用Route Target辨識VPN本體。Route Target將決Route Target定從IBGP Peer收到的宣告路由該置放於那個傳送表。圖4.25的例子顯示，如果Route Target是100：1，該路由資訊植入VRF ABCCorp.；如果Route Target是100：2，該路由資訊植入VRF DEFCorp.；如果Route Target是空的(null value)，該路由資訊目被放入PE路由器完整的路由表。

因為ABCCorp.與DEFCorp.有可能使用了重疊的私有IP位址，RD(Route Dinstinguisher)則被附加於每筆路由資訊上以確保唯一性。
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範例︰

ERX4MPLS(config)#vir pe1

ERX4MPLS(config)#router bgp 100

ERX4MPLS(config-router)#address-family ipv4 unicast vrf pe11

ERX4MPLS(config-router-af)#no synchroniz

ERX4MPLS(config-router-af)#no auto-summary

ERX4MPLS(config-router-af)#network 110.110.110.0 mask 255.255.255.252

ERX4MPLS(config-router-af)#exit-address-family

ERX4MPLS(config-router)# address-family ipv4 unicast vrf pe12

ERX4MPLS(config-router-af)#no synchroniz

ERX4MPLS(config-router-af)#no auto-summary

ERX4MPLS(config-router-af)#neighbor 12.12.12.2 remote-as 65010

ERX4MPLS(config-router-af)#neighbor 12.12.12.2 remove-private-as

ERX4MPLS(config-router-af)#exit-address-family

ERX4MPLS(config-router)#address-family vpnv4

ERX4MPLS(config-router-af)#neighbor 22.22.22.22 active

ERX4MPLS(config-router-af)#neighbor 22.22.22.22 next-hop-self

ERX4MPLS(config-router-af)#exit-address-family

ERX4MPLS(config-router)#exit

4.2.5 MPLS訊務工程(Traffic Engineering：簡稱TE)
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為何需要訊務工程？隨著網路流量的增加，越來越龐大的網路架構與路由器的複雜度增加都會增加網路管理者在管理網路時的困難度；訊務工程的出現有助於減輕網路管理的複雜度，更可讓網際網路服務提供者容易管理網路，讓網路的使用率增加。透過MPLS與RSVP-TE就可提供訊務工程的功能。簡單地說，訊務工程就是讓網路資源做最大的利用並發揮最大的網路效能。

一般傳統的IP網路的IGP如OSPF、ISIS用來決定網路內最佳路徑，因為是屬於以拓樸(Topology)為基礎的架構，經常會遭遇網路擁擠的問題。如圖4.26， 

當網路面臨擁塞時，訊務工程可以提供重新路由(Reroute)的功能，讓我們設計LSP不必循著IGP最佳路徑而建立次佳化的路徑。依據特定的訊務需求(如延遲、區隔特殊的應用或不同QoS等)提供LSP，避開擁塞的網路線路。因此，訊務工程能降低封包遺失率、使網路擁擠的時間縮短、讓網路輸出率(Throughput)達到最大，降低傳輸延遲(Delay)，使提高頻寬使用率、網路容易管理、效能達到最大。

訊務工程的運作方式

目前MPLS上有三種Signaling Protocol︰LDP、RSVP-TE、CR-LDP；只有後兩者支援訊務工程功能。此外訊務工程的運作還需要有IGP路由協定的配合，例如OSPF-TE或ISIS-TE。有了路由協定的配合，Signaling Protocol才可以了解網路的變化，進而做一些處理使得網路得到最佳化。

傳統建立路徑的方式是從IGP取得路由資訊然後計算最短路徑；但最短路徑有時未必是最好路徑，有時反而可能是擁塞的路徑，因此需要利用訊務工程幫忙選擇最好路徑。在建立訊務工程時從IGP取得路由資訊然後計算最佳路徑這種方式稱為限制性最短路徑(Constraint Shortest Path First)。此時雖未必是最短路徑，但卻是最有效率及最少擁塞的路徑。由於訊務工程是透過RSVP-TE建立路徑，可以根據目前網路狀態調整路徑，使每個路徑都可以得到最好的效能。

明確路由(Explicit Routing)
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訊務工程最基本的工作元件是透過網路的管理參數(頻寬需求、介面分級等)定義“明確路由”(Explicit Routing)。明確路由包括了一連串的節點，節點可能是指單一的LSR或是一個外部的網路。明確路由又可分成嚴格(Strict)路由或是鬆散(Loose) 路由兩種，所謂嚴格(Strict)是當LER欲開始啟動LSP時已經嚴格知道到各節點的詳細路由，鬆散(Loose)則是指並未知到各節點詳細的路由。

圖4.27 
的LER R1建立明確路徑到LER R13，R1定義了此路徑支援的頻寬10Mbps、定義介面可使用的等級並提供此路徑必須經過的一連串的節點。因為R1曉得OSPF area1.1.1.1內部的拓樸資訊與每個路由器的資源，所以在area1.1.1.1內部的LSR是屬於嚴格節點，越過R5以後則變成鬆散的節點。R1並不知道任何area 0.0.0.0與area 2.2.2.2詳細的拓樸資訊，因此無法定義到達邊界路由器R9與隧道終點站R13的嚴格路由。

IGP的強化功能
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IGP Enhancements
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當路由器使用IGP宣告連接狀態(link state)時足以在LER之間建立路徑，但卻無足夠資訊支援建立訊務工程所需的條件式路由(constraint routing)。

OSPF與 ISIS已經強化其功能，允許在傳統的連接狀態資訊外可以同時宣告訊務工程所需的資源狀況。OSPF 使用RFC2370所定義的Opaque LSAs宣告訊務工程所需的參數值(連接頻寬、保留頻寬、可使用頻寬與介面等級)。而ISIS則是在原有的連接狀態封包中使用新的參數值TLV。每個區域(area)具有自己的TE參數值資料(TEDB)，邊界路由器具有與每個直接相連區域各別的TEDB資料，TEDB資料以類似宣告連接狀態資訊(LSDB)的方式灑遍網路，兩者差別在於LSDB是計算邏輯上的網路拓樸而TEDB則提供網路中每條LSP詳細的可運用資源。

為避免TEDB資料的頻繁更新造成網路額外負擔，ERX可以設定TEDB資源已使用之連臨界點控制TEDB資料的更新頻率。

連結允許控制(CAC：Connection Admission Control)
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當LER運用TE需求建立LSP或tunnel， CAC機制被使用做LSP的啟始建立控制。CAC詢問TEDB建立明確路徑穿過MPLS網路，提供形成LSP/Tunnel所需的資源；CAC亦透過TEDB搜尋並找出路由器已宣告的可運用資源，然後將這些明確路徑送至建立LSP/Tunnel所需的信號元件中。一旦核心網路的LSR接收到建立LSP請求，隨即詢問本地的TEDB是否符合請求，接著指配資源並且更新本地的TEDB。如果利用率符合支援TE所指配資源的LSP，則IGP將把更新的可運用資源資訊灑到整個區域。

訊務工程的信號方式

即使如前面所提透過IGP的強化可使IGP載送資源資訊，但在啟動LSP時仍然需要一種信號方式載送網路的TE需求。單元(一)曾經介紹LDP以及LDP如何被使用於請求MPLS標籤與FEC對應，然而LDP並不提供選擇明確路徑的機制。

ERX支援兩種不同的信號方式建立TE LSP：Resource Reservation Protocol (RSVP-TE) 與Constraint Based Routing Label Distribution Protocol (CR-LDP)

1. Resource Reservation Protocol (RSVP-TE)

RSVP原始定義於RFC 2205，原為發展使用於IP QoS整合服務(IntServ)架構之信號通信規約，現在被修改以提供MPLS分佈標籤的方法。

如圖4.30與圖4.31
在IntServ中，當RSVP 起始端嘗試與目的地端建立交談(session)，建立交談的要求置於RSVP 的PATH訊息內，而PATH訊息內包括建立交談的參數，如每一個session均有唯一的session ID、欲傳送的訊務型態(Sender Template)、訊務QoS需求(Tspec)等。PATH訊息則是依據IP路由表從傳送端IP位址傳送到目的地端IP位址。

接收端回應真正的QoS保留資源。接收端送出RESV訊息，RESV的訊息包括一個flow descriptor，內容包含flowspec與filterspec。Flowspec定義保留請求(reservation request)的QoS需求，filterspec則依據FEC定義何種封包該含在flow內。基本的filterspec根據來源端IP位址或TCP/UDP port。RESV的訊息延著路徑一站一站地逐級傳送，因此路徑上每個節點均計算其資源需求，如果在路徑上有某些節點無法支援此資訊需求將送出錯誤訊息給RESV的發起點。

RSVP屬於TCP/IP第四層規約，但並非使用TCP亦非 UDP當做傳輸層服務。RSVP屬於非連結導向規約，然而RSVP利用週期性地更新PATH與RESV訊息維持保留資源的狀態，此種機制提供了非連結導向規約所需要的可靠性。
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同樣地，當RSVP被修改用以提供MPLS分佈標籤的方法時。LER藉由RSVP-TE，L將SP建立的要求置於RSVP 的PATH訊息內，而標籤指定的訊息包含在RESV的訊息內。RSVP-TE永遠使用下游節點指定標籤(Downstream on Demand with ordered control)，但是依PATH訊息的要求才配出標籤值，而且LSP的建立是以出口端往入口端的方向逐一建立。藉著RSVP-TE，最後只會有一完整路徑或無路徑兩種情形，如果在路徑上有某些節點無法指定標籤時可選擇LSP在特定時間到後就失效，或永遠等待標籤的指配。

2. Constraint Based Routing Label Distribution Protocol (CR-LDP)

  ERX在軟體版本3.2.X以後已不再支援Downstream On Demand mode LDP，但仍支援MPLS-TE LSP。ERX使用LDP的擴充版本CR-LDP。
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相對於LDP之Hop by Hop Routing，CR-LDP能提供Source Routing LSP之建立。CR-LDP實際上是LDP信號協定的延伸。此種LSP建立的特色在於它能基於特定的網路傳送速度、參數條件與訊務品質在發送端與接收端建立其路徑(虛擬電路)-連接型(Connection Oriented)通信。因此CR-LDP透過ER(Explicit Routing)建立的並非一定是最短路徑，但它卻是滿足特定QOS的LSP。而在大型網路中MPLS即可利用CR-LDP依特定的訊務工程(Taffic Engineering)來完成特定的虛擬電路。由於CR-LDP是LDP所擴充，因此CR-LDP建立LSP的基本部步驟與LDP建立類似，LDP所用之運作訊息可在CR-LDP延用(如Peer Discovery、Session Establishment、Label Distribution與Error Handing)。除此之外，CR-LDP在Label Request與Label Mapping訊息中擴充增加一些特殊的TLVs為條件。例如：

· Explict Route TLV：支援嚴格(Strict)或鬆散(Loose)的節點。內含定義一條Explicit Route-LSP路徑有關之節點列表。它是由一個或以上的Explicit-Hop TLVs所組成。

· Explict-Hop TLV：用來定義ER中的每一條hop之IPv4前碼(Prefix)或路由器ID，且能區分其LSP是屬於嚴格(Strict)或鬆散(Loose)的ER-LSP所建立。
· 訊務參數TLV：用來定義ER-LSP所需的特性要求。如由CR-LDP所定義的Label Reques訊息所需之訊務參數：如PDR(Peak Data Rate)、PBS(Peak Burst Size)、CDR(Committed Data Rate)與CBS(Committed Burst Size)等。

· LSPID TLV：這個TLV提供在此MPLS網路中唯一的LSP ID(Identify)。

以下簡單列出ERX MPLS-TE設定範例與架構：
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[image: image48.wmf]Configuring the Explicitly Routed Tunnel
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第五章 研習心得

面對其他固網業者的競爭，唯有網路寬頻化、IP化、服務多樣化、品質高效化才能面對挑戰。建設寬頻Managed IP網路是我們現階段最須要努力的方向。必須有效整合網路，同時解決高速轉送(forwarding)、網路擴充性、訊務工程(Traffic Engineering)及QoS等問題。因此，提供一個高頻寬、有效率、穩定的骨幹網路已是未來網路解決方案所不可或缺的。MPLS技術在上述問題似乎能提供很好解決方法。

另外，隨著Optical Ethernet技術的快速進展，藉由這些技術包括Layer 2 Transport over MPLS、高效能L2 switch/L3 Routing，可提供新的服務如

· Ethernet Internet Services
· Optical Ethernet Private Line Services

· Optical Ethernet Transparent LAN Services (TLS)

· Optical Ethernet Metro Core Transport Services
未來可望各種Multi Service如ATM、Frame Relay、Ethernet、TDM 、Internet Access、 VPN均將可藉由IP/MPLS骨幹網路傳送，未來如何實際建置及維運高效能多功能的MPLS網路，將是重要的課題之一。

身為國內最大ISP業者的HiNet，必須審慎的瞭解及評估最新的技術發展及產品趨勢，在最佳的時機切入市場。此次課程內容安排參訪數家於Optical Ethernet/MPLS領域有特殊表現的廠商，藉以瞭解其目前最新的技術發展及產品趨勢，以做為未來如何實際建置及維運的參考。此外，特別針對ERX MPLS進行研討及實機操作。除MPLS基本功能外，相關的主題如BGP/MPLS VPN、MPLS Traffic Engineer有進一步的實習，對於未來提供MPLS服務可望有相當助益。
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  Configuring a Tunnel to Work with IGP



We can have an MPLS tunnel considered in our routing table calculations by using the autoroute announce feature when configuring a tunnel. The autoroute feature lets us specify which routing protocols we want the tunnel announced to and to specify a metric to use when calculating SPF routes. The metric used can either be an absolute value, 1 - 4294967295, or it can be a relative value, in a range from -10 to + 10, when a relative metric is specified it is either added to or subtracted from the normal SPF based path cost.



The following is an example of an MPLS tunnel being announced to OSPF:



ERXMPLS:pe1(config-subif)#interface tunnel mpls:ospf-pe2

ERXMPLS:pe1(config-if)#ip unnumbered loopback 0

ERXMPLS:pe1(config-if)#tunnel mpls label-dist ldp

ERXMPLS:pe1(config-if)#tunnel mpls autoroute announce ospf

ERXMPLS:pe1(config-if)#tunnel mpls autoroute metric absolute 25

ERXMPLS:pe1(config-if)#tunnel destination 22.22.22.22
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圖4.22   Stacked Label Forwarding
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When a packet arrives from a CE device PE1 knows which VRF to look to by the interface the packet was received on. PE1 does a forwarding table look up on the packet an finds that the next hop is an MPLS tunnel for the VPN connecting the VRF at PE1 to the VRF at PE2.  PE1 performs a label look up and attaches label 17 to the packet and then determines the next hop for packets with label 17 is the MPLS tunnel that connects PE1 to PE2. PE1 pushes the label 11 onto the packet and forwards it to router P1

When router P1 receive the packet it pops label 11 and looks it up in its NHFLE determines that it must push label 21 and forward the packet out the interface connected to P2.

P2 pops label 21 and looks it up in its NHFLE, pushes label 13 and forwards the packet to router PE2.

PE2 pops label 13, pops label 17  and uses it determine the VRF that it must be used to forward the packet. The destination address in the IP  data gram is compared to the VRF and used to determine that the next hop for the packet is the interface to CE2.
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圖4.32   CR-LDP 

Source

A

B

C

D

E

F















































































































































































































































































































REQ



REQ



REQ



MAP



MAP



MAP



The other protocol available to MPLS when to configure traffic engineered LSPs is an extension to LDP the label distribution protocol called CR-LDP or Constraint Based Routing Label Distribution Protocol.  The basic steps in LSP are identical to LDP but for constraint based routing the following TLVs can be included in the PATH/RESV 

Explicit Route TLV - Support for both Strict and Loose Explicit Hops

Explicit Hop TLV 

Traffic Parameters TLV - Data Rates as well as delay variation specification

Preemption TLV - Can configure both setup and holding priorities for the LSP, used when required resources are not available but lower priority paths may be preempted.

Label Switch Path ID (LSPID- TLV) - A unique identifier for the CRLSP 

Route Pinning TLV - Lets us specify that an established LSP should not be moved when a “better” next hop becomes available. 

Resource Class TLV - Allows the specification of an administrative class of interface that the LSP may be established over.

CRLDP FEC TLV - The Forwarding Equivalence Class for the LSP
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圖4.16  Topology Driven Label Assignment
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When traffic engineering is required for a LSP, that is there is a requirement that the LSP not simply follow the IGP derived “best path”, a signalling protocol is required that can communicate the traffic engineering needs of the path. There are two protocols available for signalling LSPs with traffic engineering , the Resource Reservation Protocol (RSVP- TE) based on the RSVP protocol developed for IntServ and Constraint Based Routing Label Distribution Protocol (CR-LDP) developed specifically for MPLS.

With RSVP, LSP setup requests are contained in the Path message and label assignments are contained within the Resv message. This slide shows DOD with ordered control which means that the downstream node assigns the label (as always), labels are assigned in response to a request (i.e., Path message), and the LSP is built from the egress back to the ingress in a serial manner such that you get a complete path or no path. If some node along the path is unable to assign a label, the LSP setup will (depending upon implementation) timeout and fail OR wait forever for the completion of a label assignment before continuing the process back upstream.
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圖4.15  LDP Session Establishment
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We will start our discussion of MPLS with the  Label Distribution Protocol LDP. The Label Distribution Protocol written for MPLS is defined in draft-ietf-mpls-ldp-11.txt.  LDP has four classes of messages exchanged between LSRs, Peer Discovery Messages, Session Management Messages, Label Distribution Messages, and Notification Messages. 

The LSR Peer Discovery process uses multicast HELLO messages to find neighbors on local segments. HELLO messages are sent to ‘all routers this segment’ with the well known UDP port of 646.  When a neighbor is discovered a TCP based LDP Session is established between them.  TCP is used to ensure a reliable session, 646 is the well know TCP port for LDP. 

Once the TCP connection is up, the session is established with an Initialization message used to negotiate session parameters like LDP Version, label distribution method, timer values, label ranges, VPI/VCI ranges for ATM interfaces, or DLCI ranges for Frame Relay interfaces.

After the LDP Session parameters have been negotiated the LSRs will exchange LDP ADDRESS messages that are used to match next hop addresses to a neighbors MPLS LSR ID .

The session is maintained with KEEP ALIVE messages exchanged between the two peers.
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圖4.17  LSP Establishment
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In this unit we will describe the most basic functionality of MPLS, building Best Effort Hop by Hop Label Switched Paths using an IP Interior Gateway Protocol to determine the best path to the LSP end points.

  The LSP End Points are the ingress and egress LSRs, or Label Edge Routers, in an MPLS domain. End points may be a BGP next hop, OSPF Area Border Routers if the MPLS domain edges coincide with OSPF area borders, ISIS Level 2 routers if the MPLS domain edges coincide with ISIS Area borders, or simply configured routers or egress address prefixes.

We will cover the configuration of MPLS on the ERX and its interfaces to support this feature and discuss the label distribution and management options configurable. First we will discuss LDP the label distribution protocol, then the basic configuration task to configure a Best Effort LSP on the ERX.
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圖4.24  BGP-4 MP Extensions
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This diagram shows the differences between the standard BGP update message that would be received from the CE1 device on the previous page, and the update exchanged between the PE routers that includes the MP Extensions. 

In the standard update  we are showing the CE router withdrawing a prefix, 10.1.0.0/16 and sending a standard NLRI advertisement for prefixes 10.2.0.0/16 and 10.3.0.0/16 with path attributes that identify the Origin, AS Path, and Next-Hop address to reach the prefixes.

In the extended update message we show the advertisement as it would be forwarded between the core PE routers. The path attributes are consistent with the standard BGP update but the NLRI are advertised with the optional, and non transitive  MP-REACH-NLRI advertisement. The first field, AFI is an address family identifier, followed by the SAFI or Subsequent Address Family Identifier used here to indicate that an MPLS label is included. The next hop field not only indicates an IP address but also an MPLS label value for the peer to use when forwarding packets to the address ranges included in this advertisement. 

The NLRI advertisements contain an MPLS label ,a 24 bit value with the most significant bit acting as the Stack Bit, here set to 1 to indicate the bottom of the stack, the next three bits mapping to the EXP bits in the shim header and set to zero, and a twenty bit label. Next we find a Route Distinguisher (RD), used to insure the uniqueness of the prefix. The format here includes the ASN followed by a service provider assigned number up to 32 bits long. The ASN should be the service providers IANA assigned ASN.  The RD may use a different format where the RD is a valid IP Address followed by an up to 16 bit service provider assigned number.  Finally the MP-REACH-NLRI contains the prefix and length being advertised.

When routes need to be withdrawn, the MP-UNREACH-NLRI option can be used.In this example prefix 10.3.0.0/16 with RD of 100:1 is being withdrawn and the MPLS Label being deleted by setting it to zero.

The Extended communities field is used to identify the Route Target or the VPN to which the advertisement should be distributed. VRFs can be configured with route-target import and export filter lists that determine their VPN memberships and which routes they will accept/announce.
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圖5.29   onnection Admission Control (CAC)
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Once the TEDB and the LSDB are created the Label Edge Router can use the information contained in them to calculate paths for LSPs.  The Dijkstra algorithm is run on the  LSDB  to calculate the “Best Route” to any IP network range. The TEDB is populated by the same flooding mechanism that is used to build the  LSDB, but, while the LSDB is used to calculate a logical topology diagram the TEDB provides more detail about resources available at each LSR in the network. 

When the LER needs to establish an LSP or Tunnel  with traffic engineering requirements, maybe bandwidth reservation requirements or a path over a specific policy defined class of interfaces, the Connection Admission Control (CAC) mechanism is used to initiate the LSP creation. The CAC will query the TEDB to calculate an explicit path through the MPLS network that will provide the resources required for the LSP/Tunnel. The CAC will sort through the TEDB to find routers that have reported that they have the required resource available. This explicit path is then fed to the signaling component where it is used in the LSP setup request.

When core LSRs receive the LSP setup request, they query their local TEDB to see if the requested assets are available, allocate the resources and update their local TEDB.  If utilization threshold get met by assigning TE resources to support this LSP then the IGP will be used to flood updated resource availability information to the area. 










_1114842878.ppt


圖4.14  CR-LDP-Based LSP Setup
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This slide is primarily the same as the previous slide except it uses CR-LDP (Constraint-based Routing for Label Distribution Protocol). 

CR-LDP is an extension to LDP. Note that the Label Request (REQ) message acts like the Path message in RSVP where bandwidth performance or explicit routing information is specified in the REQ. The Label Mapping message (MAP) acts like the Resv message, it is used to confirm allocation of resources to support the LSP requested. There are larger differences between CR-LDP and RSVP that will be examined in a later topic. 
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圖4.25  VRF Route Population
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When a VRF has been configured there are two source of routing information that populate the VRF, route updates from the Customer Site, which can be IGP routes or BGP-4 announcements, and  routes from within the providers network. static entries can be included, and routing updates from IBGP Peers can be used. Routing information from the Customer Sites is distributed by BGP out the BGP MPLS VPN Base Tunnels. 

BGP does not run separately on the VRFs but rather is a process running on the overall PE router. When BGP advertises prefixes from a VRF to its IBGP Peers it uses  Route-Target value to identify the parent VPN. When advertisements are received from the IBGP peer on the base tunnel the Route-Target is used to determine which forwarding table they should be placed in, in this example if the Route-target is 100:1 the information is used to populate VRF ABCCorp, if the route-target is 100:2, the data is used to populate VRF DEFCorp and if the route target is a null value the data is for the PE routers full routing table.



Because ABCCorp and DEFCorp may be using overlapping private address space, the rd, route distinguisher, is prepended to each prefix to ensure uniqueness.
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Configuring BGP Address Families
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BGP Address Families were introduced in RFC 2547 as part of the Multi-protocol Extensions to BGP. When implementing BPG MPLS VPNs we use address families to configure the ERX to use the MP Extensions to advertise VPN routing information

The following is an example of the configuration steps on a PE router supporting two VRFs and a single IBPG peer. The first Customer Site   of first VRF uses a static default route, the Customer Site of the second VRF is configured as a BGP Peer using private AS numbers. 

ERX4MPLS(config)#vir pe1

ERX4MPLS:pe1(config)#router bgp 100

ERX4MPLS:pe1(config-router)#address-family ipv4 ?

  multicast  Conigure multicast addresses

  unicast    Configure unicast addresses

  vrf        Specify parameters for a VPN Routing/Forwarding instance

ERX4MPLS:pe1(config-router)# address-family ipv4 unicast vrf pe11

 ERX4MPLS:pe1(config-router-af)# network 110.110.110.0 mask 255.255.255.252

 ERX4MPLS:pe1(config-router-af)# exit-address-family

ERX4MPLS:pe1(config-router)# address-family ipv4 unicast vrf pe12

ERX4MPLS:pe1(config-router-af)# neighbor 12.12.12.2 remote-as 65010

ERX4MPLS:pe1(config-router-af)# neighbor 12.12.12.2 remove-private-as

ERX4MPLS:pe1(config-router-af)# exit-address-family

ERX4MPLS:pe1(config-router)# address-family vpnv4

ERX4MPLS:pe1(config-router-af)# neighbor 22.22.22.22 activate

ERX4MPLS:pe1(config-router-af)# neighbor 22.22.22.22 next-hop-self

ERX4MPLS:pe1(config-router)# exit-address-family

 ERX4MPLS:pe1(config-router)#exit
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  Configuring the Explicitly Routed Tunnel



Once the explicit route has been specified you can build an MPLS tunnel that calls the explicit path through the path option parameter of the interface tunnel. Path options are numbered 1 through 1000, the router will try to establish the LSP using path option 1 and if that isn’t available it will try option 2 and so forth. Below is an example of  configuring an explicitly routed path.





ERX2MPLS:pe1(config)#interface tunnel mpls:ep-pe1-to-pe2

ERX2MPLS:pe1(config-if)#tunnel mpls path-option ?

  <1 - 1000>  The preference/number of this path selection option

 

ERX2MPLS:pe1(config-if)#tunnel mpls path-option 1 ?

  dynamic   Path selection by dynamic calculcation

  explicit  Path selection by a preconfigured path

ERX2MPLS:pe1(config-if)#tunnel mpls path-option 3 explicit name to-pe2 ?

  hop-by-hop  Path selection using hop by hop routing

  isis        Use ISIS for explicit path calculation

  lockdown    Do not re-optimize the path

  ospf        Use OSPF for explicit path calculation

ERX2MPLS:pe1(config-if)#tunnel mpls path-option 3 explicit name to-pe2 hop-by-hop
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 Interface Configuration for TE



To have resources available for reservation we must first configure the MPLS interface to support the function. We need to specify the bandwidth available on the atm subinterface, then the bandwidth reservable by MPLS.  If interface colors are to be assigned that will be configured under the traffic engineering attributes the following is an example of MPLS interface configuration for TE operation

ERX1MPLS:pe1(config)#int atm 2/0.10

ERX1MPLS:pe1(config-subif)bandwidth 30000

ERX1MPLS:pe1(config-subif)#mpls ?

  atm          Configure ATM interface parameters for MPLS

  bandwidth    Configure total bandwidth on the interface

  disable      disable MPLS

  ldp          Enable/disable LDP and/or specify an LDP profile

  rsvp         Enable/disable RSVP and/or configure a RSVP profile

  traffic-eng  Configure interface parameters for Traffic Engineering

               [dummy/no-op command for multi-vendor compatibility purpose

               only]

  <cr>

ERX1MPLS:pe1(config-subif)#mpls bandwidth 30000

ERX1MPLS:pe1(config-subif)#mpls traffic-eng attribute-flags ?

  <0x0 - 0xFFFFFFFF>  Specify the flag bits

ERX1MPLS:pe1(config-subif)#mpls traffic-eng attribute-flags 0x11

ERX1MPLS:pe1(config-subif)#mpls traffic-eng flood threshold down 75 ERX1MPLS:pe1(config-subif)#mpls traffic-eng flood threshold down 50 ERX1MPLS:pe1(config-subif)#mpls traffic-eng flood threshold down 250 ERX1MPLS:pe1(config-subif)#mpls traffic-eng flood threshold up 50 ERX1MPLS:pe1(config-subif)#mpls traffic-eng flood threshold up 75 ERX1MPLS:pe1(config-subif)#mpls traffic-eng flood threshold up 100
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圖4.18  Configuring Access Lists
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Label Distribution messages are at the heart of MPLS LSP establishment, they are used to map a Forwarding Equivalence Class (FEC) to an MPLS Label.  In this example we will walk through an LSP establishment using LDP.

When an LSP is configured in Router A it will initiate the creation of the LSP by first determining the Egress End Point Address, either in the configuration or by querying the appropriate routing protocol, here it is Router F. Next router A determines its next hop for Router F  and forwards an LDP Label Request  message. The Label Request message will contain a Label Request Message Id used to match responses to a request, an FEC TLV, typically either a prefix or a  host address, and an Optional Parameter TLV. The Optional Parameter TLV is required when loop detection is enabled for LDP.  The optional parameters are a Hop Count TLV and a Path Vector TLV  . The Hop Count TLV contains the total number of LSR hops along the LSP being set up. The Path Vector TLV contains the LSR Id of each LSR the Label Request passes through. If an LSR sees its own LSR Id in a Path Vector it knows the request has looped.

When Router C receives the Label Request for the FEC, it must determine if it is the egress router for the FEC, if it is, it will return a Label Mapping Message.  If Router C is not the Egress router it must first check to see if has a Label mapping from its down stream neighbor, if it has it, Router C returns a label mapping message. Otherwise, Router C must look up a next hop address for the Egress End Point, update the Optional parameters Hop Count and Path Vector and forward the request to Router E. 

When Router E receives the Label Request it performs the same checks that Router C used, “Am I the Egress Point?, Have I received a label from my next hop neighbor?” etc.  In this example Router E must update the optional parameters Hop Count and Path Vector and forward the request on to Router F. 
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 Configuring a Traffic Engineered Tunnel



There are several TE related variables to configure within an interface MPLS tunnel. When the tunnel must be restricted to interfaces with a specific policy based interface class, the Affinity option is used to specify the class ,  If the tunnel has a bandwidth requirement it is specified in the tunnel mpls context. The Path-option can be used to configure a hierarchical path selection. The Priority is used to specify the setup and hold priorities for this tunnel, ranges can be set from 0 -7 for each value and will control preemption of tunnels. Reoptimization is used to enable to search for a better IPG route for the tunnel.  The following is a sample of a traffic engineered tunnel configuration.



ERX2MPLS:pe2(config)#interface tunnel mpls:

ERX2MPLS:pe2(config-if)#ip unnumbered loopback 0

ERX2MPLS:pe2(config-if)#tunnel mpls affinity 0x11

ERX2MPLS:pe2(config-if)#tunnel mpls bandwidth 10000

ERX2MPLS:pe2(config-if)#tunnel mpls path-option 1 dynamic isis

ERX2MPLS:pe2(config-if)#tunnel mpls path-option 2 explicit name to-pe1

ERX2MPLS:pe2(config-if)#tunnel mpls priority setup 2 hold 2

ERX2MPLS:pe2(config-if)#tunnel mpls autoroute announce isis

ERX2MPLS:pe2(config-if)#tunnel mpls autoroute metric absolute 20

ERX2MPLS:pe2(config-if)#tunnel destination 111.111.111.0 mask 255.255.255.0

ERX2MPLS:pe2(config-if)#exit
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Configuring Traffic Engineered Explicit Path
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Explicit paths can be configured to be used for MPLS LSPs from the global MPLS context. Building the explicit path just defines the path, it still need to be reference by a tunnel specification before it is used. Here is an example of configuring an explicit path. The recommendation is to disable the explicit path until the configuration is complete, this prevents an attempt to use the explicit path before the configuration is finished.



ERX2MPLS:pe1(config)#mpls explicit-path name to-pe2 ?

  disable  Disable it

  enable   Enable it

ERX2MPLS:pe1(config-expl-path)#next-address 22.22.22.22

ERX2MPLS:pe1(config-expl-path)#index 1 next-address 10.10.10.2

ERX2MPLS:pe1(config-expl-path)#index 2 next-address 50.50.50.2

ERX2MPLS:pe1(config-expl-path)#index 3 next-address 80.80.80.2

ERX2MPLS:pe1(config-expl-path)#list

path name/identifier to-pe2 enabled

    1: next-address 10.10.10.2

    2: next-address 50.50.50.2

    3: next-address 80.80.80.2

ERX2MPLS:pe1(config-expl-path)#

ERX2MPLS:pe1(config-expl-path)#exit



The explicit path can either be specified with a name of an identifier (number). The next-address entry identifies the tunnel end point or “Last Hop” of the explicit path then index entries specify the nodes to be traversed, the default is strict routes, you can specify loose.
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MPLS Global Configuration Tasks
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For BGP MPLS VPN configuration, MPLS Global configuration tasks must be completed for all of  the service provider routers in the core network  This diagram show the configuration tree for MPLS Global parameters on an ERX. The following example is the minimum configuration .



ERX1MPLS(config)#mpls

ERX1MPLS(config)#mpls label-range 1100 1199

ERX1MPLS(config)#



The initial command mpls enables MPLS for the virtual router. Every thing else here is optional. In this example we configured platform label space, the other global options will be discussed later when we cover Constraint Based MPLS Paths.
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圖4.30   RSVP Path Initiation
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To create an LSP Tunnel a Label Edge Router using RSVP-TE initiates an LSP by sending a PATH message with a session type of LSP_Tunnel_IPV4 . RSVP is an object based protocol making use of the TLV format. To support MPLS new objects have been included in the RSVP specification.The Path message will include the new object Label_Request  and in this example the optional Explicit_Route_Object that defines the nodes the PATH message should follow. 

The originator of an RSVP PATH message can also include the Record_Route object that requires each router processing the message to update the Record_Route. This gives the originator a record of the actual path through the network and serves as a loop detection mechanism

Each router forwarding an RSVP PATH message checks can check the Session_Attribute object, which specify setup and hold priorities, resource affinities and local protection option,  as well as the Sender_Tspec to determine if requested resource  are available  . 

Once a PATH message has been accepted and forwarded by a router it maintains state on the session with the upstream router by periodic exchange of PATH messages until a response is received from the tunnel end point.	 
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圖4.31   RSVP RESV Return
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The Tunnel end point label-switched path responds to a LABEL_REQUEST by including a LABEL object in its response RSVP Resv message. The Resv message is sent back upstream towards the sender, following the path state created by the PATH message, in reverse order.  If the path state was created by using an ERO, then the Resv message will follow the reverse path of the ERO.

   Each node that receives a Resv message containing a LABEL object uses that label for outgoing traffic associated with this LSP tunnel.  If the node is not the sender, it allocates a new label and places that label in the corresponding LABEL object of the Resv message which it sends upstream. The label sent upstream in the LABEL object is the label which this node will use to identify incoming traffic associated with this LSP tunnel. This label will identify the Filter Spec of Forwarding Equivalence Class. The node can now update its "Next Hop Label Forwarding Entry”

Once the RESV has been returned and the Label Switched Path fully established, the routers maintain state on the session by periodically exchanging RESV messages. This is a valuable tool in monitoring the state of a Traffic Engineered LSP, RSVP will recognize a failed link and can reroute the LSP.
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圖5.28   IGP Enhancements
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IGPs like ISIS and OSPF flood Link state information to the network detailing the state of their locally connected interfaces. Each router forward their local information and builds a database containing the Link State information from all of the routers in its area.  The Dijkstra algorithm is run on this data base to calculate the best route to any reachable network.

While this Link State information advertised by IGP routers is sufficient to find a path between LERs, it doesn’t provide enough information to support the constraint based routing necessary for traffic engineering. 

OSPF and ISIS have been enhanced to allow them to advertise the resource availability required to implement a Traffic Engineering data base (TEDB) in addition to the Link State data base (LSDB) they have traditionally built. 

OSPF used the Opaque LSAs defined in RFC2370 to advertise the key TE values necessary, Link Band width, Reservable bandwidth, available bandwidth and interface class. For ISIS these values can be included in a standard ISIS Link State Packet using new TLVs included for traffic engineering. 

The TE data base is maintained for an area. Area Border Routers will maintain a separate TE data Base for each area they are connected to.

TE information is flooded throughout the network in the same way as LSDB information but the attributes included in a TEDB are much more subject to change. If a link has 100 Mb of reservable bandwidth and a request comes in to establish  an LSP that requires 10 Mb of the bandwidth be allocated, do we immediately flood an new LSA or LSP?  If an update is flooded any time a resource is assigned this could result in significant overhead in the network.

On the ERX we have the ability to control the flooding of TE data by configuring thresholds in percentage of resources used before an update is sent.

The following steps are required to enable the IGPs to flood TE attirbutes;

ERX1MPLS(config)#router ospf 1

ERX1MPLS(config-router)#mpls traffic-eng area 0.0.0.0

ERX1MPLS(config-router)#mpls traffic-eng router-id 11.11.11.11

or for ISIS

ERX1MPLS(config)#router isis

ERX1MPLS(config-router)#metric-style wide 

ERX1MPLS(config-router)#mpls traffic-eng

ERX1MPLS(config-router)#mpls traffic-eng router-id 11.11.11.11
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MPLS Interface and Tunnel Configuration



This section shows the minimum configuration for MPLS on an atm major interface.

ERX1MPLS:pe1(config)#interface atm 2/0.10

ERX1MPLS:pe1(config-subif)#mpls

ERX1MPLS:pe1(config-subif)#mpls ldp

This section show the minimum configuration for an MPLS Base Tunnel to a IBPG Peer



ERX1MPLS:pe1(config)#interface tunnel mpls:to-pe2

ERX1MPLS:pe1(config-if)#ip unnumbered loopback 0

ERX1MPLS:pe1(config-if)#tunnel mpls label-dist ldp

ERX1MPLS:pe1(config-if)#tunnel mpls autoroute announce bgp

ERX1MPLS:pe1(config-if)#tunnel destination 2.2.2.2 

ERX1MPLS:pe1(config-if)#exit

ERX1MPLS:pe1(config)#



The configuration for the  BGP MPLS VPNs base tunnel between the PE routers is very similar to the configuration for Hop by Hop tunnels, enable mpls on the interfaces and then configure an interface tunnel.
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圖4.26  Traffic Engineering
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Traffic Engineering (TE) is the science of optimizing the usage of network resources.  In the traditional IP network IGPs are used to determine the path that datagrams will take through an IP domain.  The most common IGPs, ISIS and OSPF, use a Shortest Path First algorithm to choose a path to a destination. Because it is topology based, this algorithm frequently results in congestion in a network.  

We have sub optimal  performance in a network when some links are experiencing congestion while others are not being fully utilized. This occurs in an SPF based network when the shortest path for multiple streams of data converge on a single path, and when the requirements of a single data stream exceeds the capacity of the SPF calculated path.

MPLS Traffic Engineer is the ability to establish a Label Switching Path (LSP) based upon specific criteria (i.e., constraints) that relate to traffic requirements (e.g., bandwidth, delay, etc.) This will facilitate efficient and reliable network operations while simultaneously optimizing network resource utilization and traffic performance. Traffic engineering enables the convergence of multiple traffic types onto a single infrastructure and enables differentiated service by matching network resources to traffic requirements.

For MPLS to implement TE it will need the ability  to discover the available resources, both capacity and administrative policy characteristics, select an explicit path based on availability of resources, signal explicit LSP requirements, prioritize LSPs for establishment and preemption, and maintain LSPs in the event of topology changes.

In this unit we will discuss the mechanisms MPLS uses to implement Traffic Engineering and cover the basic configuration requirements to run MPLS TE on an ERX.
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圖4.27  Explicit Routing
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The most basic component of MPLS TE is the capability to specify an Explicit  Route  through the network based on administrative variables. The variables can include bandwidth requirements and policy based interface classifications. 

The Explicit Route in MPLS consists of a list of Abstract Nodes. Abstract Nodes can be a single LSR, referred to as a simple Abstract Node, but could encompass a larger network entity, an external Autonomous System would be a single Abstract Node in an Explicit Route.

 Abstract nodes in an Explicit Route are defined as “Strict” or “Loose”. A strict explicit route is specified when a detailed path to the abstract node is known to the LER originating the path while a loose spec is used when details are not available. 

In this example we have LER R1 establishing an Explicitly Routed path to LER R13. R1 specifies that the LSP to be able to support 10 Mb of data, specifies a particular administrative class of interfaces that can be used, and provides a list of  nodes  that the LSP must traverse.

 The LSRs in OSPF area 1.1.1.1 are listed as strict abstract nodes since R1 is aware of the topology of the area and knows what resources are available on each router. Beyond R5, nodes are listed as loose, R1 doesn’t have detailed topology information about the Backbone Area or  Area 2.2.2.2, so it can’t specify a detailed route to reach border router R9 or the tunnel end point R13.

There are two questions we have to address to implement this. How does R1 know that its bandwidth requirements can be met if the LSR follows the path listed? Additionally, what signaling method does R1 use specify the explicit route and identify the path requirements to establish this LSP?
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Configuring VPN Routing/Forwarding Instances



A VRF is essentially a limited IP forwarding table so the configuration comes under the IP branch of the configuration tree. In the ERX a VRF is a virtual router so when the command ip vrf <name> is entered you will be prompted to confirm the new vrf creation. Once the VRF has been created an rd (Route Distinguisher) and route-target (VPN ID) must be entered, optionally you can assign import and export route maps.

The following is an example of a VRF configuration;



ERX4MPLS:pe1(config)#ip vrf ABCCorp

Proceed with new vrf creation? [confirm]

ERX4MPLS:pe1(config-vrf)#rd ?

  ASN:nn or IP-address:nn  VPN route distinguisher



ERX4MPLS:pe1(config-vrf)#rd 100:11

ERX4MPLS:pe1(config-vrf)#route-target ?

  both    Both export and import Target-VPN extended community

  export  Export Target-VPN extended community

  import  Import Target-VPN extended community 

ERX4MPLS:pe1(config-vrf)#route-target both ?

ASN:nn or IP-address:nn  Target-VPN extended community

ERX4MPLS:pe1(config-vrf)#route-target both 100:1

ERX4MPLS:pe1(config-vrf)#
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圖4.23   Routing Protocol 
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MPLS allows us to use the standard IP routing protocols to learn how to route MPLS packets. When implementing  BGP4/MPLS VPNs we will use an IGP like OSPF or ISIS to establish the base LSP between PE devices and then use BGP4 to advertise the routing information for the VPNs.



In this example, the two PE devices will be BGP speakers. They will establish an Interior BGP (IBGP) Session and communicate BGP routing information over the Base LSP.



The PEs may establish Exterior BGP sessions with the customer sites to exchange VPN routing information. In this example Site1 advertises it’s local routing information via an EBGP session, the PE1 receives the data, populates the VRF and forwards the data to it’s IBGP peer PE2. PE2 records the routing information in it’s VRF for the VPN then forwards the information on to it’s EBGP peer, Site 3 .



The blue VPN utilizes a different model, the links between the customer edge devices and the provider edge are not running BGP but instead run an IGP like OSPF, ISIS or even RIP. Within the Core the PE routers advertise the routing information for the VPN using BGP.

 

It is important to note that on the PE routers,  BGP-4 must be running with the latest extensions (BGP-MP RFC 2858) since there may be an overlap in routes between VPNs. The Multiprotocol Extension to BGP include a path attribute Route Distinguisher (RD)  which allows a unique tag to be assigned to address prefixes advertised to ensure the uniqueness of advertisements when overlapping private address space is used. Another extension, the  Extended Community Route Target is used  to  identify the VPN an advertisement is associated with.
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圖4.19  Configuring the Edge Router IP Profile
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Label Distribution messages are at the heart of MPLS LSP establishment, they are used to map a Forwarding Equivalence Class (FEC) to an MPLS Label.  In this example we will walk through an LSP establishment using LDP.

When an LSP is configured in Router A it will initiate the creation of the LSP by first determining the Egress End Point Address, either in the configuration or by querying the appropriate routing protocol, here it is Router F. Next router A determines its next hop for Router F  and forwards an LDP Label Request  message. The Label Request message will contain a Label Request Message Id used to match responses to a request, an FEC TLV, typically either a prefix or a  host address, and an Optional Parameter TLV. The Optional Parameter TLV is required when loop detection is enabled for LDP.  The optional parameters are a Hop Count TLV and a Path Vector TLV  . The Hop Count TLV contains the total number of LSR hops along the LSP being set up. The Path Vector TLV contains the LSR Id of each LSR the Label Request passes through. If an LSR sees its own LSR Id in a Path Vector it knows the request has looped.

When Router C receives the Label Request for the FEC, it must determine if it is the egress router for the FEC, if it is, it will return a Label Mapping Message.  If Router C is not the Egress router it must first check to see if has a Label mapping from its down stream neighbor, if it has it, Router C returns a label mapping message. Otherwise, Router C must look up a next hop address for the Egress End Point, update the Optional parameters Hop Count and Path Vector and forward the request to Router E. 

When Router E receives the Label Request it performs the same checks that Router C used, “Am I the Egress Point?, Have I received a label from my next hop neighbor?” etc.  In this example Router E must update the optional parameters Hop Count and Path Vector and forward the request on to Router F. 
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圖4.20  BGP/MPLS VPN Refresher
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圖4.21  Forwarding

P

PE1

PE2

VRF-A

VRF-B

VPN A

VPN B

H2

CE6

CE1

CE4

H1

CE5























































































































U



























































































































U

















Outermost LSP





























CE3













Innermost LSP





CE2







When supporting BGP/MPLS VPNs we use a two level stacked label switch path to switch packets from one CE to another. This diagram shows the LSPs that are established between PE1 and PE2. Remember that LSP are unidirectional, for simplicity we are showing only one direction.

The Ingress PE establishes one LSP to each egress PE. This is the Base LSP between the edges. A PE needs to establish a base LSP to each egress PE that supports a common VPN. There could be multiple PE-to-PE LSPs between  PE1 and PE2 to provide different QoS levels. The number of these base LSPs grows only with an increase in PE devices,  but not with the number of customer sites.



Next the ingress PE1 establishes an LSP for each of the customer sites connected to PE2 that shares a common VPN. These LSP will be tunneled across the PE-PE LSP.



 This two level hierarchy is used to improve scalability, the P routers in the core have to maintain only  the base LSPs between the PE routers while the PE devices maintain many tunneled paths.
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Configuring for Interface Creation
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For BGP MPLS VPN configuration, MPLS Global configuration tasks must be completed for all of  the service provider routers in the core network  This diagram show the configuration tree for MPLS Global parameters on an ERX. The following example is the minimum configuration .



ERX1MPLS(config)#mpls

ERX1MPLS(config)#mpls label-range 1100 1199

ERX1MPLS(config)#



The initial command mpls enables MPLS for the virtual router. Every thing else here is optional. In this example we configured platform label space, the other global options will be discussed later when we cover Constraint Based MPLS Paths.
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Configuring Topology Driven Service-Global Parameters
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This diagram shows  the configuration tree for MPLS Global parameters. The following example is the minimum configuration for a Best Effort Hop by Hop LSP.



ERX1MPLS(config)#mpls

ERX1MPLS(config)#mpls label-range 1100 1199

ERX1MPLS(config)#



The initial command mpls enables MPLS for the virtual router. Every thing else here is optional. In this example we configured platform label space, the other global options will be discussed later when we cover Constraint Based MPLS Paths.
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MPLS Interface Configuration
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This section shows the minimum configuration for MPLS on an atm major interface.

ERX1MPLS:pe1(config)#interface atm 2/0.10

ERX1MPLS:pe1(config-subif)#mpls

ERX1MPLS:pe1(config-subif)#mpls ldp

This section show the minimum configuration for an MPLS Base Tunnel to a IBPG Peer



ERX1MPLS:pe1(config)#interface tunnel mpls:to-pe2

ERX1MPLS:pe1(config-if)#ip unnumbered loopback 0

ERX1MPLS:pe1(config-if)#tunnel mpls label-dist ldp

ERX1MPLS:pe1(config-if)#tunnel mpls autoroute announce bgp

ERX1MPLS:pe1(config-if)#tunnel destination 2.2.2.2 

ERX1MPLS:pe1(config-if)#exit

ERX1MPLS:pe1(config)#



The configuration for the  BGP MPLS VPNs base tunnel between the PE routers is very similar to the configuration for Hop by Hop tunnels, enable mpls on the interfaces and then configure an interface tunnel.
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  Configuring Dynamic MPLS Tunnels Profiles



MPLS can be configure to dynamically create a tunnel when a routing protocol reports the detection of an End Point. This is accomplished by first building a global MPLS Tunnel Profile. 

The profile defines a destination for the dynamic tunnel, either the IP address or Host Name of an End Point, a BGP Next Hop, an ISIS Level-2 router or an OSPF Area Border router.

The profile also defines IP interface characteristics using an IP profile. 

Finally the the tunnel profile defines the mpls autoroute values,  what routing protocols should the tunnel be announced to and what metrics should be used for the tunnel.

The following is an example of MPLS Tunnel Profile configuration:

ERX1MPLS:pe2(config)# profile lab2

ERX1MPLS:pe2(config-profile)#ip unnumbered loopback  0

ERX1MPLS:pe2(config)#mpls tunnels profile OSPFABR

ERX1MPLS:pe2(config-tunnelprofile)#tunnel mpls autoroute announce ospf

ERX1MPLS:pe2(config-tunnelprofile)#tunnel mpls autoroute metric absolute 25

ERX1MPLS:pe2(config-tunnelprofile)#tunnel mpls label-dist ldp

ERX1MPLS:pe2(config-tunnelprofile)#tunnel ip profile lab2

ERX1MPLS:pe2(config-tunnelprofile)#tunnel destination ospf-bdr

ERX1MPLS:pe2(config-tunnelprofile)#

NOTE:

The IP profile built for this example is a box wide IP Profile, available to be used on any virtual router but the MPLS Tunnel Profile is specific to the virtual router it is configured in.
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圖4.8   MPLS Services - Traffic Engineering
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One of the key services of MPLS is Traffic Engineering (TE). In traditional IP networks an Interior Gateway Routing (IGP) protocol like Open Shortest Path First (OSPF) or Intermediate System to Intermediaite System (ISIS) is used to determine the best path to forward packets within a routing domain. In this example our IGP based forwarding table forces all traffic for our destination station to travel the link between router C and router D. This results in the link between router C and router E being under utilized. 

MPLS Traffic Engineering allows us to configure Label Switched Paths for a FEC based on criteria other than just the IGP best route. We could, for example, identify a FEC for voice traffic and specify that all traffic in that class should follow an LSP that traversed the link between router C and router E.

MPLS TE can be used to map an FEC to an LSP to provide efficient bandwidth utilization, to isolate applications and to map QoS levels to a FEC.  
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圖4.12   MPLS Label Assignment in Down Stream Unsolicited Mode
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When traffic engineering is required for a LSP, that is there is a requirement that the LSP not simply follow the IGP derived “best path”, a signalling protocol is required that can communicate the traffic engineering needs of the path. There are two protocols available for signalling LSPs with traffic engineering , the Resource Reservation Protocol (RSVP- TE) based on the RSVP protocol developed for IntServ and Constraint Based Routing Label Distribution Protocol (CR-LDP) developed specifically for MPLS.

With RSVP, LSP setup requests are contained in the Path message and label assignments are contained within the Resv message. This slide shows DOD with ordered control which means that the downstream node assigns the label (as always), labels are assigned in response to a request (i.e., Path message), and the LSP is built from the egress back to the ingress in a serial manner such that you get a complete path or no path. If some node along the path is unable to assign a label, the LSP setup will (depending upon implementation) timeout and fail OR wait forever for the completion of a label assignment before continuing the process back upstream.
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  MPLS Global Configuration Tasks



Tunnel



































Explicit-path

Label-Range

LDP

LSP

Reoptimize

RSVP

Traffic -Engineering

MPLS

Config





This diagram shows  the configuration tree for MPLS Global parameters. The following example is the minimum configuration for a Best Effort Hop by Hop LSP.



ERX1MPLS(config)#mpls

ERX1MPLS(config)#mpls label-range 1100 1199

ERX1MPLS(config)#



The initial command mpls enables MPLS for the virtual router. Every thing else here is optional. In this example we configured platform label space, the other global options will be discussed later when we cover Constraint Based MPLS Paths.
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  MPLS Interface and Tunnel Configuration
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This section shows the minimum configuration for MPLS on an atm major interface.

ERX1MPLS:pe1(config)#interface atm 2/0.10

ERX1MPLS:pe1(config-subif)#mpls

ERX1MPLS:pe1(config-subif)#mpls ldp

This section shows the minimum configuration for a best effort hop by hop mpls tunnel when using static routes instead of an IGP



ERX1MPLS:pe1(config)#interface tunnel mpls:to-pe2

ERX1MPLS:pe1(config-if)#ip unnumbered loopback 0

ERX1MPLS:pe1(config-if)#tunnel mpls label-dist ldp

ERX1MPLS:pe1(config-if)#tunnel destination 2.2.2.2 

ERX1MPLS:pe1(config-if)#exit

ERX1MPLS:pe1(config)#ip route 2.2.2.2 255.255.255.255 tunnel mpls:to-pe2
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圖4.13  RSVP-Based LSP Setup
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When traffic engineering is required for a LSP, that is there is a requirement that the LSP not simply follow the IGP derived “best path”, a signalling protocol is required that can communicate the traffic engineering needs of the path. There are two protocols available for signalling LSPs with traffic engineering , the Resource Reservation Protocol (RSVP- TE) based on the RSVP protocol developed for IntServ and Constraint Based Routing Label Distribution Protocol (CR-LDP) developed specifically for MPLS.

With RSVP, LSP setup requests are contained in the Path message and label assignments are contained within the Resv message. This slide shows DOD with ordered control which means that the downstream node assigns the label (as always), labels are assigned in response to a request (i.e., Path message), and the LSP is built from the egress back to the ingress in a serial manner such that you get a complete path or no path. If some node along the path is unable to assign a label, the LSP setup will (depending upon implementation) timeout and fail OR wait forever for the completion of a label assignment before continuing the process back upstream.
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圖4.10  Creating Label Switched Paths (LSPs)
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This slide illustrates how a label-switched path is created. Label requests are sent downstream in the same direction that data will flow (green arrows). Labels are then assigned by the downstream neighbor and are sent back upstream (blue arrows). Consequently, the label-switched path (red arrow) is built from the egress back toward the ingress. However, the LSP is uni-directional from ingress to egress.

Initially, LSPs will be constructed along the same path that a packet would have traveled had it been hop-by-hop routed in the traditional manner. This makes sense because MPLS, and more specifically the Label Distribution Protocol (LDP), works in conjunction with the routing protocols. 

This example is using LDP configured for Down Stream On Demand  with Ordered Control. When using Ordered Control an LSR will not return a label assignment until it receives a Label Assignment from it’s down stream neighbor.

With the addition of traffic engineering requirements, MPLS will be able to set up LSPs along other paths through the network depending upon the requirements (e.g., high bandwidth, low delay) of the LSP being set up.
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圖4.11  Label Switched Path Establishment
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In this unit we will describe the most basic functionality of MPLS, building Best Effort Hop by Hop Label Switched Paths using an IP Interior Gateway Protocol to determine the best path to the LSP end points.

  The LSP End Points are the ingress and egress LSRs, or Label Edge Routers, in an MPLS domain. End points may be a BGP next hop, OSPF Area Border Routers if the MPLS domain edges coincide with OSPF area borders, ISIS Level 2 routers if the MPLS domain edges coincide with ISIS Area borders, or simply configured routers or egress address prefixes.

We will cover the configuration of MPLS on the ERX and its interfaces to support this feature and discuss the label distribution and management options configurable. First we will discuss LDP the label distribution protocol, then the basic configuration task to configure a Best Effort LSP on the ERX.
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圖4.9  MPLS Services-Virtual Private Networks
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One of the key services of MPLS is Traffic Engineering (TE). In traditional IP networks an Interior Gateway Routing (IGP) protocol like Open Shortest Path First (OSPF) or Intermediate System to Intermediaite System (ISIS) is used to determine the best path to forward packets within a routing domain. In this example our IGP based forwarding table forces all traffic for our destination station to travel the link between router C and router D. This results in the link between router C and router E being under utilized. 

MPLS Traffic Engineering allows us to configure Label Switched Paths for a FEC based on criteria other than just the IGP best route. We could, for example, identify a FEC for voice traffic and specify that all traffic in that class should follow an LSP that traversed the link between router C and router E.

MPLS TE can be used to map an FEC to an LSP to provide efficient bandwidth utilization, to isolate applications and to map QoS levels to a FEC.  
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圖4.4  Multi Protocol Label Switching
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Multi-Protocol Label Switching [MPLS] marks traffic at ingress boundaries in a network, and un-marks at egress points. MPLS markings (20-bit labels) are primarily designed to determine the next router hop. MPLS routing is used to establish  fixed path analogous to ATM or Frame Relay virtual circuits with out restricting the network to those layer 2 protocols. 

MPLS simplifies the routing process (decreases overhead to increase performance) while it also increases flexibility. Here’s a sketch of the process used by MPLS-enabled routers called a Label Switching Router (LSR):

At the first hop router in the MPLS network, the router makes a forwarding decision based on the destination address then determines the appropriate label value -- which identifies the Forwarding Equivalence Class (FEC) -- attaches the label to the packet and forwards it to the next hop. 

At the next hop, the router uses the label value as an index into a table that specifies the next hop and a new label. The LSR “pops” off the received label and “pushes” or attaches a new label, then forwards the packet to the next hop. At each LSR the process is repeated, pop the received label, look it up in the forwarding table and push a new label before forwarding to the next hop.

The route taken by an MPLS-labeled packet is called the Label Switched Path (LSP). The label switch path is effectively a tunnel through the network from the ingress router to the egress router that is used for all traffic of the FEC.  MPLS Label Switch Routers, by using a label to determine the next hop, have less work to do and can act more like simple switches. 
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圖4.6 MPLS Service - Performance Improvement
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MPLS provides improved performance in older core routers by simplifying the packet forwarding process. Today’s Web based  traffic patterns with the explosion of small IP datagrams have put a burden on older routers that were designed for larger packet sizes. With MPLS, instead of having to examine the contents of every IP datagram received the core router can rely on the Label Edge Router to assign traffic to a FEC and establish a Label Switched Path. The core LSR only has to pop the incoming label, look up an outgoing label and interface and push the traffic along with a new label with out having to examine the network layer information at all.  This enables a significant performance improvement.



Additionally, MPLS provides a single forwarding algorithm that can be used for all traffic. In traditional IP routers there are three different forwarding algorithms that can be used, one for unicast traffic,  one for multicast traffic and a third for emerging IP QoS applications. 



For unicast IP packets a router performs a longest match lookup for  the destination address in it’s forwarding table. The destination address in the packet is logically ANDed with the longest mask in the forwarding table and the result then compared with all the listed destinations. If there is a match the packet is forwarded out the listed next interface, if there is no match the packet is ANDed with the second longest mask in the forwarding table and so on. This can be cumbersome with todays routing table sizes.



For multicast traffic the forwarding  algorithm is different, in some cases it requires an exact match in both the source and destination address fields, for IP QoS applications the longest match lookup is still used for the destination address with an additional exact match requirement in the TOS byte of the data gram header.  With MPLS there is a single forwarding model based on the MPLS label regardless of the traffic type.



A packet is classified as conforming to an FEC at the Ingress LER. The LER looks up the appropriate label and outgoing interface (OI) in its’ Label Information Base, it then pushes the out going label(OL) on to the packet and forwards it out the OI. Each LSR pops the incoming label(IL) and compares the label value and incoming interface(II) to its’ LIB to determine the OI and OL. At the Egress LER the MPLS label is stripped and the packet forwarded out of the MPLS domain according to normal forwarding algorithms. 
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圖4.7  Performance Improvement-BGP Elimination

A

B

C

D

E

F

Remote

 AS

Remote

 AS

Remote

 AS

Copyright © 2002, Juniper Networks, Inc.

MPLS Domian















































































































































































































































































































One of the key services of MPLS is Traffic Engineering (TE). In traditional IP networks an Interior Gateway Routing (IGP) protocol like Open Shortest Path First (OSPF) or Intermediate System to Intermediaite System (ISIS) is used to determine the best path to forward packets within a routing domain. In this example our IGP based forwarding table forces all traffic for our destination station to travel the link between router C and router D. This results in the link between router C and router E being under utilized. 

MPLS Traffic Engineering allows us to configure Label Switched Paths for a FEC based on criteria other than just the IGP best route. We could, for example, identify a FEC for voice traffic and specify that all traffic in that class should follow an LSP that traversed the link between router C and router E.

MPLS TE can be used to map an FEC to an LSP to provide efficient bandwidth utilization, to isolate applications and to map QoS levels to a FEC.  
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圖4.5 MPLS Shim Label

20 Bits

3 Bits

1 Bit

8 Bits

Label Value

Exp

S

TTL



The MPLS label includes four fields, the label value used by a Label Switch Router (LSR) to look up a next interface and  next label, or other egress operation. The three bit experimental field, it was designed to map IP TOS field values from the data gram header to the MPLS label. The one bit S field is the “Bottom of the Stack” indicator, used when multiple labels are stacked together. The eight bit Time To Live (TTL) field is similar to the TTL field in an IP datagram header in that it can be used be to detect transient loops in the network and kill packets caught in a loop.

The diagram above shows the MPLS “shim” label but this is not the only method of labeling MPLS packets. The  twenty byte MPLS label value can also be mapped directly  into an atm pvc VPI/VCI or a Q922 defined Frame Relay DLCI field, making the migration to an MPLS paradigm simpler.   
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LSR - Label Switched Router

LER - Label Edge Router

FEC – Forwarding  

                Equivalence Class

Group of packets that are treated the same way for forwarding purposes

LDP – Label Distribution   Protocol

Runs between LDP peers to form session

LSP - Label Switched Path

Built from egress to ingress to form multipoint-to-point trees (unidirectional)
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LSR - Label Switch Router, a device in a network forwarding traffic based upon an MPLS label value.



LER - Label Edge Router, the first and last device in an MPLS domain that processes the packet. LERs are responsible for putting the first MPLS Label on the packet and removing the label before forwarding the packet out of the MPLS Domain. The ERX will typically serve as a LER.



FEC - Forwarding Equivalence Class, a group of packets sharing common forwarding characteristics. An FEC can be either course or fine grained, for example a course FEC could be all traffic to a particular IP prefix i.e. 192.168.0.0/16 while a fine grained FEC may specify a source host address, destination host and a particular application i.e. SA 192.168.1.1, DA 192.168.16.1, TCP Source Port 80, TCP Destination Port 80.



LDP - Label Distribution Protocol, a protocol used to communicate the the mapping of MPLS labels to a FEC. The ERX will support three label distribution protocols, the Label Distribution Protocol LDP, Constraint base Routing Label Distribution Protocol (CR-LDP) and the Resource Reservation Protocol with Traffic Engineering extensions (RSVP-TE) 



LSP - Label Switched Path, a path from ingress to egress of an MPLS domain. Usually built from egress back toward the ingress. LSPs are unidirectional.
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IP/ATM Overlay Model:

IP Access Utilizing ATM Core








