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(1) Electric Signal Measurement(ESM)
(2) Electric Counter Counter Measurement(ECCM)
(3) CROSS-EYE angle jamming
(4) FMCW
(5) LPI
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(a). to introduce Goleta Engineering Company (Goleta)

(b). to introduce the progress of FMCW tech. application in RA and
problem encountered and then discussing (CSIST & Goleta)

(c). introduction to the current FMCW application around the world
(Goleta)
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(a). introduction to the state of art in RF front end design and system
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Radar Signal Evolution

« The period since WWII has seeni‘the
deployment of large number of pulsed
radars, seekers and other threat systems in
the microwave.ba 3

. Recently neWer hrgh*‘duty factor or CW
systems have been deployed.

» The reduction in peak power makes EW
more difficult (but not impossible)




Tomorrow’s Radars plus
Yesterday’s;and:Today’:

There is a trend to loi g
power signals to make them less vulnerable

wil] still be used, too.

' 1s must operate when
both;the High power, short duration signals
as well as low power long duration signals
are present ;

Today’s EW Receivers are optimized for
Yesterday’s Threat Environment

[l ras

Radar and Interception
Current |

From the interceptor’s point of view, there
are only a few generic radar signal types to

To set the stage of considering the LPI
problem, a review of the current situation is
needed

38



Generic Radar Signals and WD RAS
Intercept Receivers

« There are only a few different types of radar
signals in use today. (These generic types
have many variations in specific detail.)

» Likewise ther i'few different
types of lfiter ers which are
generally useful today. (There are also
many variations and combinations of these.)

» Receivers must be selected to match signals.

fll) ras

Generic Radar Wavefprms}»hl

* 1. Unmodulated Pu
nominally, constant RF. Usually modulated
PRIs for MTI. High peak power.

+ 2. PulséDop sove, but with
Coherent RF-an tant PRI bursts.
(Typically 6-8 different PRIs as the beam
passes a target) RF constant during the
coherent processing interval. Modest Peak
power.




fl]) ras

Generic Radar Waveforms I1

* 3. Similarto I, buit with Pulsé Cbmpression
and lower peak power. Often has MTI and
Modulated PRI Sequences.

1 th Frequency agility

addé&n requency-is-constant during each
MTI/ PRI Sequence.

. 5. Similar to 4 buf with coherent RF to
allow MTD processing (MT] plus Fourier
F 1lter1ng)

actor for LPI. Low
lation for Range
Resolution (Bandw1dth 1-10 MHz Typical)
Repeat rate for max Ambiguous range.
May be Frequency Agile from CPI to CPI




Generic Receivers .

* The most common re¢
— Superheterodyne (N arT :
— IFM (Crystal Video characteristics with

frequency measurement on a single pulse basis
present at the time of

implemented in various ways, possibly acousto-
optic) Processing problems at the outputs.

Wl ras

Superhet Receivers vs
Generic/Radz:

e Narrow band. Mus%gbe Tunedto the Center
Frequency

« Frequency agility is a problem.

+ Nearly matctiedto type 1 radar if IF BW is
about 1/PD. " Good for types 2 and 3 radars
if IF BW matched to Pulse compression
code BW. (Discriminator or other.
intrapulse demodulator needs high SNR.)




IFM Receivers vs
‘Generic;Radars:

Lower sensitivity,
Freq. Agility. Can also demodulate pulse
compression waveforms in high SNR cases.

Misleddin its.if there are multiple
pulsés:prese same time (Pulse
overlap)

Poor performance vs Modulated CW in a
crowded environment. No Coherence
Measurement capability for Pulse Doppler.

D) ras

Channelized Receivers vs

Straddling of filter bands causes distortion
Dyna ons for signals
nearby in Freqiiency.
Costly. Also presents processing problems.
(Strong signals enter multiple filters.)
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Present Receivers

+ Present Receivers geﬁ’éra y'do fit match
bandwidth to signal characteristics.

+ Typical RF Bandwidth is 10 to 20 times the
reciprocal’of reserve pulse
shape. ‘

» This trades sensitivity for fidelity, but is
unwise if the peak power of the signal is
below the detection threshold

Radar Superhet IFM Channels

1.Simple Best Good Good
2.P. Dopp. Best Good Good
3.PC ‘___..»j_"BQs" 1gh SNR Maybe

4 FA+BCT 270 "High SNR 2
5.4+4Coh 2 ? ?

6. 5+CW ? ? ?
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Threat Identification Table

+ In early Threat warning:system Awith wide
open receivers, the PRI was the first
parameter used for ID. It is still a powerful
threat_'reco ition parameter

d in which one enters
e possible threats are named

* Invert
the PRI an

+ If there are multiple threats for the observed
PRI, other parameters are used to “break the
tie”

Today’s ESM IdentiﬁcationﬂmD RAS
Str:

» Today’s systems
received radar pulse
typically include Pulse width, RF, Time of
Arnval (TOA) and Angle of Arrival (AOA)

0 “clusters” believed to |
e same transmitter by
matching PW, RF, AOA

- note RF is not constant for Frequency Agile
signals. These require added processing.




dﬂm RAS

Forming Pulse trains

- Based on the clustering r , pulses are
placed into pulse trains if they have
“sensible” TOA sequences
« Then PRI para te/determined
— PRI vahue-
— PRI Jitter values
— Stagger sequence and period or “stable sum”

{ll} rAS

Tie breqkers

search the frequencybandusedby the
possible threats. For overlapping RF limits,
there may still b

+ If threats. .operate :.gher related
transmissions, the narrow band receiver
may look for the associated signals

—note: To save time, only the bands where the
possible threats operate are searched




clustering. If pulses have the same PW and
AOA but d1ffer1ng RFs, one may conclude

¢ aglle threat
ially‘a fixed value over many
pulses even for moving threats

- note: multipath effects may produce apparent
AOA agility!

that 1t 1S

fl) ras

ESM Threat Recognition

The ID tables used in ESM systems are
built using the results of Electronic
Intelligence (ELINT) efforts over long

The ESM"user"customlzes the world wide
threat data to his region of operations

Non-threatening signals must be handled,
too (Own-ship blanking)

10
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Reliance on Single Pulse
Processing for-ESNV

» Today’s ESM systems ré’fy
processing each individual pulse

y

* This 1s pos51ble because the pulsed radar
signals are strong-enough 16 cross the
detection threshold ically useful
ranges

* The whole strategy breaks down if the
signal 1s too weak to cross the threshold

fl) ras

Radar Vulnerability to
ESM Detection
- ESM often uses peak pow

» ESM may resort to energy detection for low
peak power radars in the future

» Pulsed Radar’wap 1
detection is easily detected by ESM

11
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Radar Vulnerability to
ESM Identification

Threat Identification iS"doné by measuring
signal parameters and using table look up

ID Table data (initially) comes from

Parémeter"’\/arl"a‘tldnS" and mimicking other
signals are ways to degrade ID

Generic Threat ID is a possibility

Generic

Radar performance considerations place
restraints on the waveform characteristics
Generic threat types go with certain
wavefor, tics

ESI‘I\"?I“"‘r’nay’” 1dentify an unknown signal as a
potential threat (e.g. SAM) even if the
parameters do not match the specific threats
in the ID table using measured parameters
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What is LPI Radar Today?

LPI Radar designers often use this term to
describe radars which are not easily
detected by today’s ESM systems

BUT newly de d ESM Systems may be
able to detéct-and process today’s “LPI”
radar sighals

During this class we will quantify “LPI”
You will know how “Jow” is “low!”

What is the purpose
of LPI Radar?

Can this be done?
Under what conditions?




Brief History of LPI Radar

» Hughes/MICOM 19§ & coded
with separate antennas-for Tx-and Rx. Dev.
model only (17Km for 3 sq m target) Later
versions were built by other companies.

» Phillips Labotatory-UK devised FM/CW
scheme: forcancellation of leakage to allow
simltaneous Tx/Rx (late 80s)

+ Phillips broken up in early 90s.
CelsiusTech in Sweden and Signaal in
Holland market FM/CW systems

Today’s LPI Radars (Imm RAS

» Netherlands
— Signaal: Squire Portabl : (Mah @10km,
jeep@16 km); Scout FMCW: Naval/€oastal'Border Surv.
(Ship/Truck mount); Page FMCW Gap filler SHORAD
(manpack and other platforms available) (fighter at 16 KM)

* Sweden
to useCX1stm ¥/
for SHORAD

« FGAN (Germany) OLPI-- Dev. Model

gh)y Pilot FMCW, Shipboard, RF Switch
nna or LPI (IMW-1W)
power in Whispering mode) used

14



+ Chinese authors publish TEEE-AES paper,
July 1999. Reviews history since 1960
+ Reviews types of random signal radar

Random";FMCW fuse issuied in 1987.

» Projects future growth due to availability of
DSP and the need for counter-ESM

M) rs
LPI Radar Sensor

+ April 2000 AES Systems Magazine
 Authors from Spain

« Propose Frequency. Hop waveforms as
or LI or PSK when the
intercept Teceiver uses cyclo-stationary
spectrum Analysis

15



Deployed LPI Radars(1998§]m RAS

MSSC)

 Squire: Development being bmp:ieted.
Project over 1000 units in 5 years (MSSC)

+ Page: Production expected in 2002 (MSSC)

* Piloty, di)loyed (CelsiusTech)

* Scout: over 130 f

* FGAN: OLPI, Laboratory oiﬂy

M) ras
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RAS
FMCW Range MeasurementMD

-:il“reqﬁency differencg
Frequency rtional to Range:
Sf =df/dt*t,
Tramsmitted Received 6f = Af/T*2R/c
Sigaal Sigua
Af A f/T is called Sweep rate

Time

The deviation A { determines the range resolution: dR=c/2 Af

Courtesy of Saab

frequencs

4

_ Main principle
émear FMCW Radar. (IIM} RAS

r=0 37

A Amplitude
After the mixer

. NN N oW s
AN DAY D=
U RYN SR "
[H7 and 2 MH2
ntc loeyueney
: A \o’
. 2K A
&1 ::-él 2R —Y 1 delas ) \ «
T C Signal processing 4 my fzg‘vu

Af =28 MHz fast spectrium unulvsis R

T= tms
=2MHz

Luget 6N

of

Courtesy of Saab
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- Principles of Signal Processing———

i : .. )
: Xk i [N
IF ;@;lwmm;m&uu SERIAL WRITE - IN

[ FET I BATCH PROCESSING

Courtesy of Saab

FMCW Radar  {[[J}ras

Transceiver
"\ YIG-0SC
><

1

SWEEP .
GENERATOR|

Above dé'd:(

Below deck™

TIMING & FFT
CONTROL, FREQUENCY
POWER ANALYZER

Courtesy of Saab
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Single Antenna Operationﬂm} RAS
Reflected Power Canceller

CTOR.MODULATOR

COMMON
ANTENNA

BI-PHASE MODULATORS,
ANALOG DRIVE

Courtesy of Saab

Sensitivity is expressed as MDS:

Minimum Detectable Signal, measured in "dBmi”,
which includes antenna gain (a convention) ~ Courtesy of Saab




Radar detection and
ELINT/ESM intercept ranges mm RAS

(Assuming ”Free space” propagation and that the (rarely
occurring) case exists that the FMC’ (dar aiid :
ELINT/ESM antennas have their-main-beanis pointing at
each other and also that the FMCW frégiienicy Ties within the
BW of the ELINT/ESM receiver)

E\ Radar ESM Intercept Range
| Radar | petection Range(km) (ko)
i Output - n
i . .. Radar Typical High
i Power : Tactical | Performance
f ESM ESM
=60 dBmi -80 dBmi
— a3mi_|
FMCW Radar
1w 28 8.3 0.25 2.5 25
01w 16 5 0 0.8 8
10mW 9 2.8 0 0.25 2.5
1 mW 5 1.5 0 0 0.8
it Conv. Pulsed
‘[ 10 kW ! 25 7.9 25 i 250 2500 ‘
I . |
Courtesy of Saab

Radar - ESM'ranges MD RAS

TOIRR 100 sgm target 5 [] 18 28
__ESM_400Bmi__. [ 0 0 025
-~ ESM_-80 dBm ) 025 o8 _ 25
—ESM B0oBm o8 a5 T e " 25

Courtesy of Saab




RAS
Advantages and disadvantaggllﬂD

+ Low output power
achieving LPI by ESM
systems and ARM

(Anti Radiation

+ Solid state; 110 waim-
up time

+ Excellent close range
resolution

d usable output
power when using
single antenna due to
transmitter noise
leakage to the receiver

Courtesy of Saab

Courtesy of Saab




Modern Radar Signals

« “LPI” Radars are being
duration pulses (or CW)and pi

e ¢otnpression

+ CW radar must receive and Transmit at the same
time--isolation problem

fELINT equipment must

* The comi'numty needs a quantitative measure of
‘4LPI’

W D
| Low probability of 'Hﬂ' A
- Identification Radar (L.PID)

* The ELINT threat recogmtlon proéess can
clearly be disrupted by transmitting
unexpected parameters.

+ Using paranigters:similar to another non-
threatening raday’is otie example

* Introducing parameter agility is another

+ These will probably deceive the opponent
only for a short time

ro
(O8]



Low Probability of ) RAS

Intere
* Another is to try to-mal
that the ELINT system
+ As we will see, for radar this can be
difficult. It is this aspect that we will spend
most of gur:tifme examining
* Spread:S s a term used in
communications. (I say it does not apply to
radar!)

Range resolution is about
150m for B=1 MHz, 15m for B=10 MHz,
1.5m for B= 100 MHz, 15 cm for B=1GHz

o
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What Range Resolution is
Needed for a Radar‘?'

+ If the range resolution i is tot
returns from multiple targets will be merged
together into one echo

36 fine, the return
from one tgr' t"w rread among many
range “cells,” reducing the echo power in a
single range cell--making the target harder
to detect in noise (but not “clutter”)

RAS
Radar Function determines

Range Resolutwl

» For many military search or track ta ar
applications, the range resolution should be
on the order of the range extent of the target

¢ ’1‘1 one range cell
« Thus radar signals have bandwidths of 1 to
10 MHz. For big targets like ships, the

bandwidth 1s narrower than for small targets
like missiles and fighter aircraft




» Communications Systeifis até referred to as
“Spread Spectrum” when their modulation
scheme spreads the transmitted signal over

T der than required by the

- This makes the interception of the signal
more difficult since the spectral density can
be below that of thermal noise at the would-
be intercept receiver

ﬂﬂ[bms

Generally, Radar Today is
not “Sprea:" )

+ In communications, the spreading is removed in
the receiver and the message is recovered.

* In radar the transmitted bandwidth determines
and signals smear the
ech@‘across many-range cells and thus reduce
target detectability
— what you transmit is what you get back
— synchronizing the receiver is the ranging process




MDRASV

Tomorrow’s Radar Technlques

» Future radar systems ¢ c ;
“Spread Spectrum” if they coherently
combine the echoes in several range cells
prior to making target detection decisions

+ Coherently co he echoes means
adJustmg"the phaseof the echoes in adjacent
range cells prior to adding them together.

+ This requires more signal processing and
cost, but could happen

Moving Target onB

+ If the radar target is moving radially toward
or away from the radar, it will be in one
range cell forionly:a certain amount of time

h, the smaller the

range cell and the less time the radar has to

accumulate echo energy




Limit on Time Bandw1dth
Produ-c

* Bandwidth is rela e

o Range Resolution

* Integration time is limited by range
resolution and target radial velocity

T=AR/V c=300m/ us
BT=c/0V BT <500,000

(Iﬂﬂ}ms

fl) ras

Modern Radar Waveforms

determines radar performance

s A CW radar has peal_( power 30 dB lower

¥ye g mict econd Pulse Duration and
1 millisecond PRI.

« Frequency or Phase Modulation is needed
to obtain the desired Range Resolution




fll) ras

CW Radar Reduces Peak

Power

Powet

—===Pulse-High Peak Power

Eeak Power

Time

Frequency/Time for Modern RAS

Frequency

Radar Signals

* Bandwidth Determines Range Resolution Which

Depends on Radar Mission

rrequency
o -Agility'Band
- (Depends
4 on
-_"f - Component
N m | Design, Note:
S ECM advertised
I] Factors, EMCW
I I Designgr radars
et Ingenuity) | do not
| | usually
'PI I(‘ || include
v Frequency
Coherent Processing Interval Agility
(depends on radar mission)
Time




Lower Peak Power helps the radar
Earlier Radar designs were concerned with
with ECM

ighs are also concerned
TINT/ESM (Intercept

Tomorrow’s Intercept Receivers must cope
with new types of Radar Signals

Types of “LPI” Radar mm) A
| Modul
FMCW (“Chirp™)
Phase Reversals (BPSK)
Other Phase Modulations (QPSK, M-ary

In short, any of the pulse compression
modulations used by conventional radar.

3(



Radar and Intercepting 1ts
Signal

« Now that we understand some of the
constraints on time and bandwidth, we can
explore how ‘low is low

» Developing a at_l_ye measure of LPI
requires ;ex-ammmg e radar and

interception range equations

Range Equ

Signal received from the targe -Tecelver

varies as range to the -4 power
S - PG,G o
R 4I1)’ R?

Signal rééié’;’.ved-vat-the-E-S‘Mﬂ--'rec'éiver
varies as range to the -2 power
S — PG,Gg A
- 2 p2
E  (4n)*RE

31



fll) ras

Receiver Sensitivities
Comparei
par

The radar receiver needsicer
signal level to do its job.

Likewise the ESM receiver needs a certain minimum
signal level to do its job. We can compare these:

- NoiseBWofInt.Rx.
NoiseBWofRadarRx

Sk

(min)

The term on the right assumes the same noise figure and
SNR is required at both’radar and intercept receivers.

M) ras

Intercept Range/Radar Range

{ Note that the ratio of the radar receiver sensitivity

to the ESM receiver sensitivity is in the denominator.
If the radar receiver is more sensitive, the ratio of the
ESM range to the Radar range is reduced




* The ratio of the Intercept rarige t6 the radar
range is the best measure of “LPI-ness”

« If this ratio is 1 then the radar detects the
target at the sa hat the target can
detect the radar’s signal

» A radar achieving a radar range to intercept
range ratio of 1 could be called “Quiet”--
this term would have a precise meaning

Hil ras

Example for Existing Designs

RCS =1 sq meter
Rx Ant Gain =1, Sidelobe Tx Ant. Gain=1
ESM Rx 20 dB le nsitive than Radar Rx

Then the. Sl ._Llobe sof t 'e Radar can be
detected at a range of over 30 times the
range at which the radar can detect a target

Main beam detection over1 000 times Radar
Range




Plot of the Range Ratio W} RAS |

ELINT Range Advantage

1000

Ratio of itercept Range to radar range

Intercept snisana gain=0 dBi
Sidelobe level 0 dBi

1 10 ' 100 1000
Radar Range, km

Warning Time and Range (IIM} RAS
GreGE

-Equations.
R\/ " 60GrGg

(From Range Equations)

4

vV T
£ =1+
R R ,
(From Diagram)

34



function of Warnmg

47R,* 16,6,
VT)? & GG,

* Warning Time and ELINT S
‘Receiver Sensitivity, Ship ESM

ESM Sens. vs Warn Time (Pilot)
RCS 1 sqm, Ant. Gain 30 dB, Mainbeam

-88

88

-70

=72

-74

ESM Sensitivity Required, dBm

-78

° e 400 600 800 1000
‘Waming Time (Sec)




Warning Time and ESM @% |

Sensitivity, AircraftESM

ESM Sens. vs Warn Time(Pli6
RCS 13gm, Ant Gain 30 dB, Mainbeem

£ £5
Radar Rx Sensitivity

« The best the radar receiver can do is to
perform a matched filtering operation on the
received echoes.

- Awgll is that the SNR after
matched filtering is equal to the signal
energy to noise energy ratio at the receiver
input

36



vﬂﬂDRAS

Signal to Noise Energy
Ratio at the Radar R

» Energy at the receiver Emput'ls the:product
of the average power times the time during
which the echo is coherently integrated.

Noise “ energy eceiver input is the
product of Boltzman’s constant and the
noise temperature (nominally 290 K), or
-174dBn/Hz

Radar Rx Sensiti

For reliable detection, the ratio may need to
be at least 13 dB, so the signal energy must
be at least -161 dBm/Hz. (13 dB provides
90 % probability of detection and .0000001
probability of false‘alarm

This means the signal energy must be at
least -161 dBm/Hz

37



Minimum Signal Power

« The minimum Signal PéWwet'is determined
by dividing the energy by its duration

» The reciprocal of its duration is often
referred dar receiver’s noise
bandwzdz‘h-v-

* For coherent integration of 1 ms, the
required received signal level is -131 dBm
(a noise bandwidth of 1 kHz)

M) ras

Can the limit be reached?

« Ideal matched receiver processing is rarely
achieved in practice; also there is the noise
figure of the receiver to consider. In dBs,
these must:beadded to the minimum signal
level'whiéh the radar can detect, and may
increase it by 10 dB.

Y

38



Typical RF/IF Bandwidth 200 MHz
Noise Floor -114+10log20+NF~-
101dBm+NF | |
Mlmmum By Lk ‘:f'él= noise Floor
+13 to 15°dB:6t~:85 dBm+NF at antenna
output (Antenna gain provides additional
signal level.)

Today’s typical ESM sensitivities ~-70dBm

fll) ras

Modern Receivers vs
Generic Radar

Digitizers can process most types of signals
if the rates are fast enough.

Different algorithms needed to match
dlfferent rada 51»_ ’ {'nd to do different

Parallel processing paths needed to search
for different signal types in noise and
interference. Each path optimized for a
different generic signal

39
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Required Transmitter Power

« Minimum ERP of T
intercepted at 40kM @10 GHz by a receiver
with -70 dBm sensitivity is +45dBW

» For sidelob: ption (0 dBi SLL),
required | itter power is 45 dBW (This
is 32 KW)

» But reduced by antenna gain on the ESM
receiver

Intercepting LPI Signals
at -70d
. Sidelobes of 1 W FMCW Radars are 45 dB
below the Receiver Threshold

» Typical antenna gain of main beam is 30
dBi, tHeref nbeam is still 15 dB

belowitherecerverthreshold at 40 kM

40



+ In communications and rad:

Receiver Strategles

tomary to
match the receiver bandwid f'the signal

being received (best sen51t1v1ty)

For ELINT/ESM systems, it is customary to match
the RF or pre- detectlon or. RF/IF bandwidth to the
widest signalbandwidth ""pected and to match
the post-detéction: ‘bandwidth to the
reciprocal 6f the shoncst pulse expected

Wldeband ESM Recelver (IIED RAS

To achieve good probé“bi“l'ty of Intercept,
ESM Receivers often choose to sacrifice
sensitivity and w1den the pre- -detection
andwidth:to cover a much wider
band than that ‘occupied by one an expected
radar signal

BUT the noise bandwidth does NOT
increase in proportion to the RF bandwidth
if the Video bandwidth remains narrow

41



« Although not covered
communications literature, wideband
receivers are very.common in ESM

imated using simple

wever exact
computations are difficult

* One approach is to use the equations
published in the 1960s by Klipper

A way to relate Pre-Deted; R it the/ihput and
Video SNR at the output for wideband ESM receivers:
7SNR V2
SNR oy = — .
/By _ /B v

2
r\
2-SNR
SNR i, := OUt~l+ 1 + v
B, 4-"SNR
BV

42



) ras

Klipper Equation Example.

dB

+ A signal weaker than: th: t'the input
1s now nearly 12 dB stronger than the noise
at the output--just by using a low pass filter!

* No magie: the--'»-output- SN_R would be even

until 1t rnatched the ba;ndw1dth of the signal

* The video bandwidth must be wide enough
to pass the signal envelope (or about one
over the pulse duration, 1/PD)

43
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Klipper Equation Comments

 Output SNR is the ratio of the siéﬁal
envelope power to the noise power at the
output of the detector

* Outpy NR: is'not ctly useable to obtain
Pd andPfa vatuesfrom the usual curves

 The Tsui/Albersheim approximations
provide the input SNR required to obtain
specified Pd and Pfa values.

Klipper Equation and Noise (Imm RAS

Effective Band ) idtl NEW‘)

» Consider the cas;where (SNR in) is much
less than one and RF Bandwidth is much
larger than Video Bandwidth:

S, B
SNROUt = n —
FkTB,. 2 B,
/ S \2
SNR = Liny, For a Square law detector

/ +2  SNR out is proportional
FKT ',f2 By By, tothesquare of SNRin

44



* Improvemen

RA
Post-Detection Filtering (Imm >
Improves OUtputS R S

+ Improvement 1s approximﬁtéf qﬁﬁre root of
the ratio of the pre-detection bandwidth to twice
the post-detection bandwidth (Linear Detector)

t is-relative to the' SNR in the Input

Band

Noise Effective Bandwidth (NEBW) is often
approximated as the square root of twice the
product of the RF and Video Bandwidths.

ESM NEBW can be Ec'"ompared to the Radar
Noise Bandwidth to estimate the ratio of the
sensitivity of the radar and ESM receivers

We may not ¢ 1se a receiver with
wideband RF and narrow band video--
surely we can do better. But it can help
bound the LPI radar problem

45



Sensitivity Ratio

« For the LPI radar probleri; assiitne that the
intercept receiver must cover a wide RF band (say
1 GHz) because the signal is weak and because it
may be frequency agile (more on this later)
Alsosassume LINT/ESM designer knows
the radar signal Will be present for several ms--
allowing use of narrow band video (say 1 kHz)

Using the simple approximation, the NEBW
of the ESM receiver fora 1 GHz
predetection bandwidth and a 1 kHz post
detection-bandwidth is:

4¢€



Receiver sensitivity r tlo

» The ratio of the radar to ESM réceiver
sensitivities 1s equal to the ratio of their
noise bandwidths if both have the same NF,
losses and're ame SNR to do their
respectlve jobs:.

* NEBW,y,, _ 2BuB,

NEB WRadar 1 / :Tc

Tc is the radar’s coherent integration time

Partially Matching ESM tomD RAS
Radar
* If the ESM receiver mat 1de
bandwidth to the radar’s coherent
integration time, the sensitivity ratio
becomes

 NEBWy5
NEBW,,, 1T

For 1 GHz RF BW and 1 ms integration time, this is 31.5 dB
For 100 mHz RF BW and 1 ms integration time, this is 26.5 dB

47
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What about measuring as

+ For detection, thé""sai
required by both the radar and the
ELINT/ESM system
 To make- ESM measurements (Time
2y, Amplitude, Phase,
tput SNR may be required
» Consider the ultimate limits to such
measurements

Two Aspects

» The limits of parameter measurement as
determined by information theory compared
to the limits imposed by typical SIGINT
measure: iques

« Theprobability of recognizing signals as a
function of Signal-to-Noise Ratio (SNR)

48



Information Theory_,___,___

- Information theory was suggeste
exploring the limits of parameter measurements in
Electronic Intelligence: the Interception of Radar
Signals (Artech House 1985)

~ The energy y-transfer ane blt of information in
the presence.of the oise is given by
kT
E . =——=-175.6dBm/ Hz
log, e

) ras
Radar/SIGINT Measurem nts

+ In Radar and SIGINT pat
measurements, the fractional accuracy is
often found to be related to the Signal-to-

oM ~ 1




MDRAS

Relating these lelts on
Accuracy |

* Information Theory gives the minimum
energy needed to for each bit of information
obtained and Radar theory gives us the

uncertaint; arameter being measured
. Supse ‘the emitter purposely transmits its

parameter value to the SIGINT Receiver!

» How does the normal SIGINT accuracy
compare to the Information theory limit?

D) ras

Quantitative Relationship

« Prior to the measurement, we have some
uncertainty in the parameter value (U1l) and
after the measurement we have some lesser

50
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Quantitative Relationship-2

* For radar and SIGINT ﬁieasurements, the
uncertainty (delta M) in the measured value
(M) can be expressed in terms of the signal
energy and.noise density as

oM ~

1
M \2E/kT

fll) ras

Quantitative relationship-3

* The initial uncertaint§‘ can be associated
with M and the final uncertainty with delta
M.

— For exarhple;- eiver'of bandwidth M
Hertz réceives a signal; e know it is
somewhere within the band M. If we then use a
frequency discriminator to measure the
frequency, we then know its value to within
delta M.

51
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Quantitative Relationship-4

* The energy require
measurements is related to the initial and
final uncertainty as follows

U?
NF) =5 KT(NF)

2

Quantitative‘R lati h1p-5

« Now we can find f'th Jenergy for
SIGINT measurements to the information
theory lower limit

_ “log, e
E__  2U;log,(U,/U,)

min

52



Plot of E/Emin vs (IMD RAS
No. Bits of Information. ...

6
60 i
Minimum occurs at about O.?"bit‘s-;" : :
so~ where SIGINT is 5.7 dB : -
less efficient than the theoretical limit '
4o 4
Rl‘llo'db or _]
20 -
For 10 bit measurements, SIGINT
requires about S0 dB more energy
1 than the information theory limit
|
° o p r 7 : m o
1 bits J10.964

SIGINT Accuracy for Othexﬂm A
Parametric Mea

* The measurement accuracy for arnphtude
and time as well as frequency can be found
in the radar hterature

for four 1mportant cases

53



0 10 20 30 40 . 50 60
SNR (dB)

70 80

Phase Error (deg.)

100

3

Phase Error (Degrees)

fll) ras

|

SNR (dB)

5¢



PW or PRI Error (Fractlon of Rise Time)

| PW or PRI Error

SNR (dB)

Frequency Error (kHz)

T 10000

x

% 1000

i

S 100 +—

S 10 4

-

o

e 1

(1

0 20 40 60 80 100
SNR (dB)
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Application to F requency
Measurement: -

» For measuring the fre
of a signal of duration tau, the frequency
uncertainty (from Sko’lnik, 1962) is

V3

- 2+2E/KT(NF)

Application to Frequency (Iﬂlﬂ} RAS
Measure

« The initial uncerta y ken as
approximately the reciprocal of tau; that is,
we need a bandwidth that wide to pass

uncertamty, the energy required is

2
E= 3U,
27U?

2

_kT(NF)

5¢
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Application to Frequency
Measuren '
* Interpretation? -

— If you want to measure the frequency of a
signal segment 0.1 Microseconds long with 10
bits of aceuracy, youneed:50 dB more signal

) f the purpose of the

signal Were to transmit its carrier frequency

value to you every 0.1 microseconds

— 10 bits is one part in 1000 out of 10 MHz or to
the nearest 10 KHz

What about Frequ

» With Frequency agility from one coherent
processing interval to the next, the radar
signal occupies a wider bandwidth and may
require the ESM 1 to use a larger RF
bandwidth than with no frequency agility

* As we have seen the sensitivity ratio
changes in proportion to the square root of
the RF bandwidth

57
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Frequency Agility Effect on
L

» Frequency agility may redtire ihe Rléﬁbandwidth
of the ESM receiver to be larger than the radar’s
pulse compression bandwidth

of the/bandy ase; and the range ratio
decrgdses in proportion to the 4th root of the
bandwidth increase

« FA of 10x the radar’s PC bandwidth decreases the
range ratio by 2.5 dB (which is a factor of ~.56)

W ras
Future ESM Receivers

* 10-30 dB Sensiti nhancement needed
to cope with modern FMCW radar threats

* One way is to use narrow beam, high gain

nb give channels is needed to
cover a given angular sector. Number of
receivers and antennas is equal to the antenna
gain, i.e.10 to 1000

» Another way is through signal processing




Basic ESM Enhancements

+ Higher Antenna Gain
— Payoff: Improves direct

— Problems: Limits Field of View, Physmal size
limits some apphcatlons

— payoff: system noise figures of 1 dB, sensitivity
improves by 5-10 dB

— Problems: Cost, limited sensitivity
enhancement, radar can use them too!

“LPI” Radar “Codes”  WIRS

* True Noise (From a nots_e ored for
later correlation in the radar recelver)

- Pseudonoise (nearly unpredictable unless
the 1nterceptor as the algorithm and key)

’ . QQU ambiguity
propertles in range “and Doppler.
Unpredictability is a plus.
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Correlation Random Slgnal

» RF Correlation uses microwave délays and
mixers. AM, FM or PM modulation
schemes are possible (AM not used.)

done after
downcenversmn to baseband--possibly
dlgltally

* Range is determined by the correlation
delay needed to achieve a peak output

fl) ras

Spectrum Analysns Random

» For detecting stationary targets, the echo is
added to the transmitted signal and the
result is periodic interference patterns.

: cveals the frequency of
the/iiterference pattern, which is
proportional to the range

» Problems with moving targets and other
artifacts limits the use of this technique

6(
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Random Noise FM radar-1

» Noise is used to frequency modilate the
transmitted signal. Then the rms difference
frequency between the transmitted signal
and the echo funictiori'of the delay to the
target

: .
» The known correlation function of the noise
is compared to that obtained from the rms

frequency difference to find target range

and mixed with the transmltted 51gna1 A
moving target at zero range has a line

spectrum at the frequency

. Accordmg to ger range widens
the spectrum and range is proportional to
the power difference in the frequency range
(FDmin to FDmax) compared to the power
in the band (FDmax to 3FDmax)
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ESM Receiver Strategies
radar using

* Detection of a ran
only the energy has the advantage that the
detection performance is largely
1ndependent of the radar waveform

spec1ﬁc properties of
the radar signil can be more efficient

» Radar usage of code/modulation diversity
may defeat ESM designed for specific
signal properties.

« Non-coherent methods (radldmeter) use
average power over times comparable to
radar’s 1ntegrat10n tlrne e.g., milliseconds

. Coherent'-methods whlch use “nearly
matched” filters, e.g., Wigner Hough
Transform for linear FM signals (15-25 dB
improvement)

e Cross Correlation method




Non-coherent Approach ﬂﬂ) RAS

Rapid Sweep Superhet Receiver (R,
proved usefulness of noncoherent or post—
detection integration against LPI signals

Technique should be routinely applied to
processing wideba 'ver outputs for
discovering-LPF'sig '

Sensitivity improves with square root of n,
number of sweeps per pulse

Hough transform can be applied when chirp
exceeds processor IF bandwidth

Frequency (Milz)

Frequency Versus Time: (llﬂD RAS
Environment and RSSR

Time (us)

Note: I This shows one long pulse/CW (pulse compression) of low SNR with eight low duty cycle puise
trains of high SNR
2. RSSR outputs for M=4, N=8 begin at the fourth sweep ® or O X provides no output
3. Microscan outputs occur for all of the strong short pulses but not the weak long puises
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* RSSR uses many samp
prior to making a detection decision

. Varlous M/M M/N and other statistical

I

» The past analog implementations could be
done digitally in software and applied to a
widband digital data stream

Required IF SNR

Pd=.9, Pfa=1E-6 (single Pulse SNR~13.2dB)

» M/N integration; N dete‘ igria tion during
its Coherent Processing Interval or Puise Wldth M
optimized).

+ Note: PW values shown are for 512 MHz Sweep Band.

MHz reduces the minimum

2 N=F N=32 N=64
+ PW>160us PW=>320us PW>640us PW>1320us
+ M=4 M=6 M=8 M=12
SNR=7.3dB SNR=5.4dB SNR=3.4dB SNR=1.7dB
Gain=5.9dB Gain=7.84dB Gain=9.8dB Gain=11.5dB
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Probability or Dentity

M/N Integration; N Large

Detection and False Nt

o #
0 02 04 08 08 1 12 14 16
Normaiized Detector Output

18 2 22 24 26 28 3 32 34 38 I8 4

IF SNR=-14 Foon B
3 1=,418; Pfa,1=:0298
1.2 P4, 256%.9; pfa, 256=.000001
Threshold =2.65

RSSR Display Example

fl) ras

Operator Thresh Aid~
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RSSR Display Integration (Imm RAS
Count vs Erequen

20

'R RE B YK S YYIYIYH I YN EIEEERYE
roquene

veney (MHz)
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RSSR Raster Display

RSSR Raster Display
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RSSR Raster Di

RSSR Raster Display
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Typical LPI and Conventional
Radars

LPI Radar Convéntional Radar

Peak Power 0.1W - 10W 10 KW to 100 KW
Duty Factor "1 .001 - .0001

1.

000-10,000 . 1

Time x Bandwidth 1

Antenna Gaixt 30 ¢ 30dB
Antenna Sidefobes <. -30 dB
Range Resolution 50" meter 50 meters
Maximum Range 15 n. mi 15n. mi
(RCS 100m?)
Frequency Agility Bandwidth 10% none
fl) ras
FREQ = 10000 MHz

: Example Problem

" Radar and ELINT
Parameters

(Transmit Power 1 W)

ERPs! = =10 dBw
w
dB
RCSsqm
MHz
a8

G o = 223 d8

L,=6 d8

L =0 dB8
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SNR for 30 dBW Radar

Sensor Signal / Noise

SNR atiRadar
and ELINT Rx

R| 1\’.\ }\v* . 4
tooe
. josin
Range in km

—-=— Radar SNR on 10 sqm

for Sample
Problem

SIGINT SNR on radar ERPmainbeam
SIGINT SNR on radar ERPsidelobes
Radar SNR in rain

SIGINT SNR on radar ERPmb in rain
SIGINT SNR on radar ERPsl in rain
threshold SNR for detection

flD) ras

Range Comparisons for Pilot

Target ESM
Cross-section Radar Range (km) Sensitivity ESM Range (km)
10KW Puised 1W FMCW 10KW Pulsed W FMCW
(m%) Radar Radar -dBmi Radar Radar
10 -60 250 2.5
100 -80 2,500 25
1,000

Intercept Range/Radar Range=2.5/16=.156

=25/28=.893




Optimized Intercept Rx (MD RAS

Regains Range Advantage

Sensitivity prior to Non-coherent lme g

-114 dBnyMHZ+10 log 10 MHZ + NF + SNR
= -87dBm for NF=4dB and SNR=13 dB

Sensitivity with non- cohere
for one beam dwell '
and Rx Sweep’ tlm of 10 m ands:

IntegrationGain = (8300/10)"
Sensitivity = =87 -14.6 = -101.6dBm

Intercept Range Increased from 25 to 134 km

Channelized Receiver Plus
Non-Coherent Inte atio

+ The RSSR IF bandwidth 1 sen to
include the energy of the entire pulse
compression waveform

« This allows it'ta -all types of
modulations without knowledge of the
particular waveform used

— Suppose the interceptor knows the LPI radar
uses Linear FM. Can the interceptor do better?

flll) ras
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~ Emitter Slgnal Characterlstlcs
+ LPI

~ Surveiliance radars (Scout e-r-";é;quency
Squire, ...) View of RF
~ ASM Seekers (RBS 15 Mk Environment

oulsed spread spectrum FMcw  Puised fxed frequency

B e i e S l

63/65/66/70)

]
s o = S SR

- SPQ-9B AR

. Agility : - \|.
- PRI L emEw Time ;‘:ﬂw“
— Wideband Frequency

(Courtesy of NRL)

RAS
Optimum Receiver Channemu
Bandwidth for:Linear¥M

» Linear FM is a common chdice for LPI
radar waveforms

* Is there an optlmum choice for achieving
¢ :for a channelized

+ Instantaneous Frequency for Linear FM:

J@®)=/f, +at
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Channel Response Time

« For a channel bandwidth of B the 51gna1
must be present for approximately 1/B
seconds to reach full output amplitude

* For a signal'with y vs time slope of
“a” Hz/s, the' tim gnal is present in a
channel of bandwidth B is

r=B/a>1/B

Bandwidth choic

therefore

For a slope of 1 MHz per ms, the min. bandwidth is 31.6 KHz.
(Regardless of the extent of the frequency ramp!)
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NEBW independent of (ﬂm RAS
Bandwidth! | |

» If channel bandw1,, Jan
minimum is used, the number of channels
excited by the LFM sweep is reduced, but
the S1gna1 dwells in each channel for a

is unchanged as the
channel bandwidth is increased!

» The max. bandwidth is determined by the
extent of the FM, “DF” This is the RSSR case

M) ras

Wider Channel Bandwidths

* When the bandwidth of the'¢hannel is “b,”
the signal dwells in that bandwidth for a
time equal to b/a

— If the chan /elépe detector is followed by
alow pass filier whdse bandwidth is half the
rec1procal of that time, the channel NEBW is

independent of b!

NEBW =./2b(a/2b) =~Ja
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Channel BW choice can be(lmﬂ) RAS
based on factors __other than ‘

slope .
* LFM radar signals'can'b
NEBW which is independent of Channel

BW:

For a=1 Mhz esngn yields
NEBW=31.6 KHz, w1th channel BW up to DF,

using post-detection integration.

Note: This is the NEBW for a single channel. Wide band
Channels obscure the frequency.vs time waveform.

) ras

Post Envelope-Detection
Channel Combining

« If the extent of the LFM is “DF” and the
slope is “a,” the duration of the ramp is
DF/a. A receiver with the minimum
bandwidth will ha

i ”,.. hannels excited as
the frequéticy-fam eps through the
channels:

n=DF/a=aT/\a=+aT
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(IMDRAS

Sensitivity after combining

* The sensitivity imp approximately as

the square root of “n,” making the NEBW
equal to

sl

flD) ras

Combining the Channel

« For Linear FM, the best approach is to
combine the channel outputs along a line
that traces th frequency vs time modulation

« An-algorithmrthat does this is the Hough
Transform (used in image processing).

— Without knowledge of the slope or the starting
time, the computational load is heavy
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Example for the Pilot Radar |
» Assume a=lMHz/ms;.--DF-
e Channel NEBW=31.6 kHz.

» Number of Channels excited per
sweep=3 136

« After non-éoh n, the NEBW is
reduced Ey a factor of 5.6 to 5.6 kHz

« The NEBW of the Pilot radar is 1 kHz

» An optimized SIGINT Rx is only 7.4 dB
less sensitive than the radar receiver

“Coherent” Approaches (IIED RAS

envelope detector '

» Frequency-Time Processing detects Linear

: he magnitude of the
Time-Frequency distribution
— Time coincident pulses detected separately
* Cross-Correlation--performance 1s
independent of waveform
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Predetectlon ESM

« Wigner-Hough Transfo:
— Approaches Coherent Integration
“Matched” to Chirp and Constant MOP
tapeous Pulses
. Prov-;des Parametric information about
Frequency and Chirp Rate

RAS
Filter Banks give T-F Dlstrll@mn

Wavaelet Transform

Gabor Transform .0 i ilf.s3 =

—1 Kogri ||

__I |<:\,n"| '
____JI ot ||

Koy, art Time

(Courtesy of NRL)
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Wigner-Hough Transform .

Wigner —Ville Transform
(¢, f) =

(t-1/2)-e 7 dr
fidnsform
WH, (f, 8)‘ ”W (t v)5(v g t)dtdv

= w5 +g 0

» Near Coherent Integréti'oqn" erformance
» If SNR*N>>1, within 3 dB of Ideal

for Cross-Correlation

N?.SNR2,
2-N-SNR, +1

SNRy 7 =
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W-H Transform Example

* 20 Mhz Chirp
» 1 usec Pulse Duration

F of Charrml

e

.s
Power (d8)
s & %
J
N>
3

Frequancy (MHz)

Spectrum Level ~300




Intermediate Steps
in W-H Transform- =

200
1000

Spectrum level ~5000
or 12 dB hlgher
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Wliws

Wigner Hough -Eransform

x0*

- B8EBEE

Normakzed CHep Rate B 4w B8 %0 8 ®
Fraquancy (MH)

( )
W-H Transform ‘m}' RAS

Normaiznd Chrp Rat o o Fraquency (1) L I
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W-H Transform

» 2 Pulses
~ Same Center

Frequency —«JM” M ™
: - '

— Same TQA

« Pulsel 7. “
~ 20 Mhz Chirp ;.

* Pulse 2 18
— Constant RF o m ™
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Wigner-Villeﬁ: le:_a.nsf(irpl

4500
85| 000
“ 3500 ?
= 3000
g ﬂ
B {m |
: fom |
<3 1500
e ¢ 1000
= 00
%z o4 o8 oa 2 o % 3 4w 5 = 8 ®
Tine (veac) Frouency (W)

W-H Transfo

sig

o
; j
20 =]
- |
gbl 6
Fou4 4
5u \j). A

. \) ‘I”‘

;
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Time-Frequency Approach

I dveform
" description

~ N 1. L

- Wideband |, . AN A1 RS S S S FM Detection

52 us-bv\/\ . Digital Teansform [ Signal Information Extract ‘q » Classification
o .y

Receiver |! X Detect |7 - 7Y% « dentification |

parametric “
description

(X
: (¢
T bJ\] E

EPCR—

Processing Model
(Courtesy of NRL)

~ « Requires two channels witli'two antennas

« Sensitivity enhancement can be sufficient to
deal with modem LPI FMCW radars on the
battlefield (“almost.coherent™)

» Processes.all modtilation types equally well
(Phase codes as well as FM)

» Provides AOA, Frequency and Bandwidth
information
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Cross-Correlation Block

Low.

i Cross
| Correlator
X ;

; )
i .
. Fouriar
uri i
i Transform |

Noise
Oscillator

Weak Sprea d- . H
Spectrum Signal ™. ef

Cross-Correlation (c

Does not provide knowledgé of the
modulation type

Modulatlon may be determined via high
n’ g'd toward the AOA of
the-BPT srgnal-(dedicated ESM Rx)

Significant signal processing load

Wideband Cross-Correlation (large BT)
beyond the current State-of-the-art(?)




L

Cross-Correlation Performance

"'z'("'B”'/b)‘z"SN}éZ(in)
1+2(B/b)(SNR(in))

SNR(Spect.dens.) =

B=Receiver Bandwidtt

b=Signal Bandwidth (A ss than B)

z="Zoom factor’=ratio of Correlation time to duration
of central part of correlation function (~10/b)

Note: For (B/b)SNR(in)<<1, this expression
is approximately equal to the numerator.

fll) ras

Performance Example. .

« For B=100MHz, b=10MHz, T=1ms,
z~1000, SNR(in)=0.1 or -10dB

+ Sensitivity enhancement~25 dB;
SNR(Spe 5dB

ulation is intensive

(2BT=200000 data points).
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Choosing Corrrelatlon

» Correlation Time (T) is on the order of the
radar’s time on target or Integration time
(Typically 1-10 ms) Long enough to
provide i on,‘gam but not so long that
the srgnal..‘.cha.ng@ e
Receiver Bandwidth (B): wide to minimize
search time; narrow to minimize noise and
A/D speed. (Several times wider than the
likely modulation bandwidths.)

Modern Intercept
Receivers vé.LPT Radai

Integration over times on the order of 1-10
ms over bandwidths on the order of 100
i d to cope with short range

eld. (BT~1,000-

100,000)
Fast A/D conversion and DSP are the keys
to implementation of these ESM strategies.
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Implementation Problems

signals with SNR=~13 dB (20 1)

 To detect signals at, say -7 dB SNR, the
LSB of the A/D converter must be about

w. For an 8 bit
A/D, there is<48dB ‘of dynamic range.

 Therefore, ~11-12 bit high speed A/D
converters are needed in tomorrow’s
systems

The Future of LPI Radar-I (Imm RAS

* Present LPI radar desi
against currently deploy rcept
receivers (NEBW~10 MHz; <30 dB
advantage for the radar)

— Even so, their Quiet range is of the order of 20

+ Next ééﬁératidn""lntéfcéi)t Receivers may
decrease their NEBW to within 10 dB of
that of the Radar receiver
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Implementation Problems

. Today s digital system}: fet f_"d"fﬁeasure
signals with SNR=~13 dB (20:1)
» To detect signals at, say -7 dB SNR, the

of dynamic range.

 Therefore, ~11-12 bit high speed A/D
converters are needed in tomorrow’s
systems

The Future of LPI Radar-I m[b RAS

* Present LPI radar designs.ar .ffective
against currently deplo
receivers (NEBW~10 MHz; ~3'0 dB
advantage for the radar)

— Even so, their Q '¢t range is of the order of 20

» Next genera onIn ercept Receivers may
decrease their NEBW to within 10 dB of
that of the Radar receiver

89
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The Future of LPI Radar-1I RAS

+ LPI Radar may us o

— Hough-like integratio "rossrang"é, angle and

Doppler to combine echoes coherently (“Track
before Detect”)

~ OLPI: main beam as.low as today’s sidelobes

nay disperse Tx and Rx assets

» R-squared vs R-fourth

- not changed by technology (LPI radar is very
difficult if the interceptor adapts)

flL} RAS
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- and other
‘angle Jamming Techniques
By Dr Fmppo'ﬁeri

Assistant to ELETTRONICA spa Presids
(e-mail: filippo.neri@elt.it) :
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By Dr Filippo Neri
Assistant to ELETTRONICA spa President
(e-mail: filippo.neri@elt.it}

- Need for angle jamming
- Well known angle jamming techniques
- angl

- Cross-Eye
- Conclusion




Need for Angle Jamming Techniques

Conical Scan
Tracking Radar:

Angle information are
available only after
a scan period.

be jammed:
Modulatidn:
- Swept

- Inverse Gain

COSRO and LORO radar perform
scan on receiving antenna lobe only

Jog Detection




Monopulse Tracking Radar

Monopulse Radar Block D

agram




Angle Information in one pulse (Monopulse)

Pulse
Doppler
Radar




Pulse Doppler Radar ECCM capability

PD Processing can destroy the effectiveness of traditional RGPO Jamming

Paa. 9

1- Range gates

2- Velocity Gates (CW)

4- AGC or Log-Receiver to keep the received signals
at the foreseen level (for tracking loops stability)




General Monopulse Jamming

ltyg Ran ge
d targets, like ships)

1- Noise Jamming: to re
Tracking (useful to protect éxtefidé

2- Deception Jamming (RGPO or VGPO): to move the
Range/Velocity gates in.a wrong po sition.

But ...

Peg. 11

Frequency Agility strongly
reduces
Noise Jamming Effectiveness

Peg. 12




ARGS Prevents RGPO

4 Pag. 13

ARGS Prevents RGPO _




Need for Angle Jamming

For the above considet on¢lusion is that

1t is necessary to:
1) Jam Monopulse Tracking Radar directly in ANGLE

fRange/V elocity Pull Off

- e Pag. 13

Well Known Ang ming
Teo

- Angle blinking
- Cross polarisation
- Expendable:Decoys:

Pag. 18




ANGLE BLINKING |

Pag. 17

Many clever
solutions have
been studied to

avoid Range or |
Velocity Gates ¢

separation

Peg. 18




Angle Blinking Performances

The angle blinking perfoii t missiles
depend upon: o

- blinking period

- blink<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>