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Investigation
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Forensics Handling
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Information Security Management Cycle

Assessing security risks

Design a secure
framework

Implementing and
maintaining a secure
framework

Reviewing and
Improving

Monitoring and reacting




FHhREME K

& FArEMHELHRELF

o BEMNHFAOBEEIRA

O ERKFARYMELH BN EHFERE

A (People) :
HNERZBMBHEAINRET T EFEREIHOETRNE LA
4+ - HPSOC AABRERR  BAMERLINEERZ 2o 03
HE440S),BR 44 REHE L% MBREE S @6 - R
TR PRRAS IR 7T SA B 3 B AT HAT IR AL - R BFBB AT AL 48 2 %
%o B HRMORMEAAET B Ex—BRE RFOELEGK -

F #g(Technology) -
AN & At
B R BRI
B A A IDS K#EH 2 Agent BpR5 L BT Z E F(Alert) it F
SOC
B SOC JLBpz#7 A #| 7T Ae 6y R B RARAL PP By 2 AR h &
W 524 %% X (Penetration Testing)
B AR SLIBZ AN -

%2 %% 9| (Penetration Testing) > £ & 7 &, =48 &
® RXEA

® HATA

® EE AL I AR



Methodology

PHASE 1 PHASE 2 PHASE 3

Activities Activities Activities

- Sel bounds to test - Perform agreed tests - Present report to client

« Set Client expectations - Stop if damage is « Discuss with client

+ Plan the external test occuring to clients « Address concerns i

« Sign “Letter of business « Make recommendations  §i
Authorization® - Analyze all data collected |l - Project Acceptance

« Sign Non-Disclosure - Generate final report
Agreement

- Arrange a delivery time

Key Deliverables Key erables Key Deliverables
Statement of Work Penetration Tests Penetration Test Report
Qualification and Proposal to impliment

Options Checklist Recommendations
Signed Letter of Author
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4. Eradication i

FHE AL SOC £ EMBERZRIEMK ¢
1). Call to response => 2 hrs upon receive the call.
2). On-side support => 2 hrs upon request
3). Preliminary Investigation Report
=> Next day after the security incident
4). Recovery Analysis => Depend
5). Follow-up Monitorning => Negotiable
6). Detail Investigation Report => Depend

ITSD £ SOC th £ Emah B |
R ZUT&E e X
B EREERSTFE
® FHHRIEREHIMHE
& BT EMN
B FReINR
MR ERRR - BRERAER
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2.3 HPISM 2K &

HP #4 ISM(Integrated Services Management)## % ¥ L4 8 - BB A
R A% » 45 AR5 32 48t (Service Providers) T MAAR % 4 b fe © RALIRFS 69 PR A
BRRE TLAE b 0 RE I R B IR B AR 6 A i HA o ISM AR B R A AR

% 1z % 32 338 (TMF, TeleManagement Forum)#f % & &9 e TOM 224445 3] -
eTOM & % — 18432 & 4o 4k — 18 BR A5 42 4 & (Service Provider, @3l 3t
WIRAS AR E > GBI AR IR - )4 application hosting, unified
messaging % + ® % T4 % xSP > ¢.3% CSP, ISP, Asp, MSP )& £ &y ¥
REGEME TR TERT

customer relaiions E\lp management

resource managsmant and operatiors

service management and operafions J

supplig{/’pcd’n@r relations ‘hip managemant

[ markeiing, sales, and offer management J

15 B 22 4 6L3E W KBS - 1B 3 AR b TR A B 4 RO B 3 Shan AR AR 4R
wHIR B F £ A
o BRFE A (service fulfillment 4.7% service delivery):#§ & T 4%
RTHRABRBHRE > QEITERE - HERAAEFF B -
o FRF5AEAR(service assurance) FERH F P RE LA FRA K E 4
BRA > ke B RAL — B A AR E 0 IRFE F R4 #(service level
agreement) > &R AE A — 1B B 42 -

e

17
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B R ¥R
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ZAEAF W R ¥ K - @5 ¥ K P 2L people-based 44 (HE % ~ call
center - 4% % )& web-based & % 1% °
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RITUBAE LS EERRELHERE RE—FHER%K:
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. B&i)‘%:};%{iﬁ 4 438 #A (service offer lifecycle)
. HBji;fi- % & 48 #1(service instance lifecycle)
+ B& R4 43 #f(resource lifecycle)

service
withdrawal

™

praservica in service

service instance liTeoyel

service offer lifscycle

BRARAEA GRS BEASGBMOOREREERNTE B E
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GALERE RBE o~ B~ R —MRAREEBR I VALY
S BUVHAINAN - BHFELE  HERITE RGEE - RFBE
PR E CRBERKE RBHERLL -
TRAGHEIREBRGEEREROBERENS > FELXEATEH
BAGEY FHAEVEHITHEERTREN —BL ﬁw&&
“#iE 2 JEst ER G 0 A — AR HMARSS AT IR E oy A R
B ERE ARG EE - RTEEEFSHER G - fri/%‘?
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HORBEEEM AL —EES  MIT—ERABEHE -HP » 3
BHBRERLELAAE  WRBLESEHEB AL SdaltR %
GAb M TABRMBE TR T REGRENRFER LR EE
M) o f5l4o ¢ ARFS % & (Service Level Agreement, SLA)& 424 - 2 B3 &
B, (message bus) g M 4EF X > 24 BAKZNENBIEF E6 - F AR
sty —d o T SLA 2 QoS Mk M E e &HE 1%

N
EE

ISM Architecture

service delivery service assurance service usage

process
‘management

process enabled message bus

service provider infrastructure

BRSO RE LA QERER RS R
W 7 ¥ @ (business view)

M 35 4E @ (functional view)

W} 47 @ (technical view)
|

& 4 @ (implementation view)
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CSAM
Compagq Services Architecture Methodology

business drivers,
goals, measures N

business four views of an

view .. what inforaﬂon. ISM solution

how managed

system structure,

components,

applications, &

infrastructure |
use, deployment,
evolution,
vendors
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Ryt - THHRAATURARERE
REBAGBETUARSEREHER -

BAET ARG RFAE—ET
HARRRLAMN RERZY
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