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*9B8278 (28298 4|1 £ (43 — BF#)
1&8)

%9 B 30 B £ 10 B 3 |1.The overview of the SCADA development and
=) requirement.

2.Development concepts, architectures, and
considerations in the SCADAs

3.SCADA related Protocols, interfacing and
integrating technologies. The DNP3.0 protocol
analysis and application

4. The DNP3.0 protocol introduction and
documentation.

5. Long term monitoring technology of EMF.

%10 B 4 8(5~ 6 B & |Visitto Control center of the B.C. Hydro power
#8) plant.

%10 B78%88 1.Development of DNP3.0 driver

2. Demonstration of hardware communication
with DNP3.0 protocol.
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3.1 DNP3.0 @i N

—F % 8 A - 53X SCADA 493538 3% % > DNP3 is a open,
non-proprietary communications protocol developed initially for the
electric utility industry > £ ZE A7 £ ~ RTUs ~ 1EDs f] Z 183
A3 ADCS #14 % pr RTU i@ 3 8 Ar457% A CDC Type II i@ :UH#
% @ CDC Type Il 4R 8 F » 4 SCADA %R 5 R &R &
AR M BB EBRRMES BLERA Ebiaiz R R 4£H SCADA
%4 RTUs ~ IED %3 € K& X 4% DNP3.0 > &8 Survey ¥ %
SCADA %4 A cte GE ~ ABB & SIEMENS £ £ A AR A&

2 F 3445 DNP3.0 5] 542 B 2 @3 & ko @ 3.1 F7F » ML
BB 2 AR HERAAE Y% SCADA 45 -
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3.2 DNP3.0 @B ciBnzt

1990 - 1993
® DNP 1.0, 2.0 created by Westronic Inc., based on IEC
870-5
October 1993
® DNP 3.0 Basic 4 published in public domain
®  DNP User’s Group founded
March, 1994
® First Successful Demonstration project
January, 1995

®  DNP Technical Committee formed
November, 1995

» Publication of DNP Subset Definitions document.
July, 1996

» Process began to start Chinese DNP chapter.

= DNP WebPages (WWW.DNP.ORG) created

July, 1997
= Latin American chapter of DNP3 Users Group formed.

January, 1998
= Australian Chapter formed and becomes Australian
National Standard for Water SCADA
March, 1998
* |EEE Std 1379 Published - “Recommended Practice for
IED to RTU Communications”
November, 1998
= DNP LAN-WAN standard approved and published by

6



DNP Technical Committee
»  February, 1999
DNP Level 1 & 2 Tests Procedures published
= 2001
» Published new revisions to Protocol Definition
Documents:
» Expanded: Basic 4 grows to 7 sections
» [ntroduction (with History)
= Data Link Layer
= Transport Layer
» Application Layer
= Object Definitions
= Layer-Independent Issues

= Networking
m DNP TODAY

®  Vendor Products

®  >100 vendors, +250 DNP products and services
®  Utilities/Industrials

®  used by >300 utilities and industrials worldwide
® Countries

B used in over 32 countries
" Total Industry

B $250 Million / year of DNP products and services
®  Industries

B Electric, Oil & Gas, Water and Industrial
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3.3 DNP #4047

DNP3.0 #2214 4 SCADA W EHfTEZE » o F ¢
¢  Data Transfer Protocols (Modbus, ASCII)
— Basic Read/Write of Database Data
— Master controls link, supports communications intelligence in
slave
®  Traditional SCADA Protocols (L&G, CDC)
— Transfer of SCADA INFORMATION (SOE, COS)
— Supports some distributed communications intelligence
* DNP3
— Transfer of SCADA EVENT INFORMATION

— supports distributed intelligence

B EZLBRTUAES DNP3 EEsBEE > ETREFEREZ
FHEM



Bl 8% DNP3 fuAN#F % A2 45H » 48 ¢
A. Object Oriented
€ $uAObject Oriented 4514
# i#®DNP Object Library € £ K 1246 X ~ BH%
- % #)Object Library
DNP3 % % &4 R ] Z SCADA# 44 » AR45 7 F) Z Level
(Levell, Level2, Level3) T3k £ 454 e A 2 4h#F R H B %
(Variation) °
B4 2 18 4 % 4t(% £ #Snapshot)
- THBAFRRELH(ER - EFEIRETN)
- MR %M h A X 38 i 0 38 AT 6 Objects
€ Object Example(0102hex)
Object Number —> Object Type

01 —  Binary Inputs
Object Variation —> Object Variation
02 —  With Status (8bits)
B. Scaleable
€ —f&SCALEABLE:#& R #h &
B A7 & # 318 Subsets-
Levell - Simple IEDs
Level2 - IEDs and Simple RTUs
Level3 — RTUs and Data Concentrators
H Level3 &2 > B4 DNP3 Level3 2% EEFABHNHEA
J& 2z Objects B Variations * E3x B ZABE R SRR E K%
IEFE ¥ 32 Level2 % Levell » 3 18 Subsets Z Bjta4o T B 3.2 °



Level 3
Level 2
Level 1

3.2 DNP3.0 & % % Subsets Levell,Level2,Level3 z {4

C. B Peer to Peer # 5@ M504
& #4538 h se(Master <—> Slaver)
i% i®Unsolicited Responses
- M4&Traffic
- [&{&xMessage Processing
- Ideal For High Speed Networks
D. EEvent Objects $2 Integrity Reporting 3 fg
€ 4o Object 60, Variation0,1,2,3
Class 0 : 7] £-# 3| F & #% B& (Static) 25
Class 1,2,3 : 3 & & #k Polling 2 F7A Event 2
MUECHED RBHTTIARTEHERRAA
5] : Integrity Poll # 4#|(Return all DNP data from device)

(1)master poll for integrity report

Binary Inputs REMOTE MASTER
?: ;g:; _— Integrity Pol | Zinany Inputs
2-10N 209 TIPS Class 0,1,2,3
3-10N 0-00 Analog Inputs
4-10N 1-120
2-120
3-0
4-0
STATIC
EVENT STATIC
l E1 l l ] E1 EVENT
12 3 L
10 1 2 3



(2) slave response for integrity report and confirm

Binary Inputs REMOTE MASTER
? : ; g:: Integrity Poll Boma1ron:puts
Analog Input: -
2-10N naog Tpws Class 0,1,2,3| |1-0OFF
3-10N 0-00 2-10N Analog Inputs
4-10N 1-120 Response 3-10N 0-00
2-120 Appl! Confirm 10N 1-120
3-0 2-120
4-0 3_0
STATIC 4-0
EVENT STATIC
EVENT
| E1 I ] l E1
=l L=
1 2 3 E2
1 2 3

5] : EVENT Poll #:.4|(Return all Change data from device)

(1) master poll for event

Binary Inputs REMOTE MASTER
? : ; g:,__ Integrity Poll B;na:yolzputs
2-10N Analog Inputs Class 0,1,2,3 1-00FF
3-10N 0-00 2_10N Analog Inputs
4-10N 1-120 Response 3-10N 0-00
Ao Event Poll 4-10N | [1-120
3-0 2-120
4-0 Class 1,2,3 3-0
STATIC 4-0
EVENT STATIC
E1
|E1HE2||E1l EVENT
1 2 3 L
1 2 3
(2) slave response for event report
Binary Inputs REMOTE MASTER
0-10ON Integrity Poll Binary Inputs
1-00FF |\ inout 0_10FF
2-10N nalog lnputs Class 0,1,23] | 1_10n
3-10ON 0-00 - 2-10N Analog Inputs
4-10N 1-120 Response oOrF o-10
2-120 Event Poll 4-10N 1-100
3-0 2-200
4-0 Class 1,2,3 3-0
STATIC ?esponse\’ 40
EVENT Appl Confirm STATIC
E1
E1 E2 E1 EVENT £
I E2 | E3 | ] E1 ’ E2 l E1J
1 2 3 E2 E3
1 2 3

11




] : Unsolicited Response &,/

(1

Binary Inputs REMOTE MASTER
0-10N . Binary Inputs
1mOOFF Analog Inputs inteartty Poll o-10n
2-10N 1-00FF
3-10N 0-00 Class 0,1,2,3 210N Analog Inputs
4-10N 1-120 Response 3-10N 0-00
2-120 4-10N 1-120
3-0 Event Poll 2— 120
4-0 Class 1,2,3 3-0
4-0
STATIC Response STATIC
EVENT
L] o
1 2 3
1 2 3
(2)
Binary Inputs REMOTE MASTER
0-10N Integrity Poll | Cnay Inputs
1-00FF Analog Inputs 0-10FF
2-10ON Class 0,1,2,3 1-10N Analog Inputs
3-10N 0-00 R 2-10N
4-10N 1-120 esponse 3-0OFF 0-10
2-120 Event Poll 4-10N 1-100
3-0 2200
4-0 Class 1,2,3 3-0
STATIC Response STATIC 4-0
EVENT
E1 EVENT
I E1 | E2 E1 Unsolicited E1
E2 E3 | I Response Appl Confirm l Et l E2 I l E1 ]
E2 E3
1 2 3
1 2 3

E.DNP3 4 OSI #3#B z T &

DNP3 2% BB S BRH T > ARRZH L RABITZARE
F > % WAN-LAN B 2z AZ 7 1998 £4 % » £ OS] t{E:#MNE =
Mlfako B 3.3 o~ » £ K84 R F Serial DNP3 #k A RS232 2 RS485 &
4% > WAN-LAN DNP3 84k f 42 # EtherNet -



Object Model DNP Data Object Library

Application DNP Application

Presentation

§ Session
Transport DNP Transport |DNP Transport Function
Function DNP Data Link
TCP or UDP
{ Network Internet Protocol (IP)
Data Link DNP Data Link |IEEE 802.2, 802.3
Physical Serial LAN

3.3 DNP3 £z OSI 18388 = B 1a

F. DNP Message Structure |47
DNP3 3. &AE X 48 A 4% A 4o B 3.4 A% >

05 64 |LEN|DLC Destination Source CRC
! LSB |, MSB|LSB | MSB !

TH | APPS HDR| Object Header #!1 Data #1..... CRC
| -

Object Header #2 Data #2..... Object Header #3 CRC
-

D

®

®

Data #(N+1) cont..... CRC
1

B 3.4 DNP3 % &.4E

7@ B £ 4%i% 2 18 Bytes 05 64 (16 #4x) » 3% 1 48 byte K & T H}
EE  #BRBEZMEERE(RS 2 bytes Aedsfztia ~ 1 byte
LEN & # % 34 bytes 2 CRCs)% 255 bytes® & & & & #8i8 255 bytes

poiul
=k



8% 7 3% i® Transportation Header(TH)4-3fddid » SRR E P2 F 4
#5848 » DLC % Data Link Control 4& 1byte ,8 bits » & & master £
slave Pz Handshake $##m&| 4o M4k > T4 % 2bytes B &9Hfil,
2bytes AT 45 Ffu bt - {E4FE & &4 % sl frames 2 LSB #1 MSB byte 28
T 3(f] 4o 64 00 £ & + 42 100) > &% & 2bytes CRC check « LA b %
Data Link Header 3 8422 4278 > & W & DNP3 kB A (FE FHerd
REDLAOHE LR NEAE

# 4% Data Link Header 3f.842%% & & Data Blocks U E4E > & 5 — 18
Data Block ¥ ¢,3% — 18 byte Transportation Header(TH)% 3%t ¥ 8 &
% A &% 2 W BAE T bt byte B T 4F fo R R R S DR B AE
L BERTH % @A ERBE X E £ 2bytes(request)
4bytes(response)’ ¥ & 34 45 & AT B 52 48 4> %o Confirm, Read, Write,
Select, Operate, Freeze, Restart........ Xk Mték 0 4% | A Object
Header » #1,4-%ki% 3 45 Object Number ~ Variation $2 H % # % % Data
2 Index & 5B > 14 % Data & & & EUE N Object Header 2 3 2 >
— k3 BHER P T 6,45 % 18 Object Header & H ¥ & % Data- %0 [§ 3.4
s 0 B 4h 0 48 Data Blocks 3 8.4E ¥ 5 16 18 bytes 54283 A 2bytes
% CRC # %] DataBlocks R EAEL & -

G REEZHERRBET

DNP3.0 %454 Bk BAR8F » dofiF a1 3E 2 B M IEAE 6 45 25 R ARG
AMEERY  REHHEAMBEL AT ARMERSIEZIRE
4ol 3.5 XA BTHES DNP3.0 @Mz i X RAEN
BEHNAETRZ AR LBELE  FREBFREZRINL E
2z ARk AN A T bELEME ko DLC, TH, APPS, OBJECT
% CRC £ 453 s Bk & # X R I - 4£ Request # Response BF FE 48
BRRZ EH S Wb Rk ARSI GARR BT FREURAT X



BRBRE ARMRHEZARTRRE S EHE 2 RIFREZH
¥ sk EwaiERES

Data link
Layer

Master Send
Slave Receive

Master Receive

Transport
Slave Send

Layer

App. Layer

App. Layer
DNP Request §

DNP Response ;

B 3.5 2 Ean@irmeEZ R

%4k B 3.6 BT AT 3 18 Object AR LB ETH] > BBE TR
ARHBE 34 THE - RS2 FAM AR ERFEER L2 16
wAEE  BBTRRE L 16 BB R HE 2 a2 0,1 ERAER
BhHEMEEgEE FE B4 DNPI A RHERRABHAL
HZiEs

4o [8]3.6% 4} & A Data Link Header 2 % 4% > €135 a4 1k 100(+ &4L)
Z masters 3£ i bk 1 (4 #43r) Z slavess Unconfirmed User Data > % =
BTHE F — %30 842 BrFirst=True(1), Final=True(1),X £ R F — %>

% % & ¢,4% Application Header & Object HeadergZData » 41 #f #Object
60 = Variation 2, Variation 3, Variation 4, Variation 1,J& A ${4T
Unconfirmed Read Z $/4k » @ AIIE X FUHRSE ©

15



05 64 14 c4 01 00 64 00 67 d6
c0 c2 01 3c 02 06 3c 03 06 3c 04 06 3c 01 06 6a 2c
H ¢ 05 64 %44 bytes - 67 d6 % 6a 2c 155 CRC -

Data Link Header : Length 20, Master 100 to Slave 1, Unconfirmed User Data

Transport Header : First, Final, Sequence 0

App. Header : First, Final, Sequence 2, No Confirm, Function Code=Read

Object Headers and Data

0bj60,Var02
Qual 06

Oby60,Var01
Qual 06

0bj60, Var03 0Obj60,Var04

05 64 14 c4 01 00 64 00 67 d6
c0 c2 01 3c 02 06 3c 03 06 3c 04 06 3c 01 06 6a 2c

3.6 4r5E )

H. 84K B2 5

78 B WA P 548 K ] ZProtocol 4 ABRFEH AL © BhofTih & REF
FA Protocol i i@ % & & M £ 7 3% 5 B 3 SLBF 4. 337 A 4t Protocol
OSI 7Layers =¥ — & > AERFEHLEAEE S E > wSCADAKE A
% > %o ASCII - MODBUS ~ MODBUS+ ~ JBUS ~ CDC TYPEII -~ DNP
3.0~ MDLCRUCA2.0% -

M ATCPIPZ W E R % » FHAFE AL

POP Post Office Protocol

SMTP Simple mail transfer Protocol

SNMP Standard Network Management Protocol

Telnet Remote network user access protocol

X.11 X-terminal protocol

16



VoIP Voice Over IP Protocol

FTP File Transfer Protocol

Gopher Remote document index query protocol

Ping Connectivity test Protocol

More every day (live video, audio, telephone,etc...)

4o & #& K FF) Protocol 35 H H # & 2 42 # x 4 RFC(Request For
Comment) =] {£ & 34 :

RFC 768 - User Datagram Protocol

RFC 791 - Internet Protocol

RFC 792 - Internet Control Message Protocol

RFC 793 - Transmission Control Protocol

RFC 826 - Ethernet Address Resolution Protocol

RFC 1058 - Routing Information Protocol

RFC 1350 - The TFTP Protocol (Revision 2)

RFC 903 - Reverse Address Resolution Protocol

Bt ERATEENBEHEAFEERBIANT - BEXELA
BEMY > BRIESQRMEAFE 0 %M A L8 F A Protocol 2
Format' MEE AL ESZHERARA LR AELZARERLR
HMEZRIEN  HTREEZERALIRBERGEMREG  EE2HFAER
Pz eERE -

AR S BT E S ZRH K A 0 ko B3.T 0 FAR Ahia
M@ TRXMERD  MTAIRBBRHZEEBEMRF > BEEE
WAz BmERG  RERASCADAZMZ AL - RERE
BELRERBRZ R B FEZIRA

17



B 3.7 A&/, 3 ADCS#L 4 E rrSCADA4E B Z Protocol

RAB AL AR IR % 2 485 » kR SCADA Protocol Z AB% & 4 :
DNP 3.0

UCA 2.0

IEC61850

SCADA %4 & Protocol €, $3Internet % 163 /& &

1% 4. SCADA Protocol4s 2R € 774

Protocol #&-#Hfif &t & #) _
ZEAEEEEZ Implement 8% » LA BEERFEE -

33 4% DNP3.0 x s
sk HELE DNP3.0 £ &8 T :
1 F¥mARRETAE R EEHRRTU ~ IED)
2 BRSZHmEREXE
3 RARFABRETANBBERPEZLSN

18



4 RAVMAEEURFHANPCABEN —REEMEEZLZL
L&A

438 % X 2 DNP3.02 3| 43R 2 1% HFDNP3.0& — & B 42 5 X 3@ Ui
£ BATHADNP3.0Driver A8 S X $E > FRBMALSCZHAN
#ob B A DNP3.0%AEZAEHE ~ B - PR THELALILELE S X
FHT - BHIP EHMTA KRB R RITAARAEEETRE  THRE
3.8 224 > #5 H 474 B % 1B Simulator & Analyzerz ¥ 85 3 xr 7 PC
Based E s, & B8 £ Z 424f7 ©

I

¥

R DNP3 Slave 1
DNP Protocol DNP3 -
Simulator & Analyzer Communicatons
e

%7, DNP3 Slave 2

Q 7

Q¥ 70
QY 70
Q\‘
Q\‘
\\
More ..

DNP3 Master
RTU

B3.8:2 IDNP3Z T X BEREE4HE

4232 348 BDNP3.0:& i £ stk - BAF T HIAIE -

1B % B PIDNP# 47 Z AR H b Ax

2.5 4 B IDNPE R &34k B4

3AMEA S NI ABSCADAR S EF B TR

ARFBRE LR UBREEZIRNFLLBANEEERZER
IREFR TETHERMERKL



m Ak B B R HAT S A TR

AR BAT A2 M £ Ao DNP3.0 31| 8k 3R 42 90 TF 0 3k 5 o Tk 37 R 4 B2 R
R4 3t %425 B.C Hydro & & & #F ¥ 5 #2 GE Energy Services /2 3]
4B DNP3.0 Z RTU-IED % # R E#H 44 EZBHASENER
AT R R 5 @2 A EH &S SCADA-DNP3.0 E8# 3%
ZHRA o RERREFTARE M AR EH -

4.1 e XKL BT 5

AN EHUR B —HRIFHNRL NG ERHAE LT
BEEMAIHBSAER EEEMERRE TN rEB
BARF  BMERNIRRTHAEEZEAS LEAETHA =2
RADKZIBAFERZIRGF  FERE L TEKBES  AFRK
HA LI REE2ETHGHE REBEAHF Bk HF 2 K%
EHER B AANIHMEARFAMI S THRGET HAER
TapgnE LHAERERRBEBIEGHzN A TEEXR
RTHZERERE AL ETHRRIILFTBZIHEL > bRWEKX
PW International N3 BEETEY TR AR EEZRE
BERISEMERA KT AT ERZ EH THEARRAAN B BEMF
Mz 4% RETTEREAFRARHESERAERN L2 4 -

ol 4.1 28 43 Fiom » REREGHMISFEBEN LA L EIERIY
TREERAEGE L% YHENRAEZERRKTH e
EBER REtA Tt XARRETERZEZIIRERERAN
BEEIG R A GAER B R AR BT RAERES R ALK KL R
SEBHAEAZHGEERGERNER L S BN ¥ ENREA
zZ &7 -

B EIFEENR CHMBFRAKENES  LEFREBE CBER
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TREZBEREHNET IR BEHELE L AANRE B %
SERAUZERBEER I ETERNZ SR RESLZ RS
FhAH > U3 % AFE Download — R - i3 8b 45 R 5k 35 & A 8 A2
BAEEH -

Bl 4.1 S ReGRAER Z LT

42 TLRBBRAK
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B 4.3 w354 4%

4.2 3 APBAT R BRI Z A

AR TG ZER T ERTRGGIRNCAFBREZLE

%o NN A B ORY SR TREZEG TR R

RANEEFERSMAIA BELTARNRTRLEMEASAE

4T RiBE BB R H @ E K Paul Wang 4 2335 0 T4

ZHFER -

. %41 F2E#H FHROBzAG 1 EERXERBRIAIE
HAis HERRILERDZBM  SBRARARS -

2. BTt RS E 0 BEAA BN THLEERAL A
%o ST RAILER S 2N TB IR - AR EALE LB
B AR R AAERECE w44 FARE
GERERATEREWEA ) HUwFE » £446TFEH - DSP
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REEMwBASHIRBAT » TEILBRRA - SHEZEaiy
EREER A4

B = B, sin ot

-_._.—. AV =-w BOA coswt

HE A e EEE

4.4 1§ Huig R RE

O Am>—] P [ ':
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