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Protocoi  DNP3.0 SCADA RTU IED

(1) DNP3.0

)

(3) B.C. Hydro GE Energy Services
DNP (Distributed Network Protocol)?

DNP DNP DNP

DNP3.0 (RTU IED)

DNP3.0

DNP3.0 DNP3.0 Driver

DNP3.0
DNP3.0 DNP

(http://report.gsn.gov.tw)

DNP ?



11

1. DNP30 SCADA

2.

3. B.C Hydro GE Energy Services
SCADA

MODBUS TCP
UDP ASCII Protocol Protocol



Protocol SCADA

Protocol CDC DNP3.0
UCA2 ICCP DNP3.0 SCADA
RTU |ED(Intelligent Electronic Device)
DNP3.0
SCADA DNP3.0 Protocol
SCADA Protocol SUBNET
SOLUTIONS PW International
DNP3.0
Protocol
1.2

SCADA DNP3.0 Protocol



2.1

22 9 27 99 10 11

PW International

DNP3.0 SCADA B.C Hydro
GE Energy Services
2.2
9 27 (28,29 -
)
9 30 10 3 |[L.Theoverview of the SCADA development and
requirement.

2.Development concepts, architectures, and
considerationsin the SCADAs

3.SCADA related Protocols, interfacing and
integrating technologies. The DNP3.0 protocol
analysis and application

4. The DNP3.0 protocol introduction and
documentation.

5. Long term monitoring technology of EMF.

DNP3. 0 protocol

10 4 (5 6 Visit to Control center of the B.C. Hydro power
) plant.
10 7 8 1. Devel opment of DNP3.0 driv
2. Demonefr atbrcdomamueni clati on wi
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Visit to GE Energy Services

RTU

IED
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10
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DNP 3.0

3.1 DNP30
SCADA DNP3 isaopen,
non-proprietary communications protocol developed initially for the
electric utility industry RTUs |IEDs
ADCS RTU CDC Typell
CDC Typell SCADA
SCADA
RTUs |ED DNP3.0 Survey
SCADA GE ABB SIEMENS
DNP3.0 3.1
SCADA
Remote Office PC's

W e
K

Corporata
IrilasTat Intranet

-~ -y
! Substation . B

[ B 1

L. plorer ’

B

L

Waubstations

Blue Lings = Subsiation Explorer Red Lines = Subsiagion Communicator
<Ta Protoco| Ports To Main cw Post
“Cwal 50 prolocoE valatie



3.2 DNP30

® 1990 -1993
®  DNP 1.0, 2.0 created by Westronic Inc., based on IEC
870-5
®  October 1993
® DNP 3.0 Basic 4 published in public domain
®  DNP User’s Group founded
®  March,1994
®  First Successful Demonstration project
®  January, 1995

®  DNP Technical Committee formed
=  November, 1995
= Publication of DNP Subset Definitions document.
= July, 1996
= Process began to start Chinese DNP chapter.
= DNP WebPages (WWW.DNP.ORG) created
= July, 1997
= Latin American chapter of DNP3 Users Group formed.
= January, 1998
= Australian Chapter formed and becomes Australian
National Standard for Water SCADA

= March, 1998
= |EEE Std 1379 Published - “Recommended Practice for
IED to RTU Communications”
= November, 1998
= DNP LAN-WAN standard approved and published by

9



DNP Technical Committee
=  February, 1999
DNP Level 1 & 2 Tests Procedures published
= 2001
= Published new revisions to Protocol Definition
Documents:
= Expanded: Basic 4 grows to 7 sections

» |ntroduction (with History)

Data Link Layer
= Transport Layer
= Application Layer
=  QObject Definitions
= Layer-Independent Issues

= Networking
B DNP TODAY

®  Vendor Products

®  >100 vendors, +250 DNP products and services
®  Utilities/Industrials

® used by >300 utilities and industrials worldwide
®  Countries

® used in over 32 countries
®  Total Industry

" $250 Million / year of DNP products and services
®  Industries

B Electric, Oil & Gas, Water and Industrial

10



DNP 1990 12
User Group
Update User Group

I Steering Committee
[ 1
Technical Conformance Marketing Liaison
Committee Committee Committee Committee

Utility

3.3 DNP

DNP3.0 SCADA

¢ DataTransfer Protocols (M odbus, ASCII)

— Basic Read/Write of Database Data

— Master controls link, supports communications intelligencein

save

® Traditional SCADA Protocols (L& G CDC)

— Transfer of SCADA INFORMATION (SOE, COS)

— Supports some distributed communications intelligence
* DNP3

— Transfer of SCADA EVENT INFORMATION

— supports distributed intelligence

DNP3

11



DNP3
A. Object Oriented
L 4 Object Oriented
DNP Object Library

- Object Library
DNP3 SCADA Level
(Levell, Level2, Level3)
(Variation)
- ( Shapshot)
- ( )
- Objects
€ Object Example(0102hex)
Object Number — Object Type
01 -  Binary Inputs
Object Variation — Object Variation
02 —  With Status (8hits)
B. Scaleable
L 4 SCALEABLE
3 Subsets-

Levell - SmplelEDs
Level2 - IEDs and Simple RTUs
Level3 — RTUs and Data Concentrators
Level3 DNP3 Level3
Objects  Variations
Level2 Levell 3  Subsets 3.2

12



(1)master poll for integrity report

Binary Inputs
0-10N
1-0OFF |
5_10N Analog Inputs
3-10N 0-00
4-10N 1-120
2-120
3-0
4-0
STATIC
EVENT
EImis
E2
1 2 3

REMOTE

Level 3

Level 2
Level 1
3.2DNP3.0 Subsets Levell,Level2,Level3
C. Peer to Peer
L 4 (Master — - Slaver)
Unsolicited Responses
- Traffic
- M essage Processing
- ldeal For High Speed Networks
D. Event Objects Integrity Reporting
L 2 Object 60, Variation0,1,2,3
Class0 (Static)
Class 1, 2,3 Polling Event
C D
| ntegrity Poll (Return all DNP data from device)

MASTER

Integrity Poll

Class 0,1,2,3

13

Binary Inputs

Analog Inputs

STATIC

EVENT

Y
1 2 3




(2) slaveresponse for integrity report and confirm

Binary Inputs REMOTE MASTER
0-10ON . Binary Inputs
1_0O0FF NT— Integrity Poll 5 1om
2-10N 9 ev Class 0,1,2,3| |1-00FF
3-10N 0-00 2_10N Analog Inputs
4_10N 1-120 Response ) 310N 0-00
2-120 Appl Confirm 10N 1120
3-0 2-120
4-0 3-0
STATIC 4-0
EVENT STATIC
EVENT
EIiE
L L] ][
1 2 3 £2
1 2 3
EVENT Poll (Return all Change data from device)
(1) master poll for event
Binary Inputs REMOTE MASTER
0-10ON Binary Inputs
1-0O0FF 0-10ON
2_10N Analog Inputs 1 0OFF
3-10N 0-00 2_ 10N Analog Inputs
4-10N 1-120 3-10N 0-00
2-120 Event Poll 4-10N 1-120
3-0 2-120
4-0 Class 1,2,3 3-0
STATIC 4-0
EVENT STATIC
E1l
E1 Eo £1 EVENT
LEH LBJZ ; L
1 2 3
(2) dave response for event report
Binary Inputs REMOTE MASTER
0-10ON Binary Inputs
1-0OFF
2_10N Analog Inputs
3-10N 0-00 Analog Inputs
4-10ON 1-120 0-10
2-120 Event Poll 1-100
3-0 2-200
4-0 Class 1,2,3 3-0
STATIC Response 4-0
EVENT Appl Confirm| _STATIC
E1l
| E1 | | Eo | £1 EVENT -
| E1l | | E2 | E1l
1 2 3
1 2 3
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Unsolicited Response

D)

Binary Inputs REMOTE MASTER
0-10ON Binary Inputs
1-0OFF 0-10N
5_ 10N Analog Inputs 1-0OFF
3-10N 0-00 2-10N Analog Inputs
4-10ON 1-120 3-10N
2-120 4-10N
3-0
4-0
STATIC
EVENT STATIC
L
1 2 3
1 2 3
(2)
Binary Inputs REMOTE MASTER
0-10ON Binary Inputs
1-00FF 0-1OFF
210N Analog Inputs 1—-10N
3-10N 0-00 2 _ 10N Analog Inputs
4—-10ON 1-120 3-0OFF 0-10
2-120 4-10N 1-100
3-0 2-200
4-0 3-0
STATIC 4-0
EVENT STATIC
E1l EVENT
L) (2] (=] [t T
= resporse ppiconim | | 53] | 2] [ %]
1 2 3
1 2 3
E. DNP3 (ON
DNP3
WAN-LAN 1998 oSl
3.3 Serial DNP3 RS232 R$485
WAN-LAN DNP3 EtherNet

15



Object Model DNP Data Object Library

Application DNP Application

Presentation

Session
Transport DNP Transport |DNP Transport Function

Function DNP Data Link

TCP or UDP

Network Internet Protocol (IP)
Data Link DNP Data Link [IEEE 802.2, 802.3
Physical Serial LAN

3.3DNP3  OSI

F. DNP Message Structure
DNP3 34

Destination Source CRC
LSB |, MSB|LSB | MSB |

05 | 64 |LEN |DLC

TH | APPS HDR| Object Header #1 Data#1..... CRC
Object Header #2 Data#2..... Object Header #3 CRC
° ]

@

@

Data#(N+1) cont..... CRC
|
3.4 DNP3
2 Bytes0564 (16 ) 1 Dbyte
( 2 bytes 1 byte

LEN 34 bytes CRCs) 255 bytes 255 bytes

16



Transportation Header(TH)

DLC DatalLink Control  1lbyte,8 bits master
dave Handshake 2bytes :
2bytes frames LSB MSB byte

(6400 100) 2bytes CRC check
Data Link Header DNP3
Data Link Header Data Blocks
Data Block byte Transportation Header(TH)
byte

(TH) 2bytes(request)
4bytes(response) Confirm, Read, Write,
Select, Operate, Freeze, Restart........ Object
Header Object Number  Variation Data

Index Data Object Header
Object Header Data 34
Data Blocks 16  bytes 2bytes

CRC Data Blocks

DNP3.0

3.5 DNP3.0

DLC, TH, APPS, OBJECT
CRC Request  Response

17



Datalink
Layer

Master Send

i Master Receive
Slave Receive

Transport
Slave Send

App. Layer

App. Layer
DNP Request

DNP Response

Object Object
Header Header
DATA I DATA I
35
3.6 3  Object
3.4 16
16 2 0,1
DNP3
3.6 DataLink Header 100( )
master 1( ) dlave Unconfirmed User Data
TH First=True(1), Final=True(1),
Application Header Object Header Data Object

60 Variation 2, Variation 3, Variation 4, Variation 1,
Unconfirmed Read

18



05 64 14 c4 01 00 64 00 67 d6
cO0 c2 01 3c 02 06 3c O3 06 3c 04 06 3c 01 06 6a 2c
05 64 bytes 67 d6 6a 2c CRC

DataLink Header Length 20, Master 100 to Slave 1,
Transport Header  First, Final, Sequence 0

App. Header  First, Final, Sequence 2, No Confirm, Function Code=

Object Headers and Data

Obj60,Var01
Qual 06

Obj60,Varo4
Qual 06

Obj60,Var03
Qual 06

05 64 14 01 00 64 00 67 d6
cO c2 02 06 3c 03 06 3c 04 06 3c 01 06 6a 2c
3.6
H.
Protocol
Protocol Protocol
OSl 7Layers SCADA

ASCII MODBUS MODBUS+ JBUS CDCTYPEII DNP
3.0 MDLC UCA20
TCP/IP
POP Post Office Protocol
SMTP Simple mail transfer Protocol
SNMP Standard Network M anagement Protocol
Telnet Remote networ k user access protocol

X.11 X-terminal protocol

19



Vol P Voice Over | P Protocol

FTP File Transfer Protocol

Gopher Remote document index query protocol

Ping Connectivity test Protocol

Moreevery day (livevideo, audio, telephone,etc...)
Protocol RFC(Request For

Comment)

RFC 768 - User Datagram Protocol

RFC 791 - Internet Protocol

RFC 792 - Internet Control Message Protocol

RFC 793 - Transmission Control Protocol

RFC 826 - Ethernet Address Resolution Protocol

RFC 1058 - Routing Information Protocol

RFC 1350 - The TFTP Protocol (Revision 2)

RFC 903 - Reverse Address Resolution Protocol

Protocol
Format

3.7

SCADA

20



RTU MASTER STATION

R2 Protocol
ﬂ 1.2/2.4K
UPC
card CDC Typell Protocol ~ "°°™
RS-232 RS-232

9.6K

3.7 ADCS SCADA Protocol

SCADA Protocol

m DNP3.0
m UCA20
B |EC61850
]
B SCADA Protocol Internet
u SCADA Protocol
B Protocol
Implement
3.3 DNP 3.0
DNP 3.0
1 (RTU IED)
2

21



DNP3.0 DNP3.0
DNP3.0 Driver
DNP3.0
3.8 Simulator  Analyzer PC
Based
o
L 1] DNP3 Slave 1
DNP Protocol DNP3 e
Simulator & Analyzer Communicatons T
PN
%o, O\, DNP3 Slave 2
20
] &® I | —
ﬂ ] & %
o ’\,1\'6\' DNgED
(I O More ..
DNP3 Master O
RTU
3.8 DNP3
DNP3.0
1. DNP
2. DNP
3. SCADA
4,
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DNP3.0
B.C Hydro
DNP3.0 RTU IED

4.1

PW International

4.1 4.3

23

GE Energy Services

SCADA DNP3.0

833



Download
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4.3

4.2

Paul Wang

4.1

4.4

DSP
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4.

ol

E: B, sinwt
( ><:>m V DV =-w BOAcoswt
A
\J
4.4

BP_L

A/D
BP Converter ‘

4.5 (Bx, By, Bz Amp
Bp A/D Converter / )
4.3
SCADA B.C Hydro GE
Energy Services
1. B.C Hydro

RTU 4.6
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4.6 B.C Hydro

2. GE Energy Services

GE Energy Services Substation Automation Product Sales
Leader DennisWong RTU
|IED 4.7 RTU

IED DNP3.0 Protocol
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4.7 GE Energy Services
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