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(F4)

1993-1997 fFRR PR A% /K B L

FIVE YEAR ANALYSIS DATA (1993 - 1997) FOR NEW ORLEANS
DRINKING WATER PURIFICATION SYSTEM

MISSISSIPPI RIVER FINISHED WATER
PARAMETER | _(Before Purification) (After Purification)
MAX_ | MIN | AVG | MAX | MIN | AVG
TOTAL ALKALINITY (PPM AS CaCO3) 162 6] 110 40| 0] 82
[TOTAL HARDNESS (FPM AS CaCO3 216] 108 670 225 oo 139
JNONCARBONATE HARDNESS (PPM AS CeCO3) 12 7] 41 14 =) ss
%cmu HARDNESS (PPM AS CaC03) 173 75| 119] 1e7]  s7| 103
GNESIUM HARDNESS (PPM AS CaCO3) 8 s = &7 8] 3
E’HELOMETRIC TURBIDITY (N.T.U.) % 8 78] 150 oo2| o2
CKSON TURBIITY (JT.U) 430 18] 119 - - =
84s| 729] 798| 1001] 818 o902
HLORIDE (PPM) _ 72 10 2 74| 18] 31
FLUORIDE (PPM) o4o]  o10] o026] 140 025 os9
OTAL DISSOLVED SOLIDS (PPM) 329  1m| 25] 3 x| 20

[TOTAL SUSPENDED SOLIDS (PPM)

FREE CHLORINE RESIDUAL (PPM AS CL2)

[TOTAL CHLORINE RESIGUAL (PPM AS CL2)

474 2 18

AMMONIA (PPM AS N)

JORTHO PHOSPHATE (PPM AS PO4)

[TOTAL PHOSPHATE (PPM AS PO4)

SULFATE (PPM AS SO4) 776]  271] 531] 7761 261 540
SILICA (PPM AS Sio2) 56 41 59 73] 32| 49
ITRATE (PPM AS N) 36 10| 23 s8] 09| 21
NITRITE (PPM AS N) 0.4 00l 01 os| ool o0
ICOLOR (Scale Units) 2 10 14 10 s| 56
ICONDUCTMITY (umhosicm) s71] 24| 395 541] 268] 366
TEMPERATURE (DEG. F.) 88 2| e 98 |
ALUMINUM (PPB) 203 0 28 3 ) 15
30 oo| o8 30| oo| o3

251 4 67 18] 10 3

[TOTAL ORGANIC CARBON (PPM)

110 0 0

HETEROTROPHIC PLATE COUNT (col /100 mi)

ECAL COLIFORMS (colonies/100 mi)

ECAL STREPTOCOCC!H 00

18




(£1)

1997 F R B R #/k B Lhdsr e

1007 ANALYSIS DATA FOR NEW ORLEANS DRINKING WATER PURIFICATION SYSTEM

WISSISSIPPI RIVER | FINISHED WATER ]
PARAMETER (Befors Purification) (After Purification)
max | miN | ave | max T MiN | Ave

[TOTAL ALKALINITY (PPM AS CaCO3) 147 T0 102 130 51 92
TOTAL HARDNESS (PPM AS CaCO3) 207 106 154 198] 126|155
] INONCARBONATE HARDNESS (PPMAS 61603} 88 32 51 114 43 3
CIUM HARDNESS (PPM AS CaCO3)__ 153 75 107 136 B 112
GNESIUM HARDNESS (PPM AS CaCO3) 81 15 « 78 17 4
EPHELOMETRIC TURBIDITY (N.T.U.)_ 262 15 o]  150] o008 o023
CKSON TURBIOITY (J.T.U) 300 19 121 — — —
8.44 1.7 8.05 9.48 8.18 8.81

ICHLORIDE (PPM) 72 20 38 74 24 )
FLUORIDE (PPM)_ 0.4 0.1 0251 140 o0s4] o088
[TOTAL DISSOLVED SOLIDS (PP!) 320 168 33 341 169 231
TQTAL SUSPENDED SOLIDS (PPM) 285 [3 127 — — —
FREE CHLORINE RESIDUAL (PPM AS CL2) 0 [+] 0 1.70 [:] 0.10
[TOTAL CHLORINE RESIDUAL (PPM AS CL2) 0 [ o] 450 o020 290
ONIA (PPM 2.5 N) 0 0 o] 03s] oot] ois
JORTHO PHOSPHATE (PPM AS PO4) 032] 010 0271 o029] o.14] o021
TOTAL PHOSPHATE (PPM AS PO4) 040! 026! 035] o044] o0234] o040
ULFATE (PPM AS SO4) 754] 423] ss2} 757 419 s78
\LICA (PPM AS SKi2) _ 6.6 5.1 58 X 42 47
INITRATE (PPM AS N) 2.0t 177] 23] 2e0] 150] 190
INITRITE (PPM AS N) 028 o043] o1] ox| o013] o024
ICOLOR (Scaie Units) 15 10 14 10 5 5
JICONDUCTIVITY (umb m) 571 24 377 541 268 381
[TEMPERATURE (DEG. F.) 84 40 65 90 46 71
ALUMINUM (PPB) 203 ) © 43 0 15
2 0 0.3 1 0 0.0

153 4 59 138 2 46

1.0 00 0.0 10 0.0 0.0

2.0 0.0 0.0 10 0.0 0.1

9 1 4 1 [+] ]

134 2 2 446 of 2o

- 3 0 [ 2 [} 0.0

) ) 0 ) 0 )

0 0 0.0 1 0 0.0

0 0 0| 0 0 0

95 1 17! 172 [+] 18

4 26 33 37 26 32

51 12 F3 43| 100 2

0.3 0.0 00] 354 50| 153

59 24 47 39 1.9 3.1

2.1 00 0.0 26 0.0 0.1

14 0.0 00] 322 40 127

0.0 0.0 0.0 0.0 0.0 0.0

0.0 0.0 0.0 57 0.7 22

0.0 0.0 00 09 0.0 0.0

09, 00 0.0 0.0 0.0! 0.0

9200 130] 1834 1 0 0

ETEROTROPHIC PLATE COUNT (col./100 mi) 52000 70| e300 30 0 )
FECAL COLFORMQ@ jonles/t00 mi) 1080 10 20 — - -—
[FECAL sm_gp'rococcu ]mluiulim mi) 6300 10 940 ~—— —_ -
RYRIUM (PPB) [ 0 0 0 0 0
GANESE (PPB) 8 0 3 9 1 4
ICKEL 13 [ 4 19 0 3
MONY (PPB) 0 0 0 ) 0 0

8 0 0 0 0 0 0
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A Note about Security for this Document

This document contains sensitive

| information about the security of your
water system. Therefore, it should be
treated as Confidential Information and
should be stored in a secure place at your
water system. A duplicate copy should
also be stored in a secure off-site
location.

Acknowledgments

This document is the result of collaboration among the Association of Drinking Water Administrators (ASDWA),
the U.S. Environmental Protection Agency (U.S. EPA), the U.S. EPA Drinking Water Academy, and the National
Rural Water Association (NRWA). We also thank NWRA for the template that was used as the foundation for this
project.



Contents

RECORD OF SECURITY VULNERABILITY SELF-ASSESSMENT COMPLETION .....ooiiiiiiiiiiiceiie e e 5
INVENTORY OF SMALL WATER SYSTEM CRITICAL COMPONENTS ....couiiiiiiiieieeieeeieee e ieeiiee e et ess s et e eeeaen sene 6
SECURITY VULNERABILITY SELF-ASSESSMENT FOR SMALL WATER SYSTEMS .......cccoiiiivveieeen. 7
GENERAL QUESTIONS FOR THE ENTIRE WATER SYSTEM
WATER SOURCES....ccooecnvereiieienens
TREATMENT PLANT AND SUPPLIERS ..
DISTRIBUTION ..o .
PERSONNEL -...eeeiietie e eeeeeeee et eee e eesnaseseensseeaeeam et mseeteeeates s aeesstaeeeeeesmamae s e aee e e e e e e e esnvesnaasateseeeenssrnraseeean s
INFORMATION STORAGE/COMPUTERS/CONTROLS/MAPS L....iniiiiiiiieiieeveeeeeeeee et tve e aeee e e e e ere et ee e e eneaeeaae o
PUBLIC RELATIONS ..ottt e eee e eee e e s aa et aee e e aeeesbeeeaaaae s s e e s naaeaneaee sa s e sestmeeeaeessseesenennnsneeeeeeen s
ATTACHMENT 1. PRIORITIZATION OF NEEDED ACTIONS .....cotiieeieeee et 17
ATTACHMENT 2. EMERGENCY CONTACT LIST oottt ettt e et e ee e e eneaneee e 18
SECTION 1. SYSTEM IDENTIFICATION ......cuttieeititetteeeeeeeeeeeeieesieasssessaeaeseiesseasaeaeeaesaseeearsatssessnssaneseemmannessens 18
SECTION 2. NOTIFICATION/CONTACT INFORMATION .....ounniineinieieeeieiieeeeseeieieeeseeessssenaemessssmnreteesssnseeasssneaseenens 19
SECTION 3. COMMUNICATION AND OUTREACH ... ..eeeiiureeeitrereaersessranearssssseesssnsasiassssasssssnsessnseesssssessesesonnnes 22
ATTACHMENT 3: THREAT IDENTIFICATION CHECKLISTS ...co o 23
WATER SYSTEM TELEPHONE THREAT IDENTIFICATION CHECKLIST ..e.iiiiiiiiiiiirieeee e eeee e eteie s eesae e s st e aaeaee e 23
WATER SYSTEM REPORT OF SUSPICIOUS ACTIVITY ..iiieiiieiiiee et teeeeeeeeentiaaeeseaseeasoaesesataeeeeseveeseastaveseeees 25
CERTIFICATION OF COMPLETION .....oiiiiiiietie ettt e e e e ettt eeeabe e e e e e e e s e aeas e e emsaeeeneeeenee e eea e 28



Security Vulnerability Self-
Assessment Guide for Small Water
Systems

Introduction

Water systems are critical to every community. Protection of public drinking water systems must be a high priority
for local officials and water system owners and operators to ensure an uninterrupted water supply, which is essential
for the protection of public health (safe drinking water and sanitation) and safety (fire fighting).

Adequate security measures will help prevent loss of service through terrorist acts, vandalism, or pranks. If your
system is prepared, such actions may even be prevented. The appropriate level of security is best determined by the
water systemn at the local level.

This Security Vulnerability Self-Assessment Guide is designed to help small water systems determine possible
vulnerable components and identify security measures that should be considered. A “vulnerability assessment” is the
identification of weaknesses in water system security, focusing on defined threats that could compromise its ability
to provide adequate potable water, and/or water for firefighting. This document is designed particularly for systems
that serve populations of 3,300 or less. This document is meant to encourage smaller systems to review their system
vulnerabilities, but it may not take the place of a comprehensive review by security experts.

The Self-Assessment Guide has a simple design. Answers to assessment questions are “yes” or “no,” and there is
space to identify needed actions and actions you have taken to improve security. For any “no™ answer, refer to the
“comment” column and/or contact your state drinking water primacy agency.

How to Use this Self-Assessment Guide

This document is designed for use by water system personnel. Physical facilities pose a high degree of exposure to
any sccurity threat. This self-assessment should be conducted on all components of your system (wellhead or
surface water intake, treatment plant, storage tank(s), pumps, distribution system, and other important components
of your system).

The Assessment includes an emergency contact list for your use. This list will help you identify who you need to
contact in the event of an emergency or threat and will help you develop communication and outreach procedures.
Filling out the Emergency Contact List is an important step toward developing an Emergency Response Plan, which
provides detailed procedures on how to respond to an emergency.

You may be able to obtain sample Emergency Response Plans from your state drinking water primacy agency.

Security is everyone’s responsibility. We hope this document helps you to increase the awareness of all your
employees, governing officials, and customers about security issues.

Once you have completed this document, review the actions you need to take to improve your system’s security.
Make sure to prioritize your actions based on the most likely threats. Please complete the Certificate of Completion
on page 27 and return only the certificate to your state drinking water primacy agency. Do not include a full copy of
your self-assessment.

Keep this Document

This is a working document. Its purpose is to start your process of security vulnerability assessment and security
enhancements. Security is not an end point, but a goal that can be achieved only through continued efforts to assess

and upgrade your system.

Don’t forget that this is a sensitive document. It should be stored separately in a secure place at your water system.
A duplicate copy should also be retained at a secure off-site location.

Access to this document should be limited to key water system personnel and local officials as well as the state
drinking water primacy agency and others on a need-to-know basis.



Security Vulnerability Self-Assessment

Record of Security Vulnerability Self-Assessment Completion

The following information should be completed by the individual conducting the self-assessment
and/or any additional revisions.

Title:

Area of
Responsibility:

Water System
Name:

Water System
PWSID:

Address:

City:

County:

State:

Zip Code:

Telephone:

Fax:

E-mail:

Date Completed:

Date Revised: Signature:
Date Revised: Signature:
Date Revised: Signature:
Date Revised: Signature:

Date Revised: Signature:




Inventory of Small Water System Critical Components

Component [ Number & Location (if applicable) | Description

Source Water Type

Ground Water

Surface Water

Purchased

Treatment Plant

Buildings

Pumps

Treatment Equipment (e.g.,

basin, clearwell, filter)

Process Controls

Treatment Chemicals and
Storage

Laboratory Chemicals and
Storage

Storage

Storage Tanks

Pressure Tanks

Power

Primary Power

Aucxiliary Power

Distribution System

Pumps

Pipes

Valves

Appurtenances (e.g., flush
hydrants, backflow
preventers, meters)

Other Vuinerable Points

Offices

Buildings

Computers

Files

Transportation/
Work Vehicles

Communications

Telephone

Cell Phone

Radio

Computer Control Systems
(SCADA)
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Attachment 1. Prioritization of Needed Actions

Once you have completed the “Security Vulnerability Self-Assessment Guide for Small Drinking Water Systems,”
review the actions you need to take to improve your system’s security. Note the questions to which you answered “no” on
this worksheet. You can use it to summarize the areas where your system has vulnerability concerns. It can also help you
prioritize the actions you should take to protect your system from vulnerabilities. Make sure to prioritize your actions based
on the most likely threats to your water system.

Question Needed Action Scheduled
Number Completion




Attachment 2. Emergency Contact List

We urge all public water systems to adopt an emergency response plan (ERP). Emergency plans are action steps to
follow if a primary source of drinking water becomes contaminated or if the flow of water 1s disrupted. You can
obtain sample ERPs from your state drinking water administrator, or from your state primacy agency.

This sample document is an “Emergency Contact List.” It is an essential part of your ERP. It contains the names
and telephone numbers of people you might need to call in the event of an emergency. This is a critical document to
have at your disposal at all times. It gives you a quick reference to all names and telephone numbers that you need

for support in the case of an emergency.

Filling out this Emergency Contact List reminds you to think about all of the people you might need to contact in an
emergency. It also may encourage you to talk with these people about what you and they would do if an emergency

were to occur.

Section 1. System Identification

Public Water System (PWS) ID Number

System Name

Town/City

Telephone Numbers

System Telephone

Evening/Weekend Telephone

Other Contact Information

System Fax

Email

Population Served and Number of
Service Connections

People Served

Connections

System Owner (The owner must be listed
as a person's name)

Name, title, and telephone number of
person responsible for maintaining this
emergency contact list

Name and title

Telephone

17
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Section 3. Communication and Outreach

Communication

Communications during an emergency poses some special problems. A standard response might be to call “911" for
local fire and police departments. But what if your emergency had disrupted telephone lines and over-loaded cell
phone lines? Talk with your state drinking water primacy agency about local emergency preparedness and sclutions
to these problems. Increasingly, state emergency agencies are establishing secure lines of communication with
limited access. Learn how you can access those lines of communication if all others fail.

Outreach

If there is an incident of contamination in your water supply, you will need to notify the public and make public
health recommendations (e.g., boil water, or use bottled water). To do this, you need a plan.

«  How will you reach all customers in the first 24 hours of an emergency?

»  Appoint a media spokesperson—a single person in your water system who will be authorized to make all
public statements to the media.

+  Make arrangements for contacting institutions with large numbers of people, some of whom may be

immuno-compromised:

- Nursing homes
- Hospitals

- Schools

- Prisons
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Attachment 3: Threat Identification Checklists

Water System Telephone Threat Identification Checklist

In the event your water system receives a threatening phone call, remain calm and try to keep the caller on the line.
Use the following checklist to collect as much detail as possible about the nature of the threat and the description of
the caller.

1. Types of Tampering/Threat:

Contamination Threat to tamper
Biological Bombs, explosives, etc.
Chemical Other (explain)

2. Water System ldentification:

Name:
Address:

Telephone:

PWS Owner or Manager's Name:

3. Alternate Water Source Available: Yes/No If yes, give name and location:

4. Location of Tampering:

Distribution Water Storage Treatment Raw Water Source Treatment Chemicals
Line Facilities Plant

Other
(explain):

5. Contaminant Source and Quantity:

7. Date and Time of Tampering/Threat:

8. Caller's Name/Alias, Address, and Telephone Numbex:

9. Is the Caller (check all that apply):

Male Female Foul llliterate Well Spoken Irrational Incaherent
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10. Is the Caller’s Voice (check all that apply):

0 Soft 0 Calm O Angry G Slow 0 Rapid
0 Slurred G Loud O Laughing 0 Crying 0 Normal
(1 Deep 0 Nasal G Clear O Lisping 0 Stuttering
G Old C High 0 Cracking 0 Excited O Young
0 Familiar (who did it sound like?)
0 Accented (which nationality or region?)
1. is the Connection Clear? (Could it have been a wireless or cell phone?)
12. Are There Background Noises?

D Street noises (what kind?)

0 Machinery (what type?)

0 Voices (describe)

G Children (describe)

0 Animals (what kind?)

0 Computer Keyboard, Office

0 Motors (describe)

0 Music (what kind?)

D Other
13. Call Received By (Name, Address, and Telephone Number):

Date Cal! Received:

Time of Call:
14. Call Reported to: Date/Time

15. Action(s) Taken Following Receipt of Call:
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Water System Report of Suspicious Activity

In the event personnel from your water system (or neighbors of your water system) observe suspicious activity, use
the following checkilist to collect as much detail about the nature of the activity.

1.  Types of Suspicious Activity:

Q Breach of security systems (e.g., lock cut, door forced
open)

Q Unauthorized personnel on water system property.

Q Presence of personnel at the water system at unusual
hours

0 Changes in water quality noticed by customers (e.g.,
change in color, odor, taste) that were not planned or
announced by the water system

Q Other {explain)

2. Water System ldentification:

Name:
Address:

Telephone:

PWS Owner or Manager's Name:

3. Alternate Water Source Available: Yes/No

If yes, give name and location:

4. Location of Suspicious Activity:

Water Storage
Facilities

Distribution Line

Other (explain):

Treatment Plant

Treatment
Chemicals

Raw Water Source
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5.

If Breach of Security, What was the Nature of the Breach?

Lock was cut or broken, permitting unauthorized entry.
Specify location

Lock was tampered with, but not sufficiently to allow unauthorized entry.
Specify location

Door, gate, window, or any other point of entry (vent, hatch, etc.) was open and unsecured
Specify location

Other

Specify nature and location

Unauthorized personnel on site?
Where were these people?
Specify location
What made them suspicious?
Not wearing water system uniforms

Something else? (Specify)

What were they doing?

7. Please describe these personnel (height, weight, hair color, clothes, facial hair, any distinguishing
marks):
8. Call Received By (Name, Address, and Telephone Number):
Date Call Received:
Time of Call:
9. Call Reported to: Date/Time:
10. Action(s) Taken Following Receipt of Call:
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Disclaimer

This document contains information on how to plan for protection of the
assets of your water system. The work necessarily addresses problems in a
general nature. You should review local, state, and federal laws and .
regulations to see how they apply to your specific situation.

Knowledgeable professionals prepared this document using current
information. The authors make no representation, expressed or implied, that
this information is suitable for any specific situation. The authors have no
obligation to update this work or to make notification of any changes in .
statutes, regulations, information, or programs described in this document.
Publication of this document does not replace the duty of water systems to
warn and properly train their employees and others concerning health and
safety risks and necessary precautions at their water systems.

Neither the Association of State Drinking Water Administrators, the National
Rural Water Association, the U. S. Environmental Protection Agency, or the
Drinking Water Academy, nor its contractor, The Cadmus Group, Inc.,

assume any liability resulting from the use or reliance upon any information,
guidance, suggestions, conclusions, or opinions contained in this document.
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Certification of Completion

A final step in completing the “Security Vulnerability Self-Assessment Guide for Small Drinking Water
Systems™ is to notify the state drinking water primacy agency that the assessment has been conducted. Please fill in
the following information and send this page only to the appropriate state drinking water primacy agency contact so
that this certification can be included in the records that the state maintains on your water system.

Public Water
System (PWS) ID:

Svstem Name:

Address:
Town/City: State:

ZIP Code:
Phone: Fax:

Email:

Person Name:

Title:

Address:

Town/City: State:

ZIP Code:

Phone: Fax:

Email:

1 certify that the information in this vulnerability assessment has been completed to the best of my knowledge and
that the appropriate parties have been notified of the assessment and recommended steps to be taken to enhance the
security of the water system. Furthermore, a copy of the completed assessment will be retained at the pubic water
system, in a secure location, for state review as requested.

Signed Date

Please send this page only to the attention of the State Drinking Water Primacy Agency.
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