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3.

Tuesday, March 26

7:00-8:30am
Registration and Check-in - Ballroom Foyer

Continental Breakfast

8:30-10:00am
Welcome

Randall J. Easter, NIST

Dr. Susan F. Zevin,

Deputy Director of ITL, NIST

Keynote Speaker
Dave Simpson,
Communications-Electronics Security Group (CESG)

UK Government

Update of Standards
Ed Roback,
Computer Security Division Chief, NIST

10:00-10:30am
Coffee Break

10:30-11:30am

CMVP Status

FIPS 140-2 Tutorial

FIPS 140-1 and 140-2 Differences
Annabelle Lee, Director, CMVP, NIST
CMVP Team, NIST

11:30am-1:00pm
Luncheon Buffet/Exhibits

1:00-2:30pm
Testing to FIPS 140-2 Derived Test
Requirements

Randall J. Easter, NIST



Algorithm Testing
Larry Bassham, NIST

2:30-3:00pm
Coffee Break

3:00-3:45pm
National Voluntary Laboratory Accreditation Program
Jeffery Horlick, NIST

3:45-4:30pm
CMT Laboratory Accreditation under the Standards Council of Canada
Jean Campbell, Director, CMVP, CSE

Questions and Answers

4:30pm-7:00pm
Exhibit Hall and Reception
Hors d'oeuvres, Beverages

Wednesday, March 27

7:30-9:00am

Continental Breakfast

9:00-10:30am
Agency Panel
Kim Mitchel, SSA]

Fred Stillwagen, NASA
Jean Campbell, Director, CMVP, CSE

10:30-11:00am
Coffee Break

11:00-11:30am

ANSI/1SO Update
Annabelle Lee, Director, CMVP, NIST

11:30am-12:00noon

CSEZ/ITS Product Pre-qualification Program
Ghislain Lagacé, CMVP Program Manager, CSE



12noon-1:30pm
Luncheon Buffet/Exhibits

1:30-2:30pm

Common Criteria and CMVP
Annabelle Lee, Director, CMVP, NIST

Dr. Ronald S. Ross, Director, NIAP, NIST

Pamela Grannum, CSE

2:30-3:00pm
Coffee Break

3:00-4:30pm
Laboratory Panel

Atlan Laboratories

Ed Morris, Lab Director
CEAL: A CygnaCom Solutions Laboratory

Miles Smid. Lab Director
COACT Inc. CAFE Laboratory
Bill Hebler, Lab Director
DOMUS IT Security Laboratory

Greg Scorsone, Program Manager

EWA - Canada LTD, IT Security Evaluation Facility

Erin Connor, Lab Manager

InfoGard Laboratories, Inc.

Tom Caddy, Lab Director

Questions and Answers

Closing Remarks
Kenneth Donaldson,
Head - Cryptographic Security Section, CSE



4. FIPS140-2

FIPS140-2 Federal

Information Processing Standard

FIPS 140-2 FIPS 140-1

4-1,
FIPS 140-2 NIST/CSE,

NIST/CSE

NVLAP(National Voluntary Laboratory
Accreditation Program ) NIST Handbook 150-17(Cryptographic

Module Testing)  1SO17025  1S0O9002 NVLAP
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(CC) EAL4

FIPS 140-2

10

4-1~4-2

Common Criteria

11
Cryptographic Module Specification

Cryptographic Module Ports and

Roles, Services, and Authentication
Finite State Model
Physical Security
Operationa Environment
Cryptographic Key Management
EMI/EMC
Sdf-Tests
Design Assurance

Mitigation of Other Attacks
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4-2:

NIST

FIPS 140-2

tests)

(Power-up
(integrity)

RNG/PRNG

RNG/PRNG

(Configuration
Management,
CM)

CM

(Formal
Mode)

(Informal
Proof))

1. RNG
2PRNG

(Random Number Generator)

(Pseudo Random Number Generator)

FIPS 140-2

DES (FIPS46-3FIPS81) 3DES (FIPS46-3 FIPS81,X9.52) AES

(FIPS197) HMAC (FIPS 198)

(FIPS186-2, X9.30)  RSA(FIPS 186-2, X9.31)

2, X9.62)

10

Diffie-Hellman (X9.42)

DSA

ECDSA (FIPS 186-

RSA (X9.44)




Elliptic curve (X9.63) ? SHA-1 (FIPS 180-1)

51

Security Requirements for
Cryptographic Modules
FIPS 140-2

Symmetric Key Public Key Secure Hash

. : “ Dig. Sig. Std. (FIPS 186-2) * SHA-1 (FIPS 180-1)
: SOE et “DSA (x9.30) * SHA-256, SHA-384
' - RSA (X9.31) SHA-512
X9.52) - ECDSA (X9.62) (FIPS 180-2)
* AES (FIPS 197) * Key Establishment Schemes
* Modes of operation - Diffie-Hellman - X9.42
- DES (FIPS 81) - RSA -X9.44
. SP 800-38A - Elliptic Curves -X9.63
- Advanced Modes * Key Management Guideline

* HMAC (FIPS 198] - Best Practices
- Specific protocols and apps

5-1 FIPS 140-2
5-2
FIPS
NIST 5-3
FIPS
FIPS140-1  FIPS140-2 o1

1



Comparable Strengths

Size m bits

Sym. Key ?
Hash

MAC

RSA/DSA

EC

Sym. Key: Symmetric key encryption algorithms

MAC: Message Authentication code

Pub. Key: Factoring or discrete log based public key algorithms
EC: Elliptic Curve based public key algorithms

White background: currently approved FIPS

Yellow background: draft standard or recommendation

Black background: not secure now

5-2 FIPS 140-2

NIST Crypto Standards Status

56 Rt 112 1128 |192 |256
Sym. Key 185 [46-3 | FIPS 197 (AES)
Modes 81 - 8P A
Hash [80-1 180-2
MAC FIPS 198 (HMAC)
RSA. DSA. 186-2 186-3
EC-DSA
DH/RSA Key Management FIPS:

EC-DH Scheme and Guidance

5-3



5-1 FIPS 140-1

FIPS 140-2

Tahles of Cantent

FIFS 1401 FIRPS 1402
1 Ovwerview 1. Overview
2, Glossary of Terms and Acronyms 2 Glossary of Terms and Acronyms®
3, Functional Security Requirements 3. Functional Security Bequirements
4, Security Requiremanis 4. Sscurity Requirements
4.1 Cryptograghin Modoles 4.1  Cryplographic Module Specification”
42 Cryplographic Modole Interfaces 4.2  Crypltographic Module Ports and

Interfaces

43 Roles and Senvices 43 Roles, Services. and Authentication®
4.4  Finile Siate Maching Mods! 4.4  Finite Siate Mods|

4.5  Physical Security 45  Physical Sacurity®

46 Softwars Security 46  Operational Environment®

4.7  Cperating System Security 4.7 Cryptographic Key Management

4.8  Cryplographic Key Management 4.8 EMIEME

48 Cryplographic Algorithms 459 Self-Tests”

410 EMIFEMC

410 Design Assurance”

4.11 Seif-Tasts

4.11 Mitigation of Other Altacks®

Appendixes

Appendixes

A Summary of Documantation
Requirsments

A Summary of Documeantalion
Reguiremants

B. Recommended Software Developmen
Practices

B: Recommended Software Develapmen
Praclices"

L. Selacted Raeferences

: Cryplographic Module Security Palioy®

D: Selected Biblicgraphy*

* Bectinn adoded or significantly revised

13




10.

TCSEC CC

Over-The-Air-Rekeying (OTAR) ,

(EMI/EMC)

FCC

14



11.

A Summary of Documentation Requirements :
B  Recommended Software Devel opment Practices:

C  Security Palicy:

D Selected Bibliography:

Annex A: Approved Security Functions
Annex B: Approved Protection Profiles
Annex C: Approved Random Number

Annex D: Approved Key Establishment

FIPS 140-1
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PKI

FIPS140-2
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NIST CSE 1995

NIST CSE

FIPS140-2

FIPS140-1 NIST

2002 25 FIPS 140-1
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