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(check

lists)

(No.)

(Rating)

(Question)

Is the network scanned periodically for
vulnerabilities?

(Suggested audit tests)

(Completed date)

1. verify that there is a process in place that
details how network vulnerability assessment is
to be conducted.

2.Confirm that tools used for scanning (eg NAI
Cybercop, ISS Internet Scanner) are properly
maintained and are capable of detecting the
latest known vulnerabilities.

3.Check that responsibility for conducting
vulnerability assessments has been formally
assigned.

4.Make sure that the individuals responsible for
conducting vulnerability —assessment are
properly trained in the user of the tools.

5Ascertan if the results of network
vulnerability assessments are acted upon (eg
request a copy of the most recent assessment
and discuss the actions that have been
initiated).

(Comment)

(WP ref)
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