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REFTHRANEERS > FTALAORKT:
Sniffing : B EHBAETRATIE 9 (B )

33 e

. Ping Sweeper: B ICMP & echo 354 &% IP
3. Port Scan: %& IP ¥ rr4& A &4 PORT A& ip & (4B =)
4. War dialer: 3T &= ETEEAEH 52 Sk

92.166.0.101

Starting nmap V, 2,5dBETA7 ( wwuw,insecure.org/nmap/
# Interesting ports on (192,168.0.101):
(The 1529 ports scanned but not shoun below are in state: closed?
P ‘State Service:
open loc-srv
open netbios-ssn
open microsoft-ds
open listen
open P

#lce Sequence Prediction: Class=random positive increments
L Difficulty=3420 {Formidable}
emote operating system guess: Hindous 2000 Professional. Build 2183 (RC3)

map Tun completed -- 1 IP address (1 host up) scanned in 1 second

Figure 2 Port Scanning Tool

= ~ #47rase R X L % (DOS: Denial of service)
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i}] Guest
H| oman

THURESIFFETHEBRAE LG F > ABRETURHBLEITES
WA o AR R RE G AE  EEE F — AR BB MR
£ Server AR BELHBREE R EUAUIALT:

1. Smurf: XS4 69 ICMP echo 12384 TCP SERVER

2. Fraggle: # K &%ty ICMP echo 12 3% 4 UDP SERVER

3. SYNFlood: 3% SYN {z#%# TCP SERVER % Ri# 4 » 12 3 K % &
=& K424 » SERVER B &% — 3 ¥ f & TCP
BE MBI -

VIOLET

NO PASSWORD
™11
ABC123
BOOMER
7SAP544

violet

NO PASSWORD

abcl23
booner
7sap544

Figure 3 Password Cracker

34FF1DCO8Z256FADIAAD3B435B51404EE
NO PASSWORD i

AClA6FRED2D 58D7CP500944B53168930
78BCCARE08C0E23AAD3B435B51404EE
D6B26F48B66 1 7F4CAAD3B435B51404ER
SEAZBLOFAAR4ASBEDAAD3B435B51404EE

5C852DAB7DCB3996D9604 1C4D23FCO7C

NO PASSUORD

61808F0E92LAAASID14840BI6RE7577C
F9R37E83B83C47A93C2F09F66408631B
4ARABODOBFB55849A52138EECCAGCS8L
21B4C6EA59C880457ELCFZE2 78371428

ABRFAERMBFTERTORBER  LTHAAEOH R

AEARMEEZEHOHORE  AUKAIXTH AL ES > BAHH I

o 48250 18 3 A R AR A A RAR 1% 248 3 4o TELNET & FTP % -

X FH UNIX V2 SBPrAE R A EB/NELARELTS
EHEN  AEETHAWBE =R ERLA > REFHEESHER -
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B ol o SR s b s P vl MU e
1 0,000000 tia,home.com 192,168.0,255 Become Backup Browser :
2 9,740000 gidge.,home.com tia,home,com SHB Session Setup AndX Request, User: ROOTGHOME
4 9,750000 gidge.home.,com tia,home,com TCP 32770 > netbios-ssn [ACK] Seq=2639331851 Ack=1115711371 Win=5840 Len=0
5 9,750000 gidge.home.com tia.home,com SHB Tree Comect AndX Request, Pathe \\TIA\TRANSFER
6 9,750000 tia,home.com gidge,home,com SHB Tree Comect AndX Response
7 9.790000 gidge.home,com tia,home,com TCP 32770 > netbios-ssn [ACK] Seq=2639381920 Ack=1115711423 Win=5840 Len=0

i S

B Frame 3 (153 on wire, 153 captured)
B Ethernet 11

Internet Protocol, Src Addr: tia,home,com (192,168.0,101), Dst Addr: gidge.home,com (132,158.0,103)

& Transmission Control Protocol, Src Port: netbios-ssn (139), Dst Port; 32770 (32770), Seq: 1115711284, Ack: 2639381851
[ NetBIOS Session Service

[ SHB (Server Message Block Protocol)

s i

00 01 02 74 8b ef 0D 50 2c 01 33 ad 08 500 Lt WP Lk,

00 8b 2d 92 40 00 8) 06 4a be c0 aB 00 65 cO a8 ,.-.Q... J%",ed”

00 67 00 Bb 80 02 42 80 67 34 9d 51 ¢5 5b 80 18 ,g....B. gd.QA[..

£9 76 57 04 00 00 0L 01 08 0a 00 02 37 50 00 00 Uvl.isss ouus 7P,

59 2100 00 00 53 fF 53 4d 42 73 00 00 00 00 88  ¥1,,,SUS MBs.....

01 0000 00 00 00 00 00 00 00 00 00 00 00 00 D0 ,,iuuuve suvanens

a0 04 00 08 01.00 03 ff 00 53 00 01 00 2a 00 57  ,,,,,,§ ,5,,,%U i

69 Be 64 6f 77 73 20 35 2e 31 00 57 69 Be 64 6f indows 5 .1.Windo i
0080 77 73 20 32 30 30 3) 20 4c 41 4e 20 4d 61 Be 51  ws 2000 LAN Mana §
0030 67 6572 00 48 4f 4d 45 00 ger HOME .
Fil File:
e BRRES i

" Pigmed Neowert: Seifer
BATH Ry B2 T:
1. Lopht Crack: A & &% # Win NT & Win 2000 & %5 554%
2. Sniffing : Al REBA RE A ERALH AR EHEK
3. Hunt & Ettercap: AR R E B4l E A AN EHS » HAFE
%45 Session Layer A B §& — @ P L FELE » £F A
%18

o

sniffing = si& Re-Route

KUEREBIBE  RARBBHLEL
i E#

B Ak 81 HOST tyi 4% USER &3 5B & 4% P2 B7 4 -
4. Back Orifice: Windows &8 R ER#£FIR2X 22X TRE

B EIIRER T L IP LeyprA Windows FiR o
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AE-BEILE

1. B EH  FiHE
FoBEMSERATHF
2. sz Channel time out: &

KRB RGBT a) -

B NAFEU L BRA

A

TRINERE
Bt B RHELF -

%5 % 10 o4 A RAEATIRAFE 0 F

3. #u A Bad password dely: % F#B#AEZ RERET > AHFL
BNEEI0F k1 s EEBBRTHEEHHR(GERD) -
*2CC *ACC
Password: ? SEEE®

Password: ? @@238F

Date: 02/13/02 Time: 10:05:59
Level 1
*51ID

SEL-2030-R114-V0-Z001000-D20010619
*>TIME

10:06:08

* >

NO CARRIER

(a) Communications Processor Time-out

Invalid Password

Password: ? &@E&Ea9
Invalid Password
Password: ? ZEE332

Invalid Password

Access Denied

WARNING: Access by unauthorized persons
strictly prohibited.

NCO CARRIER

(b) Bad Password Disconnect

Figure 5
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{a) Proximity Reader and Badge

(¢) Proerammable Buttons (&) Fingerprint Scanner

Figure 6 Low Cost Authentication Devices
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{a) Modem Kev/Lock Pair {b) Matched Crypto-Vodems

(¢) Programmable Password-Controlled Modem

Figure 7 Low-Cost Sccure Modem Devices




6. 4# F Modem Dial-Back 3% 47 (dw B 8a)

AT
OK

ATDT 3321880
CCNNECT 33600/ARQ

Modem Security Session

Pagsword (Ctrl-C to cancel)?
Proceeding With Dial Back Security
NC CARRIER

RING
RING
CONNECT 33600 /ARQ

*ID
SEL-2030-R114-V0-Z2001000-D20010619

*

{(a) Password Controlled Dial-Back

AT
OK

ATDT 3321890
CONNECT 33600/ARQ

Modem Security Session

Pasaword (Ctrl-C to cancel}? .......
Invalid Password!

Password (Ctrl-C to cancel)?
Invalid Password!

Password (Ctrl-C to cancel)? .........
Invalid Password!

Access Denied
NO CARRIER

{b) Bad-Password Disconnect

Figure 8 Example Secure Modem Connections and Disconnections

MBS TR B RA ST BE - EREAHEKX -

Crypto Crypto

ATM / Frame Relay

Remote SCADA

i

Lock
IED (cooo] |-
\ED Modem i
IED == Modem i
| Qocoor ¥
[ IED = Key

Crypto Crypto| K Remote Access
r——-' .o "‘D" Substation
Controller Network
Interface
Local Control ~Vr
0000
? Crypto Network
N Interface

Remote Access

~
VPN Router ==
-"‘

VPN Router

Remote Access

Figure 9 Securing Substation Communications
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BAA ARG EB AL THEETME L BERER R

24k VPN(E#S DX @) F X R KGR E 1) °

] (L nterna
| nterna
VPN Router VPN Router x Services
Remote Access Telecommunications g
Provider 5
Firewall/Proxy z Intranet
Server = Web
2 i
Remote Access a Services
N

Network \ Disk/File
Interface Server
() Semi-private DMZ )

Remote Access / \

Remote
semar | | Sorvicos | | Shosted
Services

Figure 10 Sccuring Enterprise IT Systems

BELTHRHNARELEAARBBAFEFT I NER FF A
HEETURIBRENYTERBEEI AT L §RMTR
BREEEHAANFESEBE+ B FRH I E—F > AR

W R AT U E 0 A LB E IR

Other Users

Telecommunications
Provider

Line 1

User's Office

Network Computer

Switching Notwork

Figure 11 Hacking Telecommunications Provider’s Switchgear
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BATHERE LA — LA RKP[IEH M T B > TR RRA A $8Y
Z2E HMRELENESZ wE T _FARAMNE® -

. @ general/udp
-1— Security note
general/tcp
Security warnings

random P IDs, that is, itis
2 of the ip_id field of

determine if the remote
est. This may be

Security warnings

The remote host answers to an ICMP timestamp
request. This allows an aftacker to know the
date which is set on your machine.

This may help him to defeat all your
time based authentifications protocols.

Solution : filter out the icmp ti

Save as NSt _i |

Figure 12 Example Network Vulnerability Analysis Tool

NARRER

RROENEFBAREZ KT RUKNES 2 AR ALY
Bt EXAERAHCATORF  —F BEESERTHET
BEY 0 AT BERANNERELERAESD » A ROMFLHEYHE
IF BRAHFEE SR EBESR K]
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£ 5B THATEE o Pilot {73 A Sota BN BIR R RAIE R EZ
#ﬁ%%%oEﬁ%%i%&%%ﬁm%%%%ﬁ%ﬂ%@%%ﬁ@
MARAFLL R 0 T B —FEARfL b K &4 Pilot % #tdw HKB & SKBU %
THENLAELEN AEHAKREELZORA - 27 XNEFT LR MR
pmBAR R REREE R o A ARG AR LB e 1FRIE

UEBAER

ZSG ';’ ZL ‘\“ ZSH
"M !
T 1
REL PLC PLC REL

Figure 1. Pilot relaying over pilot line carrier

ffr# A s v e R REAHEAE SIR teqd > R PSRC % SIR &

SIR > 4 Short lines
SIR between 4 and 0.5 medium lines
SIR < 0.5 Long lines

£ AR & SIR A > TR FEATE & A AR & 4R 38 o) T

ﬁ’ﬁk%gﬁ%%ﬁﬁ%&%m%ﬁiwﬁ¢:ué%%ﬁ%%@
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Internaf Fatlt
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Figure 2. Line difterential rclaying
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Ref. File: Caqf6l.OPH at 60 Hz

{ 08/28/2000 11:01:56.12600

REL352 File
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Distributed Protection and Control Fiber
Replaces Cables and Wiring

Mt

| | i
eveen

SEL-421

o
s bl
SEL-421

| —
BUS PROTECTION/
SYSTEM CONTROL

- - —— -
REMOTE LAN 2
CONTROL ] LOCAL
d— conTRoL
.
REMOTE - _%
MONITORING Modem REMOTE
ACCESS

SEL-421 1% U4 B4 5 Rl e — BB % > B H SR TUHREFH T
Three-Phase-Faults

Time incycles

150

1

14

w5

050

05

|
|
|
1

i

1
i
!
|

e+ o 3 4 = A 4 o i« e ot § ot e+ 7 e 0 3

!

i | |
g ‘ SR -1l
1 { :

i !
| |
¥ !
| |
i ]
i !

B YT ——

!

i i SH-10,10

L

!
f
I
|

I
]
?
i
i

% RO SPUNURIN RIS S

a
é
i
i
1

L]

% t0%

Fault Location as % of Reach Setting

47



Single-Phase-to-Ground Faults
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SEL-421 Relay
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MIRRORED BiTS™ Communications

Digital, Analog, Virtual Terminaf

can be retrieved using MIRRORED BITS
communications. This is done without
interfering with protection bits also
being transmitted.

* Apply Up to two serial ports to MiRRORED
fr v 8 &b ey SEL-421 = Rl > =7 H 34 A L 45 84T Mirrored Bits 8 3R

Remote
Manitoring
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Advanced Display and Controls for Next Generation Substation Integration

Detailed, programmable targets
provide fast and simple information
foassist dispatchers and line craws
for rapid power restoration.

Large display faciltates Display navigation controls
installation and diagnostics make more information
while eliminating the need readlly ccessible.

for pane! meters.

£14-232 front @ ‘_ - | .
serial port for SR QR Diftys > @ = SEL provides a

quick, convenient Vo e e | R COEED year warranty
system sefup, o e e R | CCL 0+85°C
checkout, am | - |\ e iperature fange -
focal access. . st in the industry.

High-accuracy (+0.5% of Programmable controf pushbuttons Use relay pushbuttons and

reading) RMS metering. provide local switches fo raplace serial communications fo
traditional panal switches. employ 32 latching switches, 32 local

switches, and 32 remote switches in
your automation system.
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