AR A RHEAERAREARS T
CLEELRES S

Z4#8 8 G&D 2 F #FTRAKICF
Applet BXEFREFRAXI EHHER

SAFRE

R - P RRBERRS
HEA B #&:#8- RE

WM A BREFEREE
HEARRE B E
F R 91451 A88BF91 424858
#REDH 91 F5 A

7/co 900507



FIR I H

AR R5%:C09100509
/NI woEH R OE
H¥# 67 sl &

2T
HIERBIG& DA Bl ET THARIC-R AppletFE U IR 5 J B BIER 2 ks
T RS
TEREEEP R ERERS
YN
2IEZ 27029959
HEAE:
RiEE TBGREEBETREREERE 9 BE
RER TBGIEEBSRERERER TESRE #E
HEER: &%
HEHE: EE
HEHAE: REIOIZF£0 0 H-EEINFENR B 05 H
WHEHE: RREONE0BHIOH
SRESE: 10 fFe (BBEEE) 18/FHRE
PAgEEE:  BEERICE Java,Java Card Applet
NERE: BEESER+—FE LB  BEERST—ANSERRREICE » B8S
RITHRERAREEE  RITZEENRE - EREICE EG » %
KA AR A 2 B it E e #EIAVA CARDEE £ » EEREE T
NELHT - ZHIEBG&D SECARTISZA FIZ851JAVA CARD APPLETHE
A PRERBER SR E S ES T (ER R o AR BRI
B EE|— 2 ST R IEA T ELBRBEAITHRE - W8 T 2 B2y
T ARIRAES - RAIZATHEA ERS S R RATHER - HE0ER
HER A EBRETRASTE AR KBTI RAISE -

|

AXETHE LEEHREE G

drt.nat.gov.tw/cgi-bin/cat_modify 2002/5/1



FTHIEAT B A E A SR AR L RRLE
CLEEVRE TS

E4& B G&D » 3 #4724 IC F
Applet R X EFRERRARZ HirH

AT IR

RS - T REERRA
HEA B M HE - RE

oA R EE KRR
4B e AR
HEHE 91 F1A882915%2A58
wEBH 91 F5A



HE

HBEBAELT—FEAR HEAREN—ROG T ERERE IC
T BORTHEHRARBEE  RRITZA FeF -

LR ICF3HEY > ARAEAGFTRAZB AT/ E Lieeh JAVA
CARD % &+ » AR B R U234 TF - £d4& B G&D SECARTIS
> 833t JAVA CARD APPLET #2 X - + #@4% B Rk B AT B A
ZELFHBHE - ARBAHAFRELE ] - 2RI AR
BEHBa BEATHIEZAHAEFGTRARREE ) RN 3
AMHABLTHBHEARHLER -

HHSHFRREMNTEABERAR T ERRRATURGE
%O



B R 0
BB i 1
A B 2
B R e, 3
By BB 4
AN SHRETERER
—~Java Fu Java Card.....ccooveeiiiinniiiiiininnn.n, 5}
= ~ Java Card Applet XI5 oeeereeannnn.. 8
= ~Java Card Applet BIZK..coeeeeeirieinnnnnnnnn.., 31
NN 1 SR 47
By BB 49
12 ~ K4k
Java Card Applet &6 ..eveveennnnnnnnnnnnn... 50



-84

HAENFRORE  ATRADREERBRARERDE » &
BEpF e+ —FtAd HEREN—ROFPERBREREICET
HORANSHREEHRBERE URKTZAENAFT  RRERR
EHE - BRDNFRBRIEE -

B & B4R [CF3r E oAt it & XK Rs@atfo R R ok B4
B AIUALBRE -EREMTITOERA S FRRREHRATFTA
BRRAEH AELOFREBRALNSNAHWEY  THE Rt e%
B RKE-1ER G ~3) & Fixitf@4% [C ¥ L&y Javacard applet #2
A BRABHEAERMKMERNGERATG S BED B KA
CWHFEAKBAEEE L EARMBER AR IR UF KA
ITHBERER °



A 252 8E8E
— ~ Java #o Javacard

LB R ICFIEY > ARAEKAS TR RERZERIFR
fesfey B -F(smartcard) » 2R EFEHMRF LARE T RMH
Javacard ; £ h L ERE a2 X R A5 4 Java card applet » £
#AoE &R B 7 J2ME (Java 2 micro edition)#yF% (subset) >
AR Java BRERE F ER— b4t 847 B F B A e fo
RE (TRHBAH AP §RECBAHET Java i AR - EHib
AREHIMHBEREREZEL Java BT INE (BEREGEG G/
# Javacardapplet 3% ) 22 BEREFE TA—T Javathve B >
S BA0EA8 -

Java & — 18 £ B A 5 (Sun) 2 3] 42 90 £ R A5 & i AR el 3 — 4K
RAEBT BERR K Java L.OXER SR CHELELRT S
Fo ARXMB_FREG I EEMT L BATAHL  THERE LM
R HEN R EAMEFTAI E4w ¢ BASIC. . AR L2 R BT >
CHERE FAIINARABEEFROKRE L RFo B A &L B
AERMG RFZBREBEAERE  Coynts LE T4 HERERER
MR EFERMR

B ARG T TR S EEIBIE - Bt JavaE 2 A%
W — B EANBERRAEHI L —BA L RARE  RAEL
248 0N EBIBET > FREH U DR ARS8 LT



OB TE” BgER > — AR Java BT B ERAERER
Brig #% B F & 4T Windows R E1E ¥ % 498 A T RS 2R B 04T
INIX&9 RSB EH/E R EEFEMEAEGPTETRIT - §4
ATR A 4845 B L4054 JWMJava Virtual Machine)#y /& #% 41

TR -

ERAHEET Javafo W 1A TFLHBELTFUET > TiENHb
RERSG  Rb—ERXETUTHERT A FEH AL ETER
WAAE R e HREFRAME”  FAHNBEBARE  FRMAHB B LT
HARG R ERHRRE  MERANGT S LEREX kR
A FE AR,

bz Y W B A — B4R B A Java &£ 28518 JM A A2 1k »
IWMETRAE RS FEIEMEN AL » #HEHITE Java BB L S
HEERE RERANZEZAAEREMLEETHR EALRE
Hpel 2 4  RRSEREUETRBENECRAMHEE - B2 Java
BETASHALARG LLLE SR T L LREER TR dois
#(pointer) » ER EFAEHRAE CAEERRFHENZENREAL
W@3s bt o m W BHFT s E A &g —E A e Kb o

ER Java bR RAFHLIE ERB AT S T LR EHBE
XLIRER JW MBI T A BT B R S — LA FFo M oz X
P EEEE 288 MmT  AEBLPABTEXEANRT bRk
BRAFH -BHAAARL EAREFZEAEIAIEsrZENHTL 2
RALBEEFL  AREBREHRBRAITH 2% » Java Bt m

TR ALLBRELHET -



(% Java R A &) & 6 R4ELEARMS  Sun 2 8 &% /1 ¢4
Java @ E AR ENTE o [AER PDA 78T - E
T E BAhOEMEREEEHH ARG E Eodak B @
ABEH. . FRA AR H & ST RABA P AFHRERE IC
Tk Java BATH A -

A B Java> JWM> Java card applet &9 B4 € {214 @ &h" B4 Java
card applet 2" E&H A —H R -



= ~ Java Card Applet #st57#

(—)Sm@rtcafe #:52%5 1)

Sm@rtcafe pbE S AR E £ AEE G&D 23 EFIARKI G&
D Java card Apllet (G & D Java card #4#% GDJC)#4 B 4¢ T B k3% (Java
Card Applet development Software) °

CHREBROE T LB AY GDIC Y 72474
Bytecode interpreter
Java Card Runtime Environment (JCRE)

Installed APIs (Application Programming Interfaces)

Java Card hardware

Sm@rtcafe R4 4542 X B 50E » T A RBX R 1A 44 applets© £ applet
BEIUTHERERE FARN TR LAESERRR CERBTEE
BA & applets $ 4T85 B — G4 e E L M A T A Eaik
1742 B3 AT &8 K B 44 applet 8% » 424448 B B /R Bc BH W R IATHL
fie L AT R LB UK

Sm@rtCafe &3t L4 :

® A % 1+(package)®|#E#k &5 EEPROM 21882 P (EL3E L hk E43r)
ot B4E A e e ae

® LUEMBHBETEANEHRBENY K
=T 1L [B) 85 855+ bytecode Fu /B 4545

® EAMRSBENT  REFREF XA4T JavaCard g9 2 X35 » T %
5 #2 X 45 & & X ¥ 1% 2 (breakpoint)
o] LA 88 B AR AT P JavaCard 92 K58 S S B Rk A
=T LA fg A Fo ooy stack



T4 &R

< LABR57< 4 heap L &9 instance & EFH

<] LA B85~ B AT B /R4 #4808 7 (resource consumption) » 3% & stack
Fo heap EIEEEE A

16 #¢(Tracking) 4]/ F 14 & 32 ok R, (exception events) 4T 157
LR Y% APDU 44 4%

T #¢ script 4§ ¥ X & S #1bey APDU &4

$8 4% applet class # X 4§ k. & CAP & R 4%

TAEEEHE G&D 3 K%M R T & Java Card L &5 4014
(implicit CAP conversion)

A4 B R 69 A8 54k $/4T command script

TR VAT 4 R EE & F 7 25 ¥+ (logbook)



(=)Sm@rtcafe # A& #
2 % Sm@rtcafe &7 © & K% % java sdk( Z http://www.sun.com/java F
#) & javacard api 323§ (ZEhttp://www.sun.com/javacard T &)

1. #$47 j2sdk-1 3 1 0l-win.exe(java sdk)
(ol 4o % % £ c:\jdk1.3.1_01))

2. PR 4z java_card _kit-2 1 2-win.zip(javacard api)
( lhoc & 2 c\java_card kit-2 1 2\)

3. M A KR » L% Sm@rtcafe (steup.exe)

4. 3% % java applet complier 3% &4 bat #5(T#| A e ERGE I
¥ 4 % buildbat) - H B &9 H R A& 4 javacrd applet class

build.bat P &4 F(F4&HEE M Jdk R Javapcard Api Fidc # B4k

B& Y

set _CLASSES=C:\java_card_kit-2_1_2\lib\apduio.jar;
C:\java_card_kit-2_1_2\lib\apdutool.jar;C:\java_card_Kkit-
2_1_2\lib\jewde.jar;C:\java_card_kit-2_1_2\lib\converter.jar;C:\java_card_Kit-
2_1_2\lib\scriptgen.jar;C:\java_card_kit-2_1_2\lib\offcardverifier.jar;C:\java_card_kit-
2_1_2\lib\api2l.jar;C:\java_card_kit-
2_1_2\lib\capdump.jar;c:\jdk1.3.1_01\samples\classes; % CLASSPATH %;

c:\jdk1.3.1_ON\bin\javac -g -classpath %_CLASSES% %]1.java %2 %3 %4 %5 %6 %7

5. #] A build.bat # 4 java card applet class 4§ * A k4o F:
build <filename>
15l %o H —1B+% % % myfirstjava #) java card applet /B 45 454%
build myfirst
#% & 4 build.class



(Z) Sm@rtcafe B4 im 42

& S & 0% 42 Sm@rtcafe A4 Java card Applet #7422 (k0 TH)

By — P e ey

@@ E% = &TSS@&;; = B/

G&D

Java TSowce Jawa Compiler Javam™ Card Application Java Card
Code {Syinantec Visual Class File Professional Package (CAP) {On-Card Vily
Cafe. mmige J-Builder, (Off-Card Vin
Microsoft J++, ..} Colnvelt.er-lvlmluleb
Functignal Test Test with cad characteristics

B f& iE #k 89 P 22U #2 » Sm(@rtcafe Project % ##& Card Template
Proiect # X(o F ) -

1. CardAcces s# X B F h T IRFREAEH

FHEIIEXE T 3 B4F L javacard F v # javacard A § 4. &8
At Simulation 42 X, 83X 5T Ak &) java applet » & A (load) applet |
javacard & % #M#E A load.exe #2 K, °

2. Simulation b4 X 4 FA 4 Javacard Applet » 3 454% Applet %
Javacard #4785

& % Javacard Applet # @ 4& Simulation # X, F % AL B X $U4T 38 B A&
ofy » f& CardAccess # X, T2 ELAEEF SAT(FRE 4R R A F2
S8 0 BT LA & 2k 5 /) 48 Simulation Project #9324 F R, o L AR
B fo {7 #| A sm@rtcafe & 4 Javacard Applet R ###% Applet f&
Javacard $hATHEHS -

1347 smart20.exe (#§ £ £ % % sm@rtcafe B4 TF) "Bl B2 E &40
—F o



I = et Pt Fi -ttt P e Sl
B e Tev Domt Bul fow leckok 40T Dwbee Beow By . o .

B> - it - 7 co- ce Fet ODREUED0S
A o N Y 4

5 Eiar s ded

(Moot |l | vam

1118 M Pt ek o) A O Th L 1P etk s A O

T T [fueen =
g s s n [ Tata T Thg " Bowtomys Fca]
'
i i
i
i O W KT Lanket

2. f£ New Project 37 ' E 2 A EHBF =B E » 5 %] A.class ~ .opt
B .scr(BA &g & & 7)) -

.class : javcard applet #% /& 45 X F4#5(.java)#| A build.bat & 4 -

.opt #%  javacard applet # £&5E R AID 4 -

.scr 4% © apdu script > 244 4% 4% javcard apdu #4% -

THA - BROXELEEBRIALE=ZAXFEEIZIHEE &7
A& 47 New Project £ 7 sm@rtcafe ¥4 45 = A5 £ » B ALIRE
BIEmE -

2. & 4 New Project
#] A % 8, 25:E File > New Project D # A\ Project LRI EMED
EE Sm@artcafe Simulation—> 4% Finsh 7 s Project °



M@m R

-~ -1 ~Select Project Name and Location - — ———-

Fl&:‘ ‘E'd% Pleasz enter the name of your new project

[I =

EJQ;:{

rin R ¥ Choose en existing directory
St e L for your project. ALl
Choose the name project-dependent files will be Browse... l
and location for stored in this location.
your new project
|C:\Progrem Files\SmartCafe

{nglj.ﬁ(m. ﬁﬂ;t;n!}jk’ﬂa v ts‘rj'.-"' e 'AV'::‘-;‘ e \:" b

Ejﬁ“““g’ﬁ?dh ~ Selected Card Template — - - - - S s e
template for .

project from the list }'za_mfhhe File: S
of available Smulation of Sm@rtCefe Javacards

templates above

[_ Default Templaﬁe

<Back Finish Cancel |

4. BN javacard applet 15 ¥

#| A iF B 25E Project>AddPackage> & (*.opt) & FE5iE

opt #% £

TikEEEI opt #% W 2 4% javacard applet class E A » #

BELEEFHR o Bl classHEE BIEE AN -

ok>:E 4%

opt ¥ Z



" CAP file reader (*cap)

Heap Size: 1024

Security Domain AID: [

QPT Wizard | [ ox ] Concel |

#| B 7% & 25E Script-> Add script-> 23245 £ (*.scr)
L+ i 84k Bp 7T 4% APDU script EA °

HBEBED: [ mytist <]

jjav;a;d o f‘f]read.scr

ok FJSecure.scr

Fyser

T eetpinser

‘jmdify.scr

resdl scr

BREHEW: || S0
BIRIBAD): [avacard Simulator Seripts (¥sox) ] B |

class #§ > & 4 R A:

build <filename>
Yo — # 4 % myfilrstjava Z javacrad applet B 44544
build myfirst 4§ £ 4 myfirst.class 4% °

opt $ef]4E HKXLoT -

-debug

-classdir  c:\javaworkl

-exportpath C:\Sm@rtcafe\Api

-out CAP JCA EXP

-applet 0x31:0x32:0x33:0x34:0x32:0x36 com.gieseckedevrient.applets.myfirst.MyFirst



com.gieseckedevrient.applets.myfirst

0x31:0x32:0x33:0x34:0x32:0xAA:0xFF:0xCA:0xFE:0xFF:0xAA 1.0

scr o fpl4E ABX&F

:Install 80 E6 0C 00 1E 0B 31 32 33 34 32 AA FF CA FE FF AA 06 31 32 33 3432 36 06 31 3233
34 32 36 01 00 00 00 00

:Select 00 Ad 04 00 06 '"123426" 00

:Read_Data 05 B6 00 00 00 50

:Select_CM 00 A4 04 00 07 A0 00 00 00 03 00 00

:Delete 80 E4 00 00 08 4F 06 ''123426"

T AL A javacard applet ¥ (4o FH) @ BF T AT B IITRE B
#| A APDU scnpt &J‘K*?—%%i Javacard applet é‘) E] ,\,ﬁljﬁ—:

B so@rCare Prosessibaal- MyFirst} 0 ¢ %
=X gm Yoo [mmt Bud ;::m L,oghook APDU eru Emduw Heln

BESROO - . F 0 aa ] .® 82 e DD@EGB@EI»

eDN L 6 L. . e sb @@®~ ae ?
R aim | SR - o dx
- @ Ks1 - I ~ lem v {F
== Framewe *® Copyzigho 2007 /23 Projram Design by Lhib K2nbars of Taiwan . Fa— T
+ Q pva ! *c
*y | ¢
v Q faves | ®c
’: 8 ;:: package con.gleseckedevrient.epplets.nyficsc; { *c
¥ c
+9Q visa. 1nport javacard.franevork.*; l © ———
- 3 UsrPec_ import javacard.security.?; '
:'Jg c:m inport javacardx.crypto.*: I
- 3y Senp
o A md[_‘_ public class ByFirsc extends Applet I
¢ » )

.

=, ax S e o - = ox

/! stacic daca 2oz e_squars

rbigﬁpd/_] ‘ . 17 - A Stackframs: !

"Vambis " Valus
] _|<|blb”\l7amn ‘S Myt o 3| S 1P M\ Parent Task:
. 3
Tseit fea <1 | 5 Losbooks  [ICST 00N =]
Tog fca Tws jrt [rz_IData TLE - Ta. | HedMacap asclt
, Inscall 80 E6 OC 00 OB 31 32 33 34 32 AA 00 /¢ 3B 60 00 FF 53 -
i FF CA FE FF AA 06 31 N 16040727443 Splrt
32 33 34 32 36 06 31 e .61 66652031 Cat
32 33 34 32 36 01 00 3% % 16
'r“; Selece 00 A4 04 00 "123426" 00 g t
d Read_Data 05 B6 00 00 8 - d
Reedy @ Stck-0xD80x1 00 Comm0x100/0x100 - Wasing for command APDY.." ™ ~ T T Tt

5.38# java card applet &94E$E4E ¥

AAE ¥ B 898 & & #4147 java card applet » #] A APDU script R#E 2 E
RERRE EH -

B %A A B 2 iE Debug>InsertCard/poweron »  Bp K 3 AE F 4%
EEMEFFTHTROBBEMEE -

A A A % B 2532 Script>Run script Bpik 4% 49 APDU 4-4-#F A

15



applet #ATR BRI E - REPITHEL RAE &9 logbook F >
# APDU script # ¥ & "7 €3k — B/ RE > BERETUHA
B AE(— A& A R B3 pin 8)

T B & JavaCard Applet 8531474 K » BA-~ 48 Logbook % F -

6. java card applet &9 E 4k ¥

4& %78 APDU script KL fF £ A% > BT RMAMRA K
% #R % & £ 4e java card applet download %]
h b ¥ L4 A sm@rtcafe load #)#2 /% applet download %|-F k4% -
£ #) A sm@rtcafe B ELH 49 Card Access Project #47R]3 » H
'Fl?% load é‘J!?iUTixEJ °

card

Ao &

“""‘"_’k«‘-m-\.unq\w-k o e S S ek . 33 i i S A

snw»-»-my,..a

B S AaL o

EEARAIK

ﬂl.ogbooks: {xcs1-o001 ~
TogResal | HexMorage { ascu -
A 4 21 ol 61 0L a ~
& <0 01 00 90 00 . 2
Select 00 A4 04 00 06 31 32 33 34 32 36 “ 20 --123426 -~
/¢ 30 00 90 00 2~
oo Read_I 05 B6 00 00 SO “ 2w P
b 43 sc LE 6C 1E 1~
742 51 0a 6C 1E 61 0A 1-a-~
742 51 0A 4A 61 63 6B 20 43 68 61 6E 67 61 Jack Changa
7“4 sl 0a 42 72 65 74 6F 6E 69 73 63 68 61 Bretonische
£ g0 oo 30 38 39 35 35 31 30 34 31 31 90 0895510411 2-
‘|ooc) gelect 00 A4 04 00 07 A0 0O GO 00 03 0O - P P v o~
s 51 14 61 1A a ~
" \#<4 50 90 6F 18 84 07 AG 00 00 00 03 00 OO O =~ %v 2w = oo~ 2e
h' AS OD 9F 6E 06 4A SA 13 54 Ol 01 M~JZ~T~~ 2 ~
i 9F 65 0L FE 90 00 22~
: Jloocd pelete 80 E4 00 00 08 4F 06 31 32 3334 O 2~ - -~0~123 42
32 36 6
Fhwéa £1 p1 61 01 a -~
Z.¢ 3p g3 00 90 00 ~ 2~

osg ' k& . @ mlE
A, L R T L T T T T
WD awm - o N
Fredrowser ! Smervard Symea $a tmertect conarced
1
{3 ) 1 I java $yena st coumend
oI 1 C d
LA ard ..
-~ Tadiiiaiiloases Provecsl Windov
-3 ‘
g T . EEr = s
‘1 . - Sawced Ny
- . No sddtxna rfcemaon
- ~ || 1o reecsen acoic soon oven
<
— —d = Semmmary |

=
-1

ol

For Eaipy pva FU

e W =y =y




7. & % java card applet ¥ B4 %8344 » KT 0I5 8 A applet &
* R IEAE F A B T A4 Terminal application system — A2 i
ATRKEART -

8. A B sm@rtcafe H4bsh e - T 4F B B sm@rtcafe toolkit & A F
o



(m) %3t Java Card Applet

1 Java Card Applet f§

1-1 /& Java Card Applet?

Java Card # & At #9#04T Java Program Language #) —#&% & £ (smart
card ) B AT{24% IC ¥ L Fr{& A ¢y Java Card ) K & Java Card 2.1.1
HIRAHLA T 4% M4+ 484k http://java.javasoft.com/javacard » 3k

474 Java Card L #9 Java Program #% % Java Card Applet -

1-2 Java Card Applet 653172845

it 3k Java Card Applet #147 * EF R L&A 4@ h RIKE K0T
< 16 kilobytes of read-only memory (RCM)

< 8 kilobytes of EEPROM

< 256 bytes of random access memory (RAM)
T B & R 55:Sle66cx160S 85 4 % & B s g2 22 44



BOND PADS

+ ROM: 32 KByte

* RAM: 1280 Byte

» EEPROM: 16 KByte
» CPU - 8 Bit

+ /O (Input/Output)
* TMHz - 7,5MHz

« 21mm?

74 5%:Sle66cx160S

Java Card Applet #4744 3% 3% #% & JCRE (Java Card Runtime

Environment) - Java Card #4735 F 22454 JVM L » Java #2 X, 3R
BECHEXET RAMRGERATETFEHORBETHLBART M
RhFE A — 1B T g4 LG (byte code) » R4k A B K A Java jE 44

% (Java Virtual Machine » JVM) b #4938 £#847 - TE S E 8 ET

Java B4t 42 X o6 ~ AL 70EE ~ JVM Forg 88 2 P ey B 4% -

Jawd By Code

JUNM IV M
g = =5
FT. FE ¥
B g{‘,‘: F F
ara K Rog

(— 4% Java 24 H)



IJIVM BaTC A $#F 489K » &% Windows ~ Solaris * Linux »
Macintosh ¥... » R T Z 8 ¥ RO L4245 EF4HEE A
) % %3k e JVM > (5% 4% ~ PDA ~ JavaCard % > €2 » 124% ic
F JVM 4 £ # & Java Card -

Jr %48 Java &9 BATIRIE T ML 445 & JRE (Java Runtime

Environment) » @ Java Card $473% #%(Java Card Runtime Environment)
#% % JCRE - JCRE #,4% Industry Add on Classes ~ Javacard
Framework ~ Javacard VM % -

Java Card ZZ#40 F B AR5+

€ JavaCard VM(Java E## S H#E VM) HES A B THHET
B)NBERZELAEEA%Z L & JVM B &% T java $ A7
FRAGERAETPALTBZHERNITHRE -

€ Java Card framework & % /& A #2 X, @ (API) ¥ Java Card /& Fi #2
A G S R RAE S & SR -

€ Industry Addon Classes &g e T ¥ X[ L2 X E >
EXZAHFEHARARVAGBAENTRRAREELL S
MR BT RAR AT B Aoty APL -

20



& JavaCard E R #2 X454 applet - F B L4474 % % &4 applet. &
— % applet #RA — 18 /& A 52 X #1745 AID (application
identifier) © % ISO 7816 # 5 HMHATE S -

1-3 Java Card #2232 65444

JavaCard 2 X% ERRA Javai 2T RE » H4EF KXo — A28y

Java compilers 48 F) 85 » R E X R L RBRAA Ry

% R (limited memory resources )& tt & 4t /7 (computing power) s £7 54 i

R RFTH Javalanguage LArA £ R HAE(Lo 85 ~ i ~ S~ R
REE)SH(ER o JavaCard REE XL T

Dynamic class loading

« Security manager

« Threuds and synchronization
« Object cloning

« Finalization

Large primitive data types (float » double » long » and char)

4-1-4 __Java Card API

Java B AR ZAMUEHEERE Mo BET A f AL LT
AEHBEEFELEPIIT  RANDHELEBN AT E L ITHY
APIf] » XTHEMABEN R XE - Fb#E7] &KX EH 44 SUN @
48 B (http://java.sun.com/products/) » $85%] & X, & T 2 K 9 45 o

1. ARFEENH
AEME JavaETFEARK > — IR TREAARSEH
€ #.7%& JavaTM 2 Platform » Standard Edition » f§#% J2SE - © %
T a5 Java XA FANARBEH RXE 25 BH — b4

21



Beyfe X e T A% o B4 Java Card Apllet 4.5 &3k
B RGE -

2. HEMAEASRHBARGZLEHS
# PersonalJava - EmbeddedJava ~ Java CardTM -~ JavaPhone ~ Java
TV % > f£ % Java Card Apllet 8% » 3% % 1£ A Java CardTM

Platform -

3. J2SE $sheh dhsh B4
ARMHEIDEHEL - s WHEALAE -

4. LEeEH
T L@ EEfZ b B - ETHEN &KX E LA
FER K% > 4% JINI - JAIN » JavaTM Message Queue %... -

B AT424% IC -k L FAf4¢ A &4 Java Card API jg K % Java CardTM 2.1.1
Platform » 4 B &£ 3 e A& BRAF L3R T £ # 444 (Java Card 2.1.1 API
Specification) s, 44 &
http://java.sun.com/products/javacard/javacard21.html -

1-5 Java Card 2.1.1 API £ ##

Smart Card #9 Rl £ 35 F 28 A 20 £ X, ERETEA(ISO
7816 -+ partl-7) > #@ Java Card APl £ 14 (Package) & %3t A R £ 1%
Smart card #) 4 % R A #2 X, » st E 4 5% %F Smart card 45 7 &-3F
THERGE S I AT LEFRRARE AT H 2R
&4 Java Card % #82 X B 454 -

Java Card APl ¢,3% = {8 4% & £ 1 (core package) & — 1B 2£4¢ £ 4F
(extension package):

B L4 Bk



Java.lang

Javacard.framework

Jjavacard.security

Javacardx.crypto

This core package provides fundamental Java language support.

This core package provides framework classes and interfaces
for the core functionality of a Java Card applet.Most

impotant » it defines classes such as Applet and PIN *  which
are the fundamental building blocks for Java Card programs
and APDU » System and Util > which provide runtime and
system service to Java Card programs * such as APDU
handling and object sharing

This core package provides a framework for the cryptographic
functions support on the Java Card platform.It defines a key
factory class KeyBuilder and Various interfaces that represent
cryptogtaphic keys used in symmetric(DES) or
asymmetric(DSA and RSA) algorithms.

This extension package defines the abstract base class

Cipher for supporting encryption and decryption.



2 Java card Applet £ X &x:t84
FMEER 245888, ESBERITTIAHHART TX00 -~ 24
R~ 24t - 2% #2A8E - 240 - 448884 4

> HE

TR

#F Java Card applet 2 X 2 &7, B & F & 4 i 47 applet £ X 240 3%
3t o BT

1. 4K % #03%3t 5 KRR 3] applet 2252 22 45 & 48 %) (class)fm 3 o 45
(function)

2. £33t applet & package 8% » £E &35 E AID &

3. & & Applet #1%] % 4% (class structure) & ¥ 7 3 f&(method

functions )
4. £ % Applet o Terminal Application #44) & (interface)Rf 1%
BT RF@PARTTE -

148 % %3531 & KA 2] applet A58 2248 & % % (class) = 31 o §E
(function)

R — R EREXBT RO F REEE RN LB A i
%%’heﬂﬁm&ﬁﬂ%&ai?mﬁzm 5 64 B Bk 4o 4T ? AR
¥ class B P RE AL E A class RIE ? TR B hofT1%
B/? class BAAMLEARKL? £ F -

2.4e3% % Applet B > £445% AID &
REmAEARAEZXS L H A& A F 4% K (string name ) » {24
Java Card ¥ » &8 & A #2 K (applet)4- % (identified) & A &9 & AID #%
A(Application identifier ) - & st 18 Java package 35415 £ — 18 AID
8 » B & B & package B AT A% > & &% A4 6h package Rid
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B (x$) > EFREFNGORINLERIERGBICHKHEA
AID {8 » H 25842 MK E ey ISOT7816 £ & -

AID R—@Asthmm  LEEND 5 B 16 bytes A »
HERZRBRMEFEE T IR

AID

Application identifier (AID)

National registered application provider

(RID)
5 bytes

Proprietary application identifier extension

(PIX)
0to 11 bytes
AID # =R

ISO controls the assignment of RIDs to companies > with each company
obtaining its own unique RID from the ISO. Companies manage

assignment of PIXs for AIDs.

T&AZ BITHRBIFR T & applet AID # X 384 :

Package AID

Field | Value Length

RID |0xF2 - 0x34: 0x12: 0x34: 0x56 |5 bytes

PIX |0x10+ 0x00 - 0x00 3 bytes

Applet AID

Field | Value Length |

RID |0xF2- 0x34: O0x12- 0x34: 0x56 |5 bytes

PIX |0x10» 0x00 - 0x01 3 bytes
B4 AID 4 X,

The package AID and the applet AID have the same RID value; their PIX
values differ at the last bit.

3.% & APPLET #i %] 2 #i(class structure) & ¥ % 35 f& (method
functions)

Java Card applet #& %|(class)ss %8 4 7&K javacard.framework.Applet %8
%) o &8 R AT E applet #F — T & 54 2| - framework E 74 Java
Card t &) —1E148 4% #8 %] (superclass) » & & £ — A% JCRE #h 478 #7857
% 4% applet £ ) #) # /% (common method) -
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F 7| A 5T A javacard.framework.Applet ¥ % B public Fo protected 7
BB R
Method summary

public void

public
Shareable

public static
void

public
abstract void

deselect ()

Called by the JCRE to inform the currently selected applet that another (or the
same) applet will be selected.

getShareablelnterfaceObject (AID client AID » byte parameter)
Called by the JCRE to obtain a sharable interface object from this server
applet on behalf of a request from a client applet.

install (byte[] bArray » short bOffset » byte bLength)

The JCRE calls this static method to create an instance of the Applet subclass.
process (APDU apdu)

Called by the JCRE to process an incoming APDU command.

protected register ()
final void
This method is used by the applet to register this applet instance with the
JCRE and assign the default AID in the CAD file to the applet instance.
protected register (byte[] bArray » short bOffset - byte bLength)
final void
This method is used by the applet to register this applet instance with the
JCRE and to assign the specified AID in the array bArray to the applet
instance.
public select ()
boolean
Called by the JCRE to inform this applet that it has been selected.
protected selectingApplet ()

final boolean

This method is used by the applet process() method to distinguish the
SELECT APDU command that selected this applet from all other SELECT

APDU APDU commands that may relate to file or internal applet state
selection.

Public and protected methods defined in the class

javacard.framework.Applet

4.% $ Applet #v Terminal Application &4\ (interface) R 1%
iEfe %5 85 #4784 applet & {5 FA 177 #% i& $A. 1 £ (application protocol

data units )

EFMCAD) Lesm RER X BTEHIHHME - £

At applet #o terminal application % fd] #93& 3R d i) £ AA1E A &9
R B EA £ 865 APDU 44 £ (set of APDU commands) @ T B %
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7~ Applet fo Terminal Application 1) @& (interface)Bfi{% » %A ey
#ih LA APDU -

Command APDU

>
«
Response APDU
Java Card
Command APDU Command APDU

Terminal P  Java Card > | ERHIT
application RATR R applet

4  (JCRE) “

Response APDU Response APDU

—
Verification

ICLAIINSI P1 lel lc] DATA ll?l—) Analysis | o::::;?gzn -+ Execution

Response
¥ generation

“ <
L OATA I SwW2 l Sw2 Ilﬁ*
CLA Ciass Byte SW1, SW2 Status Bytes
INS  Instruction code Data* optional
P1, P2 Parameters
L Command length
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APDU 8]

Command APDU
Mandatory header Optional body
CLA INS P1 P2 Lc Data field Le

o CLA (1 byte): Class of instruction --- indicates the structure and format for a
category of command and response APDUs

o INS (1 byte): Instruction code: specifies the instruction of the command

e P1 (1 byte) and P2 (1 byte): Instruction parameters -- further provide
qualifications to the instruction

e Lc (1 byte): Number of bytes present in the data field of the command

« Data field (bytes equal to the value of Lc): A sequence of bytes in the data
field of the command

» Le (1 byte): Maximum of bytes expected in the data field of the response to the

command
Response APDU
Optional body Mandatory trailer
Data field Sw1 Sw2
« Data field (variable length): A sequence of bytes received in the data field of the
response

e SWI (I byte) and SW2 (1 byte): Status words -- denote the processing state in the
card

Command #v response APDU #%& X

Applet {2 %32 APDU 4485 » A7 %] A 8| &9 APDU #1442 % 7%
(method) R FEE#Hili4eTF :

4 B% 1. Retrieve the APDU buffer

The applet invokes the GETBUFFER() method to obtain a reference to the
APDU buffer> which contains the message. When the applet receives the
APDU object > only the first five APDU header bytes are available in the
APDU buffer. They are the CLA» INS > Pl : P2: and P3 bytes
respectively. Byte P3 denotes the Lc byte » if the command has optional
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data. The applet can inspect the header bytes to determine the structure of

the command and the instruction specified in the command.

# 5% 2. Receive data

If the command APDU contains optional data» the applet must direct the
APDU object to receive incoming data by invoking the
SETINCOMINGANDRECEIVE() method. The data is read into the APDU
buffer following the five header bytes. The last byte in the header (Lc)
shows the length of the incoming data. If the APDU buffer can't hold all
the data * the applet can process the data piecemeal » or it can copy it to
an internal buffer. In either case » it would then repeatedly call the

RECEIVEBYTES() method to read additional data into the APDU buffer.

3 8% 3. Return data

After processing the command APDU - the applet can also return data to
the CAD in the response APDU. The applet should first call the
SETOUTGOING() method to set the data transfer direction to outbound °
and to obtain the expected length of response (Le). Le is specified in the
command APDU paired with this response APDU.

Next » the applet calls the SETOUTGOINGLENGTH() method to inform the
CAD of the actual length of the response data. The applet can move the
data to the APDU buffer and call the SENDBYTES() method to send out
data. The SENDBYTES() method can be invoked repeatedly if the APDU
buffer cannot hold the entire response data.

If the data is stored in an internal buffer » the applet invokes the
SENDBYTELONG() method to send data from the buffer.

If the response data is short enough to fit into the APDU buffer » the
APDU class provides a convenient method for doing so:
SETOUTGOINGANDSEND(). This method is a combination of
SETOUTGOING *SETOUTGOINGLENGTH > and SENDBYTES. However- this
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method can only be invoked once ° and no other send methods can be

invoked afterwards.

3 B% 4. Return status word

Upon a successful return from the PROCESS() method » the JCRE
automatically sends 0x9000 to indicate normal processing. At any

point » if the applet detects any error > the applet can throw an
ISOEXCEPTION by invoking the static method
ISOEXCEPTION.THROWIT(SHORT REASON). The status word is specified in
the parameter REASON. If the ISOEXCEPTION isn't handled by the

applet » it will be caught by the JCRE. The JCRE retrieves the RE4ASON

code and sends it as the status word.
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(—)INQSmart #%%5/

INQSmart %54 X B3 28 & & tb#) 8% integri 2 3) A48 (2E) »
CARBE INRHBZNMBEH—FELALIT )L £ BiF
ETLEAANITAESRE TUARARAERSE Tl dEig
#Eo

¢

ERAFEEFLHRANREMT)F AR EAMEES
(microprocessor) * AR R Bkt kil » 15T 2B %1t
—REGEMNBAE FFRAANEF S FE R E4IB TR
MAEHC 0 B b F B A A T ARl 2B R E & E R SR
ARRTAEHERRR - FFEEABRB L TAADES A LR -

BANE AT L&A B4R ECISO/IEC 10373 » EN1292) R 480 — A
THRAAAM TR OB B T REGE BRAEE—F2ELN
ZARAREGZA(driver)Fo ki ALSEF LORBERAS
EHTTHAESETR Java BB Mg 0 BhofTF 2 bR K KT8 B
(5] %o mask Fof8 AML)BALK L ASFIF £ & o

BBERBGENEN  EETRNERE L 0

@ A%t TS ZMEE IR > BRD ALIATRBIKER o
® e I T AATIRE test scripts #F &8 0k A8 &4 R) 2R

® TERHPAT —EXAAREREINIREBE > TAKLHRAAE

PR e
© FHEEAN BHPITFHEFAENNBEARAGHMILLS
EEAMBBRIME -
® ZAMPUTHA REAFEE - BHEX R BEXBELRE

-
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® KoM MAENTAELRIEEARRGRIELSEREN G
Bz HEBES -

® GHEFERMAENE —MAFEFTLAASAERR  LAARIEFE
BT R - ERTEBASEOBEBREARTIAREE S A
SARLIERBEEA RN REREB[HHETHR BAUREH
e AR FRFRET -

INQSmart & €47 INQSmart Test Tool - INQSmart Emulator -
INQSmart PassThrough-~ INQSmart Logger & INQSmart Levell Replayer
XA AL 0 4H# smartcard #) &-1E AR 58 R ERBE AR 4 0 o0 B £ B
WmB ATAABARNESR —EXEAGRRKB  EAZHTRER
TR ALAER o

H P XL INQSmart Test Tool 84 %R » CEXE24#HSEF L
e R 2 XBATRIREE > ©TUHF A 45 % % 4 (Card Operating
System) ~ AKX A4 ~ AL - REEETE IR FEAHE
KEERATTHEE—F AR -

BERR AZEMENBHRRXT A INQSnart Foai @ — T4 26
SM@RTCafe & A &9 £ %] 4 SM@RTCafe <] ML BRERT T &2 F
h EiE4F ¢y APPLET 2 &, - ™ INQSmart 8] £ & & A R AR B ey 42 K
BRIABFEHR BT XEFARAARLBATREAEBIRIET
T REETHEIFRLE
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( )’Flj ihpq»é-vﬂ.a

iR BiE R GD 3] kA &y F h # X (Java card applet) %
5] » e i 1% 6 B PE L BPiE A INQSmart 48 B T B k8% > LM BAL T ¢

2B M24% IC - applet #9BRBRRKRT 44 !

1. B AMt(personalization)#|3X @ €4k ¥ (initial) R 4T
(startup) °

5] © ARG BEANREERF R RR - REA key 93] -

2. Ak RE#(state machines):B3X @ RIEF LA TR E 7 >
BIEAK KRB RETERER —HKE -

] B MRAEE X LK state | RTHT —F A B3] state 3

REBHRRZE AT TREEBILEREAL -

3. 454 (commands)Blik © #F AR R Bl 45 2 B R B)K
e BB EAANEENS R AG A4 ETAMGE
1 A (side effect) -

UEAHZFEERBRY > XRELBRG TR AHBEE > AR
& R Bt (testing tree) L AR K » AR RIRAI R IE B ME

windows ¥ 2 A TR TANEELET % BAAHFRBEEK
BEKREMGAECT AR KOBUATAESARET P 58
FOrBETHEIAREE I8 BT —RBARB &7 \#7] AKB
RAURKAF AR A wB —ER @B THAMA =B A TRBR
R Rl AP A mﬁk:ﬁ']’i\ —BEEYSBETE AN TETR
Bl B P AR B R RIRIB A KL - — B BIRE T AT
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R Bt KA T

INgSmart: . TestibRivac ] SRR M T T el xq
Emmuas&mwnmrmmm =18} x|
o ale Blslselx(3] 0] &) o sz w .|=ala]. El=1Ex ]
= €3 ELEMENT SPECIFIC Tests Vae
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B &35 4 R A48 E 4349 applet function #E R - & &yl
RPN EIEB X455 hoshsam LA F 498 ¢

1.
2.

AR BE (status) @ RERAKBERER T oA -

%% (parameter) 4 A RS EH R E AREANSES
ERECALRE G -

LA APDU 45 4 B 15] » €,3% T ATk (precondition) ~ — Akt
(general) ~P1 ~ P2~ Lc~ Data~ Le £ K¢ fields #t & ——
B WwRZIELS LS F L4 (element specific)sfd R
THE o

EHt(data) * R EHLHEMGN  ERTEFHRAR
b 3:

A C HEAMA N RERBETRAE L -

Bl P A HMEREL 1008 ERKE—ARBLF—F
TURAEZRFEATHE A €A KEA R RS -

KE# £ Z (random differences) :

FHREPR KBS REAHAEHRE -

Fldo P THRARISHELHLAEE ok & error » 12
GET_CHALLENGED 4p & % 843 — 18 % %t AL # » 7R BP € response
data #9454 > ML BRXEOEARFTLHE -

A EFBERATRMGE B 2% T RRAAFTRITRR -

MiwEERAA Q% TR EAGFLEPZELENER,; —
HoORBA—BEEY  LAEEMELEBRIET T LK T
E21 8 52 BEARERE bugs 8B TR RREELEAN ~ /1~ R A&~
Bl Ao B A A L IR— B 42 #4783 0 W& B secartis 28 &)
xR rREBRLIEANBARREES R0 X3RS

%
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F-ROBZEFZIRRARHETEFTHERR AR BRAA
&9 cases * ERITAFE RN BHLLRFHRR  ILEAN
REZGBR TR RFE@RA -

FoRbSEEHSRBEARZA ET(FELKMERAR 8
BR)ASPITEEN - M tEayaR -

FZRBUEENEFe (A A RUAL R XEAB)L
FPATEEN C AR -

A ETRIE  MEANEWE » % MEEESELINE
EANBERELEGBIRBAERD -
4o F AR
WAL B
Level 4 G&D B
Level 3
Level 2
Lever 1 Ha T E/EE
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EHEERRNBHERBEMABEE CGXARABRSHSH
BROERARBEN TN BAS BRI FwRAMREAL RS
RIRALRRTARBACHIREREELTEE  ERAZL ARG
RAAAGBRREE  ERELLLBAERBNANRRERABE -

TR OBHEPIXUE-RBARRATEMC LB EAMEK G &
TRGHRAT—EEARD RGO HEER  HERALT

Bh o ARARERAAF LA REGLZARKE - H#R
ETHABAERRASE dHEF-ARFAFHRBRBE > AR
MHETELAR  AREBRAR =4 —4 & &A INQSmart
B RE KRG E LRy Java applet X » B —@ R F A
INQSmart A& & % 3£ 89484t % (emulator)sh 4648 5 B3R A script(ZEi%
#8/ visual BASIC) » script 9 Z & FEATA :

Covest Labary

= Y Yext Litaary
A P Capvpitd
w [ Teari on DF_GSM

........................ —rn.

R Cue OenCL 41 Sk

R Swect LF_GSM CM L _Gormaal aegiat {SELELT-) L T 6
=1 23 Tets on chororiay e R SetEF P €l KL_Gormuel orplato {SELECT-) . Cal T_S
X0n & Fortd Lot Emiitom  (od s miabie)

Seine) BF G5 B Powt Tiog (et e sk}
SM EF-LP .I“"—'"""""."""'“.TT.'“‘:'f:‘."“.“".f.’.‘-"-'..'“:"."T“"”’.??:’ _lj

= R EF saEm prvr— e —
R Gase [F_RALM Cob I0C_Gerarats Terriata [ SELECT) 2]
= 3 Pebriryariiet Co T S-n;n’tunw (210N 221 /)
R Sewct IF_GIH Cat T nedl)
= OC« T_Gof Remporce CCY

IR W |
100 o ¥ then

EnRace TEST EFR EF_LF rat found”
ored ¢

A

B oM BLBEREIY LHRAAECAARSENE —4 -
BRI TUEERRER ' Eamar HERREIBZELS T
Mo REBEHET AR RLEERNE W TFH
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e (BB XFEA TR applet 44 28 26 (FHE)
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BEe WA HEEEEFTALMAEAR ) — B4 83%R1%
Fir st JR 56 B JEAH S8 R AR (B o E M1 SR F L A2 X DAR T AE R R 42
AFBEREARG AL BUREBZAABERE  SHHMARKE
é{] °

B RMEMRicFeyapplet B RAE, AT E BRI TFE3E
50008 2A k- secartis £ A T T1@:B3XA B (&£ F 3 A% part-time) °
Fer3MBAFAME—RAMKITAE -
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data element access security #) &=, L3 % & — A AL A &Y
T, AP AR K Fo i & 0 5 P A AR b Fo 4 4, R —18 ok, PP e &t
B e 474, HBIMA HFBEICIT 4 4 T A 18 & AR

o FEMF

States/comm | State 1 State 2 State 3
and
Command 1 v
Command 2 i v
Command 3

B AR E, £2E ic FEE P, 28 key) 9B Fo 2
et BN EHA AR, BEABERERIEE, 22K SMME
RETEAHABENE, EXRETREELREKRIAOHC, FHRE
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1. key derived test
2. key generation change
3. key access security
4. key fault presentation counter test..
L E..

2L key fault presentation counter test 4 ZE A% > BEE
RKIBAHEE R key REARB 20 RARA MR A WE R > &% pin
BN 3 RMEBRR BT R M QAR RS BT R EHRAT
/EARE > TR HBEFTES -

BiBEEHRRITE > TR A L HRRABEHRRNE

AR ARRIBRE T A BE G THARRGRERHE
Bk wwFHE:
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A $u 15 A% AEBX A7 applet f2 )R 32 APDU <r 4 8% > 4] A 2|
javacard.framework &) APDU A8 B4 fF X H ik ~ RE &R FHF X > F
A APDU R R4 o

send
APDU to sends
. . the Card APDU
Application ———  Java Card VM —otect— Applet.process()
Splifs the APDU in the objects Aok 1N e
that can be called using the . A
Sends methods Java Card APl attante the referring
Response object method.
APDU to the I
Application

sends APDU-Data-Buffer

Java Card VM Applet.process() Obiekt.methad()
sends
Builds the correct RES%USSE Builds Response APDU Data AP%l}jega?g gzgraeginr;n'r
Response ADPU. Object Object using the given data. aulates these and retums
them again
Je*
Execl :Sample Frame for JavaCard development
Program Design by Nhib Nembers of Taiwan
*/
package com.secartis.applets.Frame;
import javacard.framework.*;
public class Frame extends Applet
{
final static byte  NONISO_CLA = (byte)0x00; /ICLA
final static byte READ = (byte)0xB6; //INS
final static byte WRITE = (byte)0xD6; /INS
final static short SW_INSTRUCTION_NOT_SUPPORTED = (short)0x6D00; //Status Word
private byte[] echoBytes;

private static final short LENGTH_ECHO_BYTES = 60;
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private short echoOffset ;
short total_bytes =(short)60;

private byte[] nameBytes;
private static final short LENGTH_NAME BYTES =38;
private byte[] emailBytes;
private static final short LENGTH_EMAIL_BYTES = 40;
private byte[] telBytes;
private static final short LENGTH_TEL BYTES = 12;
public static void install(byte[] buffer » short offset » byte length)
{

new Frame();
} //'Applet.install’

JA%

* Constructor.<BR>
*/

public Frame()
{

echoBytes = new byte[ LENGTH_ECHO_BYTES];

nameBytes = new byte]f LENGTH_NAME_BYTES];

emailBytes = new byte[LENGTH_EMAIL_BYTES];

telBytes = new byte[LENGTH_TEL_BYTES];

register();
Yy
/**  process method basic method to handle card commands ~ */
public void process(APDU apdu)
throws ISOException
{

if( selectingApplet() )

retumn;

// get the reference to the APDU Buffer

byte[] buffer = apdu.getBuffer();

switch(buffer[ISO7816.OFFSET_CLA))

{

case NONISO_CLA:

switch (buffer[ISO7816.0OFFSET_INS])
{
case READ:
1 echoBytes = (byte)(nameBytes + emailBytes + telBytes );



apdu.setOutgoing();
apdu.setOutgoingLength( total_bytes );
// echo header
//apdu.sendBytes( (short)0 + (short) 5);
// send the name
apdu.sendBytesLong( nameBytes » (short) 0 » (short)nameBytes.length );
apdu.sendBytesLong( emailBytes * (short) 0 » (short)emailBytes.length );
apdu.sendBytesLong( telBytes > (short) 0 » (short)telBytes.length );
break;
case WRITE:
short bytesRead = apdu.setincomingAndReceive();
short echoOffset = (short)0;
while ( bytesRead > 0)
{
Util.arrayCopyNonAtomic(buffer - ISO7816.0FFSET_CDATA » echoBytes °
echoOffset » bytesRead);
echoOffset += bytesRead;
bytesRead = apdu.receiveBytes(ISO7816.OFFSET_CDATA);
}
break;
default :
ISOException.throwIt(SW_INSTRUCTION_NOT_SUPPORTED);
}
break;

}
} // 'Applet.process’

} // class 'Frame’
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/*
EXEC2 Program From G&D Sm@rtcafe Sample
*/
package com.gieseckedevrient.applets.des;
import javacard.framework.*;
import javacard.security.*;
import javacardx.crypto.*;

public class Secure extends Applet

{

I

// static data for e_square

I
// CLA and INS bytes
private static final byte ISO_CLA = (byte) 0x03;
private static final byte ENCR_VERIFY = (byte) 0xCO;
private static final byte READ SIGNED =  (byte) 0xB6;
private static final byte READ _ENCRPT =  (byte) 0xB7,

// byte arrays for data
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private static byte[] m_sba_data;

private static byte[] m_sba_pin;

private static byte[] m_sba_encr_key;

private static boolean  m_sz_verified;

// References for Key + signature and cipher objects

private static Signature m_so_signature;

private static Cipher m_so_cipher;

private static DESKey m_so_key;
// -- END - static elements
I
// Install method
/"
public static void install(byte[] buffer » short offset » byte length)
{

new Secure();
}
// -- END - Public static void install( ...)
)

// Default constructor
1
public Secure()
{

// initialize ByteArrays

// data

m_sba_data = new byte[ 11 ];
m_sba_data[ 0]= (byte)H';
m_sba_data[ 1]=(byte)e’;
m_sba_data[ 2] =(byte)l;
m_sba_data[ 3 ]=(byte)l’;
m_sba_data[ 4] = (byte)'o’;
m_sba_data] 5]=(byte)";
m_sba_data[ 6] = (byte)W';
m_sba_data[ 7 ]=(byte)'o’;
m_sba_data[ 8 ]=(byte)'r;
m_sba_dataf 9] = (byte)'l’;
m_sba_dataf 10 ] = (byte)'d’;

// PIN

m_sba_pin = new byte[ 4 ];
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m_sba_pin[ 0 ] = (byte)'l’;
m_sba_pin[ 1 ] = (byte)2';
m_sba_pin[ 2 ] = (byte)'3’;
m_sba_pin[ 3 ] = (byte)'4’;

/I key for encryption

m_sba_encr_key = new byte[ 8 ];
m_sba_cncr_key[ 0 ] = (byte) 0x24;
m_sba_encr_key[ 1 ] = (byte) 0x52;
m_sba_encr_key[ 2 ] = (byte) 0xAOQ;
m_sba_encr_key[ 3 ] = (byte) 0x6F;
m_sba_encr_key[ 4 ] = (byte) 0x77;
m_sba_encr_key[ 5 } = (byte) 0x6F;
m_sba_encr_key[ 6 ] = (byte) 0xFO;
m_sba_encr_key[ 7 ] = (byte) 0x52;

m_sz_verified = false;
// provide cipher objects (keys » signatures @ ...}
m_so_key =

(DESKey)KeyBuilder.buildKey( KeyBuilder. TYPE_DES_TRANSIENT_DESELECT -
KeyBuilder. LENGTH_DES » false );

m_so_signature = Signature.getInstance( Signature. ALG_DES_MACS8_ISO9797_M1 -

false);
m_so_cipher = Cipher.getInstance( Cipher. ALG_DES_CBC_IS09797_MI : false );
register();
}
// -- END - public MyFirst()
/"

/l Process method

"
public void process( APDU o_apdu ) throws ISOException
{
if( selectingApplet() )
{
// no verfivation happend
m_sz_verified = false;
// initialize DES key with bytearray
m_so_key.setKey(m_sba_encr_key * (short)0);
return;
}
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short s_leng = (short)0x0000;
byte[] ba_apdu_buffer = o_apdu.getBuffer();
// Examination of the buffer.
// Switch to class byte
switch( ba_apdu_buffer[ [SO7816.0FFSET_CLA])
{
case ISO_CLA:
/1 switch to instruction
switch( ba_apdu_buffer[ ISO7816.0FFSET_INS })
{
/I Verify with encrypted key
case ENCR_VERIFY:
s_leng = receive( o_apdu ),
// initialize cipher object with 'our' key for decryption
m_so_cipher.init{m_so_key » Cipher. MODE_DECRYPT );
/1 decrypt data from apdu buffer
m_so_cipher.doFinal( ba_apdu_buffer -
(short)(ISO7816.OFFSET_CDATA & 0x00FF) » s_leng * ba_apdu_buffer -
(short)0 );
// compare decrypted data with PIN
s_leng = Util.arrayCompare( ba_apdu_buffer » (short)0 » m_sba_pin + (short)0 »
short)4 );
if( s_leng == (byte)0x00 )
m_sz_verified = true;
else
ISOException.throwlt( ISO7816.SW_SECURITY_STATUS_NOT_SATISFIED );
break;
// read plain data and signature
case READ_SIGNED:
if( !m_sz_verified )
ISOException.throwlt( ISO7816.SW_SECURITY_STATUS_NOT_SATISFIED );
/I Sign 'Hello World' ...
m_so_signature.init( m_so_key » Signature MODE_SIGN );
s_leng = m_so_signature.sign( m_sba_data » (short)0 » (short)l1 + ba_apdu_buffer »
(short)l1);
Util.arrayCopy( m_sba_data » (short)0 » ba_apdu_buffer » (short)0 » (short)11);
/I ... and send

o_apdu.setOutgoing();
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o_apdu.setOutgoingLength( (short)(s_leng + (short)11));
o_apdu.sendBytesLong( ba_apdu_buffer » (short)0 + (short)(s_leng + (short)11) );

break;

// get encrypted data

case READ_ENCRPT:
if( !m_sz_verified )

ISOException.throwlt( [SO7816.SW_SECURITY_STATUS_NOT_SATISFIED );
// encrypt 'Hello World' ...
m_so_cipher.init( m_so_key + Cipher MODE_ENCRYPT );
s_leng = m_so_cipher.doFinal( m_sba_data+ (short)0 > (short)l1+ ba_apdu_buffer+ (short)0);

/I ... and send
o_apdu.setOutgoing();
o_apdu.setOutgoingLength( (short)s_leng );
o_apdu.sendBytesLong( ba_apdu_buffer + (short)0 » (short)s_leng );
break;

default :
/I Exception : 0x6D00
ISOException.throwlIt( [SO7816.SW_INS_NOT_SUPPORTED );

}
break;
default:
// Exception : 0x6E00
ISOException.throwlt( [SO7816.SW_CLA_NOT_SUPPORTED );
}
} // -- END - public void process( ... ) throws ISOException --------------

/
// receive APDU
I

public short receive( APDU o_apdu ) throws ISOException
{
byte[] ba_apdu_buffer = o_apdu.getBuffer();
/I Lc tells the incoming apdu command length.
short s_readCount = (short)( ba_apdu_buffer{ [ISO7816.OFFSET_LC ] & 0x00FF ),
if( s_readCount != o_apdu.setincomingAndReceive() )
// Exception : 0x6700
ISOException.throwlt( [SO7816.SW_WRONG_LENGTH );

return s_readCount;
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} /1 -- END - public short receive( ... ) throws ISOException -----=--=-=--

} // -- END - public class MyFirst extends Applet
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/*
* Copyright 2002/1/23  EXEC 3 Program Design by Nhib Nembers of Taiwan
*/

package com.gicseckedevrient.applets.myfirst;

import javacard.framework.*;
import javacard.security.*;

import javacardx.crypto.*;

public class MyFirst extends Applet

{
"

// static data for e_square

I

final static byte ISO_CLA  =(byte) 0x05;
final static byte SELECT = (byte) 0xA4,
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final static byte VERIFY = (byte) 0x20;
final static byte READ = (byte) 0xB6;
final static byte MODIFY = (byte) 0xD6;
final static byte GETPIN = (byte) 0xB7;
private static byte[] m_sba_encr_key;

// References for Key » signature and cipher objects
private static Cipher m_so_cipher;

private static DESKey m_so_key;

static byte[] name;

static byte[] address;

static byte[] content;

static byte[] turvover;

static byte[] m_sba_aPin; // Pin for modifying data will be : "1111"

static byte[] m_sba_uPin; // Pin for reading data will be

static boolean m_sz_aVerified;

static boolean m_sz_uVerified,
// -- END - static elements
/I
// Install method
i
public static void install(byte[] buffer » short offset » byte length)

{

new MyFirst();
}
// -- END - Public static void install( ... )
I
/I Default constructor
"
public MyFirst()
{
/ short i;

name=new byte[10];
name[0]=(byte)'J’;
name[1]=(byte)a’;
name[2]=(byte)'c’;
name[3]=(byte)'’k’;
name{4]=(byte)' ";
name[5]=(byte)'C';
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10}

name[6]=(byte)'h’;
name[7]=(byte)'a";
name[8]=(byte)'n’;
name[9]=(byte)'g’;

/1 for (i=10;i<10;i++){

// name[ (short)i ] = (byte)'";

address=new byte[10];
address[0]=(byte)'B";
addressf1]=(byte)'r';
address[2]=(byte)'e";
address[3]=(byte)'t';
address[4]=(byte)'o’;
address[5]=(byte)'n";
address[6]=(byte)'i";
address[7}=(byte)'s";
address[8]=(byte)'c’;
address[9]=(byte)'h';
content=new byte[10];
content[0]=(byte)'0’;
content[1]=(byte)'8’;
content{2]=(byte)'9’;
content[3]=(byte)'s";
content{4]=(byte)'5";
content[5]=(byte)'l";
content{6]=(byte)'0";
content[7]=(byte)'4";
content[8]=(byte)'";
content{9]=(byte)'l";
turvover=new byte[6];
turvover[0]=(byte)'l’;
turvover[1]=(byte)'0";
turvover[2]=(byte)'0’;
turvover[3]=(byte)'0’;
turvover[4]=(byte)'0";
turvover[5]=(byte)'0';
m_sba_aPin = new byte[ 4 ];

m_sba_aPin[ 0 ] = (byte) '1";



m_sba_aPin[ 1 ] = (byte) 'l";
m_sba_aPin[ 2 ] = (byte) 'l";
m_sba_aPin[ 3 ] = (byte) '1’;
m_sba_uPin = new byte( 4 ];
m_sba_uPin[ 0 ] = (byte) '0';
m_sba_uPin[ 1 ] = (byte) '0";
m_sba_uPin[ 2 ] = (byte) '0';
m_sba_uPin[ 3 ] = (byte) '0;
m_sz_aVerified = false;
m_sz_uVerified = false;
"

Il key for encryption
m_sba_encr_key = new byte{ 8 1;
m_sba_encr_key[ 0 ] = (byte) 0x24;
m_sba_encr_key[ 1 ] = (byte) 0x52;
m_sba_encr_key[ 2 ] = (byte) 0xAO;
m_sba_encr_key[ 3 ] = (byte) 0x6F;
m_sba_encr_key[ 4 ] = (byte) 0x77;
m_sba_encr_key[ 5 ] = (byte) Ux6F;
m_sba_encr_key[ 6 ] = (byte) 0xFO;
m_sba_encr_key[ 7 ] = (byte) 0x52;

/I provide cipher objects (keys * signatures » ...)

m_so_key =
(DESKey)KeyBuilder.buildKey( KeyBuilder. TYPE_DES_TRANSIENT DESELECT -
KeyBuilder. LENGTH_DES - false );

m_so_cipher = Cipher.getInstance( Cipher.ALG_DES CBC_IS09797_M1 -
false );
register();
}
/1 -- END - public MyFirst()
/)

/l Process method

I
public void process(APDU o_apdu) throws ISOException
{

if( selectingApplet() )

{



m_sz_aVerified = false;

m_sz_uVerified = false;

// initialize DES key with bytearray
m_so_key.setKey( m_sba_encr_key * (short)0);
return;

}

short s_dataoffset = -10;

short s_datalength = -20;

short s_databytes = -30;

byte b_resultl = (byte) Ox11;

byte b_result2 = (byte) 0x11;

short s_leng = (short)0x0000;

byte[] ba_buffer = o_apdu.getBuffer();

//Examination of the buffer.

// Switch to class byte

switch( ba_buffer] ISO7816.0FFSET_CLA 1)

{

case [SO_CLA:

switch( ba_buffer[ ISO7816.0FFSET_INS])

{
//PIN Verification as defined in ISO 7816-4.
case VERIFY: //

s_databytes =receive( o_apdu );
s_dataoffset = Util.getShort( ba_buffer - [SO7816.0FFSET_P1);
b_resultl = Util.arrayCompare( ba_buffer » (short) (ISO7816.0FFSET_CDATA &
0x00FF) » m_sba_aPin » (short)0 » s_databytes);
b_result2 = Util.arrayCompare( ba_buffer: (short) (ISO7816.0FFSET_CDATA &
0x00FF) + m_sba_uPin + (short)0 » s_databytes),
if( b_result2 == (byte)0x00 )
{ m_sz_uVerified = true;
m_sz_aVerified = false; }
else if{ b_result] == (byte)Ox00 )
{ m_sz_uVerified = false;
m_sz_aVerified = true; }
else
ISOException.throwlt( 1SO7816.SW_SECURITY_STATUS_NOT_SATISFIED );
break;
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case READ: // ----nopin send basic data

o_apdu.setOutgoing();
o_apdu.setOutgoingLength( (short) 30 );
o_apdu.sendBytesLong( name * (short) 0 + (short)10);
o_apdu.sendBytesLong( address * (short) 0 » (short)10);
o_apdu.sendBytesLong( content + (short) 0 » (short)10);
" o_apdu.sendBytesLong( turvover » (short) 0 » (short)6 );
break;
case GETPIN: // -- getpin 0000 and send encryp turvover data -------==--====
if( 'm_sz_uVerified && !'m_sz_aVerified )
ISOException.throwlt(ISO7816.SW_SECURITY_STATUS_NOT_SATISFIED);
// encrypt 'turvover' ...
m_so_cipher.init( m_so_key * Cipher. MODE_ENCRYPT );
s_leng=m_so_cipher.doFinal( turvover » (short)0 » (short)6 » ba_buffer
short)0 );
// ... and send
o_apdu.setOutgoing();
o_apdu.setOutgoingLength( (short)s leng );
o_apdu.sendBytesLong( ba_buffer » (short)0 » (short)s_leng j;
break;
case MODIFY: // -- getpin 1111 and modify all data
if( !m_sz_aVerified )
ISOException.throwlt(ISO7816.SW_SECURITY_STATUS_NOT_SATISFIED);
b_resultl =0x00;

s_databytes = receive( o_apdu );

s_dataoffset = ISO7816.0FFSET_CDATA,;

// set name

while( ba_buffer[ s_dataoffset ] != (byte)OXFF )

{ name[b_resultl] = ba_buffer[ s_dataoffset ];
b_result]++;
s_dataoffset++; } // and fill with ASCII-Spaces

while( b_resultl < (short) 10 )

{ name[ b_resultl ] = (byte)0x20;
b_resultl++; }

b_resultl = 0x00;

s_dataoffset++;

/l set address

while( ba_buffer[ s_dataoffset ] != (byte)OxFF )



address{b_result1] = ba_buffer] s_dataoffset J;
b_resulti++;
s_dataoffset++;

} // and fill with ASCII-Spaces

while( b_resultl <(short) 10)

{
address{ b_resultl ] = (byte)0x20;
b_resultl++;

}

b_resultl = 0x00;

s_dataoffset++;

/! set content

while( ba_buffer{ s_dataoffset } != (byte)OxFF )

{
content{b_resultl] = ba_buffer[ s_dataoffset };
b_resultl++;
s_dataoffset++;

}

b_resulti = 0x00;

s_dataoffset++;

// set turvover

while( ba_buffer[ s_dataoffset ] |= (byte)OxFF )

{ turvover[b_result1] = ba_buffer[ s_dataoffset ];
b_resultl++;
s_dataoffset++; }

break;

default : //
ISOException.throwlt( ISO7816.SW_INS_NOT_SUPPORTED );

}
break;
default:
// Exception : 0x6E00
ISOException.throwlt( [SO7816.SW_CLA_NOT_SUPPORTED );
}
} // -- END - public void process( ... ) throws [SOException ---<--~-------

i
/] receive APDU
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I

public short receive(APDU o_apdu) throws ISOException
{
byte[] ba_buffer = o_apdu.getBuffer();
//Lc tells the incoming apdu command length.
short s_readCount = (short) (ba_buffer[ ISO7816.0FFSET_L.C ] & 0x00FF);
if( s_readCount != o_apdu.setlncomingAndReceive() )
ISOException.throwlt( ISO7816.SW_WRONG_LENGTH );
return s_readCount;
.} // -- END - public short receive( ... ) throws ISOException -------------
} // -- END - public class MyFirst extends Applet
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