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Item Specification

Process 0.35 um CMOS process

CPU AE-4 — High performance 16-bit CPU




16 Mbytes Linear Address Space

minimum instruction timing:

400 ns for 32-bit addition

2.8 us for 16x 16-bit multiplication
EEPROM MONOS EEPROM Process

32 Kbytes EEPROM

512 bytes Extra EEPROM

Easy access by single instruction

1 to 64 byte programming with one instruction
Protected against accidental writing and erasing
Data Retention minimum 10 years

Programming & erasing voltage generation onchip
Endurance greater than 100,000 times

Erase time 2ms

Write time 4ms

Overwrite time 2ms

ROM 128 Kbytes onchip ROM
RAM 4 Kbytes onchip RAM
Coprocessor 1024 bit Key length
512 byte RAM
RSA/ECC Cryptography

Onchip functions
Des-Engine for calculation of 56 bit DES key by
Hardware, Minimum execution time is 18 clock cycle

Watchdog timer to protect software runaways

RNG to provide hardware random numbers




FMU Firewall Management Unit to support

multi-application

External Clock

input
fclk — 1 MHz to 10 MHz at SV, fclk -1 to 5 MHz at
3V

Operating temperature:
Standard -25°C to +85C

2AE45C & 2 AFHeT 4 ¢

Item

Specification

Process

0.35 um CMOS process

CPU

AE-4 — High performance 16-bit CPU
16 Mbytes Linear Address Space
minimum instruction timing;:

400 ns for 32-bit addition

2.8 us for 16x 16-bit multiplication

EEPROM

MONOS EEPROM Process

32 Kbytes EEPROM

512 bytes Extra EEPROM

Easy access by single instruction

1 to 64 byte programming with one instruction
Protected against accidental writing and erasing
Data retention minimum 10 years

Programming & erasing voltage generation onchip

Endurance greater than 100,000 times




Erase time 2ms

Write time 4ms
Overwrite time 2ms
ROM 96 Kbytes
RAM 4 Kbytes
Coprocessor 1024 bit Key length
512 byte RAM
RSA/ECC Cryptography
Onchip Des-Engine for calculation of 56 bit DES key by
functions Hardware Minimum execution time is 18 clock cycle.

Watchdog timer supports real time OS & applications
with exact time measurements

RNG to provide hardware random numbers

FMU Firewall Management Unit to support
Multi-application

Power Single voltage power supply
45Vto55V
27Vto33V
Power Consumption
Max 10 mA in operation
Max 100 uA in sleep mode (clock stopped)

External Clock input
Fclk — 1 to 10 MHz at SV, fclk -1 to 5 MHz at 3V

Operating temperature:
Standard -25 to +85C

Shipping Form 8 inch wafer




Sawn wafer, unsawn wafer

Chip on tape (COT) Module
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9
for Smart Card

Hitachi Microcomputer
for Smart Card

Bureau of National Health Insurance - Taiwan
December 2001

Product Marketing

IC Card Business Unit
Semiconductor & Integrated Circuits
Hitachi, Ltd.

Others

[ Health/Social Security
oD .

1| O Muitimedia

“/ﬂ @ Financial

£3 Mobile Communication

Toward 2003
Combine

SIM & Financial
(Mobile) (e-commerce)

noT Lo

4 05 % Bt#!" m 3 Bt

s by At

1998 1999 2000 2001 2002z 2003
Source : IMS 2000
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W/W Smart Card IC Share in 2000

Atmel Others
Philips 7%

Infineon
32%

STMicro
30%

Hitacki Semiconductor Europe

{HISEE)
Landshut, Bayern

A
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Mobile
phone

Financial

Identity

Large Memory

Expand GSM Service

Global Standard

‘ SIM/JAVA | I WIM I

On-Chip Cryptoprocessor

Single AP Multi AP
VSDC-E-Money Platform
(MULTOS, JAVAetc)

Single AP

Combine with

Cellular Network

and
E-Commerce

Dual-Way

Contactless

ETC (Electronic toll
collection System

os
) Multos Java ,WfSC

| Contact Cards applicationil Stron g points Moulti applications
Cash Card ”D R
Credit Card EE“"" Combination card
debit Card High Security (Dualway card)
SIM Card Large memory

Mobile commerce

]

0
=}
S
=
»
(2]
a
=
o
w
172]
2
=)
o
=
o
8
=,
=]
=1
w

E-Ticket
(Train , Amusement) \%
E-Money High Speed @
a2
H ID card f;_{! i
Point card Maintenance %2 .

Convenience stores
First food , Shops
Station (Train , Bus etc)
ID

Internet Shop ,
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Camera o

Memory card
Y.

Bluetooh
interfaceLSI

Reader/Writer
ﬁ?.)j_ for IC card

Contact and Contactless|

the Music,Picture

SIM card Dual way card

2000 2002 2003

GSM IMT-2000 International Roaming
ID,Address, Mail Moving picture Bluetooth

PDC(JAPAN) E-money GPS (Global Positioning System)
Down road WAP Dualway card

Requirements of future

5 e WA T I ]
e

Open Platform - :

Add-on/change applications| ==

23

Mobile phone, Bank Card and other ID Card.

ngine
for Smart Card




Multi Function
Easy Maintenanc

ID(Identify Card)

Convenience Transportation. .

- 8/16/ 32 bits CPU with linear address space 6aK 1::5
* Enhanced security EEP

* High performance

* Common ROM and RAM area

* Modular EEPROM sizes

* Selectable crypto functions

* Support for

- A e e
(JAVA ,MULTOS , WfSC)
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o NGiNE
for Smart Card

Simple & Clear Desci'iption

\/_\ 1 A o
Sy R J OO 3
ZEE AN .0

/ NRNNNEKN

— — S5NS
NVM Size Code Opliony

0: 1kbytes
1: . 2kbytes®.
2. "4k bytes' .’
3: ‘Skbytes, -
‘41 16k bytes -
5: 32Kbytes
,‘\5 j‘{k.,‘liy\t'es‘-.‘
7% 1\2‘8k_bytg$

\ ot
e

32bit CPU

Higher Performance 32bit Series _High Performance
Enh d Cryptopr 2b RlSQ; Series

16bit CPU

16M Bytes Addressing
Enhanced Security & Performance

More Secure 8bit CPU

0.35/0.18um Process

25



performance ( mulimedia |

1 l market targel' | 3GPP l

Expansion of
address space

for Smart Card.

*Low power/high performance crypt engine
+0S support(JAVA,Windows, MULTOS)
*High security
~Multi Application

*Upward compatibility
*High speed processing
*Low-end solution

*OS support
«(JAVA,Windows, MULTOS

2002 2003 2004

*By enhanced system clock

CPU clock frequency:

add/subtract:

AE-3 AE-4 AE-S

Maximum internal SMHz 8 MHz 20 MHz

8/16/32-bit register-register 400 ns 250 ns 50 ns

26




» Upward Compatible to AE-4 and AE-3

» Single cycle instruction execution

» 5 Stage Pipeline

* Enhanced addressing modes for OS

* Extended instruction set

* 20 MHz maximum internal frequency

* Voltage support down to 1.8V

* Low power static technology

* 0.18 um - Finest EEPROM process in the world

- AES /- AE6*
| AEA4 Series(16bit) h  Series(32bit)

CPU Core H8/300 Seﬁ AE3 Series(8bit) —

N : — \
128KB e

——
Nonvolatile T E2PROM ~ —
M 32KB ~

emo — EZPROM —_—
== ]

EZPROM

T
Cryptography
< -

Process 0.5um 0.35um 0.18um
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8 0.8 0.5 0.35 0.18 lessthan 0.18
Process (um)

e IS
OS:(Hifachi)i" FLOTOX(Other)
Memory gate Top oxjde  Select gate Coatrol gate
Nitride Floctlng gate
Memory cell Dreln soure 8 Sdgre .
cross section \ "/ i

ne ] WoasJ Unt

p sub. Tunnel oxide

Cell Size Ratio
(0.35 um Convert)

2.7
(Including ECC)

Merit

’ Small size cell
““High reliability -

(Oxide defect resistant)

(Soft érror resistant

) .

EPROM technology can be
used in EEPROM
-Simple control logic

Demerit

sansLAIRIRYD)

-Complex control lo

gic

-Large defect caused Difficulty
of forming a tunnel oxide on
N+ diffusion layer
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fgine
for Smart Card

e~
1

Under Plan. ;
R

ey 1024 bit \\\\Q‘M%Eé-

S RSA/(ECC) |

e 160 bit
1024 bit
F»__
———AE
Hardware DES 7= —— —===<—

m: > 22w -.t«ﬂ?M*'-"—"-“-'-’-m’n
Radio wave 1  Contactless i E°PROM 32KB ) .
\I\j k Interface i Fire Wall can be
\l\ H DES H Contactless data moved in'the area
! CO-Processor i | : o
. 1 — :
A:!'tenna | F I " FireWal® I Co.ntactl;as& :
col 4 AE-4 CPU @ ; Contact interface
. 1N b
Jd5 B Contact data area canbe
ROM:96KB [ = I separated or joined]
RAM:4KB [ [
< HRT: il mewa || 1T
Interval timer || H
\G ; ~———=———4| [i| Personalinformation
\C 1 Rsa/ecc §| |{| - Purchasing history
1 CO-Processor |5 X - Identification
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Circles of protection

o i xngine
for. Smart Card

Silicon security concepts
» Specific features built into the product, designed to prevent
unauthorised access:

—~ secure testing methods

— control memory: e.g.: traceability data, transport Keys,
customer EEPROM data

— out of bounds detectors: voltage, frequency,
temperature, light...

scrambling of buses, memory topology, etc.
data scrambling and encryption

— use of layout to obscure critical security features: multi-
level metal, geometry size,..

30



for Slna;"gglr":
Security Performance
] -Further Improvement
o
~ 2 2z 2
- aaal
e ]
s ~ Continuous Security Improvements
%\ -Physical Attack Resistance
St -DPA/SPA Resistance
ISO 15408 Common Criteria -Fully Encrypted Design
Security Certification -Fault Attack Resistance
target :02/2002 -Secure Co-processor
(AE4SC) for DES/RSA/ECC/AES

International Security Certification
based on 1SO15408 (Common Criteria).

First Products AE45C :
Certification
Target Date Feb. 2002 9015408

Certificate Level EAL 4+
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Target Device
AE-4 Series
(Except for AE4SX)

Debugger Interface Program
(Attached ) °

User Interface Cable
: HS3100ECI71H( Attached )

L ngine
for Smart Card

Windows PC
*Windows95, 98. NT OS
*Host Interface
ISA Bus : HS6000EII01H
PCMCIA: HS6000EIPO1H
PCI Bus : HS6000EIC02H
LAN Adapter: HS6000ELNOIH

E6000
Emulator
: HSOAE4EPI62H

DIP Socket Board+ Cable(Option)
: HS3111ECI71H For checking
chip WS

Target ICE Type Number(E6000) Other

Device

H8/31xx Host Interface(*1)

Series Windows95, 98, NT

------------------- HS3160EPI60H ISA bus : HS6000EII01H
AE3 PCMCIA  :HS6000EIPO1H
Series PCI bus : HS6000EICO2H
LAN Adapter: HS6000ELNO1H

ﬁf“ Series HSOAE4EPI62H DIP Socket Board(*1)

xcept for ,
AE45X) :HS3111ECI71H

(*1): Option

32
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Japan Smartcard Solutions Co.,Ltd.
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JSS Mission Statement

« Make real strides in ensuring the adoption of IC cards,
ially toward the adoption of multi-app operating
systems and the use of multi-applications.

* Fully utilize the kaow how and many techniques / skills
offered by the alliance of companies in JSS gained through real
experience,

« Examine and fully develop all IC card related businesses.

S - —
Objectives of Establishment JSS Shareholders

« Supply leading edge solutions Hitactd, Lud Dai Nippon Priating Ce., Ltd.

JCB Co, Ltd. Nissho Iwai Corporation
» Realize the effectiveness of an alliance Hitachi Software Engineering Co, Lid. Sanwa Bank Ltd.

i Flnancial Oe Card Co, Lid. TIS. Co., Led.
» Pursue the latest IT technologies Kyodo Printing Co., Ltd. ‘Toppan Printing Co., Ltd.
» Respond swiftly to user needs Orfco Corporation Hitactd Capital Co, Lud.
T T ORI T ey «) ey 7 Cad -~y i R - S M F o Ak S I e Ty ik B e i il

-

Company Outline

Company Name - Japan Smartcard Solutions Co., Lid.
Address - Chiyoda Ward, Tokyo
Capital - 1,050,000,000 yen (current figure)

Number of Staff - 9 on establishment (currently 15) Focusing on MONDEX
Date of Establishment — 27* August 2001 *CA Business
Start of Business - 1% October 2001 Focusing on MULTOS CA
Web Page - www jssco.net
B e e s PRI T AT T s ] ot LTI T e L N R R R TR TN L YDy B N

v P tmann €1 0

Japan Smartcard Solutions Co., Ltd.
Business Focus

+e-Cash Business
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Organisational Structure =

Dozrd Merber

Qaczehe NXTows.
Otows *Rowstwm “Hedsinat * ¥ amermco
(hgur a2y
Uctd yorsa * Yodca (Mo peter salf)

——rare

Antixces
Dcaosena (Pegty Detf)
Gumea *Habumo (Noampdlw el

Board Member

i & fowe

Kotese Yameshhy

Cannche (we
i Clows * Kewsbune ~Ned aasl - ¥ eneacee
! [

i Uctiveaa * Yolea (Moo-reiatsr ual)

AnCanc
Iioacewine (Regal Bar)

Comdls * N akanss (Nom-smgeiar sl

(Rr2 s ik ik e

Electronic Payment

Business Plan

= JSS will focus all resources initially on
gaining profit by expanding the number of

Mondex users.

+ JSS will also examine other electronic
schemes such as loyalty, or other types of
electronic money and will develop them if
the show potential.

Mondex Business Division
» Haadle all Areas of Mondex Business
* Scheme Operation

» Supply Mondex Infrastructure

as POS/ATM ete.

Scheme
« Consultation Activities

Description of Services

» Liaise with Mondex Franchisee’s from other countries

» Operation of Kyodo Center (Clearing of Payment System)
» Setting and managing specifications for Mondex devices such

« Promotion for the Introduction and Uptake of the Mondex

:.': - -5,5
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Internet Shopping

Internet Value Load

AT YA I e f A T Aadad) ey

Mondex Business Division I e

Sy e Grs

JSS Role in the Mondex Scheme

Actiary 1
Cande * ok a0 (Nua-ssprie Safl)
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CA Business Division
Business Plan

Supply the necessary functions for multi-
application smart cards (IC cards), the basis of
electronic settlement.
« Supply of the necessary key data to manage
loading and deleting of applications

« Application Certification

TR T

Y R TR T T AR Y

Business Strategy

Key Issue
* Life Length of Multi-Application Smartcards.
Vs
* Life Length of Cross Industry Applications.

Big Difference

s TR

PRI MG e S 1 S A RN G I LA w0

b e ol
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Target

Multi-Application Smartcards

* Multi-Application Management Service for
any Standardized OS Scheme.

* Key Management Service.

* Application Certification Service for

Cross-Industry Applications .

B b S A Ik i S R AR it e A e Ak TR B S St e

MULTOS Features

(1) MULTOS OS Supports Multi-Applications
(2) Control for Application Load & Delete
- Post [ssuance capability
(3) Extremely High Security (ITSEC E6 High)
«Firewall Separating Applications
Requires Digital Certificates from KMA
(4) De facto Standard for Financial/Public Use

KMS (Key Management Services)

MULTOS Scheme

** Parallel Domain **

“Card Issuer Registration

“Application Registration

-Enablement Data (MSM —CD) Generation
“Application Load Certificate (ALC)/Application
Delete Certificate (ADC) Generation

R S A A N O 15

e e AN AT S e

MULTOS Scheme Structure

g’ﬁ’:«”ﬁr”‘g [ uss
-

e S i

]{ o ‘i  paras i i ot m‘a : (2) Local Time Support '
]_; i ! i !\ il | (3) Pricing in Yen - No Influence by Exchange Rate
j == § i\ g (4) Eligible for Use in Public Card Scheme
I OV o PIR TY et 4 T e T - e s P T T T ey W BT AT YT AT I T NT N T RS Yy

Advantages for the Customer

(1) Full Service in Japanese
Japanese M-SPI Software
*No Export License Necessary
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HITACHI

R YRR BT
Multi Pockets Value Flow
Merchant A transfers points to User,

Point Float maintenance and sends the transaction log to the
Back Office.

Purchase

User earns points
at Merchant A

L:m...._:.__...._;, -

- User Card

hant. ! ﬁsﬁ’M

o User redeems points
at Merchant B

Lward Redemptlion

Point transaction management Merchant B receives points from the User,  r=--====-===m=c=emmemammaean '
Calculates earnings. The Merchant sends both the points and the 2h : Poi
Business check transaction log to the Back Office. sz © Point flow

Remote or focal transaction

using encryption key
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New Financial Systems,’:
~Services & Products Departiment
Financial Systems Divisior
Hitachi, Ltd. "~ -

2

Specifications ave Aubject to chzip :
(9 Hitachi, Ltd. 2000 -




HITACHI

Hitachi original loyalty program, “Multi Pockets” is based on . MULTOS platform, making
card-to-card authentication by encryption key for each transaction. Thus, there is no need to wait
for conventional on-line center authentication, making customers comfortable to use like existing
cash when they redeem the points. Hitachi’s back office system solution will support easy point
maintenance and management, providing seamless smart card solutions with optimal
technologies.

1. High Performance

® Fast transaction Speed

The program enables 1.5 second transaction for a local point transfer. (* Using Hitachi
Electronic Wallet)

® Compact program size

The program can co-exist with Mondex electronic purse and another application on 16K
MULTQOS platform.

® Easy Customization and Enhancement
Another data management function using authentication key can be incorporated into
the user area.
2. Effective Point Management

¢ Volume management and redemption monitoring

The system enables monitoring of total point issuance and returned point flow from
users.

@ Card to Card transaction

Card-to-Card transaction is available both in local and remote transaction mode. The
point scheme is completely interactive both for virtual and real world.

® Low implementation and operating cost
Reasonable implementation cost and operating cost due to off-line authentication.

3. Security

® Trustable Encryption
The program uses highly proficient encryption key. Multi program operation can be
possible on one card without any disturbance to each other. The card keeps error Jog in
case of transfer failure.

® Fraud prevention
Point transfer can be possible only with recognized counterparts programmed on the
card, depending on the scheme. The card prevents any unauthorized point fransfer.

¢ Efficient Validity management
Easy point validity management and point recycling by card maintenance program.

Contact:
New Financial Systems, Services & Products Department, Financial Systems Division
Hitachi Omori 2nd Bldg., 27-18, Oi 6-chome, Shinagawa-ku,
Tokyo 140-8572, Japan
Tel: +81-3-5471-2133 Fax: +81-3-5471-2586
http://iwww_hitachi.co.jp/Div/nfs/index-E.htmi
e-mail: HiMoney-G@comp.hitachi.co.jp
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