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ARHAETFABET TR OER  nTHGFERTNGZL
By FRMESREA 0 L ¥#HE CA RE#HEE PKI (Public Key
Infrastructure ) 2B AR RABR LY rREFRBEH IS oH
SHAHETZRETTFRENRAAZR CSALAERRERFRLHK
TFRABTHRE FIABAERGORAZE BEELATANHIE
AR PRI A EHRME  BHARXHGTRELRS THAHEN
BELBRATER -

2534 PKI %32 (Asia PKI Forum) st F § 275 20 B K&
MEMEFAFEE FIEUTSERA S AR 4 EsZ(PKI)
ZHEBEE K YABERERE HENE BB FHGL AL
AT/ A DMNBERMAEAGRERL S BAAKEE] 2
RoRBETUMEZZELZAYETHSHERS EMELENRET
FRBETE RELBARETTHARAEZHAEAR ETHSTHOER -

B A& PKI #1433 € (Japan Promotional Association for Asia PKI
Forum » APKI-T) # 2000 % & 5 > &4 29 B R/ E 2 BT 8 R A
S1% > A B A3 PKI 3438 (Asia PKI Forum) @ &5 % —J& 223 PKI
#38 (The First Asia PKI Forum) Br& 2001 &6 f 12-14 84 B8 A%
FRE O OBETIEAE I EAERRERZEEE A8 3T AR F
REER S8 BERNESD B TAHIIILHNFHT T AREH
B EFRBERIE S WAL ZHNE TR AT TAKRT
TSN BB A E A RE PKI S E A 2B A X

4 (General Meeting ) » ¥ 8t E R REHFF G -



HEASDNEGAMALSSERER > XA FTEARMaAK
BB BMECRIAR T BNAE LS A ERLgTES
b $ % 8 & | (Chinese Taipei Promotion Assomauon for Asia PXI
Forum)» ##A (A+) FZAHSBRELAZBEZHE —RE =
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AT EFRETFTEHARTREAAEWE IR AZERZE
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a1 M ETIE ) Currengstatus 6FRKEusdge and chialleiiges ol tsideployment!
13:30 | Registration
Opening remarks: Seiichi Shimada
14:00-14:10|Vice Chairman, PKI-J(x) (Executive Vice President of Mitsui & Co., Ltd.)
(%) The Japan Promotional Association for Asia PKT Forum
Special speech: Riccardo Genghini, Chaiman of the E-Sign Workshop,
EESSI(x)
14:10-14:50|“The Current Status and Prospective Use of PKI in the World:
A Report on the Efforts of EESST”
(3)The European Electronic Signature Standardization Initiative
14:50-15:10 Break
Speeches: Government officials from Asian nations/regions:
“Issues on the Deployment of PKI in Asia”

+ Report on efforts for PKI deployment

- Challenges and proposals for PKI deployment in Asia
17:40-17:45|Closing remarks

18:00~ Welcome Reception

15:10-17:40

June13.(Wed). . Towards the establishmeit of the Asia PKE Forum
08:30 Registration :
Opening remarks: Tsutomu Kanai
Chairman, APKI-J (Chairman of the Board, Hitachi, Ltd.)
Congratulatory speeches:
9:15-9:45 |Ministry of Economy, Trade and Industry
Guests from Asian countries/regions
Keynote Speech:
Key issue for global deployment of Electronic Commerce:
Michio Naruto,
Co-Chairman, GIIC(x1)Asia and Co-Chairman, GBDe(x2)Overall
(%1)The Global Information Infrastructure Commission
(:2)The Global Business Dialogue on Electronic Commerce
10:25-10:45|Break '
Progress reports on the establishment of the Asia PKI Forum
AKkira Tachigami, General Manager, APKI-J

- Policies and planned activities of the PKI-J

- Cooperation towards establishing the Asia PKI Forum

Special speeches: “The Current status of and outlook for PXI deployment
Worldwide, based on the efforts of the IETF (i) and PKI Forum”
11:15-12:30|Steve Kent, Co-Chairman, [ETF/PKIX
Lisa Pretty, President, PXI Forum
(%) The Internet Engineering Task Force
12:30-14:00|Lunch

9:00-9:15

9:45-10:25

10:45-11:15




14:00-15:00{Visual presentation: “The future society with the use of PKI”
15:00-15:20|Break

Panel discussion: “Scenarios of PKI Deployment in Asia”

Panelists: Representatives of Asian governments and PKI promotional
organizations

Moderator: Osamu Sudoh, Professor, University of Tokyo

) 5| Wrap up:

17:20-17:35) s yira Tachigami, General Manager, APKI-J

17:35-17:40|Closing remarks

18:00~ Networking Party

15:20-17:20

Vg
i

June 14 € Thu )\ Field. visi6 " (
9:00 Depart New Takanawa Prince Hotel
9:30-12:00 |Visit the e-government/e-commerce showroom

12:00-14:00 |Lunch

B AT R A AT4R
June 14 (Tue)

16:00-17:00 #&4- Electronic Commerce Promotion Council of Japan (ECOM )
June 15 (Fri)

10:00-10:30 # & Japan Promotional Association for Asia PK! Forum

SEER
June 12 (Tue)

18:30~19:30 Pre-General Meeting

bl

<l

(Sm0AE  EELANE - LRRE

June 13 (Wed)

%)

12:30~13:30  General Meeting

(B AE  ZETIRLERTETR ST HIAK)
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FEEE  FTEAR - BRAME - e

ALE
E-ASEAN (an organization to promote IT business in Asean )
IETF (EU)

EESSI (EU)

PKI Forum in USA
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(1) 2% PKIZEARAR M ETFEEEHR
( E-sign Workshop, EESSI)

7B EESSI &A% 5+ 0 22 0, ik . Asia PKI Forum » B %
FHEREARYEIASE R ERTIRE > B HERER
AL ATAE IR G > R R E PRI ZHBEE 5% - B arBuM &
#iB GSN BHEGHBLAE > wELTTHELIBENL - 2552
AH A ARNAMT TR  BRNOERTUAMEENERE
# o HYEARREIA A G T RETAA R AR 0 LA AR
GEAELHBAENT ~ BEREVILOEH TEITHLES - F
DN ERRRBEFEONE > TR S AR > BT A
& AR TN A ERE o HATEBIRER > B EEERLAE
RERZFEBUNTAEZS BB EHER-

EESSI # # £ M A AZ R EFAT BT ¢

BORANKLELHER G » BT T REEA ) L3 -
HBE L AR A R BRI RN TS
Mg P NAEETRAAN B EALES -

B R % RGP EE -

A5k E FALBUGTIEN RO BERAATHEBTBREZEA -

e @& o o

Boml A PRIARERTHEAAE S vk £L4H B2B
Ry o P —7E93/1999 EC A M b AR A T 2~ BRERE -
B B S AR A AR EEAERE] > R £RRRE
SRR o BAEE ~ BHA] ~ B AR B KRR
A > i KA A IR E o BRI B A AR 8T Asia PKI Forum i 43
LR AR H S EATRA 2R IR AL
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(2) XM ZFe APEC 2 PKI R F
( APEC Telecommunications E-security Task Group

Representative of Certification Forum of Australia)

K H) 22 4238 1SO Fv IETF R 23742 > [ETF £ FRA=»NME
iH 6942 % o Gatekeeper &R AT E FALBUR ) —AHE > L F
E F# fﬂ%ﬁ%ﬂﬂkﬁLﬁﬁ?ﬁﬁ?ﬂTﬁﬁ’ﬂ?hﬁﬂ&
APEC € BERARSHEETEH - TTFHRAT T
1;1 E] °

ABN-DSC ( The Australian Business Number—Digital Signature
Certificate ) & — BB 4569 5 £ 254 » 3 ABN EF & 455
2001 # 1 A8 FHEAEERANBGEEZHMSEERAT T
W R ESERESE ABN EF 4 LA REARTE
R o HAMEAAZ 5 A4 d A

7 SN A vg RERFTIRIE ABN-DSC 09 A% BB R —
B E SR 0 4 5 Angus businesses digital certificates » 324 7y
. ABN-DSC Bk R FH#BBPTIEE - B a7 55 KN BUF A
#F) - Gatekeeper/Angus i W 83 & 7 £ 3R B E R AR
AR RG] > BRARE RN 8 RESH BRI RERE
4o Identrust » 4 #1 Angus REMAE € § T AR E AT AE 4 PKI
*ﬁ#%’%%ﬁGmmmmmﬁﬁﬁ VAR R IE A B A
Bl HERELRMENE -

ﬁ%%%i%%*%l%Q*?Q’%&¢iﬁw,mﬁ&
LT 4484 ﬁﬁ'ﬂ-‘%ﬂiﬁ » o RN 33438 (Certification Forum of
Australia ) ~ RETWHFEZEF 4 ( National Electronic
Authentication Councﬂ) R A T 4 ( Working Groups ) °



AR FA APEC B F R 2T TR A
( eSecurity Task Group ) ~ PKI Z @ M & R . 4 ( PKI
Interoperability Expert Group) & €7 # & & 4 (eCommerce
Steering Group ) » vy $b o Z & R #F PKI 228 2 i@k oy T 4042
}:"v':_‘q- o

O B AT EABE L TFIE L E (Signed Certificate
Trust Lists) » Z2E3B L E Fay N 2 L TMER 0 F2 R E
W EERSG c BWNAETRREF LR EE  XAFZ > TRAE
1S A8 I R B A3 ~ 4T B AT R BTN AR AZTRER
M SR S EEAR R G ik

S EHH
® (Certification Forum of Australia

http://www.aeema.asn.au/groupings/divs info.cfm?divisionID=35

® National Electronic Authentication Council

http://www.noie.cov.au/neac

® Government Public Key Authority ( Project Gatekeeper)

http://www.gpka.cov.au

@ Australian Business Number — Digital Signature Certificate

http://www.oovonline.sov.au/projects/publickev/abn-dsc.htm

® Report of the National Electronic Health Records Taskforce

www.health.cov.au/healthonline/her rep.htm

@ APEC e-Security (Formerly Electronic Authentication ) Task Group

http://www.apectelwg.org/apec/atwg/preatg. html

® Standards Australia

http://www.standards.com.au/




(3) #B PKIZEREH
( Korea Certification Authority Central, Korea

Information Security Agency)

SHE S E T EEN 1999 $£iE:8 0 BRLEDEBRBEZ T
o B F B9 kR B ATEM A S M AE 215 8 KU R
BARF A ARGEZBEHERAMERE] -

REBEBRABE A L

® IIFEFAES ¢ FEAARIB 800 FayH AHE -

3

© Himies  FARE 2ERERHFRLROLR
® LHILE I EHFETROREEAL - BAE S FH
Biy¥ 1'%

HEBNCLAORETERORESRE RO ATT5F
ARG HAEL BATTI SR ARBERBETHRKEE
1341% - 3] 2001 4 5 A &k > s§B L T 413,578 #FiEm & >
A HEAREEEEREREBAL LR FTERA R BB PKI
ARAB -

TR AEZRELSFEAKRERRTAR ¢
B4 B/IAK

2001 % 2002 4
BUF B 4% 12 33
SRAT 127 405
R ET 71 236
1% /1% B 66 194
T @A 16 101
A 1s 22 82
M3t 314 1,051




(4) BB PKI ZE—BTEHNT THERR

( Online Development, Infocomm Development Authority,

Singapore)

BERXLESZEEENRS M PKIBRELELELTETH
Hm AT HRBNERES o Fhk T TG EAA 1998 Fid
i@ AMEES R ESE A R EE (Computer Misuse Act) ~ 345
# % (Copyright Act) R34 % (Evidence Act) % o 3wk 7F ik

— 18 & B, B £ ¢4 Singapore PKI Forum » % ¥ 12 3] Z @14 35 B
XX BEAZ -

(5) BAPKIRLRAHA
( Commerce and Information Policy Bureau, Ministry of

Economy, Trade and Industry )

BAEF&F %4 2001 54 ARE® - # K 24 PKI 24
TRFAGAZIHETLHRARMZ2NASEHLAXR
#e%r PKI B2 o523 8|AARBET LA AR EPKI £ 278
Bz — > #FE#kHAEF (Resident’s Cards) RiEFFEADEL
e BARE 1997 FHRSIPAERESHT FABFELEEFRETE -
Hd 1999 # 12 A g Er Bk —E-F3#3 % (Millennium
Project) 43 5|4t 41§ FALA AR B A B AR &3« BRAISUFLA
MesgA#z® (GPK) - £ 42 Bridge CA~ REA EATEER
TTFRELRSL S AATTFEFTTTFREFESRIZ TR -
2000 £ 3 A BAFHERT-—HEAABRTFLERHFE
(e-Japan Priority Policy Program ) » T8t 78 2003 #=:2 3] 90%F7 4
LHERAZE T EE
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AAFLEGE2RRSNEFEERAME RN ETH
S e RUE AR Y AT E R R AR -

BA—TAEBREECIERFPRINEEA T
d BWRIFR/BEHTIRERESL EEMERTAES -
O HANBEMABREFNE LETHETAGISRGE LB
REAT ¢
P BB ERSRELETERIELEm Hig LT EE
qm@ﬁ%@ﬁiﬂ@@%ﬁﬁ%@ﬁ‘mﬁf
AABRERREFILAMEEA 2000 £ LS LT
RERGARBRA VTR B EL @JT %2 #@ﬁﬂ
FH wHAREL A At sn 252 PRI Z24% »
H K3 5%3E 35 #89 PKI F‘J‘%fféi&é@]%{éi ;J‘ﬂf&i%ﬂé& ' VA
B PKI Rz kg8 R -
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(6) £8 PKI Forum %% (PKI Forum)

£ H PKIForum # 1999 # 12 Al & S @A & LR AL F &
BEAHEEAHRT SR DERTRAPK AT ERAZ
REWEE - L EANELBEYEAE 1999 SFohg i
¥ PKI wagay R kBB > £BEA1FRA 2003 £ PKI 2 H2 AR
Feah Bk 200 B A0 Z PRI SR E S B liF 2 S0 £ T -

£ B PKI Forum # % — £ E sk = PKI H R 45
( www.pkiforum.org/resources ) » #% 4 PKI 48 i &R & #3642 4F o
Barsgit 11 BE€EE > a8 bEMYEEMRER ~ BN 8
BEEE - BAARERHE - LABEBLrBAEERETE
NS BEEREEZT LA E S EETE - mERA TR A
HHr e e

B AT A 484 8348 87 PRIZEAARF R Bake
# : International Standards Organization ( ISO ) -~ Public Key
Cryptography Standards (PKCS) - Internet Engineering Task Force

(IETF )o 57 42 4 2| B 48 & : http://www.pkiforum.org/resources.html
MR

£ B PKI Forum B i1 47 CA 52 CA Fiey ZLi@M3+ & > %
FHAFRARERISERLGE  HEERERARIME  mAE
RASEAFRHF - ARLANEMEFTFTIH Y ELEMN £
FFASEEE - FZPEG  AREAREARSHEZBIZNE -
MR T HARAN BRMGIZE AN AERAZNEELSE
HBHEEZARE -

13



(7) BA&Z PKI Z i (MSC Trustgate.com )

Bk TG BB B E kA 1097 EHET BELAEEATRE
LAEFERE > HRERAFZFZTEEREHN 1998 F4137 0 EXF
Hi CAERAL BAARREZ T CA REATRLBHE -
HER A% E RN AR BRBLAETRGBE 0 A
e T B BERARE S AU TABREEARTE
T



(=) 4 H X% (General Meeting)

FEERKESEBERKIEML AN 2001 F6 A I3 HBRFEH
CHREH ARANPKI ST TR LARRETTHRFOREA -

&+
® T PKIBESEEAHSCERYNE I RAPEZ - FRAR &
E-BREE - BB ik PEedk e

® I PKI%EE-EELREBAEHBES (APKIJ) €& Dr.
Tsutomu Kanai $£4% » | /B i 22 PRI %28 ¢ & Dr. Y. T. Lee ~
#F/mik PKI %38 € & Mr. Lucas Chow 2 Rl 3234 B FE X
FEAEFREERECIIFER  ARRBRRIN IR =ZE
T EBERRERE-

o FA4MZGEARRALASE REEM PRIAEOHHE
A2 AR A > SRR A A B ALEE 5 — 8 & E R
EBHH T FHAES AR LEANASARE R HEH
B AR @ B RS 0 RS A E M E e 22 R
Al 5T TR AREE -



2530 PKI 2438 A4 3+ & % %2 ( Asia PKI Forum Charter) )3 4= F

k1 (&4)
WEm sk GRS " PKI 3R -

k2 (B4%)

RHBEREA S SBASRENAM LB ERER (PKD)
2 Bl BRETHHE PKUARGE LN BT -

B 4 BEEEBATEARRA - AZIER 2Lz E

H)% R LABERTTFEHARARL LG i&A%%xf
B PRI S3E AL CEEFES A BB A
fVE’fMT@J s MR ERZRNZHAGH F”Téié‘)f

M E
(2) Jumu%ﬁ%ﬁ@ﬁi*zmﬁ%%@ﬁmﬁéﬁﬁ
T Pl EESERRER > 2N MR RERIEE

VAREFE5| ZAM HAZ -
(3) MARBEHHZBETERAGRRS A LE TR -

M

k4 (2aMFg)

i PKI BB AR TR ENES  HyEABEEEA X
HZFMER 2 ZBBRMGRIZEALERED -

]

(1) BT RERFBRAT T AL

(2) A EHEAEE - AEHTH - ARA HH I/ A
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(3) ##HFEREMERGETHSHAMEG LR SEETE
%5

(4) B 40é 8 HH PKI #4422 R PKI Zi@MHEE -
(5) ARIUEAAMEERETRH AHALE -

(6) g & o 8 A MALAERT

(7) BATAEAT L BMEiES) » AEMMER2 ZHAR -

%3RS (5 84#)

R EEBEREEY ~BEAREWMAZNPRKIGZBEE -5
i & B & (Steering Committee ) A4 & — {1 1E 12 B 45 KT H 89
wHPEAELZRAKRELEE gHCRYEA AN EBRIEEE
BB E&ERE -

ek 6 (2B )
(1) 4 8 X € (General Meeting)
a) SRR FBBR-K > HETABENRERSLR -

b) ‘z"?\,‘é’l REHRAAABBHIELEF R B0 KT
» B 23RN PRI 353848 B 7 & %ﬁ%%°

z@'ﬁ

>

S
m
Y%ﬁ\

8 & (Steering Committee )

a) PELH X EAMNLCH R LIRS MPKIHRE S A
EED E-GEEHRE-EERBRE -

R T PRI AT B S f 4 22
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b) $TEEFXEREBRATESRT %
b
L B E R E RO LRTHY
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a) M 2R (RE=4) HESE
BAREHRERE R BERELE FUAFRE
BiE &R A -

b) EEEALEEGRE R IHIFALERALE  LEF
EEZEeERERE -

) o E SR —ALE EJF AIFBEIITE TENTR
T o B PKI 343846 28 — 1 % 7% éﬁéﬁfn%/&é”%ﬁﬁ
HIRFE
(4) BER
BERFSZEAIRMEBRME - FHBITHEREEL -
(5) Htb

TN A B EREEALEERTRSL

HwHRT(FR)
TRCEARIMG T LRETAETATHAE T IRRR LK
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e 8 (Hik)
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(Z) RE#HH
WREH BT EMBEL LS NEC AF 1A (Fuyjitsu) MR
’ & R E T

)
B E LB/ ET RS TRER TP O e
B 47 4 ¥k #£ % Electronic Commerce Promotion Council of Japan
(ECOM) &4 #F 4 8 A& PKI #f#EHH € (Japan Promotional
Association for Asia PKI Forum, APKI-J) : % #| F shk PKI #5138 72 4%
SEMBAAF L ANRE THHE

B AT R RNEEE LR

E T4 F (2S5 xR EmEYT

NEC 4 ¥ 4 12 Mr. Takeo Sakurai 4+ ¥ & F 16 8 ¥ PKI 48 B &

WE T - NEC ABRE T BB FBREINE

P R ¥
o0 M IAERRE L BUF PRKIERE - 25 S-FALRA -
S

REVHRME MRAERE HEXNAG RERERG - TTES
FHEE - NEC #4854 E U 338§ F4uEug - #2000 2 &
FALEUR @ £ /& P& (Electronic Government Business Promotion
i

E T

Center) REEETILHARTY  FANRRSEALHERTE
BB RMeenE FAluE B E -
25 £ PRI B A

B8 AT LR R E TR B
° §FRESET TGS

gL
% i 17 7 # #1 showroom & 7 & i 3% 4%
BEICFAETTIERPHEESR

AP %458 NEC 28400 L33
e HERARE  BEL-E5HRELEAHORETA -

ECOM 2> 8| $tA S FHFHM ~ i5F - CHRBELTF LA T GH
FENAE  A4TH R R B RR L SE T N £ o
SEHOFHE RTHAYEE AN LR ZEER

e R

ECOM {323



44 - ECOM P42 e 45 5 4 - RE - REAFRAEZFH AR
BREBAEBHETHH —BEREELF LR -ECOM £ B AF i
HERHE > BA G TAREE  REARALEEITHESE  BE
iR - AAZLBAATRERBTLEXBEL BER
Wi Ak CA £ FHUF AR REBYIHF - 4o VeriSign A EE ST
ZHMELEAFED  BLEZAARTHAGREHRENREZ — -

By

HERAABREELABERALBIERLT (HEFHAL
BFRIEFAIR  FHARETER)

¥ AABFEFHLAZ000FE ALK £#200~%m
A E X364 o

BN ERBEHAES

E 3
#FQE)‘?E] z;‘%'ﬁ}’?y)\ﬂ%{g$/\ & Tg'j'»‘é?'z-fg' Fa vAFREZ

X FETTFAHZIHAEBE S (BZ4E)-

X pATRERBESTEAENREEEIATEAS HIIER
o\ 8 (Certification Authority : CA) 232 39 » AR EV
0 A ABRRFZNERERERATAIQA (BAERLE)
HERE (FL~txi) -

* Tk THEREME L AT RTASEM ) ML BEE L
EEZ A MERENAZHERE AR LA REFLE
FHITHRELBREIE > AAEGLNME N L EBRER

o BREF TEASRGHE L (JQA) RFAALEERY



ZH o THATH CA XA LB ELE ARFBEEHEAH
E0~AQEAZHE EhERTZ CA NG &F T1E#E
o BANRBERRERBELTEST K EhAEREZ
CARE» BAMFEAFTELRL  AEFENEIMDT >
WA SAAMFEAAGHERL REFREER Ak
UEEAERZEM -

%«’.
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(w) BHREH

® YAWMAHEMERS T TRAKRKN LEREHNL PKI
w8 5 Aapis o AERRBHRE A8 ASREREH
SE AT PRI B8 2 ¥ H > #ihedk ~ %8 - 5 A% PKI
AR  #An ik B2B ST A LS £ 2001 £ ]
FHEER  BANETFHSEH BN 201 £5E5F 54
A0 BAHERPKIZEABAEEK -

® A ANEC AF @R TRAENAT > TUALIWF L
PKI P B RBRNREBET N - LT RRA ) Sm s i di ik
Hr#CRAR A BATHE  RFWB AR GBRR  2HE 0
A% PRI BRATEA G RRE » ER A RLBBA L
BRAEE  AFREMAES -

® 4t 8 Agkk " The First Asia PKI Forum | €388y HF42 %k
'ﬁﬁ@x%%'mﬁﬁﬁaaiﬁﬂpmxéﬂaﬁﬁgwﬁ
By ARS PRI ARE RO EHIBIN HHFSH -
RETEABAZRPKI G A2 YREFZ R -

o AHEMBMARNLAFEGER AR PKI EWHHEE > 14L& Dr
Tsutomu Kanai £ &3 0 HEACFAH - HEHE% i PKI
AFEEE BARWEABME EnEEEKEE # i
R o B R E % R A4 & T cross-border & PKI &3t &=
FEEH 0 F% Dr.Kanal £ 7% PKI €3 a5 b 8 R iEd
&a A H > # AslaPKIForum %) £ 2)R% o bk 1T AR
RETEEMEALR > BAPEGETAERT oG HESE
A KEPKISEH TR RAE T THEER -

® GHEEY  BA-FEH Mk BRAEE - FEY A
.ﬁ&%mﬁ *%é#(ix%)% ﬁﬁﬂﬁ@;%%
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—FiAB ALBAETEEHNE L gy 3R RIE RS
BZFZ g AAMEEN PKIBEREBBAEREY -

Pz
J

Lﬂﬂi

kA e i PRI%E2 218 £ 84+ (Steering Committee ) -
R REAEBREER ALY FERZLIAH T IA
( Working Group ) FE#EALFHIEA & °
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— The First Asia PKI Forum —

Date : Tuesday june 12 - Thursday June 14, 2001
Venue : New Takanawa Prince Hotel, Tokyo

International Convention Center PAMIR

Tuesday June 12

“Current Status of PKI Usage and Chailenges for its Deployment™

13:30-

Registration

14:00-14:10

Opening Remarks:
Mz. Seiichi Shimada, Vice Chairman, APKI-J
(Executive Vice President of Mitsui & Co., Ltd.)

(3%) Japan Promotional Association for Asia PKI Forum

14:10-14:50

Special Speech:
“The Current Status and Prospective Use of PKI in the World:
A Report on the Efforts of EESSI”
Dr. Riccardo Genghini, Chairman, E-Sign Workshop, EESSI.

(3%) The European Electronic Signature Standardization Initiative

14:50-1510

Break

15:10-17:40

Speeches:
“Issues on the Deployment of PKI in Asia”
{Report on efforts for PKI deployment
{Challenges and proposals for PKI deployment in Asia
Mr. Steve Orlowski, Chair, eSecurity Task Group
APEC Telecommunications and Information Working Group,
Representative of Certification Forum of Australia (CFA), Australia
Mr. Qin Xu, Deputy Director-General,
IT Industries Department of High Technology Industries,
State Development Planning Commission, Pegple’s Republic of China
Mr. Seok Lae Lee, Senior Member of Technical Staff,
Korea Certification Authority Center,
Korea Information Security Agency, Republic of Korea

Dr. Kaizad Heerjee, Assistant Chief Executive, Online Development,
Infocomm Development Authority of Singapore, Singapore

Dr. Emmanuel C. Lallana, Executive Director of
the erASEAN Task Force Secretariat

Mr. Hajime Furuta, Deputy Director-General,
Commerce and Information Policy Bureau,
Ministry of Economy, Trade and Industry, Japan

17:40-17:45

Closing Remarks
Mzr. Toshihiro Nishimura, Group Executive Vice President,
Systems Engineering Group, Fujitsu Limited.

18:00-19:30

Welcome Reception
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Wednesday June 13

“Towards the Establishment of the Asia PKI Forum”

8:30-

Registration

9:00-9:15

Opening Remarks:
Dr. Tsutomu Kanai, Chairman, APKI-J
(Chairman of the Board, Hitachi, Ltd.)

9:15-9:45

Congratulatory Speeches:
Mr. Takeo Hiranuma, Minister of Economy, Trade
and Industry, Japan

Dr. Yong-Teh Lee, Chairman, Korea PKI Forum, Republic of Korea
Mr. Lucas Chow, Chairman, PKI Forum Singapore, Singapore

9:45-10:25

Keynote Speech:
“Key issue for global deployment of Electronic Commerce”
Mzr. Michio Naruto, GIIC(,1» Asia Co-Chair
and GBDe(;» Overall/Asia-Oceania Co-Chairs

(3% 1) The Global Information Infrastructure Commission
(3%2) The Global Business Dialogue on Electronic Commerce

10:25-10:45

Break

10:45-11-15

Progress Reports on the Establishment of the Asia PKI Forum:
Mr. Akira Tachigami, General Manager, Promotion Division APKI-J
{OPolicies and planned activities of the APKI-J
{Cooperation towards establishing the Asia PKI Forum

11:15-12:30

Special Speeches:
“The Current Status of and Outlook for PKI Deployment Worldwide,
based on the efforts of the IETF(y and PKI Forum”
(%) The Internet Engineering Task Force

Dr. Stephen Kent, Co-Chairman, IETF/PKIX
Ms. Lisa Pretty, President, PKI Forum

12:30-14:00

Lunch

14:60-15:00

Visual Presentation:
“The future society with the use of PKI”

15:00-15:20

Break
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15:20-17:20

Panel discussion:
“Scenarios of PKI Deployment in Asia”
Panelists:
Dr. Ki-Yoong Hong, Member of Task Force Team,
Korea PKI Forum, Republic of Korea

Dr. Mohamed Arif Nun, Senior Vice President,
Multimedia Development Corporation Sdn. Bhd., Malavsia

Dr. Kwok-Yan Lam, Steering Committee Member, Technology
Workgroup Chairman, PKI Forum Singapore, Singapore

Dr. Han-MinHsia, Chairman, Chinese Taipei Promotion Association
for Asia PKI Forum, Chinese Taipei

Mr. Jirou Makino, Attorney at Law,
Chalrman of Business Environment Section of APKI-J, Japan
Moderator:
Dr. Osamu Sudoh, Professor, Doctor of Economics.
Interfaculty Initiative in Information Studies,
The University of Tokyo, Japan

17:20-17:35

Wrap up:
Mr. Akira Tachigami, General Manager, Promotion Division APKI-J

17:35-17:40

Closing Remarks
Mr. Susumu Miyoshi, Senior Managing Director, IT&ITS Group,
Toyota Motor Corporation

18:00-19:30

Networking Party

Thursday June 14

“Field Visit” (only for overseas participants), 9:30-15:00

Japan Promotional Association for Asia PKI Forum

5F, Daiichi Oda Building, 23-5, Omori Kita 1-chome, Ota-ku, Tokyo 143-0016
TEL:03-5767-0671

FAX:03-3761-3313

E-mail : pkiforum @ apki-j.gr.jp

URL : hitp://www.apki-i.gr.jp/
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Schedule
Tuesday, June 12
Time Program Place
Forum 3rd Floor
-Opening Remarks ‘ 1 TN
14:00~17:45 | -Special Speech KONRON "HAXUUN
-Speeches
-Closing Remarks
_ Welcome Reception 2nd Floor
18:00~19:30 F UKL
Wednesday, June 13
Time Program Place
Forum 3rd Floor
-Opening Remarks KONRON ‘HAKUUN’
-Congratulatory Speeches
9:00~12:30 -Keynote Speech
-Progress Reports on the Establishment
of the Asia PKI Forum
-Special Speech B
Lunch 3rd Floor
AV 1204 .
12:30713:45 KONRON "KEIUN’
Forum ' 3rd Floor
-Visual Presentation | T ¢ s
13:45~17:40 -Panel Discussion ; KONRON "HAKUUN
-Wrap Up w
-Closing Remarks ‘
18:00~ 19:30 Networking Party | 3rd Floor
' ‘ | KONRON “KEIUN'
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For Forum Participants

b

. Please refrain from smoking in the hall. Smoking is permitted only in

smoking areas in the lobby.

© Please refrain from using a cellular phone in the hall in order not to

trouble other participants. Please use the silent mode on your cellular

phone.

. The nametag and handouts are used for 2days. Please be to bring them

on the 2vd day. Entrance to the hall is not permitted without the

nametag.

: Please leave the translation receiver left on the desk.

. Participants in the field visit (only overseas participants) need to bring the

nametag used in the Forum.
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[Floor Plan-A]
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Floor Plan of Basement 1 Floor
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TITLE . The Current Status and Prospective Use
of PKl in the World:
Electronic Signature inirastruciure
ior Europe

SUBMITTED BY . Dr.Riccardo Genghini
Chairman,E-Sign Workshop,EESSI
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Goals for the infrastructure {1) R

-+ Carve aﬁvamages of %T wsthou‘k Bssmg
- that of paper* f.e. long term availabili i‘y

+ Combine the freedom and anommﬁy o
traditional commercial transactions,
with a better documentation |

* Increase transparency and fa:mess
towards consumers, through
appmprsam documentation
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| 93!1 QQQIEC impiementation

Member States mm mplement the
“directive before July igth 2% e
Ad Legs%iaissn shaﬂ be campieteﬁ
© * Supervisory schemes shall be-m p ace
+ National Supervision bodies shall he
notified to the Commission
+ Accredited CSPs also shall be notified
- to the Commission
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DOCUMENT NC.02

TITLE - AUSTRALIAN AND APEC
PKINITIATIVES
SUBMITTED BY . Mr.Steve Orlowski

Chair,APEC Telecommunications E-security
Task Group Representative of Ceriification
Forum of Austraiia(CFA)



AUSTRALIAN AND APES
PXI INITIATIVES

Steve Orlowski
AUSTRALIA

Evolution of PKI in Australia

Non Govt PKI Model 3.

|

“Light touch” PKI policy m_, Research Projects & 1 ey

1996 1997 1998 1999 2000 2001

RO Asia P¥i Ferum Z




Standards

PKAF strategy report
Working group on PKI standards

Standards for public key framework,
algorithms, certification authorities

Based on ISO and IETF material

Working group on IT security standards
integrate with PKI standards

Sl odura 2Nt Asiz PR Forsen

Gatekeeper

Policy framework for PKI in government

Federal agencies must use PKI products
from Gatekeeper accredited service
providers

Accreditation:
BCAPL, e-Sign, ATO, HeSA
10 have applied
States sign up (November 2000)

Asia PKi Forum

1o



Gatekeeper impiemeniations

Australian Tax Office certificates for GST
returns

Australian Securities & Investment
Commission

HealthConnect national health network
Australian Customs Service (planned)

Australian Quarantine Inspection Service
(planned)

e 7

Asia PHIForumn

ABN-DSC

The Australian Business Number -
Digital Signature Certificate

ABN - A unigue business identifier

Agencies to use the ABN

Asis PRI Farum

SJd



ABN-DSC

Announced December 1999

States in principle agreement November
2000

ABN-DSC specification final January 2001

Based on standard Gatekeeper
organisational certificate with ABN

Multi agency use planned

udung rgne Asia PRI Forum

ABN-DSC scope

All Commonwealth and State agencies
using digital certificates to identify
business are to issue/accept ABN-DSC

For commercial and regulatory
transactions with government

The ABN-DSC not for transactions with
individuals as individuals

12 U2 2050 Asia PKI Forum




ABN-DST cutcomes

For business

only one identity and certificate needed for
dealing with government/s

For government
efficiencies; reduced cost in providing
identity, improved business cases
For the economy

for use with government but will facilitate e-
commerce

Asia PRI Forum

Project Angus

Four major banks

Angus businesses certificates that conform to
ABN-DSC specification will be regarded as
ABN-DSCs

The Government will also accept other
providers” ABN-DSCs

Angus members to obtain Gatekeeper
accreditation as RAs

Each Angus member to be cross recognised

Asin P} Forum




Effect

Project Angus digital certificates will be
regarded as ABN-DSCs and accepted by
Commonwealth agencies

Seeking States’ agreement

ABN-DSCs able to be issued by others
Not an exclusive deal

Facilitate B2B e-commerce

S0 gue e 2O Asia PRI Forum i

Gatekeeper/Angus
Interoperation

Both schemes are based on relevant international
and national standards

Accredit each Angus member with Gatekeeper
Not cross recognise Identrus scheme

Angus member to determine their PKI service
provider

Angus members to achieve Identrus accreditation
prior to cross recognition

Cross-recognition involves comparing accreditation
criteria and factors such as the regulatory
framework

12 Juse 2001 Asia PKi Forum 1%




Gatekeeper Accreditation
Gertificale

Electronic certificate signed by Gatekeeper
Issued to Gatekeeper accredited CAs

Issued to other CAs/schemes recognised
by Gatekeeper (including overseas)

Facilitates interoperability

Asis PRI Forum 1

Legal Effect

Electronic Transactions Act 1999 (Federal)

Based on UNCITRAL Model Law on
Electronic Commerce

Technology neutral

States in the process of implementing
Uniform Electronic Transactions Bill

Asiz PKi Forum




Certification Forum of
Australia

Authentication sector industry group
lobbying & position papers
awareness & education
standards based accreditation model
Code of Practice & control model
seat on NEAC

Members
PKI services and vendors
users & user groups
governments
lawyers, auditors, insurers

o dua 200 Asiz PRI Forum 1%

National Electronic
Authentication Councii

Chaired by NOIE.

Members: IT industry, retailers, Small Business
Coalition, Australian Bankers Association,
Australian Consumers Association, government

Mission is to build industry and consumer
confidence in the use of authentication
technologies including, but not exclusively PKI

iz Jura 2027 Asia PKI Forum




Working Groups

Building consumer and industry
configence

International policy/legal and liability
ISSUES

Systems integration and authentication
frameworks for industry

SodutE Asls PRI Forum

Current Activities

Small business/consumer guide to
authentication

Legal liability of eTransactions
International policy on authentication
Business applications for private sector

T ownE 2t Asiz P Feorum




APEC

eSecurity Task Group
issues paper on electronic authentication
technical annexes including PKI
PKI Interoperability Expert Group
PKI interoperability paper
PKI interoperability mapping
eCommerce Steering Group
paperless trading initiative

17 e 207 Asia PHIForum

PKI Interoperability
Mapping

High degree of consistency

Inconsistencies

approach to inter-operability and cross-
certification

performance of security function
policy function and existence of policies

12 Jun2 2001 Asiz PKE Forum

10



Signed Certificate Trust
iLists

Trust list generated by trusted body
(eg national body)

Digital signed by trusted body

Imported into browser or application

Evidence of legal effect

Does not require relationship between CAs
Requires check of trust list as weli as certificate

&sis PRI Forum

APEC TEL Future Activities

Clarification of terminology
IS0, IETF, EESSI, PKI Forums
Interoperability of different approaches
APEC, OECD, PKI Forums
Development of standards

IS0, EESSI, IETF

7 Jung 2007 Asia PKi Forum i




References

Certification Forum of Australia
http://www.aeema.asn.au/groupings/divs_info.cfm?divisionID=35

National Electronic Authentication Council
http://www.noie.gov.au/neac

Government Public Key Authority (Project
Gatekeeper)

http://www.gpka.gov.au _
Australian Business Number - Digital Signature

Certificate
http://www.govonline.gov.au/projects/publickey/abn-dsc.htm

e Lt Asiz PRI Forurm
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Report of the National Electronic Health Records
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www.health.gov.au/healthonling/ehr_rep.htm

APEC e-Security (formerly Electronic
Authentication) Task Group
http://www.apectelwg.org/apec/atwg/preatg.html

Standards Australia
http://www.standards.com.au/
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DOCUMENT NO.C3

TITLE : PKI Policy & Framework in Korea

SUBMITTED BY . Mr.Seok Lae Lee
Senior Member of Technical Staff,
Korea Certification Authority Ceniral,
Korea Information Security Agency
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I. Overview of PKI in Korea

I1. Major PKI policy direction

IIL. Our chances and challenges
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2.1. Comparison between the licensed and
the private CA
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430000

J000001
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3000001

A
250000

200000

Issued Certificate
taceumulated

150000
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50000

4. Application fields of the certificates
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II1. Our chances and
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Internet user per popuiation: Korea ranks fop among the Asian
countries {as of now, Korea 20mil)
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Korea aims to jump into the top 10 nations in terms of the
information and Knowledge advancement in the 21C
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Focus of today’s presentation

» Why Trust & Confidence are important

&

» Key focus areas for making Singapore a

£

Trusted Hub
¢ Programs for dr

jon

s
L

PKiI Adop

iving
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E-Commerce in Singapore

B2B Sales Value

§120,000 -‘

5100.000 4

H

= 580000 -

s

$60 000
540,000

$20,000 1

S04

$70,000

More
companies
are adopting = 00
Z s,
EC $20,000
510,000
50

iDA

Virtual World Requires Trust

» Knowing reliability of parties involved

¢ Robust Transmission Infrastructure

¢ Secured Transmission

¢ Transaction Recognized and Protected

>> Trust is Critical for E-Commerce

01.6.12
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Singapore - Building of a Trusted Hub

Logistics & Payments &

Fulfilment Finance
a7
&

s

The Need to Build Trust and
Confidence

% Industry consultation launched.

g Trust & confidence crucial to EC growth &
adoption.

s PKl identified as potential apps to build secured
environment.

s e

01.6.12
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iDA Singapore’s Approach:A Combination of
Self-Regulation, Education & Legislation

Internet Code of Practice
Industry Code of Practice

w vy g G S g sy A
nis Bdvisory Broup for

~  Legal Framework: Where We Are Now

¢ Legislation ¢ Self-Regulation
- Electronic Transactions - National Trust Council
Act & Regulations (TrustSg Programme)
- Computer Misuse Act - Singapore IT Dispute
« Copyright Act Resolution Advisory
Committee

« Evidence Act
- Internet Code of Practice
- E-commerce Code for
Protection of Personal
Information

- Guidelines for IASPs on
Scanning

+ Professional Code of
Conduct

01.6.12



Adopting a Public Key Infrastructure
for a secured environment

PKI Forum Launched,

PKi forum farmed o Low
Ninelesn mfocomm ndustry playess T awarengss
nave joined biangds to boosl aaiing secm . Need for inter-
nty with the formation of the PKI (pub- . bili
[iz key infrastruciune) Forw Singapore. “opera ,{ ‘ty
Inftrated By the infoeomem Devaiop: " Lack'ofkey -

ragnt Autharity (IDA) of Singapors. PRI rapplications .
Forum Singapare will the key platfarmy . . R

PKI Foraom
-Singapore
formed :
Conferencesi/se
minars {o raise .
awarefiess
Identify. & pilot
key projects

The Singapore PKI Forum
s Charter & Objectives

g Organisational Structure

PKI FORUM SINGAPORE

h



¢ 65,000 Public
Service Card Users

42 Central Provident

Fund Board
g Customs & Excise
Department

» Government

ProcurementPortal

2% Our PKI Implementation
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o TrustSg Programme
‘Mw””ww IWAW””‘“M,,M
e National

~“Professional endorsement

PR [ N N

Thank You

www .ida.gov.sg
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ISSUES ON
THE DEPLOYMENT CF PK! IN ASIA:

THE e-ASEAN INITIATIVE

Emmanuel C, Lallana, Ph.D.
Executive Director, eASEAN Task Force

ggﬁ{&%ﬁ

Giocbal eCommerse, 2000 & 2004

US$350.38 b US$3- 1 4 t

2000 2004

Source: IDL, 2501

I
g
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Proridwide efommerss Rewvenas, 2000 & 20048
(2% & % share of cach country/region

Srrce; nternasonal Die Corp., 2007

LEAE0 AR maEsEThar In

LSRR L AT Rvalig]

&

Domestic
100% = US$ 24,130 billions

Americas

Europe

AP 6,998
Europe 6,260
Americas 10,871

WORLDWIDE COMMERCIAL PAYMENTS

Cross-border-intra-region
100% = US$ 5,380 billions

“Americas AP

Intra-AP 665
Intra-Europe 4,232
Intra-Americas 484

Source BCG 1097 WTO EiU nlerviews team analyss

I



. WORLDWIDE COMMERCIAL PAYMENTS (2)

Cross-border-inter-region (100% = US$ 5,441billions)

Americas- AP-

AP-Europe 771
Europe-AP 1,213
AP-Americas 658
Americas ¥-AP 611 Europe

Europe-Americas 1,210
Americas-Europe 979

Americas- QP- :
AP mericas
L7
s
Source BCG 1927 WTO EIU nterviews team analysis >

To develop a broad and
comprehensive action plan
with the objective of evolving
an ASEAN e-space, and to
develop competencies within
ASEAN to compete in the
global market

tad



ASEAN Framework
Agreement on ICT
Products, Services and
investment

= Infrastructure or All

= @e-Commerce

= Common ICT Marketplace

= Capacity building and
e-Society

= e-Government
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= Promote interoperabiiity of
regional CAs

= Accelerale the use of PXI-based
applications

= Promote the exchange of ideas
and information

= Educate the region on PKI

= Assist in the narrowing of the
digital divide

R

]
= €-ASEAN CA Forum Issues

=l

= Legal Infrastructure
= PKI-based applications

= Awareness, Education &
Training




gal Infrastructure

Singapore: eCommerce Electronic
Transaction Act 1998

Malaysia: Communications &
Multimedia Act 1998, Digital
Signature Act 1997, Computer
Crimes Act 1997, and Copyright
Amendment 1997

Philippines:eCommerce Law 2000

&

Legal Infrastructure (2)

= NO ASEAN CA but member
countries should work together
as equal partners.

Public CAs

= Singapore:  Netrust Pte Lid
ID.Safe Pte Ltd

= Malaysia : Digicert
MSC Trustgate.com

R N
WA,




|
. i - T e ey Pt '
- Legal Infrastructure (3)

o ‘;gr’

= Legal Interoperability
= Digital Signatures
= Legal Harmonization

- harmonization of 8 key provisions:

= minimum regulatory standards for
CAs

= recognition of foreign digital
signatures

.. Legal Infrastructure (4)

= impact on liability of subscribers
and CAs

= legal presumptions

= dispute resolution & enforcement
= choice of law

= fulfilling government obligations
= scope of law




PKI-based Application

= ASEAN should promote PKI
through:
= PKI-enables projects

= secured email program by ASEAN
Secretariat

= PKI-enabled repasitory for e-
ASEAN work groups

= PKI readiness study

L v
T e

“#e Awareness, Education & Training
e

= PKI information/resource
at the e-ASEAN website

= Roadshows




‘‘‘‘‘

= Formuiate harmonised laws and
policies {UNCITRAL model law
base)
= Formuiate common reguliatory

requirements for foreign CAs vis-
a-vis domestic CAs

i

it

-*
g,

|
1y

Challenges (2)

= Create an interoperability PKI

= Promote use of PKI to achieve
trusted e-Commerce

= Reflect PKI importance to
e-Agreement

9
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Public Key Infrastructures in Japan

June 12, 2001

Commerce and Information Policy Bureau,
Ministry of Economy, Trade and Industry

HBCA Bridee

Structure of Japan's PKI (Image)
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Table of Contents

1. Palicy related to PKI and the e-Government Concept in
Japan

2. Laws Concerning Electronic Signatures and Certification
Service in Japan

3. Certification System for Commercial Registration

4. Toward the Development of PKI in Japan and Asia

e

1. Policy related to PKI and
the e-Government Concept in Japan




The e-Government Concept
and PKI

ﬁieducing the burden in administrative procedures and improving administrative services i

Computetizing procedures . P PN .
m Authenticaticrn of individuals is one

_ of the main issues in procedures
Ach

chieving e-govemmem%/—’\

Dec. 1997 Revision of “The Master Plan for Promating Government-wide use of [T 5
Five-Year Plan from FY1998 to FY2002

— AN 0 oW f on ot enavETTEn

July 2000 Estabhsh T Strategy Headquarters . agnn
\ipmm:;e comprehensively as a nghon measurss
wnicH strive 1owaras the form i en geoally

competrave T natien, m whicn the benefs afthe i7
revoluLon can He enjoyad by =il

t

- Dec.1999 ‘Milenium Project (Dscided on by Prmie Min&ate.‘d

N\

Nov. 2000 Enactment of the Bagic Law on the Formation of an Advanced Information and

Telecommunications Network Society (IT Basic Law) -+ Came into force January §, 2001
g ¢
0 4 :
January 6, 2001 {2’ t
i

Establish Advanced Information ang Telecornmunicauons Seaiely Promotion Readguarers = IT Etrategy;v}:!eadquaders
January 22,2001 Finalization of the e~Japan Strategy |
A praject to create the world's leading 1T nauon by 2603 ‘

March 29, 2001 Finalization of the e~Japan Priority Policy Program i

| -fromate eomps 35N BN
| \}“3” BleCo™ MR an

Promote as a priority $sua reform of operabons to acnieve the digital prowision of adm rustraive
information, the computenzation of agplication and notification procgdures, the move o paparess
operatians, and information shanng and utilizaton through nformation natwork.

savernment o winzh digise! miermalior s hemrdea o

Sirve to actiove

wilormaiam Ly




December 1999 (Decided on by Prime Minister)

Three pillars Rosponss 1o Responss 10 Responss 1o
womputerization aging ol soziety  environmeni issues

(o rojss |

i H

:
TREEEEES I Authentication infrastructure
2 Deavelopment of common infrastructure technolog

3 Computerizaben of application and nolification
procedures

4 Pilot Projects in application and notfication
procedures

3 Compuierization of govermment procurement

procedures Issues to be addressed in
6 Piot Projects tolead the computenzation of local realizing e-Government

government

Public, carporations

i -~ Reguce Burden in adiministrative - -
progsdures P

- imp ity of inistrative; i
- imprave efficiency of sdministrative’

ml  pyinistry of Economy
‘Trade and industry 3

%

rpatarization of
Tevenue and ex

sndy

i Assassment of system
' _deyvsiopment, et




Image of Computerization of Local Government

Promote tha compuienzation of jozal goverrnart basad on the ha, ortl

Municipaaty -
policy &f creaiing e IFtrastrugiure jor cagovernmant by =V2Ci3

Mty

Murvegas; trmczne

Pratectars

“ABm ALt an
PRI

AU T T XN NG
af Qusu enty a7d provisinn o
IMeEARIN SUTh 3% IO
.28 A

Natera administrame
organizatians

Elwlionic Provnon o Factity
pucuremunt Inteem 3600 razaria ans
: i Internet
Prvate secter 4 T el
companies ¥ \—»_.____,_H_ /\_\
g
3 ; . o i .
H I=fermanan can be Gollie o ElSCHom 3y abons and §
H N otmator €10 £é séwchud rasarvalions [or public facl ks 10 eosas e
3 and apmcns 230 b6 weprLzzed BA mads rom wiywhere 28 Mouer G
Yormnals i pubbe 16°"Na admnGirten om aday
(acites anvahara 24 hours 8 dav

2. Laws Concerning Electronic Signatures
and Certification Service in Japan




Contents of the Electronic Signatures Law

Fresumpton |

Presumplion given when

electrorie documents arg
accompanied by electronic
signatures

ags

To make sure the

legal position of
electronic signatur:

S

Voluntary
accreditation

B
P

service (Article 4 to Article 16)
- Requirements for acereditation (Adicle 6)

foreign countries (Article 15 (Direct
acerediation), Aricle 16 (Sort of mutual
recognition))

(Article 17-32)

\lii, Penalties (Article 41-47)

B

To ensure the reliability of CA

i. Voluntary accreditation of certification

« Accreditation of certiicalion service provided in

Designated investigating organization

C

Other items

)

i. Support, ete. for

(Article 33)

i.. Public education

(Article 34)

certification service

actvities and public
information activities

_/

/

<~

1Promote of EC through securing the smooth utilization of electronic signatures”
J

Sz

Improving citizen’s quality of life and the sound development

of the national economy

Handwriten algnaiures f

seals

Electronic signatures:

A Presumption of the authenticity of an electronic document

concemned. Document

*

Signature or seal

QO The law of Civil Procedure Articie 228 Paragraph 4
" "A private document 1s presumed to be authentic if it bears the signature or seal of the party,

™

of

)f 1t bears the signature or seal of the
party cancerned ...

af the ¥
the document (spresume that
cocument is signed or seated with-
thie frrtent of that person}

infrogiuce a sinutar setup for electromic

S’!]ﬂdlUfPS

61‘115

Electronic Signatures Law, Article 3

* Electronic signature:

said elec

A cryptogeaphie or similar measure which has the obective of indicating the creatar

of information recorded in an electronic record
venfication of ¢changa i the record is changed.

“An elactronic document ... shall be presumed to be authentic if an electronic signature ...
is performed by a specific person in relation to

tronic document.”

, and which is capable of providing

T e Rt

Electronic
D slanature .4

If the electronic signature of a persan
has been performed by that person ...

Presumptian ot the authenticity
ot the electronic decument
{presume that document is
signed with the irtent of that
person) )

L/

P




B-1 Provisions for voluntary accreditation of certification services

IThe Gavernment of Japar

(related Ministers) Note 1;

A cenfiicauon serv ce provid

fres to

Request . do s business witnoLt accredialion
{voluntary) Accreditation Note 2:
n (Note 2) QOn-si1a invastigaton ‘or acereduztor of
for accreditation ¥ the business may be pe~ormed by a

designated investigating orgamizaton
Note 3:

Foreign cerificaton sanace providars ars
/ also able {0 receive accreaitator, and an-

Cenrtification service provider]

sHte NVesngauon of the busiress may be
periormed by an approved -nvestgating
organization establisred in g for

country.

Application
ior certification

The
Internet

X Recipient of .
he Information /"

Electronic commerce, etc.

[

3. Certification System for
Commercial Registration




A. Amendment of Commercial Registration Act
(Electronic Certification System based on the Commercial
Registration)

" Commercial Registration System
{Copy of register/Certificate of gualification}

A s v 523 G0 o R SRl e 0 bl € S bt seribus (A Apbsgeaseaennes 4t i

T TR T TRy

| Cemiiyingthe | Cettitying the % ‘
powarof b s tegat & identification
) _repres\entan?ﬂ‘ g . existence % ‘

—_—

Fressiin,

Electronic Ceriification System

‘ C T
. Building up &-reliable.electronic cerlification
- system as an inffastructure for application. -
notification and commercial transactions

ittt ot b R DR Y, g

L e,

A. Amendment of Commercial Registration Act (cont’d)
The significance of using commercial registration system

- . . . . \
(1) it is possible to organize a reliable electronic
certification system using the information registered in
the commercial registers, which cover about 3.5 million

companies, as a social resource
e

(2) changes in information registered in the commercial
registers can be reflected in the information necessary for

N

electronic certification

16




Structure of Japan's PKI (Image)
Kasuvrmigases WAN e~y

RHERY

Autheaty

Private Sector
s (Gt ()

| Ceruncaton |

! Authoriy  §
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4. Toward the Development of PKI

in Japan and Asia

[fal



‘ Issues Common to Japan and Overseas )

 Asian Countries =

Basw legal and technical infrastructures have been [ Provision of infrastructure in €ach country }
established

Legal sysiems cerufication

Electronic Signatures Law, GPKI, Commercial authorities, ate.

Registration Certification System, etc.

- Proposal of business modeis using Enhance the awareress
t Ensme::;:gz:?i::gy legally x PKI that enables reliable and sate and undorstanding o
2 transactions -{i’q/l;-
Standardization, Development of various Symposium ,Seminar
Pilot Projects etc. applications, etc. s etc.
e R e e TR T

"

PN

Business Field ? = ldeaofthe { Trust in network security ? ] -
private
@ sector E

In Which business field/model can PKi . .
n Whic " partnership I Development of security 1echnologyl .

be employed in effective ways with public

sector stablishment of security polic
Reconsideration of transaction \/‘,E Y PO yl ‘
by using PKI Et

lL.egal issues

| Issues of infrastructure '

From the viewpoint of using PKI ;
examination and proposal for PKI by the private sector 0




DOCUMENT NO.07

TITLE : Keynote Issues for the Global
Deployment of EC

SUBMITTED BY : Mr.Michio Naruto
GIlIC Asia Co-Chair and GBDe Overall/Asia-
Oceania Co-Chairs



The First Agia PKI Forum Xevnote Sneech

Keynote Issues for the
Giobal Deployment of £C

MICHIO NARUTO

GIIC Asia Co-Chair
GBDe Overall Co-Chairs & Asia / Oceania
Co-Chairs
June 13, 2001

Today’s Topics

1. The IT Revolution and Its Sccial Impact
2. Internet Legal and Policy Issues
3. Expectations for the Asia PKI Forum

All Rights Reserved, Copyright (C) 2001




1. The IT Revolution and
Its Social Impact

What is the IT Revolution?

All Rights Reserved, Copyright (C) 2001
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.

I. Policies and planned activities

of APKI-J

Growth of EC Market

Japan EC Market Forecast

i ’;c: 150 e e —
=
=
£ 100 {1 BtoB EC
Nt =
= 80 BtoC EC
=
E TR
= ] ——
2000 2001|2002 |2003 2004 | 2005
\OBtoBEC| 22 | 36 | 51 | 67 | 87 | 111
{E BtoC EC [0.82411.707/3.361 (5.62419.381] 13.3
Fiscal Year
taafd eaKen o NR s s e rr o e, Suit L VL
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@Ve view of PKI

N .
\\

/[ & Electronic Government |
| 5 B1oB(SCMY i
Pars supply/Trads}] - —
2Btel !
-~ 4
l” # Electronic o
1 Authentication J_ -
| % Digiral Stgnatare

JBILERE]

.
| = The Internet etc. T TR

|
|
i

\ “SCM:Supply Chain Managoment

PEI - The infrastructure mmsg‘;msa’éﬁie to ﬂﬂveéeggm% ntef |

ry

eiemmri governmment and electronic commercs
{Public Key Infrastructure)

Outlme of Japan PKI Actwmes

 Japan PKI Activities

Private
Public

ECOM ete

Standardization of Electronic ||Commercial

- ielectronic certificates| fare | s
Lused in orivate area szgzﬁa ure law | registration

GPRI

japan Limwzz onic i wgz‘}/@g{}}; : ;M_J - MPUPT/
. Certification - M?EDT . MOJ § ©OMETT
‘Systems Promotien e st L,
Initiative

( METI/ MOQD j




[Law Concerning Electronic Signature
and Certification Services

Went through osdinary dict session io May 2= 2000 and i Loree i
Apnd 10200
Foree of Electronie Signatare
Llectronic Signature has e sz force as ordiasn
hands pittens segnatire, or sealfed privaic haper.
Deteils
Defimtion and range of effectnvenvss
Acereditanion system un designaied corniivation servess
Pepaity provisions, cle.

e
Fanint -
WJ‘} IT svstems, from now an, may be urged to be
implemented to fiil this Electonic Signature Law .

Launch of APKI-J

Japan Promotional Assoctation was formally established
on 15 Dec/700 with 71 Members.

information System Vendors
Certitication Service Providers

Trading Companies

® & ¢ ¢

Financial Institutions & Others




Organization of APKI-J
: {3 —é::siness [
~t Envirsnmend [

P : Section

I Head Offce skl —
! Promotion —

| Division) |

s Charus L3 Interoperability .

Section ;

N e Coamman

Deployment
r Board Mombars S Lo
--i Promefion L V4,

Planning Szction _ Section l T

Toveta

Activities of APKI-J

{1} Approach to Asian/Oceanian countries regions for
participation in the Forum

{2} Host the First Asia PRI Forum
{3y Promote and implement Trials‘Pilotting in Asia'Goeeania

{4y Efforts toward the globally interoperable PRI (by tving
with not only Asian/Oceanian pariners but others)
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| Coopera’ion by Asian/Oceanian
LCountries / Regions for;

¢y Inwroperazdsny between Cermificauon Authoriles
Crosa-Cortification. Adjustment of Legal Systam, 2le.

arablishment of Common infrastructure for Aswnsocanian
.

~(lobal Llectronic Commeree
~Seamicss Licetronic Government
-4 iarronie Covunerce Market common to Asiwr(iceana

PKI Promotion Activities

in the World

P Forum
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Promotion of PKI Deployment

Pﬁhm Sactor

; H
| i

Private Sector
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S e *Ogperation of authentication systern  "Legal system o
% & 2ig A0 :’:E"cﬁmnzc Authentication, Electrenic Signature Technology |
] Lryplography |
Spread
= awvi?ﬁ%f rrrrrr
74 . PR WL S ST 1
L sian/Oceanian countries/regions |

% Examination of the requirements for PES in each applicatien Beld, and interoperability
% Supply of utiiization technology to each application feld
PRI deploymen: promotion activities to Asian/Ocsanian cowsiries/ragions

Waiting to Start!:
Technical Working Group

» Identify similarities/differences of
authentication structure {tmh:ﬂ@iaowaﬁ .
operationally. legally) of each country

A

% Inv egﬁiza‘ie an inter membm model

& Process of arrangement among CAS in
1

Asian/Oceanian CoOuniries/regions
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DOCUMENT NO.09

TITLE IETFE S

()

curity Standards & Public Key

SUBMITTED BY : Dr. Stephen Ke
Co-chair - PKIX Working Group (IE7F)
Chief Scientist - information Security
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TLS v1 (RFC 2246) the IETF version.of SSL. -
‘Transports certificates for server.and client
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DOCUMENT NO.10

TITLE - PKI Forum Overview

SUBMITTED BY : Ms.Lisa Pretty
President,PK! Forum



PKi Forum Overview

Presentation for
Asia PKI Forum

June 12-14, 2001

“The PKI Forum is an international, not-for-profit,
multi-vendor and end-user alliance whose purpose
is to accelerate the adoption and use of Public-

Key Infrastructure (PKI). The PXI Forum
advocates industry cooperation and market
awareness to enable organizations to understand
and exploit the value of PKI in their e-business
applications.”
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2003

$2 500
PKI Managed Services
& PKI Software Products
52 000 B
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2000 2001 2002

Saource IDC December 2000

Market Penetration (North America)
100% -
Eval & Rejected
i " Don tKnow
a0 ;. No Plans
° Eval 12-24 mo
~ Eval <12 mo.
. O Implementing 2000
60% A B Implemented 1999
o |mplemented <1959
40% A
20% - ks
&
0% - . 5
Senver Certificates Client Certficates Client Certficates ;?‘
(Intermal) (Exemal) :
Company Size >1000 (N=639)
LmSUurc;e; Intermatonal Data Cerp., "Security Technology Survey’, November 2000




TI2K Digital Certif
BErECYR igital Certificates

: - - - -
t«ﬁ Application Drivers {North America)
{
: Applications for Client-Side Certificates
; for Company Size >1000 2 Szcure Applicasons for Intemal Users
{ — —_— 2 Suscon VPN
i £19% ; Z Secure Apphicasens for External Users
! _. 21 Erable Digial Signing

{ 53%

! %
!
!
%
[
[
t
!
3
e
|
! >1000 (N=457)
i
% . Source, 10C “Secunty Technoiogy Survey” Navember 2000 e . s T T

' E
H?ﬁ?ﬁtﬁn Where we started

» ldentified inhibitors to the rapid deployment of
PKI-based products and services
— Multi-vendor Interoperability
- Market Awareness

» Founded in December 1999 by 5 organizations

» First members meeting in March 2000

+ Organizations with executive board and working
groups put in place

o avawir At oaes ¢ sosstrat P S St et nfs GG 4 S o he ol e ARttt 1SS <4 SNSNGORLUL o WIS el S 4

:
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J%ogf%i During the first year

* Rapid Growth in Members
» Held quarterly meetings (4 regions)

* Fine Tuned working group structure with focused
deliverables

* Initiated Liaison Relationships
» Launched PKI Resources Webpage
* Promoted PKI at industry conferences & seminars

* Incorporated and contracted services to Virtual
Inc.

T R T A P oS S VPO I Y RV

fogﬁn PKI Resources Webpage

One stop for PKI information
Place to publish PKI Forum deliverable

Links to wide range of PKI sites
» Promotion of PKI Members

www.pkiforum.org/resources

e st i . SR S 1 e {8 e 30 3 bt b b e ¢ ot 3 i s o oami sl 1§ D e
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Europe

it A

North
America
4%,

S

* North America
- S48
- Canada 8

« Europe
- Belgium 2
- Denmark 1

e

nland 1

- France?

- Germam 2

- Ireland 3

- Sweden 1

- United Kingdom 10

h



Wesonvrs 4 o0 omses i rars oo

PK! - Memhership Levels

3 - Liaison— U

13 - Principal—

12 - Auditing-

80 - Associate

Y

PKI Forum Organization
& Major Work Areas

‘ Executive Board \

!
’7 President __‘

(—Management ServicesJ—‘——{ Secretary/Treasurer J

[
FB‘usiness Working Grmﬂ Technical Working GroupJ

+  CMPv2 interoperability

Education & MarketingJ Application Cerificate interoperability

»  CA-CAinteroperability

. Palicy & Privacy

»  Token Portability and interoperability
»  QCSP interoperability
«  CMC interoperability

Best Practices

Applications / Verticals . Supporting white papers, etc.

o sapat sz pr—




+  Execurtive Board
- Derek Brink, RSA Securiry
- Steve Lloyd Entrust

Warwick Ford. VeriSign °

- Max Rodriguez, IBM
- Jackson Shaw. Micrasoft
- Bill Garvin, Baltimore -
- John Sabo. Computer Associaies

+  PKJ Forum Staff .
- Lisa Pretry. Presiden:

- Virwaal Inc. staff .

Technical Working Group
- Ancrew Nash, RSA Security
- Mlark Davis. Tivoli/IBM

BWG Education &
Marketing

- Brvia Schulz, RSA Securtty
BWG Policy & Privacy

- Jan Lovorn., Proregrity
BWG Best Practices

- Blair Canavan, Chrysalis-ITS
BWG Applications

- Sandra Sanaton, VISA
International

Ctdriiim PKI Forunm

b o S8

Members Neetings

The PKI Forum has held quarterly meetings since its
formal launch last March. Meerings consist of one
day of plenary sessions followed by two aays of
working group sessions.

o March 2001 - San Jose, CA

« June 2001 - Munich, Germany

« September 2001 - Toronto, Canada
+ December 2001 - Singapore

~1



Privacy & Policy Business
Working Group

Mission Statement:
“To provide information and guidance on the policy
and privacy needs and issues related to the
development, implementation. and usage of PKI.”

Work Iterns:

« PKI Policy Principals

» PKI Policy Note

+ Whitepapers, regulatory review

I

%o%%gn Marketing/Education Business
Working Group

Mission Statement:

“To create informational pieces that help promote the
understanding and value of PKI from both a business

and technical perspective.”

Workitems:
» Whitepapers, notes and presentations

auvrosc oy

spresivriee e ooy

£




Best Practices Business
Working Group

Mission Statement:
"To reach a consensus on an agreed-upon set of
internationally recognized standards. policies and
audit procedures that ensure the overall integrity.
effectiveness and interoperability of trusted PKI-
enabled implementations.”

.

Workitems:
+ Collection of pieces for Best Practices Whitebook

e o R 8,

Applications
Business Working Group ;

Mission Staternent:
“To provide a forum that encourages sharing business ‘
experienice, and to produce deliverables that highlight
the driving PKI applications within Financial Services, "
Healthcare, Government, and other influential vertical
markets.”

Workitems:

« Case Studies and Industry overview :

» Healthcare Industry Overview (PKI Note Series)

£ A S A AN 880 4 0 it el

Flnn s s v aban & an oA ST 18 s N e ol e erbeemaenn e G




« Application Certificate Interoperability

*  Mission Statement:
“To accelerate the adoption of PKI by championing product
interoperability through testing, demonstrations, white papers and
profile development.”

Work Iterns

» Interoperability Framework
» CA-CA Interoperability

» CMP Interoperability

» Token Portability & Interoperability
*  Whitepapers: LDAF, OCSP, Path Construction, Interoperability, etc.
+ Interoperability Profiles

j y Is Interoperatb

Important?

* Flexibility and choice
 Mitigation of risk

» Ultimately, the fundamental goal is to
provide seamless application-to-application
interoperability

10



| % P - ;"@{" be |
{ Foram The Role of Standards

« By definition. standards are typically designed to be
generic and flexible

» Thus, standards promote interoperability - they do not
guarantee it

+ Profiling standards and interoperability testing are
essential in order to achieve multi-vendor interoperability

rdrdin

i3
%
o

PKI Related Standards &
Specificaticns

» Several organizations are working on standards
and specifications in the PKI space

— International Standards Organization (ISO)
— Public Key Cryptography Standards (PKCS)
— Internet Engineering Task Force (JETF) ...

Visit:
http://www.pkiforum.org/resources.htm! for

links to several standards and specifications

2 e o o ]

11



+ PKI Forum several projects underway
+ European Electronic Messaging Association (EEMA) PKI ;
Challenge 2 year project 7
« Communications - Electronics Security Group (CESG) recently 7
completed interoperability bake-off
+ Orther initiatives:
- USA Fed Government
- Asia PKI Forum

- Vertical market specific initiatives

The PKI Forum works in a co-operative manner with other
organizations with a goal of sharing results and minimising
work effort - liaison efforts are underway with many
organisations performing interoperability testing.

1R CMPv2
? Interoperability Project

+ Co-sponsored by ICSA and PKI Forum
» Significant number of vendors involved
» Includes the following CMP messages:

— Initialization request/response

- Certificate request/response

- Key update request/response

— Self-revocation request/response

- Cross-certification request/response
« Lessons learned filtered into CMP Version 2
» Testing ongoing
« Press release {January 2001) available from PKI Forum Web site




Application Certificate ;
interoperability Project

+ Purpose is to demonstrate interoperability of certificates
issued by different vendors in several application contexts
- SSL
- S/MIME

— Certificate path processing

« Results /lessons learnead 1o be documented once f
completed :

CA-CA

interoperabiiity Project

» Purpose is to produce a white paper focused on inter-
domain “trust relationship” issues

» Topics discussed include:

- Technical options for establishing inrter-domain trust 3
relationships

- Survey /synopsis of related initiatives
Role of CP, CPS and PDS

— Recommendations ¢

» Paper can be retrieved from PKI Forum Web site




Token Portblllty and
Interoperability Project

<)
m

Purpose is to "explore the problems with token interoperability and
how the lack of token interoperability inhibits the deployment of :
PKI" 3
Specific areas to be addressed include: ;
- Identification of business requirements :
. Applicable environments (Windows. Java. etc.) E
- Applicable technologies (CAPL, PKCS#11, PKCS#15. IETF Sacred, etc.)

- Requiremnents for conformance testing

— ldentification of any liaison requirements

_ Assess the need for a "Token Best Practices Guide”

1RKL

EEMIA: PKI Challenge (pkiC)

Two year project started January 2001
Fully funded by European Commission
14 members in consortium

Participation open to technology providers and end user
community

Currently working on a common agreed framework for
testing

14
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CESG (UK Government)

PKI & Secure Messaging interoperability project (Government
Focus) to demonstrate interoperability between different commercial
PKI CA/RA products for signed email application

Phase I completed with 11 vendors testing during a week long bake
off (February 2001)

Considerable progress with respecrt to interoperability was noted and
risks of implementing a PKI (for signed e-mail) were considerably
reduced

Phase I Report available at
http://www.cesg.gov.uk/cloudcover/PXIdermonstrator.him

Phase [I will focus on encrypted S/MIME messaging and 16 vendors
have expressed interest in participating
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Summary /Observations

4

Multi-vendor interoperability considered by many to be an essential
ingredient to the success of large-scale PKI deployments
PKI Forum established to help expedite multi-vendor
interoperability

- Vendor-led, Customer-driven

- International

- Co-operation through liaison relationships
Issues go beyond technology to achieve global interoperability -
policy and procedures play a large role
Progress is continuing to be made based on the work of many
organisations working together

RO

01 e 4 A s i A4 O S AU Tk ARETIE G €

QUESTIONS?

PKI Forum'’s Unique Role
ADVOCATING

industry cooperation
ADVANCING
market awareness
ACCELERATING
PKI adoption
www.pkiforum.org

Info@pkiforum.org
+1.781.876.8810

16



Scenarios of PKIi
Deployment in Asia
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LASEE & ? DOCUMENT NO.11
TITLE : Digital Revolution and Secure Networks
Bigital Development and PKi
SUBMITTED BY : Dr.Osamu Sudoh

Professcr,Doctor of Economics,
The University of Tokyo
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YWhat is the identrus ?

1
-y Digital Certification Project which main financial
—i institaiions will be invelved

Expected Global Standard of Digital Certification Service

M Identrus LLC, at New York, US
-decides the rule of CA which financial institutions recognize
- decides the condition of standard CA system
*controls the Root CA
M attending financial institutions
-manages the CAs according to Identrus

-issues the digital evidence document according to Identrus for
client corporations

Certification Model of Idenéirus

Source : SUN Microsystems

the Publjc Kev issued bv the Root o«

i e
.\‘\‘—-—.—‘___m__ -

e et
the public key issued by CA1and CA4
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PKT in the Future

mInteroperability




DOCUMENT NO.12

TITLE - PKl in Korea

SUBMITTED BY : Dr.Ki Yoong Hong
Member of Task Force Team,
Korea PKI Forum, Korea



Ki-Yoong Hong, Ph.D., P.E.

kyhong®@ksign.com

PKI! Suucture in ¥orea
{Licensed CA)

~Government -,

/:/ c_I0) \

Foreign CA

7 e
e Cer  Updates
TR \ocal T S Sems S
Licensed. Rerozzuon Licensed Cross Licensed °° Licensed,
ca DocA st ca ca
KOSCON - (RICA) - JRFTC. WA
472000.2.10 “K72000.2.10 ¥ 2001.3.92
™, :
{_RA
,z\
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Emviromments for ulllization & PYK] themes

~ NMumbers of Internet users in Korea : about 20,930,000 March, 2001]

~ February. 1999, released date of Digital Signature Act,
to retain secure e-Commerce.

- State of Certificate issuance (approx. 456,500) May, 2601]
server : 103, corp. : 83,170, private = 373,240 ..
- GPKI ; The MOGAHA prepares to do certificate service for Government

«f MOGAHA : Ninisiry Of Government Adminisiration and Home Affairs

« Status of Wireless PK}
2 Meobile Telecomn Company
+ SH-Telecorm @ 011, 817
 KETF r 818, 618
+ LG-Telecom : 018
- m-Coimmerce will be based on environment of Licensed €3

~ By year 2002, 10M people will use Digital Signature in Korea

= Activities
2 Criteria and guidelines for Intemet & Wirsless PXJ
2 Technology & Standardiration
- CA & RA server, Xey Management Systern and et
« Digital Signature/Encryption Algorithm
* Protocels
- Interoperability and elc
d e-Government (Government PKI)
J Wireless PKI : Mobile, PDS, IMTZ000 etc

~ PKI Applications

J XML, DRM

0 Web mail

O VPN, 1IDS

O Digital Invoice

4 Digital Prescription

[ Validation Services

O e-dealing with the civil petition ste

3 E-mazil Security

2 Server Security

o Internet Banking
3 Cyher wading eic




Measyures 1o achivate PKI wtilzetion

W

- Recommendation io use certificate

_ pevelopment of many application area

- Tryber wading + Administative o-Documents
- Ualidation of the e-Transaction ¢ Electronic Government Seai
- Exercise of the e-voie + a-Prescription
+ The issuz of e-soupon and s-money - Digkal Tax Service
- z-dealing with the civil peliten
~ Promotional and educational aclivities
2 PEE Promotion Lzafel & Tampeign
O WP Certificale Tesiing Servica
- Seminar and sonierence on the PRI
» Seourily World Dxpo 2007
« PR Conlerence
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SUBMITTED BY

DOCUMENT NO.13

. Scenarios of Public Key Infrastructure(PKi)

in Malaysia

- Dr. Mohamed Arii Nun

Chairman,MSC Trusigate.com
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Progress of Digital Transactions iz
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P.X.1 issues i

Future P.K.I. “lans

Summary.




« Security has always been a major concern in
Internet transactions.

- Digital Signature Law was established in
1997.
— recognizing Digital signature to be as good as
physical signature.
- Digital Signature Regulation was established

in 1998.

— Guiding the establishment and operating of
Certification Authority (C.A.)

Currently, all Flagships in MSC, like
e-Procurement and e-Government
are designed to make use of PKI.

e-Banking is also embracing PKL

G.M.P.C. is designed to incorporate
Digital Certificates.

There 2 fully licensed National C.A.
to issue digital certificates.




« Awareness is a big issue (many are still
not willing to budget for Internet
Security).

> Beyond the border inter-operabiiity is
another big issue.

- Harmenization between the various
“trade laws” in recognizing Digital
Signature is still an issue.

e The laws, which was established in
1997 and 1998 was pioneering. is
it due for review?




+ Harmonizing all National Trade Laws to
recognize Digital Certificates.

- Updating the current Digital Laws to the
current progress of digital world.

+ Increasing awareness to the needs of Internet
Security for e-transactions.

- Encouraging countries (especially ASEAN)

to achieve “inter-operatibility” in Digital
Certificates.

v epprer
% MSC Trustgate Com

3 KEY AREAS OF INTEROPERABILITY BETWEEN
NATIONS

1. Legislations : ‘
— Digital Lav&s‘ must be harmomzed It must be inter-operable.
Very d;ﬁicult reqmres hational cooperation.
2. Practices (Pracedures) '

— Trust pohcws for mutual acceptance of Digital Certificates
ed. Also requzres nat:onal cooperation.

3. Technolagya

— Marketw ceate the mteroperabﬂm af iechnolo gy. Its
chancrmg Natiopa 'ntervcntzon ieast r-equxred here.




Foundation for Digital Transactions is ready in
Malaysia.

Though awareness is still iow, uptake has
started.

As a grouping, we must be ready to discuss the
inter-operability issue NOW!!

Malaysia is on the next wave of implementing
Digital Transactions — harmenizing the “Trade
Laws” and enhancing curreni Cyber Laws.

We are happy to be of assistance, if required.

i
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SUBMITTED BY : Dr.Kwok Yan Lam
Steering Commitiee member
Technology Workgroup Chairman,
PKI Forum Singapore



Asia PK| Forum Panel Dis

Dr Lam Kwok Yan
PrivyLink international Limited

'+3 fme 2001

G0, Srvviank mternationsl 156, Alf Rights Raserved.

Projylins

Agenda

= Current status of PKl in Singapore
= Public CAs
= PKl-based applications
= Issues encountered
= adoption rate
= technical issues
» Plan for expansion/deployment of e-transactions
= Singapore PKI Forum
» Cross—country interoperability
= Diraction for PKI applications
o Exgmpie




Public CAs

= Netrust Pte Ltd
1st Public CA in South East Asia
Formed in july 1897
JV between Keppel T&T Ltd and NETS
http:/ /www.netrust.net
= |D.Safe Pte Ltd
= 1st Licensed CA in Singapore
= {ncorporated in June 1999
= Qperational since 1 Feb 2000 N
. JV between CISCO Computer Services and Singapore Post
: iﬁtfp"[,!ww;zv.idAsafe.com.sg

e oA Ca

. ‘ fryLing
Government Applications i

Singapore Sports Council

- Online booking of sports
facilities (badminton,
basketball, soccer, etc.)

Customs & Excise Dept

«Closed Web-based
application for submission of
customs declaration and

© payment.

Frvag, v go




Enterprise Application

BR2B E-Commerce Hubs

- Typically host business catalogs, provide a
transaction engine for order processing,
invoice inquiry, payments and accounts
receivable transaction matching, as well as
integration to back-office system.

Issues

PKI may not be suitable for ali applications
» match security protection vs risk exposure

» match cost effectiveness vs cost of rollout e.g.
smart card '

» Market Awareness of Risk is jow
= Little or no interoperability of enterprise
applications

= {east of all, cross-border, cross-application
interoperability

.= Low Adoption Rate




Privyliok

Low Adoption of PKI

, Impact on performance of applications f

I Lack of awareness [ 1 Interoperability [

LCost & complexity of deployment ‘

i Cross boraer issues ]

+

K { Lack of killer applications {

![ Lack of demand '

% Privylink

The Interoperability Challenge

;;“mtfcw 8G, HK, MY, TW, ~ Many initiatives driven by
€ countries, application
and technology

Industry: Identrus, SET, .
JETCO, SNS, eic providers

Lack of consistent legal
framework

Non-benchmarkable

Technology: CA, BA, TS, CRL, etc
e quality of CA Operations




The Singapore PKI Forum

PKIFORUM SINGAPORE

Technelogy Warkeg Grocp. - Asereness dorking GrowD, - Projects Working Group .

Priyyiink

The Technology WG

« Recommend solutions to address issues relating
to interoperability, legal, policy and technical
barriers

= Address PKl technology related issues, including
the technical difficulties of impiementing PKl in
Electronic and Mobile Commerce
« Conduct technical and policy research and
’ " develop recommendations
-~ = Liaise with the National IT Standards committee
- in developing the recommended PKI standards




The Direction of Technology WG

» PK] is difficult to use

= CAs are getting more complicated and
difficult to understand

= Application—oriented PKI initiatives are better
adopted

= |t’s easier to promote PKl in selected
communities

.= ysers see more compelling reasons for PKI

= Technology-driven effort is hard to succeed ‘

Privylink

Our Development Philosophy

» Fit-for-purpose
= killer-applications
» Cost—effective
= Multiple delivery channels
= [nternet, mobile, PDA
- = Flexible end-user devices
= PC, GSM, Set-top box, PocketPC, Palm
ervice provider independent
CA, ISP, Telco, ASP




Recent Activities

» Secure Document Exchange for B2B E-Commerce

= Aim to develop secure platform for supporting
cross—-country B2B e-commerce

= SDX platform that interoperable with most
regional CAs

= SDX platform: gy
= SLIFT from PrivylLink

* Regional CAs:
= DigiCert, HK Post, ID.Safe , JETCO , KSIGN

Netrust, Taiwan-CA

Privylink

Megn oo

PrivyLink International Limited

http: [/ /www.privylink.com/

PrivyLink (HK) Limited PrivyLink Pte Limited
Portion B, 38/F 77 Science Park Drive #02-05/07
Rank of China Tower CINTECH Hi
1 Garden Road Singzpore Science Park |
Hong Kong Singapore 118256
Tel: (852) 2523 3908 Tel: {65) 882 0700

Fax: (852) 2501 5503 Fax: (65) 872 5490
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The First Asia PKI Forum“

L P =3 L)
Tnn O hinese . oina’
HAE GrddiliOOw QUi L4

Chinese Taipel Promotion Association tor Asia PKI Forum
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E-Transaction Status
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Item [ 1999 2004
B2B ¢Commerce ! R 37.8(60"0)
Chinese Taipei B2 eCommerece ‘ 0.3 )
Overall eCommerce ‘ S0 Rh

Sotirge D3 2000 Institute for Information Industes
The number matde ¢ stands for CAGR

High market value = [ligh trust reguirement =¥ High PKI requirement

On-Hine Business
Example: TradeVan (source 2000 vear)
C ustorns Deelared Tantt @ USS 1 7 hillion

Number of Customs Tanff Declaranon @ 155,330

High overscas trading rate = High cross-PK! requirement

Chinese Tainet Pramouosn Association for \sia PRI Forum

Principals for CA Structure

Market-lead development and management

Follow up fnemnational standard and rule

Few involvement by Gov, and Self-constraint by mdusinies
Promote CA risk management and msurance system
Ericourage CA information transparency

Protect consumer privacy and rights

L I I I B .

Encourage competitiveness berween industries

Chunese Taipei Promotion Assoctation for Asia PRI Forum




Electronic Signatiure

Chinese Taine Promoetion Associanon for Asia PK1 Farum

Fnvirenments for Asia PKI {observaticn)

From cuityre poind of view:

& Lack of transparency in Asia market
& Conservative investment concept (don’t want to take risk)
&% Lack of deadlinc sensibility
% Particular consumption model
& Distinction between Asian & Wesiem
Seal Certificaie n Japan and Chinese Taipel

(Seal Certificate is more adoptable for Asian rather than Wesiemn

untries due to the culture discrepancy.)

CcO
i) * Bons wpd .
Erom epsration point of view:

& Follow up the intermational standard and management.

& 3 kinds of CA structure including Bridge CA Model. Hierarchical
Model and Mesh Model.
Chinesc Taipel tends toward Briage A Moda! due to its flexible
characteristics and market-lead consideration. o

Chinese Taipei Promotion Asseciaiton for Asia PRI Forum
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Measures o activate PKI utilization (1)

1t
lax Paving Office
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Tax Burcau

= complete on=hne tas reporing -
cermficate Tax Bureau

« Link to seareh and downlosd
related 2 anturmanon
» Moditv sccounun i oalance

Tax reporting gver Internet

Traditiona] tax reporting procedure -

Benerits:

= Enhance data accurac

L ratse 70" operation efficiencs

o Successful tax reporting are over 11,000 records. (2000, March)

e Fill out and review ncome mformation, and digitally signed reparts 1o pay raxes -
via banking accounts automatbically

Measures to activate PKI utilization (II)

Electronic Document

=

~Privare Key

«Privare key -
+Ceniificate

«(Cerificate e

s Developed a non-repudiation mechanism for ¢lectronic messaging. (1998)

e More than 1000 government units and more than 3,000 officers exchanging
signed mails over GSN.
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Measures to activate PK1 utiliza

& Securc Bank Monthly Report
& Secure Central Payment Admission

& Mobil Vehicle Business Service
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The Chaiman o Business Part o APKI-L Anomay a2 Law

WHERE WE ARE

Our Standpoint and Internetin Japan

1999.4 IT Action Plar( Japanese Governmen)
1999.12  Millennium Project ( Japanese Governmend

2000.4.11 Amendment of Commercial Reagisrration Law
The Electronic Authentication Systems
Based on the Commercial Regisauon Sy stem
2000.5.51  Law Concerning Electronic Signatures and

Certificarion Services

2001.4.1  This System Started




Internet in Japan
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Where we are heading for 7

Digital Signature Digital authentcation
« Are there any business models 7
« What kinds of scrvices will appear ?

« Is the system safety ?

« What is the merit to use ”?
« What will happen from human crror ?
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Asia PKI Forum Charter

Twentieth-century business styles and lifestyles are changingl dramatically
in the 21% century with the rapid development of IT and the spread of
advanced_networks, such as the Internet. E-commerce made possible by IT
has réndered the conventional relationships among enterprises and between
the government and citizenry more flexible and diversified. As a result,
society now holds more possibilities and diversities than ever before. E-
commerce in the Asia/Oceania Region (hereinafter “the Region”) has the
potential to create a seamless, borderless, and affluent society that exceeds

conventional communities and national borders.

To realize the society described above requires high-security infrastructures
for information distribution and trade. Building Public Key Infrastructures
(PKIs) is one of the essentials in achieving this goal. The PKI of a countxy
should reflect that country/area’s legal system and technology and thus will
not necessarily be interoperable with other PXIs. Therefore, great effort must
be made to secure interoperability among national PKls as the
infrastructures are developed. The private sector, which will utilize e-
commerce, must strive to overcome the various barriers unique to each

country or area. o

Based on the above understanding, we hershy announce the creation of the
Asia PKI Forum and agree to collaborate to provide solutions ic common
issues in order to promote the establishment of interoperable PXIs
throughout the Region and the realization of borderless and seamless e-

commerce.

Charterl3june.doc



Article 1 (Name)
The name of this organization is “Asia PKI Forum” (hereinafter “the Forum”).
!

Article 2 (Objectives)

The objectives of the Forum are to promote interoperability among PXIs in
countries/areas in the Region and to activate e-commerce utilizing the PKIs
in the Region.

Article 3 (Fundamental Principles)

The members of the Forum shall observe the following fundamental

principles for achieving the objectives as specified in Article 2.

(1) Recognizing that the first priority is to realize seamless and borderless e-
commerce in the Region, the Forum will coordinate members’ cooperative
actons toward identifying cross-border issues and their solutions for the
mutual benefits of all the members.

(2) In all its activities, the Forum will respect differences in areas such as
legal systems and technology development in member countries/areas,
and will make every effort with full support of all the members to help
resolve cross-border issues in order to achieve interoperability.

(3) All of the Forum’s activities will be implemented through the voluntary
efforts and initiatives of members.

Article 4 (Activities)

The Forum will implement the following activities necessary to help resolve

the cross-border issues so as to achieve the objectives as specified in Article 2,

as well as to observe the fundamental principles as specified in Article 3.

(1yHold forums and promote information exchange with the aim of
identifying cross-border institutional and technical issues.

(2) Conduct necessary surveys, pilot experiments, and facilitate discussions
in the working groups to identify and address in detail the issues
involved.

(3) Collaborate effectively with various activities regarding e-commerce in



other regions.

(4) Participate in technclogy standardization of PKI and promote PKI
interoperability among the Forum members.

(5) Study and compare legal acts and systems regarding electronic-
transactions.

(6) Promote friendly relations among the Forum members.

(7) Undertake any necessary and appropriate activities to achieve the goals
set forth in Article 2.

z

Article 5 Membership)

Basically only one PKI promoting organization in a country/area in the
region shall be admitted as 2 member of the Forum. The Steering Committee
shall define the eligibility of membership and screen each application for
membership submitted by candidates. The General Meeting shall approve

decisions made by the Steering Committee.

Article 6 (Organization)
(1) General Meeting
a) A General Meeting shall be held once a year with the attendance of
members’ representatives.
b) The General Meeting shall approve decisions made by the Steering
Committee and make important resolutions regarding the activities of

the Forum.

(2) Steering Committee

a) The members of the Steering Committee shail be elected at the
General Meeting from among the members of the Forum and each
member shall exclusively represent the respective country/area in the
Region.

b) The number of Steering Committee members shall be decided at the
General Meeting.

¢) The Steering Committee will study and decide policies on the
activities and management of the Forum and member eligibility, and
seek General Meeting’s approval of these decisions.



(3) Chairperson and Vice Chairpersons

a) The Chairperson and up to three Vice Chairpersons shall be elected at
the General Meeting from among the representatives of the members.
The term of service shall be one year. The Chairperson and the Vice
Chairpersons may be re-elected for a second consecutive term. In any
event, the term of the Chairperson and the Vice Chairpersons shall
not exceed two consecutlve years.

b) The Chairperson shall take a leadership role in the activities and
management of the Forum and shall chair the meetings of Steering
Committee and the General Meeting.

¢) Should the Chairperson or any Vice Chairperson become unable to
execute his or her duties for any reason, the organization from which
such officer is elected may nominate a temporary or permanent
substituting officer to take over all the duties and responsibilities of
the previous officer for the rest of office term.

(4) Secretariat
The secretariat shall be set up at the Chairperson’s country/area to

perform the required tasks.

(5) Others
Working groups and other subordinate organizations shall be formed as

necessary.

Article 7 Membership Dues)
Membership dues shall be collected and members shall pay their dues
according to the resolution, which shall be approved at the General Meeting.

e

Article 8 (Miscellaneous) -

Other rules/bylaws and matters necessary for the operation of the Forum
shall be determined by the Steering Committee and/or other Committees and
shall be approved at the General Meeting.
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Joint Communiqué
(Tokyo, June 13, 2001) =+ 4

On Junel3, 2001, representatives of PKI promotng organizations from 8 countries
and areas™ in Asia and Oceania region had a meeting in Tokyo to discuss
establishment of a regional organization for promoung PKI, and facilitating e-

commerce in the region.

1]

At the meeting, the establishment of “Asia PKI Forum” was agreed and the
content of a Charter, which incorporates the principles of “Asia PXI Forum”, was
also agreed by the representatives.

These principles address the fact that 20® century business styles and lifestyles
are changing dramatically in the 21% centuxy with the rapid development of IT and
the spread of advanced networks, such as the Internet. E-commerce made possible
by IT has rendered the conventional relationships among enterprises and between
the government and citizenry more flexible and diversified. As a result, society now
holds more possibiliies and diversities than ever before. E-commerce i the
Asia/Oceania region has the potential to create a seamless, border-less, and
affluent society that exceeds conventional communities and national borders.

To realize the society described above requires high-security infrastructures for
information distribution and trade. Building Public Key InIrastmctures (PXIs) is
one of the essentials in achieving this geal. The PKI of a country, snould reflect that
country/area’s legal system and technology and thus will not necessarily be
interoperable with other PKIs. Therefore, great effort must be made to secure
interoperability among national PKls as the infrastructures are developed. The
private sector, which will utilize e-commerce, must stwive to overcome the various

bgniers unique to each country or area.



Dr. Tsutomu Kanai, Chairman of Japan Promotional Assodation for Asia PKI
Forum (APKI-J), was elected as its first Chairperson.

Dr. Y.T Lee, Chairman of Korea PKI Forum, and Mr. Lucas Chow, Chairman of
PKI Forum Singapor_‘e, were elected as Vice Chairpersons. It was agreed that the
representative of an organization from the People’s Republic of China would be the
third Vice Chairperson, if identified within two months from the date of the
meeting.

The Forum will make further efforts to invite similar PKI promoting crgamzations
in the region to join theForum for realizing the regional interoperability of PKI.

(*8 countries and areas are Australia / People’s Republic of China / Hong Kong,
China / Japan / Republic of Korea / Malaysia / Singapore / Chinese Taipei)



This Joint communique, dated 13 June, 2001, is jointly issued by the
representatives at the First General Meeting of Asia PKI Forum, held in Tokyo,

Japan

Steve ORLOWSKI

Representative
Certficadon Forum of Australasia (CFA)

People's Bepublic of China

Qin XU

Deputy Director-General
State Development Planning Commission (SDPC)

Hong Kong, China

Ping-Chuen LUK

Postmaster General

Hongkong Post

Japan

Tsutomu KANAT

Chairman

Japan Promotional Association for Asia PKI Forum




Republic of Korea

YT LEE

Chairman
Korea PKI Forum

Malaysia

Mohamed Arif NUN

Senior Vice President
Multimedia Development Corporation Sda.Bhd.

Singapore

Lucas CHOW

Chairman
PXI Forum Singapore

Han-Min HSIA

Chairman
Chinese Taipei Promotional Association for PKI Forum




The representatives at the First General Meeting of Asia PKI Forum, held in
Tokyo, Japan, jomntly issue this Joint communiqué, dated 13 June 2001

Australia

/"7f!-ff7 *

Steve ORLOWSKI

Representative

Certification Forum of Australasia (CFA)

D,
Qin XU ‘4 éﬁ

Deputy Director-General
State Development Planning Commission (SDPC)

Ping-Chuen LUK

Postmaster General

Hongkong Post

Japan

Lj T

Tsutomu KANAT

Chairman

Japan Promotional Association for Asia PKI Forum




Republic of Korea

YT LEE

u% ™ v A
Chairman N %/
Korea PKI Forum } /
Malaysia

j/
Mohamed Arif NUN M )

Senior Vice President
Multimedia Development, Corporation Sdn.Bhd.

Lucas CHOVLVaM/\/R

Chairman

PKI Forum Singapore

Chinese Taipei

Flan-Min HSIA //Lﬁ/ 4 /7/< —

Chairman

Chinese Taipei Promotional Association for PKI Forum
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Founding Prospectus
Electronic Commerce Promotion Council of Japan (ECOM)

The rapid expansion of electronic commerce (EC), governmental promotion of electronic government
projects, and other factors are accelerating Japan's digital revolution. Revolufionary changes are predicted
in our economic and social structures, and in the structure of value added creation activities (the value chain)
in existing industries to one differing from what we know today, while the daily lives of the average
consumer will change, as well.

Revolutionary changes of this magnitude will most likely be accompanied by extensive rationalization in
the existing enterprises, while consumer protection and other issues fail o keep pace even now. The
fransition to computes and electronic commerce cannot be painted entirely in colors of rose.

If Japanese industry procrastinates in computerization, however, not only will foreign industry snatch up
domestic demand, but hope of its popularization among the people will be lost as well. If we wanf I
sirengthen Japan's economic activities and industrial competitiveness, we must vigorously develop EC.

By computerization, we do not mean just the introduction of the systems. In the process of electronic

commerce's rapid growth in the real community, many conventional systems and arrangements will have to
be changed to adapt to the digital community, or entirely new systems and arrangements will have fo be
made. o .
These new rules will be directed by industry and the people, and must have o global perspective. As can be
seen in the developments of Global Business Dialogue in EC {GBDe), there is a growing trend among the
global industrial community to. meet to draw up unified policy frameworks which transcend individual
interests on various EC issues, to take a global perspective in making and pracicing its own rules, and to
make specific recommendations fo" their. respective governments. Japen, as the leader of the Asian digital
revolution, must take part more, independently, more actively, and more sirategically than it has in the past,
alongside Europe and the US, in drawing up the international rules of the digital community.

In order to do so, Japan, too, must i:oUgecf the wisdom and exp{erieqce fh'cz_i it has cultivated concerning
EC and join this important movement. R oL s ’

The Jopon EC/CALS Organization (JECALS) has been ‘active in BtoB elecironic commerce, the Electronic
Commerce Promotion Council of Japan (ECOM) in BtoC, and the Center for the Informatization of Industry
(Cll) has been active in electronic data exchange. Having accomplished much to make EC work, however,
JECALS and ECOM were dissolved in March 2000, . 7% .0 erat T T

With the success and growth of EC, more and more issues cuf across what have been regarded as BioB
and BtoC Framewaorks; if we want be o primary source of EC-related information; for the world as well as
Japan, we must collect the results of research conducted in'these organizations and, with the ingenuity of
industry, contfinue to work on new problems. T

Industry has therefore assembled to establish & new organization, the Electronic Commerce Promotion
Council of Japan, to facilitate close cooperation in promating electronic commerce and standardization such
as XML/EDI and STEP (standards concerning expression and exchange of product model data), an effort
which had been carried out separately in the earlier organizations.

The council expects, considering the remarkable technological development of EC, to be active over the
next four to five years. It will, over that period, make rules and recommendations fo the government to
achieve secure EC in both BtoB and BtoC, establish, maintain, and manage international standards based on
user needs, and conduct activities to further promote EC and make international contributions in this field.
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124 General Méélings, Board of D ‘Meéfings)  and Committee Activities. "

(1) General Meetings
General meetings are held annually, in principle within three months of the end of the business year.
General mestings are comprised of the Board of Directors, A regular members, B regular members, and
special members. The General Meeting passes resolutions on items determined by Council regulations {election
of directors and advisors, changes in regulations, and other policy issues) and receives reports on activity
conditions.
{2) Board of Directors Mestings :
Board of Directors meetings are held semiannually, prior io the beginning and after the end of the business
year.
The Board of Directors and advisors are elecied at the General Meeting by Board members (company
representatives) and spscial members. The Board of Direciors passes resolutions on imporfant items concerning
operation of the Co%Wby Council regulations (operating budgef, operating plan, seiflement of
accounts, and operaiing report}.
(3} Planning Commitiee
The Planning Committee coordinates and considers study themes, acrivity policies, and other issues related
_fo the operations of the working groups. Additionally, the Planning Commities also establishes subcommifiees
within the committee for study of important new themes and proposes establishmenr of new working groups as
necessary.
In principle, the participating members of the Planning Commitiee and its subcommittees are limited to Board
members and intelligent people.
(4) STEP Commiiiee
The STEP Committee studies specific issues related to STEP activifies. In principle, only Board members
representing companies with an inferesi in STEP can participate in this committee. (Fxpenses for the STEP



activities are seprately needed.)

121 \Working Group.Activifiés|

Working Groups have been formed for the following major themes to consider issues concerning electronic
commerce (including operations and systems). Working group activities include consideration of issues and
formulation of standards and agreements, guidelings,, operating procedures, and other specifications. [Working
groups are also established on an ad hoc basis as deBlied necessary.)

- Consumer Issues Working Group (consumer’s privacy protection, personal data protection, electronic settlement,
and other consumer issues)

- Authentication/Notary Working Group (implementation of guidelines, upgrading of versions, systemic
infrastructure, and other authentication issues)

- Security Working Group (security seal support and other security issues)

- Business Model Working Group (Web business model, SCM business model, and other business model research)
- Diffusion and Promotion Working Groups (XML/EDI: Diffusion of standards; STEP Implementation Working
Group: Promotion of practical application)

The results of working group activities are collated to formulate and disseminate standards for elecironic
commerce. Specific activities include collaboration with international standardization promotion organizations,
deliberation of standardization proposals, including Japan's propasals, and active promotion of practical
application support activities for domestic standardization.

- Maintenance and administration of ClI standards

- XML/ED! standardization

- Participation in and cooperation with ISO/TC154

- Participation in and cooperation with ISO/TC184/5C4

- JIS standardization (Cll, EDIFACT, STEP}

- STEP {ISQ domestic commitiee, response fo international commitiee, formulation of standards, diffusion activities
geared to small and medium-sized companies)

4] Diffusion and Publicity Activities’

ECOM engages in a wide variety of activities for diffusion and publicity of electronic commerce to the largest
possible audience. These activities include information dissemination via the Web, symposiums, seminars, training
workshops, exhibitions, electronic commerce experlence seminars, and introductory seminars for electronic
commerce held in areas ihroughoui Japan.

5/ International Céopéeration Activities

ECOM promotes close relationship with many overseas EC-related organizations through information
dissemination via the Web, survey of overseas EC trends, international cooperation for EC acfivities with the Japan-
South Korea ECOM, participation in and cooperation with UN/CEFACT, and international support by the
Consumer [ssues WG. T

6] Research Activities it

ECOM dlso conducts market research in Japan and trends research of conditions in foreign countries through
collection of matericils.
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Notes _
1) Expenses for the STEP activities are separately needed.
2) In_addition to member passwords, separate Web member page passwords are issued to

members participating in working group activiiies, and these members receive newslefiers, the
bulletin, and reports of results. Additionally, each working group holds seminars concerning ifs
specialized themes when necessary.

3)  Pages for members provide information limited to members, priority dissemination of
information to members, invitations and priority registration for conferences sponsored by ECOM
and related organizations, and other information concerning electronic commerce.

4) In principle, seminars are held ten times a year. Symposiums for announcement of results are
held annually, and other special symposiums are held during compufenzahon month and on other
appropriate occasions. Perlodxc seminars are open fo the public. Associate members are grcmfed a
EP_EWT/ and Board members and A and B regulcr members can participate fie_iaf

charge.
"—~.._____’——‘




ECOM Organization Chart

General Meeting

Board of

Directors

Adviser

Secretariat

Planning Committee

- e-Market Place
Subcommittee

STEP Committee

April 2, 2001

Working Group

| 5 Security WG

1 Consumer Protection WG

2 Personal Data Protection WG
3 Settlement WG

4 Authentication/Notary WG

6 Business Model WG

7 Mobile EC WG

8 e-Government WG

9 XML/EDI Promotion WG

Standardization Group

+ XMIL/EDI Group
- STEP Groun

Public Relations Group

- Public Relations

- Forum

International Relations Group

- International Relations

+ Japan-Korea EC Promotion Council

General Affairs Section

Accounting Section

Secretariat: Japan Information Processing Development Center-Electronic Commerce Promotion Center
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Non-profit private sector

To Promote EC in Japan
Préparation of Rule _

Standardization
Diffusion
Publicity
1
Mission

v'Establishing a new business environment
Al businesses and consumers can participate with
confidence

v Establishment, maintenance and spread of standards
for conducing EC

v Proposals to government
Playing a part of activities between government and
private sector

v'Expanding the use of results by other countries
(especially to Asian countries)

%]




Center for the
Informatization of
Industry (CII)

Promotion and Diffusion
EDI Standard

Control of Standard
Enterprise Code

R e T T T

Electronic Commerce Promotion Council of J apan
(ECOM)

Ly

Number of Members
(As of April 27, 2001)

*Board Member 39
‘Regular Member A 105
*Regular Member B 168
*Special Member 1

Total 313

Besides there is the associate membership for an
individual.
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Security WG
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\
Deliverables

®ECOM Guidelines for Transactions between Virtual Merchants Consumers

®Proposal Concerning Level of Certification and Confirmation of
Applicant's Identity

#Proposal for Liability of Certification Authority

#Proposal Concerning Diffusjon of Electronic Settlement in the B-to-C
Market

#Guidelines for Building IC Card Terminal Infrastructures

®Proposal for Seal Program for "Shop on Secure System”

®Business Model Research on Consumer-Oriented Electronic Commerce Sites
®Current Status of Business-to-Business Electronic Commerce in Japan
®Model Contract for SCM Electronic Commerce: Cormments

efe.




Guidelines for end entity facility
of electronic signature creation
and verification

2001. 6. 14
YONEKURA Tokio

Electronic Commerce Promotion Council of JAPAN

(ECOM)
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“QGuidelines for end entity facility”

3. Next Step

Annex A: Electronic Signature Law
Annex B: Other activities of this year
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1. Objectives of ECOM activities(1/2)

Electronic Authentication system is
composed of

- Certification Organization and
-End entity facilities

Electronic Authentication system should be
-More trustworthy
-Easy to introduce
-Highly interoperable

All Rights Reserved, Copyright 2001 ECOM 3

Tty ﬂ
ECom,

1. Objectives of ECOM activities(2/2)

he Law
Certification organizations:
- Confirmation of Identity of Subscriber

-Secure Certification operations

he Guidelines
Hardware and Software

of End entity:
*GQuarantee the validity
of Electronic Signatures
Reliable Electronic Authentication
and Electronic Signatures

All Rights Reserved, Copyright 2001 ECOM ) 4

consumers,
Internet shop,
company employees,
ete.




2. Structure of

(1) Purposes
(2) Guidelines

(3) Readers
(4) Relationship between Readers

and Parts of Guidelines
(5) Guideline for users in homes

(6) Guideline for users in companies
(7) Guideline for developers

All Rights Reserved, Copyright 2001 ECOM

“Guidelines for end entity tacility”

(1) Purposes

Consideration of requirements for user systems
that use electronic authentication systems
from secure and usetul points of view

Guidelines for the users and developers
of end entity system and Apblications

All Rights Reserved, Copyright 2001 ECOM




(2) Guidelines

(DGuidelines for users
to maintain security------
-Which we should pay attention to?
-How to prevent accidents?

(i))Guidelines for developers
-Which we should pay attention to?
-How to prevent accidents?
-How to improve the usability ?

All Rights Reserved, Copyright 2001 ECOM 7

(3) Supposed Readers
(i)Users

a. Users in homes
b. Users in companies
— End users

(ii)Developers
a. Developers of Application program
b. Developers of End entity system

(Key management system/
Signature creation system/Signature verification system)

All Rights Reserved, Copyright 2001 EGOM 8




Users in UEsirs in companies (Deve](‘.)pers Developers
h 'S:st‘;;e';anagement | of Application of End entity
omes Deazrtme_:r K program systemn

:

(4) Relationship between
Readers and Parts of Guidelines

AN

BN 5 ]

D

Guideline for Guideline for l Guideline for developers

users in homes users in companies!
T

y Internet

AP |-

BtoB EC|

End entity system : Key management system/

Signature creation system/Signature verification system

All Rights Reserved, Copyright 2601 ECOM 9

(5) Guideline for users in homes

(i) Application for users in homes
- E-Mail
- Internet shopping

(ii) Recommendation / Requirement

All Rights Reservea, Copyrignt 2091 ECOM 10
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(i) E-mail

a. Secure E—mail

=== CA

3 T
310
Certificate Application .1-===,~_ .

/ acquisition

=TS,
User System / / F:? GRL User System
= Othor
. . Certificatas .
Secure Mail e Secure Mail
7 , CRL)

Signature Program \E'ﬁl I é Signature Program
Signature Signature é . Signature Signature
Creation Verification ’ Creation Verification

Mail
os J Server os
Hardware(PC) _] Hardware(PC)

All Rights Reserved, Copyright 2001 ECOM
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(i) E-mail
b. Steps

Key Creation and Certificate Acquisition
] -Key Creation

*CRL Acquisition
- Certificate Application/Acquisition /Registration
Signature Creation and Verification
-Signature Creation / Mail Send

-Receive Mail / Signature Verification
-Key / Certificate Update

-Password Management
-Certificate: Revocation/ Elimination

Cancellation
-Key: Gancellation

All Rights Reserved, Copyright 2001 ECOM

-Revocation Requirement




(i) Internet shopping

a. Order (Buyer) and Confirmation (Seller)

Select a Seller ————3»
Show a Price —
———— Order ——
4— Confirm —
Settle

— Deliver
— Inform the receipt ——3!

All Rights Reserved, Copyright 2001 ECOM 13

b. Steps
\Key Creation and Certificate Acquisition
— Seller

-Key Creation *CRL Acquisition
-Certificate Application / Acquisition / Registration

Signature Creation and Verification

.Seller Selection (Buyer) / Price Presentment (Seller)
-Signature Creation / Order (Buyer)
-Signature Verification /

Signature Creation / Confirmation (Seller)
-Signature Verification (Buver)

*Key/Certificate Update -Password Management
-Record Management of PKC *Revocation Requirement

Cn cllatio :Certificate  Revocation/Elimination Buyer.
\—ni—& -Key Cancellation Selle'
r

All Rignts Reserved, Copyright 2001 SCOM




(i) Recommendation / Requirement

a. Preparation
: Software, Virus check, CA selection, Certificate
Application /Acquisition / Confirmation,

System clock

Key/Password Management

Signature Creation

Update/Cancellation of Key/Certificate
Signature Verification

® 00T

All Rights Reserved, Copyright 2001 ECOM 15

(6) Guideline for users in companies
(i) BtoB EC system

a. EDI System for Procurement

!l Company A Company B »"‘-’3”?’""‘_ .

End User ( End User

Business Certihicate/
DB Key Storage
il

[ CA in the Gompany@] [ CA out of the Company @

Certificate/ Business
Key Storage DB

Ali Rights Reserved, Copyright 2001 ECOM 16




(i) BtoB EC system
b. Steps

Key Creation and Certificate Acquisition f

FE]
Key Creation -CRL Acaquisition @
(Syotem)

-Certificate Application / Acquisition / Registration

Slgnatur\? Crgatlon T SZ:;ZZ

and Verification Voo e
r"-_'i*«i-x'?.'}‘sa

[ Next Page ]

p )
-Key/Certificate Update ‘Password Management
-Record Management of PKC -Revocation Requirement

-Certificate Revccation/Elimination
-Key Cancellation

‘ Cancellation

All Rights Reserved, Cepyright 2001 ECOM 17

T for

Abstract (Web) %1 Confirm

Subseription Proposal
Phase

o Proposal
ot F —
Confirm / Select Mail with sig. (with the Catalogue)

) A, Detail XML document with sig.
Selection o selected Suppliers -
¢ Ph

Confirm

Specification
A5e

-k h oy
Select| XML document witn siz, Form an Estimate

(Settie Phas:} _ Fundzmental contracts |

Order | XML document with sig

o
N

) ¥ | Confirm
XML document with 5ig.

Confirm
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(i) Recommendation / Requirement
‘End Users- -+ Understanding, Practice
-System Manager- - - + Guidance

a. Preparation

- Software, Virus check, CA selection, Certificate
Application /Acquisition / Confirmation,
System clock

Key/Password Management

Signature Creation

Update/Cancellation of Key/Certificate
Signature Verification

o Q00

All Rights Reserved, Copynght 2001 ECOM 18

(7) Guideline for developers
(i) How to improve the Usability ?
a. Intelligible display of certificates
b. Easy acquisition of CA information

. Concise display of verification results

O

d. Friendly error messages

e. Support for selection of private keys
and certificates etc.

All Rights Reserved, Copyright 2001 ECOM 20




(i) How to improve Security ?
Environment

Root CA

. S N
Certificate for «Z;j ?:}3: Certificate
Subordinate CA y of Root CA
Subordinate CA
for end entity
Certificate =
for Signature E

Creator

™ .
Signature Signature | ¥
Creation Verification |
Signature ,|_ System Singed doc. System
Creator Verifier
All Rights F\;Eserved, Copyright 2001 ECOM 21

a. Logical model
Structure of the user system

Users

,_-L"'-_?-_
User System 2

- —— = b g ———y

P}{I application

Basic Funcuéns s

1 1 1 ! [ t

1 L] 1 1

\ L 1 I ! 1 11 1

L3 I

1 R ! 1 ==l ) 1! !

T T T T = | T T T 1

1 PKI F:’rpgram I 1 I ! 11 1

T : .
l ot Prooedqre F’rdgram : ! ! : |

S S R
I I 1
! Y 1
1 T

i
1
i
1
i
T
1
1
T
i
!
1

!
t
!
—
1 1
1 1
L 1
! [ 1

NP B | —_— - _—— - _———_

Key Signature  Certificats Signatiure User Audit Log
Management (reation Management Verifeation Management Management
Al Rights Reserved, Copynght 2007 ECOM 52
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a. Logical model of the user system

-Procedures of signature
creation / verification
- AP-Procedure Interface

1. Key Management
Signature Creation
Certificate Management
Signature Verification
User Management

O W

All Rights Reserved, Copyright 2001 ECOM 23

a. Logical model of the user system
Signature Verification Interface (1/2)

_Procedure Function Storage
NEETTEEE UID. Authentication Infbrm::tieﬁ . S ——
uo, : f___ login i erite
Authentication | . i

Signed doc.

P
;! Signed. Document

ot . Data
Information, | vterification [ Analysis
Signed Document | Digital doc. Signature, cortote, e~ 7777 |

cert. -

> ol cert

= cert. information Analysis
Public Key, signature Algorism,

i Digital doc. Signature __, Sigrature
e Venfication
-~ ’ A th
eig to the outsi
" Subordinate CA cert Informatiog | Upber A cert. <« -

Certification = Acquisition read
Path Upper CA cert. cert
- - 1 cert
Verification 1 Analysis ote.
l Signature
1 Verification
LT T *
R 4 etc.
All Rights Reserved, Copyright 2001 ECOM 24
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A

H —Vl/\v,—..,\ Revecation info locat.on

Revocation info
—|

P : < Acquisition

[ =
' Revocation info

Rewgcation nft
o vgcation nio N o
Ravoratien info Analys s A0 Analysis
Certificate

Effectiveness Ceriification

Verificati Revezation ‘nfo Arans.s n'e
erihication [‘—__—-__'_» Path

<

Verification

Public Key, Access to the outside

Revocatien info sgnature slgorsm, [, M- - = = -~ == »>
| _Pevocation info daca/Simature | Signature | —
-+ Verification &ead ¢ache memory

CRL
cert Info, Revocatien info N

: Analysis aLtput N
H 3 A
: - > cert, CRL info
N Revocation
Certification Path i D™ et
Do Cenfirmation
25

l'w'?rmatlon P L
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b. Threat Analysis
- Property to be Protected

1. Private Key of Users
2. Authentication Information
3. Data for Signature Greation and Verification
4. Audit Log
5. End entity Program itself
- Threat

Which Property is supposed to be Attacked ?
by Whom and How ?

All Rights Reserves, Copyrignt 2001 ECOM 26
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b. Threat Analysis

-Security Countermeasures

in End entity Program
User Authentication
Audit Logging
Encryption of Private Key / Authentication Information
Detection of malicious changing

Elimination of Canceled Private Key
and eliminated user’s Authentication Information

6. Use of Strong Grypto System
(Algorism and Key Length)
7. Management of Logging Device

All Rights Reserved, Copyright 2001 ECOM 27

QN

b. Threat Analysis

-Security Countermeasures
in Application Software

- Reconfirming Interface
to avoid miss operations
- Confirmation of User Access Right

All Rights Reserved, Copytight 2001 ECOM 28
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3. Next Step

From this Spring- -+

We have started describing the security
requirements as Protection Profile

based on ISO/IEC 15408.

Al Rights Reserved, Copyright 2001 ECOM 29

ECOM Web Site
Please visit = web site below.

http://www.=2 27,01 jp/ecom_e/

All Rights Reserved, Cooyright 2001 ECOM 30
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Thank you so much
for your kind attention.

All Rights Reserved, Copyright 2001 ECOM 21

Annex A

Law Concerning Electronic Signature
and Certification Services

(Date of enforcement : April 1, 2001)

(i)Presumption of the genuine establishment of
electromagnetic records

(ii)Provisions for voluntary accreditation of
designated certification services

(ii)Other necessary items

All Rights Reserved, Copyright 2001 ECOM 32
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Annex B
Other activities of this year

B.1 Issues of electronic authentication
systems from the point of user’s view

B.2 Guidelines for long—term storage of
electronic signed documents

33

All Rights Reserved, Copyright 2001 ECOM

B.1 Issues of electronic authentication
systems from the point of user’s view

(i)Model agreements for use of
electronic authentication systems

(iDProposal for advanced use of
electronic authentication systems

34

All Rights Reservea, Cepyrignt 2001 ECOM

17



B.2 Guidelines for long—term storage
of electronic signed documents

(i)Verification after the expiration of the term

(ii)Time stamp of signature creation
etc.

All Rights Resaerved, Copyright 2001 ECOM
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7 Message

This year marks the 90th anniversary of Hitachi, Ltd., and
wig are determinad 0 make a graat leap forward Into the
21st century. To meet the challenges of this generation,
our motto for the coming century is “reliability and speed "

Last yzar, Htachi Ltd announced a new strategy for
growth called "Te. HITACHL" a medium-term consolidated
business plan. Through implementation of this plan,
Hiiach: will strive to meet the expectations of aur cus-
lomers, stockheloers, and investors.

With our wealtn of knowledge and information technology,
Hitachi will supply customers with new value added,

becoming the "Best Solutions Pariner” by utihzing the

Tsutomu Kanai, Chairman of the Board and Director (middie); Hiroshi Kuwahara, Vice Internet in each and every Industrial field with which
Chairman of the Board and Director (left); Eisuhiko Shoyama, President and Director

FHitachi is Involved. Our activities will span many depart-
ments; information electronics including information and
communicauon, semiconductors and displays, power gen-
eration systems, industral plants and squipment, as well
as home electric apphiances, digital media, automobiles,
and measuring instruments.

[n oraar to achieve our goal to become “the brand of
choice Hitachi,” a new corporate statemeant entitled
“Inspire the Next” has been created, which concisely
expresses Hitachl's promise to soclety. The title means to
Invigorate the next era and cur carporate philosophy 13
firmly dedicated 10 enriching human Iiie and making the
world a beter place by ofiering new products, systems
and services.

V/ith this statement as a guide, Hitachi will deploy all 1t
corporate acuviues in such a way that it becomes the

most rusted company in the world.

Hitachi is most grateful for your continuing support.



_Corporate Information R

Corporate name;
Address:

..................... Hitachi, Ltd.
...... 6, Kanda-Surugadai 4-chome, Chiyoda-ku,
Tokyo, 101-8010 Japan

Founded: ...... ... ... .. 1910 (Incorporated in 1920)

Hitachi Europe Lid.'s Headquarters

Capital: ...... ... .. ¥281,738 million (US$2,658 million)
Net sales: ...... ¥8,001,203 million (US$75,483 million)*
Net income: ....... .. ¥16,922 million (US$160 million)*
Number of employees: ................. 337,911

S

HITACGH

G e ey KN

Hitachi Asia Ltd.'s Headquarters
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Power & Industnal

Australia

Hitachi Austraha Lid

Brazil

Industrias Hiachi S.A.

Canada

Hitachr Canadian Industnes Ltd
China

Fupan Hitachi Telewsion Co , Uid
Shenzhen SEG Hitachi Color Display Devices
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PT Hitzchi Consumer Progicts Indonesia

21 Hitzchi Power Systems Indonesia
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Fitac Consumer Products (Malaysia) Sdn 8nd
Hrachl Semiconductor (Malaysia) Sdn Bhd.
Hitacn' Eizet-onic Products (Malaysia) Sdn Bhid
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Hitachi Computer Products (Asia) Corp
Hitachi Industrial Machinery Phuippines Corp
Russia

Zao-Hitachn Svetlana Power Electronics
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Mitachi Consumer Products (Tharand), | td
Hitacht Industrial Tecnnowgy (Thailand), Led
Siam-Hilachi Elgvator Co |, Ltd
Bangkok-Hitacni E\avz[or Seruice Co, Lud
Hitachi Cempresse™ (ha'ana), Lla
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Hiachi Autormoiive Praducts Europe, Ltd
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Hitathi Comouter Products (America), Inc
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—Information-Systems-&Electronics—

The rapid growth of the Internet combined with a rise in
electronic commerce has considerably boosted investment
in information technology (IT), and steady growth world-
wide 1s anticipated. In Japan, deregulation in the financial
and other industrial sectors has led to an increased
demand for information systems. Hitachi's experience in
systems construction and operation, state-of-the-art net-
works, open systems and information security technolo-
gies will allow us to achieve our goal of being a leader in
the information services market worldwide.

Providing systems integration (Sl), disk array systems,
online transaction processing software, supply chain man-
agement and enterprise resource planning (ERP) software,
healthcare-related systems, as well as telecommunica-
tions, digital media and services, such as electronic com-
merce, content delivery and outsourcing, Hitachi continues
to develop superior products and sophisticated technolo-
gies that meet the demands of an increasingly connected
global marketplace.

Hitachi is @ major manufacturer of
semiconductors such as this high
performance RISC processor.

The cutting edge of technology:
electronic cash systems and devices are
transforming monetary transactions
around the world.

Note. Mondex is a regisiered trademark of Mondex
international Lid

Hitachi‘s market-leading
enterprise server.

Flexible and efficient, Hitachi’s advanced
module assembly type contributes to
advanced medical systems technology.



Power&lngustrial-Systems—

The runner of a 412,000kW, 728m/778m
(world’s highest head), 500r/min Francis
type pump-turbine for the Kazunogawa
Power Station, the Tokyo Electric Power
Co., Inc.

The first ABWR units, Nos. 6 and 7, of the
Kashiwazaki Kariwa Nuclear Power
Station, the Tokyo Electric

Power Co., Inc.

The Kawagoe Power Station Unit No. 3 of
the Chubu Electric Power Co., Inc. This
efficient combined-cycle power
generating plant offers advanced
thermal capacity to meet the energy
demands of the future.

Power Systems and Equipment

Energy is the driving force behind the industrial world, and
identifying safer, more efficient resources is vital to our
future. Hitachi's cutiing-edge technologies and innova-
tions, including the development and manufacture of fuel
for use in nuclear-power generation. have led the way In
the energy industry.

Hitachi is one of only a faw companies worldwide that can
provige the experiise and total systems needed to cover a
whole soectrum of ensrgy needs: nuclear, thermal and
hydroelectric power plant systems, as well as the speedy,
efficient information system infrastructures needed fo
compete in a global marketplace. By developing new tech-
nologies and streamlining various installation processes,
Hitachi will continue to provide new, highly efficient gencr-
aung systems tnat meet the energy needs of tomorrow



—Power & Industrial-Systems

industrial and Infrastructure
Equipment

Supporting the world’s infrastructure through advanced
technology that maintaing and controls transportation, air
conditioning, elevators and escalators is one way Hitachi
enhances the quality of daily life. In addition, Hitachi tech-
nology helps safeguard public health with water freatment
facilities and pollution control systems, as well as with the
engineering of food processing facilities.

Hitachi's wide range of experience in manufacturing has
brought technological advances and greater efficiency to
industry as well, in the form of factory automation, com-
puter-integrated manufacturing systems and robots. By
applying our far-reaching expertise and environment-
friendly technology, we are helping to make the world a
safer, more comfortable and efficient place.

Beljing Capital
International Airport
(Beijing, China)

Series 700 Shinkansen train with a 25kV
AC electric multiple unit for the Central
Japan Railway Company.

Power tools manufactured by Hitachi
Koki Co., Ltd., for professionals as well
as do-it-yourselfers.

The targe-capacity 2,500 USRT (8,790 kW) Hydraulic excavator (loading shovel)
ahsorption chiller for the district boasts an operating weight of 515,000 kg
heating/cooling system in the New (1,140,000 Ibs.).

Haneda Airport Terminal Building, Tokyo.



C ConsumerProducts

DVD player and CD recorder

Fast cooling refrigerator-freezer with
wide range PAM control system

Extra-large capacity washer with
PAM control system and water sofiener

Hitachi is commitied to provicing consumers with the best
in high-quality, energy-efficient and easy-to-use products.
Our expertise in electronics technology enables us to manu-
facture a wide variety of consumer products with advanced
functions and enhanced convenience to suit today’s diverse
and changing lifestyles. To meet the varied demands and
desires of our customers worldwide, Hitachi's designers
stay well informed and well aware of consumer preferences
and market trends, tailoring & wide array of convenient,
energy-saving oroducts that have made total reliability the
hailmark of evary Hitachi technology.



—Materials

From office equipment and household appliances to heavy
machinery and power cables, Hitachi's materials can be
faund in every facet of society. We also contribute to the
service sector in such figlds as trading and transport,
including international freight shipments and domestic
passenger services.

Hitachi is sharpening its competitive edge by expanding in
such high-value-added and emerging growth areas as
information technology, electronics, telecommunications,
the environment and energy. Our industrial proficiency has
made us the leader in the specialty steel market. To suc-
ceed in an era of global competition, our aim is to contin-
ue the development of pioneering materials and compo-
nents for a wide range of products and services, including
semiconductors, computers, automobiles, aircraft, optical
fibers and fiber-optic systems.

As part of Hitachi’s commitment to respond to strong
social and environmental needs, we are developing power
cables with environment-friendly features. Hitachi will con-
tinue to invest in globally strategic products and work to
create a cleaner, safer, more efficient world.

AWG (Arrayed Waveguide Grating Filter) is
a key component for constructing cost-
effective wavelength division
multi/demultiplexing syslems.

Ariisotropic conductive film ANISOLM
series

Heat resisting steel and iron castings for
exhaust gas related parts



( Services & Other—

Following are several examples of Hitachi group compa-
nies that are active in services and other areas.

Nissei Sangyo, a trading company, utilizes its marketing
skills to provide technological solutions and internal man-
agement systems. With demonstration centers 1n Europe,
the United States and Asia, the company provides sales
support for scientific and industnial sysiems, aiming to
become a “global business creator” in the areas of semi-
conductors, Information and communication technologies,
digital media, lite sciences, environmental technologies,
public-sector operatons and import operations.

Hitachi Credit Corporauion’s traditional core busingss is in
installment credit and leasing arranged through consumer
and corporate product vendors. With the establishment of
Hitachi Credit Securities Co., Ltd., the company can now
offer a full range of services, having expanded into the
urique and increasingly specialized business of securi-
tized asset sales. Hitachi Credit Secunties Co., Ltd., also
handles investment trusts and money management funds

Nissei Sangyo’s San Francisco office
facility with a fully-equipped electron
microscope demonstration laboratory.

Hitachi Transport System, Ltd., owner of the Tokyo
Monorail Co., Ltd., Is expert in corporate logistics—
freight, outsqurced distributian and third-party logistics.
The company is now focusing on new growth areas, such
as convenience stores and healthcare networks.

Hitachi 1D Project — using Mondex on
MULTOS.
Nole MasterCard 1§ a reqistered trademark or

MasterCard International Incorporated. JG3 15 &
registerad radermark of JCB Co.,Lid.

Straddle-type serigs 2000 monorail train
for the Tokyo Monorail Co., Ltd.



-~ For-a Better World

Hitachi believes that a company has a responsibility to
serve and enrich society. It has initiated a number of
social actwities, with six Hitachi-endowed foundations
supporting scientific and technological research, educa-
tion, environmental protection, international cooperation
and other worthy causes.

At the Hitachi Young Leaders Initiative (HYLI), an interna-
tional student forum, potential young Asian leaders gather
together to strengthen networks and promote under-
slanding of global issues. The Hitachi Internationat School
Teachers' Exchange Program (HISTEP) has been encour-
aging mutual understanding among teachers at schools
in the vicinity of Hitachi facilities in the U.S., Europe and
Japan. In Europe, the Hitachi Science and Technology
Forum is held to discuss how science and technology
contribute to society. Each subsidiary overseas, as a cor-
porate citizen, carries out local grassroots philanthropic
actities.

In fiscal year 1999, Hitachi introduced an environmental
accounting system designed to promote ecological effi-
ciency and contribute to society by striking a harmonious
balance belween corporate growth and environmental
protection.

Through its continuing support of various projects, Hitachi
15 helping to weave the fabric of international harmony.
RN | B

Hitachi brings American and European
teachers to Japan on HISTEP to promote
international understanding.

Hitachi and the U.S. Council on Foreign
Relations (CFR) jointly invite a select
group of outstanding young Americans to
Japan for an extended period of research
or related professional activities.
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The 3rd HYL! was held in Malaysia in
June 1999, atlended by 24 Asian
students, with Datin Paduka Zaleha binte
Ismail, Malaysian Minister of National
Unity and Sacial Development, as the
guest of honor.

The 3rd Hitachi Science and Technology
Forum held in Ireland in May 2000
focused on “Electronic Commerce and Its
Impact on Society.”



Hitachi’s advanced lithium battery has
been developed for various products,
including dispersed type battery energy
storage systems and electric vehicles.
Note- This work has been supported by New

Energy and Industrial Technology Development
QOrganization (NEDO)

Perpendicular magnetic recording
system with areal recording density of
52.5 Gbits/in® (3.14 Gbits/cm’).

Notz This work has been supported by New
Energy and Industrial Technulugy Development
rganization (NEDQ)

World's most powerful 1-MV field-
emission transmission electron
microscope reveals rows of gold atoms
just 49.8 pm apart-the world record for
resolution,

Note- This work has been supported oy Japa~
Science and Technology Corporaticn (ST

Creativity and innovation provide the foundation for all of
Hitachi's research and development actiitigs. We have
always focused on R&D as a driving force for ensuring our
business competitiveness.

Hitachi researchers are engaged In a wide range of ongo-
ing studies in the fields of electronics, telecommunica-
tions, software, energy and new materials In 1999 along,
we allocated some US$4,079 million for R&D, represent-
Ing 5.4% of our total sales.

Hitachi has established R&D centers in Europe and the
United States, which are geared lo developing products
best suited to focal needs and that create seeds for the
future

By establishing Hitachi Research Visit Programs and host-
ing international conferences, we have also demonstrated
our strong suoport for international collaboration in R&D.
In adarticn to cooperating with other nations, Hitachi has
enthusiastically pursued R&D alliances with the world’s
leading companies.

Hitachi's advanced technology ensures
security in e-commaerce, digital satellite
broadcasting, |EEE home networks, etc.



— History—

1910

1924

1932

1958

1970

1910

= Founded by Namiher Ocarra as an electnical repair shop

« Suceeded i first domestic manufacture of three Shp
(3.6775 kW) electric motors as the company's Nrst
products

1911

« Completed 2 kKVA transformer

1914

« Began manufacture of alternafing current galvanometers
and voltmeters

1915

» Compleled 10,000np (7,355kW) water turbine

1916

= Began manufacture of electric fans

1924
* Comipleted the first large-scale DC eleclnc locomotives to
he manufactured in Japan

1930

*» Began ne manufaclure of pole-mounted fransformer
1931

» Completed 10,000 A hydraulic efectrolytic cell

1932

* B2gan the manufacture of elevators

= Completed Hitachi's first electric reingerator

1833

+ Completed 23,600np ligner set

1840

« Compleled an automatic telephone exchange with 5,000
lines

1943

« Compleled 85,000 KW Francis water turbine and 70,000
kVA alternating current generator

1949

» Completed Hitachi's first power shove!
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1951

» Completed 6,500 kW Kaplan turbine and 7,000 kVA
alternating current generator

1952

« Completed 21,000 KW two-stage pump-turbing

1953

« Completed low-pressure 300m*h air separator

1954

« Completed the first large-scale cold stip mil to be
produced in Japan

1955

= Completed 100,000kW Francis water turbine and 93,000
kVA alternaling current generator

1956

« Hitachi Cable, Lid and Hitachi Melals, Lid established

» Completed Japan's first diesel electnic locomotive

1958

= Electron microscopes awarded the grand prix al the World
Exposilion in Brussels

» Completed 6-transistor portable radio

1959

» Compleled electronic computers based on lrangistors

» Hitachi America, Ltd cstablished

1961

= Develaped [ully automated washer

* Completed experimental nuclear reactor

1962

« Hitachi Chemical Co., Ltd established

1963

» Completed 265,000 kW impulse reheating-type, cross-
compound turbine

= Relcased the first large-scale computer developad
exclusively with Hitachi's own domestic lechnology

1964

« Completed the first cars for the Shinkansen (Bullel Train)

« Developed Lram seat reservation system

» Manufaclured monorall running between Haneda Airport
and Hamamatsu-che, Tokyo

1965

* Began mass production of color television tubes using rare
earth phosphor materal

1966

+ Developed LTP processing of a silicon transistor

1967

= Developed dry-type room air condrtioner

1968

« Developed hybrid LS

= Developed computer for controlier's use

» Developed 300m/min clevatars for high-nise buildings

1969

« Completed an-line banking system

* Developed and mass-produced all-transistor color
televisions

* Developed audio syslem with two-way speakers



1974
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1984

1991

1895

1998

1970

* Developed computer-aided traffic control system for the
Shinkansen (Bullet Irain)

+ Completed prototype of visual information processing robot

1971

* Complated file storage device with 1GB capacity

1572

« Developed 1onized semiconductor element

1973

= Developed new heat-resistant insulating maleriais

* Developed new-type image pickup hube

1974

« Commercial operation began at Japan's first 460,000 kw
nucledr power station

= Completed automated semiconductor assembly (LS,
transistor wire bonding)

= Released the first senes of general-purpose large-scale
computers

1973

« Developed high-performance heat transfer tube

= Hitachi High Crown Conirol Mill developed

1976

= Succeeded In the world's first experiment of fiber optic
communication systems

1977

* Developed high-speed amino-acids analyzer

= Construction of "FUGEN," the prototype of a new converier
reactor

1978

» Completed world's first field ermigsion electron microscope
with record-fugh resolution

= Experimental color camera wilh solid-state miniature image
device developed

« Released the world's largest and fastesl computer at that
tine

1979

+ Completed world’s first puffer type, 1-cycle gas circuit
Dreaker prototype

1580

* Comoleted 300 MW high-voltage direct current

3TussIon between Hokkaido and Honshu

= Complated nuclear fusion equipment

1981

« Develcped magnetic recording video camcra

» Established color picture tube dry process technology

1982

« Hirachi Europe Lict established

» Succeeded in world's first micro-level coservation of
magnetic field by the use or elssiror baam to cgraohy

« Hitachi's 7 rst supercormuter enng

+ Listea on News York Stock £« vanygs

1983

» Hitacn Austraha Lid establisnzd

» Menufactured 1-megamt b 21l

= Developed air conarticrers ..

1984

» Completed vapan § w3t mcos oF o, ed
bolling vater reacter

* Srateq mass oredJciior ¥

1985

ZG-klen DRSNS
2Tr4aman 280 e
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displays

« Tne hitachi Fourgenon wa
cultural, educational ard scier:
Japan and tre U S.

= Released the first large-sczle comeLisr v iin

1986

» Completad scarr ry gizcrer 1 erascopa tnat C2n recors
electron spin

1987

= Put ivzry control to =

« Completed rear-07gjec

1988

» Developed basic techniocgy

*+ Developad 2-1gq6ed rooat

= Design Center uograce £1ngs 2o(pe
0 ning

* Mitachi Asiz iz Lig esizolsnac

1989

+ Developed viond § rastest sLO2-CONCLCIN S COW

« Developed supercondJcite R imM231g squis

= Established lwo R&D canters v e U S and g
laboratonies in Europe

210 orones

=5 Jalh2en

‘o d crustal color € sp'ay

¢’ naural ~etuer

Toraiory CoLtt

1890

« Developed hiah-definiion TFT coler hquid cryslal disclay

= Doveloped an expenmental 64-megabit DRAM

* Released very large-scale computer with the world's
fastest processing speed al thal tme

1897

+ Developed inverter-controlled clectnc locomotive with the
world's largest control capacity

» Developed Mghly sensilive image pickup tubes

1992

» Compieted system for SCOKV transformer substaton

= Devalopen nersonal facsmile

+ Cevelopea ztomic ceservation and manipulation
EChnolcgy usINg scarmrg tunneling microscons

1883

» Comoletad nigh 2if

g SYSEM

pad Shirkangen (Bullet Tran) with new maximy, -

=d of 270 km/h

» Seeceecet o onsanvation of single-electron memory
mation at room temperature

1894

= Fizchi {Ching), Lid established

« Developed the onginal 32-tit RISC processar SuperH family

= Daveloped the brand new ATM which enables bills t be
prassed and disinfected

15885

» Davelooed the experimental T-qigabit DRAM chip

« Dz.z1002d Super TFT LCD moedule featuring ultra-wide
vigwng angles

« Daveloped 10 Ghit/s fiber optic transmigsion equipment

1986

« Davzloped electronic commerce-related products

= Davelcped MPEG camera

1997

» Developed contactless IC card systers

» Deviloped rewritable, large capacity DVD-RAM drive

1998

» Daveloped 320 Ghi/s cptical data transmigsion system

» Deve'opzd (e expenmental 128-megabit single-electron
mamory

« Devergged PAM contrel refngarator/air conditioner

1999

¢ Developed phase-siaic low alzcron-number drive memory

= Pu; manganese secondary lithium battery to a practical use

« Estzbhished dependable autonomous hard real-lime
management technology
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