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Japan Gigabit Nefwork
— high-speed fransmissfon of information

® Japan Gigabit Network (JGN} is an optical-fiber telecommunications network that makes high-speed
information transmission possible. The gigabit-class network is 1,000 times faster than megabit, and 1,000,000 times
faster than kilobit-class networks. For example, JGN is capable of transmitting ten X-ray film in one second or
two-hours of video recording in ten seconds, making it one of the fastest telecommunications systems of its kind.
® Focusing on the research and development side of basic technologies to achieve an advanced information and
communications society, the Telecommunications Advancement Organization (TAO) developed, and continues

to maintain JGN. It is a nationwide, next generation, very high-speed telecommunications network that is made
widely available for use at universities, research institutions, venture businesses, local goverments, etc.

® Progressing towards the new age of “Gigabit” telecommunications network, JGN is widely used for

research and development of very high-speed networking and high-performance application technologies.

JGN is also expected to create new business opportunities and telecommunications services

while contributing to the development of local communities.

Transmission Capability Using standard telephune circuits Using ISDN high-speed circuits Using gigabit-class network
Comparisons (roughly estimated)  (64kilobit/sec.) {(1.5megabit/sec.) (1gigabit/sec)
Jox-ray film "3 12500 sec. (3.5 hours) 530 sec. (9min.) 1sec
, . ol ’
Jpusic 18,000 sec. (5 hours) 750 sec. (18 min.)
L///—) ra 1sec.
Newspapers (1-year's volume of moming editionsh ") 48600 sec. (13.5 hours) 2,030 sec. (34min.) 2 3sec
— . rd%s [ -
Zhours of vides Images ") 169,200 sec. (47 hours) -~y 7050 sec. (2hours.) 10sec.
[ :
1-hour of High-Vision pictures (fx } 1,728,000 sec. (20 days) 72,000 sec. (20 hours.)
—— . 105 sec.

®(n the U.8., Vice President Al Gore unveiled the Next Generation Internet (NGI) program in 1997.

This program was created on the understanding that an advanced information infrastructure is essential for improving

the competitive strength of allindustries in global markets. With a budget of 85 million dollars in fiscal year 1398,

the high-speed NGI network has connected more than 100 nationwide sites, thus establishing a highly accessitle testbed.
For fiscal year 1999, there wasand continues to be a demand for an even bigger budget of over 100 million dollars.

® Japan's Effort While Japan's telecommunications industry has grown rapidly in recent years, Japan has beem surpassed by its U.S.
counterpart in many fields such as private sector investment in telecommunications, the number of host computers connected to the Internet,
and the market size of electromc commerce. Developing advanced research facilities that include network systems is crucial

to promoting research and development of high-speed networking and high-performance application technologies.

To this end, the Japanese Govemment allocated a 59.1 billion yen (562.9 million dollars: US $1=105) supplementary budget in fiscal year
1998 and 1999 to the Ministry of Posts and Telecommunications. Financed by the Ministry, the TAO has designed and promoted

JGN as a nationwide research and development facility. JGN is now accessible for research and development of

very high-speed networking and high-performance application technologies until the end of fiscal year 2003.

Private Sector Investment in Investment in Telecommunications The number of rtesmet hosts in G7 nalions (Janvary200)  E-cormmarce market size (1aea)
Telecommunications (1997) [32)

#:Japans i s 30 acarrage o vt serore G ] U . 5 —; i 53 17117-imes ncrse) # Japan s marke! size s
/30l the LS 5 ol i Japan | 2 64(27tmes neroase) /15 of the U/.6.'s

illi —=US, v K 1t1.90 .

billion yen | ————y ~=-Japan Germam——T 170 ZT.ﬁh;‘;snia;mm billion yen
15 5 e T ~ i

Japan 10 ﬂ Canada &7 in 5 years )
11,100 S France[—] 78
50 &0

ol atyfJes

Japan
s L4 166.5 billion yen

y
25

R {millien hosts)

<-Source1993 White Paper-Communications i Jiepan +Soue. Network Wazards # 5ource 1985 Wns i Paper-Communications in Japan



access to researchers from anywhere in Japan. JGNis ——

s Commuctod 10 ATM switches  Instalied 39 ATM eennecting.  Established 5 Gigabit
ava able to both public and private entities that conduct Taiomide wihanopical - nodes natorwide, owing ~ Laboratarias
research and development of high-speed networking and high-performance application technologles.

" The easy accessnbullty of this nationwide gigabit-class network
will contribute to the promotion of Japan's advanced
telecommunications technology, while playing
a leading world role in creating an advanced

information and communications society.

#1) ATM(Asynchronous Transfer Mode)switches:

a switching method that rapidly and effigently transmits
multimedia information consisting of pictiwes,
sound, data, etc.

#2) IP{Internet Protocol):
a data trangmitting protocol used inthe Infernet.

=== ¢
4?? K, ta kyus hu Oka yama ‘ @_‘___ |

L

Q .» w v /‘1" CfOsaka

Vr/ Fukuoka Y raicamto
/ Kochi,

,’/g

4 Gigabit Laboratories
A TAD Research Centers

(Including 3ATM Relay Switches}
© ATM Relay Switching Function
(Tokyo, Osaka, and Fukuoka)
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TAO research sites
it research
Local povernments
CATV cariers
Privets companies(Venture businesses,glc.)

Gigabit
Laboratories

(__DATM switches

Newly established and accessible ar five nationwide locations,
Gigabit Laboratories support technological developments.

> Tsukuba, Keihanna, and Kitakyushu, These laboratories provide suitable environments for research in very
high-speed networking and high-performance application technologies.

Tsukuba
A

o A\Makuhari
W

P »Kyoto and Okayama,/These laboratories provide excellent testing environments for optic telecommunications
- c/ : technology where optical-fiber networks are integrated and gigabit-class networks and information terminals are available.
0 # With minimum expense for light and fuel, users are abla to conduct their awn research.
Q
/Mr' e ==nlitan Tokya Locatlons with switchez and connecting nodes Hokkaido Area @ATM switch:Sappara (JATM" i o k Uriversity
(&.: .:anans} Computing Canter~Sappore Information Network Tohoku Area] @ATM switch:Sendai OATM connecting nodes:Hachinohe Instiute of

Technology .~ iwate University Madia Center.~ Tohoku University Cormputing Center~ Sendai City Information and Industry Plaza Neft 3.~ University of Aizu
mation Systems and Technology Center  Kanto Area: @ ATM switch:Tsukuba O ATM connecting nodes:Wasada University Global Infamation and Telecomraunication
. * e University of Tokyo imeligent Modelng L Y- Uni ity of Electro-Communications Infarmation Processing Center.”Yokasuka Telecom Research Park,”
Yamanashi Open Research Center  Shin:atsy Areal @ATM switch:Nagano (O ATM cannecting nades:Niigata University In Ir i P ing Center.~Nagano
Gty FULLNET GENTER.“The Juridical Foundation of Matsumato Software Development Center [Hokuriku Area) @ ATMswitch:Kanazawa () ATM conaecting nodes:
Toyama Total Intormation Genter.~ Ishikawa High-Tech Conference Center.” information Processing Center Fukui University & ATM switch:Nagoya
QATM connecting nodes:Softopia Japan Center~ Nagoya University Computing Center.”Mie Prafectural College of Nursing.~ University of Shizuoka [Kinki Area
® ATM switches:Keihanna O ATM connecting nedes:Kyoto University ~Osaka University Computing Center.~Nara Institute of Seience Technology [Chugoku Area|
® ATM switch:Okayama (QATM connecting nodes:Shimane Prefectural Offica~ Teleport Okayama Buitding ~Hir i Univarsity nfor on Processing Center
Shikoku Araa DATM switch:Takamatsu OATM connecting nodes:Kagawa Creatlon of New Industries Support Ceanter.~ University of Tolmshima Faculty of Engineering
Kyushu-Okinawa Area MPATM switch:Kitakyushu OATM connecting nodes:Kyushu University Computing Genter.” Natcom Saga Assaciation ~Nagasakl University
Information Science Center.”KUMAMOTO INSTITUTE OF GOMPUTER SOFTWARE, INC..” Asia-Facific Mulimedia Hub Center,”Nago Multimedia Center (Plus
3 other ATM relay switches) |IP routerz:installed at locations with ATM switches and connecting nodes.

ir -

Gigabit Laboratorias TAC Aczoarch Contors

Makuhari Gigabit Resesm Canter
hitp:/iwww. makuhar tago.jp

Tsukuba Gigabit Laboratory
Rtg:#www.isukuba 1ao ge.)p

Kethanna Gigatnt Laboratary Kitakyuster Grgatit Laberatory

Kyato Gigabit Labaratory
http://www.keihanna tac.go jp  hitp:/www.Ki1aq.tae go.jp

hitp:/rwww.kyato 1ao.go.jp
" R

Cxayama Gigait Laboratery
hatp://www.akayama tao go.Jp

Waxhi Gommuncation Trafic Reseaieh Cantat
hap:fwww.kouch a0 9o 19

Oy, b, T
Waca Linvarsity of Tachnoagy Edueation
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Japan Glgabit Network—with its fremendous potential
Using JGN, researchers can apply thelr ideas fo various types of research.

Now, JGN can quickly transmit large-capacity muitimedia information, such as highly-precise

image information, to any remote area. JGN can also be widely used for research and

development in various fields such as @The operation and control technologies of the very high-speed
telecommunications network that are the foundation and support mechanisms for the Next

Generation internet ©High-performance applications for digital museums using virtual reality
OHigh-speed Telemedicine systems that transmit visual medical data for real-time treatment of patients.
These potential uses can be achieved and further extended, depending on the researchers"

ideas and originality.

Virtual conferences

The precision of video-phones and large monitors,
make it possible for business persons located

in various locations to conduct meetings

in real time, thus reducing

% businesstravel related costs.  ©

@ JGN will contribute to
gchieving an advanced information
and communications socéety.

Online shopping
Purchase merctrandise
using the electranic
charging system.

Electronic museums _.&%h

From PC terminals, simply access
remote museums to enjoy
world famous art works

in high definition.

Weather forecasting service

1t will provide precise, real-time local
weather forecasts with 3D pictures.

Teleworking
Working at home or from
a satellite office will allow
more leisure time.

Real-time Telemedicine system

Even in remote areas, advanced
medical services are available with

the transmission of visual medical data
such as X-rays and CT films.

Electrownic distribution
By strategically locating
distribution sites and
selectingefficient shipping
routes, sexvices will be
improved, and costs
will be reduced.

Examples of research

subjects using the JGN X
Distant learning
PTA Net (8) Advanced emergency

information system @ Home banking
Electronic catalogs @ Electronic auctions
@Aummatic translation network

@ voD @ Electronic shopping malls
@ Public information disclosures
@ Industrial Net () Virtual
entertainment, efc.

Teachers and children can interact

via the network, especially those

who cannot attend school, making

the opportunity for home study possible.

<o
[
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Promotion of JGN Use

The Next Generation Very High-Speed Network Promotion Conference

Consisting of representatives from industry, academia, and government, this conference was established.
Its primary function is to maintain the smaoth and efficient operation of JGN, ensuring its continued success
in the research and development of next generation very high-speed network.

Activities

@ Discussing methods in promoting research using JGN.
@ Discussing ways of promoting the usage of Shared Use Research Facilities (Gigabit Laboratories).
© Discussing a basic JGN operation palicy.

O Discussing measures in promoting research and development.

Chairman: Prof. Makoto Nagao (President, Kyato Uriversity) Secretariat:Telecommunications Advancement Organization

(l d-rgéhiiation‘;chért-':'>, g

Shared Use Research

Next Generation Very High-Speed

Network Promotion Conference

The Secretarial Board

Facilities Promation Committee

gy -

Network Administration
oard

Telecommunications

Advancement

.. Organization__.

_) £ Mlnlstry of Posts and
(— . Telecommumcatlo

Regional Conferences

The Regional Conferences, in conjunction with the Next Generation Very High-Speed Network Promotion Conference,
support research employing JGN, and exchange infarmation on research using JGN in each region.

Activities

© Providing information and PR materials regarding JGN.
@ Supporting users of JGN,
© Supporting the exchange of information between users and the Promotion Conference.
O Compiling research results.

An application form and research plan must be submitted in order to use JGN. For further details, contact the TAO.

f N
:?:::;’:.‘;:L“"ms Review Research Promotion Committee, | Rescarc http:/www.jgn.tao.go.jp
Organization ¢ Website/Users guide/ Next Generation Very High-Speed | gymposium Offers a wide range of information
E L i b Network Promotion Conference for supporting rasearchand
and support ™ de;llapmgnl. s{ufr:ja? a JGN Guide
Mar and axpearnimantal data.
[ and of JGN parimental data.
R Application/ Bandwidth/ 4 \,\
ey esearch plan me schedule ) Ifitiate Hesearch )
g completion arrangement "
L O
QI i Questions and
Users' guida | uestions PR, reply to questions Research
distribution l and requests results
PR Instructional Research result cumpllallnn
\. Regianal Conference guidance and support Idea exchange for improved future usage J He— - J
.
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IPv6  — IPvOMRHE —

XIPv6("  Internet Protocol version 6 )
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AT T Communications

Towards Popularization of IPv6 Business
(NTT Communications’ Global IPv6 Trial and Services)

Yasuki Saito (yaski(@ntt.ocn.ne.jp)
NTT Communications Corporation
http://www.v6.ntt.net

—~—

What is IPv6?

* The Internet has expanded exponentially. => Address will be exhauvsted.

« IPv6 has been developed as the next generation Internet.
— inexhaustible addressees ( cellular phone, appliances, facility in the building )
— standardized security & QoS functions ( e-commerce, image distribution )
- auto-configuration, plug & play function ( appliances ) L‘\lc\ck‘-ik‘{;\ A -lx)
- another functions: multicast etc.

Appliances
Game IPv6 Network

HomegSecurity
7 Mobile

g =/ Cellular P%?é . i
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When will IPv4 addresses are used up?

* If you measure IPv4 addresses with 1/256 of a total
address space as a unit(=/8, old class A size), 70 units
are still unused.

* How many units are consumed per year in each region?

RIPE/NCC APNIC ARIN Total
(Europe) (Asia Pacific) | (America)
1998 0.77
1999 0.8 0.58 1.29 2.67
2000 12 116 2.08 4.44
2001 77
3
e

= MT‘I'Camm.mlubom
IPv4 address exhaustion, when?
(How many percentage will be used within unused space?)

100
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Current situations around IPv6

Technology:

+ Standardization has almost completed .
without dial-up protocol ete.

e 3GPP will use IPv6 for multimedia mobile

network after 2003.
Business:

« The formal address assignment has started

from September 1999.

* Japan leads development of OS and router
and deployment of [Pv6 by ISPs. EU leads
mobile systems. US develops on

undzrground.

= Nokia: demonstrated [Pv6 based mobile
multimedia network in Madnd.

* The IPv6 Forum was held in Osaka last

December.

/* National project: SULIRNC] ﬁ,% *
~ 137 Billion Yen budget in total. { ¥p V4 1317'-‘3?\/5')

~  Appliances and JGN.

Services:

Network Service

— US: MCI announced IPv6 service.

* 0OS
— SUN Solaris 8 . FreeBSD 4.x. Linux
~ MACOS X?& tNoliia
- Windows XP (Whistler)

JENS and more.

* Router:
— Telebit, NEC, Hitachi, Fujitsu, CISCO ctc.

*  Application

DV over IPv6

— IPv6-1Pv4 translator: YDC

-~ mansplant IPvé6 applications
Dtﬁ el Vedieo
— IPv6 Appliance ( trial product )

— Japan: I1J, NTT Com, Fujitsu, NEC, KDDI,

sTLLA Holders ( at the end of January )

The 65 organizations including 14 Japanese ISPs.

ASIA Region

« APNIC (26)

[ T T T S N T T T S T O S T A N S T T O B I

+*WIDE-IP

NUS-5G

CONNELCT-AU

*NTT-IP

KIX-KR

*JENSIP

ETRI-KR

HINET-TW

Few-Jp

FMNET-JP (later-Miwiirics)
CERNET-CN

% INFOWEB-IP (Fajitea)
*BIGLOBE-JP (NEC)
*6DION-IPNIC-IP (KDD)
DACOM-BORANET
*ODN-IPNICIP
KOLNET-KRNIC-KR
TANET-IPV6-TW
HBANANET-KRNIC-KR
TANET-TWNIC.TW
*SONYTELECOM-IPNIC-IP
4 TINET-JPNIC-JP
KORNET KRNIC-KR
NGINET-KRNIC-KR

* INFOSPHEREAJPNIC-IP
*OMP-IPNIC-IP

US Region
« ARIN (12)

ESNET

VBNS
CANET?
VRIO

CISCFO
QWEST
DEFENSENET
ABOVENET
SPRINT
UNUM-IPVE
GBLX-V6
STEALTH-IPVE-1

[ T T T O B B R Y B )

I T e I O R I S I A N

Europe Region

« RIPE NCC (27)

EBU-UUNET
DE-SPACE

KL-SURFNET

UK-BT

CH-SWITCH
AT-ACONET

UK.JANET
PE-DFN

RU-FREENET

GR-GRNET
DE-ECRC
DE-TRMD

FR-RENATCR
DE-NACAMAR

EU-EUNET
DE-IIPPII
DE-XIINK

FR-TRLECOM

PT-RCCN

SESWIPNET

PL-ICM

BE-BELNET

SE-SUNET
IT-CSELT

SETELIANET
DK-TELEDANMARK 8
RE-ROSNIIROS
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S YT Comepunications

NTT’s Background

@ Since 1996, NTT has been studying IPv6 network and its
operation on a global scale.

— NTT Com obtained sTLA registry from APNIC in September 1999.
(One of the earliest in Japan).

@ Some customers long for connecting to IPv6 networks.
— First of all ISPs should support IPv6, we thought.
— NTT Com has started IPv6 trials on a global scale in December 1999

& Corporate users start considering business with IPv6.
— Our trials have supported developers of IPv6 business,

— Now we are preparing for commercializing IPv6 services in
April/May.

“T YT Communications

NTT Communications’ IPv6 Trials

@ Network Operation Trials @p:/www.v6.nttnet)
~ IPv6 OCN Tunneling Trial (NTT Communications).

* No charge for accessing IPv6 network during the trials.
» The trials will end on May 31, 2001.
— IPv6 Operation Trials in Europe (NTT Europe).
— IPv6 Commercial IX in San Jose, U.S.A. (NTT MCL).

@ IPv6 Application Trials
— Application Trials
* Tests & developments for system integration and migration.
— Individual Trials
* Joint trials with several companies.

10

G416
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AT Commanications

Network Operation Trials

© 1Pv6 OCN Tunneling Trial ~NTT Communications)
— IPv6 over IPv4 tunneling technology
* For customers of OCN leased-line connection services.
& IPv6 Operation Trials in Europe (NTT Europe)
— Both native and tunneling connections. _
-~ Connecting to many IPv6 networks in Europe.
€ 1Pv6 Commercial IX in San Jose, U.S.A. (vt McL)
— Operating a commercially usable IPv6 IX.
~ Located in NTT America’s San Jose data center.

NTT Com Global IPv6 Netwgpk '
Asia U.S.A. Europe
(Japan) g .

PAIX

NSPIXP--6

R

NTT Communications IPvé6 Network

......................

European IPv6 Operatum Trial
(slaned from March 2000)

..............

'
.......................

IPv6 Backbone
Provisioning Trial  : P :
(started from December '7000) 5 s femmnnerenneneee :
OCN Tunneling Trial COMMERCIAL IPv6 IX z;iiiiﬁﬁbem
(started from December 1999) in SAN JOSE, CA.
(started from April 2000) 12

Lo%h

617




IPv6 OCN Tunneling Trials

13

- Wrcmm
Summary of OCN tunneling trials é?u
¢ Purposes:

— find out services of next generation Internet with partners.
— Accumulate skill and know-how of IPv6 operation.

¢ Term:
— 20th Dec. 1999 - 31st Mar. 2001 (Extended to the end of May 2001.)

* Partners:

— Customers of leased line OCN services.

¢18




MY Comauaications

IPv6 over IPv4 tunneling

IPv4 Packet
IPv6 Packet
To:B
To:A To:A To:A
1Pv6 lMl 1Pv4 " Tievs
D3 | hea Daa | o] Headed Daw | pandr

T Com

Tunnel termination §
(capsulate) {

(de-capsulate)

Transition Support

Providing IPv6-IPv4 translator function “TTB”

- AT T Communications

Joint Trial with YDC Corporation

Tunneling
Router

IPv6 over IPv4
Tunneling

1Pv4 / IPv6 dual stack terminal
IPv6 over IPv4 tunneling
A dual stack terminal can access
to the servers on IPv6 networks
using IPv4 network services.

IPv6-IPv4
Translator

1TB

IPv6 terminal

IPy6-1Pv4 Translation

The terminal in the mative [Pv6
environment can access to the
servers on [Pv4 networks via

TPv6-1Pv4 Translator “TTB”. 16
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User profile of OCN IPv6 Trial
Number of trial partners: about 170 (as of Feb. 2001)

Breakdown of Participants Purpose of Participation

Shifting from research phase to business phase 53%-of participants are preparing to
Academic v commercialize the service

Study the potential ofTPv6

Participants with previous IPv6 experience 28 %
IPv6 researchers and developers 20 %

MTT Communications

IPv6 Application Trials

& Application Trials
— develop and test IPv6 applications
— system integration and migration of enterprise network

— demonstration: )
* N+12000 : Music Distribution with IPv6 security.
* INET 2000 : TV Conference between Yokohama and San Jose.

& Individual Trials

— develop and test IPv6 solutions with several companies
— support to develop new Internet business markets

18
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Application Trials

19

e
NTT Comammications

A sample application on our Web Site

http://www.v6.ntt.net

Music Distribution

IHME) ERD FEFY FOW ComteracaeriC) ALTUH

et T |®verm-rmazazs.

IPv6 Y e Joint trial with

(globul . ey — NTT Business Information
ommunily oo Service, Inc.

eny

— NTT Software Corporation

a1




T~
Web sites for testing IPv6 applications

These sites are open to every IPv6 users worldwide.

@ NTT Business Information Service, Inc.
— constructs a music distribution site
— application: mpegl23 (Linux and FreeBSD)
— http://tako.v6.ntt.net/music.html

@ NTT Software Corporation

— develops TWIN-VQ IPv6 for Windows2000 + MSDN
(joint research with NTT Cyber Space Laboratories)

- provides music (songs) for audition
- http://tvgv6.ntt.soft.nct

21

Individual Trials
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- 3 f—c_-mnmn tions
End-to-End Secure Communication "

Easy to setup IP-VPN between end-to-end terminals with [Pv6

Private Address Global Address Private Address

[

Lt ¥ L 3 Ll

IPv4

Site-to-Site
Secure
Communications

IPv6

End-to-End
Secure
Communications
End-to-end Easy 10 sctup a new Business Partner "
secure communication path 10 a partner

Takenaka Corporation is Japan's oldest architecture,
engineering and construction firm with long history and
rich tradition that spans nearly 400 years.

( http://www.takenaka co.jp )

Osaka International Convention Center
(Grand Cube Osaka)

Constructed by Takenaka Corporation
and nine other companies (JV).

Many landmarks are constructed by JV (Joint Venture).

24
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IPv6 Applic'ation Trial with Takenaka — -ZETommoces

< - e mgr

* InalV office, many workers from different companies are using a single LAN to share ¢
information. On the other hand, workers who belong to each member companies have to
communicate each other.

¢ Therefore it is necessary to establish end-to-end secure communication.
* We are investigating the validity of IPv6 within our IPv6 application trial scheme.

TS

JV Company A

Takenaka ( Member Meimber

. o) X company Y
Corporation Setup [PSec (TAKENAKA) pany
— v IPsec \ (g ) = E@
Serv — C_P CIZ)

. Internet \{_

. IPv6 over IPv4 P, o~
Sec $ Single LAN is shared

Shared Server

. Shared Printer | 2 severlzl member

. _ IPsec p
Member
L) Loy %
L = g‘mpgAKA) JV Company B
.............. 2
= ‘!__'l"rcmm

Future Plan<

ey

@ Start IPv6 Commercial Services
— April/May of 2001.
— IPv6 over IPv4 tunneling service for OCN users and,
— Native IPv6 service for Japanese ISPs to start.

& Expand IPv6 Trials
— IPv6 backbone provisioning trial (for ISP, ICP, ASP....).
— Expand region of the IPv6 backbone (to Asia and ....)

— IPv6 trial for OCN dial-up users (only a plan at the moment).

B Y M\bh& A cep 55
26
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Appendix 1: IPv6 address space

64 N
Interface ID
Top-Level Aggregation
Assigned to big ISPs among sTLA holders.
Sub Top—Level Aggregation A;signrnent started

t on July 1892

27
N -f"m o
Appendix 2: IPv4/IPv6 header format (7T Communiaons
@ /Pv4 header format
9 e e e e . 52
Py JHL | Type of Service Total Lel;gth
[ Identification Flags | Fragment Offset
i Time—to—Live 1 Protocol Header Checksum
I _ption ) Paddng
© [Pv6 header format
LA e e e B2
TRE, Proty __Flow Label e
aybaad Len, Next Headar Hop Limit

Destmnation Address




[Tentative translation

The Stable Development of Converged

Telecommunications and Broadcast Services

Round-table conference on info-communications policy
in the age of converged
telecommunications and broadcast services

14 December, 2000

056



Contents

Chapter 1 Convergence of Telecommunications and Broadeasting through IT --
1. TTTOAAY - vreemeeemmmm o e et s s e s s e

2. Changes brought about in the user environment by IT  «---evvveerreeenne

(1) The spread of the Internet and improvement of access lineg +++-++------
(2) The increasing speed of personal computers - --r--correrere et
(3) Digital broadcasting ..............................................

Chapter 2 Progressive Convergence of Telecommunications and Broadcasting - -
1. The Convergence of Telecommunications and Broadcasting =--------------

2. Special Characteristics of Today's Convergences -«------r-r-eerrmer-ees

(1) The expansion and diversification of converged telecommunications

and broadcasting seTvices - --correieeeseeieseeeee S

(2) Changes in the Content Distribution System -« -corrrererreereenen.
(3) The evolution of multi-uge content ------r-rrrerrrrraeeare i

3. The Future of Converged Telecommunications and Breadcasting Services - -
(1) Internet Broadcasting ----------c--rrrrreeaneeen- e
(2) Platform Business .......................... A e

3) Intelligent Home Appliances --«--- re et iaias et R

Chapter 3 Current Trends in Converged Telecommunications and

Broadcasting in Foreign Countries — ------c-errerrrrrereereenes
Outline of the Structure of Telecommunications and Broadcasting --<-----

2. Standards for Separating Telecommunications and Broadcasting and

Specifications for Internet Broadcasting < - v -rvrrrsrrrerre i iee

3. Program and Facility Regulations -« -+« «rerrrrrrrreeerssrmreeeemonaaes

Chaptler 4 Government Policies for the Stable Expansion of Converged
Telecommunications and Broadcast Services < «cr-rrreereeeereens

BaSiC Concepts ............. T et it es et e denee s

IR T A

Establishing a System to Accommodate the Convergence -------rrrrv----
Establishment of Info-Telecommunications Infrastructure =« ---evevvvee
Support Development of Platform Businesses  +- -+« s cereaeenes
Establishment of Info-Telecommunications Rules < «<-rr-vevemereeeeens

Creation of a Business Environment that Facilitates Content Provision ----

10
10
12

12
13
15
16
17
17
20

21
21
25

29

31

.31

33
38
40
42
45



Preface

The IT revolution is developing into a global phenomenon, bring changes to every
aspect of society and economics through advances in info-communications. The
realization of a Japanese IT society in which digital media is the foundation on which
all Japanese exchange information and knowledge and in which they can do so freely is
said to be the key to enriching the lives of the Japanese in the coming twenty-first
century and giving our country a competitive advantage.
In July of this very year, the government established the IT Strategy Headquarters
and the IT Strategy Conference, and on November 27, these groups put together the
Basic IT Strategy aimed at achieving an 1T societ); in Japan. This stratégy proposes
plans for advancing the four policy spheres of primary importance: (1) ultra-high-speed
network infrastructure installation and policies on competition, (2) electronic commerce
and new support facilities, (3) implementation of electronic government, and (4)
improved workforce education.
Over the past six months since the inception of the round-table conference, they have
- thoroughly examined the info-communications policies related to converged
telecommunications and broadcasting. ‘The issues focused on were how to view the
changes brought about by the lightening development of today’s IT and how to respond
to these changés. The established work groups just completed discussions on converged
telecommunications and broadcast serviceé which also took into consideration the state
of affairs in other countries‘as well.
In their conclusions, they summarize these discussions and delve into the measures to
be taken to achieve a Japanese IT Society from the viewpoint of converged
telecommunications and broadcast services, and even though they center on systematic
measures in order to deal with changes in a flexible manner, I am pleased with the
strategic view they have provided for future info-communications policies.
I expect that use of this report in the policy proposal process will result in the creation

of new value appropriate to the twenty-first century.

Masao Horibe
Chairman, Round-Table Conference on Info-communications Policy in the Age of

Converged Telecommunications and Broadcast Services



Chapter 1 Convergence of Telecommunications and Broadcasting through IT

IT advances in recent years are bringing a high-speed low-cost stable
info-communications user environment within reach of all Japanese. The convergence
of telecommunications and broadcasting is a particularly notable phenomenon brought
about by these IT advances, making it necessary to evaluate and reassess to'day’s
info-communication systems and policies firmly based on current conditions and the

direction of these changes.

1. IT Today

The miraculous growth of IT has reached various technological fields including
elemental technology, network technology, human interface technology, and security
technology.

In elemental technology, advances in semi-conductors, fiber optics, data storage devices
and media are supporting the growth of today’s IT.

In network technology, optics related technological developments, such as wavelength
division multiplexing (WDM)?, have been astounding, while the transmission capacity
of backbone networks is continuing to increase at a remarkable pace. And for access
networks, the advent of high-speed Internet connections, like cable TV, DSL2, Fiber to
the Home (FTTH)?, and Subscriber wireless access systems (FWA) has ensured a
steady increase in transmission capacity. Digital compression technologies, such as
MPEG-25, are one of the forces driving analog to digital conversion in terrestrial,
satellite, and cable TV.

In human interface technology, developments in displays, voice and other recognition
systems, intelligent processing techniques have improved user convenience, examples
of these advances are the miniaturization of high-resolution LCD displays for cellular
telephones and increased functionality for automated translation systems.

Advances are also being made in security technologies, with electronic signatures,
anti-virus software, and packet filtering added to encryption, the fundamental
technology of sccurity. Some notable examples are the construction of the Public Key
Infrastructure (PKI), which uses publickey-cryptosystem. and the spreading use of
firewall technology prevents unauthorized access. Along with the spread of the Internet,

demands increased protection and speed from security technology.

1. Wavelength Division Multiplexing. Sending several optical signals of different wavelengths over a single

fiber. This technique allows much higher volumes of data to be transmitted over optical fiber.

p

i
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2. Digital Subscriber Line. This is the general term for transmission methods that make high-speed data
transmission possible over existing metallic cable telephone lines. ADSL, SDSL, VDSL are some of the
methods included, each type having different transmission speeds ranging from several Mbps to several
tens of Mbps. ADSL permits transmission at several Mbps within a distance of 2 km.

3. Fiber to the Home. By connecting each subscriber to the local exchange by fiber-optic cable,
ultra-high-speed, high-capacity transmissions, such as video, is possible to the home.

4. Fixed Wireless Access. In Japan, a subscriber wireless access system has been implemented for use by
telecommunications businesses. Same as wireless Jocal loop (WLL).

5. Moving Picture Experts Group. MPEG-2 is a general purpose digital compression scheme being put forth
jointly by the International Organization for Standardization (ISO) and the International Electrotechnical
Commission (IEC) in conjunction with the International Telecommunication Union (ITU) regarding
telecommunications, broadcasting, and storage media. This scheme is flexible and capable of handling a
wide range of quality levels from present day television signals to HDTV. Standardization was completed in

November 1994.



2. Changes brought about in the user environment by IT

Innovations appearing in elemental technologies and network technologies have driven
the development of the Internet, digital satellite broadcasting, and other
info-communications media, making it possible for the general public to access
technologies that were once limited to a small group of users and changing the

characteristics of this access as well.

(1) The spread of the Internet and improvement of access lines

A. Spread of the Internet

The Ministry of Posts and Telecommunications estimated, based on the White Paper
“Communications in Japan 2000,” that there were 27.06 million Internet users®aged 15
to 69 in Japan at the end of 1999, an annual increase of §9.7 %. (Figure 1-1)

The primary factors contributing to this explosive increase in Internet use are thought
to be increased PC penctration in the home due to lower PC prices and the arrival of
mobile Internet services (February 1999), which make it possible to access web content
through cellular phones.

That same white paper predicts that the number of Internet users will have increased
to 76.70 million by 2005, with penetration of the Internet to new users leading the

expansion into the future.
6. This white paper includes Internet users who access Web content or send or receive e-mail through

cellular telephones, PDAs, home game handsets, or television sets equipped with an Internet access devices,

in addition to PC access.

Figure 1-1: Trends in Internet Penetration

{Millions) (9%)
g7 Number of Intermet users 88.6
30 t —e— Penetration rate in enterprises 1 90
~#~ Penetration rate in establishments 480
~ Penetration rate in households
25 70
20 60
50-
5 40
10 30
20
5 -
10
0 0

End of 1995 End of 1996 End of 1997 End of 1998 End of 1999

(SOURCE: WHITE PAPER “Communications in Japan 2000”, Ministry of Posts and Telecommunications)



Table 1-1: Internet Users by Access Method

Mar. |Apr. |May |dJun. Jul. Aug. | Sep. Oct.
2000
Dial-up Index 100 103.9 | 107.6 |111.2 | 1161 |118.3 |121.8 |125.3
access
type
(telephone
lines)
Cable TV | Subscribers | 21.6 - - 32.9 : - 46.3
network 1 =10,000
Index 100 - - 1523 |- - 214.4 |-
Cellular Users 7499 |935.1|10566.7 | 1272.3 | 1506.6 | 1729.0 | 1967.9 | 2180.0
phone 1 =10,000 .
Index 100 124.71140.9 |169.7 |200.9 |230.6 |262.4 |290.7
DSL Users 211 399 760 1235 1605 2122 2537 3171
Index - 100 189.1 | 360.2 | 585.3 | 760.7 | 1005.7 | 1202.4 | 1502.9
SOURCE: Ministry of Posts and Telecommunications documents.
NOTE:

1. For this index March-end 2000 = 100.

2. The index for dial-up Internet access is based on the number of subscribers from the top 15 ISPs (11.94
million), and March-end 2000 = 100.

3. The number of subscribers connecting to the Internet via cable television networks includes some dial-up
subscribers. It also includes the number of lines provided to ISPs by carriers.

4. The number of users who access services via cellular telephone is the total number of subscribers to
imode, EZweb (including the earlier EZaccess), and J-Sky services.

5. The number of DSL users is the number of subseribers to DSL service (trial service) in two NTT regional

companies. The details can be found at the DSL Report Page, http//www mpt.goip/whatsnew/ds)/.

B. High-speed Access and a Variety of Access Methods

Until 1995, the only method of access available to general users was a modem and a
common telephone line (subscriber line). Later, however, cable television networks,
DSL, and FWA services users are quickly growing in numbers as service areas grow,
making high-speed access with transfer rates of several hundred kbps or higher
relatively easy to obtain for the general user. Two NTT regional companies plan to offer
FTTH service, with spceds of 10 Mbps, to the general public shortly, and we are
waiting for the next-generation mobile telecommunications systems, IMT-20007,

discussed later, to start providing services as well.

7. International Mobile Telecommunications — 2000, the next generati;)n mobile telecommunicatlions

systems.




Figure 1-2: Internet Access Lines (Private)

Transmission speeds(bps)

A FTTH
(not yet in service)
10M |—
R4
Cable TV
Satellite e
1M — P
100k — Fixed—Tate Service
Modem (ISDN)
(336kbps) .-
o (h;sodem) Cell Phone S(c;rjﬁijx:_ad-r;te S:Nice
Kkbps (Mobile Internet Connection)’ ixed-iine Telephone)
10k [—
| 1 | | L .
1995 1996 1997 19¢8 1999 2000

(SOURCE:Ministry of Posts and Telecommunications dosumentaticn)

C. Mobile Internet

While access to the Internet via PC is increasing, the number of users accessing
websites solely via a cellular telephone is also increasing rapidly. Since the NTT
DoCoMo Group began i-mode service in February of 1999, DDI Cellular Group, 1DO,
TU-KA Group, and J-Phone Group all began similar services, and the number of mobile
Internet contracts have increased at a startling pace, reaching 23.96 million contracts
as of 30 November 2000.

In addition, NTT DoCoMo Group's IMT-2000 service, scheduled to begin in May of next
year, will provide data telecommunication speeds of 384 kbps (while walking, moving
at low speeds, or inside a building) and is expected to increase to 2 Mbps (nside a
building), providing a viable means of high-speed Internet access. The J-Phone Group
and XDDI Group plan to offer IMT-2000 as well. Japanese carriers are introducing
IMT-2000 ahead of Europe and America, drawing international attention to the
creation of attractive web content and applications made possible by the high-speed

system.

o3



Figure 1-3: Mobile Internet Contracts

(Millions)
30

25

. 7
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. e
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Jan. Mar. May Jul. Sep. Nov. Jan. Mar. May Jul.  Sep.  Now. Spring 2001

1999 2000

(SOURCE: Created by the Ministry of Posts and Telecommunications based on Impress Corporation’s
“Internet White Paper 2000” and the Telecommunications Carriers Association website.)

(2) The increasing speed of personal computers

Over the last ten years, the processing speed of CPUs for use in personal computers
has increased 100 fold due to progress in semi-conductor related technologies (Figure
1-4).

Personal computer functionality has greatly improved as well, not only due to improved
CPUs performance but also due to high-volume memories and hard disk drives
resulting from advances in data storage devices. Processing of large image and sound
files, which has been difficult up till now, is easily handled on the high-performance,
inexpensive PCs now available. These machines are also becoming more widely used

for video and television program viewing, recording, and editing.



Figure 1-4: CPU Performance in Personal Computers®

CPU Performance (MIPS*)

3000
Intel Gorporation’s CPU for PCs
B L
/
»
2000 : g
1000
Pentium(66MHz)
486DX(33MHz) /
0 , . . , ‘ . ,
1990 1992 1994 1996 1998 2000

* MIPS (Milfion Instructions Per Second) : the number of instructions that can be executed in one second (1=1 million).
Figures from 1996 onward (Pertium 200MHz) were calculated based on proportional conversion of MIPS from Specint95 and
iCOMP (both are indexes for CPLU performance).

(SOURGE: Created by the Ministry of Posts and Telecommunications based on the Intel Corporation’s website.)

(3) Digital broadcasting (Document 1)

Currently, countries around the world are converting to digital broadcasting, and the
improvement and diversification of broadcasting services brought about by combining
and merging computers with info-communications is expected to bring a larger
selection of programming and services to the viewers (figure 1-5). In Japan, digital
broadcasting over communications satellites (CS) began in June of 1996, and
broadcasting satellite (BS) digital broadcasting will be added in December of this year.
CS digital broadcasting is slated to begin in 2001 using the communications satellite
N-SAT-110, stationed at 110° east longitude, the same longitude as the BS digital
broadcasting satellite, BS-4 second stage (figure 1-6). Terrestrial digital broadcasting is
slated to begin in three major areas at the end of 2003 and other regions at the end of
2006.

In other fields, cable television providers began digital broadcasting in selected areas
in July of 1998, and they are working diligently to offer more services, such as
telephone and Internet access, and provide quality relay of digital broadcasts like the

BS digital broadcasts. Tie-ups between carriers to cover a larger area and other such
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trends are emerging as players in the field seek to actively support digitization and

accommodate the improvements in cable television.

8. In figure 1-4, figures from 1996 onward were calculated based on proportional conversion of MIPS from

Specint95 and iCOMP (both are indexes for CPU performance). As a result, the MIPS value in 2000 was

2600, an approximately 100 fold improvement in performance over the 1990 MIPS value of 27.

Figure 1-5: The Merits of Digital Broadcasting
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Figure 1-6: Satellite Broadcasting Today
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Chapter 2 Progressive Convergence of Telecommunications and Broadcasting

1. The Convergence of Telecommunications and Broadcasting

Currently the Internet is spreading, high-speed access and access methods are being
developed, personal computers are becoming faster, and broadcasting is going digital.
Amidst these activities the melding of telecommunications and broadcast businesses
has econverged as a clear trend marked by new hybrid services that combine
telecommunications and broadcasting, combined telecommunications and broadcasting
network use, and dual market businesses and business tie-ups.

As larger volumes of digital information are relayed to businesses and homes and
accessibility becomes more common, this phenomenon of converged

telecommunications and broadcasting will most likely become more pronounced.

(1) Converged Services

Usage of combined services (services called "openness of telecommunications" and
"restriction of broadcasts™), which have characteristics of both telecommunications and
broadcasting, is increasing. Here are a few examples.

a. BBS (bulletin board systems)?

b. Dissemination of information through websites

c. Internet broadcasts?®

d. Data broadcasts

(2) Converged Networks

The Broadcast Law was revised in 1989 1{o establish a single system
(program/facility-suppl_ying broadcast system) for CS Dbroadcasting, which was
separated into a broadcast licensing system and program production licensing system.
Digital broadcasting began in August, 1996, and as of October, 2000, there were 117
program-supplying broadcasters.

Cable television that uses FTTH (fiber to the home) began to appear in July. 1997.

This type of broadcasting that uses CS and cable television via FTTH make use of the
same routes to provide telecommunications and broadecast services.

Internet access services that use excess cable network capacityl, cable television
telephony!?, and home security services!? are some examples of telecommunications

services that use broadcast channels.

(8) Converged Terminals
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Home appliance makers have begun to offer PCs that can display and record television
signals and set-top devices that enable Internet access via the television, making it
possible to use both telecommunications and broadcast services from one terminal.

Efforts to develop and spread new terminals that accommodate the digital broadcast
era are gaining momentum, and private enterprises are engaged in discussions to

create uniform standards.

(4) Converged Enterprises (Document 3)

Excluding NTT East and West and NHK, which are special corporations whose
operations are regulated, interaction between telecommunications and broadcast
companies are open and unregulated.

In fact, there are many instances of telecommunications and broadcast companies
operating in both areas, with 183 cable companies providing type-1 carrier services as
of December 1, 2000.

9. This is one feature of PC telecommuniecationservices, the Internet, groupware, and Internet services,
where the computer is used as a message exchange system, The users post messages to a bulletin board
service via the network, and other users can see them and download them from the network.

10. This service is used to distribute content over the Internet using streaming technology, which replays in
real time the sounds and images received. Internet broadcasts, which made their debut in the 90s, have
dramatically increased with the increase of Internet users and dedicated connection services. Content sent
to computers with the proper software installed (RealPlayer, Windows MediaPlayer. Quicktime, all
distributed for free) do not store the data received on the hard disk, but play it back as fast as it is received,
doing much to alleviate the problem of unauthorized copies. There are scheduled live broadcasts as well as
on-demand broadcasts that respond to user requests. (document 2)

11. This service makes use of unused channels and the interactivity of cable. .

12. Telephone service is provided with control signals and voice signals carried over unused television
channels.

13. This service connects fire, gas, and securily sensors in each home with the security company. Using this

same principle. this system is also used to monitor water pipes and headwater volume.
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2. Special Characteristics of Today’s Convergences

(Documents 4, 5, and 6)

The convergence of telecommunications and broadcasting are beginning to bring not
only increased volume, but also important qualitative changes to today's industry and

people's lives.

(1) The expansion and diversification of converged telecommunications and
broadcasting services

As the users of BBS, websites, and other hybrid services increase, new services have
begun to appear on the market with a corresponding increase in the variety of services.
Services that provide interactivity through the combination of telecommunications and
broadcasting are being developed and offered.

A. Hybrid Services

Dissemination of information through BBS, Internet broadcasts, and similar means
combine the characteristics of the telephone, the most typical example of
telecommunications services, and terrestrial broadcasting, the most typical example of
broadcast services.

While (hese hybrid services are spreading as an effective means of disseminating
information for individuals, they also provide a simple way of passing on information
from anonymous sources to a number of unspecified recipients, and the unrestricted

distribution of illegal or harmful information is becoming a clear problem.

Figure 2-1: Hybrid Services Expansion
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B. Interactive services combining telecommunications and broadcasting

Interactivity is becoming a reality through the combined use of data broadcasting over
BS and CS digital broadcast systems and telecommunications systems such as the
Internet.

Efforts to develop new businesses using the ubiquitous TV set, the so called T-business
sector, are heating up. Joint development of terminals with onboard HDDs is
progressing, and we will mostly likely see new applications where broadcast content is
processed on the user's terminal to provide product information and receive orders. We
anticipate the creation of a system in which broadcast information 1s tailored to user's
needs, orders are taken in real time through telecommunications systems, and content
is delivered to the user over the most optimum route whether that be
telecommunications or broadcasting.

The success or failure of these services depends on the level of customer satisfaction
inherent in the content or applications provided, making the real issue the creation of
content and unique applications. Another emerging issue is the formation of business
models and the development of systems that combine the advantages of both
telecommunications networks and broadcast networks to deliver the above mentioned

contents, whether this is done through digital broadcasts or broadband networks.

(2) Changes in the Content Distribution System

In the past television conient was delivered primarily through terrestrial broadcasts.
But with the development of a variety of distribution routes, the content distribution
market has become more diverse and more complex.

What this means is that a variety of distribution routes have been applied to that
business model, and the content producers now have a variety of choices for
distributing their content to the end user. For example, it may soon be possible to
distribute movies over networks, and in fact, pay-per-view movies have already been
aired over the Internet on a test basis using streaming technology.

And we are seeing more lelecommunications carriers that provide network services
venture into the content creation field and form partnerships with companies in other
fields.
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Figure 2-2: The Original Content Distribution Network
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Figure 2-3: The Content Distribution Network of the Future
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(8) The evolution of multi-use content

Digital content is easy to reuse because it can be copied without degradation and new
productions can be made from multiple sources. Content produced for multi-use has
finally begun to take hold. As the industry converts to digital media, it is expected that
contracts that address reuse rights of all types will become common.

Today, motion pictures are designed for multi-use in movie theaters, in-flight mowvies,
packages, pay-per-view broadcasts, terrestrial broadcasts, and reruns, and in television
broadcasting they have begun to edit programs separately for broadcast over the
Internet. Since the reuse of portions of programs is expected to increase in the future,
content created with multi-use in mind will undoubtedly increase as well.

The biggest issue is whether or not a system can be created that appropriately balances
the protection and management of copyrights (copyright, neighboring rights, right of
portrait) with user convenience. To expand the content distribution market and assist
in the conversion to multi-use content, techmical and systematic issues must be
resolved and a system constructed that firmly protects copyrights and is quick and easy
to use.
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3. The Future of Converged Telecommunications and Broadcasting Services

As telecommunications and broadcasting services continue to converge, it 1s predicted
that Internet broadcasts will be on the rise, platform Dbusinesses!¢ will prosper, and
there will be remarkable diffusion of intelligent home appliances. For example, the
following business models will appear. ”

- T-businesses that use the special characteristics of high-volume data broadcast
systems, record content to an HDD, and allow audiences to search that content, check
on products they are interested in, and use the Internet to place orders.

- The separation of traditional broadcasting for large audiences and Internet
broadcasting for small audiences.

- Use of IMT-2000 to promote a certain portion of new music and newly released films.
Orders can be made from the receiving terminal, and the product distributed over the

data broadcasts.

Figure 2-4: Converged Telecommunications and Broadcast Services of the Future
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14 "Platform" is often used in the broadcasting industry to mean “in satellite broadcasting, a company who
manages advertising, customer bases, and collects fees for program-supplying broadcaster" (Satellite
Magazine Monthly Editorial Office, ed., Cable Television and Satellite Dictionary, Satellite Magazine
Publishing, 2000). With the evolution of the network to broadband, the content distribution market will
change and expand, and their role in managing advertising, subscribers, and the collection of fees will
expand, thus this report uses "platform" in a broader sense that encompasses all these functions not limited

solely to digital satellite broadcasting. See next page for more details.
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(1) Internet Broadcasting

Internet broadcasting came on the scene in the 1990s and quickly expanded with an
increasing number of users and the spread of dedicated connection services. Content
also grew and diversified and is continuing to do so.

With the spread of Internet broadcasts, the issue has been how to increase access
speeds and reduce the load on the backbone network and servers when accessing large
volumes of data simultaneously, which is gradually being resolved through broadband
services to the home—cable television, DSL, and optical fiber services—the use of 1P
multi-cast technology (document 7), and increased speeds on the Internet (for example,
the beginning of IPv615 trials), and we are moving towards the completion of an
environment in which the average household can view high-quality content via the

Internet (document 8).

(2) Platform Business

Platform businesses play a large role in the present day CS digital broadcasting
business model by working with program/facility-supplying broadcasters, managing
customers, fees, and assisting in creating management strategies. It appears that BS
digital broadcasting, which went into service in December, and the future CS digital
broadcasts will employ a similar structure to that currently used in CS broadcasts. It
also appears that cable operators, who manage their own customers and fees
individually, will work through an industry group with platform businesses in the
management of CAS16,

And in the Internet as well, housing!?, hosting?é, data centers’s, ASP2, authentication,
and fee collection businesses have become vital elements in the creation of a business
model.

The {ull digitization of broadcasts and spread of broadband networks to households are
expected to expand the absolute volume of content demanded by users as well as
increase the market size of platform businesses and their copyright protection and

management, fee collection, and other services.

15 Internet Protocol version 6. Compared to the current 1Pv4. there are many more addresses possible. the
Quality of Service control function and multi-cast function are supported as standard features, and it easily
supports broadband services such as Internet broadcasts. In December of 1998, a proposal of IPv6 (RFC

2460) was drafted, and efforts to standardize peripheral protocols, such as route control, are currently
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underway. Multi-casts are being implemented in Japan by companies such as I1J, which built a network
that supports multi-cast technology and which are currently distribuling content to some users on its
network,

16. Conditional Access System.

17. Maintenance of customer owned servers, also called co-location services.

18. Purchase, installation, and operation of servers that are then leased to customers.

19. Provision of a location to install hardware, such as company web servers, that provides high-speed
Internet backbone connections, management, and operation.

20. Application Service Provider. These companies maintain and operate all types of software applications
at a data center accessible via the Internet, and these services are provided to customers (businesses) over

the Internet.



Figure 2-5: Platform Business Trends in Digital Satellite Broadcasting (document 9)
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(3) Intelligent Home Appliances

Swept up in the wave of digitalization, the home appliance industry is working hard to
connect up refrigerators, microwave ovens, and a variety of other "white goods" to
create a home appliance network. In January of 2000, appliance makers and
telecommunications companies established the Association for the Advancement of
Intelligent Home Appliances Internet to develop advanced home appliances that can
connect up to each other over a network, exchange information within the home, and
even retrieve information over the Internet (these products are called intelligent home
appliances or digital appliances). The association is continuing to pursue development
of a universal system for intelligent home appliances and international standards for

content and display tools.

Figure 2-6: The Intelligent Home Appliance Network
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25 Research gubjects for the Association for the Advancement of Intelligent Home Appliances Internet

1. Advanced network technology: technologies that facilitate network support of all types of home
appliances, necessary for implementing services that use intelligent home appliances.

2. Home network server technology: telecommunications protocel conversion technology. all types of
network data exchange Ltechnology

3. 1C card, mobile compatibility technology: standard interface specifications for contact-less 1C cards and
mobile phones (mobile terminals).

4. Content description and browser search technology: MPEG-7 streaming browsers ideal for information
appliances (pushing MPEG as the international standard, a description specification for effective retrieval

of video and audio multi-media content) and MPEG-7 description methods.
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Chapter 3 Current Trends in Converged Telecommunications and Broadcasting in
Foreign Countries

In chapters 1 and 2 we looked at the future based on the current status of
telecommunications and broadcasting in Japan. The IT Strategy Council?4 has as its
basic strategy the practical application of IT for all citizens and provision of quick,
innovative, and practical assistance that does not restrict current systems, customs, or
interests. They are also striving to propose and deploy policies for telecommunications
and broadcast convergences in this same spirit. In this era of combined
telecommunications and broadcasting we must place importance on harmonizing with
the policies of other governments as they relate to converged telecommunications and
broadcasting, particularly in light of the global nature of technologies like the Internet.
In this chapter, we attempt to contrast and compare the Japanese telecommunications
and broadcasting systems with those in USA, UK, France, and Germany and -how they
arrange, maintain, and administer their standards for separating telecommunications
and broadcasting, particularly as regards Internet broadcasting regulations and those

governing facilities and programs of broadcasting.

24 IT Strategy Council

- July 2000. Council established under the jurisdiction of the IT Strategy Headquarters (see footnote 43 on
page 40) and composed of specialists {rom the private sector to strategically and emphatically study
advances in IT technology. It is chaired by Idei Nobuyuki, president of Sony Corporation. .
- November 2000. Basic IT Strategy proposed, which included a "five year plan to become the worlds Jeading

IT country" among other things.

1. Quiline of the Structure of Telecommunications and Broadcasting

{Documents 10 and 11)
In Japan, the Telecommunications Business Law, Cable Television Broadcast Law, and
Broadcast Law contain an outline of "telecommunications" (Telecommunications
Business Law, Article 2, Item 1), "cable television broadcasting” (Cable Television
Broadcast Law, Article 2, Section 1), and "broadcasting” (Broadcast Law, Article 2, Item
.
The concepts of "broadcasting" and “telecommunications” are also established as
separate concepts in USA. UK, France, and Germany. All countries distinguish
between broadcasting and telecommunicalions in their regulafions.

However, there are various methods of handling “hybrid” telecommunications and
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broadcast services. Regulations for the programming and network aspects of
broadcasting are different for each country, and each EU member nation is tending

towards the separate regulation of these areas.

Figure 3-1: Telecommunications and Broadcasting Concepts in Other Countries
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(1) USA

Telecommunications Act?® regulates Telecommunications (Article 3, (43)), Cable Service
(Article 602, (6)), and Broadcasting (Article 3, (6)). To more specifically regulate each
sector, there is Volume 2 Telecommunications Carriers, Volume 3 Provisions Relating to
Radio, and Volume 6 Cable Telecommunications.

Telephone and the Internet are "telecommunications," cable television is "cable
telecommunications," and terrestrial Dbroadcast and satellite broadcasts are
"broadcasting,” except for programming distributed to select customers using
encrypting technology. Except for the point.discerning telecommunications and
broadcasting based on whether or not the signal is scrambleci, this system is sumilar to

the framework used in Japan.



25 Indicates the Telecommunications Act of 1934, as amended by the 1996 Telecommunications Law. This js

referred to as the Telecommunications Act in this document.

(2) UK

Telecommunications is defined in the Telecommunications Act (Article 4, (1)). The
Broadcasting Act?® does not define broadcasting per se, but it does outline the
broadcasting services provided by public broadeasting companies under Television
Programme Service (Article 2, (4)) and Radio Service (Article 84, (1)).

Telephony is categorized as telecommunications, while cable television, satellite
broadcasting, and terrestrial broadcasts are categorized as Television Programme
Service or Radio Service. Distributing content over the Internet is categorized as
telecommunications, but Internet broadcasts are included as Television Programme
Service or Radio Service.

Regulations relating to the operation of telecommunications facility, broadcast facility,
and other types of facilities, are covered under the Telecommunications Act, whether

for telecommunications or broadcasting.

26 Broadcast Law regulates private broadcasts. The Royal Charter and The Agreement regulates the BBC.

(3) France

The Loi relative a la liberte de communication ("Audio-visual Telecommunications
Law") defines Telecommunications and Audio-visual Telecommunications (Article 2).
Telephony is covered by "Telecommunications"2’, while cable, satellite and terrestrial
telecommunications are covered by the Audio-visual Telecommunications Law. Internet
broadcasts are included in "Audio-visual Telecommunications," while this information

transmitted via BBS and websites is not specifically regulated.

27 Specific regulations covering telecommunications are found in the Code des postes et

telecommunications.

(4) Germany

In  Germany, telecommunications is regulated by f{ederal authorities. while
broadcasting is regulated by local state authorities. The federal law,
Telekommunikationsgesetz, defines "Telecommunications” (Telekommunikations
(Article 3 Section 16), and each state has a Jaw that defines Broadcasting (Rundfunk).
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For “hybrid” telecommunications and broadcast services, the categories of Teledienste
(Tele-service) and Mediendienste (Media-service) have been established. Tele-service is
defined by Article 2, Item 1, of the Federal Tele-service Law, the law that determines
the fundamental conditions of information and telecommunications services: (Gesetz
zur Regelun der Rahmenbedingungen fur Informations und Kommunicationsdienste
("German Multi-media Law"). Media-service is defined by Article 2 of the interstate
agreement on media-servicess  Lander-Sttatsvertrag uber  mediendienste
(Mediendienste-Staatsvertrag). |

Under this arrangement, telephony is categorized as "Telecommunications,"” while the
distribution of content over the Internet is separated into "tele-service,”
"media-service," and "broadcasting," depending on the ability to influence public
opinion. This system is used for cable television, satellite, and terrestrial broadcasts,
which are categorized as media-services or broadcasting depending on their ability to
influence public opinion.

"Broadcasting facilities, including cable television, broadcast satellites, and

telecommunications satellites, are built and operated by Deutsche Telekom."25

28 From the "Data Book, World Broadcasting 2000 compiled hy NHK Broadeast Culture Laboratories,

Japan Broadcasting and Publishing Association, 2000, 143 pages.
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2. Standards for Separating Telecommunications and Broadcasting and Specifications

for Internet Broadeasting

Japan has for some time had “hybrid” telecommunications and broadeast services, such
as those that use CS to provide information to members only.

CS broadeasting began in 1992, and multi-channel digital broadcasts as well as a
variety of telecommunications services that use the CS system began in 1996.

The Ministry of Posts and Telecommunications categorizes services that use the CS
system, either as telecommunications or broadcasting, based on the February 1989
interim report put out by the Telecommunications and Broadcasting “Hybrid” Services
Study Group and based on criteria that show whether or not the senders intention is to
have the general public directly receive the transmission. This is looked at not only
objectively but subjectively as well, using the following five elements.

(1) The strength of the relationship between the sender and the receiver, and the
degree of unique attributes of the receiver

(2) Transmitted data (is the transmitted data based on a bond between the sender and
receiver, and the unique attributes of the receiver?)

(3) The concealment of the data transmission method

(4).Management of the receiving device

(5) The existence or absence of advertising

Also, in December 1997, the ministry created the Guideline for Categorizing New
“Hybrid”  Telecommunications and  Broadcast Services that Use the
Telecommunicationsatellite System, which is founded on the above concepts and clearly
illustrates the following genres as telecommunications.

(1) Distribution of management information to the homes of sales people

(2) Distribution of group information to group members, such as doctors and lawyers
associations

(3) Distribution of classroom 1mages to prep-school students

The increasingly powerful Internet broadcast and other means of distributing content
over the Internet with the improved capacity of CPUs and Internet access has been
categorized as telecommunications in Japan. The appearance and expansion of “hybrid”
telecommunications and broadcast services is a phenomenon common (o all countries
and a problem that all countries are struggling with, and the method of handling
Internet broadcasts and distribution of content over the Internet is not the same for all

countries.
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(1) USA

Broadcasting is defined by the Telecommunications Act as "the dissemination of radio
communications intended to be received by the public, directly or by_ the intermediary
of relay stations,” and this line of demarcation for telecommunications and
broadcasting is similar to Japan's. However, services that distribute programming to
select customers using gncryption technology ("Subscription Service)?® are not

categorized as broadcasting because signal scrambling exists, as opposed to Japan.

Regulation of Internet broadcasts. While distribution of content over the Internet is
considered telecommunications, as it. is in Japan, they also have the
Telecommunications Decency Act of 1996% that regulates obscene and harassing
telecommunications. And through the Child Online Protection Act, commercial
pornographic sites must verify the age of the person accessing the site to prevent
minors from doing so (the ruling that this was unconstitutional was upheld by the

Third Circuit Court of Appeals and is in the process of being repealeds?).

29 A decision by the DC Court of Appeals issued on 17 June 1988 upheld an FCC order that said STV
(Subscription TeleVision) and DBS (Direct Broadcast Satellite) subscription services were point to
multi-point services and not broadcasting since non-subscribers could not receive the signal.

30 The concreteness of the terms "indecent” and "patently offensive” as used in the Telecommunications Act
Article 223 Section (a), Item (1) (B) and Section (d) were challenged, and in June 1997 the Federal Supreme
Court handed down a decision that these provisions were in viclation of the first amendment of the
Constitution, which protects the freedom of speech. However, only those regulations of the 1996
Telecommunications Quality Law relating to the transmission of indecent and patently offensive material
were deemed un.constitiona], while regulations on the transmission of obscene and lewd material continued
to be in effect.

31 The constitutionality of the Child Online Protection Act was also challenged by citizen groups and other
groups, and the Philadelphia Federal Court which heard this case repealed this law. On 22 June 2000 the
Third Cireuit Court of Appeals also supported the federal court's decision, and this law is in the process of

being repealed.

(2) UK
The Department of Trade and Industry and the Department for Culture, Media, and
Sport examined the financial regulations and content regulations of “hybrid” services

and released a white paper in December of 2000 entitled "A New Future for
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Telecommunications." This white paper proposed basic regulations for all
telecommunications and broadeast media, including the Internet, that "maintain
freedom of expression" and "protect children,” and they proposed a future study for

specific regulations.

Internet broadecasting regulations. The distribution of content over the Internet is
treated as "telecommunications” and the Telecommunications Law regulates the
transmission of obscene material (Article 43). However, Internet broadcasts are located
under "Television Program Services," and in the light of the development of the
Internet, the field is left to self'regulation and the content regulations applied to other

television program services are not applied here. '

(8) France

Article 2 of the Audiovisual Telecommunications Law states that "audiovisual
telecommunications" are "symbols, signals, text, images, or sounds and messages of all
types that do not have the characteristics of a personal communication, provided for
use by the general public or a select category of the public by means of
telecommunications,” thus "telecommunications"” and "audiovisual
telecommunications” are distinguished by the characteristic of “personal
communication." It follows that scrambled digital satellite broadeasts, for example, are

"audiovisual telecommunications,” just as they are in Japan.

Regulation of Internet broadcasts. While Internet broadcasts are "audiovisual
telecommunications," they are not covered by specific laws as audiovisual
telecommunications. It is undetermined whether or not BBS and websites are
“telecommunications" or "audiovisual telecommunications." The treatment of content
distribution over the Internet may be resolved when the "IT Society Law" is created

next spring.

(4) Germany??

Information scrvices are categorized as “tele-service," "media service,” and
"broadcasting” depending on the degree of influence the distributed content has on
individuals or the public at Jarge.

E-mail, weather, traffic, and environmental information services are for personal use,
and since their affect on general public opinion is sméll, they are considered

"tele-service." Newspaper company websites. electronic newspapers, text broadcasts,
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tele-shopping and other specialty channels and on-demand services are intended for
the general public, and since they have a large influence on general public opinion,
they are considered "media services."

Regulations on resolving those cases where it is unclear whether or not the content of
some carrier falls into the "media service" category or "broadcast" category are
contained in the Interstate Broadcast Agreement (Rundfunkstaatsvertrag) (Article 20
Section 2). Specifically: '

A. If the carrier believes its service is a media-service and has applied for a broadcast
license to the State Media Committee, the State Media Committee conducts an
inspection, and if the service in question is judged a non-broadcast service, they must
1ssue a notice to this effect to the carrier.

B. If the carrier believes its service is a media-service and has not applied for a license
and the State Media Committee has determined, with the agreement of other State
Media Committees, that the service in question falls into the category of
“broadcasting," the carrier must, of its own accord and within 6 months of receiving the
notification from the State Media Committee, either apply for a broadcasting license or

modify the service in question so that it does not fall into the broadcasting category.

Regulation of Internet broadcasts. Of all the content distributed over the Internet,
media-services have a large impact on public opinion and are most similar to
broadcasting. The state agreement on media-services establishes regulations requiring
that the name and address of the producer be displayed (Article 6) and that
mappropriate material not be distributed to minors (Article 8.

In July 1997 the German Multi-media Law partially revised federal penal code and the
law relating to the distribution of harmful documents to minors (Gesetz uber die
Verbreitung jugendgefahrdender), and by appending data storage devices’
(Datenspeicher) to the definition of "document", a clear legal basis for the prohibition of

distributing pornographic material 1o minors over a network was established.

32 References used for this part were from Suzuki Hidemi's (assistant professor at Hiroshima University,
Faculty of Law) article "Freedom of Expression on the Internet: St'atus of and Issues in Germany's
Multimedia Legislation” (Jurist No.1153, 1 April 2000), “The Responsibility of Providers Under Germany's
Multimedia Legislation: Legislative and Autonomous Regulation.” (Hiroshima Law School. Vohume 23,
Number 2. 1999), and documents included in Mr. Suzuki's presentation 1o the 5th Broadcast Policy

Research Group Convention.
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3. Program and Facility Regulations

Regulations relating to telecommunications are mainly concerned with facilities.

Those relating to broadcasting, however, are quite different. For example, in Japan,
except for CS and BS digital broadcasts which use the program/facility-supplying
system, those responsible for the creation of programming and station operators or
cable operators are considered essentially the same, and both the providers of
programming and broadcast facility operators are regulated under the same broadecast
laws.

USA also regulates both of these entities under the same law. French regulation of
facility operators is effected with the Audiovisual Telecommunications Law, even when
there are substantive differences between the program providers and facility operators.
In contrast, both UK and Germany regulate program providers and facility operators
separately, both countries choosing to regulate the network providers under laws
governing telecommunications.

The following table shows these relationships.

Table 3-1: Regulation of Programming and Network Operation

[ Program Providers [ Network Operators
Japan Terrestrial Broadcasters (broadcast station license holders)
BS Analog | <Broadcast Law> <Radio Law>
Broadcasts
Cable Cable Television Broadcast Companies (Cable Network
Television Operators)
<Cable Television Broadcast Law>
CS Program-Supplying Facility-Supplying
BS digital | Broadcaster Broadcaster (broadcast station
broadcasts <Broadcast Law> license holders)
<Broadcast Law, Radio Law>
USA Terrestrial Broadcast Station License Holders
broadcasts <Federal Telecommunications Act Volume 3>
Cable Cable Operators
television <Federal Telecommunications Act Volume 6, State Laws>
France audiovisual telecommunications/services license holders
<Audiovisual Telecommunications Law>
UK Television broadcast | Telecommunications carriers
service license holders <Telecommunications Law,
<Broadcast Law> Radio Telecommunications
Law>
Germany Program providers Telecommunications Carriers
<Siate Broadcast Laws> | (Deutsch Telecom

NOTE:
1. Television broadcasts by public networks.

2. The name of the law containing the regulations governing this activity is shown in angle brackets (< >).
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The regulations governing these fields are different in each country, and EU member
nations are tending towards the 'separate regulation of programming and network
operation as evidenced by the "Legislative Proposals for a New Regulatory Framework
for Electronic Telecommunications and Associated Services" (July 2000), which
proposes directives that separate programming from network operation and establishes
a uniform regulatory system for network operation between member nations. This
proposal is currently being submitted to the Minister's Conference and the European
Parliament, and if they approve it after working out any changes, a decision would be
handed down by early 2001 with the member nation governments posgibly making it
into law by the end of 2001.

Figure 3-2: Proposed Regulatory Framework for Electronic Telecommunications(note 1)

Content provided over the [nternet Broadcast content regulated
(Ex. Broadcasted content, electronic banking) separately by each member natior

NOTES:

1. This proposal is a package of directives. The definition of "electronic telecommunications" and general
approval principles as well as connectivity issues and protection of personal information are established by
these directives. A "directive” is a law that is legally binding on the peaple of each nation after being ratified
by the governments of member nations.

2. Equivalent to "register” or "notify" in a Japanese business law context.

3. Before granting broadcast licenses that assign frequencies, telecommunications numbers, and public

utility rights, a regulatory agency of the member nation must first perform an inspection.
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Chapter 4 Government Policies for the Stable Expansion of Converged

. Telecommunications and Broadcast Services

1. Basic Concepts

As outlined in Chapter 2, the phenomenon of converged telecommunications and
_broadcasting has continued to grow and diversify in recent years. And while up till now
a distinction has been made between telecommunications and broadcasting, and
program producers and network operators have been fundamentally united within the
framework of the broadcast system, actions have been taken at each stage their
advancement. An example of this is the measure that allows ‘shared use of

transmission lines and facilitates merging in this area.

Figure 4-1: Existing Convergence Measures

== Relaxing the regulation of
content depending on the
characteristics of the media

~ Applications of harmonization
of program is limited to
television broadcasts(and
NHK radio)onty.(1988)

~ Dbligation to create
standords of broadeast
programs and consultative
organization on broadcast
programs is abolished for
certain special and temporary
breadcasts expanded.(1988)

- Further reduction of
obligations to create program
standards snd program
deliberation committees for
certam specisl and temporary
broadcasts expande d{1988)

—~ 15Ps and industry groups
establish rules to resolve the
problem of illegal or harmful
information over the Intemet

- Implememntation of a system
that sllows shared use of
tranzmizsion fncs

- Esteblishment of the
orogrem/ facility=supplying
broadeast system.(1989)

- Cable television services sre
provided over fiber optic
networks on & subseriber
basis made possible through
the twe licenses for facilty
establishmentwhich applies
to telcommunications
carriers under the
Telecommunications Law and
to ceble carriers under the
Cahble Television Broadcast
Lew.

=~ There are no regulations
regarding development and
introduction of
original.innovative terminals

{Interactive
teiecommunicsations and
broadc ast terminsls are being
developed and sold.such as
PCs and TVs that can access
the Internct and receive
telewision broadcasts and
receord programs or set-top
bhoxes for accessing the
Internet)

== There are no laws thal regulats
telecommunications cerrers
entering the brosdcast market
or broadeasters entering the
telecommunications
market.except for NTT and
NHK which are regulated as
special corperations,

{As of 1 December,2000there
arc183 cable carriersproviding
Internet access and telephone
services)

As outlined in Chapter 3,

(=]

the telecommunications and broadcast systems of each

country are not the same, but they all consider broadcasting as separate from
telecommunications. Each country, in responding to the convergence phenomenon, is
trying 1o make progress by separating program production regulations and network
operation regulations and accommodating “hybrid” services. Japan must expedite
measures to deal with these changes as well. An increaéing number of specialty

channels, development of new platform businesses in both telecommunications and

o



broadcasting, and an increasing influence of Internet broadcasting and other content—
these will certainly define the wave of the future. In responding to these changes and
advancing the IT revolution in Japan, it is vital that we accelerate the establishment of
a super high-speed Internet backbone and digitize broadcasting and not miss the
opportunity to implement policies that facilitate the healthy development of converged
telecommunications and broadcast services, which lead to new business and a
prosperous existence.

For this purpose, it is vital that the following info-telecommunications policies be put

in place with speed.

A. Establish a system that further separates program and network regulations in fields

where transmission lines are merging.

B. Accelerate the implementation of a super high-speed Internet backbone and digitize
broadcasting in order to improve and enrich the info-telecommunications

infrastructure.

C. Support business development and easy entrance intc the platform business field,

which facilitates converged telecommunications and broadcast services.
D. Establish rules regarding the distribution of information in order to resolve the
problems presented by the convergence of telecommunications and broadcasts, and

thus establish an healthy environment for users.

E. Establish an environment supportive of content producers and providers.



2. Establishing a System to Accommodate the Convergence

(1) Establishing a System for Telecommunications and Broadcasting Convergences

1. Present Day

Since the introduction in 1989 of the program/facility-supplying broadcast system,
which could separate program production and network operation in CS broadcasting,
satellite telecommunications carriers have been providing network services as
facility-supplying broadcasters with their license to operate wireless broadcast
stations.

Since July 1997, several cable operators have been using NTT's (now NTT East and

West regional companies) test services to provide cable service via FTTH.

2, The Direction of Government Policies

The CS digital broadeast frequencies are assigned by the government in accordance
with a broadcast frequency usage plan so as to help achieve the goals of the programs
listed in the basic broadcast promotion plan, and satellite operators are not allowed to
reallocate those facilities for telecommunications purposes in response to demand.
However, with the progress made in CS digital broadcasting and the multiple channels
it provides, it is necessary to allow satellite operators to use broadcast facilities to
provide telecommunications services when the demand arises.

Currently,  telecommunications carriers require approval pursuant to
Telecommunications Law and cable operators require approval pursuant to Cable
Television Broadcasting Law in order to provide cable service through FTTH. This
situation needs to be changed and the facility approval required by the Cable
Television Broadcasting Law for the FTTH portion must be removed so that it is easier
to deploy businesses that use FTTH.

To accomplish this, a system should be established which further separates the
regulation of program production and network operation. Doing so will make network
usage more {lexible. Simultaneously, efforts to reduce investment costs for program
producers and stimulate content production are vital to the increasingly important
content production Held.

Some of the measures that should be advanced include, allowing satellite operators to
provide broadcast or telecommunications facilities based on demand, allowing
telecommunications carriers to provide cable television broadcasts via FTTH, treating
the provision of network services as a telecommunications business, and creating a

system for broadcasts that use the telecommunications carrier services.
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(2) Businesses that Distribute Content Over the Internet

1. Present Day -

The content distributed over the Internet comes in a variety of text and graphics,
sound and video, with an ever widening array of description methodologies, and its use
1s continuing to spread, from office to home and as an everyday appliance to our
children. Under these circumstances, social concern and apprehension is growing about
crime, obscenity, slander, defamation, invasion of privacy, and other illegal/harmful
information3! perpetrated via the Internet.

Currently, Japanese ordinances regarding telecommunications and broadcasting set no
specific regulation regarding Internet content, and regulation based on other

ordinances is entrusted to the content distributors themselves.

2. The Direction of Government Policies

The expressive power of Internet content has increased with the evolution of the
broadband network, and the merging of terminals allows access from the living room.
The Internet is being used by children on a daily basis. This type of influence in the
society is expected to grow into the future. In contrast to the self-regulating broadcast
companies under the Broadcast Law, how to deal with content distribution over the
unstructured Internet has become an issue for the society. '

When one considers the Internet today—the social influence and expressive power of
its content, the potentialities of its innovative technologies, and the international
harmeonization of its global aspect—one can see there is a need to introduce regulations

in the same vein as those presently govern broadcasting.

34 Examples of illegal/harmful information

- pornographic images published on websites, accessible by many people indiscriminately

- Slanderous or defamatory material posted on a bulletin board

- Personal information published on a website or sold without permission

- Paisons or drugs (such as potassium cyanide) sold on a website

- Using. copying, or altering copyrighted material

35 The Law Regarding the Regulation and Proper Management of "Fuzoku" Business was amended in 1999.
This amendment introduced a registration system for businesses that distribute sexual content over the

Internet and restricted transmission to people under 18 years of age.
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Thus, at the very least government measures like those given below, which form the
basis of self-regulation, should be quickly deployed for user protection, and regulations
like those currently governing broadcasting should not be implemented.

A. Expedite creation of voluntary rules by content providers

Since the measures taken by providers against those that distribute illegal/harmful
information over the Internet are expected to grow in importance, the government
should support activities that lead to the implementation of a voluntary and fair
system. For example, content distributed over mobile networks is the core of the so
called M-commerce, the business model pioneered by Japan, and due to its explosive
growth, illegal/harmful information abuses have also begun to emerge. Many mobile
Internet users are young people, and considering the potential power brought about by

future high-speed access, effective measures must be quickly examined.

B. Construction of an efficient filtering system

With the self-regulation of the content providers and the content filtering methods
available to the user, a multiplier effect is expected.

Internationally, the ICRA3® (Internet Content Rating Association), established around
USA's RSAC® (Recreational Software Advisory Council) and UK's IWF37 (Internet

Watch Foundation), is advancing the concept of a standardized rating system.

36 RSAC: An NPO in the U.S. that provides open, objective content query system for use the by public,
parents in particular, when making important decisions regarding electronic media. The RSACI (Internet
rating standards from RSAC) is based on the results of research on the affects of media on children,
conducted over 20 years by Professor Donald F. Roberts st Stanford University. There are categories for
vielence, nudity, sex, and language, and Internet content can be rated in each category on a scale from 0 to 4.
This is the default standard for independent rating in USA.

37 IWF: A British NGO established in 1997 and funded by British ISPs, they operate a hotline for reporting
illegal content as well as promote filtering and rate legitimate content.

38 ICRA: Established with the primary goal of creating a de facto standard of content rating centered
around the RSCA and IWF models. In may of 1995, they became a non-profit corporation in the UK. and
absorbed the RSAC. They operate based on financial support from the EU and private businesses in the

info-telecommunications and IT fields.
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Since the concept of "harmful” varies depending on the cultural background of the
society, we must examine the filtering systems used in Japan and this international
activity from the viewpoint of Japanese culture.

From a technological aspect, progress is being made in research and development to
combine rating technology with ratings information, for example the filtering
technology used by the TAO (Telecommunications Advancement Organization of Japan).
There is room for growth in the field of filtering technology, and we must increase the
effectiveness of user protection through support of private research and development in

this sector. . .

(3) Revising the System in Response to Broadcast Diversity

1. Present day

With the 1988 revision of the Broadcast Law, the "Application of Harmonization of
Broadcast Programs"s®, was no longer applied to short-wave, data, and high-volume
broadcasts, nor to medium-wave broadcasts by private broadcasters nor to VHF
broadcasts by private or university broadcasters. In addition, broadcasters were no
longer required to establish program standards® or program review bodiest! for
specialized broadcasts of financial, meteorological, sports, or other news commentary
programming.

And as stated earlier, in order to clearly delineate telecommunications and broadcast
services, the "Guideline for Differentiating Telecommunications and Broadecasting as
Relates to “hybrid” Services that Use Telecommunications Satellites" was established

in 1997 for services that use the CS system.

39 Uniform ]:-‘rogramming Principle: "when compiling broadcast programming for domestic television
broadcasts, the broadeaster must maintain consistency between broadcast programs within the established
categories of culture, education, news, or entertainment, except for those broadcasts with special business
plans. (Broadeast Law Article 3 Section 2 Paragraph 2)

10 Program standards: "Broadcasters must set program compilation standards ("Program Standards")
based on the program category or subject, and must follow this in compiling programs. (Broadcast Law
Article 3 Section 3 Paragraph 1)

11 Establishment of Program Review Body: "In order to maintain program integrity. broadcasters must
establish a broadcast program review boudy ("Review Body") (Broadcast Law Article 3 Section 4 Paragraph

by
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2. The Direction of Government Policies

A variety of services are expected to emerge as digital broadcasting comes into its own
with BS digital broadcasting starting in December of this year, 110 east longitude CS
digital broadcasting starting next year, and digital terrestrial broadcasting to begin in
2003.

As part of this process, there will possibly be cases where the application of the
broadcast laws will need to be reviewed, and ideally, these cases will be dealt with in
an a flexible manner in light of the future convergence of telecommunications and
broadcasting.

While examination of the convergence of telecommunications and broadcasting
continues, we should examine the need for preparations in the area of application

procedures.
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3. Establishment of Info-Telecommunications Infrastructure

1. Present day

Though working to improve quality and stability in converged telecommunications and
broadcast services, there is a bottleneck in the Internet backbone, which includes the
access petwork and routers. And while an improved info-telecommunications
infrastructure means a variety of programming services and advanced broadcasting

services, there is a lack of quality digital content.

2. The Direction of Government Policies

As we move into the age of the broadband .network, the roll played by a super
high-speed Internet network grows, and its early creation can be achieved by
facilitating competition in the field as well as research and development. Digital
broadcasting is expected to carry much of the load of the info-telecommunications
infrastructure, and a smooth transition to the digital age is needed. Since he
robustness of multi-use content for the broadband network will influence the
competitiveness of Japan's content production industry, we must make strategic
support of this industry.

Putting the following policies into play is probably the most important issue at this

time.

A. Promote substantive competition in the access network field by expediting the
introduction of multiple access channels, such as FTTH, DSL, cable, and FWA, while
facilitating channel construction. Also, continue to strengthen connectivity rules and

push the establishment of fair competition rules.

B. Advance research and development of high-speed photonic network technology and

wide area DSL development.

C. Develop supportive measures for the installation of a subscriber type fiber optic
network through telecommunications carriers and cable operators, in addition to
promotional measures for DSL, FWA, and other broadband media. (Expand or extend
the Telecommunications Infrastructure Improvement Extra Measures Law —due to
expire in May of 2001).

D.Advance measures to reassign analog frequencies with the digitization of terrestrial
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broadcasts, and move ahead with research and development of broadcast systems and

advanced content production that employ digital technology.
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4. Support Development of Platform Businesses

1. Present day

Platform Dusinesses perform some or all of the functions required of
content/application providers, such as billing, fee collection, and distribution.

Interest in the platform business has risen on the wave of bigger trends like real digital
broadcasting (BS, east longitude 110 CS, and terrestrial digital broadcasts), true
high-speed Internet access (cable, DSL, fiber optics, IMT-2000), and the appearance of
one-source, multi-use content production. For example, the trends in each area of the
broadband network field, as shown in the following diagrams, will most likely become
more pronounced. In particular, if we examine the rollout of broadband, we see that
smooth development of one-source, multi-use content production and recyclable digital
content is needed, and that a copyright protection and management business model

that is beneficial for both the user and copyright holder is in demand.

Figure 4-2: Platform Businesses and Copyright Protection/Management

A A

(1) Sateliite Digital Breadcasting (2) Cable Television (3) Broadband Networks
Formation of an interactive platform With the advent of digital In addition to a variety of B to C
that uses the high-capacity downlink of broadcasting.cable operatorswho have content distribution businesses on the
digital satellite broadeasting combined untit now performed customer broadband netwark,the B 1o B
with regular Intemet lines for uplink. management and billing themselves,seek recycled content sector is growing.
Aiming 1o make a success out of the so to develop a new business model and
called T-business model. combine customer management and

billing services through introduction and
operation of CAS.

“Copyright Protection and
Management

2. The Direction of Government Policies

A. Assisting the Development of Leading-edge Converged Telecommunications and
Broadcast Services

Japan is behind in PC based Internet services, Howcver, Japan has maintained a
competitive edge in the intelligent home appliance Internet, rﬁobile Internet, and other

fields. Policies are called for that contribution to the world while improving Japan's
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competitiveness by accelerating convergéd telecommunications and broadcasting
system development as well as cutting-edge convergence service implementation.

Thus, Japan should investigate the establishment of a new system that supports
private business model development, which would lend corollary support to the private
sector efforts of platform businesses and content providers that develop cutting-edge
convergence services. An example of this might be a system that lends general support
to telecommunications system development, which forms the foundation of convergence
services.

Specific ideas include subsidizing telecom system developers and building a test bed for
testing these new systems and opening it to the private sector in order to verify

workability as quickly as possible.

B. Establishment of a Business Environment Conducive to e-Business development

In order to smoothly and safely implement e-businesses, electronic signatures and
electronic verification are required, and all types of authentication businesses have
begun to appear to fill this need. So that users can feel secure by using electronic
signatures and authentication services, legal handling of electronic signatures should
be clarified, and while steadily pushing ordinances that smoothly implement the Laws
Relating to Electronic Signatures and Authentication Services (document 12), which
establishes a certification system for authentication services, a system for the accurate

verification of the document time stamp should be investigated.

C. Development of Security Technology

In order to increase security when providing or using convergence services, research
and development of fundamental network security technology should be advanced.
Some of the vital areas are advanced encryption technology, guaranteeing content
authenticity, network damage analysis and recovery support, denial of service attack

defense, and system/user anti-virus protection.
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5. Establishment of Info-Telecommunications Rules

(1) Controlling the distribution of illegal or harmful information

1. Present day

Currently, ISPs (Internet service providers) are creating measures to deal with the
transmission of illegal and harmful information over the Internet.i? They are doing this
through the autonomous regulations of an industry group. While these autonomous
regulations have. achieved some success, many cases are difficult to adjudicate, and’
ISPs must bear the full responsibility of removing illegal material with all of the
attendant risks.

In cases of slander on BBS, for instance, ISPs have not released the names of the
originator because of laws protecting freedom of speech or confidentiality, except in
criminal cases where they were required\to do so by court order. This anonymity

effectively takes away the opportunity for the victim to sue the perpetrator.

2. The Direction of Government Policies

The anonymity of the Internet has been misused for slander, and the targets of this
slander have been left with no recourse. Keeping in mind that protecting anonymity
may result in defamation and promote invasion of privacy, definite rules for responding
to the distribution of illegal or harmful information should be quickly developed.
Specifically, rules that clearly define the role of the ISP in transmitting ox deleting
illegal material are needed. There is also a need for rules governing the disclosure of

the senders information in certain cases and when requested by the victim.
42 Tn February of 1998, the Telecom Services Association, Ine. created the Guideline for Codes of Practice

for Internet Service Providers, which details‘guiding principles for ISPs. In January of this year, a model

contract based on this guideline was created and distributed.
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(2) Protecting Personal Information

1. Present Day

In August of this year the IT Strategy Headquarters®® created an outline of the
fundamental legal structurets that will serve as the core of Japan's personal
information protection system, and they have created a bill for submission to the next
regular session of the Diet. As a result, work on bills is progressing within the
government.

In the converged telecommunications and broadeasting age, work, personal life, and
participation in the society via the Internet will expand, and the amount of personal
information transmitted over the Internet will be larger than ever. If there are no rules
regarding the proper handling of personal information and no mechanism to enforce
their application, user confidence in e-businesses and other activities that use the
Internet will be shaken, and the once unquestionably beneficial business model may be

shunned.

2. The Direction of Government Policies

Use of the intelligent home appliance Internet and the mobile Internet is expected to
grow as a result of the proposed Personal Information Protection Law, which will be
submitted to the regular session of the Diet in 2001. Since independent action by
various private sector services to establish rules of distribution that effectively deal
with personal telecommunications 1s desirable, the government should actively support

these types of activities.

43 IT Strategy Headquarters

- Established in the cabinet in July of 2000 to address the global IT revalution, bring the benefits of the IT
revolution to every citizen, and generally advance measures aimed at making Japan an internationally
competitive IT country. It is composed of all cabinet members with the prime minister as the chairman.

44 Summary of the "Outline of Fundamental Legal Structure for the Protection of Personal Information”

- Purpose

To protect the rights and benefits of individuals while preserving the nsefulness of personal information by
setting fundamental conditions for the proper handling of personal information.

- Fundamental Principles

Restricted use, proper acquisition, maintaining. data integrity, implementing security measures,
maintaining transparency.

- Obligations of Businesses that Handle Personal Information (temporary name)



Restriction of third-party use, disclosure to the person, correction when demanded by the person,

establishment of penalties for failure to comply with remedial orders of the minister in charge, etc.



6. Creation of a Business Environment that Facilitates Content Provision

(1) Maintaining Impartiality towards Content Providers

1. Present Day

An increased variety of content distribution routes means a larger role for content
providers and platform businesses. Platform businesses manage customers, process fee
collection, and assist in the creation of strategic plans, and their role in digital satellite
broadcasting and cable television is growing.

On the other hand, telecommunications carriers, broadcasters, and platform businesses
influence content providers in a'variety of ways, and the connection between platform
businesses and the carriers and broadcasters will continue to grow.

For example, the sudden spread of the mcbile Internet was brought about by
telecommunications carriers who provided a platform for the collection of fees, but if a
provider of entertainment wished to use this platform, they must be selected by the
telecommunications carrier as an officially sanctioned site. And even if selected, the
conlent provider's business model is heavily restricted by the telecommunications
carrier, preventing them from freely pricing items, carrying advertisements, and
linking to other sites. While these restrictions are effective in removing inferior content,

it restricts the ingenuity of the content provider.

2. The Direction of Government Policies

In order to create a situation where the info-telecommunications infrastructure and
content create a synergistic effect, we must create a business environment in which the
content providers and others can leverage the principles of competition to the fullest
extent.

If telecommunications carriers and content providers require an agreement on set
standards for applications and content distributed over their own networks or through
a platform, then information about these standards must be made public under fair
conditions. On the other hand, in order to bring forth a new business model among so
many players, there must be competition for a de facto standard. And measures
designed to stimulate convergence services should be quickly formed up while
balancing the benefits of driving forces. standards. and commonality of features.

The customer information collected during the course of business will become even
more valuable as e-business permeates our entire social structure. Thus, while we
expect personal information to be held in the strictest confidentiality, some demand a
mechanism for disclosing, under certain rules, information ﬂllat will not compromise

the customer's privacy but will hopefully stimulate e-business. For example, we should
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further examine the handling of subscriber information, such as mobile Internet
terminal ID, access cqunt, and other information used to show subscriber trends. This
should be looked into along with 'the effort to protect personal information, with the
goal of creating a mechanism acceptable to users, telecommunications carriers, and

content providers.

(2) Expedite the Formation of a Content Distribution Market

1. Present Day

Through the spread of cable, DSL, and fiber optic services, a high-speed access
environment, necessary to high-quality content distribution services, is being
established. But there is a deep-seated concern with copyright holders about
unauthorized copy and volume distribution of material over the Intermet. The
establishment of a method in which digital content can be used while effectively
protecting the copyright holder is the issue that must be quickly resolved to begin the
age of converged telecommunications and broadcast services. And to prevent the
isolation of the Japanese content distribution market from the international
distribution market, resolution of this issue should be worked at earnestly.

The code system required [or content copyright protection and management is not
standardized; there is no progress being made on a content database; even if there
were a database, there is no way to search it; and even if the desired content could be
found, it cannot be used since there is no way to know who the copyright owner is; and
even if the owner is known, there is no way to pay the fee. This situation needs to be

improved.

2. The Direction of Government Policies

A universal content coding system is vital to protect and manage copyrights. This is the
most important issue. If a system is built that makes rights consignment and
conditions flexible and accelerates processing as well as filling user and copyright
holder needs, we can expect smooth progress in processing copyrights and other rights
when distributing contents BtoC over the broadband network as well as BtoB, such as
between copyright holders and cable/satellite broadeasters. There are already groups in
the private sector working on the universal coding issue (document 14). Testing and
demonstration of copyright protection and management systems is progressing with
the TAO's (Telecommunications Advancement Organization of Japan) consignment
research program called "Content Distribution Platform Demonstration and Testing,"

begun in August of this year, and other projects have begun in the private sector.



While trying to maintain close relations with these projects, we must support early
standardization of a universal content coding system, accelerate implementation of a
new Japanese copyright protection and management system, and advance research
and development in content management technology.

Technological innovation has given us Napster and Guutella?, which make it easy to
exchange content over the network. While putting sufficient effort in protecting
copyrights, we must search for ways to make use of new technologies and lead the
world in implementing a smooth, safe, content distribution network.

In order to have a variety of content in distribution and a number of choices for users,
we need to create a system that is as open as possible and conducive to the
development of content production businesses of all types. If the intelligent appliance
Internet spreads, it will spread to every corner of daily life, whether one is aware of the

Internet as such or not, and a variety of content will be distributed over it.

45 Association for the Advancement of Content Distribution Platform Demonstration and Testing

(1) Purpose

To provide a system that businesses participating in the TAQ's "Ceontent Distribution Platform
Demonstration and Testing” use to effectively create high-quality content that can be safely and smoathly
distributed over the network. In other words, to jointly advance demonsiration and testing of content
distribution platforms and share test information, exchange views, and disclose research results.

(2) Participating Businesses and Groups

A total of forty content creators, content holders, manufacturers, communication and broadcasting
companies.

(3) Headquarters: Association of Media in Digital, Inc. (AMD)

(4) Demonstration and Testing Period: October 2000 to March 2001

Note' The term for consigned companies will be extended to one year for the purpose of generating test
results.

46 Napster

Napster, a US company, provides software with which MP3 music files can be exchanged over the Internet.
The users access Napster's server and can sccess music files on other user's hard disk drives.

47 Gnutella

Using the Internet, users can freely exchange music. video, and other files without accessing an

intermediate server.



Thus, we must work to bring the safety and confidence of closed systems to open
systems with their ease of use and advanced features. We should aim for expansion of
the content distribution market by creating a mechanism by which telecommunications
carriers, terminal manufacturers, and content providers can shoulder the responsibility,
rather than simply shifting it from owners to users.

In addition to the above, we must actively support and promote creators of content with
global reach, IT personnel, and use of the Internet in school curriculums and other

public uses, as well as the formation of attractive content.
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Q 15001:1999

Requirements for Compliance Program
on Personal Information Protection

0. Preface

The speed with which computers can process vast amounts of information has led in
recent years to dramatic developments in personal data processing technology. These
developments have made it relatively easy to offer efficient services in response to
increasingly diverse and idiosyncratic needs related to individual credit loans and other
consumer trust transactions, direct marketing, and the like. However, this rapid
computerization means that a wide variety of private businesses are now using
information systems to handle personal data, increasing the likelihood of personal data
being collected, used and disclosed, and increasing the danger of illegitimate use or
falsification of such information. As a result, the appropriate use and protection of
personal data has become a vital issue, and many efforts are underway internationally to
reinforce protections for personal data. _

Ultimately, the protection of this data requires the independent and voluntary
involvement of all business entities, and effective engagement in such efforts requires
that a compliance program, a systematic management system encompassing all business
activities, be created, implemented, maintained, and continuously improved.

The standards below describe the minimum requirements of such a compliance
program. Business entities may, within the scope of the purpose of appropriately
protecting personal data, apply special rules established according to the characteristics
of personal data and the existing conditions of their activities.

Companies can demonstrate their conformity with these standards to interested
parties via their own evaluation, evaluation by customers, or evaluation by a third party,
thus obtaining acceptance from those interested parties.

These standards are not intended to hinder fair and free competition, nor to
increase or alter the legal obligations of any business entity.

The basic model of a compliance program is illustrated in Figure 1.The success
of these compliance programs depends on the involvement of people at all levels and in
all departments, especially those with highest authority.

Continnous
improvement
Review by top Perso'nul d:n.a
pratection policy
authority

)/ Inspection and
correction
e/ Tiiplementation and
opcration

Figure 1  The Personal Data Management System Model
Described by the Present Standards
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These standards apply the management system principles found in the JIS Z
9900 series for quality standards and the JIS Q 14001 standards for environmental
management systems.

The essence of these management principles is to steadily improve the
management capability of the business entity through a continuous spiral of policy
creation, planning based on those policies, then a repeated program of implementation,
auditing, and review.

Accordingly, these standards are expected to improve the ability of business
entities to manage personal data.

Business entities may base their compliance programs on existing management
systems that meet JIS Z 9900 or JIS Q 14001 series standards.

The compliance program stipulated by these standards does not require a
management system established independent of existing elements. In some cases, the
requirements can be satisfied by the application of existing management elements.

1. Applicable Range
These standards may be applied to corporate entities of any size and any type that
process personal data, either wholly or in part, using electronic computers or other
automatic processing systems, including personal data processed in document form for
the purpose of processing by an automatic processing system.
Business entities may apply these standards in the process of performing any of
the following:
a) creating, implementing, maintaining, and improving their own compliance program,
b) personally confirming that their own compliance program conforms to these
standards and personally declaring the conformance, or
c¢) requesting external organizations or the subjects of the data to confirm that the
compliance program conforms to these standards.

2. Excerpted Standards
At this point, there are no excerpted standards.

3. Definitions

In these standards, the meaning of the terms are as follows

a) Personal data
The term "personal data” means data which relates to an individual, and ones from which the
individual can.be identified including name, date of birth, other descriptions, number, symbol,
other mark, image, or sound assigned to the individual contained in the data (including data that
the individual can not be identified only from the data, but be identified by being easily collated
with other data).

b) The data subject
The term “the data subject” means an individual identified by means of personal
data.

c) Business entity
The term “business entity” means any corporation, other group, or individual
engaged in any form of business.

d) Manager
The term "manager" means a person designated by the representative of a business
entity who has authority to determine the purpose, method, etc. of collection, use and
disclosure of personal data.

e) Recipient :

?.. =
fa—
[y
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The term “recipient” means a corporation, other group, or individual that receives
disclosed personal data.

f) Auditor
The term “auditor” means a person assigned by the top authority of a business entity
and given the authority to conduct and report audits from a fair and disinterested
point of view.

g) The data subject's consent
The term “the data subject's consent” means the intention manifested by the data
subject, after being given information on the collection, use, and disclosure of his or
her personal information, to consent to such collection, use, and disclosure. When the
data subject is a minor, his/her parent's consent is needed.

h) Compliance program (CP)
The term “compliance program” means a management system including policies,
organizations, plans, implementation, audits, and reviews for the purpose of
protecting the personal data in the possession of a given business entity.

i) Purpose of collection
The term “purpose of colléction” means the extent of use and disclosure of personal
data to which the data subject has given consent.

j) Use
The term “use” means any processing or handling of personal data within a given
business entity.

k) Disclosure _
The term “disclosure” means the provision of personal data to any person or
enterprise external to the business entity.

1) Entrust
The term “entrust” means an act of a business entity to place personal data it holds in
the care of another person for such purposes as data processing and to retrieve the
data after such data processing.

4. Compliance Program Requirements

4.1 General Requirements

Business entities must create, implement, maintain, and improve compliance programs.
The requirements of such a program are delineated in full in Section 4.

4.2 Personal Data Protection Policy

The top authority of the business entity shall establish personal data protection policy,

giving consideration to the following items, and shall ensure the implementation and

maintenance of said policy. In addition, said authority shall ensure that said policy is

documented and fully communicated to board members and employees and that

measures are provided for public access.

a) the appropriate collection, use, and disclosure of personal data considering the nature
and scale of the business, ‘ :

b) means of preventing unauthorized access to, leaking, tampering, destruction, or loss
of, and corrections to personal data,

¢) strict abidance by all laws or other restrictions related to personal data, and

d) the continuous improvement of the internal compliance program.

43 Plan

4.3.1 The Specification of Personal Data

The business entity shall establish and maintain procedures for specifying all personal
data in its possession. Said business entity shall be fully aware of the risks
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(unauthorized access, loss, destruction, tampering, and leaking) involved in possessing
personal data.

4.3.2 Laws and Other Restrictions
The business entity shall identify laws and other restrictions regarding personal data and
shall establish and maintain procedures for referring to said laws and restrictions.

4.3.3 Internal Regulations
The business entity shall adopt and maintain internal regulations for the purpose of
protecting personal data.
Said internal regulations shall include provisions for:
a) assigning responsibility and authority for ensuring personal data protection at all
levels and in all departments,
b) the collection, control, use, and disclosure of personal data,
¢) the display, correction, and deletion of personal data by the data subject,
d) training in the protection of personal data,
e) audits of personal data protection measures, and
f) punishments for violations of the above mentioned internal regulations.
The business entity shall, appropriate to the nature of its business, revise internal
regulations as required to ensure proper and certain implementation of its compliance
program.

4.3.4 Planning Document
The business entity shall propose, document, and maintain a plan related to the training
and auditing required for achieving compliance with internal regulations.

4.4 Implementation and Operation

4.4.1 System and Responsibilities

The business entity shall determine and document roles, responsibilities, and authority
for the purpose of effectively implementing the compliance program and shall fully
communicate the same to those board members and employees who are engaged in
business related to personal data.

The top authority of the business entity shall ensure availability of the required
resources for implementation and management of the compliance program.

The top authority of the business entity shall appoint a manager within the
business entity who shall understand and observe the provisions of these standards and
shall give the manager the authority and responsibility to implement and operate the
compliance program, independent of any other responsibilities.

4.4.2 Measures Concerning the Collection of Personal Data

4.4.2.1 Principles of Data Collection

The collection of personal data shall be subject to a clearly defined purpose, and shall be
limited to the information required to achieve said purpose.

4.4.2.2 Limitation on Collection of Personal Data
The collection of personal data shall be conducted by lawful and fair means.

4.4.2.3 Prohibition against the Collection of Specific Personal Data of a Delicate
Nature

Personal data which include the following types of data shall not be collected, used or
disclosed. This shall not apply, however, only in the case where the data subject has
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given explicit consent to the collection, use or disclosure of the data, or where there are

special provisions in laws, or where it is necessary for judicial procedures to collect, use

or disclose the data,

a) Beliefs (including religion, ideology, and principles)

b) Race, ethnic group, lineage, permanent domicile (excluding information on
prefecture), physical or mental handicaps, criminal record, or other items that could
be factors in social discrimination

¢) Trade union membership, collective bargaining, or other group afflhatmns or
activities

d) Participation in group actions, the exercise of petition rights, or the exercise of other
political rights

e) Health, medical treatment, or sex life

4.4.2.4 Measures for Collecting Personal Data Directly from the Data subject

When personal data are collected directly from the data subject, the data subject's

consent concerning the collection, use and disclosure of the personal data shall be

obtained through written notification or by an alternative method providing at least the

information given below, or equivalent information.

a) The name or title and the department, telephone number, address, etc. of the manager
of personal data inside the business entity or his or her agent

b) Purpose of collection and use of personal data

c) In the case where the personal data will be disclosed, the purpose thereof, the
recipient of the data, the type and nature of the recipient’s organization and whether
or not a contract has been concluded concerning the handling of the personal data.

d) Whether the entrustment of personal data is expected, and its purpose.

e) The voluntariness of the provision or non-provision of personal data by the data
subject and the consequences of not providing personal data.

f) The existence of the right to request access to personal data and the right to request
correction or deletion thereof if the personal data are found to be erroneous following
the access, and the specific method by which the right is to be exercised.

4.4.2.5 Measures for Indirect Collection of Personal Data other than from the

data subject ‘

When personal data are collected indirectly from a source other than the data subject,

the data subject's consent concerning the collection, use and disclosure of the personal

data shall be obtained through written notification or by an alternative method by

providing the data subject with at least the information given in 4.4.2.4 a) through d)

and f) above. This shall not apply, however, only in the cases a) through b) below.

a) If personal data are collected from business entities that have obtained the data
subject’s consent to disclose the personal data in accordance with 4.4.2.4 ¢) above
when the personal data were collected from the data subject.

b) If personal data are entrusted to another business entity for such purposes as data
processing.

¢) If personal data are collected or processed in such a way that it is not likely to
infringe on the interests of the data subject requiring protection.

4.4.3 Measures for the Use and Disclosure of Personal Data

4.4.3.1 Principles of Use and Disclosure

The use and disclosure of personal data shall be limited to the purposes to which the
data subject has consented, However, only in the cases shown below the data subject's
consent shall not be required.
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a) If said use or disclosure are necessary for compliance with to a provision of law
b) If said use or disclosure are necessary in order to protect the vital interests of the data
subject and/or the general public, such as life, health, or property.

4.4.3.2 Measures for the Use and Disclosure of Personal Data Outside the Scope
of Purpose of Collection

When personal data are to be used or disclosed for purposes outside the scope of
collection to which the data subject consented, the prior data subject's consent shall be
obtained through notification in writing or by an alternative method, providing the said
data subject with at least the information shown in 4.4.2.4 a) to d) and f) above.

4.4.4 Obligation to Control Personal Data

4.4.4.1 Ensuring the Accuracy of Personal Data

Personal data shall be kept accurate and up-to-date to the extent necessary for fulfilling
the purpose of use.

4.4.4.2 Ensuring Security in the Use of Personal Data
The business entity shall take reasonable security measures against risks to personal
data (such as unauthorized access, loss, destruction, alteration, and leakage).

4.4.4.3 Measures Concerning the Entrustment of Personal Data

When the business entity entrusts personal data for purposes such as data processing,

the business entity shall establish a standard to select a person who can provide a

sufficiently high level of personal data protection. In addition, the business entity shall

conclude with the person a contract providing for the matters shown below so that the

level of protection shall be guaranteed.

a) Maintenance of the confidentiality of personal data

b) Matters concerning the re-entrusting of personal data

¢) Scope of responsibility in case of accident

d) Return and erasure of personal data at the time of expiration of the contract
Furthermore, the written or magnetically-stored record of the contract, etc., shall

be maintained for the period for which the personal data are managed by the outside

business entity.

4.4.5 Rights of the Subject of the Data Concerning Information Regarding Self
4.4.5.1 Rights Concerning Own Personal Data

Requests for access to personal data by the data subject shall be accepted within a
reasonable period of time. If the personal data are found to be erroneous following the
access, requests for correction or deletion of the personal data shall be accepted within a
reasonable period of time. When a correction or deletion occurs recipients of the
personal data shall be notified to the extent possible.

4.4.5.2 Right to Refuse Use or Disclosure of Own Personal Data
Refusals of the use or the disclosure, by the data subject, of personal data managed by
business entity shall be accepted.

4.4.6 Training
The business entity shall conduct appropriate training for its board members and
employees.

The business entity shall establish and maintain procedures to communicate the
following items to all such personnel at all levels and in all departments;
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a) the importance and merits of complying with the compliance program,
b) roles and responsibilities related to complying with the compliance program, and
¢) the potential results should the compliance program be violated.

4.4.7 Complaints and Consultation

The business entity shall receive and respond appropriately to all complaints and
requests for assistance from data subjects with respect to personal data and the
compliance program.

4.4.8 Compliance Program Documentation
The business entity shall describe in writing or an alternative method the basic elements
of the compliance program.

4.4.9 Document Control
The business entity shall control all documents required by these standards.

4.5 Audits
The business entity shall audit at regular intervals the conformance of the compliance

program to the requirements mentioned herein and the state of operation of the program.
The auditor shall direct the audit and shall prepare an audit report for the top
authority of the business entity.
The business entity shall appropriately control and maintain the audit reports.

4.6 Review by the Top Authority of the Business Entity
The top authority of the business entity shall conduct periodic reviews of the

compliance program in order to maintain the appropriate protection of personal data in
the light of audit reports and other factors in the management environment.
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Commentary on Requirements for a Compliance Program
on Personal Information Protection

This commentary is intended to explain matters specified in and related to the Standard

and does not constitute part of it.

I. Purpose of the Standard

Recent remarkable progress in data processing technology, achieved especially
by down-sizing and end-user computing, has allowed even small to medium-sized
companies to use information systems to handle personal data, which could previously
be dealt with only on large computers in processing large-volume routine transactions.
This also has enhanced the possibility of personal data being accumulated and used in a
distributed form and has raised the risk of unauthorized use, alteration, or compilation
of the data by unauthorized persons. In fact, we have seen several cases of
unauthorized disclosure of personal data, and people’s worry about whether their
personal data are actually protected or not are growing. Even consumers' associations
joined in a campaign for greater protection of personal data.

Furthermore, due to the worldwide development of open computer networks as
typified by the explosive expansion of the Internet, personal data, once put on a
network, can be distributed over a wide area, even across borders, in no time.
Therefore, there has arisen a greater risk of larger-scale infringements of rights to
personal data and a need for international harmonization in terms of personal data
protection.

Foreign advanced countries brought personal data protection legislation into
effect many years ago. Following and based on the Board's Recommendation
concerning Guidelines on Privacy Protection and International Distribution of Personal
Data adopted by the Organization for Economic Cooperation and Development in 1980,
they enacted additional laws for the protection of personal data. In response to recent
progress in information technology, they also started actions to provide greater
protection of personal data.

The Ministry of International Trade and Industry revised the Protection of Personal
Data Related to Computer Processing in the Private Sector (Guiding Principles) of 1989
to proclaim a Guidelines for Protection of Personal Data Related to Computer
Processing in the Private Sector (Ministry of International Trade and Industry
Notification No. 98 on March 4, 1997).

The Standard for the Protection of Personal Information is intended to, based on
this ministerial guideline, raise awareness of the issues among the general public as well

as relevant business entities so as to socially recognize business entities using this
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Standard and achieve sound development of an highly information-oriented society and
proper protection of consumers.

II. Outline of the Standard

1. Applicable Range (Article 1)

This Standard does not apply to an individual as far as he/she handles personal data of
others for his/her personal purposes, such as the making of an address book. However,
it should apply even to an individual if he/she appears to handle personal data of others
in his/her capacity as an employee of a certain company. Processing with an
automated system generally includes inputting, processing, and outputting,

2. Definitions (Article 3)

2.1 Personal Data [Article 3.a)]

"Personal data" does not include data on officers of corporations or other organizations
that is contained in data recorded about those corporations or other organizations.

"Data on officers of corporations or other organizations" means public data on them,
including their background and stock holdings shown on documents to shareholders and
customers such as a business report distributed at a general meeting of stockholders.

2.2 the Data Subject [Article 3.b)]
The "the data subject" means the individual whom such personal data concerns.

2.3 Recipient [Article 3.e)]
A "recipient" means a person who directly or indirectly receives personal data of others.

A term in opposition to is a data provider.

2.4 The data subject’s consent [Article 3.g)] ‘
Consent must be obtained from the data subject in the form of an express declaration of
intention such as the affixation of his/her signature and seal or his/her oral acceptance.
However, the data subject may be deemed to have given his/her implicit consent by, for
example, failing to express an objection during the process of such act, in such cases
where:
it is apparent that the data subject was already informed of necessary matters;
for the purpose of executing a contract, a credit institution is referred to for credit
inquiry when the data subject gives the number of his/her account with a financial
institution;
data disclosed by the data subject to unspecified persons is gathered; and
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necessary matters are notified on posters, leaflets, and other materials for transactions,
offers, subscriptions, and other acts that do not involve the delivery of a document for
the conclusion of a contract, including utilities supply contracts;
A child whose guardian's consent should be also required is defined as a minor who is
not old enough to understand the provisions of Articles 4.4.2.4.a) to f). Generally
speaking, children of 12 to 15 years of age come under this definition. Similar
consideration should be given to an adult regarded as lacking judgment as to the
provisions of Articles 4.4.2.4.a) to f).

2.5 Compliance Program (CP) [Article 3.h)]

Where a corporation conducts more than one line of business, if it can clearly specify
divisions that handle personal data and if the way personal data are handled perceptibly
differs from one line of business to another, then the corporation may develop a CP for
only one line of business or for each such division; however, responsibilities must be
clearly defined within the corporation and it must be expressly stated that the final

executive responsibility for any violation of the CP rests with the top authority of the

corporation.

2.6 Use and Disclosure [Articles 3.j) and 3.k)]
The relation between "use" and "disclosure" is shown in Figure 1.
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Where a person gives personal data in trust, Articles 4.4.4.3 and 4.4.2.5.b) apply to the

giving person and the trustee, respectively.

3. Compliance Program Requirements (Article 4)
3.1 Personal Data Protection Policy (Article 4.2)
The specification of a policy in writing includes its reduction to electronic media such

as a server. 'The term "employee” includes a temporary or part-time worker as well as
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a regular employee (the "employee" as used in Articles 4.4.1 and 4.4.6 has the same

meaning).

3.2 The Specification of Personal Data (Article 4.3.1)

To protect personal data, it is necessary to establish and maintain a procedure for ¢learly
specifying personal data in need of protection and to understand the risk and effect that
may be brought about in case of failure to take proper protective measures. The effect
must be understood to include a direct effect on the business entity and an indirect effect

such as loss of credibility with the people.

3.3 Laws and Other Restrictions (Article 4.3.2)

Among relevant laws and other restrictions are the law concerning the protection of
personal data related to processing with electronic computers held by administrative
organs, local governments' ordinances for the protection of personal data, administrative

organs' guidelines on personal data protection, and self-regulatory industrial guidelines.

3.4 Internal Regulations (Article 4.3.3)

Internal regulations include organizational rules for the protection of personal data. It
is important to define authority and responsibility of each division and each level in the
corporate hierarchy.

It is not appropriate to adopt basic internal regulations only formally; bylaws, manuals,
checklists, etc., indicating what should be done or what should not be done, must also
be developed so.that the employee can act upon concrete behavioral standards.

Internal regulations may consist of more than one set of rules. It is advisable to apply
the penal provisions of work regulations mutatis mutandis to violations of internal
regulations.

It is also necessary to make internal regulations effective and binding upon the
employee through a due procedure such as the submission of them to the board of

directors for approval.

3.5 Planning Document (Article 4.3.4)

An education plan should include a yearly curriculum for seminars on personal data
protection, a program of individual seminars (the designation, date and time, place, and
lecturer of the seminar, eligibility for attendance and the estimated number of
attendants, a brief description of the seminar, textbooks to be used,
voluntary/compulsory attendance, etc.), and the budget.

An audit plan should be comprised of the subject of audits (concerning personal data) to
be performed in the year, what will be audited, the purpose, scope, procedure, and

schedule of audits, etc.
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3.6 System and Responsibilities (Article 4.4.1)

Because an administrator is responsible for controlling personal data on behalf of the
business entity, the number of administrators must not be increased without due
reasons; or the line of responsibility may become indistinct. In other words, if one
administrator is to be appointed for each division, each administrator's responsibility
must be clearly defined.

The administrator should desirably be able to assume responsibility to outside the

company (e.g., officers).

3.7 Measures Concerning the Collection of Personal Data (Article 4.4.2)
3.7.1 Principle of Data Collection (Article 4.4.2.1)
Needless to say, the purpose of personal data collection must not offend public order

and morals.

In setting a clear purpose of collection, the following must be taken into consideration.

a)

b)

d

When obtaining personal data directly from the data subject, the purpose should be
expressly understood in an agreement with him/her or otherwise, or it should be
implicitly understood in a credibility-based relationship with him/her that is similar
to a contractual relationship.

When collecting personal data from other persons than the data subject, the
collecting person should set a purpose of collection and specify it in a contract with
the data subject, etc.

When collecting personal data from public materials, the collecting person should
set a purpose of collection.

In setting a purpose of collection, the scope of use and provision of collected data
should be made as clear and specific as possible so that the effect of such use and

provision ypon the data subject may be estimated.

3.7.2 Limitation on Collection of Personal Data (Article 4.4.2.2)
Personal data must not be collected by unfair means such as a falsified presentation of

the purpose.

3.8 Measures for Collecting Personal Data Directly from the Data Subject

(Article 4.4.2.4)

"In the case where personal data will be disclosed,” the data subject is rarely involved

personally in the providing process; therefore, it is necessary to specify the purpose of

provision and give information on the recipient so that the data subject may not have a

WOITY.
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The "type and nature of an organization" means the relationship between an
organization (company) receiving personal data and a company providing that
information (an affiliate or holding company of the recipient company, etc.).

"Degree to which disclosure of personal data by the data subject is voluntary" means
information indicating whether it is obligatory to fill out an application form or it is just
opticnal (the form is a kind of questionnaire), and "the effect on the data subject if such
data are not disclosed" means conceivable consequences of his/her failure to make an
entry in an application form (for example, if he/she does not indicate his/her annual
income in an application for marriage counseling, it will not be considered in selecting
persons to introduce to him/her).

If it is difficult to present all of the matters set forth in Article 4.4.2.4 prior to the receipt
of a purchase order because of the time of transaction or limited space for advertising,
which may be true with mail-order and TV-order selling, then the seller should notify
the consumer of the matters set forth in Article 4.4.2.4 for consent, on the next occasion
of communication with him/her such as the delivery of a catalogue or the order.
"Alternatives to a written document" include, without limitation, the transmission and

receipt of electronic mail.

3.9 Measures for Indirect Collection of Personal Data other than from the Data
subject (Article 4.4.2.5)

A person entrusted with data processing in connection with Article 4.4.2.5.b) must be

prohibited from using or providing personal data against the purpose of entrustment

during the course of the processing of such data and should desirably place such data

under proper control in accordance with this Standard.

The expression "personal data are collected or processed in such a way that it is not

likely to infringe on the interests of the data subject requiring protection” as used in

Article 4.4.2.5.c) includes, without limitation, the collection of personal data by a

provider of gas appliance maintenance for the purpose of ensuring the safety of the

customer.

Judgment about whether the situation can be described as any of the cases set forth in

Article 4.4.2.5.c) should not be arbitrarily made by parties concerned, but the expression

needs to be interpreted as narrowly as possible, using objective judgment based on

reason and socially accepted ideas.

3.10  Measures for the Use and Disclosure of Personal Data Outside the Scope of

Purpose of Collection (Article 4.4.3.2)

When personal data collected by a division of a company with the data subject consent

are used by other division, it may be used for the original purpose of collection to which

the data subject agreed or may be used for other purposes. In the latter case, further

prior consent must be obtained from the data subject.
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3.11 Obligation to Control Personal Data (Article 4.4.4)

3.11.1 Ensuring Security in the Use of Personal Data (Article 4.4.4.2)
"Reasonable" means to give consideration to the application of the best of economically
practicable techniques.

Technical security measures that are developed using "the Standards for Information
System Security Measures" (MITI Notification No. 518 on August 29, 1995) and "the
Standards for Measures against Unauthorized Access to Computers" (MITI Notification
No. 362 on August 8, 1996) and other standards as a guide must be implemented. As
regards organizational security measures, it is necessary to establish internal standards
for the protection of personal data and a clear-cut line of responsibility.

Since the leak of personal data can often be traced to scrapped materials containing it, it
is necessary to ensure that scrapped data will not be acquired by any third party, for
example, by deleting electronic files or destroying documents containing personal data.

3.12 Measures Concerning the Entrustment of Personal Data (Article 4.4.4.3)
The entrusting party must conclude an agreement with the trustee to the extent it has

obtained consent of the data subject.

3.13 Rights of the Data Subject Concerning Information Regarding Self (Article
4.4.5)

3.13.1 Rights Concerning Personal Data (Article 4.4.5.1)

It may be judged appropriate in view of socially accepted ideas or established practices

to disclose certain evaluations as to an individual and other similar data.

"A reasonable period of time" means a period of time after which a company updates

personal data.

3.13.2 Right to Refuse Use or Disclosure of Own Personal Data (Article 4.4.5.2)
In such cases where the data subject refuses provision of his/her personal data to a third
party, his/her request must be honored so that he/she will not suffer disbenefit, unless
proviso a) or b) of Article 4.4.3.1 applies.

3.14 Complaints and Consultation (Article 4.4.7)

A special organization or a responsible person must be established or appointed for the
handling of complaints and consultation. An administrator is not precluded from
taking such post concurrently.

The data subject must be informed of how to contact such organization or person.

3.15 Document Control (Article 4.4.9)

[
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Document control means both to retain CP documents and subdocuments and to keep

them updated.

3.16 Audits (Article 4.5)

Audits must be conducted to understand how far a compliance program and a
compliance system are developed and identify the way the program is implemented.
An audit report must specify the findings, points identified as problematic, and any of
these points that needs improving.

4, Composition of the Drafting Committee
The following table shows how the drafting committee, formed in 1998, is composed.
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