IT

( )
(
hacker)
(
(identification & authentication)) (
(integrity)) ( (confidential))
( (non-reputation))
( DES)
(
) ( RSA)



(hash function) (

digest)

DES RSA
Hash Function SSL SET



(National Computer Security Agency)

(Defense Information System Agency)

9,000 88% 95%
5% 5%
22 CERT/CC(Coordination Center)
(incidents) (vulnerabilities) 1988
2000 6 21,756 47,711 1995
2000 71 774 ( )
Year ||Incidents Vulnerabilities
1988 |6 i
1989 132 -
1990 252 -
1991 406 -
1992 773 -
1993 1334 -
1994 2,340 -
1995 2,412 171
1996 2,573 345
1997 2,134 311
1998 3,734 262
1999 19,859 417
2000 21,756 774
47,711 2,280
CERT/CC

1. A network security incident is any network-related activity with

negative security implications. This usually means that the activity



violates an explicit or implicit security policy.(CERT/CC

)

2. A vulnerability is a weakness that a person can exploit to
accomplish something that is not authorized or intended as

legitimate use of a network or system.

Yahoo Amazon

DDoS(Distributed Denial of Service- )

Probe Scan

Probe
Probe



Probe

Probe
Scan Probe
Probe Scan
Account  Root Compromise
Account Compromise
Root Compromise Account Compromise
Account Compromise
Packet Sniffer
sniffer
packet sniffer
packet sniffer root compromise

Denial of Service

Denial of service

Denial of service

Exploitation of Trust

(forge)

Malicious Code



code Trojan horses

Worms

viruses worms

Internet Infrastructure Attacks

CERT/CC

25

1988
1995

malicious

1995

2,500
2,000
1,500
1,000

500

o

L
ORLPNWHA,UIUIONODOOR

88 89 90 91 92 93 94 95

CERT/CC



CERT/CC
( E-mail) World Wide Web

End-user

network scanner

password cracking tool and large dictionaries
packet sniffer

variety of Trojan horse programs and libraries
tools for selectively modifying system log files
tools to conceal current activity

tools for automatically modifying system configuration files

tools for reporting bogus checksums



(Confidential)

(Data Integrity)

(Availability)



(Consistency)

(Control)

(Audit)

undo( )

(Consumer Protection Act) (Computer

Security Act) (Electronic Fund Transfer Act) C
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(D)

(2)

(1)

(2)
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( Internet)

(secret key private key) (public key)
( )
(Secret key Private key)
( ) (plaintext)
(ciphertext)
(Secret key private key)

Happy birthday! W &M (ONGEA

5

&ABHO MBS Happy birthday!

WE

(Public Key)
(asymmetric)

1976

13



Whitfield Diffie Martin Hellman

A B (plaintext) A
(ciphertext) B

(private key)

(Public Key)

o
g

Happy birthday! W & () % dr

ey
o

o BEEm

&GO BN Happy birthday!

WE

(Hash)

(hash) (message digest)

14



fingerprint) ; "
CRC
( Unix Windows NT)
(
DES
DES IDEA
(NBS,NIST ) 1976 DES

(unclassified) DES 64

15

(message



1 (parity) 56 DES
(substitution) (commutation)
64
RSA
1977 MIT
RSA
Shamir Adleman RSA
RSA
RSA ( DES IDEA)
RSA p
n=p q
Qm)=(-1) (q-1)
®(n) e d
e d=1mod ®(n)
n e (n, e)
P 4
m
¢ = m”e mod n
m = ¢*d mod n
RSA
n e
RSA
50 MIPS (1IMIPS =

16

16

64
64
RSA
Rivest
512
q
n d (n, d)
c
P q d
n n
512



MD2 MD4 MDS5

SHA

RSA

SHA

RSA MD2 MD4 MD5 NIST 1993 5
MD2 128 bits
MD4 128 bits
MD5 128 bits
SHA 160 bits

17




IT

IBM

PhillipBouroughs
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Unisys



MIS

x N /
I
I I I
[l N

Q Information
=

B2B B2C C2C

EDI
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Internet Security
(Physical Equipment)
(Network Communication)
(Operating System)
(Database)
(Application)

(Business Process)

Risk Management Architecture Diagram

B Assessment

B Architecture
- &
B Implementation

B Management

Internet Security

20



BS7799(British Standard Institute Code of Practice for

Information Security Management). BS7799

BS7799 (Guideline)
ISO17799

BS7799 :
(Security Policy):
Providing management

direction and support for information security.

(Security Organization):

(Managing information
security within the organization.)

(Assets Classification and Control):

(Maintaining appropriate protection of

organization assets.)

(Personnel Security):

s , (Reducing the risks of human error,
theft, fraud or misuse of facilities.)

(Physical and Environmental Security):

, (Preventing
unauthorized access, damage and interference to Information Technology
services.)

(Computer and Network Security):

(Ensuring the correct and
secure operation of computer and network facilities.)

(System Access Control):

(Controlling access to business

21



information.)

(Systems Development and Maintenance):

(Ensuring that security is built into
Information Technology systems.)

(Business Continuity Planning):
(Having
plans available to counteract interruptions of business activities.)
(Compliance):

(Avoiding breaches of any statutory,
criminal or civil obligations and of any security requirements.)

(Digital Assets Management)

(Leased Line ) (Channel Service
Unit ;CSU/Digital Service Unit ;DSU)

(Networks Infrastructure)

Internet Service Provider (ISP)
Internet (WAN Switch for
ATM or Frame Relay) (L3 Router) (L2&L3 LAN Switch)

22



Web (L4~7 Web Content Switch)
(L3 Router) (L2&L3 LAN Switch)

(Router Secure Managed)

U Router Telnet — Reverse Telnet
ACL(Access Control List) AAA
AAA(TACACS+ or RADIUS)

. SNMP — SNMP version 1 "community string"
"Read or Write only" SNMP version 2 " MD5-based digest"
" MD5-based digest" SNMP
version 1
Internet Service ACL(Access Control List)
Log(Trap)Received/Read/Write 1P
. HTTP — ACL(Access

Control List ip http access-class & ip http authentication)
AAA
. ( Router ) (Cisco 10S

lUse To
no service tcp-small-servers |[Prevent abuse of the "small services" for
no service udp-small-servers |denial of service or other attacks.
Likvoid releasing user information to
ossible attackers.

‘|no service finger

no cdp running Avoid releasing information about the
no cdp enable [router to directly-connected devices.
Ino ntp enable Prevent attacks against the NTP service.

Prevent attackers from using the router as a

no ip directed-broadcast "smurf" amplifier.

‘lnoip sour ce-route Prevent IP source routing options from

23



|being used to spoof traffic.

no ip bootp server
no ip domain-lookup Prevent non-authorizes required
no ip http server

* System Log-Messages — Log-Messages AAA
logging(TACACS+ or RADIUS) SNMP trap logging System logging

Cisco
Logging
1. In-band Console Port Out-band Aux. (
logging console).
2. UNIX "syslog" ( logging ip-
address, logging trap).
3. VTYs sessions ( logging monitor,
terminal monitor).
4. ( logging
buffered).
. — (Static Routing)
1P
Neighbor IP Routing Security Neighbor
Authentication  Cisco 10S

IP BPG : "Configure Neighbor Options"

IP EIRP: "Configure Enhanced IGRP Route Authentication”

IP OSPF: "Configure OSPF Interface Parameters" and "Configure OSPF
Area Parameters" and "Create Virtual Links"

IP RIP : "Enable RIP Authentication"

* Routing Policy —

(Core Router)

24



(Distribution Router) (Access Router)
() (Core Router)

OSPF  EIGRP

1. MDS5 authentication

2' 2 2 13 2 OSPF
IP Network Range

OSPF Routing Broadcasting

3.

4. Intranet
() (Distribution Router)

IP Networks
Neighbor Authentication

() (Access Router)

1.

Default Route
Network
2.
Neighbor Authentication IP
3. VPN

IP Tunnel IBGP

25

IP



(LAN Switch Secure M anaged)

. Port Trunk auto

Off VLAN
. Layer3
. VLAN to VLAN Layer3 Switch/Routing CPU
e MAC Address PC
. AAA

AAA
Authentication, Authorization, and Accounting AAA
AAA RADIUS & TACAS+
AAA ( RSA ACE Server)

* Configuring local login authentication
* Controlling login using security server authentication

* Defining method lists for authentication
(Console or AUX ports) (Virtual

Telnet) AAA

* SNMP — SNMP SNAMP Agent

* Syslog — log

26



. (AAA Server) — one-time

2 2

. _ Telnet

ACL Reverse Telnet Disable Telnet

. IP address Sub-
Networks VLAN Trunk Protocols Routing Protocols Protocol

Broadcast = Multicasting

* Broadcasting or Multication

« [P

27



Location

Key Devices

Core Module

Layer 3 Switching

Packet Sniffer --

Building Layer 3 switches — Unauthorized Access -—
Distribution | Layer2/3 Layer3 VLAN Subnet
Module
IP Spofing — RFC2827
Packet Sniffers
Building Layer 2 switch Packet sniffers
Module User workstation— (Virus
and Trojan horse applications)
IP phone —
Server Layer 3 Switch Unauthorized Access
Module Corporate/Department AP - oS
Servers
E-Mail Server Packet Sniffers
IDS IP Spoofing
Trust Exploitation — VLAN
Port Redirection — Host Base IDS
Edge Layer 3 switches Unauthorized Access
Distribution IP Spoofing
Module Network Reconnaissance

Packet Sniffer

28




) VPN

)

(
(

PKI

IDS

PGP

Certificate Server
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Demilitarize Zone (DMZ)

DMZ

VPN(Virtual Private Network)

DMZ
DMZ

DMZ
http DMZ

30

DMZ



VPN

PKI(Public Key Infrastructure)
VPN
Pre share secret

VPN

1P Certificate Based

IP

VPN
PKI
VPN VPN
PKI certificate
VPN Server
PKI certificate
certificate
PKI

PKI

IBM Tivoli SecureWay NAI E-ppliance WebShield

Firewall

Check-Point Firewall-1

31

Cisco Secure PIX Firewall

WatchGuard



LiveSecurity System

StoneBeat Firewall FullCluster NAI E-ppliance WebShield Firewall Backup

32



Mai |

PKI

VPN

33



IDS(Intrusion Detection
System)
IDS
IDS
IDS IDS

ISS RealSecure IDS Cisco Switch-based IDS module Cisco
Secure IDS NAI CyberCop Scanner IDS

34



PGP Unix

PGP

DES Triple DES CAST IDEA
PGP

PGP Certificate Server

PGP

PGP Data Security Suite

35

DH/DSS RSA
128 bits

PGP

PGP Certificate Server

PGP Certificate Server



net/ VPN et/VPN
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(Internet banking)

SSL(Secure Sockets Layer)

Sockets Layer) Netscape
SET IBM
SSL

SSL

Protocol SSL Handshake Protocol

(encapsulation)

SSL
independent)
SSL

(  DES[DES])

SET(Secure Electronic Transaction)

38

TCP

SSL(Secure

3.0

SSL -SSL Record

Client

(application protocol

SSL



RSA[RSA],DSS[DSS])

MAC

SET

SET
SET

SET

SET

Authority)

39

MAC(keyed Message Authentication Code)

SET

(Certificate



SET

SET
SET
SET SET
SET ( )
()
()
( ) SET POS 0 SET
SET
. SET Visa Master
Card
. SET

compliance with advertising

requirements and the provision of timely disclosures in an appropriate form.

40



( extension of credit or deposit or withdrawal of funds from an account at a

financial institution)

Reserve Regulation B)

B(Equal Credit Opportunity Act and Federal

. (Fair Housing Act)

Reserve Regulation C)

Reserve Regulation E)

Regulation Z)

. e-mail

C(Home Mortgage Disclosure Act and Federal

E(Electronic Fund Transfer Act and Federal

)
Z(Truth in Lending Act and Federal Reserve

creditors ( ) (

triggers

41



( whole or none )

Win Nt Internet Information Server

Firewall IDS AAA Server

42



Firewall & IDS
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(steering committee)

(position description)
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(

)
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(

(

)

)

LAN

48

80%



”war-dial”

’one-time password’ (strong authentication)
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(

)

(critical points)

’(social engineering)

50

(proxy server)



() (Telnet)

()
()
(G (fully transaction processing) (strong

authentication)
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RSA 512bits
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1. Unix Internet - Simson Garfinkel and Gene Spafford

O’Reilly
2. David Icove Karl Seger & William Vonstorcb O’Reilly
3. WINDOWS NT
4. 2000 Dan Blacharski
5
6
7. Lincoln D. Stein
8
9. Internet
10. Joel Scambray Stuart McClure George
Kurtz/ McGraw-Hill
11. Simson Garfinkel with Gene Spafford

12. Sound Practices Guidance on Information Security Federal Reserve Bank of New York
September 1997

13. Electronic Banking-Safety and Soundness Examination Procedures Federal Deposit
Insurance Corporation Division of Supervision

14. Mastering Network Security by Chris Brenton ~ Sybex Inc.

15. The Process of Network Security Thomas A. Wadlow Addison-Wesley Pub Co.
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Reference Sites

http://www.w3.org/Security/Fag/www-security-faq.html

http://www.cs.berkeley.edu/idsg/security/

http://socrates.berkeley.edu:2001/security/itatf swg_report.html

Computer Security Advisories

CERT Advisories(http://www.cert.org)

Microsoft Patches (http://www.microsoft.com/downloads)

Sun public patches (http://access1.sun.com)

Digitial UNIX Patches (http://ftp.digital.com/pub/Digital)

Linux Redhat Patches (http://redhat.cs.berkley.edu/redhat/local)

Alerts and Announcements

Solaris snmpXdmid Buffer Overflow Vulnerability (3/21/2001)
Red Hat Linux rpc.statd vulnerabilty (8/11/2000)
Virus scanning of departmental e-mail (7/25/2000)

EECS Computing Security Incidents Report (7/21/2000) (internal access
only)

HP-UX 10.20 Software Distributor vulnerability (7/10/2000)

Microsoft "scriplet.typelib" vulnerability (5/10/00

Loveletter Virus/Worm Security Alert (5/5/00) (updated 5/10/00 with a

link to a Eudora advisory)

Linux Systems Security Alert

Solaris Systems Attack in Soda (07/06/99)
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