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Y2

RJ

o

#%4# Gartner Group 3] 45K » ¥|2003F AT ik » & F7 5295
¥4 A ¢YWAN (Wide Area Network) 48 25 AR 7% ¥4& VPN
(Virtual Private Network) &y sh £ - # @B EHRILM T - BB
HEBRE AL VPNERH XESRBASH O, R SHbiREN

VPN &4

EMmET VPN REGEAABEHRE - = XL VPN »
F A58 4838 (JuIP backbone) L F ¢4 & X 4835 - VPNTRENERE
¥ AR AS Bt B 5 (ISP) P 4R 48 2 4 i 45 3838 12 #54%F » 4oFrame Relay -
ATM(Asynchronous Transfer Mode) » MPLS(Multi-protocol Label
Switching) % -

A REROEBEE T2 ) VPN R RAN D EHMISP2
Pl /4% &9 2% # (e IPSec router » MPLS CE-PE router%) » 435 5 8% &
5 13 & ka9 1% £ 45 /% 1% £ 89 25 s (packet transport » % MPLS P router
2 Label Switching Router) °



Sarvice Provider Netwark

B 1: Applicatoin of VPN

VPNs #9885 T4 4 3% # BUR A (remote access) ~ £ ¥ /948
#% (intranet) $ & ¥ F] 49 #5 (extranet) °

% BRURFS VPN 4244 telecommuters ~ #8 A F H £/ 69k
MMAERLEBAYGERET RN FE -

DENEBREDNAFALCOEAB PN E R48HHEB R
e FH AL -

DEMEBGBRAHBEBHEZIERTROARY > HELRIRE
AFNETNHER » ARFEHANTE Y Intranet $H &8RRI XL
P RN EERE o

# #; VPN 77 & & 754k (Components)
B VPN AT Ao B 2T °



Classic WAN _ |
Requiremants

B 2: VPN Building Blocks

W 38F- 4 & 5T #% & M (Platform Scalability)—48 3% 69 3% 3T S # 47 4942
BIERBEHFTHREAMOERER  RE LA LA ETHAERL
REEFHARBE -

5z 4P (Security)—Tunneling ° & #} 4w % (encryption) £ & 4} #£ 32
(packet authentication) & 54 & &) » 7 b » SH¥ R E 6946 A H R AR
RITTER A BN AT S -

VPN 48 £ 2 —4t 3R T ~ QoS 45 Z ARA 2 SLA(Service Level
Agreement)32 £ 3% % # 4E(4» queuing  network congestion avoidance

traffic shaping * packet classification %)



VPN 224 4% % —4¢ A Firewalls > IDS(intrusion detection system) » %
2 & #i(security auditing) % -

B3mrAh— VPNEATER  AB P TELE VPN RHEHZ

B 3: Today's Corporate Network



iR 3% 3 BUR A VPN(Remote Access VPN)

e BURA VPN TTR4EM S A £ & telecommuters 4 &5 ISP #
£t 2 VPDN x4 45 » & A & =T 4& & ISP #8 % 2 LAC(Layer-2 tunnel Access
Client) #2 & ¥ #9 LNS(Laye-2 tunnel Network Server)i & > 1L
L2TP(Layer-2 Tunneling Protocol) > PPTP(Point-to-point Tunneling
Protocol) s, IPSec tunnel £ Z2 D ¥ N @R REZBIXHEZT HERHE
B > o [B WA o

Giient-Initiated
Tunnel

‘ ’,4";"‘, T
@ NAS-Tnitated
’ Tunnal

B 4: &3%BBARF(Remote Access)VPN

4> ¥ M 493 (Intranet)

CENEBRECELAZE ;2GR REBRRFE > BN
£/ 8 F 4 da ISP 324+ 2 VPN ## © Layer-2 switching (4w Frame
Relay » ATM %) » Layer-2 tunnel (40 GRE tunnel » IP-over-IP tunnel) °
IPSec tunnel & MPLS VPN (RFC-2547bis) % 4 sbF¥ i, — E 8k 89 0 K



B AW B BT

£ VPN A B B iiF Z thdo K — A% °

Table 1: Comparison of Network Transport Infrastructures

Characteristic Frame Relay | Internet IP-VPN
Ubiqﬁity Low | High Moderate
Cost Moderate Low Moderéte
inﬁ;rent Security | H;gh HLO‘;J I‘.Iig};
—.Per}ormance High | Low-moderate ﬁigh
Guaranteed Service Levels | Yes IEES

AE 8 VPN THREFAEHE RERME R E 4 QoS3 K » packet
loss rate) & SLA(4v Mean-time-between-repair » Throughput® Round-trip

delay %) -




Samvice Provader Nelwork

B S ¥ ¥NERERAEH

4> ¥ F #8934 (Extranet)
£F M R S R S F N T S BURT

VPN ABRAAE EE2HREAN LR EBARUELAR L ESH TS -
Fefiak(IP addressing) 1 % 4% 7 (AAA * Authentication Authorization
Accounting) R E] & ¥ B R E - BAEBLWE AT -



Busingss

YPN Boulor

4
i et Service Provider Network
Dial-Up
Business Pariner
B 6: 4¥M4% VPN
VPN ##%%2

VPN @B 24 RAEEX VPNRZEAKH EZIHERZ— » REisE
A PR EE R 8 oM FIE —

1. Layer-2 Tunnels

Tunnel 14 f£ connectionless & IP #83% P24t — B H T o) B EF A
(logical » point-to-point connections). /= tunnel ¥ =T 28 Mg A Ao 2 49
# R (tunnel password)#§ tunnel &) B 3.8 F LABE ST o

2. IPSec (IP Security)

IPSec — # A # layer-2 tunnel(%w L2TP - PPTP > L2F ¥)84 & #
A 0 Fr{E A 89;% B &4 © Data Encryption Standard (DES) »  triple-
DES (3-DES) % 4t#t client 3%4# A Microsoft &) Point-to-Point

11



Encryption (MPPE) 7T :£ 4% 40/128-bit RC4 Av % -

3. T# M 55k % (Packet Authentication)

AHAZERGAUGHNTERLNHCEARAERA R
7 IPSec #4 ¥4 ¥ > #k 3% & #5(Authentication Header » AH) 7T f 1L i8¢
REHERAGHEHFR > B BAXRRHRBENERL X
(Encapsulation Security Protocol » ESP) » 4o Message Digest 5 (MDS5) ~
secure hash algorithm (SHA) % % T it — 35 4% 3 4 Internet + &%
i oy EAEME o

4. ¢ A Firewalls > IDS £ % £ & #(security auditing)

iE#E4E A Firewalls < 8 %, packet spoofing » smurf attack 2 DDoS
FRSBRN R BB M IDS # &1 FAT A (signature) & 447 7T &
—SHBEZTEHGE KL BETHAREEL T FHERBRY
NEBF o

5. A E G R

BAT % A ey A & & tysE 32 69 K 4] & AAA(authentication °
authorization and accounting) % 4t > # i®% RADIUS (Remote Access
Dial-In User Service.)t# & > 4& F 4 49 username #1 password #§ # 5 32
ARBPITHEISE  FMMENTAB SRS FAKERR
EEHMNKE  HHRUEEBRBRBRBEOCEMT > ABRZEHH
R AR Rbrdl o

12



F &A= & Cisco System 43 VPN REE e iR £ -

i Feature  Function l Benefit
i
| Cisco I0S VPN devices run on Cisco I0S » Ensures interoperability with all
; software. Cisco products
1 » Leverages existing hardware
2 infrastructure in deploying VPN
’ solutions
Integrated Solution This feature unites every aspect of the * Reduces network complexity by
enterprise data network: infranet, creating a common platform for
extranet, and dial access. enterprise networking
Open Architecture Cisco VPN utilize Layer 2 and Layer * Enables enterprises to choose a
3 WAN facilities. WAN transport that best fits their
needs
Robust Security Features: Tunneling, | This function enables enterprises to * Reduces bandwidth, management,
Encryption, Packet/User securely utilize service provider Layer and capital costs
Authentication, Firewall 2 and Layer 3 back bones or the public
internet for WAN bandwidth and dial * Enables enterprises to focus on core
A0CESS. business instead of managing a data
network
Flexible, All-Encompassing This feature manages network traffic e Better manages expensive WAN
Bandwidth Management/Qos based on priority and traffic patterns. * bandwidth
s Provides reliable throughput on
Layer 2 and Layer 3 shared
backbones
Integrates Single-Purpose This feature integrates firewall and * Reduces network complexity
Applications bandwidth management on router
* Lowers TCO
Enterprise Network Management Integrated set of network management s Ensures manageability across the
tools for configuring and monitoring enterprise VPN
; the VPN.
Standards-Based Solution % This solution offers support for the « Integrates with existing network

! following: IPSec, L2TP, GRE, DES,
| 3DES.

!

infrastructure

* Ensures logical technology
migration path

Open Implementation Architecture

‘ Cisco VPNs can be implemented in
| software or hardware.

i

* No forklift upgrades required

* Preserves investment in networking
gear

| Strong Relationships with Service
Providers

! Cisco provides 80% of the networking
, equipment used on the Internet

» High degree of feature integration
across service provider WAN
infrastructures




2 E # — A& VPN & & #ir -MPLS(Multi-Protocol Label

Switching)

TG ERE

#R4E Yankee Group TR : £ 2004 At > B 42 90 &9 D LMK
PEREHBREERMEA VPN S #HWREBREER T > K&k —E
BAGETRAK  BRBVEREZRIGIE T LR BRS K E(SLA)
HEREAEREMBTEG - H—KRey) VPN R RE— @8Ry
R ANBBHRALZHBERBE DT MO EBRE -

T —R & VPN @5 98w B

MPLS(Multi-protocol Label Switching)# #7649 &£ .44 A F — K8
VPN R % SR HHRESRGAEHEL T - UMPLSA =
B VPNATFIRIFHEE R BEE @R EFRAEZERA UL E
X RSB E AR @Y - MPLSA X89VPNEA TAVCA £
2% IP-tunnel X, VPN f& peer adjacency f#scalability &) #8385 °

MPLS % * &) VPN 1& A "F] ff(peer)"# A » BRLBARF"AE
(overlay)" #HA(F AT RHE 7) - AR UF ZRREHe VPN 4 X
BAELR ERAPHARBHANBH B R GEY > MIEARN
Fl g W eh ik o M KA VPN @siRpey 2 E -
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B 7: VPN Overlay Network

MPLS 2 % #4 VPN4E A 5] 444 #! folayer-3 connectionless &4 %2 45 45 25
B8 HHNABALBANEEHERBEMAVPNEH -

ERBFEAER F o & P 3% 4 (Customer-edge router > CE router){£
48 $1 BB A4t JB 3 44 3 B 2% 45 (Provider-edge router @ PE router)# 3r:
#> mMARAAMAELCHAELRIHERILER - layer-3
connectionless#4 4% 25 8 5T LA B VPN &) 32 31 4o F] Internet &y 22 45 — £%
1 R & 32 3rlayer-2 49 VC(Virtual Circuit) 2% tunnel -



VPN ® Sitp !

e T
i . CEm
S8

B 8 : BGP/MPLS VPN Peer Model

MPLS VPN - £i&

MPLS VPN @3 Z 44 B 9 A7~ £ 485869 #4% % CE Router> CE
Router & & £ 8t — 3 5 » BAF 24T VPN @& € oh ke -
PE Router & % F9 & 3 MPLS VPN #4% % #1248 B =7 45 » PE Router #
CE Router /2 1F 2| d ey TR > B BRFEHEFH 69 MPLS B &
21838 Z A7 SU 349 PE Router » £ 8 349369 P Router(Provider
Router) » 3 # LSR(Label Switching Router) 8] & P #147 layer-3 MPLS
R -

2 F#4E%ey PRouter ;2 F4E{/T8) VPN @B Eshie » &2
ARAR 445 £ A P 69 VPN F 3 B oL T 324 £ 4F 4935 & 1+ & PE Router
¢ F 414t & # 318 3 (directly connected)#y VPN ) £ % £7 /8 &4 PE Router
HERBEMET -

16



“Provider Edge” [PE) LS8s

Ciitumtr Edge (CE) Customer Edge (CE

*Pravider” (] LSR8

B 9: MPLS VPN Network

## MPLS VPN
MPLS VPN ##£ =48 £ &34

1. VPN route target communities 8 t—F] —VPN& A7 £ & 8 &
BEAER - -

2 424t % i & Y BGPAE 1 oh 4E (Multi-Protocol BGP Extension)—
MP-BGP#t 5] — VPN#E 48 64 £ B s, B 1% 3£ VRF(Virtual Routing and
Forwarding) & R °

3 MPLS Forwarding-i% i@ AR F5 4t f& 4 69 B #4384 3 VPN &9 5%
AT A.

MPLS CoS
RS % 88 % ' ( Class-of-Service » CoS )/t 48 % 48 3538 i) € 483 F
BRPEESEAREMESL T REHELRGH A - CoSKR P REHE

17



BEEABIESSAE - LE - jiterfo @B PO ERFENRE

2 Cisco System#yI0S(Internetworking Operating System) & 45| » £
CoSzh e T $Re 4k 3% ¥ 3% 69 QoS ey 3 °

1. IP Precedence : #|H IP header ¥ &) =1B4x TRENHERF]
B IRFS F 4R -

2. Committed Access Rate (CAR) : CAR T AWNEEH4&5 T AK
HETERE -

3. Weighted Random Early Detection (WRED) : WRED #| A %43
B AR R A X WL REE -

4. Class-Based Weighted Fair Queuing (CBWFQ) : CBWFQ #Z %
4 edge 3% 87 #F ¥ iE H13 £ &) 7 4 £ packet re-ordering # fiE
71

$10verlay 44 6 48326 Z T b # » £MPLS VPN ¢ - CoS&#
FTAREFREERAEE R BEFEALNGERAT AR LE -

Connectionless Traffic #9454

B 1037, %A /£ — {8 hut-and-spoke R 4% ¥ » + [ 4CPEF 44 A R Fi% 9k
Ry UL ARAFRBERERHR » EHARRTRRE
Beyhk > BLETARFLT IR ub)LAREGATFRBHBAE -

% VC-mesh#y 22 31 B #7148 3£ 8% » A &k Ffrouting tablesy 4 38 S/ 5
BEERBTRGA T LRE w0 LB > MPLS layer-3
connectionless#) 45 ST A M AR A B XIBE1ER » #E fHI/EVPN

18



routing &9 42 44 -

{b) Traditionas hub-and-spoke® VC
rietworks lsad 1o |P tralfic passing
thraugh too many sets of CPE

34301

() Many custormers respand {d) Some customers deplay full meshes, with
by adding more meshing high management overhead for the customers
and the provider, ¥/hal the customer really
needs is a connactionfess senace.

B 10 : How Connectionless Traffic Drives Meshing

Connectionless Traffic #& QoS # &

19



Thee tradstional Frame Retzy moded of QoS specification:
point-to-peirt Commetted Rates

1Mb/s

8843&]:‘1\"5

O In connectioniess 1P notworks, specilfcation: of
committed access bandwidths is mora meaningful 3

B 11 : Specifying Bandwidths for An IP Service

kB 11 A75% > #7 connectionless & 48 M5 48 8518 35 & RS 2244

5 QoS FRTHdyAwsey X (aggregatio) iR FHARLE 2 ~ 244
A client Y B L3 MmAF > BREAH—K VPN & QoS £ i4
W EHZ— -



A & F& M (differentiated) & Quality of Service & ¥

1 REFEHZHFERAR

Netwaork core links are

engineerad to give
Differantiated Saevice o
different ckasses of service

Commitied Access Rate policers
" enforce Yraffic contracts for each
accoss ine and set classes of §

sarvice on packels
B 12 : Committed Access Rate Policers

FIFA B 12 &9 CAR policer TH X E L AFSHBIEE > L¥HE
W ABERE -

B 4h o FRAAL M ETH A IP header ¥ &4 Precedence 3% DS bits $2

4 CoS. 4% CAR B9/ EN A PR T & TH %t B K CoS BmRA
SH o k@ 13 R

21



R

Committed AccessRata
can siso be used on CPE
routers to sat the class of

sarvice for packets .
If CAR is used on CPE,
then CAR on the provider
edgo switch routers acls
primarily as a policer

M43

B 13 : Using CAR on Customer Premises

2. {& F Best-Effort Traffic 324t 4 €48 &

14 p75 A #] A Differentiated Services 4+# & 2 3R (premium
traffics)$2 4% CoS » AT~ &y safs] B f — 45 T 694838 PR R A CoS &
AR -



Bandwidth
Unkeate!loooooaeeaoe

@Traﬂic accepted on a link

ReSEVed, Bp L--- - -nnmmnmneomneanmneeemme s e menneens

(b Offered presmium affic:
geds its required bandwidth

S
Noes \\‘\ X%
RN

&N ';{-S
AN,

Resarved, B,

() Otfered premium teattic: q
gets its required bandwidth 3

B 14 : Ensuring Access to Bandwidth Using Differentiated Services

23



3.DiffServ Per-Hop Behaviors &4 3¢

WMh?sd 384Mbfs

@ Summad premium-clasa access
bandwidihs in a provider nefwork

250Ms 20Mbfa
e
. \‘was '»' ,
SEMbis A K 80N :IS@MM’S

n : 85MbiS™,

a0Mbia ¥

@ Tighter estimate by assuming
that fratfic is evordy distributod

1Gs  Za0MES
>
UR3B4ME T

334Mus 1

P L aTaaMys
; K 1t i
| aBeMbig e I

.
.
«

1ans

320Mis

1534V 53MEve
X
S
L wSEMDE
SEMES AL N <A taaMIYs
; Susstina ]
I: 184Mb/S ™, :I

santve ‘¥ 1aamnia

s 1BAMDE o
B
T 7IMbB
@ Refined estimsate by assuming

that traific is distributed in proponion %
to destination site bandvidtts &

’
.
t
1

B 15: Refining Estimates of Network Loads

DiffServ 4% #] A queueing & # #F * %= Weighted Fair Queueing
(WFQ) » # X Fl# CoS F RN oG RBBRE T RERT - B
15(a) Fr 57 2 B B 8, 3% & 25 35 8L — A& 5 (best-effort traffics) & 22
o AB 15 () RATHWBALSR THARMEET B 15 (©£H(d)
f]4e routing # CoS B2 &9 RIF—HMARB KL T I6IE -



4. VC merging

@ Hypothetical network using per-VC
bandwidih allocation and VC merge

@Any changa or addition in adge bandwidth isads
to ripple of changes through network: per-VC
Bandwidih allocation negates the signaling
scalability advartages o VC merge

16 : Per-VC Service with VC Merge

#1A VC A4t 4(VC merge) £ CoS-based # queueing ¥ F
245 % per-VC queueing - £ X ™ F » /8L per-VC queueing £ 49
Bk RN T T 0 VC merge 2HA BTG (E 16 A7) -

MPLS Traffic Engineering
SAMPLS Traffic Engineeringf& 1t 3% &) #6474 B 17 A7 5= » £ B 17(a)

P HNERFRHM S aBEARE 29 SRAPHAH AR X
B A B ER > 2 #) AMPLS Traffic Engineering » R =T Bp ¥ 2 3R, A

25



by LSP4k 28 1A % 3 7T e 1 K 49 384

f5l4n » LSR ARLSR B z f#y LSP 43 iE & ki34 o MPLS
Traffic Engineering 3 [ #% 2| — = % 25 695 FILSP LA Zh 4% 8 Z5EFoF i
BB ad RAREUHRBERLDEREER -

Congested: likely to be
dropping packets

@ Ciseors MPLS Traflic Engineering implesmentation will re=route MPLS LVCs along
less-loaded paths, but only i this will not maka other links as corgasted

3440t

B 17 - Reoptimization of Traffic Using MPLS Traffic Engineering

MPLS VPN &5 Quality of Service

MPLS VPNgifxfq H 4 MPLS 493 A 48 E) 49 QoS 4% - 5 VPN
B PR EIREE S T TR FURF E R BB AL - BARFHE B H 45
R 34 F R KE W3R (SLA) 4o B B 18(b)AT 7~ » 4o

26



FAH AR R ALLHIHE LSP AT B8 TRE
E [F]—3LSP -

64kbvs

@ gite-to-site bandwidth @ Allocating bandwidih
reservations aggregated into 10 individual siles with §
edgae-io-edge LVCs aggregated LVCs

B 18 : Quality of Service in Virtual Private Networks

J& B CAR(Committed Access Rate) I hiE T HH B A E EH L8
ML THEAREXNERET B 197 -

27



IMbJ‘S 123“13‘:’5 a[? Customer sites

in differert VPNs

. Commitied Accoss
_~ Rate in CPE routar

@ Premium-class access A speclfic VPN site
barndwikithes for VPNg using Cisce Commited
Access Rate

CAR can give precedanca
to specific users

N
ﬂf‘"‘ k§:] CAR can give precedanca
; to gpecific applications

{€) CAR can give priorly i users and
appécations identified by IP address,
TCP and UDP ports, and soon Directory
Enabisd Natworking infermaticn

34404

B 19 : Providing Bandwidth to Specific Users and Applications in Virtual Private

Networks Discard Policies

TRRELBEN > @B AHELARLEEFLEHOAAGELT
Wy AR KR BB EHHABE —177 P RE CoS HadmBRE
T1E B R F) &) % #4841 6% £ K% (Random Early Discard » RED) »

BP #7738 & Weighted RED (WRED) - Weighted RED i 4k & 32 30,99 3£ [
20(d) -

28



100 % prommmmmmmre oo
Discard
probabllity
@Nocmal quaue discams cg;:::y mglg:fnw
1003 bevenrerrrnaeraseeser, [Lowsrclags  Highor dass

B B Higher class
. . Queve
{c) Random Early Discard capacity

/,f

{c) Weighted Random Early Discard

s

20 : Discard Policies

29



-

Fealtime quouc
WFQ bandwidth = B,

Discard Discard

threshold for threshoid {or
irgortract cut-of-coniract
reat-time traffic real-tma traffic
: Nommal dala queve
: WFQ bardwidlia = B,
Discard Discard
thrashold for threshoid for
Iv-conirasy best-glfort

J4408

cammitiad traffic

B 21: Example of Combining Weighted Fair Queueing and Differential

Discards

B2l WEHFBTEERAES queve SHAEZE RS > AELME
BHTRAREE M (B 22 F77) - 4B 22 F » real-time 8935 >
EREEL THEABr &AL —RAKEKS RAAEERAEZ Bcoysa k-
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Bardwidth

Link rate — - 7Y
O e A L .
-.?é K 5 ] B,
_ o ~~ Out-of-
. e contract
o ONEE ! realdime
------- — X
Hest
est effort ) o -l
. 8
Commétted \/ ‘ Bast offort
r
0 Time

@ Teaffic accaptad on a link

Cut-of-

(B) Otfered real-time traffic

Bylromrraveommenrreasvranswrorrvnent . dgrvane ..-./-

34407

(<) Otfered committed and best-efart wraffic

B 22 : Effects of Combining Weighted Fair Queueing and Differential

Discards
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RR 5 7k 2 % 22 (Service-Level Management)

ARF5 K 245 & (Service Level Agreement » SLA)#) & &
RS K B F & — 18 BRF5 K 2 4 #(Service Level Contract + SLC)
o — BN S > RBRESHOGERFEELSI CHERA PR
He R BMFRAENDHR - BB KESLBE E3 TSLA » 4247
BB KERRAFKRETRERD NGB ARESH » RFK
RAHTEFARETEER —BARBUESERITEHGRBTE -

#&4% Forrester Research 9 X887 : B2 70 98B HE A B 4T
E #2001 #7#47 SLA o MR 4E Infonetics : K B 42 46 &9 455 1E
A B 813+ & XX per-tunnel & 5# $147 SLA(SF B 25).

100

%&

e

[] Forester Infgnetics

B 25 Enterprise Customer Plans to Implement
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AR SERAEENE 0 REKEGEZLR T RBERAH
KA R R B ARH AR E(SLM) o K FI4L R W 43 R
KESHRRRAFPITES B HBFAUONEEAR  RA
AR RA B R AN BERAREGEE  HEPAHT 0 A
RERGOHL -

New SLA Metrics

,,,,,,

€-Commarce

26 : Effective SLM Requires Monitoring and Management of all Aspects of the
Infrastructure for Service Delivery. Collecting Data through the Stacks

HE X & R &F K E F ®E (Reactive Service Level

Management)

— T DY WS R KE S E 2T 83539 P o (Help-desk)
HEHBEGITRAFBREGEEEMEL - UTHHFHETE
@R A0 R &M (Severity) B ¥R IA 0 kofTIl B B EEEH X H
FHuEEEHE R -
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Severity 1 [Severity 2 iSeverity 3 ’Severity 4
Severe business impact High business impact through :Some specific network A functional query or fault
loss or degradation, possible |functionality is lost or that has no business impact

segment down

* LAN user or server workaround in place

{redundancy

e Campus LAN down,; i
¢ Critical WAN site 5-99 users affected | e Campus LAN

'degraded, such as loss of for the organization

down performance impacted
¢ Domestic WAN site
down ¢ LAN redundancy lost
¢ International WAN site
down
e Critical performance
impact
|Support Tier Responsibility |Goals

Tier 1 Support

¢ Full-time help desk support

e Answer support calls, place
trouble tickets, work on problem
up to 15 minutes, document ticket
and escalate to appropriate tier 2
support

Resolution of 40% of incoming calls

Tier 2 Support

¢ Queue meonitoring, network
management, station monitoring

¢ Place trouble tickets for software
identified problems

¢ Implement

e Take calls from tier 1, vendor, and
tier 3 escalation

* Assume ownership of call until
resolution

Resolution of 100% of calls at tier 2
level

Tier 3 Support

e Must provide immediate support
to tier 2 for all priority 1 problems

e Agree to help with all problems
unsolved by tier 2 within SLA
resolution period

No direct problem ownership

Problem Severity |Help Desk Response |Tier 2 Onsite Tier 2 Hardware Problem Resolution
Response Replacement
1 Immediate escalation |5 minutes 2 hours 2 hours 4 hours
to tier 2, network
operations manager
2 Immediate escalation |5 minutes 4 hours 4 hours 8 hours
! to tier 2, network
i operations manager
i3 [15 minutes |2 hours [12 hours |24 hours |36 hours
4;4 |15 minutes {4 hours [ 3 days !3 days ﬁi—é—days
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Elapsed Time iSeverity 1 ;Severity 2 iSeverity 3 Igverity 4
5 minutes ﬁ\Ietwork operations
‘manager, tier 3 support,
idirector of networking
1 hour Update to network Update to network
operations manager,  operations manager,
tier 3 support, director |tier 3 support, director
of networking {of networking
2 hours Escalate to VP, update
to director, operations
manager
4 hours Root cause analysis to |Escalate to VP, update
VP, director, to director, operations
operations manager, manager
tier-3 support,
unresolved requires
CEO notification
24 hours [Network operations
{manager
5 days Network operations
manager
Network Device  {Detection Method |5 x 8 Notification |7 x 24 5 x 8 Resolution |7 x 24 Resolution
or Link Down Notification _
Core LAN SNMP device and |[NOC creates Auto page LAN  |LAN analyst * Priorities 1 and
link polling, traps |trouble ticket, duty pager, LAN lassigned within 15 2 immediate
page LAN-duty  |duty person minutes by NOC, investigation
pager creates trouble repair as per and resolution
ticket for core service response
LAN queue definition o Priorities 3 and
4 queue for
morning
resolution
Domestic WAN  |SNMP device and [NOC creates Auto page WAN |WAN analyst ¢ Priorities 1 and
link polling, traps |trouble ticket, duty pager, WAN |assigned within 15 2 immediate
page WAN duty  |duty person minutes by NOC, investigation
pager creates trouble repair as per and resolution
ticket for WAN service response
queue definition ® Priorities 3 and
4 queue for
moming
resolution
Extranet SNMP device and [NOC creates Auto page partner |Partner analyst ® Priorities 1 and
link polling, traps |{trouble ticket, duty pager, partner |assigned within 15 2 immediate
page partner duty |duty person minutes by NOC, investigation
pager creates trouble repair as per and resolution;
ticket for partner |service response
queue definition ® Priorities 3 and
4 queue for
morning
resolution
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Network Area/Media

Detection Method

.Threshold

Action Taken

i
Campus LAN Backbone ¢ SNMP polling at | o 50% utilization in ¢ E-mail notification to
and Distribution Links 5-minute intervals | 5-minute intervals performance and
capacity e-mail alias
¢ RMON exception traps ¢ 90% utilization via
on core and distribution exception trap ¢ Group to resolve issue
links or plan upgrade
Domestic WAN Links SNMP polling at S-minute  {75% utilization in 5-minute ¢ E-mail notification to
intervals jintervals performance e-mail
alias
¢ Group to evaluate QoS
requirement or plan
upgrade for recurring
issues
Extranet WAN Links SNMP polling at 5-minute 60% utilization in 5-minute ¢ E-mail notification to
intervals intervals performance e-mail
alias
* Group to evaluate QoS
requirement or plan
upgrade for recurring
issues
Network Area/Media {Measurement Method Threshold Action Taken
Campus LAN * None 10-millisecond round-trip |E-mail notification to performance
response time or less at all |and capacity e-mail alias'group to
* No problem expected |times resolve issue or plan upgrade
¢ Difficult to measure
entire LAN
infrastructure
Domestic WAN Links Current measurement from | 75-millisecond round-trip |E-mail notification to performance
SF to NY and SF to response time averaged e-mail alias group to evaluate QoS

Chicago only using Internet
Performance Monitor

over 5-minute period

requirement or plan upgrade for
recurring issues

{(IPM) ICMP echo

San Francisco to Tokyo Current measurement from /250-millisecond round-trip |E-mail notification to performance
San Francisco to Brussels |response time averaged e-mail alias group to evaluate QoS
jusing IPM and ICMP echo |over 5-minute period requirement or plan upgrade for

recurring issues

San Francisco to Brussels

Current measurement from
San Francisco to Brussels
{using IPM and ICMP echo

175-millisecond round-trip
response time averaged
over 5-minute period

E-mail notification to performance
e-mail alias group to evaluate QoS
requirement or plan upgrade for

recurring issues
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PPTP/MPPE &% & & %1

1. Configuring a Virtual Template for Dial-In Sessions

i '
l Command i Purpose X
Step 1 | hq-sanjose(configl# Creates the virtual template that is used to clone virtual-access interfaces. 1
interface virtual template number .
|
Step 2 | hq-sanjose(config-if)}¥ Specifies the TP address of the interface the virtual-access interfaces uses. :
ip unnumbered N
interface-type number i
Step 3 | hq-eanjose(configf}# Enables MS-CHAP authentication using the local username database. All
260 Sulbeniicaton windows clients using MPPE need to use MS-CHAP.
Step 4 hqmpse(conhz-nf)# Configures the default local pool of [P addresses that will be used by clients.

dpefaull fumqp-addre:a last-ip-address

Step 5 hqagg(mmm# Returns an [P address from the default pool to the client.

addrea pool (defaulllname)

Step 6 | hq-sanjose(config-if}# Disables fast switching of IP multicast.
ip mroute-cache H
Step 7 Nﬁegfse(f;}‘"!*ﬁ“ (Optional) Enables MPPE encryption on the virtual templateL if you are not using
Totto 140 125) (passve | required] | a0 ISM with your Cisco 7100 series router. If you are using an ISM with your
{stateful] Cisco 7100 series router, see the “Configuring MPPE" section.

IStateful MPPE encryption changes the key every 255 packets. Stateless (historyless) MPPE encryption generates a new key for
every packet. Stateless MPPE is only supported in recent versions of Dial-Up Networking (DUN1.3).

2. Configuring PPTP
Command Purpose
Step 1 hq-sanjose(config)# Enables virtual private dialup networking on the router.
vpdn-enable
Step 2 | hq-sanjose(config)# Creates VPDN group 1.
vpdn-group 1
Step 3 ggc-g?wse(wnhz ~pdn)# Enables the tunnel server to accept dial-in requests.

Step 4 | ba-sanjose(config-vpdnaccin)# | Specifies that the tunneling protocol will be PPTP.
protocol pptp

Step 5 | ba-sanjose(config-vpdn-accn}* | Specifies the number of the virtual template that will be used to clone the

virtualdtemplate ; :
teraplate-number virtual-access interface.

Step 6 hgi;saniose(confiz-vpdnaccén)# (Optional) Specifies that the tunnel server will identify itself with this local name.
e
{mg’,ﬁi(fggff,%;’m‘:“‘)’ If no local name is specified, the tunnel server will identify itself with its host name.
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3. Configuring MPPE

Command Purpose ‘
- N i
Step 1 | ha-sanjose(config)# Enter controller configuration mode on the ISM card.
controller isa slot/port
Step 2 | ha-sanjose(config-controller)# encryption mppe | Enables MPPE encryption.
4. Verifying PPTP/MPPE

hg-sanjose#show VPDN tunnel | show VPDN session
PPTP Tunnel Information (Total tunnels=1 sessions=1)

LocID RemID Remote Name

State

Remote Address Port Sessions

22 22 172.16.230.29 estabd 172.16.230.29 1374 1
5. Configuring L2TP/IPSec
Command Purpose
Step 1 hq&niosi](conﬁz)# Enables virtual private dialup networking on the router.
-€naple
Step 2 | hq-sanjose(config)# Creates VPDN group 1.
vpdn-group |
Step 3 | hq-sanjose(config-vpdn)# Enables the tunnel server to accept dial-in requests.
accep! dialin
Step 4 | hq-sanjose(config-vpdn-accin)¥ Specifies that the tunneling protocol will be L2TP.
protocol [2tp
Step 5 hgm«gaxll_j‘ose(cio?ﬁg-vpdnaoc-in)# Specifies the number of the virtual template that will be used to clone the
virtuald{empiate { 1
lemplate aumber virtual-access interface.
Step 6 hqfniose(conﬁz-vpdnaccin)# (Optional) Specifies that the tunnel server will identify itself with this
exl1
hq-sanjose(config-vpdn)# local name localname local name.
If no local name is specified, the tunnel server will identify itself with its
host name.
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6. Verifying L2TP

hg-sanjose#show VPDN tunnel
L2TP Tunnel and Session Information (Total tunnels=5 sessions=5)

LocID RemID Remote Name

10 8 7206b

LocID RemID TunID Intf

4 6 10 vil

State Remote Address Port Sessions

est 10.0.0.1 1701 1
Username State Last Chg Fastswitch
las est 01:44:39 enabled

7. Configuring Authentication » Authorization > and Accounting

Command i Purpose
Step 1 | ha-sanjose(config)# i Enables the AA A functionality on the router.
aaa new-model ;
I
Step 2 | ha-sanjose(config)# Defines the list of authentication methods at login.
aaa authentication
login default TACACS+ RADIUS
Step 3 | ha-sanjose(config)# Enables authentication proxy for AAA
aaa authorization
auth-proxy-default {method! [methed2...]] methods.
| -
Step 4 | ha-sanjose(config)# Specifies an AAA server. For RADIUS servers, use the radius server host
tacacs-server host command
hostname )
Step 5 | hq-sanjose(config)# Sets the authentication and encryption key for communications between
;ﬁ‘f“’e“’ef key therouter and the AA A server. For RADIUS servers use the
radiusserverkey command.
Step 6 ggmﬁs?(conﬁg)# Creates an ACL entry to allow the AAA server return traffic to the firewall.
Cess-iis . The source address is the [P address of the AAA server, and the destination
Access il mumpe PEIIl cp host 0UCe | - ddress is the IP address of the router interface where the AAA server resides.
8. Configuring the HTTP Server
Command Purpose
| . . i L
Step 1 i hq-sanjose(configl* | Enables the HTTP server on the router. The authentication proxy uses the HTTP server to
| iphttp server communicate with the client for user authentication.
i
] . . .
Step 2 1 ih;:;zgwse(conhg)# Sets the HTTP server authentication method to AAA.
g authentication aaa
|

Step 3

ha-sanjose(config)? ' Specifies the access list for the HTTP server.




9. Configuring the Authentication Proxy

Command Purpose
Step 1 | hq-sanjose(configh¥ Sets the global authentication proxy idle timeout value in minutes. If the timeout
‘am‘g‘é’ggfm & min expires, user authentication entries are removed, along with any associated
dynamic access lists. The default value is 60 minutes.
Step 2 hq&tgiose(conﬁz)# (Optional) Displays the name of the firewall router in the authentication proxy
o - g;gx_gam o login page. The banner is disabled by default.
Step 3 hqmﬁgf;gg Creates authentication proxy rules. The rules define how you apply
P . authentication proxy. This command associates connection initiating HTTP
ﬁffﬁgﬂﬁﬁ;ﬂﬁmawum protocol traffic with an authentication proxy name. You can associate the named
rule with an access control list, providing control over which hosts use the
authentication proxy feature. If no standard access list is defined, the narmed
authentication proxy rule intercepts HTTP traffic from all hosts whose
connection initiating packets are received at the configured interface.
(Optional) The auth-cache-time option overrides the global authentication proxy
cache timer. This option provides more contro| over timeout values for a
specific authentication proxy rule. If no value is specified, the proxy rule
assumes the value set with the ip auth-proxy auth-cache-time command.
(Optional) The list option allows you to apply a standard access list to a named
authentication proxy rule. HTTP connections initiated from hosts in the access
list are intercept by the authentication proxy.
Step 4 | ha-sanjose(config)# Enters interface configuration mode by specifying the interface type on which to
interface type apply the authentication proxy.
Step 5 | ha-sanjose(config-if)# In interface configuration mode, applies the named authentication proxy rule at
;i&“ﬁfggme the interface. This command enables the authentication proxy rule with that

name.
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10. 58 2 3% E b7

hg-sanjose# show running-config

Current configuration

1

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
]

hostname mpl2

]

no logging console guaranteed
enable password lab

1

username tester4l password 0 lab4l
!

ip subnet-zero

no ip domain-lookup

[}

vpdn enable
1

vpdn-group 1
! Default PPTP VPDN group
accept-dialin
protocol pptp
virtual-template 1
local name cisco_pns
!
memory check-interval 1
!
controller ISA 5/0
encryption mppe
1

process-max-time 200

1

interface FastEthernet0/0
ip address 10.1.3.3 255.255.255.0
no ip directed-broadcast
duplex auto

speed auto

]

interface FastEthernet0/1
ip address 10.1.6.4 255.255.255.0
no ip directed-broadcast
duplex auto

speed auto

]

interface Seriall/0

no ip address

no ip directed-broadcast
shutdown

framing c-bit

cablelength 10

dsu bandwidth 44210

]

interface Seriall/l

no ip address

no ip directed-broadcast



shutdown

framing c-bit

cablelength 10

dsu bandwidth 44210

]

interface FastEthernet4/0
no ip address

no ip directed-broadcast
shutdown

duplex half

1

interface Virtual-Templatel
ip unnumbered FastEthernet0/0
no ip directed-broadcast

ip mroute-cache

no keepalive

ppp encrypt mppe 40

ppp authentication ms-chap
]

ip classless
ip route 172.29.1.129 255.255.255.255 1.1.1.1
ip route 172.29.63.9 255.255.255.255 1.1.1.1
no ip http server
I
line con 0
exec-timeout 0 0
transport input none
line aux 0
line vty 0 4
login
1
aaa new-model
aaa authentication login default tacacs+ radius
!Set up the aaa new model to use the authentication proxy.
aaa authorization auth-proxy default tacacs+ radius
1Define the AAA servers used by the router
tacacs-server host 172.31.54.143
tacacs-server key cisco
radius-server host 172.31.54.143
radius-server key cisco
[}
! Enable the HTTP server omr the router:
ip http server
! Set the HTTP server authentication method to AAA:
ip http authentication aaa
IDefine standard access list 61 to deny any host.
access-list 61 deny any
! Use ACL 61 to deny connections from any host to the HTTP server.
ip http access-class 61
1
!set the global authentication proxy timeout value.
ip auth-proxy auth-cache-time 60
tApply a name to the authentication proxy configuration rule.
ip auth-proxy name HQ_users http
1
! Apply the authentication proxy rule at an interface.
interface el
ip address 10.1.1.210 255.255.255.0
ip auth-proxy HQ_users
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end
L2TP/IPSec Congfiguration
hg-sanjose# show running-config

Current configuration:

]

version 12.0

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

1

hostname LNS

!

enable password ww

]

username LNS password 0 tunnelpass
username test@cisco.com password 0 cisco
ip subnet-zero

1

vpdn enable
1

vpdn-group 1

accept dialin 12tp virtual-template 1 remote LAC
local name LNS

'

crypto isakmp policy 1

authentication pre-share

group 2

lifetime 3600

crypto isakmp key cisco address 172.1.1.1

]

crypto ipsec transform-set testtrans esp-des
1

!

crypto map l2tpmap 10 ipsec-isakmp
set peer 172.1.1.1

set transform-set testtrans

match address 101

!

interface Ethernet 0/0

ip address 10.1.3.3 255.255.255.0
no ip directed-broadcast

no keepalive

1

interface Ethernet 0/1

no ip address

no ip directed-broadcast

shutdown

1

interface Virtual-Templatel

ip unnumbered Ethernet0

no ip directed-broadcast

no ip route-cache

peer default ip address pool mypool
ppp authentication chap

]

interface Serial 1/0

ip address 172.17.2.4 255.255.255.0
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no ip directed-broadcast

no ip route-cache

no ip mroute-cache

no fair-queue

clockrate 1300000

crypto map l2tpmap

]

interface Serial 0/0

no ip address

no ip directed-broadcast

shutdown

1

ip local pool mypool 172.16.3.1 172.20.10.10

no ip classless

1

access-list 101 permit udp host 172.17.2.4 eqg 1701 host 172.1.1.1 eq
1701

!

line con 0

exec-timeout 0 0

transport input none

line aux 0

line vty 0 4

password cisco

login

1

aaa new-model

aaa authentication login default tacacs+ radius
1Set up the aaa new model to use the authentication proxy.
aaa authorization auth-proxy default tacacs+ radius
1Define the AAA servers used by the router
tcacs-server host 172.31.54.143

tacacs-server key cisco

radius-server host 172.31.54.143

radius-server key cisco

1

| Enable the HTTP server on the router:

ip http server

! Set the HTTP server authentication method to AAA:
ip http authentication aaa

tDefine standard access list 61 to deny any host.
access-list 61 deny any

! Use ACL 61 to deny connections from any host to the HTTP server.
ip http access-class 61

1

iset the global authentication proxy timeout value.
ip auth-proxy auth-cache-time 60

1Apply a name to the authentication proxy configuration rule.
ip auth-proxy name HQ_users http

I

! Apply the authentication proxy rule at an interface.
interface e0

ip address 10.1.1.210 255.255.255.0
ip auth-proxy HQ_users

end
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B. MPLS VPN &3 3% & & 4]

B 25:

BGP/MPLS VPN Scenario

1. Define VRF (Vlrtual Routmg/Forwardmg)

[ Step | Command

Parpose

)

1. Router(config)fip vrf vz f-zame

Enter VRF configuration mods and define the VPN routing nstance by
assigning a VRF nams,

[

2. Router(config-vif)#rd route-distiaguisher

Create routing and forwarding tables.

3. Router(config-vrf)#route-target {import | export |
both} roure-rargec-ext-comvunity

Create a list of 1mport and/or export route target communaties for the specified

4 Router(config-vrf)#import map rouce-map

(Optional) Associate the specified route map with the VRF.

5 RO\;'BI( config-if)#ip vrf forvarding { Associate a VRF wath an interface or sabinterface.
vrli-name H

2. Configure PE-to-PE BGP session
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~

Step Command 1 Parpose
- e . , . .
1. Router(cenfig)#router bgp auroaomous-system | Configures the IBGP routing process with the autonomous system number passed
along to other IBGP routers.
2. Router(config-router)fneighbor (ip-2ddress / Specifies a neighbor's IP address or IBGP peer group identifsang 1t to the local
peer-group-vane} temote-as sunber ; autonomous system.

3. Router{config-router)faeighbor sp-2ddress activats Activates the adverusement of the [Pv4 address family.
1
|

3. XFPHERLEL VPN RER RIP» RI$FATFHRE -

Step

Command

Purpose

1. Router{config)#router rip Enables RIP.

Router(config-router)Paddress-family ipvd [wnicast] vrf

Defines RIP parameters for PE to CE routing sessions.

2 vef-aane
Note The defanlt 1s Off for auto-summary and syachronization 1 the
VRF address-family submods.
3. Router(config-router)fnetwark prefix Enables RIP on the PE to CE knk.
2L
4.4 PE s 2 &7
ip cef distributed | CEF switching is pre-requisite for label

Switching
frame-relay switching

ip vrf vrfl
rd 100:1
route-target both 100 : 1 ! Configure import and export route-
targets for vrfl

ip vrf vrf2

| Define VPN Routing instance vrfl

| Define VPN Routing instance vrf2

rd 100:2

route-target both 100 : 2 !t Configure import and export route-
targets for vrf2

route-target import 100 :1 1 Configure an additional import

route-target for vrf2
import map vrf2_import! Configure import route-map for vrf2

interface 1lo0
ip address 10.13.0.13 255.255.255.255

interface atm9/0/0 \ Backbone link to another Provider router

interface atm9/0/0.1 tag-switching
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ip unnumbered loopback0
no ip directed-broadcast
tag-switching atm vpi 2-5
tag-switching ip

interface atm5/0
no ip address
no ip directed-broadcast
atm clock INTERNAL
no atm ilmi-keepalive

interface Ethernetl/0
ip address 3.3.3.5 255.255.0.0
no ip directed-broadcast
no ip mroute-cache
no keepalive

interface Ethernet5/0/1 ! Set up Ethernet interface as VRF link
to a CE router

ip vrf forwarding vrfl

ip address 10.20.0.13 255.255.255.0

!
interface hssi 10/1/0

hssi internal-clock

encaps fr

frame-relay intf-type dce

frame-relay lmi-type ansi

I

interface hssi 10/1/0.16 point-to-point
ip vrf forwarding vrf2

ip address 10.20.1.13 255.255.255.0
frame-relay interface-dlci 16 ! Set up Frame Relay PVC subinterface as
link to another

! ! CE router

router bgp 1 ! Configure BGP sessions

no synchronization

no bgp default ipvd-activate ! Deactivate default IPv4
advertisements

neighbor 10.15.0.15 remote-as 1 ! Define IBGP session

with another PE

neighbor 10.15.0.15 update-source 1lo0
1

address-family vpnv4 unicast ! Activate PE exchange of VPNv4
NLRI

neighbor 10.15.0.15 activate

exit-address-family
]

address-family ipv4 unicast vrf vrfl ! Define BGP PE-CE
session for vrfl

redistribute static

redistribute connected

neighbor 10.20.0.60 remote-as 65535

neighbor 10.20.0.60 activate

no auto-summary

exit-address-family
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address-family ipv4 unicast vrf vrf2
session for vrf2

redistribute static
redistribute
neighbor 10.20.1.11
neighbor 10.20.1.11
neighbor 10.20.1.11
no auto-summary
exit-address-family

connected

remote-as 65535
update-source h10/1/0.16
activate

Define a VRF static route
ip route vrf vrfl 12.0.0.0 255.0.0.0 e5/0/1 10.20.0.60
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