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WAN (Wide Area Network) VPN
(Virtual Private Network)

VPN
VPN
VPN VPN
( IPbackbone) VPN
(ISP) Frame Relay

ATM(Asynchronous Transfer Mode)  MPLS(Multi-protocol Label
Switching)
VPN ISP
( IPSecrouter MPLSCE-PErouter )
(packet transport MPLS P router
Label Switching Router)
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2 VPN Building Blocks

(Platform Scalability)—

(Security)—Tunneling (encryption)
(packet authentication)
VPN — QoS SLA(Service Level
Agreement) ( queuing network congestion avoidance

traffic shaping packet classification )



VPN — Firewalls 1DS(intrusion detection system)

(security auditing)

3 VPN VPN

3  Today's Corporate Network



VPN(Remote Access VPN)

VPN telecommuters ISP
VPDN ISP LAC(Layer-2 tunnel Access
Client) LNS(Laye-2 tunnel Network Server)

L2TP(Layer-2 Tunneling Protocol)  PPTP(Point-to-point Tunneling
Protocol) IPSec tunnel

Main
P (ffice
’ S _ =

Clieal-Inifisted
Tunied

VPN Claud
limtermit, 7]

VPN Rouler
o |
P NAS

P&ETH

NAS-Enitatid
f Tunned
4 (Remote Access)VPN
(Intranet)
ISP VPN Layer-2 switching (  Frame

Relay ATM ) Layer-2tunnel ( GREtunnel |P-over-1Ptunnel)
IPSec tunnel  MPLSVPN (RFC-2547bis)



VPN

Table 1: Comparison of Network Transport Infrastructures

Characteristic Frame Relay | Internet IP-VPN
Ubiquity Low High Moderate
Cost Moderate Low Moderate
Inherent Security High Low High
Performance High Low-moderate | High
Guaranteed Service Levels | Tes No Tes
VPN Qo( packet
lossrate) SLA( Mean-time-between-repair Throughput Round-trip

delay )




(Extranet)

VPN
(IP addressing)

Accounting)

VPN Rowter

IFSecGRE

Service Provder Melwork

(AAA Authentication Authorization
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Businpss e
Farlner ’

¢ VPN Aoute

- :I.‘—-r audir

. =
IPSeRGHE Tusngls
i
¥ | I. E

internatfiP L
w VPN Rowter
e T
PETM
ﬁ P Service Prowvider Nelwark
'
Dial-Up
Husiness Faringr
6 VPN
VPN
VPN VPN
1. Layer-2 Tunnels
Tunnel connectionless |IP

(logical  point-to-point connections).  tunnel

(tunnel password)  tunnel

2. 1PSec (1P Security)
| PSec layer-2tunnel( L2TP  PPTP L2F )

Data Encryption Standard (DES)  triple-DES
(3-DEYS) client Microsoft  Point-to-Point Encryption

11



(MPPE) 40/128-hit RC4

3. (Packet Authentication)

I PSec (Authentication Header AH)
(Encapsulation
Security Protocol ESP) Message Digest 5 (MD5) secure hash

algorithm (SHA) Internet
4, Firewals IDS (security auditing)
Firewalls packet spoofing smurf attack  DDoS
IDS (signature)
5.
AAA (authentication
authorization and accounting) RADIUS (Remote Access

Did-In User Service.) username  password

12



Cisco System VPN
Feature Functiocn Benefit
Cigco 108 VP devices run an Cioo 1038 # Freures mteroperability wth all
saftwrare, Crco products
* Leverapes exsling handwane
mfrastructure in deploying VEN
solufions
Integrated Solution This feature unites every aspect of the * Reduces network complexity by
enterprie data network; intranet, rreating a commen platform for
extranet, and dial access. eberpese netwarking
Open Architecture oo VM utilize Layer 2 and Layer & Frahlos enterprses 1o choose 3

3'WAN facilibes,

W AN transport that best fts their
[{2cil

toods for confegaring and mendoring
the VY.

Robust Security Features: Tunneling, | This function enables emerpriss to + Reduces bandwidth, managesent,
Encryption, Facket/User securely utilize service provider Layer and capital costs
Authentication, Firewall 2and Laver 3 back bomes or the poblc
internst for WAN bandwidth and disl = FErshles enterprses to focus an core
A00ESS, hieines metend of managing a data
netwirk
Flexible, All-Encompassing Thiz feature manages network traffic » Betlar manzges expenzive 'WAH
Bandwidth Management/Qos keagend on pricrity and traffic pattems, handwidih
» Frovides reliable throughput an
Laver £ and Lawer 3 shared
backbanes
Integrates Singhe This feahure infe Firewrall and ¢ Redoces network complexd
A.E:E!alim“ Tapem kandwndih rmmgemwantun roufer pleiy
¥ Lowers TCO
Entesprise Network Management Infegrated set of network management = Ensures managesbility across the

enferpres VEN

Sandards-Based Solution

This sohtion offers suppon for the
following: IPSec, L2TF, GRE, DES,
JDES.

v Integrates with existing netwoek
infrastructurs

» Ensures bogacal technology
migration path

Open Implementation Archilecture o VPHE can be implemented in # Mo forklift upgrades raquired
software of Fardware,
¥ Preserves inwestment in petworking
pear
Srong Relationships with Service Ciee provides B0% aof the petwoeking ¢ High degres of feabure inbegralion
Pm-n&u: equipment wsed on the Tnfemet ACIEE SErvice prownder WAN

13
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VPN -MPLS(Multi-Protocol L abel

Switching)
Yankee Group 2004
VPN
VPN
VPN

MPL S(Multi-protocol Label Switching)
VPN

VPN

MPLS VPN
IP-tunnel VPN peer adjacency scalability

MPLS VPN ) (peer)"
(overlay)" ( 7)

VPN

14

90

(SLA)

MPLS

VC

VPN



7 VPN Overlay Network

MPLS VPN layer-3 connectionless
( 8 ) VPN

(Customer-edge router  CE router)
(Provider-edge router  PE router)
layer-3
connectionless VPN Internet

layer-2  VC(Virtual Circuit) tunnel

15



VPN Site

MPLSVPN
MPLS VPN

Router

PE Router

CE Router

Router)

WPN ™ Site?

VPN Y Site *

8 BGP/MPLSVPN Peer Model

MPLSVPN

PE Router
L SR(Label Switching Router)

P Router VPN
VPN
(directly connected) VPN

16

CE Router CE
VPN
PE Router
MPLS
P Router(Provider
layer-3 MPLS

PE Router
PE Router



*Provider Edge™ [PE} LSRs

Customuer Edga (CE) Customur Edgir (GE

— =T
) { "
R Layer 3 MPLS Backbone L /
::5 H i 55
| :;%i , "";
“Frovider™ [F] LSAs
9 MPLSVPN Network
MPLSVPN
MPLS VPN
1. VPN routetarget communities — VPN
2. BGP (Multi-Protocol BGP Extension)—
MP-BGP VPN VRF(Virtual Routing and
Forwarding)
3 .MPLS Forwarding- VPN
MPLS CoS
( Class-of-Service CoS)
CoS

17



jitter

Cisco System  10S(Internetworking Operating System)
CoS QoS

1. IPPrecedence P header

2. Committed Access Rate (CAR) CAR

3. Weighted Random Early Detection (WRED) WRED

4. Class-Based Weighted Fair Queuing (CBWFQ) CBWFQ
edge packet re-ordering

Overlay MPLS VPN CoS

Connectionless Traffic
10 hut-and-spoke CPE

(hub)

VC-mesh routing table
MPLS layer-3 connectionless

VPN routing

18



CPE

CPE .

CPE CPE
oy i : B [* 1
LU treals networks a5 IF they were connechoniess h A Traditional "hub-and-spoke” W [

nafwarks lead o P fraffic passing
through toc many s8ts of CPE

S84

LE ) Many cusiomans respond L) Some customaerns deploy full meshes, with
by adding more meshing high management overhead for the customers
and the provider, Whal the cusiomes really
nasds is a connsciionisss sanice.

10  How Connectionless Traffic Drives Meshing

Connectionless Traffic QoS

19



Zobkos

L1 = |E
7 Bakbis 256kbis™,
- RRH
& .
CPE —= 8 § «<— CPE
. Bkbs -
H"'\. _.-""-
., , -
~ vE -
F The traditional Frams Ralay modal of Qo5 specification:
poini-to-point Commatted Rates
f"-' In connechoness 1P natworks, soecilication of 2
committed accass bandwidths is maore meaninghul 3
11  Specifying Bandwidths for An IP Service
11 connectionless
QoS (aggregation)
client VPN QoS

20



(differentiated) Quality of Service

e A Metwaork core links are

- -, o Oginesrnd 1o gave
i Differentiated Service 1o
.': detfaren] chasses ol servios
Y

Prowider
afjulprmen

Commilied Access Rate policars
enforce traffic contracts tor each
atcass e and set classas of
ganvice on packels

Lo

12  Committed Access Rate Policers

12 CARpolicer

| P header Precedence DS bhits
CoS. CAR CoS
13

21



Committed Access Rata

can also be used on GPI

routers to 581 the class of
sanice for peckels

2.

14

traffics)

J equipment

If CAR is wsed on CPE,
then CAR o the provider
adis swilch rowlens acls
primarity as a policer

13  Using CAR on Customer Premises

Best-Effort Traffic

Differentiated Services
CoS

22

(premium

CoS
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gets its required bandwidih

(T Offered premium trafic:

Ensuring Access to Bandwidth Using Differentiated Services

14



3.DiffServ Per-Hop Behaviors

3 o
A20Mbs 'y - 1Gs  320MbS
1 @@

ABAMILE
| A 3BEMBS

-.-F'-
" 8 ' 384Mbs A : g
- L i .‘.: "'._ -
{ - & 320MBbs
L‘i ) [ 3BaMbis . :
; k SO
| L§ R :
., G D H'I S20MoEY, 1Gh/s
) - - 1GDE —
BN | o FHAM s Ee*—hﬁn
|:| |':. I:i u BaMbis 3840
I:E Maximum possible premium-class bandwidihs

F e .
L8 Bummed premium-class access
bandwidihs in & provider nefwork

s50Mbls B0Mb/s 153MbE  53AIsS
o o
DEMbiE . L RSBMbE o

&
SEkbS A -, SEhb's 5Ell'-'lh-‘$#.é o 184Mb/s
] *= il BOMID's 1 b Bivilla
SBMbS BTt
: . |:
EEII'-'ID.I'E"": Z30Mbs EEMD.I'E"I"E _ 18dMb's
e 2SOMINE o a | BAMIDE
C [ — o c - 0
BEMbE  feEMDSS TiMb's  FIMb's
f:a_:] Refined estimats by sssuming
&

fhat traflic is distribuied in peoporion
]

-:Ejl Tighter estimate by asauming
io destination site bandwidths

thiat trafhc is eventy distribubed

Refining Estimates of Network Loads

15
DiffServ gueueing Weighted Fair Queueing
(WFQ) CoS
15(a) (best-effort traffics)
15 (b) LSR 15 (c) (d)
routing CoS

24



4.V C merging

-" Hypothatical network using per-VC
pandwidih sllocation and WG merge

"'x Any change or addition in edgse bandwidth leads
to ripple of changes theough netwaork: per-ViC
bandwidh allocation nagates the sighaling
scalakbility advaniages of WG mergs

16  Per-VC Service with VC Merge

VC (VC merge) CoS-based  queueing
per-VC queueing per-VC gueueing
VC merge ( 16 )
MPLS Traffic Engineering
MPLS Traffic Engineering 17 17(a)

E F 91
MPLS Traffic Engineering

25



LSP

LSRA LSRB LSP MPLS
Traffic Engineering LSP E F

Congested: likely 1o be
dropping packels

:“;._':!": Cisoors MPLS Tralfic Engineering implemaatation will re-roule MPLS LVCS along =
less-loaded paths, but only if this will not make other links as congested 3

17  Reoptimization of Traffic Using MPLS Traffic Engineering

MPLSVPN  Quality of Service
MPLS VPN MPLS QoS VPN

(SLA) 18(b)

26



LSP 18(c)
LSP

1r.-1nfa|:! E.mamrs I:! ggﬁﬁéfﬁﬁia Q ] |:! a ;I.—
__."-.--:-...____' , Fo \

GAR at proviger 7T
edge routers _.
J Differentisted sericas H‘.I
' irt MPLS natwork W

L.

L
N

S & © &
f 266kb's [ BaAkb's [ [
s1zkoi (] Qresos (110 a0 a0
'@' Fremium-class access '@' Optional site-to-site bandwidth reservations
bandwidths for VPMNg

—

(&) site-to-site bandwidth (4] Allocating bandwidth
fesErvalions amregmeﬂ inin 10 indsvidhaal sites with i
edge-io-adge LVCe aggregated LVCs

18 Quality of Servicein Virtua Private Networks

CAR(Committed Access Rate)
19

27



in different VPhs

II‘!b'Eq o 128kbis 3 I._J I.;' Cusformer sias
Wl
W, |

*, G4kbis
rd
_,—'-'_"-F--F

256Kn/5 Ii Bkl -

- Commitled Access
.- Rata in CPE routar

f i
stzkovs [ Bl 128kt -
o . T
'-._ﬁ_:' Premium-class access .,hb_:l A specific VPN site
bandwdifs for VPMNs using Cisco Cormrmitied
Access Hate

CAR can give precedence
to specific users

!.
gl CAR can give precadence
m - o specilic applications

'E' CAR can give prioaty 1o usars and
appications identified by IF address,
TCP and UDP pong, and soon Directory
Enablad Metaorking information

19  Providing Bandwidth to Specific Users and Applicationsin Virtual Private
Networks Discard Policies

Al

CoS
(Random Early Discard RED)
Weighted RED (WRED) Weighted RED
20(d)

28



100 s

Dizcarnd
probatihity

108D S

100 %

1m% SRR

o Queue
() Normal queue discards GE;&E:H!,'
...................... Lowsrclass ~  Higher class

-@-Nmml Guiele wilh mulliple discard classes

__________________________________________ Higgher class
"----
- Queue
(&) Random Early Discard capucity

Lower class ~ Higher class

- T

- __J___,-"'f

(&) Weightad Random Early Discard

20 Discard Policies

29
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—

Hsal-tirme gquaus
WFO bandwidth = B,

Discard Discard
threshaold for threshodd for
in=Goniract out-ol-Gontract
real-time traffic real-tims fraffic
Mommal dala quedss
WEFQ bandwidiih = B,
Discard Discard
threshold for threshoid for
it et bast-aion

A

commitied traffic

21 Example of Combining Weighted Fair Queueing and Differential

Discards
21 queue
( 22 ) . 22 real-time
Br Bc

30



Bamdwidth

Link rate _ Y
“ — - Outot
LY - : contract
T ; |} reattime
e . = PPy - e ¥
ik Dt \\fq:
1
. B,
Commitied Bast effort
F
0 Time
(&) Traffic accepted on a link
(b Offered real-time traffic
Committed
(€) Difered commitiad and best-efiort traffic 3

22  Effects of Combining Weighted Fair Queueing and Differential

Discards
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(Service-L evel Management)

(Service Level Agreement  SLA)
(Service Level Contract

Forrester Research )
2001 SLA Infonetics )
per-tunnel SLA( 25).

%L‘I:f

Forester [T Infonetics

100

% _
4|:| _
ol
o | I

v, B

g

25  Enterprise Customer Plansto I mplement



(SLM)

b N New SLA Metrics
B

E-Commearce

26  Effective SLM Requires Monitoring and Management of all Aspects of the
Infrastructure for Service Delivery. Collecting Data through the Stacks

(Reactive Service Level

M anagement)

(Help-desk)

(Severity)

33



| Severity 1 Baverity 2 Rpveriny 3 Sewverity 4
(Severe bagineae impact High bupiness impact through | Some specific nenwork A funetional query or faul
loss or d:-lgraﬂ.uﬁn'n. pn::ihlr. ﬁm:tinnulrh.' 1= lo= or ithat hin= oo busmess in'l:pru:l
o LAN T ar geivir weorkaround in place degraded, such as loss of for the organization
segment down redundancy
= Caimpis LAN dowi
= Crifical WAN site 5=049 upers nffected = Campus LAM
denvn prerformance impacied
* Domestic WAN site
davwn ® LAN redimcduncy losi
+ Internationn] WAN site
o
* Critical performsncs
impAct
| Support Tier 'E'.Ergl:qu'lhi.HI_',r Gonls
| Tier | Suppaord |« Full-time help desk sugwpard Resolubon of 40%% of incoming clls
* Answer support calls, place
iroaible fickels, wark an ]'.lrnblﬂ'n
up to 15 minetes, documsent ticket
and escalate to appropriate tier 2
Eupport
Tier 2 Bupport o Criene motilorsg, neiwork Resolution of 100 of calls & tier 2
management, stahion monitoring — level
¢ Place trouble tickets for sofiware
identified problems
o [plemeeni
o Take calls fom ter 1, vendor, and
tier 3 cacalation
¢ Azame ownership of call until
resolation
Tier 3 Support # Bt provide immediste support ™o direct problem owmership
bo teer 2 for all pricrity 1 problems
* Agree fo belp with all problems
ursved by tier 2 wathm SLA
rezolmion period
Problem Severity  |Help Desk Besponze | Tier 2 | Omzite Tier 2 Hardware Problem Resalution
|Response Replacement
1 .Irrn:n:.d.lrl: tm;natli.nﬁ :5 rmn.d.l-.i: 1|'||n|.l1 2 hours .ni I1|:r|.|:rr
o tier 2, metwork
pernbinns manager
z .'[rru:m:d.lnlc escnlafion ;5 i mies 4 houms 4 hours & hours
i tier 2, metwaork
operntinng munager
3 15 mimites '2 hours 12 hours 24 hours 36 hours
4 115 mimes 4 hours '3 days 3 days 6 darys



Elapeed Thme
5 mimses

1 e

4 hepuars

24 hours

5 days

[Metwark Dhevice
or Link Doavn

Core LAN

| Diomestic WAN

| Beverly 1 | Beverity 2 Severily 3

Metwork operations

nsAnEger, fier ¥ suppoart,

direcior of networking

.Upd.u.l:-r b fetvirark Updute to petwark

| peTal i AE EANAZET, Cpee il CllE FEn e,

fier 3 support, director  |tier 3 support, directar

of neiworking of meivworking

Escalse to VP, updale

{ta director, operations

manager

Boot cause analy=is fo  Escalade to VP, update

%P, diector, o direcior, n:p-:rdim

ol oaE ManageT, (AT

tier=3 suppart,

wresolved requires

CED patification
Menwork operations
mgET

'Detection Method

[ SNNP device and
link polling, fraps

| SNMP device nd
| ik polling, fraps

| SNMP device and
link polling, fraps

5 x 8 Notification

Wi crenfes
trouble ficket,
|pige LA.N-IH.I_','
|pager

WO creates
tromhle ficket,
puge WAN duty
pager

.FI:?C creates
trouble ticket,

piage partner duty
| pager

35

Txid
Matification

Ao pags LAN
chaty poger, LAN
:Iil'_r persom
creates trouble
ticket for core
LAN queus

Ao page WAN
chaty pager, WAN
chaty person
creates troulle
ticket for WaM
qUCLHE

Ao page parimer
duaty pager, parmer
chaty person
creales rauble
ticket for parser
UL

Severity 4

HNetwoark operations

manAger
5 x 8 Resoluhion 7 x 24 Resclubion
LAN analyst * Prioribies 1 and
nssigned withm 15 I immediaie
| maimises by NOH, mvedigalion
TEAIF G5 T and resolution
SEFVICE TEsponae
definition # Pricrities 3 and
4 quene tor
OTRINE
resolution
WAN annly=d * Prionties | and
nssigned within 13 2 immeitiale
mimses by WO, mvesignlion
| PPl s et and resalidion
SEFViCE Tesponge
definiticon = Prioritics 3 amd
4 quene for
Mming
resolution
Partner analyst * Priorities 1 and
nssigned withim 15 2 immediate
mimses by WO, imvestigalion
TEJHLE 5 e and resolution;
SEIVICE Pesponsg
defimition = Pricrities 3 and
4 quewse for
MOTHINE
resolution



'Wenwork AreaMedia

| Camgins LAN Backbone
and Distribution Links

Domsestic WAl Links

Extromet WAN Links

|Metwark AreaMedia
Campus LAN

Domestic WAN Links

San Francisco to Talkyao

San Francisco fo Brossels

Dretection AMethod

+ SNMP polling at
Seminute interval=

& RMON exceplion rips

of core awd dizribation

links

SMMP polling af S-mioute
intervals

SMNMP polling s 5-minute
intervals

Measurement Method

= None
* Mo problem expected
= Difficult to meazure

emtire LAN
infrastmchre

| Carrent nreasurensent o

8F to MY and 5F to
Chicago only using Intermct
Performance Monifor
(TR} ICKIP echo

Carrent measurement from
San Francisco fo Brossels
using [PM and ICMP echo

Current mensarement from

| Sam Francisco to Brussels

isdng [Ph and 1CME echa

36

Ttnshn.lﬂ
® 50°% utilizadion in
Semimute intervals
& 90 uhlizsion via
eXcepiion rap

i utilization i $-mamate -

imtervals

GG utilization i S-mimabe .

imtervals

Threshold

1 D-millisecomd roumd-trp
respomse me or les=s at all
Hmes

T -millizecond round-trip
responge time sveraged
ovEr Semimite period

250-millisecond round-trip

response fime averaged

over S-mnute periad

175-millisecond romnd-trp

response Hme wveraged
over S-omoude period

Action Taken

* E-mail notification to
performemce and
copacity e-mail alias

= [iroup to resolve issue
o plan uperacle
E-mail notification to
performance ¢-mail
alins

= Croup to evalisate Qob
reduiremt or plan
upgrade for recurmng
I=EEs

E-minill notification to
performemee &-mail
alias

= Group to evaluate Cof
resquirement or plan
uperade for recirming
(E=TE

Action Taken

E-mail notification io p‘ﬂl‘fﬂlmml:t.
and caprcity exmml alias group to
resolve issue or plan upgrsds

E-mail motification to perforinance
c-mpil alias groap to evaheate Qo8
requirement or plan upgrade for
TECITINgG I55Nes

E-mail notification to performance
e=mail alizz group to evalste Qod
requirement or plan upgrade for
TECIITING 185l

E-mail nairfication o p:i'ﬁunmn:e
e=mimal alins groaip fo evalimie Qo3

requirement or plan upgrade far
TECIHTING 1S5Ues



A. VPN

23 (secure tunnel)
H n bew
Eal:f:qr'uqi-laaalrl?ng:] o Rernote user
T Secura tunnel fd___.e"'_‘“ﬂ-a__hhll
'ﬁj; porate (( It 4 - - t‘|
L Rara i
l"-_ Intranst ;'J \ n* 7
R B Serial e —._ - Sl ne . s
— . i
23  Remote Access VPN Business Scenario
24
(MPPE PPTP ) CiscoSystem 10S
Headquartsrs gateway
[ho-sanjoss)
Fasl Ethernel L
0 {" Secure lunnel
R . T —— P S— !
| N Iemet _f = [
Saerial 1/0 e " n

172 A7.2.4/24 Rarmate wsar running VEN

client software ona PC

Private

corporate

Sarvar Pubdic

10.1.3.68/84  Web servar
101 6524

24  Remote Access VPN Scenario Physical Elements
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PPTP/MPPE

1. Configuring a Virtual Template for Dial-In Sessions

| Cammand | Purpers
ISI:B'I IbI-ﬂﬂ.lﬂ:mﬁﬂ*' p— Creates the viral emplate that & ueed 1o clane wrhal-acces mterfaces,
i
Hep 2 Itu;u:ﬂ:mhrﬂ' Specifisn the 1P addrecs of the miarface the vriuslaoces interface wes
n umbes
Sep3 | In-anisdoolip s Enables M3-CHAT suthenbication uzing the bocal usernama databass, All
sk then -2 windows cliens uzng MEPE meed fo um ME-CHAF,
fepd e pdie Configures the defaull ocal poal of TF ackdreses that will be wsed by clients,
delanll fim-tp-add ey [ p-addoes
! Bep 5 ww&iﬂ Returms zn 1P address from the default pool to the clis,
E_wdmﬁd.dm.lﬂmel
bt pekoonlig 18 1 i W,
Hep 6 ind - Clissbles faat swrpching of TF multicast
1. i _— | B
| Step T | bo-sanjemicontig-ine 0 al) Erables MPPE encrypluon o te vriual emplated o wou are pof ming
E"wﬁ’ﬂww"'mmd] | an with weur Cisro 7100 scriea rouber, B wor are veing an 158 with wor
[rediil] Cisuo 7100 series rover, soe the “Confizuring MPFE" mction.
Lergieful WFPE encrypbion chanpes the key 255 pachetn, Taleles faskaryies) MR

every packs, Sateles MPFE & anly supparted & recenm v of Dial-Up Hetw-:ctinal:]l?.lﬁr%

2. Configuring PPTP

plisn generates a new key for
HIA

Command - Pierpose
Step 1 | ho-eanjossicontigh¥ Enables virtual private dialup networking on the router,
wpdn =mable
h
Step 2 Tmnkmmfniw Crezbes VPOH group 1.
Step 3 hgemjose(condig-spdn)e Enables the tunme] server i aocent dizl-in regoests.
zorepl dalin
h (ol 4ni¢ ifi i
Step 4 mﬂ}ﬁv g-wpedn-acc Zpecifies that the bmpelmg profocol will be FETE.
Step 5 E&ﬂfwﬁmmm}i Specifies the number of the virtaal template that will be used to clone the
e “‘-’h virtual-acress intesface.
Slep B mﬂﬂmrﬁi-'ldﬂ-iﬁ-iﬂ‘ voptmnal) Specifies that the tmnel server wall ientify itelf with the local eme,
ey i Sl IF no bocal mame is specified, the tunrel server will sentify its=l with its bos! nane

38




3. Configuring M PPE

Command Furpose
Step 1 | hgaanjoesconfig¥ Enter controller configuration mode on the [SM card.
comtroller iza elotipo

Step 2 | ho-saniee(ronfig-controller)# encryption mppe | Erjables MEFE encryption.

4. Verifying PPTP/MPPE

hg-sanjose#show VPDN tunnel | show VPDN session
PPTP Tunnel Information (Total tunnels=1 sessions=1)

LocID RemID Remote Name State Remote Address Port Sessions
22 22 172.16.230.29 estabd 172.16.230.29 1374 1

5. Configuring L2TP/I PSec

Command Purpose
Step 1 | bgeamjosel(configs Enables virtual peivate dialup networking on the router.
wpdn-enable
Step 2 | b-samjose(contig Creates VPDHN group 1.
spdngroup 1
Step 3 | ba-smkeelcoalip-wpdn)w Enables the tumnel server to accept dial-in requests,
accepd dialin
Step 4 | ba-mnjpeeicoafip-rpdn-acc-in)# Specifies that the tunneling protocol will be LZTP.
protacal 12
Step 3 | ba-sanjose(config-vpdn-acc-in)# Specifies the nurber of the virtual ternplate that will be used to clone the
wituil templase virtual-access mterface,
template-nimber
Step 0 | bqsampeiconfig mpdn scc-inle Optiomal) Specifies that the tunne] server will identify tself with thes
. Jocal name,

b -samjessiconfip pdn ) ocal rame bocalmames

It no Jocal name iz spacified, the tunnel server will dentdy itzelf with ite
host name.
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Step 1

Step 2
Step 3
Step 4
Step 5

Step b

Step 1

Step 2

6. Verifying L2TP

hg-sanjose#show VPDN tunnel
L2TP Tunnel and Session Information (Total tunnels=5 sessions=5)

LocID RemID Remote Name State Remote Address Port Sessions
10 8 7206b est 10.0.0.1 1701 1

LocID RemID TunlID Intf Username State Last Chg Fastswitch
4 6 10 Vil las est 01 44 39 enabled

7. Configuring Authentication ~ Authorization  and Accounting

Command Purpose

hy-eanjoss(confighe Enables the &AA functionality on the router.

338 pEw-mosdel

by eanjoss(contighe Defmes the List of authentication methods at logm,

aaa auihenticalion
login defaalt TACACS+ RADIUS

by sanjces (contig @ Enahles authentication proxy for AAA
aaa awlhorzaticn

amh oy defauli [method]l [method2.J]]

methods,
hy-mnjessicontiz @ Specifies an AAA server, For RADIUS servers, use the radius server host
s Bl Tl E':It'l'l]'“'l..'.'ll'ﬂ
hosiname i i
hy-mnpasiconhig# Sets the anthentication and encryption key for communications betwesn
;‘I‘-::”'””“' oey therouter and the AAA server. For RADITUTE servers use the
radiuszerverkey command,
ha-mnjcasiconfig ¥ Creates an ACL entry to allow the AAA server return traffic to the frewall.
::Eﬁ‘.}::”mm it 4 bost souros The source address 15 the [P address of the AAA server, and the destination
ax thenes hos deatinagion T " | address i the [P address of the router interface where the AA A server resides,

8. Configuring the HTTP Server

Command Purpose

hgsanjesicontip® | Enables the HTTF server on the router. The authentication prosey uses the HTTP server to
ip hitp server communicate with the client far user authentication.

?gﬁ:kﬂiﬂ-ﬂﬂlﬂ' Sets the HTTP sarver authentication methed to AAA.
authenbcation aaa

hq-sanjeeiconfig)¥ | Specifies the access list for the HTTE server.
ip hitp access-clams
secest ligl-nigmmbey



9. Configuring the Authentication Proxy

Command Purpose
Step 1 | b-anjoseizonfighd Sets the global authenticaticn proxy idle foweout value in rmmabes. IF the timeout
B e o i expires, user authentication entries are removed, along with any associated
dynamic access liste, The default value is 60 minutes.
Step 2 hy-sanjosmicanfig @ {Cptional) Displays the name of the Firewall router in the authentication peoxy
mﬂ;ﬁﬂl lzgm page. The banner i dzsabled by default.
Step 3 | hasanjoseizonfigh# Creates authentication peoory nules. The rubes define how vou apply
mm'mﬁfm [t cache gims authentication proxy. This command associabes connection initating HTTP
ot : protocol traffuc with an awthentication proxy name. Tou can associate the named
min] {list etd-access dist] : ; fl pr :
rule with an access confrol list, providing control over which hosts use the
authentication prowy feature, If no standard access list is defined, the named
authentication prowxy rule intercepts HTTF traffic from all hosts whiose
connection initiating packets are received at the configured interface,
(Cptional) The auth-cacke-time option overrides the ghobal authentication prowy
cache timer, This cption provides more control over timeout values for &
gpecifie authentication prosy rube. IF no value is specifed, the prosy ke
aszumes the value st with the ip auth-praxy auth-cache-$ime comnand,
{Cpbsonal) The List cpteon allowrs vou o apply a standard access list to a named
authentication proxy rule. HTTE connections initiated from hosts in the acoess
|15t are miercept by the authentication prowy.
Stepd | hasanjselcontigh Enters interface configuration mode by specifymg the mierface type on which to
imterface fype apply the authentication proxy.,
Step 5 | hoampes(contipde In interface configuration mode, applies the named authentication proxy rule at
?E—?ﬁ% . the: mterface. This command enables the authentication proxy rule with that
NAme,
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10.

hg-sanjose# show running-config

Current configuration

!

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
I

hostname mpl2

1

no logging console guaranteed
enable password lab

I

username tester4l password 0 lab4l
1

ip subnet-zero

no ip domain-lookup

I

vpdn enable
I
vpdn-group 1
I Default PPTP VPDN group
accept-dialin
protocol pptp
virtual-template 1

local name cisco_pns
1

memory check-interval 1
1

controller 1SA 5/0
encryption mppe

1

process-max-time 200

1

interface FastEthernet0/0
ip address 10.1.3.3 255.255.255.0
no ip directed-broadcast
duplex auto

speed auto

I

interface FastEthernet0/1
ip address 10.1.6.4 255.255.255.0
no ip directed-broadcast
duplex auto

speed auto

I

interface Seriall/0

no ip address

no ip directed-broadcast
shutdown

framing c-bit

cablelength 10

dsu bandwidth 44210

I

interface Seriall/l

no ip address

no ip directed-broadcast
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shutdown

framing c-bit
cablelength 10

dsu bandwidth 44210

I

interface FastEthernet4/0
no ip address

no ip directed-broadcast
shutdown

duplex half

1

interface Virtual-Templatel
ip unnumbered FastEthernet0/0
no ip directed-broadcast

ip mroute-cache

no keepalive

ppp encrypt mppe 40

ppp authentication ms-chap

I

ip classless

ip route 172.29.1.129 255.255.255.255 1.1.1.1
ip route 172.29.63.9 255.255.255.255 1.1.1.1
no ip http server

I

line con O

exec-timeout 0 O

transport input none

line aux O

line vty 0 4

login

1

aaa new-model

aaa authentication login default tacacs+ radius
I1Set up the aaa new model to use the authentication proxy.
aaa authorization auth-proxy default tacacs+ radius
IDefine the AAA servers used by the router
tacacs-server host 172.31.54.143

tacacs-server key cisco

radius-server host 172.31.54.143

radius-server key cisco
1

1 Enable the HTTP server on the router

p http server

Set the HTTP server authentication method to AAA

ip http authentication aaa

IDefine standard access list 61 to deny any host.

access-list 61 deny any

1 Use ACL 61 to deny connections from any host to the HTTP server.
ip http access-class 61

1

Iset the global authentication proxy timeout value.

ip auth-proxy auth-cache-time 60

TApply a name to the authentication proxy configuration rule.
ip auth-proxy name HQ users http

1 Apply the authentication proxy rule at an interface.
interface e0

ip address 10.1.1.210 255.255.255.0

ip auth-proxy HQ users
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!
end

L2TP/1PSec Congfiguration
hg-sanjose# show running-config

Current configuration

!

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
1

ﬁostname LNS
1

enable password ww

1

username LNS password O tunnelpass
username test@cisco.com password 0 cisco
ip subnet-zero

1

den enable

1
vpdn-group 1

accept dialin 12tp virtual-template 1 remote LAC
local name LNS

!

crypto isakmp policy 1

authentication pre-share

group 2

lifetime 3600

crypto isakmp key cisco address 172.1.1.1
1

crypto ipsec transform-set testtrans esp-des
I

1

crypto map 12tpmap 10 ipsec-isakmp
set peer 172.1.1.1

set transform-set testtrans

match address 101

1

interface Ethernet 0/0

ip address 10.1.3.3 255.255.255.0
no ip directed-broadcast

no keepalive

1

interface Ethernet 0/1

no ip address

no ip directed-broadcast

shutdown

1

interface Virtual-Templatel

ip unnumbered EthernetO

no ip directed-broadcast

no ip route-cache

peer default ip address pool mypool
ppp authentication chap

1

interface Serial 1/0
ip address 172.17.2.4 255.255.255.0
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no ip directed-broadcast
no ip route-cache

no ip mroute-cache

no fair-queue

clockrate 1300000

crypto map 12tpmap

1

interface Serial 0/0

no ip address

no ip directed-broadcast

shutdown

1

ip local pool mypool 172.16.3.1 172.20.10.10

no ip classless

1

access-list 101 permit udp host 172.17.2.4 eq 1701 host 172.1.1.1 eq
1701

!

line con O

exec-timeout 0 O

transport input none

line aux O

line vty 0 4

password cisco

login

!

aaa new-model

aaa authentication login default tacacs+ radius
I1Set up the aaa new model to use the authentication proxy.
aaa authorization auth-proxy default tacacs+ radius
IDefine the AAA servers used by the router
tcacs-server host 172.31.54.143

tacacs-server key cisco

radius-server host 172.31.54.143

radius-server key cisco

I

I Enable the HTTP server on the router

ip http server

I Set the HTTP server authentication method to AAA
ip http authentication aaa

IDefine standard access list 61 to deny any host.
access-list 61 deny any

I Use ACL 61 to deny connections from any host to the HTTP server.
ip http access-class 61

1

Iset the global authentication proxy timeout value.

ip auth-proxy auth-cache-time 60

TApply a name to the authentication proxy configuration rule.
ip auth-proxy name HQ users http

1

I Apply the authentication proxy rule at an interface.
interface e0

ip address 10.1.1.210 255.255.255.0
ip auth-proxy HQ users

end

45



B.MPLSVPN

25 VPN(VPN1 2 3) ISP MPLS VPN

25 BGP/MPLSVPN Scenario

1 .Define VRF (Virtual Routing/Forwar ding)

T Command Furposs

| Beniar canfig 1¥ip wol rrif-cdes Ealtsf WhE coplypaniten mode ol dalins the YN joiling irtanss by
wigning 2 VEF rame

2 Roodar Canfig-wrf Wfed Foure-Fii7 deglidider ‘Teale reabing ad fermading tables

1 Fewtap{canblg ol (Feante- tange! [1mpori | ozport | Creale & list of imgeort apdsor export coula trget comounities for the specied
Badlh) rolrE-rafper 2T ool i TP YRE

4 Reniar Canflig-wri | Finpasrl mip rolrs-sip (Orptional) Mssecians Bie speciliad routa mag with de VEF.
Eﬁ!::";:‘dn!’ lg-Llp wal Forwardizg Apozivia o VEF wedh an ovieclace or sebinsale

2 .Configure PE-to-PE BGP session
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Sy Command Furpeaa

Reutericond 1g W ronter bpp aurcacmcur -rrrer Condfigars the IBIF ronting procsss with fhe antonomons siem nonber pamed
alomg o othey TBGF rontere

a2, Rewneciconfig-ponier amighbor [ ip-addrers | Spesafi=s a peighbon's [F addpess or [BOF posr groap idenbifring 1 4o the Jecal

A -rrour-aier] reEnte-aE pumber [ T p—

Restecicondig- pomiar immighbaor ip-sobirers aciivain Bctivatm (he adverzasment of e Fad add s famly
Shep Command Parposs
i. Rawten poaflig i ronter rip Eeable: KIF

Ranter coalig- coutes fadd eess - Fami ly apvd [umicasi] vof Defines BIF pacamedars foc FE ko CE rouling sesions

Fr [ -gilive
Nota The dedurlt is O Tor anto-smwery and wmchesieztog i the
WEF sddpmm-[ymly mbande
3. R bem] comf ig- ronter jbwetwark prefis Erable RIF 20 the FE %2 CE bink

4. PE

ip cef distributed 1 CEF switching is pre-requisite for label

Switching

frame-relay switching

1

ip vrf vrfl I Define VPN Routing instance vrfl

rd 100 1

route-target both 100 1 I Configure import and export route-

targets for vrfl

1

ip vrf vrf2 I Define VPN Routing instance vrf2

rd 100 2

route-target both 100 2 1 Configure import and export route-

targets for vrf2

route-target import 100 1 1 Configure an additional import

route-target for vrf2
import map vrf2_import! Configure import route-map for vrf2

interface 100
ip address 10.13.0.13 255.255.255.255

nterface atm9/0/0 I Backbone link to another Provider router

nterface atm9/0/0.1 tag-switching
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ip unnumbered loopbackO
no ip directed-broadcast
tag-switching atm vpi 2-5
tag-switching ip

interface atmb/0
no ip address
no ip directed-broadcast
atm clock INTERNAL
no atm ilmi-keepalive

interface Ethernetl/0
ip address 3.3.3.5 255.255.0.0
no ip directed-broadcast
no ip mroute-cache
no keepalive

interface Ethernet5/0/1 1 Set up Ethernet interface as VRF link
to a CE router

ip virf forwarding vrfl

ip address 10.20.0.13 255.255.255.0

1

interface hssi 10/1/0

hssi internal-clock
encaps fr

frame-relay intf-type dce
frame-relay Imi-type ansi

interface hssi 10/1/0.16 point-to-point

ip vrf forwarding vrf2

ip address 10.20.1.13 255.255.255.0

frame-relay interface-dlci 16 ! Set up Frame Relay PVC subinterface as
link to another

! I CE router

router bgp 1 I Configure BGP sessions
no synchronization

no bgp default ipv4-activate 1 Deactivate default 1PV4
advertisements
neighbor 10.15.0.15 remote-as 1 I Define IBGP session

with another PE

neighbor 10.15.0.15 update-source 100
!

address-family vpnv4 unicast 1 Activate PE exchange of VPNv4
NLRI

neighbor 10.15.0.15 activate

exit-address-family
!

address-family ipv4 unicast vrf vrfl I Define BGP PE-CE
session for vrfl

redistribute static

redistribute connected

neighbor 10.20.0.60 remote-as 65535

neighbor 10.20.0.60 activate

no auto-summary

exit-address-family
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address-family ipv4 unicast vrf vrf2 I Define BGP PE-CE
session for vrf2

redistribute static

redistribute connected

neighbor 10.20.1.11 remote-as 65535

neighbor 10.20.1.11 update-source h10/1/0.16

neighbor 10.20.1.11 activate

no auto-summary

exit-address-family

Define a VRF static route
p route vrf vrfl 12.0.0.0 255.0.0.0 e5/0/1 10.20.0.60
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Cisco System
VPN CPE-based layer-2 VPN(Frame Relay,
ATM ) I nternet VPN IETF
(RFC 2547bis: BGP/MPLS VPN, RFC 2858: Multiprotocol
Extension BGP, RFC 2401: Security Architecture for the Internet

Protocol (IPSec), extended ISIS for dual-stack) peer model
MP-BGP extended community ISP VPN
Remote Access VPN layer-2 tunneling
IPMobility 1Pv6 remote
access |SP

tier-11SP NOC VPN
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