ITEPR AT SIS E - EBA B HRIFREE
(HEIZERY - BE)

WE | MF TN AE RIS Z B KRR | e

FRIFHLRE : PREERGTAR LS
PERERTHERRS]
RERIERGRIRDEILET2E
P ERERGTHBROSPREGT T
hERERGTARBROIERT T

B 3R RUTIRAA
BT IREM
BEE T F2E
&

ITEPRRAE® (T RAE

Bl A : EEAE
HRSEAR < t H i

EEE
L. - RIREE

 HE
_ — 23 2
/6084{0@’;75!; ;ii;

HEERE QO F 1 AISBEZFILAHE
FREBEA:90F 02819 8




R ASRATE £ ERY [ 55O S NSRRI A TS IR S SRRk
HE | AFICE L (Nortel Networks) 22 BFFZF 4% (Cisco System)
FoREIRELTH ) BRERSRIRFAETI—K IP ESRERZE
BEE AERE(Virtual Private Network » VPN)ZZ B #3973 ~ IP & FARTS
- ATIGEESY - LABRRE LT EEA - (HktRREEFERIET - 18978
REBRLEEFRBITFEHIBEERRE KT T AHERE -

B A EPRERE N T R L B IR S M FRIFRIRIEA R » ¥ S
YRIF R FESSEIRITATEM L - wLTBRE MAEESTIRATER - PUSEERE
EARAXEERRIR » RIGILATEIRF /] o R—MRTATERTHT » T
AERTERZE E R KL EFNBREEFEF T ENREEESN  BBIR
TERURBHGETE AT « TLERSMVEBATE RS EFAEESF | 5y
BIEARIFEIF K » BFEFFREFFUERIVEEE K | EEAEH L
s WERIFRIFSIANERBHEIRRERAA RS TRE  805ET - K
3~ EREBIETITIIES > AR T RIFARISE AR B 43
£ > AR E N h(Intranet /Extranet) BT 4EF8 A5 4248 - &
FHEEHT e ~ BEUAEFIEIRIF o HELIEFD » BIEEEY-LEfo
TEEFP —HEERFK > HE > B ASTH~ET A CFERIE
RS - A RIEIEFEFHITE S » REFETEFF - BEEFLEEFP
HIEREZIE o

BIREHUNE R R 2 S AE RIS R K EE—IRET 1%
ERFARL NEPIEERIE B L AR - = BRI RS E AR TS
BEMRE R REAK - MARFEABRETEY - BRRE
BEATHIRS LR o



K~ WEITER

BH &R

M ELERTWEHEEAB

11A158

1252 » HEAERTEF T WL

11 A16~18 H

|1 #+85 Nortel Networks 1iz52 Santa Clara 2 IP
Services Business Unit * &#57 :
(DRSS RS HRIE R K o
(2)E3a4EE& IP VPN Services ©

(3)2z3H IP #4828 £ 715 Shasta 5000 Broadband|
Service Node (BSN)7T4E -

(4)2-¥2 IP VPN Services & H24 o

2.%4+54 Nortel Networks 12244 Newark 2 Broadband
Access Business Unit » &/ :
(1B =@ (DSL) AT 4858 o

(2)FSE I B4 s £ /1 £ S Universal Edge
Intelligent Multiservice Access System (UE
IMAS)T48

11 A19~22 8

1.45% Cisco Systems 13242 San Jose Z Executive
Briefing Center - 57 :
(1)IP VPN for Enterprise Business Model ©
(2) Content Delivery Network ©
(3) Internet Data Center Business Mode] °
(4 #+#2 Internet Home Briefing Center ©

2.%55 Cisco Systems 2 3RE&E% AR AboveNet
wEHZ IDC BRwepas o

11 A23~24 8
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% ~ X FOENEBYRREIATE ARES My SR Z3RES
— > KETFFZERTH > BF SSINEPIRMATE

1R#F Infonetics AL EIAMERESE R - TEME 2001 £4318:8
40% wriFEEHEIFIAEREEAYEEE(Virtual Private Network » VPN)
BIFTREER ; A%k » 1K Yankee Group W SIATEIRELSF » TREHE
2003 #=H 70% w¥EwFA VPN 288 00% BIBiisas o
B R E TG R R BERAET - SR NIPRMAE#ASBEEES
BRFERBTEL SR o

PEE =IKEE B B TLEUREE » IUFIRBREIEEHF WS - &
TERIFTENZM B 1BLNIR S - BEAMMGES T EFEEIIN
RED[E LT ERTECRE > IHOTH ZRREEEIONEETTS
177 » HENFHEREEFEE ZEVINGISE T - doIBES555 -
BUR ~ TR~ MBIREFRTF > RRELFEF ~FE  BolEs
© 2 EARIFHEIEVIFEE S Z RITIAERIRE  RARCFEHEET
1E e

=~ XF ) NP RS E B MR

B P RIFEEATE NP E AR AR - MIREEIEHE - 3258
B Z MR » BRI R EREINE - IR ERE
RS T IR B AR AR TS B E SR B B SR TS o

X NS ERATE SAS R S R R - SR 3-1 ¢
(—hE AR

EELTFHTERBMEFEEZEFABLE (E~XN - Bo) ~
BEARA B BIRREF N R Z B4 ~ NER LWEF B TITE
B #8357 ORI R D ¥R NP E R 0 B TR A



FEEMARITRERFENTE ZHREE RS » EAXTUE DT
BT RELIFHA

(CHR B ER

TR IR ERET IR BERT I 4R (Site-to-Site) » JEIFTHFIETE » Fo T
v BUESRIR B LR AR o IERIRLR IS ZARE o

(=) Extranet g8 H

SEIBTFIRIERIEL BRSBTS - RETIEEES - SR
BARRE - 21 R TAFECE B L AR FABIES SRR o

(10)_k 475 B>

BR T B NEBMERSIATS RIS - REEFIEPSEIEENTARTF o

Telecommuter
& Home Office

([ 3-1] BEF oS mEpERGATEHR



=~ R FOF) NEBERR ST R
(—4EREEL S

BASHREPRAERE NS RIS A B IR IR IR - RS E AR
BUEETFIIARIFAEFR L5 » BB RIF Z RIS B AR —
MEEEEFHFIF - KEBILEHREENortel Networks) 5] Z AR »

EFIFBEATHETZ VTREBEEF B —~1TKkEEBTE
3% SINEPm IR L » BEEFEETZ/ Vo BEIEEBFEE S
Z =+ FwE 3-2 - FHFRRGEEARF - oTRIREEFE
B~ FEIREEA ~ TIEFHAEE AT 0 LA EEIRF R ZEE
- EEESEE - IBEME - BIREARIFSH I ESREREARIFE
T —1K488&(Next Generation Network » NGN)ZR21#5% o

G UL
HHRAR © Nortel Networks ( DEC 15 1999)

[ & 3-2) FEEFRBUE¥IFAs R amuuRtiai



(CHERE R B

DAEFE P R B SRR A IR AR E T8 (Leased Line)
FXK o FBBR1E LT B RBUIE E AR AR B AR B A5 B (4o
FEHEITF) c BAREALH LI B NSRS - T AREMTRE
ILRE ~ TEEE - RZECENIERRTE R | SATTARE s ZE M 5
BEOTEREASE - FIEFERSATHIRE « ATEARIFIR L ARESHET o

FERACEGE B K B =540 » BIEELTIFRIREEBGETRIZEAR
3% - IrHIREAREIE X 25 ~ SAIE1E % (Frame Relay) -~ $EBE4RES
(Internet) ~ B237EJE] 2 1B &H4E 2 (Asynchronous Transfer Mode » ATM)
FURBEEEHEAIEA B REURERSERIRER E - AR
BEEIRERS 0 EAEFARIFIEE B - FHIREES4SES - Eitk
REBHITEERT EREAR - IRARFACIATIR TEMERY
FBGEAERS - ANEEARZEUEEGRIZBR ST L AMEES o

o REGREE LB IEEC B EAAE - T RBEBIN T EER
IEIEHERE > AR L » RBEINDERAEE » MARRE
F o Eitk o EHRVE ARSI EPEE A o Midt E4ESENortel
Networks) =~ 5] Fr & €& 0 & 2 £ /1 & & Shasta 5000 BSN
(Broadband Service Node) » 2 /1A EAEES RS LT — BB 2
&n » EATIRHATARIFELIL G 4ol 3-3 A o



¢ Virtual Network Services

irtual Networ — Site-to-Site
Layer -— Remote Access
—- Internet with Firewalls
— Extranets
® Benefits
— Centralized Service Creation
—- Economies of Scale
— # Sites
— Cost per Site
Eliminates Complexity of CPE
Services Toollkit
W%O VPNs E Encryption
R Firewalling ‘s Diff-Serv
BSN ’ ]
!m Accounting E Shaping
™% Policing {7 Nar '

(E 3-3) #ErgEseRER



—ERARIERL T RIER -

— R ERARIFIRLE R R - EL4EFEERY M (Latency) ~ 3AE(Performance)
v L PEEEE{RJRESF A o

—BRFRARFF 4% (Class of Service » CoS)#r 3K o
—BRFRHEE(Backup)stE -
— B EA3E BBz B 8 T#$E4E(Load Balancing)# & o
—ERELIERE « EHEZ AT o

Cremeg

—IREATEIAF ~ EGRFERAF Z H178%5% (Authentication) & #&
1#(Authorization) A s 1T o

—IEREZ FAER R S I E L AT Y01 E5E o

— R REFA IR T 4o AuER % (Encryption & Decryption) »
Ei(Key) o TEIE o

—HBE KAEFirewal ) A 5K 7 Ean1ashil 2
(ErEsRes

— Yo TR E—1ET KIRIE R MBI ARTE 2 AL LA E B IR RS
R o

—R BITEENEINOutsourcing) &L o



B X7 E) INEB4ERS 2 1 R AR
—  REFHRE S

TERERGFITHIER |~ FEEERS )~ BEHEFTENEE
BRI - B 4-1 RIHHREDERE LERATTTSET 0 K
TERFER T IIRIEIRE -

(IR E— BT

| 2B E AT EERIRE T IEBRTS - TRASYE,E48(On-Off Net)
HERRHRIF o

L IBHIHIE R I EEAR > T BIFEIRERE o
33H B a9 PBX Béx o
(D)eh R E—S BT

FEHENEFHEREIFERRMWAR » REIRBEEEEEEE R
#EEE (o PSTN/Centrex F)IRH KR ILEERA R ZEIRARIF ©

e o Buy Infrastructure

¢ Dedicated
Services
. e Self Managed
F ortune ° High]y Skﬂl ed

it

* Turn-key Srvic
* Mass Market

Solution
¢ Lower Skill Set

(E4-1) EEREEMTITSEEE

0



4-2 BER¥REEERRNITEE -

43 Zep | R ERREREITREE o

Requirements
Virtual Transport ) e . T * Fast, Reliable Transport
Networks l

® Traffic Engineering

® Evolution of Private Line, - ¢ High Bandwidth

Frame Relay, and ATM

" Internet \g

Virtual Access -
Networks
* Many Branch Offices
* Total Qutsource
* Remote Access
of the Access Portion of
® Telecommuters
Network

(B 4-2] REFEER-TER



Requirements
® Site-to-Site Connectivity

® Remote Access
— Telecommnuters

— Mobile Workers

® Internet Connectivity

® Business Partnhers

' - Internet
®  Delivers Total
Network Outsourcing

for the Mass Market

Virtual Service Networks

[E4-3] v EEE-TER
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=~ TR ESE R RS

FEFEE AERE(Virtual Private Network » VPN) » 3t &2 “7£2> 5 4HEE&
LRI CRE LTI NIBIETERE o AR - AFEH
RIZBIEFARIZ L T NERATSHES - T R PSS S B 5
B L KECIEFEESITR—~ERFTSEHCER - 8T
PATEFRIATHERS - BRI E T FERS - TR EHITRTANEA - D%
IRA VPN 4EESFREIT LAEHH & BRI R B AR s S
TR o

HAMPELATVPNIEIEE S - HEF B2 4EE(Intelligent Network » IN)
LIZEHEFFEHIIN VPN - FEAEITEFEBEZEIMVPN » ZHABUE
HEHICPE VPNZF o SARMEPSUEREHTIETIELR - IPERABRERT
—RIERS A AR S - RRIFIRMEFETIHER BEIPE R Bos 488 -

FERRAEEE ~ AP siiEEE SR FAERRET - AR E T E 2 R4
W LR TR AT ERMIEERESE BT EBIRIE B RS -

FA IP BRHERER BT EHRLEARRDNE « BIAEHL 7 g
BAEZ) ~ AFCHE LIRMESLAE [P ARFFZIP VPN o

12



=~ BN BRI

YoRT—EERATIL - R NEFEATE AR EEEFIWFRITER

 EEZRERFEAERSTITRASRT S X ? TEEAL KT ATEN
FTIHTER) - BEMRBIRRERIE RS IEAAK (FTAETH:RIEL4EER - BEAHER
EHEZARREIARIFZVINEENE) » 1BEAREFHIE ©

(—y<3g IDC1999 # 3 An73R4d - VPN ATFEIIE 2002 £4H3E 7
BRI -

(Z) Dataquest £ EA4ZRFERIZE 2001 #= VPN 7FTiSHHE 8.986 &

ST EEE 4] o
MG BEEAR

33
1998 | 1999 | 2000 | 2001

18 H
EUL 1149 | 3584 | 6037 | 898.6
£33 % 4 312% | 168% | 149%

FE413%:35 : Dataquest (1999 3£ 7 &)

[#& 4-1]) 1998-2001 & VPN 7AT35&7E:8
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(=) Fuji-Keizai 78802 EIZ 2002 2= IP VPN 7882 50 a5 - 5%
44 o

5000

4000 -

3000 -
2000 -

1000 |

1998 1999 2000F  2001F  2002F

FLRE © Fuji-Keizai USA (1999/08)

[E4-4) £E IP VPN AT 45TE:R
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~ BF L E NEBERE SR Y

A FLIAMERS B BRI TIATUERS AR - MA DR FES AR
RIE - MIFEIEZS - PBEIENAEAI DR T AERTERE, - AT
EIRE ~ EEBIEFRLGR A OEEENE - RIS R SIEATSAGT
HEFEE AP ERE TR e BRERT TIIHK -

(B AR AT ESR
| B3R F 44T

EE ST RE TSI IR A SRR T T NP 4EEE
FHEEELDF A S B8 (Router) ~ DTE ~ DCE S8 o

2. FEEIF1ZEIEX(ATM), FAHEE % (Frame Relay)422&

HEFHEEEIREA ATM,Frame Relay 4858 » 5B 4ERSB i3 S
FREIFETTRBL AR 22 B (Asymmetric Digital Subscriber Line,
ADSL) - EEF4HEHF

(1)er iR et on@set s 2 SAE 1R QoS o

(2)%% e8 B33 ERHFEE(Permanent Virtual Circuit, PVC)32# VPN
BIZERF » — IR T RNEFEA IV F3L A0 o

(3 ysezBEFEFrame Relay,” ATM PVC~ st ATM SVC(Switched Virtual
Circuit) L322 B VPN - 4#EPEZ2 48 ZER o

(4)ATM SVCH #& 3 (Scalability) FA2E o

(OEAAERERF(AN IR - ZIBE)) - AT HINEEESE
TEIBER TPV CEeEnF o

(6)ARIHIE it R 1R 4BES 38 —JB JE R ES(Virual Circuit » VO)
s ERAEF BITERER B & (Routing Tables) - ARIFIZHET
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IR ELATEARFF o
(<) IP VPN $Ep&—RRA8%

PRF HEPRAEPETRIE IR - BRE [P 1L A S - RRTARE
“Everything is over IP” » %38 IP & LA 3z EFE#-H#-7_E 1E 15T —1EE A
HEPRAERS ) FLTURSE - BAUE SRS EL B ARSI e E— P
Based FISE4ERE » TMIRFRIEIEHEREHFTIANIEE P EIAMHERS
Lo FIARIP EFHRIZE IP VPN AR TR 2R - X
RIEFEENTZIEZBAL P FESAMEE LI B £4E095F £ A
#% - ik Frame Relay 2 ATM 21 B3 EHHREEPVO) ARFF
BI4REIES o

4-5 BRE#¥5INE4E VPN & IP VPN B Akkss - BE335A 1P
VPN EEABR T ARFEIRS; » A E*EEENE » THZIBEE
W -

| ER AR 28
—EXFIR B A o
—HRREHESE AL ©
— B B RS ©

2 AW EEATMEREAAARTHE » TREFR G EIEE - YRR RS
FEE o

O ERAEPRAERS LSS » JAIAZ FATSIESRLE o

4 THFVPNERRLEHEHEZE - FHEIMEISRIFREE > 2HEF
VRIETINTTIR ZBFILAE ST ©
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$25,000

$22500 -
| —»— Partial Mesh /
$20,000
Full Mesh
= $15,000
s $15,000 | TVIN
= ’ $11,700
k=
£ $10,000 |
$7,500 |
$5,000
$‘ i !
5 10 15 20 25
Number of Sites
Sites Number of total VC or connections  |Pricing Assumotions
Partial Mesh) Full Mesh | IP VPN |Frame Relay:
5 8 10 5 $180/port
10 18 45 10 $60/PVC
15 42 105 15 IP VPN:
20 76 190 20 $300/port
25 120 300 25

2RI : Nortel Networks

[ & 4-5] Frame Relay VPN £2 IP VPN & Stk
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Z ~ VPN $BpEE B9

Eo R IP AeeiEg L B —1E A 10518435 VPN 2 B35 H (QoS)
FoRIREEET VPN » wLZBRIRETEEZ(Tunneling) ~ 222 (Security) -
3% B3R (Tratfic Engineering) ~ 3=&%E 32 (Policy Management) & £
BT ©

(—)3EB%3ZHF(Tunneling)

FERITIT R A T R A EURERS T ERE . REERAER L5
FrsE R M R8T —3E FHHTE A K (Encapsulation) » IREPHE 2L 54
PE LIRS — 1R g5 A8 o [ETE 74 1995 A8 - BR{FOHETS 425
TRZABBAIRUTIREE - BB HIE A PSec (P Security -
RFC1825 ~ 1829 » RFC1851 » RFC2085 » RFC2104) o

T2 [P 3R 35 T S A S BRI 7R S R B SERR H i A 15 15 3 &= F 5 . IPSec
> MPLS(Multi Protocol Label Switching) ~ GRE(Generic Routing
Encapsulation) ~ PPTP(Point-to-Point Tunneling Protocol) ~ %
L2TP(Layer 2 Tunneling Protocol)5-<3% - /N24& & Site-to-Site VPNs
5% Remote Access VPNs s IPSec ~ PPTP ~ L2TP 2 =i&% FAs9%
BRIZUT - FHoh [PSec BE = BHIEERIRHUT - BFI5 P FAERst -

METFEIH IPv4 59ER3E - FeFi & IPv6 a9482E » =t & IEIF
ATl EaTERARE  PPTP 8 1.2TP # 8% /B hIsekaikys » 18
S-8F IP/IPX/AppleTalk % 3 #EiHE LT3R - [PSec » PPTP ~L2TP
=& » BREINEESS - 3B [PSec B93%4T » 1 FE T LABIESE
A Internet 2 VPN #7 2 B8 18 8 27 A8 ( & 3%
Internet/Intranet/Extranet/Remote Access ZF) » i PPTP Z 1.2TP B
REITREEFES VPN BI#IEE » |EREFHIT Internet B9 » 1
FAEFEEANATE o

(C)ee3% 9 (Security)

18



7= IP VPN 32355 PR BB S5t e [P BRIFIEENTE » BB
TR BIITE - REL AR IFE - FIEPR B AEREAR - R HEE L TR15T
T REOIERE 0 REREHERI R F L mwEE % (Encryption &
Decryption) - & ##%&32(Key management) - 55 %85%(Authentication)
FFIEHT o

1. AmEg %333 (Encryption & Decryption)

FIERILH ZEHFFSEBIE D - DEUEE AR « 588
L ArRHIEF A SERIE PRI » ISR RIRH
BUEEE1: - FiRTEET o e 1SHERFED - EPEEEIER
TR BREOARER L E B AMIAEES o nBREMET
EELAETES - tholZB R AREX 2 Y% 88(Encryption Key) °
PRE R IHHRA R R-RIELINE » B AR AT R s
BF FRER PR o Bi4o © 1A SSL(Secure Socket Layer)3%#5 »
BEHEAES 40 bits » WIRFEA] PC FREI—FVFLTHEEER | T 56-bits
87 DES(Data Encryption Standard) » bA—#%8%9 PC Rig-E 4+
SFREREFER ¢ 112bits B Triple DES(3DES) - IR7% BUFHFR S | okag
B2 o

AFRERIRAUT T 7T ST REE »

> IR GRS (Symmetric Cryptography) » X IBEE SRz EBHE
& (Secret-key Cryptography) °

> IREEX EaES(Asymmetric Cyptography) » X i FgksL
#EE & (Public-key Cryptography) °

RN AIMERRIRAT - AW HEERE I E AR —IEtRik o KRAF
Fhzon DES ~ RC2 EP&EEHIRAX YN0 IXHT o IFEHHR A 9 upR
YEIXAT - T PR EAEIRISRAL - Hopkl RSA SWREZR
Al o B IR IR R A E R A W RS

19



YR(#IE 100 ~ 1000 %) » ATRERITZ AogeEE3537 A DES =5
3DES 8RR T A EEE o 261 VPN ZER A (2o
VPNet Technologies Inc.) BU¥RAA%H#R K 0 L IEBH IR X p9FR &
(Hybird) e # & 22214 - iEAHERE LRI sSIR BB IR » LAtk
A RNETIREENIRETISENRE » L FHEIFAIREVIAE - L E
FEEFR o

2. TEaE EF#I(Key Management)

BRE R REEAE - wH AR E TRz E%m(Key)

o UnREXFEIFE RGN - M AAETE AR ARANAR > Iok(E
T RAER TR AT A2 o EikaofT#E [P VPN 4288 £
LRMIBIEEM - T NEERERER - AN AEEHTIEMERE
37 o

HITHRAEWMETEMRWX T 5 & SKIPSimple Key
management for IP)#2 ISAKMP/Oakley (X #E % IKE) £ o

3 IRBEER M EL 18 A<k B 7 75%(Site and User Authentication)

IP VPN $EEE LH 5 2 0EAE S - WolT By as
ZEREHEEE - RS E LREMATA B B HAL T ARRA
BA—TEEBEE AMERE(VPN) - SRERIERF SIRENT L -
IERA R AE LR B R IR AT B R R A FARE o $AE B

EREFIAFRS - BRREANEEAEGREEEN AR
FERRBEEETF A X - Bl HEEEAHIrE R B FeR T i E1a
(Certificate Authority)ArEgtsZ, X.509 & F5&8&F (Certificate) - 52
EIIEHAT - JARMRIRILAI BT - FF S E T
F o AR EELE > GoR LI IEIR - A RIS STIRE R
* RZ > BRI o EHIEBEA X » EPEYER LA R MR
et BREEFEETNR  RIFR B OB TIEEN S

20



REBFEILTRE - BSEMER— VPN 2835815 - TR
TEES R R RS o

(Z)FR3% & 2R 8(Traffic Engineering)

oEI1R4aT WAN 485% » £ P B3R Bt B EHFIT
ERIBEHEFATGAR - o | BRHEEEN P BRERITRE
Fr#RFe0 LAREE ~ BEEAERS A O A E (Egress Bandwidth) EK &
HMEREFSFSIEMTE - B BRI TR IR B RARE
RRIAF L AT ARFF R ZEEER & (Service Level Agreement » SLA)
IRLARTFFF o

(3R =& &2 (Policy Management)

# [P ESEMERES - R EISAERBITERSE VPN 8L B 4580800

> e ANAE R A ERSH AR FoER B B A KR TIE [P ¥ %
FRHERE » T wLZB A —TBEAEIR R EFIRE  LATRESAR /o1 i
VPN %&#£(End-to-End Policy-Based VPN Management) ©

Fre Ealay VPN 3547 » RETLULRZIBE—~EEE C89 [P %
E AR » FEREI RBURERREIAABUREIRITIESS - Btk 29}
» EAENF ¥ M 98B 4EES (Intranet  Extranet) Z & S 75 b 45
FHz(Remote Access,Internet Access)BIAESEE25C IP VPN B1E T
 EEFEEHEFSERGRERA  RIEBEUSGISAIEER - S50
EAZIRETIREIEAS - e TIENAEH B T4 E /7 » IREDE
ERERIRRF /I
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7% ~ VPN $EEEEE-E R

BHBIEF RS - SRR EEIS R R FIL6-&I5ER| - 8
BERIEAFTRBISEF » REFESTEEST VPN #8rsa0+ BRI
BRI mpLfE o

FEhtFAZE(Addressing Issues)

B B B E1RE(Routing Issues)
aiF(Security Issues)
RARF% 58 H (Quality of Service @ QoS)
&R I % (Scalability)

WErgE 32 (Network Management)

N B @ B @ ® H

ERA VPN #pgF28%(Migration from pre-VPN Networks)
<_‘)fE_'.i1|:.F nﬁJ"EEE
1. IP-VPN 2. IP fithbdiE 2530 8

(1)o7 A2 A IP(Public IP) fizht » B0 A IP B HEER
s $EPRERSTIR BN 2 B A o

(2)2>=) mEBiRAFLA [PPrivate IP) fizik » BIRASIIEIEELG
BB 2 IP B R -Z1E IP SRR F4EEE IS o

L. F MR T hEFE R (Network Address Translation » NAT)44#1E
Public IP % Private IP FSi{ihks®4s% o

(& e AR B FoRE
BETEF RS BIE L E] s A oS RS HE AT R B EA RN E

22



TER - 1A EBERAMRE c BAtHTFIFE X SR AR %
(Load Balancing)#& 4 » B -E & RIS I8 158 WS S BN ARRE eh 3R
EI(Dynamic Routing) * #F&EFARE » BUEATIEA TIFE RS o

(E)esigs

VPN & A5 Extranet B » g3489%FH Public IP #88% - 48 F NEE

s MEEE IR S AT E NI EE AT - BG4 E
HIARHLERRER » RBIELEHEY - FHB NS Firewall) N 1EE
18RI F &K (Intrusion  Detection System - IDS) & Z22 445 A HE 8
o HYMEFTIHERFH KA » B TAERE —EFIRZ » FRUERL
ERAERAUE 0 Btk » EHVTERESRIREFEMESTH ¢

® FTMEHENVIAER THEHEZTIEEENE?
O FIREFETHRELNY » SERMIRER TR ?
® ST INEBIEREEI NG E P LS F AT ?

® T IMBIERE L I AE TR NAERR AT S R PR RS
?

(MARFF S H
| KIEFF B IR SR SEE B KNG - 1R TR B4R IRTF o

2. VPN 32132 142 B ARFF(Differential Service » Diff-Serv)
Z RARFFIREGERE (Service Level Agreement » SLA)REZ 7 iRIE
o SLA RRIFIBENE - BIFEMBRER - SEHIAE - ARIFT
HE - BRUAR R AR EFATRRREZRRIES o

3. VPN R1tE7AAEIR M SLA BRARZ TH » EF1Ei8SH o

23



(T 4RSI ok

—T1B B3FA9 VPN #HE » RS EEFZEEEE DR
BWEEZ ARG RIAE F R Z 3870 - FEADEPEFIR R 4HRS IR 7T « FEik
MBS ERSTAEIRR R A REIRIRIRAR  SREAE B E R - &
E& AR THE): - RN R E TS ERE -

(HERREIE

EE DT MEBEREFIIRAZ VPN 8RE&AE » BEVAEREIEAK
THANE - BEF R BEIRWTREBE—ESXBEATERL
FEik - BRT S A EEEFIEVAES 0 EERBEF—~E X EH
B EERIFFI -

(CERH VPN 4Epsissg

AR 2 T NEE LIEF AR s RN - SN E R
B 2% ~ B7 KAS S e AR5 B yEPEIERE Z IF 6 - 7R N5 VPN
BT » wZRE RFEFREZABELXIEBE  BREAEYRE
FERSEIEETRER MFEA TS o
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-+~ VPN $Ep&iE B A
(—) CPE Based VPN

| =& F IR A VPN 8%t - 5 AZBEI%#T 4o [PSec ~ L2TP ~ PPTP
» GRE #3237 VPN #Ei% » E43ES .

(1 ¢ERRZeAE T RE L ANIEIAY ISP « NSP #9852 » O E4E/BAE
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Large Site Main Office

[ B 4-6] CPE Based VPN (Frame Relay)

[ @ 4-7] CPE Based VPN (Internet)
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(=) Network Based VPN

Network Based VPN ##8p&2e48 7~ E1#S CPE Based VPN 1A CPE 52
1#3ZE VPN » Network Based VPN 2 g1 ARFHHE 1 2 £ -2 PR 38
18R - VPN ZIEER 245848 ISP sk NSP # % - 33284 Network
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SHEER ~ EPREH ~ {EREEIE - A VoIP(Voice over IP)ZFEE
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T WARFERT EAE ~ 1E1EE LI RAIRARE o

Network Based VPN £ —~1BZ&FF 75 B i) 2 56 4888 (Opaque
Network) » i EL&FEIE2ET% CPE Based VPN HF & B8{758%
UMETIREETE - qol 4-8 AT o [ 49 £ E SR BARIFIREER
B VPN SAEPRAERS4PE —EE - EILAIF Nt BB L)
=

4-10 2B~ Nortel Networks EA7E VPN BIEFEE LT FY o

T _“FT!"?
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Large Site Main Office
[ & 4-8] Network Based VPN (Private Only)
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Large Site Main Office

[ B 4-9 ] Network Based VPN (VPN + Internet)

~ CPE Based Network Based

et - D Shasta 5000 BSN
Connectivity ) Oparue Virtual Service
for CPE VPN y Network Networks

Device

Shasta 5000 BSN
Virtual Router

Passport Series
in the Network
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EEFAESE IP Epg2E [P VPN 2RIER - BRETRERKES
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Extranet VPN

Multi-service VPN

Enhanced Voice/IP VPN Remote Access VPN
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The Optical Internet
Lighting the Core
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Removing the Content Bottlen®h
Caching and Content Networking
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Broadband: Removing
the Access Bottleneck
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Vision for the New Internet

Content Providers ISPs Wholesale SPs
How do | ensure How do | ensure How do | resell
the best user subscriber my infrastructure to
experience? loyalty? multiple ISPs?
NEIRTEL
NETWORKS” Foeee bion

The Subscriber Edge
... Where the Last Mile Meets the Backbone...
... Where Subscribers Meet Services

Transparent
Transport
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Understanding the Mass Marke

Buying Services versus Infrastructure

v Dedicated Services
v Self Managed

v Highly Skilled

v PBX Customers

‘Fortune
5,000,000’

'

£

v Turn-key Service

v Mass Market Solution

v Low Skill Set

v' PSTN/Centrex Customers

NEIRTEL
NETWORKS® [

The Broadband Service Node

Seamless Migration from Aggregation to Services

Seamless service migration for customer lock in
No forklift upgrades to services

Scalable subscriber provisioning

Carrier class robustness

i Broadband
i Service
© i
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* |
- 1 Scalable
= | Operations
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Service Headroom

Performance

Number of Services Redback 10000

NEIRTEL
METWORKS™ Prozerlaann rame - 10

The Shasta 5000 Broadband
Service Node

NEIRTEL
NETWORKS” Zer zem1maon Famg - 11



DSL

Wholesale
Dial ..

Cable —

Wireless - -

NEIRTEL
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DSL Solutions

Offering Wholesale and Retail Opportunities
CPE

Universal Aggregation

FR/IATM

ATM
Backbone

IP
Backbone

Universal Aggregation

~ Faster Roll-out

_ » Common Management
r Access Agnostic Services

|

g e 02

DSL Access ISP - Retail
Provider — ‘ Portal Packet:
Wholesaler t Versalar
UE IMAS . . o
DSLAM ;
i ‘—-ﬂ-w .

UE3000
{1 Meg Modem)

UES000
DSLAM
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ISP Core 57y

Metro - ATM:
ATM Preside Passport
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Passport DHCP
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DSL Leadership

Shasta
5000 Content

UE IMAS

|
DSLAM o BSN Provider
e or ASP
WIs witn Qo8 guaranises
Voice = Platinum

Gateway ? = Executive
The first DSL solution offering
end-to-end application QoS guarantees

NLIRTEL
NETWORKS®

Secure Always on Connections
Network Based Firewalls

Locat Loop Dedicaied and Secure
D

Aliowed

o,
s CO——

[*]

) B internet

Bmadband;ccess ’E % FBlocked

Network Based Firewalls

Firewall for every subscriber
Centrally provisioned

" Can and should be bundled with

all DSL aggregation
NEIRTEL
NETWORKS'
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Small
Business

Residence

Packet*
Port %) =i

¥

Cable Solutions

Multiple |
Cable Modem Service and .
Provisioning Creation Corporatlons
System 2000 System
- - Packet:
Versalar
CMTS 1000 Shasta 5000 -
Headend

50-500 subscribers

Coax Coax
1 I
Cable _._--.;, H-.;;
Modem *"- 7w 7wt
200 »
A} -: '
HFC Plant
NERTEL
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Fixed Wireless Leadership

Accelar T
———
VOPGW
ATM:
Cable Passport
Operator
Headend
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Access ISP - Retail
Provider — Portal
Wholesaler Packet:
Versalar

Base
Station
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Preside ATM:
RADIUS, Passport
DHCP
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Packet:

Versalar
800-900 or B
1800-1900 MHz
Optera
=i N
(SP Core  [Zry
Terminals Passport ‘;wm—
Cellphones, SGSN _
Laptops, - -~
PDAs) _ -
Preside ATM:
RADIUS, P
DHCP assport
NEIRTEL
MNETWORKS® em o on =amo . 16

Metropolitan Optical Services
Network

Packet or ATM Infrastructure Optical Infrastructure

BSN |
Backbone 7 Backbone
IP Services IP Services
Edge Edge

Focus on Services

Focus on Transport
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Wholesaling

¥ Reuse access infrastructure Demarcation Line
¥ Dial, DSL, and Cable wholesaling LEC/IAP . ISP
Z Support for Vanity ISPs ; tsp
N Backbone
memmrzs :
@-—r-TT T LTl !
Subscribers T e i
o
L Corporate
e Network
AP NORTEL
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PN Leadership

ATM/Packet/Optical
Backbone

N
Contivity ... @

pes \ Headquarters
Telecommuter ”-i_ Internet
CVvX 1800

Service providers require PC clients, CPE/CLE, and
network-based solutions for complete service offering
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Building the Intelligent Interne
The Broadband Service Node
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Unique Features and Benefits

v Fully integrated state- v Value-added service delivery
aware datapath ==, ¥ Network-based managed
v ) e firewall/NAT
Captive portal v Bundled VPN/internet access
v’ Policy based —— _ ¥ Service flexibility / Customer control
provisioning --- v Ease of provisioning
v Quick service wrn-up
¥ First Customer Ship - v’ Scalable, jower cost operations
Sept99 - Lower Risk
/ v Most deployment/experience with
) 27 generation platform
v Commitment to 7, Integrated into carrier class
technology " operations
NEIRTEL ¥ No OEM headaches
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Dvarriew

Nortel Nerworks ofters a complete range of
Virtual private Newwork (VENY solutions
thac service providers can leverage to
provide VPN seivices tailored o their
custorners’ needs. Phese solunions are
desivned to address customer requirements
ACTOSY th' F\J“ 17':C;ldtl] ()Fn'&:‘trl{cr Sr:gmum's.
business modcls, reehnologies and deploy-
ment models. By focusing on delivering
value-added services, these managed
solutions will allow service providers o
deliver greater value ro their end-nsers and

g&:‘l\(_‘['ilt(:‘ new ]th l“JL'giﬂ- TEVENUE STrCdnis.

The Norrel Neovorks Shasta S000

Broadband Service Nade (BSN) is 1 next-
aeneration placform thar enab
providers the ability ro deliver nerwork-

hased Internet Protocol (IP) services: these

service

include managed IP-VIN services with
secure Internet aceess, to small and
medium businesses as wel! as the remote
sites and relecommurers of larger corpora-
rions. The Shasta 5000 BSN combines
highly secwre. cost-effective aggregation of
high-speed access connections hke Dhgiml
Subsersher Line (IDST), cable, wireless. and
frame relay with valuc-added service
capabiliries like srare-aw are firewadls,
Newwork Address hianslagon (NATY,
encryption, and personal nerwork porrals

n asingle integued carrer-class platform.

The Shasta 3000 RSN includes & huglhly
scalable, policy-hased service provisioning
and management system called the Preside
Subscriber Creation System (SCS) Preside
SCS ullows scrvice praviders to differentiare
their IP-VPN service offerings by enabling
CUSTOIET service mdrgement. service level
agreement reporting, real-time monitoring,

and service accountung,

The Shasta 5000 BSN s a critical compo-
nenct of Noreel's comprehensive VPN
porfolio which includes both Customer
Premises Equipment (CPE) and network-
based solanions. This allows service providers
o address customers needs from virrual
U'An\'p()l‘t o FUH) ()ll\'%()llrcc(], \'i['rul] ic‘l’\’i(‘f‘

nerworking solutions.

The Nortel Netwoiks product suite
includes the following other components:

« Contivity Extranct Switch portfalio—
CPT-based virtual service networks

» CVX remote access portfolio—remore
access sohitrions for dial access

-

Passpore and QP Tera portfolios -
core iill_r..L:lLuCLLuc dﬂd ITCLVV'(JIIC’[JLL\L'L[
virtual transport service

Preside portfolio-service providel
solurions management apphearions
including IP-VI'N solutions

Benefits

Address New Markets with
Network-Based Services

The majoruy of all IP-VPN services offered
today are being deploved as CPE-based
solutions. Al primany VPN tuncuonaliey s
performed by managed CPE and Neovork
services are used for basic TP vansporc.

The Shast 5000 BSN moves this function-
ﬂ]iry mnto ‘ht‘ n:’r\’\'()r]{ J“(\ng COSES TO ])E
amortized over multiple asers. This increased
newwork functionalicy delivers service ac

a lower cost. This lower service cost in
combination with new broadband access
apens new market seements and rovenue
steams, Small and mediwm businesses can
now leverage the benefus of dart nerwarking
previously limited ro larger corporarions
who have the resourees and experose
necessary 1o build 2 private nenwork.

Flexible Deployment and
Extended Network Reach

The Shasta 5000 BSN can be deployed to
deliver [P-VPN servicees in a variety of
service provider environments, whether

Il or Asynchronous Transfer Mode (ATM),
It complements exsring access and
backbone networks and adds value wlile
protecting the service providers investment

in installed equipment.

This de-coupling from the underiying
lmk-laver technology tesults i universal
connectivity based on IP only. [unitial
(!L‘pl(wyl‘n:nr I\ nort L'IC'PL'I'\({CJ'H' an 1mew
protovol extensions or deployment of new
core nerworking technologies, The use of
Interner Prorocol Security (TPSec) as a
tunneling mechansm allows service
providers to cxtend thair nenvork reach
m:xking use of other Internet Servige
Provider (ISP networks wiwre rcquilcd.
withour requiring coordinaton and
agreement foi VPN mratfic,

47

Turn up Services
Easily and Quickly

Exisung [P-VPN soludions tpeally tequure
explict provisioning of Layar 2 connecuons
berween customer sites This process is
costly, nme consuming and prone to human
error. The Shasta 5000 BSN sunpaorts
auto-provisioning of network connectivicy
berween networle deviees via standud
Internet Key Exch:mgu (IKE) and maintains
individual rourer tables for cach IP-VIPN,
The use of a pohicy-based provisiening and
management systemn sinply requires rhe
VPN o be defined with an identity and
then individual sites assigned w the VIN
with a policy common for thar specific
VPN Such a policy also allows basic
[nternet access to be provided on the same
I connection without a separate virtual
circust and frewall,

Ability to Support Additional
High-Value Services

The unique architecture of the Shasta

5000 BSN provides the fleaibilivy and
processing capabilities necessary to offer
both VPN and ather high-value IP services
on the same plarform. Thus allows service
providers to derve additonal revenue
beyond TP-VI'N services withaur deploying
additicnal hardware,

Virtual Leased Lines

Virtual Leased Lines (VI.Ls) emulare
leased lines across an 1P backbone,
connecting pairs of sites via 1P runnels.
The IT tunnel operates as an overlay
across cthe [P backbone, and the traffic
sent through the tunned is protocol
independent. Unlike existing frame relay,
ATM or other Layer 2-based VPNs, VILL
conneetivity extends the network reach,
based on I to sites rhar could not
previously be connected cost effectively

(Tigure 1, nexr page).



Yirtual Private Networks for
Small-Medium Busineass and
Remote Connectivity

Viroual Privace Routed Nenworks

The Shasta 5000 BSN can be deployed
to suppart nerwork-bzsed Layer 2 Tunnel
Protocol (L2TD), LATP Access
Concenrrator (LAC) and L2TD Nerwork
Server (LNSY functionalicy. LXTD inrer-

the fleibility to deploy [2TP-hased
Virrual Privare Dial Nerworks (VIDNs).
Additionally, the Shasta 5000 BSN will
suppurt IPbSec-based VPDNs.

(VIRNs) emulare 1 mule-site routed working with Conriviry and the

nerwork, appcatiog 15 an I cloud o

ATM | i ATM
Frame Rel;a{ P \L/ég;.gg e | i;r;me Relay
Lines Cable
Wireless

edge devices. Herd, the ISP's edge router
.1PPC'H'§ as & ﬂL'lédl])U] 10 ﬂ'\f li\lqr()l‘l'\c[‘i

routed nceworle, wirh all ¢ s estab-
cd ncewaork unnels estal Cable |

Wirelass I

lished berween these 18P routers. The

customer is thereloie relieved from the

1P Backbone

hurden of establishing 1nd maintaining : ~
b establishing 1ne q Branch/ ~

Remote Office

the runnels including Permanent Virtunl
Cirendts (PVCs). The Nortel Netwarks
VPRN solucion is opumized for SMEs
requiting secuie connectviry as well as
value-added services Othet Norrel L0
Newworks solunions are optimiced for S s
Branch/
Remote Office

Acces

o
Headquarters

‘Jrgf‘ Cn[L‘l'pf‘l.‘ACS rl.‘(_lUlring rl'.'lnﬁp(”'r
VN rh[f snluuunAwdl also u]'m'ely Figure 1. Virtnal Leased Lines (VI 5)
mregrate with subscriber-side Vieral =
Private Dial Nerworls (VPN described
in the nexr section), pcxmitml_ﬂ the L T
provider to offer an integrated [P-VPEN e s ~. -
solurion for both Fined sites and mobilc
asers (Figure 2).

The Shasta 53000 BSN implements

e use of per-VI'N lorwarding rables

(virtual routers) (o support privace

and overlapprng addressing. It suppores
IS¢ [on secure nenwork connections

offering end-to-end twnnals ndezpendent

|

|
: ) -
ol any inreror mpolo;_;y or necworking N 4 - b
technology. The Shasta 3000 BSN also :

supports per subsciber full stace-aware

—

~ 7 _ . -7 Internet
-~

ficewalling, and NAT. Tnreroperabilicy T
. Ao . Fixed subscribers %
with Connvity and third-party

belonging to blue VPN
Compenive Locil Exchange (CLE)-based

Fixed subscrioers
belanging to red VPN
1PSee devices is also supporred. This

CVX-1800 offers service providers Figure 2: Virrual Private Routed Neworfs (VPRNG)
i

enables the service provider w offera

complete outsourced networking solutdon Serviee Mgmt.

Eeg)

LITP/IP Sec

DSLAM  BSN(LAC)
S o "_"'**l\:_g (’m

including VPN and Internet access over a

| Contivity
single nerwark based soluuon. INS)

Virtual Private Dial
Metworks (VPDNs)

Telecommuter/
Home Office
L2TP/IP Sec
Lhwough remore aceess IP-VIPN services,
service providers can more cost-effecuvely
Voluntary

nmeet [hfll" EI'HICI'PI'L\L' user (\Ctds tor —— TlmneTing

Hl()l)llL‘ L‘nd LClEL'H[Tll'HUriH(_" ’JPPIIL}I[iOﬂS (‘ K___,’
T = !

Campulsory
Tunnehng

thiough a vanety of access merhods—

dial, Inregraved Serviees Digiral Nenwork Mobile TVX-1800 Corporation "Y"
(ISDN), DAL, wireless and cable Warkforce {LAC) BSN (LNS)

(Figure 3). c Figaere 3: Virrual Private Dial Nenworks (VIDN)
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Telstra’s Global Operaunons Center (GOC) at Clayton, Mclbourne, Australia
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INDUSTRY: Communications Services
LOCATION: Australia & Asia Pacific

NEEDS: To keep up with large businesses

demand for broadband services

Sviree

APPLICATIONS: Core networks based on
IP and ATM including customer network

access via DSL or cable modem

nead of the

Networki

A

ng Curve

Teday’s infernational and mulfi-national corporations are demanding broadband services and must be able to move large amounts of

data. In an effort to get ahead of the networking curve, Telstra Co

rporation Ltd. is rolling out its DMO, Data Mode of Operations, 2

network and service environment based on IP and ATM. A key component in this rollout is Nortel Networks® Shasta 5000 BSN, which

will enable Telstra to deploy new broadband IP services.

etwork planners at Telstra, Australia’s national
carrier (www.telstra.com.au) must feel like Alice in
Wonderland. But while Alice ran as fast as she could just
to stay even, engineers at Telstra want to get ahead of the
curve. It was to be some challenge.

“Our IP core grew at 200 percent per apnum over each
of the last three years,” says Graham Shepherd, managing
director for Technelogy Solutions for Telstra Corperation
Ltd., Melbourne, Australia. “Broadband is going to
accelerate that absolutely phenomiendl-rate of growth.”
The fantastic TP growth occurs both on their ISP and on
their business class FR/ATM infrastructure When
matched with broadband access and high-value services,
the rate of growth will only accelerate, he feels.

“VPNs (Virtual Prvaie Networks) and secure broadband
access will be very significant in that growth, with branch
offices and remote networks being merged onto shared
wide area networks,” Shepherd says.

With 400,000 businesses in Australia, the business
sector promises to be a major driver for Telstra. By
removing the access bottleneck with ADSL,
businesses will be able to make much better use of the
Internet to intcrwork with other busingsses and to
market and sell their own goods. The t&lerftless demand
for bandwidth will continue to drive more and more
data growth

small

Telstra is a full communications services provider in
Australia and a major telco in the Asia Pacific region.

By Curt Harler
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Drawing on its 50 year involvement in 1be global
telecommunications industry, Telstra provides expert
advice on worldwide networking to many lcading
inlernational and multi-national corporations.

Today, those corporations demand broadband services.
Banking, insurance, state and federal government and
general commerce all need to move huge amounts of data.
Many of these organizations are also looking to minimize
technology risk and reduce costs by outsourcing ther
scrvices to well managed, reliable network providers.
Data Mode of Operations
To stay ahead ol the demand, Telstra is depioving what it
calls its DMO - Data Mode of Operations. “In practical
terms, DMO is a rollout of a core network and service
covironment leveraging the ubigquity and flexibiiity of [P
and the control and rcsiliency of ATM. We will broadband
Australia!™ says Gerry Moriarty, group managing director
for Telstra’s Infrastructure Services and Wholesale. DMO
is a single network to support all of Telstra’s feature
services.

The network includes both the ATM/Frame Relay core
network, an access network that covers both enterprise
and consumer access. and a mixed GSM. CDMA and
packct data access wircless network. Access from the
consumer network to the backbone is either via DSI. or
cable modem. Enterprise access can be via DSL, Frame
Relay, ATM or wideband IP Dial access is via the PSTN
or ISDN. A service managcment infrastructure is being
implemented on Ltop or that.

A key service component of DMO 15 Nortel Networks’
(www.nortelnetworks.com) Shasta 5000 Broadband
Service Node (BSN). The Shasta 3000 BSN unit
(colloquially known within Telstra as the IP Services
Node, or IPSN) 15 both a broadband aggregation and
services provisioning platform, helping a tclco like
Telstra to deploy revenue generating broadband [P
SCTVICES.

The Shasta 3000 BSN lets service providers aggregate
tens of thousands of subscribers through a single. access
agnostic platform and apply highly customized [P
scrvices to these subscribers. Although subscribers
coming inlo the network across various broadband
technologies such as DSL and cable are aggregated. they
can have customized scrvices applied on a per subscriber
basis. ~“This includes both data and IP
services,” Shepherd says, “as well as futurc voice over [P
services.”

The Shasta 5000 BSN is the IP services component of
Nortel Networks’ end-to-end IP architecturc, which
Telstra has deployed at the subscriber cdge of their DMO
network. A dozen of the units are installed tn Australia’s
major cities — three cach in Sydney and Melbourne
(where Shepherd 15 located), and a single ‘IPSN” in the

our current

smaller cities. The unit sits beiween the access edge and
the managed, high performance transport network core.

The ‘IPSN” is the first IP device that DSL, Cable, FR
and Dial customer traffic encounters. and it is here that
subscriber identities are maintained and customized P
services are applied before routing aggregated traffic into
the managed core. The managed core 15 built upon Nortel
Nerwworks Passport 15000 and Passport 7000 carrier-grade
multi-service switches.

“Security features on most
high-speed aggregation
solutions are not securing the
home PC from hackers and
non-friendly entities.”

Always-On = Always Vulnerable

“With the explosion of broadband access to residential
customers and small business, nctworking vendors need o
address security as it relates to ‘always-on” technologies like
DSL and Cable (unlike dial access where you get dynamic IP
addresses),” says Jonathan Haller. vice president of Telscom
Busmess Intelligence, an wdependent consultancy

Security 1s an assumed feature by most consumers.
The fact is, security features on most high-speed
aggregation solutions are not securing the home PC from
hackers and non-friendly cntitics. The Shasta 5000 BSN
is a common access point for Telsira’s services. It
performs authentication for all services, regardless of
whether the user seeks a VPN or an ISP
(Internet Service Provider). A key feature of the Shasta
5000 BSN s the ability to provide network-based
firewalls for each subscriber.

“We are always concerned about sccurity.”” Shepherd
agrees. “We see security as something you need to deploy
at almost cvery level of the network. The *IPSN™ 15 an
important first stage of security, bui there are many other
stages in our network.” For example, deployment of IPScc
encryption is a key for corporate access, and he expects

access to

the evolution of such services to determine the netwotk’s
topology.

At the basic level, Telstra defines a firewalling
package, but the service can be customized for particular
users. “VPNs will have further security requirements, and
likewise 18Ps,” Shepherd continues. “As we takc on more
corporate customers, [ expect we'll be taking on their
security requirements.”



Value-Added Services

The Shasta 5000 BSN lets Telstra
broadband subscriber aggregation to more profitable
valug-added scrvices while providing scalable
operalions. It was the first product they found that was
capable of performing the role of an IPSN. This
differentiates it from the existing class of Broadband
Remote Access Scrvetrs (B-RAS) and first generation
subscriber management systems currently deployed. The
B-RAS only performs an aggregation role and lacks the
processing power to apply value-added services on a per-
subscriber basis without a forklift upgrade. The Shasta
5000 BSN is built on a highly scalable multi-processor
hardware platform that enables the service provider to
scale as they grow their subscriber base.

“At the time we made our decision, we found this was
the leading product in the world” Shepherd says. More
importantly, he says, "It was conceptually in line with
our thinking.”

“It 15 not clear to me if we need the absolutely leading
product. It 1s more of an issue for us that we have a very
strong relationship with Nortel Networks and that we
jointly are working on the evolution of this product and
our network.” Shepherd says.

Alice stared into her looking glass. As Shepherd looks
into the network’s future, he sees widespread broadband
access, a strong array of broadband value-added services,

migrate from basic

and VPNs and IPSec. But instead of Mad Hatters and
March Hares, he knows he can count on the services of a
vendor which will provide him with strong support and a
logical migration path to the network of tomorrow. O
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What d'oy'ouwant the Internet to be?”
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For a man of few

words, you've said volumes, Chris. Especially when it comes to protecting the
information sent over the new, high-performance Intetnet. You see, Nortel Networks™
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How the world shares ideas.

| Shasta 5000 Broadband Service Node 1s the only network-based solution available today
that provides security for DSL, cable and wireless subscribers. Plus, it delivers carrier-class reliability, and
it's scalable to help keep up with your growth demands. And because our solution aggregates all kinds of 4
traffic, it enables you to take advantage of new economic opportunities. So come together, Tight now
with Nortel Networks. And make the internet whatever you want it to be. nortelnetworks.com
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