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Cisco MPLSVPN

3.1

IP VPN

L2TP (Layer 2 Tunnel Protocol)

Protocol Label Switching)

Intranet VPN Extranet VPN

GRE L2TP IPSec

IP VPN
VPN
VPN
MPLSVPN
ISP

ISP MPLSVPN

3.2MPLSVPN
MPLSVPN

(Provider Edge Router, PE Router)

VPN P (P Router)

P

CE (Customer Equipment Router) PE Router

GRE(Generic Routing Encapsulation)

IPSec (IP Security) MPLS (Multi-
VPN
VPN
VPN
VPN
VPN

MPLSVPN PE
Edge LSR MPLS

Core LSR



MPLS Network Label MPLS Network

Label PE Router
MPLSVPN VRF(VPN Routing/Forwarding instance)
VPN Routing PE router VPN Group
Routing Table PE Router VRF
P Router Label MPLS Label Switch P Router
ATM P Router MPLS
VPN Label CE router
IProuting  Router MPLSVPN VRF
Router (Multiple) VRF VRF
Routing/Forwarding Table Router Global
Routing Table VRF Router
Routing/Forwarding Table VPN Group
Routing/Forwarding Table  VPN-A Group VPN-A VRF Table
Routing/Forwarding VPN-B Group VPN-B  VRF Table

Routing/Forwarding VPN-A Group VPN-B  Group

(Access) VPN-A  VPN-B

PE router  CE router | Pv4 Routing Protocol



EBGP RIP Static route PE Routers M P-

iIBGP(MultiProtocol Interior Border Gateway Protocol) Session

VPN VPN:lpv4 M P-iBGP update VPN:lpv4

VPN LABEL VPN:Ipv4 address

RD+lpv4 address RD(Router Distinguisher)
PE Router VRF VRF RD

RD 64Bits Type(16Bits  0X00) AS
number(16Bits) VPN-1D(32Bits) Type(16Bits 0X01) IP-
Address(32Bits)  VPN-ID(16Bits) BGP Extended
Community VPN Group Route update RD+Ipv4
address VPN:Ipv4 address RD Global unique
VPN:Ipv4 address (Unique)

VPN-A RD 100 1 Ipv4 address  10.1.1.1
VPN-B RD 100 2 Ipv4 address  10.1.1.1
100:1+10.1.1.1  100:2+10.1.1.1 VPN-A  VPN-B

| P address (Overlap)
MPLS VPN Routing Extend community Route

Target import/export VRF Site



import/export RT Routing RT(Route Target) PE
router MP-iBGP Routing update Route Target

Route VRF 3-1
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green aings Rl afireen smd
schvwrinead lo CE-2

S

3-1
3-2 Site-2 Site3 RD 10:2 Site-2 Site-1
Sitee3 Site2 Sitee3RD 100:2 import Sitee1 RD
import 100:1  100:2  Site-3 Site-2 Site-4 import

Site4 RD import 100:2  100:3
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MPLS VPN LABEL stack LABEL
Switching LABEL Switch VPN-lpv4d  BGP
Next-Hop address Next-Hop address IGP PE

(Provider Edge Router address) LDP (IP-prefix LABEL )distribute

MPLS network LABEL PE router
Outgoing interface VRF Routing/Forwarding Table
LABEL MP-iBGP VRF Extend community
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LDP(Label Distribution Protocol) LDP MPLS network
neighbor discovery LDP IP prefix Label binding update
neighbor ~ MPLS Router (IP-prefix Label)

MPLS header 32Bits

LABEL 20bit TTL 8hit IP header
TTL LSR TTL TTL
LSR (Discard) COS
Class Of Service S bottom of Stack
LABEL LABEL

Label L2-Header L3-Header

ATM Cell Header [E=%

PP‘P HEadEr PPP Header lLabe] Header
{Packet over SONET/SDH)

LAN MAC Label Header BUETSEESE ST 0E LE )
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PE Router CE Rouer  Ipv4 routing update PE Router route

VPN-1pv4 route MP-iBGP ( 3-3 )

PRI gl o laeslalind Wil
IPsd soddrass (Kekl] pad nio WHY
rean wires R o Duressn s
ardtigd 1o CE-

B, RiFaE wpiins Gl
Mell, Fext-Hop=CE-1

(1) SOO(Site Of Origin) : VPN

Multi-home( Link MPLSVPN PE)
Routing Loop BGP Router PE BGP
(advertised back) site SOO route-map

PE-CE Router neighbor Routing Loop
(2)RT
(3) Next-Hop
(4) Assign a Label based on VRF
MP-iBGP update PE neighbor

PE MP-iBGP VPN:lpv4 update
VPN:Ipv4 route |pv4 address |pv4 address
VRF VRF PERouter VRFimport RD PE

Ipv4 route EBGP RIP  Static route CE Router

11



3-3

MPLS VPN VRF interface interface

sub-interface  Frame-Relay sub-interface Vlan sub-interface

sub-interface VRF sub-interface VRF
VPN Group Router interface
3.3MPLSVPN

(1) Internet Routing Table VPN VRF

Routing/Forwarding Table MPLS VPN Internet route PE
Router  Global Routing Table P Router VPN:Ipv4 BGP
Routing Table
(2) PE Router  default route . PERouter default route
VRF VRF  default route Internet Gateway
34 Site-2 VRF  default route PE-1G Internet

Gateway
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Global routing
table with
Internet routes

Internet

PE-IG

Label=PE-IG

IP packet
D=cisco.com

Global routing

table with
Internet routes

Global routing
table with
Internet routes

Site-1 VRF
Site-1 routes
Site-2 routes

N

&

Destination
cisco.com is
covered by the
default route to
PE-IG

Site-2 VRF
Site-1 routes
Site-2 routes

0.0.0.0/0 PE-IG

34

(3) PE Router 2
Internet route PE Router
Global Routing
VRF PE 2
for Internet
Group  sub-interface

PE Router VRF Table
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sub-interface

CE Router

sub-interface

sub-interface

Tunnel interface

3-5

IP packet
D=cisco.com

‘ Site-2 '

: CE Router

import

VPN Group

sub-interface for VPN Group

sub-interface

interface



nternet

Global routing
table with
Internet routes

[ Label=PE-(G |

P packet
Global routing D=cisco.com

table with
Internet routes

<

Site-1 VRF
Site-1 routes
Site-2 routes
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Global routing
table with
Internet routes

Site-2 VRF
Site-1 routes
Site-2 routes

sub)interface
associated to

the VRE

sub)interface
part of the

global routing

tahle (Internet)
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Redback Subscriber Management System

4.1
ISP
ADSL
ADSL dia-up leaselines
I nternet ADSL
lease lines P ADSL
dia-up PPP
ADSL
(BRAS) ADSL

4-1
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Internet

o

Redback
SMS(Subscriber
Management

System)

4.2 RedBack (BRAS)

4.2.1 Redback SM S(Subscriber Management System)

Hardware
Redback BRAS SMS500 SMS1800 SMS 10000
ISP SMS1800 SMS 10000
4-2 SMS 1800 8000 concurrent

subscriber SMS 1800 100000 concurrent subscriber
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SMS 10000
SMS 1800

(1)Control Engine(CE)/System Manager(SM)
® Performsall Mgmt & Control Functions
® 1 Required per Chassis
® CE3(1800)
233 MHz MM X Pentium processor
128 MB of DRAM, a512 KB cache, 8 MB of flash
memory
® SM (10000)
4 x PowerPC
128MB of DRAM upgradable to 512MB

(2)Forwarding Engine(FE)/Connection Manager(CM)
® Performsall Packet Forwarding between I/O Modules
1 Required per Chassis
No OS Overhead - Tight Code L oop
FE2
Dual, 233 MHz, Pentium processors
16 MB base memory expandablein 16 MB
increments (to at least 48 MB)

17



Performance and scalability enhancements w/ |ater
software (version 3.0)

Frame Relay

2 Port HSS|

2 Port Clear Channel DS-3
2 Port Channelized DS-3
2 Port E3 (Q300)

8 Port TI/E1

ATM

2 Port DS-3 UNI

2 Port OC-3c UNI

2 Port E3 (Q300)

PoS

2 x OC-3 PoS tEthernet
2 10/100 Ethernet

(SM'S 10000 only)

ATM

2x 0C-12

POS

2x 0C-12

Ethernet

2 x Gigabit Ethernet
Future

Channelized OC-12 packet
OC-48

4.2.2 Redback SM'S

RedBack BRAS

4-2:

Context :

Interface : Context

18
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Port : /O
Circuit : ATM subscriber (Virtual Channel)
Subscriber : ADSL | P address

Bind : (1)bind interface -

(2)bind sunscriber - subscriber
(3)bind authentication—  bind subscriber PPP
SMS
e ™ 4 Context
ATM 6/0 | ENET 0/0
E @ ¢Interface
VPI 10, VCI 108 :ENEr 20 ‘ Port

ATM 6/1 4 Circuit

| ENET 31 4Bind

¢ Subscriber Database

4-2
IP Link Layer

(Encapsul ation)
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(1) Bridged —ATU-R bridged mode [P
BRAS

(Subnet) 4-3

PC ATU-R DSLAM Network SMS
I P

Ethernet Ethernet
s N

e

(2) Routed— ATU-R Routed mode

4-4
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ATU-R DSLAM Network SMS

Ethernet Ethernet

10BaseT 10BaseT

(3)PPP
(4) PPPOE

4.3 RedBack SM S

43.1
RS-232 console port
pins 2, 3 and 5 on db9 connector

9600, 8, 1 and none; no handshaking

A W N P oW

S.
4.3.2

RedBack SMS System Context Profile Port

Bind
System
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® |dentification
hostname
location
administrator
® Logging

[local] RedBack(config)#system hostname Red1
[local]Red1(config)#system contact J.Doe
[local]Red1(config)#system location 1st Floor

[local]Red1(config)#l ogging consoleContext

Local context
Administrator
Management interface

[local] Red1(config)#context local
[local]Red1(config-ctx)#administrator root password root
[local]Red1(config-ctx)#interface mgmt
[local]Red1(config-if)#ip address 10.1.1.1 255.255.255.0

[local]|Red1(config-if)#ip arp arpaPort  Bind

Port Ethernet 0/0
RJ45
10/100 Ethernet; full or half-duplex
Auto-sensing or fixed configuration

End station only - will not route subscriber traffic

[local]Red1(config)#port ethernet 0/0

[local] Red1(config-port)#medium speed 10 duplex half
[local]Red1(config-port)#bind interface mgmt local
[local] Red1(config-port)#no shutdown

4-5
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SM S 1800

| ENET 00

ATM 6/|(i
| ENET 3/0

ATM 6/1

| ENET 3/1

Telnet
console

B — ]

4.4 RedBack SMS

4.4.1 Routed 1483/Bridged 1483

RedBack SMS Routed 1483/Bridged 1483

(Encapsul ation) DHCP Relay Static route
RIPv2 OSPF Routing Protocol ADSL
lease lines IP

4.4.2 PPP over Ethernet

RedBack SMS  PPP over Ethernet (Encapsulation)
| P address pool IP ADSL

PPPOE
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4.4.3 Traffic Shaping

RedBack SMS Traffic Shaping

4.4.4 Service Selection
RedBack SMS (Service Selection)

|SP ADSL

4.4.5 M ulticast
RedBack SMS  IGMPvl1 IGMPv2 IGMP Proxy

Multicast

4.46 VPN
RedBack SMS  L2TPLAC/LNS GRE  Tunneling

VPN

4.4.7

SNMP Radius Accounting Secured ARP
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| P over DWDM

0.1
DWDM (Dense Wave Division Multiplexing)
(transmission medium) (optic
channel)
IP over DWDM DWDM IP over optic
layer (end-to-end)
WDM Support 4 8 DWDM Support 16~128
5.2 DWDM

DWDM o1
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o FTEA
9.

Opiheal Flher

DWDM DWDM

Q) (Multiplexer) (Demultiplexer)

2 / (Transceiver)
(3) Optical Amplifier
Optical Amplifier

Throughtput 20dB
(4) Wavelength Converters

Wavelength Converters
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(5) (Wavelength Add/Drop Multiplexer)

(Add) (Drop)
(6) Optical CrossConnect
N N CrossConnect
(Dispersion Compensation Device)
DWDM 1530.33-1563.86nm
1nm
5.3 P over DWDM
(1) SONET/SDH Constant bit rate
traffic Internet Bursty  traffic
2 1P over DWDM header ~ overhead
(3) SONET/SDH 0OC-192
(4) |P over DWDM 0C-192 IP

latency SONET/SDH
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(5)IP over DWDM
(6) IP SONET/SDH  over DWDM
IP/DWDM  SONET/SDH

-2

SONET/SDH |P

WDM Optical NetWork

5-2

(7) |P over DWDM IP Throughtput Terabits/s

2.4 1P over DWDM
(1) DWDM Error Detection ~ SONET

(2)IPover DWDM  Network protection technology
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(3) DWDM SONET/SDH vendor specific

(4) Quality of Service(QoS) implement
(5) Wavelength Routing
IPover DWDM

ISP
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Il nternet |l nt er net
VPN | P VPN
| SP(I nternet Service Provide
MPLS VPN Tunnel
Advanced Networking Expertise Workshop |1
MPLS VPN

ADSL( Ay mmal Di git
Subscriber Loop) ( BRAS)
Configuring the
Redback Subscriber Management System
RedBack B R A SSubscribeS M&dgement

System)

Provisioning Wavelength on Demand Services
IP over DWDM Internet
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