FREAMEASBEANEBEAEREERLE
(k@EE» - $HEHAR)

5

AREARZTHERGERESBIRNRS

B
HBEA B M
¥ & RiEHR

THIRAF A & HELE D £E
ELki HEEME AFAEZRA AR E
A+AEHLA=+ER
REAH ATFmR A

o&Feo[30

|
|



ERRALLERREREBITRSE

L3

MR R TER AT NS BHES EEERANALEER
GRHAEHBBER RS AREBTE AEURBREE
Wk BMERRREEERSZZE N NHERASRAKRA
B2 W B B — B BRI K RS EE R R A
RBSANETHRERAEALEALS - it DRI —EE
& BTE H 00E U B R SR - o R R AR IR AIE 1 A
ABFAE L AARAREAEBRRBETZRE- 5 I I
WA, G AR AT S A RIS 2 — 0 B R
MERELEE TN BRREWHEH 24 ERARBERE LY
BTl FTRLEES -

AREZERERT :

— BB RRELORA RS EAES WAL RS
B BEAL - KM BAELRE  EALBHAE -

BN REMET AEE HETEEAREALLE
WRAEES MAESWEAZ LR ERGENEARLT B
ARERERRE  ARANELEAEF  ABERAESL -



R

.

&

A Y

1
= o 4
R )
AR 5
B R e 5
B R S I 6
B D 6
B AR E S e 6
(—) FEF(INterruption) . ..ot 6
(=) HE(interception) .. ... . e 7
(=) Ber(modification) ... ..o 7
() ig(fabrication) .. ... ... ... . 7
A 7 7
(—) B R A T B . e 7
(=) ANBAZRAORZES .. 8
(=) 2R AF MR R G FI(Backdoors) .. ...l 8
(w)  EEWMAREIE 8
(&) I A (Protocol DB . ... 9
(& B R . o e 9
(+) B SEE 9
R 10
(—) BBEERBL . oo e 10
1. $H#E%EHELL% (symmetric) ... .. 10
2. EHFmEHLZ K (asymmetric) ... 11
(=) B KA e 11
L. BB e 11
(1) #6388 (packet filitering)............... 11
(2) PR & Pl (application gateways).......... 12
(3) T X ME(circult gateways) . ........... .. 12
2. BKEEAREER .. 12
(1) FOEARE R E AR @ . 13
(2) WERA DT RGEHFRIT® ... 13
(3) ANEFTAEBRRREEEFE ... 14
B I R e 15
RHEIERA] 16
(—) %42 % 8] (Accountability Principle) .............. 16
(=) %% %8 (Awareness Principle) ... ... ... .... 16

(R



=,

)

11

B

4H#EH
P —
M =

(=)
(m)
(%)
(7%)
(+)
()
(L)
i

(=)

(=

(—)
(=)
(=)
(m)
(#)

#3EE 8 (Ethics Principle) ... ... ... ... ..... 16
%23 & Al (Multidisciplinary Principle) ......... 17
AB#% % 8] (Proportionality Principle) ............. 17
A% 2] (Integration Principle) ........... ... ... 17
Bek/E 8 (Timeliness Principle) ....... ... ........ 17
T #3e ¢ B A (Reassessment Principle) ............ 17
& E & 8| (Pemocracy Principle) ................... 18
TR 18
B R K 13
ARFBRATH KIELEHMF . 18
BT R e 19
2. B e 19
3. EBEEAEE L 19
IR L B B L e 20
A TE T 21
L. BRI M L e 21
2. BT I T e 22
3. EEHER T B L e 22
AR IR AR R R AREME 23
R R T X e 24
BRI T E e e 25
EREZE ... e 25
BERETR 25
- 26
B T I e 20
B R FTERIE NG © e 26
BT M ERPIEERE 27
T2 B (Security Policy) ... oo 27
B R B B0, . e 28
...................................................... 33
ATCH DAY .« o 34
AR 41

(U8



= WMAEER

BAmEN\THFRASERNRRAR FAFEFRA DAL
ZRBARAER > AREAGTHRERERREFE (NI - AA
TEF_AWMFNERBN " BAR KT RE, - AREAEER
% 51 Internet/Intranet 24 - EEMEA FH > WHEHABEE
EERARAXEERREBRNZEHARIER R A AEART
WA ZURGERAE AR AEARARMBEEARATEGY -
AT 8 [ o AR I S A R A 2 T B 4R ok — 8 3B U SR KR - 86 4R
BEUERNARNAR RBEANETERABAELALEALSL -

AREAARAREVMAZTUE AR ZAEREETE RS
. o ARRZERAZHEEABFE RO E R s 20
R Bz 2B BRARTE B RKEZC2mER > UF
TRZE Bk wEL—EZL R E B ERERERER
EREANFEIENEF  ERARAHENL L AARAREAE
GHRRREEZRAE - 7 RE "HAARRSGHE ) K5t ARAY
ABRZARPIESZ— FHl > ARERL2EEIF BREEN
WEMZI  ERRBEERT LB EIA L FTRAKEES -

BxEXFMHEAZMEEN HEMMBEMTERANT
HE LMK FERIL NREZNELZENEHBEAL LT ES
Bl MERRARATEZLME BHERAZLEERAEET S UM



AARARACZEALZLEENERRASHRARRZEF -

a.. WHEIBE

—. EEE D
ATNANEZHAEA %0 £ B F B City University & 2 =31 3%
ARGUERAFETIEZREZRE  ARERELE Z WK

HENE A B T EZRESE - B3 > & E15 client/server F B =z

{Ed

Mz LR L LFARET BHE X L A Mohan Rao #z #% >
TeER 2 ERRAEREHESR E2ERLZ2MAEMAEHALE

B (ARG W)

FHEBRENLHE B8 F0A 14 HILE 28 HILETAY
ZHZ BHTR CRRDIRMHZ) 2R CEEB AR REES

SHTRFWT R

T gt 5HHE |

9/14~ |Dallas EDS Headquarters Mr. Frank Liu

9/15 _ Director of Us Marketing Support

9/16~  |Washington DC |Department of Mr. Stevan D Mitchell

9/19 Justice Tria Attorney
The Federal Mr. Dave Adler
Computer Incident  |General Services Administration
Response Capability |Ms. Judy L. Donsworth

i Telecommunications Specialist




9/20~ |New York |Information Systems |Mr. Jim Duffy " l

9/25 Security Association |Prseident

9/26~  |Minncapolis Secure Computing  |Mr. George Jelatis
9/28 Corporation Professional Services Group

W
H
N

, 7
ain

FZaEaEOEER 8 1% BEEEWT -

(—) BE&REHRKRHLE IR T % (secrecy) ~ IEF. 1 (privacy) » H
PR BB A B A REER -

(=) BRI AR A 5 ¥ 1 (precise,accurate) ~ 5% % 4 (integrity) » 7~
TREI AR AR ERRE S REF R fEFE &
(consistent) ~ # & % (meaningful) £ it % (correct) #] 4 F# -

(=) #HREHEZRARSZTEA M (availability) > = & B 2] fE

(timely response) ~ 2 & (fair allocation) ~ 4 ¢4 (fault tolerance)

%ﬁ a
Z REBEENREARRE

(—) ER(interruption)

REDUREERE  MBREAREHE SHBFERAARG



(denial of services) * FRAEERE ~ T 5[ BLH ~ T HEH -

() #HY(interception)

AERBEWNRATR FHBERNREH - LABREHE -

(=) B (modification)

AEEEELRRER HHLEWTH 288 - R ARATH
SEE -

(FA) A& (fabrication)

REREGETR  BNEA T RAL - B E R R
ERHE I F B A -

= BRI

(—) BEISHERAREL %R

#F % RAPT LLBE A AL ¥ — R F & £ 28 Telnet ~ FTP 3 NIS... %
B HFIMARLG  RMENEBNEE  FRANEAFLTEREERST
BEH -BRARBPNEBREHALEMT FEEHEIHALE
Bl EMARHNNERTTUE LA RAER -



(Z) AELAZRIROT 3 EE

HuABBEFEASER SHRECHMARBEBRECE
E—-FHEERGEE  FERRRER  TART HEWER - §8
METFEHGREPFRE HOARFE IRV EBEANFAHTA -
5 76 i B o A2 M %% (Talk Chat, IRC) » BB EBIR 7 — T
HABGEH -

FOARERARBRF AL EL TR AR FEFATEER
ABAE RS A ST SR EAEL RS ARBTE
AR O T AR B9 5 -

(Z) BAARFRIRE-ES#E EFI(Backdoors)

ERERPHENEATHFEEE SHFEAR - BRAARUH
R EAEEF %A 1988 £ 0 F| A send mail X finger
WEAAWHE EALCAARARENEN ST 2 R
B WHM RERARIAAEEOCENRSE  FEAPFECHE
E R # Ken Thompson: & Fl i B B C 35 5 4 3#F & K %% login 25 -
{g &3 W 4% P 0 w32 Thompson A &4

( ) A 7—\’{:: %) L FEIE]

W E MR RS LR BT H R ENER - B
WLl IP Address R AR AR AH - A PCEHAREREER



B ERAREBGE  BHEPCAUREZEELEBRAL - BT
BHAGHENRS  EF LT ZE > R PCH LLE 5 W5 H 5
L BT AT EE R R

(1) BEHZE (Protocol)BviE:R

KB A AR TR A B A AR R SR e 24, R A Rl e R R (R E
BHEREZRABE ARG ERNE  BETRFNENER -
THAGERBLFSZPTAANLH > TRERAE L TTE

(V) BRI

HEAZHBAAE - B8 FHERB WG B HEREFHNK
¥ T finger FREI RG> ERAEULEZE - AR ARKEHE
RGFHTE - FA&WAE W3 b - 81 AW E H (Home Page) L R A &
BRI LEELAEL  RAFRTRMA—EERORIE -

BAH-ENFHEEHEE DNS REHEE - FILKR T Gateway 17
WA BT ELARBEHERER—DNS - 54 BIHNW
Cache sC# DNS > & —H# % -

() FRFEDERE

HEARREFHE REINAE HEHE—&- CHBELLR
AVLEB P AG 824 FTPsite EiRE £, A% - HihkFHELk



GHEAZERNER M UBEEZHE - H FEZTERH
A F AR (og) kMR MY B R RALFERE
o BEEW -

i

0. &2 phEE ki

(—) BRI

EHFGEAE FEAR EEXRRANB T JEAN TN Z
BRERE G LA MAL BN FREABETHER T
FRBYHEET VAT UEERRGNE - BT EE K
MHEFRT FHENRETAAE TR ER - MK - BE -
Ak o 18 43N IE Y BR 8K T LAR L GE SRR A M B BT Rl AR
FT ARG CHERREERE - FRFHRAN T/ FRRL
B BMERTFREBENRE L EHA > Fld s
(permutation) ~ 4*# B 2 (factorization) ~ 5t B 8 #H B (discrete
logarithm)% B - FHEALT UGB T EET T LARME
SMETHE > HRE—SREH (single-key cryptography ) $# 2
B4 B (public-key cryptography) - & T ##4 , & " HAEN

R

1. B %A R4 (symmetric)

one-key ZMMERA  MELHEE T 2EBME > PTFH/H



METeRFREVNT(FSR) FEREIOHE 6 REFHRE X
FERAREEAEERESEH -

2. FFHBFEH R Hi(asymmetric)
two-key Wi F R B UEZERA  WEREERELBALH
4% (publickey) - RN BEREEELLHBANLT 2B
(privatekey) > i iEAL4E > NBHEABLABTE—ERE  FEHBLE
FHE LG RETH LT HEBRE HELEEHRE

M RIERA -

hs

(=) BAAiE

1. KAl

W oK i (firewall) I 2K 40 1% VO 305 A4 2 5 41 300 48 % (— AU Rk 36 AR TR 48
§) - RO MAR EE R WA AR AR E - LAKBITKE - AW
UBBTHN A ZRERERERERN TR LH KB 5 =8
9,38 7% (packet filitering) ~ J& f J& ] & (application gateways) + &, §%
A R # (circuit gateways) » EEZBFELET L » & A EFF B
%/ -

1) # 4, % (packet filitering)
EREREH WHERARWH & - K7 BEEEENEK &
B bk i HARNTLE -

11



W HEEE RS Routen) BEHE > ERFTERESH
$ 416, t F2 58 (head) fw DA A% B AL 09 RV - B 3 DARR 3t (port,
] E MR A o telnet ftp...) o ST IESL B E W - P9 A B S
W WA -

(2) JFE il & B 4 (application gateways)

FE B R8I ok ek e ke T E AR A EANE
EEH TR MESHTE FRAUFRESL—8  EREEH
EHAR —BROTRE WV EERENA  BACRBELFE - L
REMEE  — R BELERT R

JEF B HE B EEREA AT 2B MES T ERAT U
NP E - RAAWEN > RHNEMEE T 4H H R E -

(3) & ¥ =, ¥ (circuit gateways)

EpAMERNREETCP R - EZRBNHARELEEMN
NAEBERAME  TEAEERERE  BRWES  EXALK
ERAEMp A A A RE A EER

2. BF KB T K
— 18 Firewall A LA AZRN T ZFEHER > T oA
RERES BREAFRTIBERE -



(1) F7 k4R 3 100 F B U7 |

Rekghae  FRAAEREBHEZH  ARTEBFELBNE
o LVEREGFEWER - BT EOALFRTHR S —REH &
MEsE® - RO RBEEXNEHF -

i
AL 7 153 -

M EME RN mE (1 DES @HEE)  mHEE LU

E‘E\Tr
e
pat
o
(S

WEI A BIRAREEHABEAEAEHAATED WA
#Fo Internet > 3 & AF K & 7] LAE B W 4k Internet fRF K& Web 35
REDG RENHABEAREARMZEZR T EGIa Y
KR EHAT - HOMHMARBENE AT R B ERARE
RERE  FRENSBHABLAFESRI N HEERERE T
EHEBNRERARFHMENFIEAN -

RE R RS E A FT®

ek TE  HATRERB N e R RIEENERN N E A #F T
% BRGEANRE R EFE A R E R A0 EF R
EAZHERZA - 8 F 0 e #(logging) 7 78 AT LA 48 38 M
FEAESIERENREERELHE -



MU BAENEHEF Yl AT T UERRE

B

etz (Auditing) g 2 B R ALK ERRENEFFLWHLRAE
mukl o FAHEL T KERTETWERERE £ SR RHLH
A RARGE LA R ANAHREA RN A - -

FEAN AT HAR ARG AANE BT BT R
FEEREMWHEANLEA R AERE T EROHEE -

VISE R R AR R AT AW AE R HARA RN
R Bl R R R AR AL REEAAR
MM ARE > RE—ERENAERABEREY

NEATAGHERLESTE

BIETha  MRMAARE > THHTENERERTE SR B
i Pl g REFIRAEZXBR L FARATHERL 3 K&
B kol 2P AERAR P >  THEXLEMFI - U
BREARERBNZ 2 -

mﬂgg

A
=]

&i

M RBERBEENYR  FAANRTARER  RHYH
AMEHEERBEL -TMAREMEE T HAAEEEARR
FoEBAFUHREBEENSHRLER  ERTAHETE
BEHEE FARE FRETIENH BFEETEF -

14



® [rLEEFBENE: HHEGARIBB LR EAAIRLIE &
RENAWECERRENERLREABREFA -

® HTTP ~ FTP & SMTP # Bl Zhft © BEE 5 N 1E W Java NE A K
ActiveX W7E %) ~ FTP & SMTP fiE# i % - B @A FH %
R A BN -

Az EBRALTEARLLENM-BE -

s AR T AR LR BT REENT
5% & R K BT v 36 & & 3 5 & 38 % (Security Policy) »

—EREFNELERATURRAED LR THE S E R
wo B REEAN BERNEERERENERAFERT A9
HMAROERAAERFENT - I RREEAE B HFTIRE T &
EMHEZEHHEIRAR - EALLRRAABEAE L EH A -
AL~ AR~ ET AR - BRI ERE A B
AERBEACHFRREZETIRHEZE
® REZRRN AHEFMEE BH - -LXBAE FHEE ¢
® UM EARERE Pl —fk - WHEE - BF -
® (X[ AZWEFM (Asset ~ Threat ~ Vulnerability ~ Loss ~

15



Safeguard) -

® ZEMH i BESFE Internet ZFHAMERANE T H
BT EEIHEH KE Log EA 9B R NG Z -

o W -
® WEGHMARLEFIEE -

7N REHMERA

ol

Flw 2R RN T © (OECD 1992 £37% )

(—) E1EEE (Accountability Principle )
FARERE REtF - FHEREIMARAEREATTRE
-
(Z) E:/5E8I ( Awareness Principle)
HIRETRRAEATE BEEF FHAZREAARAEHA
FAMARANE O MTIEAEER A TR TR S o EEE L
AL EMBEENZLNER - SHREAREERZF S8 -
(=) ®IE[EE] (Ethics Principle)

FARARE R RAEBEMANBRREZR RN AT
WRERER -

16



(F9) Z2%EE (Multidisciplinary Principle )

EHREARLLNELBRERERFRZE ERM HF AF
REEEREE -

(&) F8TEEE] (Proportionality Principle )

EREZ2ZEH -BA GRERKE THRARREEFESZE
HEW HEEARAWEERHGEAANKACZEZANBY &
FANERMEBTRAATAEE  REAEAZANETE - THE
B O] RS R ) B AR AR
(7%) E&FEE (Integration Principle )

ERARGELO W - FHEARABAEAFE - BN ELthHHE -
EHRAERRERFS BasHEIHASRESW  SH A E
BB REERNELSRA -

(t) %FF[EE] (Timeliness Principle )

B P9 R B RS b el N FLCEE T TE B4 K B RAR AW AR AAT B DA 1k
ERELEH - THAERERELELEWITAHARIE -

(N\) EEIZEMEEAI (Reassessment Principle )

EENZARRLANFREL R - BRHAAREZR - Filxe

17



R4 e E e E AT

(fu) EEEE (Democracy Principle )

FHAAAMLARER THE WG EENERREMNE bR
R B — 2 e

. WMREER

AR BABRARERESHRARTRERMRI - W
HEET-HEESERARNERLEHEREERSE  HRTEW
FRELABBEEENEARET  BIARENEARE  HRE
AMEXEFE - HEEART 2 -

LAH A RS R Z 2 R R AR 0 7 i 0 B & AR T
LR BBRAT K at - mBERNEZ 2B EMRG - KT
WEmEIR AREZERGNHE > CBERE - A4 29>
HERREERMER  ERE A E > NEBAASIRE  WlEH
R i R 8

—. RHRFHAIE
(—) RFFRITEH KGR ZFLERES]

ARBATH KGR L2TESH RERA AW KB RO 8a

18



EATHE > ZeRETRHADR

1. /&
FOBEORBNEE KARABRAEERNEAR T ZEELE
B’
® JhEiAEE -
® WA AIRE M
® PyENAE I -

2. i H
& i1 7 oKt 2 #1938 78 (Packet Filtering) 3788 > 32 2 ) & 4| -

® TUMENHEE RIPEREN THMARSHEIAE, EREFLE
F -

® FMTWEAHMAR, AI-EATKL THBAREREAHE, K I
WA BHEA - BR L EEREENTHER

3. EHAL
B OKHE z frak g8k (1P Translation) Th8s @ 32 = B A4
& WHBHELFERRAFAR LB ZEAEN  —2FHERSAS
o Rk -

® CRRLAZBAEREHINTHEEEHE B HNTIEFE
i E R

19



(=

) IRITRIRE

ey | B P R RE i ) _ B

R E - - RS S & B T SR R R
SR EAERR . ﬁ¢%&E¢Lﬁ#%kA A ATEHE

PEFTERIEEAE S EEFEER - BRI
S B 1 B nsE % 3 55 A
» NGRS A T USSR T 7157 ST T3 S G B 5 S FF R BR
EE o DB FOSEAIRES » BT A NSRS - RIIL - AETEREFY T
i@ N4 2 EEE - DR BB A A (AR BES A
L\ RSP -
HELVEF - MIERETE TSGR F s A TZ“HmnﬂT‘ B o
RS B RRG - OB m$ﬂuAlMaMMM
1T RAIAE - hﬁ T HIEHE O EE R - HA 8=
BEPRIIRAR A T2 ﬁ&u"m@ﬁ
I’Eéfﬁ:%ﬁj\frﬁ ERETREIRER - T ER]
Ph&it i - N
ﬂﬁ(#f‘wr SEHERT ‘HFF&;%}E“ %\Hﬁidﬁﬂ%ﬂﬁ%:m{ :é:”ﬂ—*r
W&m%z DB ENT S BHE A - @fWﬁ%ﬁﬂ
FrR L - _

iﬁ!mﬁﬁkﬂm Jﬂéﬁtlﬁﬁkﬁ m}ﬁﬁm;ﬁkﬂuﬁ”lﬁﬁkl ST
&fﬁﬂi&!ﬂ)ﬁkﬁﬁ R RER B B3 K ks R E R - ZRRT B Rt
FEEr T - B KRB IATT 5 SRR TR
FEFES ¢ i AR BRSO R R
AN Espls 25 - EnE g
TR ~ A~ CIAYHD - (S THEVEE > iR

T8 S NBAITE KO - s -

FEHEAE = - BRI EN A E IS A A SR - Ao
06 - EOMEREEN SRR ER IR > B R (L
fl - HEREEE - PR ENRE) - BEImAARERE -




(=) B&EIEAE

A A T KA
FERHIGESAE T BB RRE

EREEE

%E@@@é}f* Jé:t Eﬂ fﬁ] & W (Inea= 2 PhEERE)
, LR
R A EE

W EEEE  RIE
MELSEREE - HinE
ENGATE Fal s
B A K (W - (AT RS - AT
Bl) - SHH K LR

Bl BRBENRE RARLEBRTRAROTLME > HRHH
Wi R MR T

1. ERFEFTE -

® WHAREAREABALEUTE BB KBRS mEHE -

® WMEAmLMEARE  XELFEHKEEHE BHLEX
(Multi-layered) & &My s RE WA - 2 HE R EAR L
e & h#e (split DNS Domain Name Server)e[[BE ¥ £ %4
Mo —EERLBARE AT HANEALER FEABRLE
FRAEATHWHEREFE Hbb > T FEE IR E TR
R WA -

® ¥ EEF R (connection time out) @ BE|FERBFH N EE -



2.

A 8RBT B BT A -

HOE B C JE EVIE R B B R A R A R A

B0 LR B TR o T R - RN B R R PO 3 ST VY AR A
PR R A AR o JE DR R B B BB AT A B AR 2
2 oI R B TR AR Internet o LLB D B 3 B 07 V] A
M o

w7

REBLH B KRR F MR A - BT 7 KOS £ 1 AL
o HPRESTHEBEFRARE BB RAREEH
FEZSERI -

W A R A ERNE HYROFE
Fesi] - B EEH  TEH O ELBEEER -
AHRAEER  ERAARMANTHLEHEHR -

CEBREBEAWE

AR ERENEHE-—RE T ZHNREA > BEHITEH -
MR A AR ER LR A BB N AR
Bl EFFFE LR AWHNBREBREAF RS THAE
o DUBR W AS RS BRD OGRS KB

e TERERAZT KEZRWAMAR - LREH KGR
5 -

® 324t MAIL HUB 38 @ UL K#& 2z Domain Name % #t4h A%
B Ak R AR



—. IEERA BT R ERE

7 Kt DL AR & 2 4 7 NE S 24 AR WET
eted - WA RANE L Z WA AR %2 T LR35
FENE EBATLZAT TSR AT o R EHIEZNE -
Bk > 38 N AR A 36 BT B KIS P A r 2 B8 7 g P AT R R
FRzZeFHTE WEIHAERHHNE REREIEHER -
Ba W ALY - THERF 6 -

® mEMEHLZLEN HABERAEEAEWHRERARD
KRR ZMMER > BRI F M0 - BB EE
REZETRE ERTHUIREAFEEETAENE - RHH
BRLETHR RERAAEBAGAEELLEHELE
B o RSB AR BRI A o @RI AU 20 I S R - R
YRS FHNE L

® ZEEMMMNERENLLBENES  DEBRETXER
ANBERANEEANW > L HAREREH R AN LR
S w7 N R ARRI B BE A o FE SL I #E 5T B B AR AR AL 4R RT W
EREFHMAER REEERVARAATENBH - LI LT
HEXENZLBESHMERNET - T2ERWERE
BEOH - BRE - EHF > AoFEER  FHEN (%
Faed e EHBEGHK BFEME) - RWLER -
Vit LR



o EmBRYE  ERREFL S -FHEmREAE—

R EHANBRBREZ2BR  EERERXTHEIALER
CEERREEOETEEE R F B REHE icon
WgE® - E icon L WEER AT REREEEL
FHEER KR RBBEFZEREFAA TR EE - &
SHE G TR ENEE ST URERLHELNE - 2
B(Alerting) A ZRREEAR R L BHES
EHEZRE - LERIGEE HTH -

l_‘-

® a0 LLCUI NMwfe fl & AR (Template) & E & ~ 15
B B M 4 NameServer Zz & R, records » # 1% records £ VL iE
7 35 % 2 7] NameServer & ¥ & o

® EBNEREGHLRE  FREERAEZHHLE UL
W E WA -

® RHEAE BB R AN R BAT B H AR KA AT
ZeW R AR TR Z2RE - L EmILRE > ¥
KRB OKRE 2 2l

=. ¥EREhE
HAAHEAAAE RN LA RARERNE TRNEARART

BIMBURAAHEEAERE WHEERRET AN LS EEE

BB HAEMREREERBLNE  RESWHAN RREY

Ho o EATER R T % LAE R A FE AF o AR H AT

BE BARAREREBNDRNEERTEZH #

EHRERE

Eﬁ%ﬁv

NG A



¥~ 44, (HTTP~ FTP % SMTP) * R BRI L FHREHEFEF -

M. 2Z2EEHE

TS T RULEST, » MEERAEHE Internet RFEEFHEF

e

FoARLERAEARAIMAREEEBREE  LHEHE HE
ERNFHHERERAA FRZTEZWEARAZLEET EURES
cEHTTEZEREERL -

o
WY

(—) EREERE
® LN EBEMEYRHETH  RESHEERRY 28T AR
BN RBBWZERER  THECHER -

® HEEMUBEEER BUNEFREENE  ZTEE
MEEMBEAREZOAZ

o FREEN R BHEAAREF@ETE  LED® -

(Z) RMEIE
o NXEMAAMERT UMRE#RREZEBEFREANE
R SR ARAER - BB RN R ZRHE -
o BNH¥FLEzEA4E A% FHREHFEERI - AK
FELH RABRIELRAKEMFEERZENS -

o BUEMAR AAXAH HEAE FHEFZZ2EFH
EHEN - SREIHZRERFT

® VAREGERAMKEANBELT ATHRA  RAEEH

25



FRBREFE - RAAKRE - MERE - HEERER k&
KEE - HRMBEE THEYESMBMAE -

(=) FIMEE

o HEEMEHEINEER  RARTAZ2MBFTR > 9T
Bz EMELRERRERE  LAINKL > BRBEE

® LRAAMEAMIMBME  ERENALZLFRIMATE
Rzt B3 LEBTBRMAREEX ET%2%
B BETERE WMRENFFERERALZS

® HAMMLUHEMAMABERMEANE  EAELRERLT]
Bz AARGHER - ERBENN RERFEZ RERK
BITEEEEEEN  FARERRIEAE L EAE
M ERERHUEZAARBBRENTES -

EX]

() RfEETE
® FAMIEH LAN P sontk c TSR ERLE
o EE bEa(lock) ~ 7% MEASDZHRME -

(F) FIRBEHEIDE -

HHFTRWEAL LR AZHAEARELE Z RN
B LURERTER - A STEERSRARRENLE

® HNHAFRASHIBRZAZRI-FEHARA  LHTEH

26



thig & EF -
o TEUYETABABEETHHA -
o s HME - By MKEF LM Vulnerability

Database ' WHEEIEAEKRF L EMZRA

. BALREEERREFIESHIE

BRELANAF - LBET - EARBAAEEE 61
TREHHE LHEQEEMNERT BABOABREES A
B A 2B -

(—) BIEZBER(Security Policy)

BT ERAXARBEREG KEASBEMIA bmalHREE
BEA BERE - BARTLEERELFEMBTE 4% FH
EAMELMAEREE - EAELREZAREMHA - TlE ERE
EEEY - ERELFHIANAERY

EEHEARBERCTHIBHAEAL S HRIT I KER
a2 WK GEREESEZHARE  DAREEE
o FMEM: AEHEARLLHE HERBMAMLAE R

BERAEEER -
o LMEN: AEMBENREAFALE LT RAE  EHEE
o WEEN ARMMEAMTAERENERNEEEA -



EREHFLFRELEATEMENTE LEEX2HHT

R HMBTRSRNEERE - RE TATHEAFBEERRAARL
2HHE - THRERMBSRUERALLEEMNE , REHF

ko HEEARAHERERETAKE LEHSBAR - HERE
BEE s MAEBRREREART ZRE - £RET FRELLBK

WA T E

® FilxazEk HEREEZF -

® FHERARKYBBRHA BRI FE UEREBAEEET
ZHEAE BAREHRERC LW EREAE - Filx 2
¥ERIBZEX - ERFREHHRBAZER  EHABERF
HEIZBUE -

o BHERLLZMBERESL

@ LBABEENFLLERAN -RUERBENTRE 2RI -

® BAYHNEAFHZETAAARTF  RERE - HRMARRHR
B

o FRYMHLBEMARENERARAABMER ZZEFE > UK

G R E ABE A WM BB RS LRI - ERE
ZAZEHEE EERTEALLRE  URHERETALLT
HlE ¥ AT R A

(Z) BIERE

ERAREARAMETZREHBHAR SRITEARAERE

28



R#ZE (EXR) > wT -

MEREEBEEBEEARE (E5)

STRAE

Bk

Hag

(g6

BB LT WA A A
A EsE RRE R T
R BT RARK -

HEAREZHB -

(6MBH)
S ARG ARG EEE
BE R

Epa

HEAMBBERBZEERN

(A% A

= - KRB 2 A UA
BB B 2R B R RRBA
EHKEEAERLREET
2 REBEREEE THML
i -

AREBRAEAR (NI £+
—HRLEMBRECER - IR A
(s ZRFGLE) TREAARRE
B BB -

(FBRHEE)

W~ AR R A AR 2 AR R E
DERZTHE TG HEH
IR IHBEN AR -
WEASBRBEEEREBECT
KM -

ARBEESTERFHEABESE AR
EEFT 7| HIE SR -

(e

i ARARABERERSEH
NEEZ I -
HERA AN FREBRE
RWR sARKFAE BHLE
B edrEEL -

ARBATHABRABERA X RAE T 2K
EEBBANZE ERTIHRRHER
R (EAAREMER LARETH
A P ETER) - Bl RE g
BER - RARBAMELEGSER
HASEHEARBRAZEHLEGZE
THREREAFDRLAE -

MBS AR AR S < (£

(FEREF—-MRL)

A-EREERBRRABER Bt
EHEZANE BLREMA
i e

fE B AR ERE AT
EyERRERAEHREE  FEE
- BAlE BEE - EERERERE




AR AEERARE (BX)

HERE 2
“EBEEATRGREEE  ARE
B ——PE . RAMEEL AR
(B LHERS) ) -

Lt BEAETEARERARKE
AT ZABRATS

AREBEERFGERERNCLAHER
CTERREWFETANES S RERAT
HEFMHEML - ERSRY -

(B LERAFRBITE)
AN~ {ERETEHABARRERE

TEHE -Emeld BELE

WERAF BB ZERTE
# -

ARBEAERHEFRRERECAHER
C FERERMNFRBZATS -

(BLEEREH)
N FRETHEAMALZRE
Fil o A M 9% -

B AE A AR SR O] A LA R B
o BREAFETRETLMZN GG
AXER - BEAXERREEE -

(BEE2EHAEER)
+ R RS R RN
LM SR AREER -

B B A 4 B LB S REE R PTHE
HRARNEE - Ryt AERER
ZTEATH

(B & A=)

to o BEREHEE T
EIHHRLBETHAY
# (g AR £ E BB
L ERAREE  THERE -

APBREFHELELEE  BEEH
RAHTAUETF X @ AUET
ARG ERE GBI - BRI
BREE BT 2 BRI -

(TAA 8 TR

Yo BEETANMIASHEP
RUTHREEEEEBHEZ
BREER ERERFAKE -

RETHREZENEFIENERNER
ATHEAFEZARSAREFLEN

(P EMERE)
= FERETEEEIHEA

TR ZIERE AR

% -

¥ JE 7 BA BICET #04T

REZMBERBRRTRERKS AR
HMFERAAZEHGE SO RAHER

BERE -

(R BEMIBRA)

+U- ABFRERRE RAFANEASAEATEEREGFRAL




BHRAAREEERAE (E5)

IIERE B B
TENAARBEAEL T | TREEASB R -
F A8 A B 2 A - ) |
(BT EHEERHD)
TE. AREBEBREEREE STHHCHEARTHRY  LAE
FEUHREAR UARERHERAEE  ACEBIEHERLE

REZAEERR -
MIEHE S MZ RN ARE
F-AEWMAAE - T HITENE
oo
FHEROITHENEZEH -

BE A -

CRARAHD
75
TR AR R U 2R
S
HEAEFALLRAHR

=

AEEHEURE ERF

FEAhAERER L

DLEEHE ~ ISDN - ADSL £ 7 X E#
By ARPKOREEES > wl T2
R

- .

(BLEAREETENE)

Tt BAETARERAKE |BAKERBLERRATEALTE
BHNE “?%Jiﬁﬁﬁ%tzﬁﬁﬁﬁ#%ﬁ BERERERF
BB RS BB (IP) % ARALARLERZEHTRAER
RIETHZEH - l%z%ﬁ%i%%~%%&i%ﬁﬁ

GHEE -

ERRER

(B A

TN BHEALBERESER |WERERETANEREEERER

FEEH BB AETF S
GREHRE -

B -




g pEEEsERfE (£5)

Ex

L STEME
(FR)
+a - FERBEGBRAFAEFEX

AR A TEE R R BURR B R
HHELERER -
HEREEHALAR HER
BEREE  HRETXREF
BEFLHRMAE  HEREAE
B EEERRABER - LB
FRMEREE Bl E B
R -

B EeArE -~ REETERE -
ERTHEED D ARAHHRENT A
cERMERERY  REREE B
EAXER - BEEE -

(RAEE)

St EBEBHEEAR EAR
#4957 B A R Lok 12 Fl 4815
%o UBHTHERTERA -

HEEBENEEAREAREER
HHBARZHEBER -

fetn
peced
B

gl
(B R

- AR EREFFE—K U
L&A B HUR 3 4 I R EH
LSRR HRTEEEIAN
,ii -

REHREERATEEZER LB
BEH TR -

(Frma)
=t ARBERERTHRE -

KEHE MERBEBRTR-

2
[N]



1. Dan Blacharski, 1998, Network security in a Mixed

Environment
2. Lars Klander, 1998, Hackers Proof
3. Secure Computing, 1999, Securezone
4. George Kurtz, 2000, Hacking Exposed

5. Edward Amorocso, 1998, Intranet and Internet

[OF)
J



fff4— Research paper

Introduction

As the current business environment go distributed, 1t also drives the applications
systems moving to distributed, clicnt/server technologies and has dramatically
changed the computing environment of many organizations. Although client/server
computing do provide access to distributed information easier, it also have the
problem of safeguarding corporate computing from misuse.

The complex systems that are present in mainframe environment have assured trust
in their operation. Mainframe security solution have allowed strong, centralize
controls 1o be enforced. The security of a distributed, chent/world, however, is much
more complex. Unlike the mainframe, the control and security functions are
distributed across scveral platforms and are not usually under the control of any single
processor. Besides, Network has also exposed corporate networks and computing
systems to access by outsides.

Distributed computing security is a business problem with many complex aspects.
A key issue is how can you trust the integrity of an authentication process over a

untrusted network? It includes two parts:
eSecurcly authenticate users.
e Authorize their actions.

Data communications channels are often insecure, subjecting messages transmitted
over the channels to passive and active threats. With a passive threat, an intruder
intercepts messages to view the data. This intruston is also known as eavesdropping.
With an active threat, the intruder modifies the intercepted messages. An effective
tool for protecting messages against the active and passive threats inherent in data
communications is cryptography

Encryption can virtually eliminate many security risks and is crucial to enable
technology to operate for client/server computing. Cryptography is a tool for
satisfying a wide spectrum of computer security needs and requirements. It
transformation of data. It provides an important tool for protecting information and is
used in many aspects of computer security. For example. cryptography can help
provide data confidentiality, integrity, electronic signatures, and advanced user
authentication.

Drivers for computer security

Applications which adopt C/S computing require the IT infrastructure to provide a

trusted services for access of applications for distributed business processes. What 1s

really driving the need for security? In distributed business environment, the most



important nced for trusted service is:

* Identification: who are you.

¢ Authentication: Prove you are who you say you are.

e Authonization: what are you allowed to do?

* Accountability: prove you are who you say you are.

» Confidentiality: prevents disclosure of the message to unauthorized users.

» Integrity: assures the recipient that the message was not modifled en route.

¢ Non-repudiation: Non-repudiation with proof of origin provides the rccipient
assurance of the identity of the sender. Non-repudiation with proof of delivery

provides the sender assurance of message delivery.

Risk in client/server computing

A threat is a circumstance, condition, or event with the potential to cause harm to
personnel and/or network resources in the form of destruction, disclosure,
modification of data, denial of scrvice, and/or fraud, waste, and abuse. The most
common security threats to network systermns include impersonation, eavesdropping,
denial of service, packet replay, and packet modification
Eavesdropping:  Eavesdropping allows a cracker to make a complete transcript of
network activity. As a result, a cracker can obtain sensitive information, such as,
passwords, data, and procedures for performing functions. It is possible for a cracker
to eavesdrop using wiretapping, eavesdropping by radio and eavesdropping via
auxiliary ports on terminals. It is also possible to eavesdrop using software that
monitors packets sent over the network. In most cases, it is difficult to detect that a
cracker is eavesdropping.
Many nctwork programs, such as telnet and ftp are vulnerable to eavesdroppers
obtaining passwords which are often sent across the network unencrypted. Threats
associated with use of telnet and fip are described in sections 9.2.1 and 9.2.2.
Network programs which involve file transfer are susceptible to eavesdroppers
obtaining the contents of files. In particular, NFS, RPC, rcp, and ftp are vulnerable to
unintended disclosure of data. Encryption can be used to prevent eavesdroppers from
obtaiming data traveling over unsecured networks, Section 5.1 provides information
on cryptlography.
Denial of Service: Multi-user, multi-tasking operating systems arc subject to *"denial
of service" attacks where one user can render the system unusable for legitimate users
by “hogging" a resource or damaging or destroying resources so that they cannot be

used. Denial of service attacks may be caused deliberately or accidentally. Taking



precautions to prevent a system against unintentional denial of service attacks will
help to prevent intentional denial of service attacks.
Systems on a network are vilnerable to overload and destructive attacks as well as
other types ol intentional or unintentional denial of service attacks. Three common
forms of network denial of service attacks are service overloading, message flooding,
and signal grounding, It is important for system administrators to protect against
denial of service threats without denying access to legitimate users. In general, denial
of service attacks are hard to prevent. Many denial of service attacks can be hindered
by restricting access to critical accounts, resources, and files, and protecting them
from unauthorized users.
Packet Replay: Packet replay refers to the recording and re-transmission of message
packets in the network. Packet replay is a significant threat for programs that require
authentication sequences, because an intruder could replay legitimate authentication
sequence messages 1o gain access to a system. Packet replay is frequently
undetectable, but can be prevented by using packet time-stamping and packet
sequence counting.
Packet Modification: Packet modification is a significant integrity threat which
involves one system intercepting and modifying a packet destined for another system.
In many cascs, packet information may not only be modified, but it may also be
destroyed.
How encryption work

Cryptography is the science of mapping readable text, called plaintext, into an
unreadable format, called ciphertext, and vice versa. Cryptography relies upon two
basic components: an algorithm (or cryptographic methodology) and a key. The
mathematical operations used to map between plaintext and ciphertext are identified
by cryptographic algorithms. Cryptographic algorithms require the text to be mapped.
and, at a minimum, require some value which controls the mapping process. This
value is called a key.. The computations affect the appearance of the data, without
changing its meaning.. . The resulting encrypted data is stored or transmitted is
meaningless without using the correct key to decrypt the data .Given the same text

and the same algorithm, different keys produce different mappings.

e The ciphertext is transmitted over the data communications channel. If the

message 18 intercepted, the intruder only has access to the unintelligible ciphertext

* Upon receipt, the message recipient transforms the ciphertext into its original

plaintext format. This process is called decryption or decipherment

Cryptography 1s used to provide the following services: authentication, integrity,



non-repudiation, and secrecy. Two approaches have been developed to provide the
authentication, integrity, and secrecy services.

private key encryption: In secret key cryptography, two (or more) parties share the
same key, and that key is used to encrypt and decrypt data.  As the name implies,
secret key cryptography relies on keeping the key sccret.  If the key is compromised,
the security offered by cryptography is severely reduced or eliminated.  Secret key
cryptography assumes that the parties who share a key rely upon each other not to
disclose the key and protect it against modification.

The best known secret key system is the Data Encryption Standard (DES), published
by NIS'T as Federal Information Processing Standard (FIPS) 46-2. Although the
adequacy of DES has at times been questioned, these claims remain unsubstantiated,
and DES remains strong. It is the most widely accepted, publicly available
cryptographic system today. The American National Standards Institute (ANSI) has
adopted DES as the basis for encryption, integrity, access control, and key
management standards.

Asymmetric or public-key cryptography differs from conventional cryptography in
that key material is bound to a single user. The key material is divided into two
components:

a private key, to which only the user has access, and a public key, which may be
published or distributed on request.

Each key generates a function used to transform text. The private key generates a
private transformation function, and the public key generates a public transformation
function. The functions are inversely related, i.e., if one function is used to encrypt a
message, the other is used to decrypt the message. The order in which the
transformation functions are invoked is irrelevant. Note that since the key material is
used to generate the transformation functions, the terms private key and public key not
only refcrence the key values, but also the transformation functions. For example, the
phrase, *"the message is encrypted using the message recipicnt's public key", means
the recipient's public key transformation function is invoked using the recipient's
public key value and the messagc as inputs, and a ciphertext representation of the
message is generated as output.

RSA 1s a public keys algorithm, based on the algorithm originally developped by
Diffic-Hellman. Racher than having a single key that had to be exchanged over a
secure channc] ., each user would have two keys. : a private keys and a public keys . no
one but the user need know the private keys . and any one could know his public keys .
in this way, a person sending a message can encrypt it with the recipent's public key.
The recepient , using his private keys . is them the only one who can decript it.

The usc of RSA algorithm is rapidly growing. Paryicually in the area of electronic



messaging and electroonic mail.Secure communication between two parties can be
accompolished using an exchane of public keys .

Each approach has benefit depending on the specific requirement and
implementation. The advantage of a public-key system is that two users can
communicate securely without exchanging secret keys. For example, assume an
originator needs to send a message to a recipient, and sccrecy is required for the
message. The originator encrypts the message using the recipient's public key. Only
the recipient's private key can be used to decrypt the message. This is due to the
computational infeasibility of inverting the public key transformation function. In
other words, without the recipient's private key, it is computationally infeasible for the
interceptor to transform the ciphertext into its original plaintext. Note that with a
public-key system. while the secrecy of the public-key is not important (in fact, it is
intended to be “public™), the integrity of the public-key and the ability to bind a
public-key to its owner is crucial to its proper functioning.

One disadvantage of a public-key system is that it is inefficient compared to its
conventional counterpart. The mathematical computations used to encrypt data require
more time, and depending on the algorithm, the ciphertext may be much larger than
the plaintext. Thus, the current use of public-key cryptography to encrypt large
messages is impractical.

A second disadvantage of a public-key system 1s that an encrypted message can
only be sent to a single recipient. Since a recipient's public key must be used to
encrypt the message, sending to a list of recipient's is not feasible using a public-key
approach.

Although public-key cryptography, by itself, is inefficient for providing message
secrecy, it is well suited for providing authentication, integrity, and non-repudiation
services. All these services arc realized by the digital signature. the downside to
private key encryption is that the key is shared among two sites, one must have a
secure channel to pass the encryption key. To resolve this dilemma, a combination of
private keys encryption and public keys cneryption is often used. the down side to
RSA is that encryption with RSA takes significantly computer power and is therefore
slower than DES public keys encryption  circumvents the need for a secure channel
for exchane keys; on;y public keys are exchanged. 1t is also the enabling technology
for digital signatures.

Another difference between private keys and public keys encryption 1s in the
algorithm used to encryp the data . unlike secret key encryption schemes, which use
matrices called S box for encryption , public keys encryption takes advantage of the
fact it is difficult to factor very large numbers.

Because public key encryption is more complex over than private keys encryption , it



is also slower when compared with private keys algorithms such as DES. As a result .

the two technologics are often mixed in practice , as illustrated in Figure,

o

Data, encrypte

d with Data, decrypted using

g

DES DES Key

e
DES Key, encrypted with DES Key, decrypted using
System B's public key System B's private key

The advantage of public keys encryption over private keys encryption is that the
private keys is never shared with the other principals.Another benefit of public keys
encryption is that it may be used for the creation of digital signatures. A digital
signatures is used to verify both the sender and contents of an electronic message.
The public keys approach is suited to situations where a user requires secure

interaction with several other application or users.

Uses of Cryptography
Cryptography is used to protect data both inside and outside the boundaries of a
computer system. Outside the computer system, cryptography is sometimes the only
way to protect data. While in a computer system, data is normally protected with
logical and physical access controls (perhaps supplemented by cryptography).
However, when in transit across communications lines or resident on someone else's
computer, data cannot be protected by the originator's logical or physical access
controls.  Cryptography provides a solution by protecting data even when the data is
no longer in the control of the originator.
Encryption can be implemennted at various networking levels Based on the EPM
requirements, ESA dcfines the key security components and how they must work
together to ensure adequate security of our IT infrastructure
Mulipupose Internet Mail Extensions (MIME) is an Internet standard for mulitimedua
Encryption-mail. However, MIME lacks security. as a result. a secure version of the
MIME standard (S/MIME) is under development. It involves extensions to MIME
using RSA public key encryption , which also support digital signature.

Groupwarc



Encryption is becoming morc common in commercial applications. Lotus Notes now
includes encryption. Userd can encrypt a single outgoing message. specify all
outbound traffic should be encryted or encrypt incoming traffic. Note's encryption
capabilities support compound encryption in a document; priviliged users could read
the entire document, where less privileged administrative users might only be able to
read information necessary to do their work.

Another major trend is the incorporation of encryption in firewall systems. a network,
such as the Internet. the message source and the physical path of the Use of a value-
added network provider. I two or more parties are communicating via a third party
network, the nctwork provider may be able to provide assurance that messages

originate from a given source and have not been modified.
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s Sy
A. What are current states of the market or practice on computer
security?
B. How widespread are computer security incidents in USA?

C. How to detect computer security vulnerabilities and to know
whether the computer system has been breached by the

hackers?

D. Hoe to prevent computer criems originated within the

organization, not from outside?

E. What are the steps in developing a security policy for

management?
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