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Research paper

Introduction

Asthe current business environment go distributed, it aso drives the gpplications sysems
moving to distributed, client/server technologies and has dramaticaly changed the computing
environment of many organizations. Although client/server computing do provide access to
digtributed information easer, it dso have the problem of safeguarding corporate computing
from misuse.

The complex sysems that are present in mainframe environment have assured trust in
their operation. Mainframe security solution have dlowed strong, centralize controlsto be
enforced. The security of adistributed, dient/world, however, is much more complex.
Unlike the mainframe, the control and security functions are distributed across severd
platforms and are not usualy under the control of any single processor. Besides, Network
has aso exposed corporate networks and computing systems to access by outsides.

Digtributed computing security is a business problem with many complex aspects. A key
issue is how can you trust the integrity of an authentication process over a untrusted network?

It includes two parts:
Securely authenticate users.
- Authorize their actions.

Daa communications channels are often insecure, subjecting messages tranamitted over
the channelsto passve and active threats. With a passive thregt, an intruder intercepts
messages to view the data. Thisintrusion is aso known as eavesdropping. With an active
threat, the intruder modifies the intercepted messages. An effective tool for protecting
messages agang the active and passive threats inherent in data communicationsis
cryptography

Encryption can virtudly diminate many security risks and is crucid to enable technology
to operate for client/server computing. Cryptography isatool for satisfying a wide spectrum
of computer security needs and requirements. It transformation of data. It provides an
important tool for protecting information and is used in many aspects of computer security.
For example, cryptography can help provide data confidentidity, integrity, eectronic
sgnatures, and advanced user authentication.

Driversfor computer security

Applications which adopt C/S computing require the IT infrastructure to provide a trusted
sarvices for access of gpplications for distributed business processes. What is redly driving
the need for security? In distributed business environment, the most important need for
trusted sarviceis

| dentification: who are you
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Authentication: Prove you are who you say you are.

Authorization: what are you alowed to do?

Accountability: prove you are who you say you are.

Confidentidity: prevents disclosure of the message to unauthorized users.

Integrity: assures the recipient that the message was not modified en route.
Non-repudiation: Non-repudiation with proof of origin provides the recipient assurance
of the identity of the sender. Non-repudiation with proof of delivery provides the sender

assurance of message ddlivery.

Risk in client/server computing

A threet is acircumstance, condition, or event with the potentia to cause harm to
personnel and/or network resources in the form of destruction, disclosure, modification of
data, denia of service, and/or fraud, waste, and abuse. The most common security thrests
to network systems include impersonation, eavesdropping, denia of service, packet replay,
and packet modification
Eavesdropping: Eavesdropping alows a cracker to make a complete transcript of
network activity. Asaresult, a cracker can obtain sengtive information, such as, passwords,
data, and procedures for performing functions. It is possible for a cracker to eavesdrop
using wiretapping, eavesdropping by radio and eavesdropping via auxiliary ports on
terminds. It isaso possible to eavesdrop using software that monitors packets sent over the
network. In most cases, it is difficult to detect that a cracker is eavesdropping.
Many network programs, such astelnet and ftp are vulnerable to eavesdroppers obtaining
passwords which are often sent across the network unencrypted. Threats associated with
use of telnet and ftp are described in sections 9.2.1 and 9.2.2.
Network programs which involvefile tranfer are susceptible to eavesdroppers obtaining the
contents of files. In particular, NFS, RPC, rcp, and ftp are vulnerable to unintended
disclosure of data. Encryption can be used to prevent eavesdroppers from obtaining data
traveling over unsecured networks. Section 5.1 provides information on cryptography.
Denial of Service: Multi-user, multi-tasking operating systems are subject to “"denid of
sarvice" attacks where one user can render the system unusable for |egitimate users by
“"hogging" aresource or damaging or destroying resources so that they cannot be used.
Denid of service attacks may be caused deliberately or accidentally. Taking precautions to
prevent a system againgt unintentiona denid of service attacks will help to prevent intentiond
denid of service attacks.
Systems on a network are vulnerable to overload and destructive attacks as well as other
types of intentiond or unintentiona denid of service atacks. Three common forms of
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network denid of service attacks are service overloading, message flooding, and sgnd
grounding. It isimportant for system adminigirators to protect againgt denid of service
threats without denying accessto legitimate users. In generd, denid of service attacks are
hard to prevent. Many denid of service attacks can be hindered by redtricting access to
critical accounts, resources, and files, and protecting them from unauthorized users.
Packet Replay: Packet replay refers to the recording and re-transmission of message
packets in the network. Packet replay is a significant threat for programs that require
authentication sequences, because an intruder could replay legitimate authentication
sequence messages to gain access to a system. Packet replay is frequently undetectable, but
can be prevented by using packet time-stamping and packet sequence counting.
Packet M odification: Packet modification is a sgnificant integrity threet which involves one
system intercepting and modifying a packet destined for another system. In many cases,
packet information may not only be modified, but it may aso be destroyed.
How encryption work

Cryptography is the science of mapping readable text, caled plaintext, into an unreadable
format, called ciphertext, and vice versa. Cryptography relies upon two basic components:
an algorithm (or cryptographic methodology) and akey. The mathematica operations used
to map between plaintext and ciphertext are identified by cryptographic agorithms.
Cryptographic agorithms require the text to be mapped, and, a a minimum, require some
vaue which controls the mapping process. Thisvaueis caled akey.. The computations
affect the gppearance of the data, without changing its meaning.. . The resulting encrypted
datais tored or transmitted is meaningless without using the correct key to decrypt the
data .Given the same text and the same dgorithm, different keys produce different
mappings

The ciphertext is tranamitted over the data communications channd. If the messageis

intercepted, the intruder only has access to the unintelligible ciphertext

Upon receipt, the message recipient transforms the ciphertext into its origina plaintext

format. This processis called decryption or decipherment

Cryptography is used to provide the following services: authentication, integrity, non-
repudiation, and secrecy. Two approaches have been developed to provide the
authentication, integrity, and secrecy services.
private key encryption: In secret key cryptography, two (or more) parties share the same
key, and that key is used to encrypt and decrypt data. As the name implies, secret key
cryptography relies on keeping the key secret. If the key is compromised, the security
offered by cryptography is severely reduced or eliminated. Secret key cryptography
assumes that the parties who share a key rely upon each other not to disclose the key and
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protect it againgt modification.

The best known secret key system is the Data Encryption Standard (DES), published by
NIST as Federa Information Processing Standard (FIPS) 46-2. Although the adequacy
of DES has at times been questioned, these claims remain unsubstantiated, and DES remains
grong. It isthe most widdy accepted, publicly available cryptographic system today.
The American Nationa Standards Ingtitute (ANS!) has adopted DES as the basis for
encryption, integrity, access control, and key management standards.

Asymmetric or public-key cryptography differs from conventiond cryptography in that
key materid is bound to asingle user. The key materid is divided into two components:
aprivate key, to which only the user has access, and a public key, which may be published
or distributed on request.

Each key generates afunction used to transform text. The private key generates aprivate
transformation function, and the public key generates a public transformation function. The
functions are inversdy related, i.e, if one function is used to encrypt amessage, the other is
used to decrypt the message. The order in which the transformation functions are invoked is
irrdlevant. Note that since the key materid is used to generate the transformation functions,
the terms private key and public key not only reference the key vaues, but aso the
transformation functions. For example, the phrase, ~ the message is encrypted using the
message recipient's public key", means the recipient's public key transformation function is
invoked using the recipient's public key vaue and the message as inputs, and a ciphertext
representation of the message is generated as output.

RSA isapublic keys dgorithm, based on the agorithm originaly developped by Diffie-
Hellman. Raeher than having asingle key that had to be exchanged over a secure channd
each user would have two keys. : aprivate keys and a public keys . no one but the user
need know the private keys , and any one could know his public keys . in thisway, a person
sending a message can encrypt it with the recipent's public key. The recepient , using his
private keys, isthem the only one who can decript it.

The use of RSA dgorithm israpidly growing. Paryicudly in the area of eectronic
messaging and eectroonic mail.Secure communication between two parties can be
accompolished using an exchane of public keys .

Each approach has benefit depending on the specific requirement and implementation.
The advantage of a public-key system isthat two users can communicate securely without
exchanging secret keys. For example, assume an originator needs to send amessageto a
recipient, and secrecy is required for the message. The originator encrypts the message using
the recipient's public key. Only the recipient's private key can be used to decrypt the
message. Thisis due to the computationd infeasibility of inverting the public key
transformation function. In other words, without the recipient's private key, it is
computationally infeasible for the interceptor to transform the ciphertext into its origind
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plaintext. Note that with a public-key system, while the secrecy of the public-key is not
important (in fact, it isintended to be “"public”), the integrity of the public-key and the ability
to bind a public-key to its owner is crucid to its proper functioning.

One disadvantage of a public-key sysem isthat it isinefficient compared to its
conventiona counterpart. The mathematical computations used to encrypt data require more
time, and depending on the dgorithm, the ciphertext may be much larger than the plaintext.
Thus, the current use of public-key cryptography to encrypt large messagesisimpractica.

A second disadvantage of a public-key systemisthat an encrypted message can only be
sent to asingle recipient. Since arecipient's public key must be used to encrypt the message,
sending to alist of recipient'sis not feasible using a public-key approach.

Although public-key cryptography, by itsdf, isinefficient for providing message secrecy, it
iswdl suited for providing authentication, integrity, and non-repudiation services. All these
sarvices are redized by the digitd sgnature. the downside to private key encryption is that
the key is shared among two sites, one must have a secure channd to pass the encryption
key. To resolve this dilemma, a combination of private keys encryption and public keys
encryption is often used. the down side to RSA isthat encryption with RSA takes
sgnificantly computer power and is therefore dower than DES public keys encryption
circumvents the need for a secure channel for exchane keys; on;y public keys are exchanged.
It is aso the enabling technology for digital sgnatures.

Another difference between private keys and public keys encryption isin the algorithm
used to encryp the data . unlike secret key encryption schemes, which use matrices cdled S
box for encryption , public keys encryption takes advantage of the fact it is difficult to factor
very large numbers.

Because public key encryption is more complex over than private keys encryption , it isaso
dower when compared with private keys agorithms such as DES. Asareault , the two
technologies are often mixed in practice, asillustrated in Figure,

Data, encrypted with Data, decrypted using
DES DESKey

. —>
DESK ey, encrypted with DESKey, decrypted using
System B's public key System B's private key

The advantage of public keys encryption over private keys encryption is that the private
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keysis never shared with the other principas.Another benefit of public keys encryption is
that it may be used for the creation of digitd sgnatures. A digita sgnaturesis used to verify
both the sender and contents of an eectronic message.

The public keys approach is suited to Stuations where a user requires secure interaction with
severd other gpplication or users.

Uses of Cryptography
Cryptography is used to protect data both ingde and outside the boundaries of a computer
gsystem. Outside the computer system, cryptography is sometimes the only way to protect
data. While in acomputer system, datais normaly protected with logica and physica
access controls (perhaps supplemented by cryptography). However, when in transt
across communications lines or resident on someone el se's computer, data cannot be
protected by the originator's logical or physical access controls. Cryptography provides a
solution by protecting data even when the dataiis no longer in the control of the originator.
Encryption can be implemennted at various networking levels.Based on the EPM
requirements, ESA defines the key security components and how they must work together
to ensure adequate security of our IT infrastructure
Mulipupose Internet Mail Extensons (MIME) is an Internet sandard for mulitimedua
Encryption-mail. However, MIME lacks security. as aresult, a secure version of the MIME
gandard (SYMIME) is under development. It involves extensons to MIME using RSA
public key encryption , which aso support digita sgnature.
Groupware
Encryption is becoming more common in commercid gpplications. Lotus Notes now
includes encryption. Userd can encrypt a single outgoing message, pecify al outbound
traffic should be encryted or encrypt incoming traffic. Note's encryption capabilities support
compound encryption in a document; priviliged users could read the entire document, where
less privileged adminidrative users might only be able to read information necessary to do
their work.
Another mgjor trend is the incorporation of encryption in firewdl systems. a network, such
as the Internet, the message source and the physical path of the Use of avaue-added
network provider. If two or more parties are communicating via a third party network, the
network provider may be able to provide assurance that messages originate from a given
source and have not been modified.

37



A Wh at are current states of t he mae

security?
BHow wi despread are computer securl

CHow to detect computer security v

the computer system has been Dbr ec

DHoe to prevent computer criems ot

not from outsi de?

EWhat are the steps in developing

38



