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12:00-13:00

Radio Forensics - What It Is and How It Can Help With
Investigations ({H&EE)

#h#E * Ballroom G

ZEFT © Dominik Gieralt, Eugene Kim

Case Management & Integrated Quality Management: Why Is this
Important for the Future of Digital Forensics? ($&ak3H )

#h#G ¢ Ballroom F

ZGEM © Larry Depew

Future Forward - Examining Technology Changes to Plan for the
New Realities of Digital Evidence ({H#&%H)
H %G Ballroom C

=AM ¢ Ali Kamdar

Wireless Visibility: The MUST for Zero Trust (&ZH)
H#i#E : Ballroom B
SHEHT © Brett Walkenhorst

Path of a Defense Case  ($E:a%E)
%k Ballroom H
ST © Brandon Reim

13:15-14:15

Recovering and Carving Data from SQLCipher Encrypted

Databases ($E3%J8)
HrEE © Ballroom F
SHEM © Matthieu Regnery

eDiscovery...What's In It For Me? (EBEFHEIE)
i ®E © Ballroom H
SHEM © Bree Murphy, Patti Zerwas, Laura Anne Day

Everything You Need to Know About Mac Timestamps:

Understanding POSIX and Apple Extended Attribute Timestamps
(RS )

#h25 © Ballroom C

sAT ¢ Andrew Pomerleau

OSINT Tools and More (fE&3E)
Jh®E : Ballroom B
&#%EM © Cynthia Navarro

Trusted Authentication with Unique ID Token (E&ZZ¥)
HEG © Ballroom G
T © Don Malloy

SPONSOR DEMO: Shaping the Future of Forensics: Your Voice

11




Matters in the Physical Analyzer Ultra Interactive Feedback Session
(EBIETR)

HEE © Ballroom A

sEAM © Matt Goeckel, Mark Tacconelli

14:45-15:45

Accelerating DFIR Investigations & Workflow with Hardware (&
izl

HiEE : Ballroom C

ZEET - Manny Kressel

iOS Forensics - The Good, The Bad, and The Ugly ({H&%)
HEG ¢ Ballroom F
S#EEh © Maria Khripun

Courtroom Strategies for Mobile Forensics ($&55c8)
#r2E © Ballroom B
AT Matt Goeckel

Using Al to Improve Your Life- Techniques & Concerns (&Z28E )
J %5 Ballroom H
#ET © Richard Greenberg

SPONSOR DEMO: Digital Forensic Automation: How Nashville
Metro Police demolished their mobile device backlog and
accelerated justice with Magnet AUTOMATE (EBiE )
#h#25 © Ballroom A

=HAM © Trey Amick, Chad Gish

16:00-17:00

Overcoming the Fake News of Deepfakes - Techniques for Video
Authentication (#5285 )

#h#2E © Ballroom C

HEHT © Melissa Kimbrell

Cloud and Network-based Evidence Sources for Malicious Insider
Investigations ({H73H )

#h#25 © Ballroom H

=AM © Rick Baca

Advancing Digital Forensics: Efficient Approaches for On-Scene
Investigations ({HZ&5H)

#h#2% © Ballroom G

sAM © Mike Bates

What to Expect When You Are Expecting  (to testify ) (#5a8%38 )
H %5 ¢ Ballroom F
s#E © Don Vilfer

SPONSOR DEMO: Filling the Gaps in your Investigations with

12




XRY Pro (BBIER)
HrEL © Ballroom A
SEEM © Jaime Hauseman, Adam Dale

Common Repairable 1Phone Logic Board Problems: Fix the Board,
Recover the Data (#5358 )

H %G © Ballroom B

sHAM  Jessa Jones

11249 H 1

2 HEHZ

8:30-9:30

KEYNOTE: The DFIR Investigative Mindset: Hack your Mind to
Crack the Crime

#h#2E © Ballroom B/C

afiAM © Brett Shavers

Ask Me Anything: Securing Active Directory from Attacks (&ZZ
)

#h#25 © Ballroom H

=AM © Derek Melber

9:45-10:45

Tackling Collaboration Software, Social Media & Text Messages
With a ChatGPT Twist ($E:58)

#h#5 © Ballroom G

s#HT ¢ Julie Lewis, Addison Bradley

SPONSOR DEMO: Taking Your Investigations to the Next Level:
Boosting Your DFIR Skills with Belkasoft X (BBiER)

#h25 © Ballroom A

SHET © Maria Khripun

9:45-12:00

The Kidnapping of Alani C. - Dangers of Online Gaming ({H#&
)

#h#25 © Ballroom F

FHT © Colleen Stanich

How to Identify and Mitigate Hacker Obfuscation Techniques (&
)

#h#5 © Ballroom G

=AM © Tony Lauro

11:00-12:00

E-Discovery and Mass Disasters: How to Respond to Investigations
and Litigation (BFILEIE)

H#E ¢ Ballroom H

ZHBEM * Ronald Hedges

I've Been Called to Testify! What Should I Expect? (#3528 )

H®E © Ballroom B

13




ZEE © Raul Mejias

Evidence on Trial: Identifying Digital Evidence Management Best
Practices for Compliant and Accelerated Investigations (#Ea5kE)
HiEE : Ballroom C

&#Hf © Ryan Parthemore

SPONSOR DEMO: Collecting and Analyzing Mobile Evidence in
the Workplace (EBIfE/R)

HE®E ¢ Ballroom A

ZBEM © Trey Amick, Matt Fullerton

13:30-14:30

Al's Impact to Security (&ZE5E)
H®E © Ballroom G
=8EN © Dr Keith Clement, Ervin Daniels

Web 3: Embracing Possibilities & Mitigating Risks (&ZZ3H )
HrEE © Ballroom H
SEEN © Melissa Heidrick

Geolocating Vehicles Using Open Source Data ( $&:5%5)
HEG © Ballroom C
SHHT ¢ Stephen Lewington

Data Blackouts - Examining the Causes and Challenges for Law
Enforcement When Collecting Digital Evidence and Cloud Stored
Evidence Data ({HZ38)

#h#2E © Ballroom F

=HAM Al Kamdar

Forensic Threat Hunting with Digital Evidence ($&a5kg )
J®E © Ballroom B
MW © Dan Sumpter

15:15-16:15

Security Is As Security Does. Law Enforcement's Great Migration
To Operating Securely In The Cloud (S35 )

Hi%®E © Ballroom C

s8EM © Kevin Davis, Scott Montgomery, Chad Gish, Joshua Dobyns

Solving the Puzzle: How Ediscovery and Investigations Fit
Together (B TFFEME)

HH®E © Ballroom H

AT Mubashir Hussain

Hacking Demos, Dirty Secrets, Dangerous Lies, and Asset
Intelligence (EZ2HH)

#h#% © Ballroom G

sfAM ¢ Ken Liao

14




Pig Butchering: An Interactive Case Study ({HZE3H)
%5 ¢ Ballroom F
SEET ¢ Andrew Frey, Derek Wang

SPONSOR DEMO: Mobile Device Faraday Shielding and Charging
from Field to Lab (CEBI@~)

HEE © Ballroom A

SHAT © Ryan Judy

15:15-17:15

Using Open Source Tools for Memory Acquisition and Triage (&
)

HEf ¢ Ballroom B

AT © Greg Tassone

Finding a Diamond in the Dumpster: Decoding RAM 1in Mobile
Forensics ($E33E)

#h#25 © Ballroom F

afifM ¢ Adam Firman

In-House Mobile Device Repair in a Forensic Setting ... Do I need
It? (&8

#r25 © Ballroom C

afiAM ¢ William Aycock

16:30-17:30

Actively Engaging the Business in Security Initiatives (&Z258)
J %5 Ballroom G
HEAT - John Wallace

Avoiding the Traps and Perils of Engaging in High-Profile /Public
Figure Cases Successfully (B 8E)

#h#25 © Ballroom H

=AM * John Wilson, Rene Novoa

SPONSOR DEMO: A Crypto Tracing Showcase by Ciphertrace, a
Mastercard company and Cellebrite (ZBhf@m~)

#h#25 © Ballroom A

=AM © Nick Steegmans, Matt Goeckel

1128 9H 1

3HEH=

9:15-10:15

Public/Private Sector Cybersecurity Collaboration - The Key to
Risk Management & Cybercriminal Defeat ( &Z23H )

H®E ¢ Ballroom H

sAM © David Chow

Working Smarter - Critical Workflows in Analysis of CSAM ( §&3%

)
h®E : Ballroom C

15




AT © Sherry Torres

The Future of Python and Forensics ($&a528 )
%L ¢ Ballroom G
Z#%EM ¢ Chester Hosmer

Pressing Snapchat to Extract Juicy Data (=58 )
HPEE © Ballroom F
Z5EM © Matthieu Regnery

0:15-11:15

LE ONLY: Google Geofences: Understanding the Fundamentals &
Dealing with Rejection (fHE3H)

HEE ¢ Ballroom B

&#iAM © Romy Haas, Danielle Ponce de Leon

10:30-11:30

LE ONLY: Who' s Up There? RemoteID and Drone Forensics (&
o)

#h#25 © Ballroom F

S ¢ Jansen Cohoon

Transitioning from Public Sector to Private Sector (&8 )
HEG © Ballroom C
S0 - William Aycock

Sad Face, Happy Face, or Shoulder Shrug? How to Navigate
Emojis in E-Discovery (ZE-F3z8%8 )

#r#25 © Ballroom G

=AM © Brett Burney

The Dark Web and Why It's Important to Your Investigation ({H&
)

#i#25 © Ballroom H

50T © Todd Shipley

13:15-14:15

Enhancing Your Case With Digital Communications Exploitation
(EES)

HiEE © Ballroom H

SEEM © Darryl Valinchus

What" s in Your Data? You Can’ t Govern What You Don’ t See
(&EZE)

#h25 © Ballroom C

SEAM ¢ Sarai Schubert

Firearms in Digital Multimedia Evidence ($&308)
HI%L © Ballroom F
=AM Motti Gabler

Proactive Threat Hunting; Getting Left of Boom ({HZXE)

16




HEE © Ballroom G
SEHE © Matt Lembright

Hansken - Big Data Forensics (#5a558 )
H®E - Ballroom B
S0 ¢ Luc Koevoets

After the Crash: The Application of Digital Forensics in Motor
Vehicle Collisions ($E35%08)

%5 : Ballroom G

=#EM © Jake Green, Spencer Mcinvaille

Processing, Reviewing, & Producing Emerging Data Sources
(EDS) (BFESIS)

#h#25 © Ballroom F

&#EI : Deedra Smith, Andrew Freiheit, Collin Miller, Haydn Forrest

Windows Memory Forensics: Unveiling Digital Artifacts and
14:30-15:30 | Collecting Volatile Data ($&a%E )

#r#E © Ballroom B

afAM © Steven Bolt

Introductory Linux Digital Forensics/Incident Response for IT
Security and Enterprise Defenders ($&:588 )

#r25 © Ballroom C

=HAM * Thomas Millar

Forensic Investigation of Email Client Tool Marks (=58 )
HEG ¢ Ballroom H
ST © Arman Gungor

2 ~ B

1 | Magnet Forensics 17 81 )éygen Forensics, 33 | DekkoSecure
2 | Belkasoft 18 | ScanWriter 34 | Digital Intelligence
3 | Cellebrite 19 | Teel Technologies 35 | Evolver
US DHHS-0IG,
4 | CipherTrace 20 D1g1ta.1 . 36 | Forensic Drone
Investigations
Branch
5 | MOS Equipment 21 | Vespereye 37 | G3 Technologies
6 | MSAB 22 | Vound Software 38 | GreyCastle Security
7 | ADF Solutions 23 | Akerman LLP 39 | Griffeye
1PadRehab
8 Amped Software 24 | Atola Technology 40 | Microsoldering &
USA
Data Recovery

17




9 | BlackRainbow 25 | AVAIL Forensics 41 | LeadsOnline
10 C1phe.r tex Data 26 | Berla 42 | MediaClone, Inc.
Security
11 | DATAPILOT 27 | BitMindz 43 | Silicon Forensics
1 Detegq Digital 73 Block.Chain 44 | SkySafe
Forensics Security
13 | Exterro 29 | Censys 45 | SUMURI
14 | Logicube 30 | Chainalysis 46 | Systools Mailxaminer
15 | Monolith Forensics | 31 | Cyacomb Forensics | 47 | www.CTFDATA.pro
16 | OpenText 32 | Defense Forensic

() JHZ# * Wireless Visibility : The MUST for Zero Trust

(

|1

)

A5 58 N Brett Walkenhorst £ Bastille 2\ BRIl > B
S8 T I BE T AN R &R - DR~ B8 LAV AEES %
g ~ EIRAELR > kIR ES) o R IRMEAD EE R ERY R
78 Rt AT MR IR AT -

AN > FEGRERGRIET AT - AT R A S WA - s EE PN g
sfe /149 Bastille /A EIHVHEAREE (ORI ST > FHMEDH] ~ & Aol fE
ARESIIRENVIEEL ~ BELF ~ Wi-Fi MIWIRAaslls - pedwBE A R
i e HEs i N B R aR a5 i - (PSS ] L A BRI ARER
Ty ZE 4 e

Invisibility: We Can't See Wireless Signals

streams of 1's and 0’s fly

5% © OSINT Tools and More

ANBRAATEREER (Open Source Intelligence » fi&if OSINT ) EFRSF}
FOUSEEENEZEH T B — » ARGEE T E A SIEE Y OSINT
HUBEfE - 557 Cynthia Navarro fEESHESIAIEEE - BB TR L EHVE
AESHETERE > 1 BB IEEHEZIANS - REEE R
SE R IHRGE RN R R EE AL ~ (FH 2 2 3 (ERRFREA G 5ass T
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AR AGECE TIENIRES -

i o BEILHEFZ A AT ANER - 41 0 OSINT
Framework ~ fHEH L AGHEIEE B - =5 [2FH  EEEER0T - #
OSINT HHEFHY Podcasts A1 YouTube 55 » AGEAE Z 40 MY ELFR SRR -
HRHUUIREE A B RBEAE OSINT BB B T AN S » A
Rz ©

Social Media Sites

QLD

#5% © Using Al to Improve Your Life- Techniques & Concerns

st Richard Greenberg T2 AU FE3 FIFH A T&E (AD
RE R AEE R T E 2 I sd a0 = T it LENERTE
BEE AT ERIEAG OEE B T RS EEEN HPSEERHEHIS
AR - BIERF 2 A EZRGEFER Al TH » 41 ChatGPT -
Midjourney ~ Stable Diffusion ZE{T—FATENE M ARAFAE - B Al 7dla
SR PR

18 Al B4 ERERT - AR R A 2228 » il
Al 2] R H R M A SEER A E BE A A ENE © 52 F4
FEINEE o 5540 0 Al F oA pIOIRAYF T ~ BUES A ERRAVAE
PRV BT E R R E A S % EREIUSEEE AN B R R E
BEEHIRERE -
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Al Tools That Didn't Exist One Year Ago

« GPT-4 + Al email responses

« SlidesAl « AI chrome extensions

« Whisper + Dalle-2 Image generation
» Copy .ai + AI website and app

. ChatGPT builders

- Midjourney » Text to 3D world

- Stable Diffusion generatl_on i

. Text-to-i AL » Synthesia (custom video
exttorimage / generation)

* Replit Ghostwriter - Prompts Daily &

(7)) % © Overcoming the Fake News of Deepfakes - Techniques for Video
Authentication
s e > 158 A Melissa Kimbrell /148% 5 (55 ( Deepfake )
HOEEAHIE » 404 =04 (Generative adversarial Networks > fi
it GANs ) ~ EfE 1H4%484% (Convolutional Neural Networks > f&f# CNN )
% > WiPA Can we trust anything we see? B RE T TR T 5w o
TEE IR B R BAVEA S8R T 4 (BT REA B HERI EAR
B2 o3 Al R Se M54 (Integrity analysis ) ~ {EARAY 5 EEAE S0k 2
( Conventional multimedia forensics approaches ) ~ DA E 158
E23 ( Deep learning to fight deep learning ) & 4= BHAT B2 ( Physiological
and behavioral methods ) » HHEE 7 #Ee8 A\ S 1E S0 R R HIRES 2 65 » JRA]
{E BRI 2% o

-, rust) a special media creation .
approaches: analyze media contalner 1o check compatibiity

" Passive
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(75) Ez# : KEYNOTE : The DFIR Investigative Mindset : Hack your Mind to
Crack the Crime
ARG FEEEFE T EEFVOEST DFIR (& Digital Forensics and
Incident Response HY4iE%S » H S B # sk BRI ) AT - fE
SRR IR R R ez bt se B b o 588 Brett Shaver (e8¢ EAY 2B T
1E » EEEREERNE > HoiE " DFIR B2 EEE? | YA - feH#ElT
DFIR & 75 S AR s S e TH » BFREU—EEREAEN
LT M R R e ERE PIRA S 2 FIRE R ~ YMET
BREFREVNAEE  NiEESRAE SPEHEAE -
a7 Brett fEHZEAE R ILE R - BLVAETEEBALG - A REMEE
KB FIHY R B A [E] B ME B RILERE TR
DIBERR » A e EIEME RS - BbYNERFEMIHI AR » RV E]
LR - 88 K nlREH T RESEAYIE I - B R ie &1 B HIRHE -
TR R ENE RS - B TEE KBS R - B2y E - B
aoRl ~ g - FEFH BOF R M NG HBER - B TR KPR
FIHVERE » AT TEEEE )8 ot~ B - EERIREIATTED - SRl
"1 might be wrong | FUEITEE > EiEEREEEEARAAVETE - S IERERTES

() %= : SPONSOR DEMO : Taking Your Investigations to the Next Level -
Boosting Your DFIR Skills with Belkasoft X
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ARG E ¥ B R i Y Belkasoft X FESLINAE - A MBS
Belkasoft A LAV - ZIR{TEIESE - B - SOERE ~ |A
PR E s o 5857 Maria Khripu Jef€EmnIBEE RS » B Pt RbafaRl
Fi (Bl out-of-the -box ) HYFZEVINEE K HENME T H - SefE{L T/ERIZIE
PR A AR - MR I B Al o VR TRE ) KGR HE AR RAZAY =
& Belkasoft X ;3 =77 T B - f&i/rE IR % » DA RRIAEE 20

(TE[E—Z B A B - 1% - AR Bl ) B RATIEE
B &R R B4R T BRI N SR Re S I e i

Available: September 15th— October 15th, 2023

()\) ’#H=% : How to Identify and Mitigate Hacker Obfuscation Techniques
ARy T AT R A 3R [ EE A HURA (Obfuscation ) $%
fi > &%% Tony Lauro B[R4 (Akami) BHAFIRIZ 2T
g EE - SRR S EE RAVEAEROT 8 > 7 3 R R A4
HIFVEE(R (impersonate ) ~ Z{SE4EUE (Trusted site) ke NFHETERAE &
(Human Ingenuity ) $ffty - %A 2 18 Fsafi & HAT70H > #8225 " Shot in
the dork ; & " Final Battle |
f5i(1; (impersonate ) FflrEbsy - sEEBEE] T Good Bots » MHEARTS
f34; : IEME SEO (Search Engine Optimization B8535 281 ) ~ Google
FBE R Google Bots » B%% €% %5 bad Bots ( B[If5{}5 Good Bots ) #E{TIX
2 HIE T LUEEEREE (verify ) Good Bots & (manage ) Bad Bots
W5 R - 2 EME s (Tusted site ) 2 47 12 F
" googleusercontent.com ; K " raw.githubusercontent.com | AsfilF » B%%&

M ZEEHEMRAUEE - HUE SRR T -
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Example 1:

Example 2: i
S e T githubusercontent.com

googleuserqontent.com

e
September 11-13,2023 | Pasadena, CA USA w Digital Fores

Confarencs

NIERELE S, (Human Ingenuity ) 2643 » #2581 " Cybersole 5.0
" Shopify.io ; & "Dashe.io | F4EEEFE R ERFEFE APL & Bot #E{TH#E
6> BEUEERER - 58 "HE5 [RE(ENFE > BORE
AT AR A2 A JavaScript JEA RN » #F RFI Payload A 4815
FE LS HE (index.php page) » A7 payload ${T Bot () LIEERE
HUERASUE @ R as TR (hant = 2 - M B =4 R - fhoh
s ot 2 P BT ER4R e PHP R A= IR EVE = E5F -
I PHP JEE 2SR #S A DUER e WAF A2 VEEDH] - B im s A M B I
ZHHE TR - HINEERN S - NMESETEIREA -

= http://www. ilerigel. com/website -Php?page=6

This page is a SPAM link feed for Adult content:

2 <p style="overflow: auto;

position: fixed; height: Opt; width: Opt">
3 <a href="http://www.werren.net

¥ i rel="dofollow">porno izle</a>
4 <a htefa"http://ww.karliyayla.com/" rel="dofollow">bodrum escort</a>
- s </p>

The end result is that these hidden links would appear for search engine crawlers and thus would impact

the SEO algorithms used for search results. Normal users would not be impacted or see this data due to

ss tti Techno Security

CSS settings. Digital Forensi
Conference

September 11-13, 2023 | Pasadena, CA USA
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(F1) %E5& : Forensic Threat Hunting with Digital Evidence

A FREFEE A Dan Sumpter Z ASEST (3 B 5 T T %
EERIH | BVEENE - RrAlE R N R BN R A - B BES AR
ERNARIEEZRG (IPS) ~ AMRIIZ45E (IDS) Bk S Z%7t
Airm el ke VAC sk - EFEHEE - ORI B EEhac s IR 2L
At E N B A EERR S -

EE RS TR E O TR AEIE MR S TS
rhE R E R MREI=UT AR R AR G2 B RS - AR
AT R 2B PR R S IR RS A R L 5898 - B D h B tE
SIEM ~ SOAR ~ EDR ~ XDR -~ IDS #l IPS FHEE&EZ4:& @ I9HBINAC %
BL B R EEREIEAY -

R EE | BB R P AR SR E A DL el ]
FiE L3 B A A RO B HEFI IE ¥ 22 - s 1% /148 Windows event
viewer ~ FTK-system summery tab ®i3E T 51 iz FEAH BE 8 55458 > e
R SRR R E - SE LR SR it A g 2% E
g -
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(+)

VVhat is Threat
Hunting?

* Searching for unusual activity in your network or
Jes

workstations.
* Looking deeper into locating evidence of comp!
what many of use refer to as breadcrumb

* Leveraging various artifacts to effectively.unde
threats.

YEEE © Security is as Security Does. Law Enforcement’ s Great Migration to

Operating Security in the Cloud

ARG TGRS T UATFTE R B R Em s &4 % | PR E
o FTEFHAERB L&t - A ENBES T FrlE
TEE U Sk ek R IR G % & s A R i o

=21 Kevin Davis, Scott Montgomery, Chad Gish, Joshua Dobyns 47
Z T8N ~ FI AR EmIRR 2 2 N R - B RAEE SR
TR SRS o oF P R iy o] FH B sk & - BB B R E R B
sEh a2 AT RE R 2 (B m R R (B RS AR A5
i HERR A TR IR 2RI AR ZE MATR - o] gefi fE e iEny R
*E o PR TSR EIARE M - Eiw e T EAVEEE » aHPUA
HFIETTEREE M T IMEE - SHE: -

AR I T BEERF T E w4 4 7 i Y 48 R B T R AV Pk - 3%
HUNE TSI ZE HE AWS _FEITIUFEERIERZER] - B
B > AREH 107 FEE " BimiEscre ) g E tHE
FEw - BITERH - BRI = H e -

25



(+—) #Hs% : Finding a Diamond in the Dumpster : Decoding RAM in Mobile

Forensics

B HEs A Adam Firman 7148 RAM fERS{Ef TENSS B HEE
RHVEENE - DU B S FUB T EEERAESS - DI 2 giE
B

ZAEAR  BISEGEE R R —EMGE RAM kSR A EENE
B MAE{TEE B EEE e RAM REEAYRIT - BT A8 Ry Biir 5 s
AR A2 - SEE T 5 RAM fi#65 T E > 41 FORMOBILE 1
XRY - EET B EMFREAR R RAM AYTHAE » B4 RAM 65 ] L)
HRIHHE ~ BEBAIT R ~ EH Wi-Fi ZHEEEN - [FRF80E et
RAM ﬁﬁﬁ%IEE’JT%%VE BFEATEE RS - BnT5 ~ ETERE

EHRE o BIERLTIRE R o B S sk I b —(E 5 | A0F B AY4H
i@% ’ ﬂﬂf?%ﬂ%ﬁiﬁib LE AR -
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© \What can you get from RAM?

‘ © Strings - messages, apps. phane
numbers, location data_—

© Processes. open files, network
cannections, histaric data

© Malware indicators

© Encrypted data that is nat written to
long term storage

(+=) Hz% : LEONLY : Who' s UP There? Remote ID and Drone Forensics

R V2 Forensics 5 0 ERENA AyA{n] F1] i ALY
Remote ID fH{H# » 42 Aok BEAL AR SR M A B SR 1Y 2
% o B A (Drone) 585U #RE - ERIHrEHR - B 2021
4 H 21 B > frAE AR EEHEREES ID - 18 - KEE K&
REFRIMAVIIRE - HEF IR H LR IIRER AL R AR
HFHEELRE R B AL -

Remote 1D #iE # H IA  E BB AT ERE (FAA) sV
NH - 2z N\ ETENEEA Remote 1D S48 ST Remote 1D f54H » DL
a1 Remote ID FEL(RE 3 FEAGITHEI TR © Wikl (802.11) ~ BE
= 5.0 & 4.0 RAFEERTHFIHTZZER S FAA 495h58 7] B Remote ID
2 A > A REE R E SIS T -

HINHUEEIN S - 8 A T3 E R RIS 41 - BREER 12
K2 DFR (Drone First Responders ) » {H48 A&t 55— LS & - 41n]
RERZFEELAY GPS ~ $RUHE S » HAEMFHERIARMINE - 7IE S0
Mr s BEAh  HHEERE (Log) PIRER BB HTBARII AR (erase) @ th
A RER R R 22 [ RS » dm A MY EEF ERAB N 8 FIRE
REEN IR AR S ~ R EE4RAY 1% app S remote controller ;5 1R 254
NIV HEPEES By Android-based » FJLAFIH ADB #5577 =K 5 Biias
HGRIES -

B35 Remote ID (Remote ID Spoofing ) 2 H i o] 7H RAY L TEAY
R8> BUAE A EZE AN AR ER Remote ID /1 > HIETE S - &
IR AHPREL - BI35 o R&D SSID Spoofing » ZE2RE A A&/ SSID fit
gy DU 5 RS & Remote ID Spoofing AYEERE (40 RIEl) » 4d
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RFfE] N EE A R EHY Wi-Fi SSID > 5B HY SSID S EHUA N BHIH
WHAEE > AR A R R N IR R SRR - IEAh > JRTRETR ] A
FIEE R JT 2 > SR A B A R AT TRER » SR AR H oA
FIUSEER S B BUAE A TR R R P 4B XD 521 o PRI PR B -

690tKgZRxIXknUvx
iPhone (95)

NTGR_A64A

Piss off my hot spot &

Purchase Device

r3DVmQHaiYnJhvwQ

Verizon-MiFi8800L-5F22

W9j5PtRCStMab37A

wkL3FEOrGbR6qgpH

Other...

Ask to Join Networks

& F 278H © Spoofing ( FA%ELIEIE=H )

(+=) ¥Ez% : Enhancing Your Case With Digital Communications Exploitation

TrisnmsEs - 5 A Darryl Valinchus /48400 E F T4 « BT
B ~ FEAHEASFT Google FFHEN 8N T IR LA ENIRTT -

AR E EREAEE ISR R R N IR & A I
M o IRETERVEE T vl BE S HERR - IR IR 2B S IEVES B RE T4
RN BAER—H e T EEN - B8NS T o E e R E
B AR o DR R A BAE R s A R A TR T T A
> DIECR A P s R R o 4ET

BT HE RN B H R > SRR AR s I B A ayAH R M - T DA
FHWG i ~ EFRE GBI T H > (A ER 5 E R
i o BRI REE T - EEME - RS ~ Google HEAFEE
RHER > R SR - 58 N N HPGEE U S B R E - B
FEAT TR 2 (B U S 38 A2 P YRR ~ ER ~ BRI RER AN
7w {EFHTTRERR B AN A B R R A A - B
M TS ] DU A 3R H B S8 B R A B R A
T EREE -
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Digital Communications Concepts

Understanding data collection, its uses, and impact on your cases

=LK

v What Is attalnable for use?
Fﬁ) 1 - Available Data How can the data Impact a case?

S

Terminology
Basic communications analysis concepfs

% 2 - Technology Basics

e

Strategles for developing a case using

m 3- PUﬂing the SfOl’y TOQether communications data

e

’

( ?=|  4- Preparing for Trial Process guidelines and fips

. . Strategles 1o maximize effectiveness of expert
:Q 5 - Direct and Re-Direct e }

PENLINK © 202 Perdirt | Canidental & Progsetary

(+P4) EzE : Windows Memory Forensics : Unveiling Digital Artifacts and

Collecting Volatile Data
Fiat i T3 A Steven Bolt &5 Windows =R ESHUEEHYEL
ARG, ~ R MEERHREUR AHR 438 & (Bulk Extractor ~ FTK -
Winpmem ) HYFEA - Wi s aa S MR s B APV E B DL A

MO AR T AT HUS WER U ~ 3 EUHE ~ IRSRESESERL ~ 2
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Al > fERR R - EnE#EHY DLL 5
Rt S B A\ BRI B0 A%m % Windows
sCIEARHGGEDREY - S R BRIy 7 7ALRYARE ERh 23] -

RAM Analysis

C Behfore you get started, you should know what you are looking at and
why.

* What is normal and what is not normal with RAM.

Romanian Security Team

Security research

Home Tutorlale Tutoriale in englerze Know your Windows Processes or Die Trying

\

’9 Know your Windows Processes or Die Trying
A\

l By Nytro, November 1, 2014 in Tutoriale in engleza

Capturing Memory

* Need to capture and reconstruct with pagefile.
* WIinPMEM offers a solution.

winpmem —format map — snappy -p c:\pagefile.sys -o E:\evidence\memory.aff

« —format = read the VAD for memory map

* -CSnappy = snappy compression.

* -p c:\pagefile.sys = default location of page file.
* -0 = output folder and file with the AFF format
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(+7) EXPO €iiEE

2 G ode o7 Ryt A LR R B B o R RS R P P
R o KRS BB RG R R 2% SISO S S8 ~ ERtE B
¥t ~ DFIR Jz E-Discovery ; 25 MPG{E S LAy 7= itedg N &
SH - ZYRNSGHZHHSE > B REEA 0 EE S EEN
ZefgE BT T 2 RS2 DI H ars i i a%ay sofr 38 > d6 ]
EWEERFH R E RIS - ANE SR MpEn i fiE Atola
Amped ~ Oxygen Forensics 2 Mission Darkness ZFBRfEE > FIFH A
W& 2 app > WETHLSSRE A 2 AHBHEAE R - (8L 7E oy
smi% > BT BRI IRATERAES - B oTES R B E &R - ]
TR A E R 2 IRAVE S5 T (4] 1 Atola i1 B F Atola
TaskForce 2 B (I NIE ) > 5% i 4lfg m] i3 26 1 ports ~ 2 1%
NVMe B ~ HE%at Device Rack » B & #hFIE R A (EEH BEF
HEHE Atola AV AEEME » S54ME Mission Darkness FE! Forensic
Crack Cabinet > I ST R RN AEREH  MIE2INE
KAV Ee > A B BT A < S i s i §a ) Ry B SE 7 i > BN
EAHRMEEAHE  REERg ] DB E R e E SN EY)
PEAD » TR0 B i S PP o B R T 2 rn A A T AR R B S ik
S JTIA > BN Rk B b b ET ey B S o B PR RO
W@ RN L ek 2R TN e 25— S RS
SFTNENEIR R B TSOR (AN ED -

~Atolag

-

e S med. | =B - s
B® pen e - i - i
=i =L e W

& F &5iHH © Atola TaskForce 2
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>

&
X’ SkySafe 71 4

‘rone Forensic 3

The t e
riification - Easy

| L
« f
> )
4 g

Bl 3 ¢ G
B DR RES

ZRJ& Techno Security & Digital Forensics Conference FH% 274 EAE i $E 3 b a
FifodE HE E > 7 EE TN - 3 K REES > SRR 2B
AT 5~ S EEE 2 B S IV E - 2 IER I REUE s
B EUE N B~ 13 - BB o2 7 R B e B oy = TN BERE Pl AU & -
KR EHRUE B2 RN RG22 B 3 F AR R AR A E#
RHACIR A& g i me /T -

RRUESH S Z B ~ EEE B - DFIR 5z E-Discovery S8%HIE
BPERP 2E » AREA B NS P n 8 oY) - ARG Rl AT BB i
R EEE » B EE & SRR R T 1| HE A BV E B A1 E R
s BN ER BB E R s G R N - AR T Re I B R P
> FEER IR RIS bSO ST AV E S R -

HXREHE RSB AT D SR ERERE R = B e EE i
sk BT W AR SE BB s AL B EIEIIY - HPR S nl{E A g
Zh o A B ERVAEBORIR ~ S8YRE AT SE TR EEY)
M8~ JERIEEAE AR E - BLBURE A I AT SR R  KHE B
TRNGETEH RS  AUAREREAARKRERE -
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EAUSRHEIEEE AR - R EIPIREEERUS R B R EGE R - BRI R
e P2 e S 8 e B R B R B Rl BRSSP 2R B S sl N B 2 ST
MRBAbTES SRR > Wk R B A AN B T30M  HLFERgSpriE AR5
BRI TTE

ATl E P AR S R B K AU IE AN EIET - BHEOUIR(E
A BBy e RE Y B T M R B - AT S B 22 B iR il AH B SR 5
FHFRAR » SHEZFBFEMZE - BREENK - B - (BHBAES AT
B S FRIHBISIERZ S - IR S B 2 N BRI ~ Rif
B R NERBER AR RIS - ARDEEEE GRS > 285
ST AR SR BRI USE EE A - TREMENR - IR TIEHEERAEH
BB o

33



