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LAUNCHED

JICC

Joint International
Crime Centre

A specialist new unit to lead the
UK’s work on international crime.
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Home Office

NCA
National Crime Agency
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Criminal Records Office

ACRO iNPCC

National Police Chiefy’

NCA

National Crime Agency

UK Visas
CPS & Immigration
Immigration
Enforcement | Border Force
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THREEEEKE  mHERSRIVE R - (TR R E
BB TSR B ARIERATEIREE NV E I 2 -
T=E{E4EF} (Criminal Investigation Department » B[l CID ) HYTHIZR
b S 2HETTENAH - BTIE LAE - 5940 ERAEITHHERER
(Royal Parks Operational Command Unit) S AC#E %A 21 TEhHE X
(Safer Transport Command ) [EI5 /2 il ZCGE B Y g HLAL -
EPIHIZEES (Specialist Crime Directorate * SCD)

HFIHEE (46855 SCD) B EHEBEAEHEEMT - A5
HEAREMN - FHBIUTESPRIUIRERFRVHEE T R - At
G AN AR E Y 220 - ZE T — B ERARER 4R
o E & E EHENE AR TEIFERER - HFHEEE
i -

R e EEZEFETERR (Homicide and Serious Crime Command > SCD
1) BRSO SR BE T A NV E - A TR
FHE N EEAYER ARG & 4H (Murder Investigation Team ) #E7T © 5%
A A B R A E S N ey ] BE 2 B Y SR S 2R ZE 1
s ge B MEAETERR (Rape and Serious Sexual Offences » SCD 2) : {H
WD R e TR R SRR M USERY R -

540 (Fingerprint Services ) * B JENILEIEA A 54T
ERERTEIESE - oD » EFE N EAUE AT E TR B89
AEFF ALV 2K - R HZ AR BE ABRET rle8 = -
IR (Forensic Services Command Unit > SCD 4) © B& 5
fi 32 WAV E VA T TENAH S A A B A FR B s ML E Y =]
AR -

EEFIEK (Child Abuse Investigation Team » SCD 5) : &&=t
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SCD6) * B H ST HEREM: M EEEIUTRE YA -
(7) = XEEIEFEFEESH L (Trident Gang Crime Command » SCD
8)  AEHEMBB N EAREIUIRAIERNL - B MBE R
R — -
(8) EZERAHBILTER (Serious and Organised Crime Group * SCD7) :
BEEHEEAREMS - SHBMEIUSEE R N anfy A -
) FEEREHR (Covert Policing/Intelligence » SCD 10) © B&H A
HA =B E R A DB HIU SO AT T B AR -
B pRfTENES (Central Operations » CO)
FORATENED (455 CO) AR RS ZEE HAN AL P T2 (L B P IHs
FATEISHE -
B EEFRITENES (Specialist Operations » SO)
FRATTEIEN 4655 SO Z M ERE AT TRIREBHIEFT -
H RiTEZ B T 0 R DU T =& 5L -
(1) Z#H5#ER (Protection Command ) © 43 &% S R4 » E=NE
PRe&4H ~ SMCPReE
() RRYEHEERL (Counter Terrorism Command > SO15) @ EZ{L /&
HERE N o R B i & R E FR S R AR o B
BANAES © REMEE R IRE TR S BIEME DU ~ TEPI
B BRI Bl ~ SRR A ) i SOt R F 2 B T+ 2
THEAEH -
() FRZAHEHEERL (Security Command ) © 43 % PE B SF sk R A2 P4y
(7)) SN
RRSE T RIS R M8 B B T i R B E A E
(52 62 38 %47 Digital Biometric Exploitation Unit > #% 24 AR IE K
s s e et S B T g H ORI R T R dsae 2 CCTV » I ER
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Cisco systems f&—FK EEREFHIRHLAE] - FEEALFY5EE] San
Jose, Carfornia ° BIZFY 1984 4F » ERIETTN R BkaVaHE ~ 1
SEAOE A TR BE RV Ag RS Rl A R T 28 - F L RyBrss ~ BUF
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AISERIZE A AERS BB St - DU & NETHY RAVAEES 75K -
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(—) Demystifying Cybercrime ZRF2 7144
e L EREE B e o SR I A NS R B BRI a8 - 185

HTIUREE AR T Y R D S Bt Sy Y BR AR AR AU & A BE iR AU

FREM -

(7)) Demystifying Cybercrime SRF24EET =K » SREENAE FZ0 R S BEEH - &£

RN UK R AT T

1. Real or Fake-Deep fake
AR (555 © Deep fake ) SCREZRIE RS » /2 24°L " deep learning |
(RIZEEENH T fake | (IR AE  FEHTEEN A LB EH ARGEG S
FHATHYER] > Deep fake £l rIRF E AT HYIE G /B i 2 H AR TE 58k
s h Lo AT ERBRAARY 3D A S R IB HERL il - R HIRCT AR B
RIS B FIMARRCR, - By TR B R B SR R AN A
SOfE—B R T AERCHTTEES RN - RIFRHEER M A RE GrRE
EHAEIEE AR b - ez HIRAIEEE ERIFRIEAY - 1A - Hiig
FEMRBREER S GBS IRERN - BB TR GRNES
AR B B R REE R -
Mark SRR —BA4GLI L 55R ARREVIR A - 55 R P EHY IR A AT
745 Deep fake ATAERHYIR » EE2 BETEmAVETET > Mark FEREH A
e o] DU AR 22 I A o AR IR EERIHR IS IE ARy R > 028
5 AT Y Deep fake #AG 1] DK FTEE A BERHYER R ERIIESNSR - i
SN ER AR R - EZFERE IS easoetin] ~ Flesds
B > EHFTECER AR -

FEIR R IRIGHIR A SRR MRS - AR AVEEIR
EARE > A2 (ERA S A B HESRIRATFTERY - 26 BIEE B AR 18
RERIER R © Heih TEAYIIRFLLIR - SER R R > 6
Al SO MR
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R EERHE RS - TR R R B G S A LA H
RIS - R RERRERET R - g REEE0ET R B
HF - APIREm BTN A Al e MBS R BRI R -
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(3) B ARHIEReEIE
WIRE /1 NV SR BE S A G EEA RS AE B - AIRERoR A Y
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BIERIE Y -
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ANFARIEEFEGSROZIRASAS - a0 - Fimdd - B
R RS
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3.

% — b A4
(Surface Web)

# = R

(Deep Web)

=% wE 4
(Dark Web)

4 B fHHY

40 E A R o8 PSR B C B St P U R > BB 2 (4
UERREUE R A TR ROt R E E B E Y -

ERt ot T

Excel ~ Tableau #1 R F&ERIIHT LEABN T EEEREIRE
AR - alHE R A SR (4

Dark Web

4 - & FHRAEHY —/ NER ST AR Rl - L AE FURARIRAS ~ ek I ~

S TR R IRRE 4 RERD T - TRl Rl IR s 4 B AE F2F Y/
RIS AEES DR FH A ARG I8 A2 2R R T4 - 410 Tor~ B HI4H
12P A1 Riffle - Tor g4 n] DAFE Ry £ Elléads (onionland ) » (s FHARES THAR
I F&..onion ALRERERE FRHYIM 2 B4 BRIl -

THE A

%%%”6ﬁﬂ&%ﬁﬁﬂ?%ﬁ’i%£Mﬁ@ﬁ’mﬁ&%%ﬁ%
B 4 vh

PR E BA R BN F I BRI IEMEN . A5 KRS
HRMMEERRETEZIRETHEAL  FREFHER - &
$8E B AN E F I T IR ko Gmail) ~ R HHF I E M A %
(47] 4o EMS)

#)90%~91%

VT B3, 0 BE AR SR 4R — B IE A 0 BE 4R P 6Y 48 b 6 45 26
AR R A A LI F | Ee AT R B SR

#)4%~5% FEABE G SM R AR > B F MM T EF XA F A EH LIS
o A EFERHAGFIR o BIAAB LAY SIBE B R
Safarii®] & 25 2 M 8% 49
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(1) Tor /145

A LA Tor #4E Internet (HI4H)

FeETHLEE S Web fRfas s #& B L EE S Web Ik
Hias

FRs e e TSP AR AT SRR

AT T e ORI FH H P e AR 2z e )

SRR DR S B R
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B GENELRET 2 P RIB S A B
%0 Mozilla /9 Firefox 2 2
Tor Network ZH{TFEEEE)
Onion 485 AT {5 A — 2 B a5 25

TEFERAERE - A Tor2web £y » SRAGMRAERE (A&~ FHEEH
Tor & &5t 7] LA Access Tor Onion AR#% - i Tor2web 22 pHmL A] DLUE
SRR E AT H72 Tor2web HOReEFREIMEIGENEZAME » A2
{HR#E > 5 2  EHEIARE S End User WA %2 © tor2web proxy #h{%
—{EAEAE A A R AR S - Proxy Mg B BN R K B {F IR &R -

X How does the TOR network work?

© TORnode

-# Encrypted
connection

Unencrypted

TherTOR The‘TOR connection

Client client
has a list establishes a
of nodes new, random

froma connection
directory via nodes for

each request

& 27 : Tor Network ZEfE & &

(2) I2P /147

B o] DUFEHE 12P #4E Internet (BH4E) -
12P A HHAELRE N A THYESPALERS - B VPN A Tor A [F]#L
SRR B HAVE 2 outproxy 48R - 2 R B H lR4EIIEE 4R
FLN IR ETTTE%ET - 2P #hakat R Bl BEAERE -
12P 4Eis e o] DA RS 4 AR s IR S > e DL access HoAth
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B EREEE R EAR S RIS Y P o
W 12P FAYERE P/ E R R A B Bk R —(E T 4EERG » Data 78
A — (R S RGPS FHESU AR -
W DDP HUH G - RIERZ 4GRS B E CHYE A ARSIk A R -
1% Ky eepsites °
W I2P R Java BRI -
B IR S ESEEHEEN - EETES
4. Dark Web
ChatGPT » i Ry HIIK A BTz skigiffies (555 © Chat Generative Pre-
trained Transformer ) > HH OpenAl BH&FHY A TR ZRHI R A2 AFEZ0 0 1A 2022
11 A AR A GPT-3.5 - GPT-4 21 K AYRE = AN
DIsREERI4R - R i » ChatGPT j2& " AR pleat FEgl| SR ss |
( Generative Pre-Trained Transformer ) R fiTHY S 2 - BRAZEEEEE (deep
learning ) » FRAZ{EAERS FIEHHT R ESCAREAMET TSR - ChatGPT H AT
VS as=yrb=v=k ) RN SECIPNEPN I SEAs o pripab=w ok K= EIVVEEN S
ERENEES TF - GEEEIERSCE - HEIM% - BEiRsS 2
£15 - 40 - AEEBRCFAEROTE - B DR AR S H B8RRGSR
7 (B ~ dth ~ #1%) - fEEEIME JTE - 7 DURER ArREE
B E R - ERERS AR S BT AT RE

Bt -

Step1
Collect demonstration data
and train a supervised policy.

Aprompt is ~ A prompt and > Anew promptis o
~nd ./
sampled from our Bephaln reloforesriet several model Exphaniraicdorccrnant sampled from Write 3 story
prompt dataset. Iearning to.a & yaar ald outputs are leamingto a & yearld the dataset. ataut atters.
sampled. |
Y A O '
S The PPO model is AEE
Alabeler ® [c] (0] initialized from the SN
demonstrates the Doephs: ':.‘13-“:-" supervised policy. W
desired output
i Wie grée traats and
behavior: Borscer f f
‘ Alabeler ranks the The ptolicty generates  greaupanatime.
\ outputs from best ARk :
S toworst. ©-6-0-0 ¥
i i / ’
;h’s_td"’r‘:‘e’ g:‘l?-e::,sto 'é‘aé/. The reward model R
"_‘S] ek 5 LI ¥ calculates a reward N
WRh Supervise 4 e for the output. p*2.4
learning. H :ﬁ[:"] s
=== This data is used LRI,
to train our '\.\Q{/’ The reward is used Y
reward model. to update the r,
©-6-0-0 policy using PPO. £

Step2
Collect comparison data and
train a reward model.

Step 3

Optimize a policy against the
reward model using the PPO
reinforcement learning algorithm.

[
)
o0

: ChatGPT SRHIREEERE
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ot Mark S8AT R AR A ChatGPT 2% —{# A Python F2=
SR ARG SEAEIL WK GPT token encoder and decoder 472 ChatGPT

P LR AVAZ S -

GPT token encoder and decoder

For more information on this tool, read Understanding GPT tokenizers

29 * ChatGPT B

5. Malware
SEEWES (R © Malware, malicious software ) » 5 FE4EES ~ AJH#ER
R E S RHEEN - BUEEHE A ER - FEikes - RIS - B4
P& B ISR BB B RN - 2 4HRE - BRI AL T A TR =
FeEZ R ol H s E DA S P HEE B R e -
(D) EEE=TEE
L oF:=2
BH 55 35 (Boot Strap Sector Virus)
sl B BRI 8 (BootSector) » A& HHBHISENFEEE » FEMFE A
LIS A Z AL A GCIRRE - $1¥ DoS Ky
Er(Interrupt) S E58 S HIHER] - I TELAINIE - IS AR
o~ BRI
Fi& ZE A9 3% (File Infector Virus)
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A P TREC.com , *.exe ) o TR - FREMRIFIT -

EAEZEWTHY - RE R IRE T - RE TR E &

T ESABEEE A » SR EE IR - 5 EEE

(FREZAOE

E&NHE

I FH (office) G HY EAEDIAEEAT T » B Word ~ Excel » PowerPoint »

Access fEZE > iR B ZF{Z (Outlook) ~ B (&R ~ BhH EEE

fiE

[E R AE\(Spyware)

AEEIAE L AT N RS - AR (E A ~ BRI EE

AYEER » BHEHEG—TURE - RS IR AAE B R (E I - ] P
feddrs BT EH R BRI R S - SRR

AT HA R RS -

& R (Trojan Horse)

FERRSE - EEMEEVER - BEETEENEY - g

EFER - GEER EERM  EEEREATEI RS - BEHTE

EE NERN - SRR RS NE ~ SN TP (H A B

=
Han °

(2) Cyber Kill Chain

{52 (Reconnaissance)

WEH REHEHRIER - WETEEHE - (- FENE
K DIFRETRT LU FHYg9%E - BB idm T H - fafl H AR R4
Uh~ B BRI EY SR~ RO -

H2E(Weaponization)

VB s F R B R TR B0E B 7B EBa a8z -
#E£(Delivery)

WEE RSB R A A BN RGN - IS Eey aErHEey
HLE ~ IO KB AV ERRES - BEE A -

YR A B (Exploitation)
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PRI ARG - #5H HAEE R 2 80RE - 5 DUEFIGE
B AEE TSR -

B Z8E(Installation)
YR B & i DL BIES EER 28 - DUA e S HHE
HITIREIRET

B S EIZEE](Command & Control)
W TERAE HEE RSN - SREER SRR - DUEFHE
RENM&ETTH) -

B {THj(Actions)
RSB AS BIR - BREUTE » AR R4 - BHEEE
B~ SR EHERS -

Recon Install

v Deliver v Payload
(1) (2] (3) O O (6 J( 7
\—‘ Vulnerability 4 ¥ Remote control
Exploit

The term ‘kill chain’ originates in the military. A kill chain is a series of steps that starts with the
identification of a target and ends with the actions that directly affect that target. This slide applies
the same model to a typical malware attack.

CITY.LONDON
K POLICE
ARSI

30 : Malware " Kill Chain |
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[1]

* I EEIEIEIR 0

https://www.nationalcrimeagency.gov.uk/news/joint-international-crime-centre-
launches
https://www.policeprofessional.com/news/uk-sets-up-new-specialist-unit-to-target-

international-crime/

s

= o~
https://en.wikipedia.org/wiki/Hendon Police College

https://www.london.gov.uk/press-releases-5613

* BN R SR EER

https://www.royalholloway.ac.uk/
https://www.royaledu.net/index.php?cmsid=625&1d=88

https://zh.wikipedia.org/zh-

tw/%ES5%80%AB%E6%95%A6%ES % A4% AT%RES % AD%BE%ET%9A %87 %ES% AE
%B6%EI%C%8D%EO6%B4%IB%ES % A8%81%ES % AD%B8%EI%99% A2

s BB R

https://www.met.police.uk/
https://zh.wikipedia.org/wiki/%ES%80%AB%E6%95% A6%EL% AD% A6%ES % AF%9
F%E5%BB%B3%E6%9E%B6%E6% AT%8B

BN 2 R

https://www.infosecurityeurope.com/

~ Hydra Foundation

http://hydrafoundation.org/

https://www.pureav.co.uk/

~ The City of London Police Economic and Cyber Crime Academy

https://academy.cityoflondon.police.uk/
https://academy.cityoflondon.police.uk/demystifying-cybercrime-for-non-technical-

audiences/
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https://www.met.police.uk/
https://zh.wikipedia.org/wiki/%E5%80%AB%E6%95%A6%E8%AD%A6%E5%AF%9F%E5%BB%B3%E6%9E%B6%E6%A7%8B
https://zh.wikipedia.org/wiki/%E5%80%AB%E6%95%A6%E8%AD%A6%E5%AF%9F%E5%BB%B3%E6%9E%B6%E6%A7%8B
http://hydrafoundation.org/
https://www.pureav.co.uk/

